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Abstract

A secret sharing scheme is a method by which a set of shares are generated from secret
data. These shares are then distributed among a set of participants. The secret can
then be recovered from the shares of legitimate subsets of participants. The set of these
subsets is called the access structure of the scheme. If the functions that recover the secret
from the shares are all linear, then the scheme is called a linear secret sharing scheme. The
inherent linearity of these secret recovery functions enable participants to cheat by wrongly
declaring their shares during secret recovery. An example of such an attack is the ‘Tompa-
Woll’ attack. In these attacks, the wrongly declared share leads to a wrongly recovered
secret. However, the cheating participants can use the linearity of the recovery function to
calculate the correct secret from the wrongly recovered one. Various verification techniques
have been devised to detect this kind of cheating. An alternate method of resisting such
attacks is by designing schemes with nonlinear secret recovery functions. These functions
must be such that the cheating participants gain no information about the actual secret
from the wrongly recovered one. This motivates the study of nonlinear secret sharing

schemes.

The first contribution of this thesis is to formulate a framework for defining access struc-
tures of nonlinear code based secret sharing schemes. This framework is then used to
define access structures of secret sharing schemes based on the Nordstrom-Robinson code
and other codes derived from the Nordstrom-Robinson code. Further, access structures

for schemes based on a few Hadamard codes have also been derived.

We then look at nonlinear boolean functions from a secret sharing point of view. In
particular, boolean expressions derived from linear equations over the ring Z4 have been
explored. Closed-form formulae for such expressions have been derived. We have then
derived a few information-theoretic results that enable us to analyse these equations from

a secret sharing point of view. A couple of secret sharing schemes are then designed and
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analysed based on these results. Finally, a few areas of potential research related to this

thesis have been suggested.
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1. Introduction

Secret sharing is a mechanism by which a secret is shared among a set of participants. A legitimate
subsets of these participants can than regenerate the secret. A typical example why such a mechanism
is required is given as below.

Consider an encryption scheme wherein decrypted data can be recovered only by a party who
possess a secret key. Here the loss of secret key, results in loss of the data. A way of overcoming this
problem is by giving the key to a number of participants, this however compromises the security of
encryption scheme. An elegant way of working around this problem is through the use of a secret
sharing scheme. Here, a mathematical function generates a set of shares from the secret. These
shares are then distributed among a set of participants. The individual shares contain little or no
information about the secret but the secret can be recovered from legitimate subsets of shares. If the
number of such legitimate subsets is sufficiently high, even if a few of the shares are lost, the secret
can be recovered. Besides key sharing, secret sharing is used in a wide array of applications ranging
from multiparty communication to blockchain.

The following section gives a brief history of secret sharing and a concise literature review.

1.1 Secret Sharing Schemes: A Brief History

Secret sharing was introduced simultaneously by Shamir and Blakley in the year 1979. A secret
sharing scheme is a method of generating a set of shares from a secret. These shares are then distributed
among a set of participants. The shares of legitimate subsets of participants can then recover the secret.

In Shamir’s scheme a secret is considered to be a coefficient of a k" degree polynomial and the
other coefficients are chosen randomly. The shares consist of evaluations of this polynomial at a set
of points. To reconstruct the secret one needs any k such evaluations. In other words, the secret can
be recovered from any set of k£ shares. This property is known as ‘thresholdness’ and such a scheme is

called a (k,n)-threshold scheme. Besides threshlodness, Shamir’s scheme has the following properties:

e Mutual information between the secret and any set of less than k shares is zero. This property

is known as perfectness.
e The size of share and secret is same.

A scheme, like that of Shamir’s, which satisfies both the above properties is known as an ideal secret

sharing scheme.
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1.1 Secret Sharing Schemes: A Brief History

In contrast, Blakley’s secret sharing scheme considers the secret to be the intersection of n hy-
perplanes in a k£ dimensional space. Each share contains information from which a hyperplane can
be reconstructed. In order to determine the secret, k such hyperplanes need to be reconstructed. In
contrast to Shamir’s secret sharing scheme Blakley’s scheme is not perfect.

An implementation of Shamir’s secret sharing scheme using Reed Solomon codes is given in [1].
Consider an (n, k)-Reed Solomon code. The shares are generated by encoding a message vector
m € IE"’; using the Reed Solomon code. The first entry mg of the message vector is the secret while the
remaining entries are chosen randomly. If G is a generator matrix of the Reed-Solomon code then the

share vector s € Fy is calculated as s = mG. Clearly, the number of shares is equal to the number of

columns of G. Consider a column vector v € Fg such that Gv = (1,0,...,0)T. Now,
1
0
sv=mGv=m || =my
0

Thus the secret can be recovered from subsets of shares such that the span of the corresponding
columns contains the vector (1,0,...,0)7. This defines the access structure of the scheme.

An alternate method of using a code for secret sharing scheme is given in [2]. Here, a secret is
considered to be an entry of a codeword. Without loss of generality this entry can be taken as the first
one. The linear relations between the entries of the codewords are used to reconstruct the secret. The
access structure in such schemes is determined by those codewords of the dual code whose first entry
is non-zero. For example, consider a linear code C' with a dual code C’. Let v = (v, v1,...,Up—1) be
an element of C’, where vy # 0. Apart from vy, let v;,, vj,, . .., v;, be the nonzero entries in v. Now for
any ¢ = (co,¢1,...,cn—1) € C, o = —vo_l(cilvil + CiyViy + - -+ + ¢, v, ). Thus, if ¢y corresponds to the
secret, then it can be recovered as a function of ¢;,.c;,, ..., ¢;,. Thus, the access structure corresponds
to the support of elements of the dual code with a nonzero first entry.

The above paradigms are used in the construction of various secret sharing schemes [1.,[3-5]:
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1. Introduction

In all the schemes mentioned above, the secret is recovered by evaluating a linear function of the
shares. Such schemes are called linear secret sharing schemes. The inherent linearity of these schemes
enables a participant to cheat by modifying his share.

For example, consider a secret s that is got by evaluating the following linear function on a set of
shares s1, s2,..., S as

§=a181 +axs2 + -+ apSk.

If the first participant maliciously declares her share as s; + €, then the recovered secret will be
s’ = s + aje. Knowing the values of a; and e, the cheating participant can recover the correct secret
from s’. However, the other participants will be stuck with the wrong secret s’. An example of such
an attack is the Tompa-Woll attack on Shamir’s scheme described in [6].

In a secret sharing scheme the party distributing the share is called as dealer while the party
recalculating the secret is called as the combiner. The data could be corrupted on the communication
line between the dealer and the participants. This, along with participant cheating makes it necessary
to verify the integrity of shares at both the participants’ end and the combiner’s end. This led to the
development of verifiable secret sharing schemes [7].

A verifiable secret sharing scheme has an additional algorithm which allows the participants to
verify the shares that they have got from the dealer. In a publicly verifiable secret sharing scheme,
the shares can be verified by any entity using information that is publicly available. An example of
such a scheme is the one given in (8]

A robust secret sharing scheme is a scheme in which the secret can be recovered in the presence
of incorrect or faulty shares [9]. This is achieved by using techniques like adding authentication tags

and error correction. Typically, in such schemes the share size will be more than that of the secret.

1.2 Motivation of Thesis

As mentioned in the previous section the linearity of secret sharing scheme facilitates cheating by
participants. Therefore nonlinear secret recovery functions can potentially diminish the ability of a
participant or a group of participants to cheat. This motivates the study of nonlinear codes for secret
sharing.

This thesis looks at the following aspects of secret sharing schemes using nonlinear codes.

1. Defining access structure for such schemes:
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1.2 Motivation of Thesis

We first give a general method for constructing access structures of nonlinear code based secret
sharing schemes. We then used this method to construct the access structure of various nonlinear
codes like the Nordstrom-Robinson code and it’s derived codes and Hadamard codes,. Further we
analyse these schemes from the point of view of perfectness and ability of participants to cheat.

2. Study of Boolean Functions for Secret Sharing: While boolean functions and their constructions
have been thoroughly analysed from a cryptographic point of view [L0-15], there is not much literature
that analyses boolean functions from the point of view of secret sharing. Z4 linear codes like the
Nordstrom-Robinson code can be used to construct nonlinear binary secret sharing schemes. However,
the secret recovery functions in schemes defined in [16-18], which are based on well known Z, linear
codes, are linear in some of their arguments. This enables some of the participants to launch ‘Tompa-
Woll’-like attacks. The closeness of a secret sharing scheme to perfectness and its resilience to ‘Tompa-
Woll’-like attacks depends on its secret recovery functions. The secret recovery functions in such
schemes are boolean functions that originate from linear equations over Z4. This work characterizes
linear equations over Z,4 that give rise to boolean expressions that are desirable for secret sharing.
Further, conditions that ensure that such boolean functions are nonlinear in all their arguments are
derived. Then, closed-form expressions for these boolean functions are found. For a function of
several boolean random variables, an expression for the mutual information between the evaluation of
the function and maximal strict subsets of its arguments is derived. For secret recovery functions, this
value must be close to zero for the scheme to be nearly perfect. Further, when one of the arguments
of such a function is changed, assuming that the argument’s value is known, we derive an expression
for the mutual information between the evaluation of the function with the original argument and its
evaluation with the modified one. For secret recovery functions, this value should be close to zero
for the scheme to be resistant to ‘Tompa-Woll’-like attacks. These information theoretic results are
then appled to the derived closed-form expressions for analyzing and designing secret sharing schemes
based on Z,4 linear codes. The first scheme has a single element access structure. This scheme is then
extended to a scheme with a multi-element access structure. Both these schemes are evaluated for

their closeness to ‘perfectness’ and their ability to resist ‘Tompa-Woll’-like attacks.
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1. Introduction

1.3 Organisation of Thesis

Chapter 2 describes a framework for defining the access structure of secret sharing schemes based
on nonlinear codes. Using this framework, the access structure of schemes based on the Nordstrom-
Robinson code, a few of its derivatives, and a few Hadamard codes have been defined.

Chapter 3 analyses a special class of boolean functions from a secret sharing point of view. Closed-
form expressions have been calculated for nonlinear boolean functions derived from linear functions
over Z4. These expressions have been used to construct a couple of secret sharing schemes.

Chapter 4 discusses a few open questions related to nonlinear secret sharing. These are potential

areas for future research. The thesis is summarized in Chapter 5.
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2. Secret Sharing Schemes based on Nordstrom-Robinson and Hadamard Codes

In this chapter, we construct secret sharing schemes based on nonlinear codes. The following nonlinear
codes are considered: Hadamard codes, Nordstorm-Robinson code (Njg), and codes obtained by
shortening and puncturing of Nig. We analyse the resilience of these schemes to “Tompa-Woll”- like

attacks.

2.1 Nordstrom-Robinson Code(N3)

The Nordstrom-Robinson code Njg is a nonlinear (16,256, 6) code.

The code Nig may be viewed [19] as a subcode of the extended binary Golay code Gay. The
code Gy is a linear [24,12,8] code. As the code has minimum Hamming distance 8, we change the
order of the symbols of Gos so that Goy4 contains the codeword 1111111100...0 = 1806, Let G be a
generator matrix of the code Goy. As it is self-dual, any 7 columns of G are linearly independent.
Thus the first 7 coordinates may be taken as information symbols, and the 8" coordinate is the sum
of the first 7 symbols. We divide the codewords according to their values on the first 7 coordinates:
there are 27 possibilities, and for each of these there are 2'2 / 27 = 32 codewords. Thus there are

8 x 32 = 256 codewords which begin either with seven 0's (with 8¢ coordinate 0 ), six 0's and a 1

(with 8" coordinate 1). The table below illustrates the construction of the code Nig from Goy.

Table 2.1: Nordstrom-Robinson Code from Gau

l(ength,7 length 1 length 16 /
0000000 0 32 codewords
1000000 1 32 codewords
0100000 1 32 codewords
0010000 1 32 codewords
0001000 1 32 codewords
0000100 1 32 codewords
0000010 1 32 codewords
0000001 1 32 codewords
32 x 120 codewords
(the rest of the codewords of Ga4)
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2.2 Access Structure of Nonlinear Secret Sharing Schemes

Note that the Nordstrom-Robinson code Nig is subcode of the Golay code Gay4. As the Golay code
is a binary linear code of dimension 12, it contains 32 x 120 more codewords in addition to the 256

codewords of the Nordstrom-Robinson code.
2.2 Access Structure of Nonlinear Secret Sharing Schemes

Let V be an n-dimensional vector space over Fy. For an x € V| the symbol |z| represents the
Hamming weight of x. For two vectors x = (z1,z2, - ,Zpn),y = (y1,Y2, - ,Yn) € V, we define z.y as
(x1y1,+ -+ ,xpyn) and x V y is the vector z = (21,29, - ,2,) where z; = 1 if x; = 1 or y; = 1. We say
the vector x is covered by a vector y if y; = 1 whenever x; = 1.

If C C V contains M vectors with minimum Hamming distance d, then C is called an (n, M, d)
code. The n codeword symbols of a codeword ¢ € C' are indexed by the set (n) = {1,2,--- ,n} and we
write ¢ = (¢1,¢2,- -+ ,¢,). For an (n, M,d) code C, let A; be the number of codewords of Hamming

weight ¢ in the code C. The weight enumerator of the code C' is defined as the polynomial

n . .
Z Aix™ )t
=0

The weight enumerator of the code Nig is 26 + 1122195 + 3028y + 11225410 + 416,

For any two subsets A, B of the vector space V, Minkowski sum A + B is defined as the set
A+ B={a+blac Abe B}.
If A= B = N, then Minkowski sum is denoted by
Nig = Nig + N

Using the description of the code Nig as shown in the table, it is easy to verify that M 16 1s a
[16,29 x 32 = 928, 4] nonlinear code. Furthermore, the weight enumerator of Nig is 216 + 44821045 4
30289 + 44825410 4 416,

For any subset B C (n), the punctured code C|p is the code obtained from C where the symbols
of each codeword of C that are outside B are punctured. In the process, two codewords of C' may
become identical after puncturing. However, |C|p| will denote the number of distinct elements in C|p.

An (n, M, d) binary code C can equivalently be described by a collection M of subsets of (n) such

that a codeword ¢ = (¢1, ¢, ,¢p,) € C is identified as the subset A = {i|¢; = 1,1 =1,2,--- ,n}.
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2. Secret Sharing Schemes based on Nordstrom-Robinson and Hadamard Codes

Let us fix a codeword symbol cs, s € (n) as the secret and we want to find a subset A of (n) \ {s}
such that the codeword symbol cs; can be determined uniquely from the knowledge of the codeword

symbols indexed by the set A. In other words, we have to verify whether the following condition holds:
IClsyyal = 1C]al- (2.1)

The collection Ay of all such subsets A C (n) \ {s} will be called the access structure for the code C
corresponding to the fixed symbol ¢, considered as the secret. Note that the access structure Ay for
the code C' is dependent on the symbol ¢, chosen as secret.

We also define another access structure B for the code C' as follows: we say the set B C (n) is an

element of B if
|ClB\{53| = |C|B|Vb € B.

In other words, B is in the access structure B if we consider any symbol from the set B as secret and

it will be determined uniquely by knowing only the remaining symbols from the set B. Note that

|Cle\(sy] = |C|B|Vb € B

if and only if d )i, (C|B) > 2. (2.2)
These two access structures are related as follows:

If B € B, then B\ {s} € A,Vs € B. (2.3)

2.2.1 Shortened and Punctured Codes from Nordstrom-Robinson Code (Nig)

We consider several codes constructed from the code Nig using two operations called shortening
and puncturing.

Puncturing is the process of removing a symbol from each codeword of a code. In this work,
shortening of a code refers to choosing those codeowrds of a code that have zeros in specified positions.
Puncturing Nig by at most five symbols results in a code that has as many codewords as it is in the
original code. This is because the minimum Hamming distance of Mg is six. The codes obtained by
puncturing any one symbol of Nig are all equivalent to each other. We denote this code by Ni5. It is

a (15,256, 5) nonlinear code.
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2.3 Weight Distribution of the Punctured and Shortened Subcodes of Nig

Similarly, if we remove two symbols from each codeword of the code Nig, we have a (14, 256, 4)
nonlinear code denoted by Ni4.

Likewise, we get a (13, 256, 3) code ( N13) and a (12, 256, 2) code Nj2 by puncturing the last 3
and 4 symbols of N4 respectively.

On the other hand, if we apply a shortening operation on the code Nig, we get codes with fewer
number of codewords while keeping the minimum Hamming distance fixed.

We consider those codewords of Nig with i-th coordinate zero and then remove the i-th symbol
from them. The resulting shortened code is a (15,128, 6) code denoted by N7.

Similarly, we can construct a (14,64,6) code (N7,), a (13,32,6) code (N73) and a (12,16,6) code(N,)

by shortening the last 2,3 and 4 symbols of Njg respectively.

2.3 Weight Distribution of the Punctured and Shortened Subcodes
of N 16

Weight distribution of the dual of a linear code C conveys a lot of information about the access
structure of a secret sharing scheme based on the code C. In the nonlinear case too, the weight
polynomial of a code plays an important role. In the following, we list the weight polynomials of the
codes considered here.

In the following table we state the weight polynomials of the code Nig and it’s punctured
subcodes, namely, N5, N4, N1z and Nis.

The code Njg consists of one codeword of Hamming weight zero and also of Hamming weight 16,
112 codewords of Hamming weight 6 and 10, 30 codewords of weight 8. As the code N5 is obtained
by puncturing one symbol from the code Nig, we can calculate the weight distribution of the code
Nis5 as follows. There are 42 codewords of weight 5 and 70 codewords of weight 6 in the code Nis
resulting from the 112 codewords of weight 6 in the code Njg. This is because 112 x 6/16 = 42 is the
number of codewords of Hamming weight 5 and the remaining 112 — 42 codewords are of Hamming
weight 6. Similarly, there are 30 x 8/16 = 15 codewords of Hamming weight 7 and 30 — 15 codewords
of Hamming weight 8 in the code Nj5. Finally, there are 112 x 10/16 = 70 codewords of Hamming
weight 9, 112 — 70 = 42 codewords of Hamming weight 10 and one codeword of Hamming weight 15
in the code Nis.

We can find the weight distribution of the codes N5, N14, N13 and N7 similarly.
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2. Secret Sharing Schemes based on Nordstrom-Robinson and Hadamard Codes

Codes Weight Polynomials

Ni6(16, 256, 6) 216 4+ 11221990 4+ 302843 4 11225y10 4 16

Ni5(15, 256, 5) 21 4 422105 + 70290 + 152897 4 1527y® + 7025y° + 4225910 + 417

N14(14,256,4) 21421094 156295 + 492890 41628y " +4925y8 +56259° + 144y 104414

Ni3(13,256, 3) 213 421093 4+ 302%9* + 5728y + 3627y + 3625y7 + 5725y® + 302%y? +
4w3y10 +y13

N12(12, 256, 2) 212 4+ 21092 + 122%93 + 43289y* + 5227y5 4 3825y5 + 5225y7 + 43249 +
12x3y9 +x2y10 +y12

Table 2.2: Weight polynomials of N5, N14, Ni3 and N

In the following table we state the weight polynomials of the code AMjg and it’s shortened
subcodes N5, N{,, N{3 and NV,.

The code N4 consists of one codeword of Hamming weight zero and also of Hamming weight 16.
112 codewords of Hamming weight 6 and 10, 30 codewords of weight 8. As the code N7y is obtained
by shortening last one symbol from the code Nijg. We remove all the codewords of Njg whose last
symbol is one and we collect all the codewords whose last symbol is zero. We can calculate the weight
distribution of the code N5 as follows. There are 112 X 6/16 = 42 codewords of weight 6 whose last
symbol is one and 112 — 42 = 70 codewords of weight 6 whose last symbol is zero in the code Ng.
There are 30 x 8/16 = 15 codewords of weight 8 whose last symbol is one and 30 — 15 = 15 codewords
of weight 8 whose last symbol is zero in the code Njg. There are 112 x 10/16 = 70 codewords of
weight 10 whose last symbol is one and 112 — 70 = 42 codewords of weight 10 whose last symbol is
zero. Hence by removing all such codewords whose last symbol is one in the code Nig we obtain one
codeword of weight 0, 70 codewords of weight 6, 15 codewords of weight 8 and 42 codewords of weight
10.

We can find the weight distribution of the codes N, N5 and N, using the above method.
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2.3 Weight Distribution of the Punctured and Shortened Subcodes of Nig

Codes Weight Polynomials

Ni6(16,256, 6) 216 + 11221046 4+ 3028y8 + 11225¢y10 4 416
1.(15,128,6) 1% + 702%y5 4 152798 + 4225910

N, (14,64, 6) o 4 422890 4 720y8 + 1424y10

N{5(13,32,6) 13 + 2427y5 4 32598 4 423910

N{5(12,16,6) 21?2 4+ 1326y5 4+ 2498 + 22y10

Table 2.3: Weight polynomials of N5, N{,, N{; and N,

— — — o —

polynomials of /\//;;,./\/fl’:,@,/\//g/\//g in the Table

Codes Weight polynomials

Ni6(16,256, 6) 216 4 44871095 1 302848 + 44826y10 4 416

Nis(15, 256, 5) 215 + 16821995 + 2802995 + 1528y7 + 1527y8 + 2802592 + 16825y10 + y1°

N1a(14, 256, 4) 214+ 562104 42242995 + 1962895+ 1623y 7 +4915y8+22425y° + 5624y 10+
y14

Ni3(13, 256, 3) 2134162103 +1202%* +22828y° + 3627y + 3620y 7+ 5725y8 + 12024y +
16!1,’3 10_|_y13

Ni2(12,256,2) 212 + 421092 1 48293 +13228y* + 2082 7y® + 1522515 4+ 5227y 7 + 432498 +
48:E3y9+4x2y10+y12

Table 2.4: Weight polynomials of ./\//‘1\6,./\//1\5,./\//1\4,./\//'1\3 and ./\//1\2

Codes Weight Polynomials

Nig(16, 256, 6) 216 4 44821045 4 3028y8 + 44826y10 4 y16
NI (15,128, 6) 215 1+ 2802995 4 1527y8 + 1682710
N74(14,64,6) 2 4 1682%y5 + 725y 4 5624y 10

/\//173(137 32,6) 213+ 9627y5 4 3259 4 162310
N/,(12,16,6) 212 4 522645 + 21y 4 422410

Table 2.5: Weight polynomials of /\/@,J\//{:,/\/fﬂ,@ and /\//:1’\2
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2. Secret Sharing Schemes based on Nordstrom-Robinson and Hadamard Codes

2.4 Secret Sharing Scheme based on Nordstrom-Robinson Code (Ni4)

In this section, we determine the access structure B for the code Njg according to the definition
given by (2.2)). For any subset A C (16), we calculate the number of codewords in Nig|4 and then we
use the equation to determine if the subset A lies in the access structure or not. In the following
lemma, we consider subsets of cardinality at most 7.

Lemma 1. Let A C (16) be a set of cardinality at most 7. Then, |C|a| = 2141

Proof. The code C has the dual distance d’ = 6, By a theorem of Delsarte [19], any set of r < d' — 1
columns of C = Ng contains each r-tuple exactly 287" times. Therefore, if the cardinality of A is
r < 5, then the number of distinct codewords in C|4 is 27, i.e., |C|a| = 2". It can also be checked by
exhaustive search that the number of codewords in C|4 is 214l even if the cardinality of A is 6 or 7.
(However, in these cases, all r-tuples may not occur identical number of times in the code C'.) O

It follows that the subsets of cardinality at most 7 are not in the access structure 5. On the other
hand, each subset of cardinality at least 12 is in the access structure B as the minimum Hamming
distance of Nig is 6.

The table below lists the number of distinct codewords in Nig|4 for all A C (16) containing 8,9, 10

or 11 elements.

Table 2.6: Access Structure Aig

A
Number 8 9 10 11
of Codewords
128 30 0 0 0
192 10080 0 0 0
224 0 4480 448 0
256 2760 6960 | 840 + 6720 | 1680+ 2688

For example, if A is an 8-element set, then |C|4| € {128,192,256}. In particular, there are 30 sets
of cardinality 8 for which the number of distinct codewords in the corresponding punctured code is
128, similarly 10,080 sets with 192 distinct codewords and 2760 sets with 256 codewords.

The numbers in boldface in the Table indicate the number of sets of given cardinality lying in
the access structure. For example, there are exactly 30 sets of cardinality 8 in the access structure.

Note that we also have 1288(840 + 448) sets of cardinality 10 and 1680 sets of cardinality 11 in the
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2.4 Secret Sharing Scheme based on Nordstrom-Robinson Code (Ni5)

access structure. We follow this convention while describing access structures of several codes given
later. It can be easily verified that 840 sets of cardinality 10 and 1680 sets of cardinality 11 are
obtained from 30 sets of cardinality 8 by adding two elements and three elements respectively. Thus
among all the sets that are in the access structure, the minimal elements with respect to set inclusion
are the 30 sets of cardinality 8 and 448 sets of cardinality 10. Note that there are 30 codewords
of Hamming weight 8 and 448 codewords of Hamming weight 10 in the code J\716. These codewords
correspond to the minimal elements in the access structure.

In the following, we establish that these are the only elements in the access structure 5. We first

state few lemmas.
Lemma 2. Let z,y € Nig and |z| # 6. Then, |z.y| # 1.
Proof. 1t is sufficient if it holds for  for which |z| = 8 or 10.

(i) Let |z| = 8. Suppose there exist an element y € Nig such that |z.y| = 1, then, |y| < 9 as
[z Vy| = [z + [y| — |z.y| < 16.
If |y| = 8, then |z — Y| = 2. We get a contradiction as 7 € Nig and the minimum Hamming
distance is 4 for this code. Note y = y + 1 is the complement of y.

If |y| = 6, then |z — 7| = 4. We again get a contradiction as the distance between any weight-8
and weight 10- codeword of Nig is 6.

(ii) Let |z| = 10. Suppose there exist an element y € Nig such that |z.y| = 1, then, |y| < 7 as
[z Vyl = |z| + |yl = |-yl < 16.

If |y| = 6, then |z — 7| = 2. This contradicts the fact that the minimum Hamming distance is 4
for this code.

O]

We first define a notion of covering a binary vector x by another binary vector .

Definition 1. A vector x € 3 is said to be covered by a vector y € Fy if y; is one whenever x; is
one.

The following results can be verified using Matlab explicitly as the code /\716 is not too large.

e Let 2 € NV, 16 be any codeword of Hamming weight 8. Let Z be any vector of weight at least 10

such that z is covered by Z. Then, |Z.y| # 1Vy € Nis.

e Define the sets H; and H as follows:

Hy = {Z|F covers = € Nig, |z| = 8,|F| > 10},

H = {z € Nig||z| # 0,6} UH,. (2.4)

Let 2 € F1% be a vector which is not in H. Then, |Z.y| = 1 for some y € Nis.
TH-3687_166102008
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2. Secret Sharing Schemes based on Nordstrom-Robinson and Hadamard Codes

e For any 9-element A with |C|4| = 256, there exists at least one 8-element subset B C A such
that |C|p| is either 128 or 192.

Theorem 1. The access structure B of Nig is given by the collection of sets H as described by (2.4)).

Proof. Let A C (16) be a set such that d);;,(C|a) > 2. Then, the minimum Hamming weight of

the code ng\A is at least 2. This is the case if |z4.y| # 1Vy € ./i\/lﬁ, where x4 is the binary vector
corresponding to the set A. It follows from the Lemma [2] and the above observations that the vector
r 4 must be in the set H. We have B = H.

O]

The determination of the access structure of the first kind as given by equation (2.1) can be derived

from the above result.

Theorem 2. Let s-th co-ordinate of the codewords in the code Nig be considered as the secret. Then,
the access structure As of the secret sharing scheme based on Nig is determined as follows: a set
A C (16) \ {s} is in As if and only if AU{s} is in B or if [Nig|la| = 256.

Proof. By Equation (2.3), if AU {s} is in B, then A € A,. If [Nigla| = 256, then |Nig|augsy =
256 = |Nig|al, hence A € A;. Now we prove the converse. Suppose there exists an A € A such that
AU {s} ¢ B. Then, |Nig|la| = |Ni6|laugsy- This does not hold if [A| < 7. For |A| > 7, it follows that
|INVi6| 4| = 256 using table O

2.4.1 Formally Dual Code

Let C' and C’ be two nonlinear codes with weight polynomials W¢ (z,y) and W (2, y) respectively.
The codes C' and C” are said to be formally dual of each other if the corresponding weight polynomials

satisfy Macwilliams identity, ie.,

1
W(;/(x,y) — HWC(I+ Yy, x — y)

The codes N5 and N5 are formally dual of each other.

2.5 Access Structure of the Secret Sharing Schemes based on N;
and N,

We first determine the access structure Ajs of the secret sharing scheme based on the codes Ns.
The table below lists the number of distinct codewords in Nj5|4 for all subsets A C (15) of
cardinality 7,8,9,10 and 11.

The access structure A;5 consists of the following sets:

(i) 15 sets of cardinality 8: these sets correspond to the codewords of Hamming weight 8 in the

code ./\//1’\5 .
TH-3687_166102008
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2.5 Access Structure of the Secret Sharing Schemes based on N5 and N7

Table 2.7: Access Structure Ais

A
Number 7 8 9 10 11

of Codewords

64 0 0 0 0 0

128 6435 15 0 0 0

192 0 5040 0 0 0

224 0 0 1960 168 0

256 0 1380 3045 | 315 + 2520 | 525 + 840

(ii) 483 sets of cardinality 10: It comprises of sets corresponding to 168 codewords of Hamming
weight 10 in the code /\//1’\5 and the remaining sets obtained by adding two elements to the 15

sets of cardinality 8 in the access structre A;5. Note that 315 = 15 X (;)

(iii) 525 sets of cardinality 11. These sets are obtained by adding three elements to the 15 sets

of cardinality 8 in the access structure A;5, Note that 525 = 15 X (?7))

(iv) Sets of size 12 or more.

Thus, the minimal elements in the access structure Aj5 comprise of 15 sets of cardinality 8 and
168 sets of cardinality 10. These sets correspond to the codewords of Hamming weight 8 and 10
respectively in the code /\7{5

If we compare the access structure of the code Nig and N5, it follows that Aj5 can be obtained
from A6 by shortening operation.

We now determine the access structure A5 of the secret sharing scheme based on the code N;.
In the Table below, we describe this access structure.

The access structure A/, consists of following sets:

(i) 15 sets of cardinality 7 and 15 sets of cardinality 8: These sets correspond to the code-

words of Hamming weight 7 and 8 in the code ./\//E

(ii) There are 280 + 525 = 805 sets of cardinality 9: 280 sets correspond to the codewords of

Hamming weight 9 in the A71\5 and the remaining 525 sets are formed by adjoining one (two)
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2. Secret Sharing Schemes based on Nordstrom-Robinson and Hadamard Codes

Table 2.8: Access Structure A

|A]
Number 6 7 8 9 10
of Codewords
64 5005 | 15 0 0 0
96 0 | 5040 0 0 0
112 0 0 2520 280 168
128 0 1380 | 15 + 3900 | 525 + 4200 | 1155 + 1680

element(s) to the sets of cardinality 7 (8) described above. Note that

8 7
525 = 15 x <2> + 15 x <1)

(ili) There are 168 + 1155 sets of cardinality 10 in access structure: 168 sets correspond to
the codewords of Hamming weight 10 in the J\//E and the remaining sets are supersets of the

7-element and 8-element sets described above. Note that

8 7
1155 =1 1 .
55 5><<3)+ 5><<2)

(iv) Sets of size 11 and more.

Thus, the minimal elements in the access structure A}; comprise of 15 sets of cardinality 7, 15 sets
of cardinality 8, 280 sets of size 9 and 168 sets of size 10.
These sets correspond to the codewords of Hamming weight 7,8,9 and 10 in the code /\715.

If we compare the access structure of the code Nijg and N;, it follows that A}, can be obtained

from A by puncturing operation.
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2.6 Access Structure of the Secret Sharing Scheme based on N4

2.6 Access Structure of the Secret Sharing Scheme based on Ny,

Table 2.9: Access Structure A4

A

Number 6 7 8 9 10 11

of Codewords

64 3003 0 0 0 0 0

128 0 3443 7 0 0 0

192 0 0 2352 0 0 0

224 0 0 0 784 56 0

256 0 0 644 | 1218 | 105 + 840 | 140 + 224

There are 7 sets of cardinality 8 in the access strucutre: These sets correspond to the 7
codewords of weight 8 .in the code JE.

There are 56 + 105 sets of cardinality 10 in the access structure: Of these sets, 56 sets
correspond to the codewords of weight 10 in the code ]@ and the remaining 105 sets supersedes of

7-element sets described above. Note that

6
105 = :
05 =7 x <2>

There are 140 sets of cardinality 11 in the access structure: these sets are obtained by

adding elements to the sets of size 7 listed above. We have

6
140 =7 ]
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2. Secret Sharing Schemes based on Nordstrom-Robinson and Hadamard Codes

2.7 Access Structure of Secret Sharing Scheme based on the N3(13, 256, 3)

Table 2.10: Access Structure A3

Al

Number 6 7 8 9 10 11

of Codewords

64 1716 0 0 0 0 0
128 0 1716 3 0 0 0
192 0 0 1008 | 0O 0 0
224 0 0 0 280 16 0
256 0 0 276 | 435 | 30 + 240 | 30 + 48

From the above table, we can see that there are 3 sets of cardinality 8, (16+30 = 46) sets of cardinality
10 and 30 sets of cardinality 11 in the access structure A;3. It can be easily verified that these 3 sets
of Hamming weight 8 and 16 sets of weight 10 correspond to the codewords of weight 8 and weight 10
respectively in the code /\//E

Note that these three sets of cardinality 8 and 16 sets of cardinality 10 constitute the minimal

elements of the access structure. Note that

55 )=5-()

2.7.1 Access Structure of Secret Sharing Scheme based on the Nj»(12,256,2)

Table 2.11: Access Structure Ao

A

Number 6 7 8 9 10 11
of Codewords

64 924 | 0O 0 0 0 0
128 0 [792] 1 0 0 0
192 0 0 [390 ] O 0 0
224 0 0 0 88 4 0
256 0 0 | 104 | 132 | 6456 | 448
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2.8 Secret Sharing Schemes based on Hadamard codes

From the above table, it follows that there is exactly one set of the cardinality 8 and 4 sets of cardinality
10 in the access structure. These sets correspond to the weight 8 and weight 10 codewords in the code
15 Also, we have the following elements in the access structure: 6 more sets cardinality 10 and 4

sets of cardinality 11 that are supersets of the set of size 8 in the access structure.

-1 ()12 ()

2.8 Secret Sharing Schemes based on Hadamard codes

2.8.1 Hadamard codes

A Hadamard matrix H, of order n is an n x n matrix of 4+1’s and —1’s such that HH” = nl. For any
prime p, such that p+ 1 is multiple of 4, Paley’s construction [19] can be used to generate Hadamard
matrix of order n = p + 1.

Paley’s construction:

Let

17 Q-1

where (@ is the Jacobsthal matrix @ = (g;;). This is a p x p matrix whose rows and columns are

labeled 0,1,--- ,p — 1 and ¢;; = x(j — i), where x is the Legendre symbol defined on the integers by
(i) x(i) =0 if 7 is a multiple of p.
(ii) x(i) = 1 if 7 is a quadratic residue mod p.
(iii) x(¢) = —1 if 7 is a quadratic non-residue mod p.

If +1’s are replaced by 0’s and —1’s are replaced by 1’s, then H, is changed into the binary
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2. Secret Sharing Schemes based on Nordstrom-Robinson and Hadamard Codes

Hadamard matrix A,,. The matrix A;9 is shown below.

0000000O0O0GO0OO
010100011101
011010001110
0011010001171
010110100011
Ap— |01 10110100001
0011101101000
001110110100
000111011010
000111011010
010001110110
0010001110171

The matrix A, gives three Hadamard codes, i.e.,

1
(i) An (n—1,n, in) code A,,_; consisting of the rows of A,,, with the first column deleted.

1
(ii) An (n —1,2n, 5"~ 1) code B, consisting of A,_1, together with the complements of all its

codewords.
1
(iii) An (n,2n, §n) code C,, consisting of the rows of A,, and their complements [19].

‘We consider the above three kind of Hadamard codes for n = 12.

Let

Dy ={z+yl|z,y € A1,z #y},

En =A{z,1+z|x € D11},

Fiz2 = {(P(x),z)|z € &},
where 1 denotes the all-1 vector and P(z) is 1 if the number of 1’s in x is odd, else 0. Note that the
code D11 contains 66 codewords of Hamming weight 6 only. Furthermore, £11 contains 66 codewords

of Hamming weight 6 and 66 codewords of Hamming weight 5. Finally, the code Fi5 contains 132

codewords of Hamming weight 6 only.
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2.8 Secret Sharing Schemes based on Hadamard codes

Let J1, J2 and J3 be the access structures of the secret sharing schemes based on the codes A1, B11
and Cya respectively. The tables shown below list the number of distinct codewords in Aj1]a, Bi1|a

and Cia|4 for all subsets A C (11) consisting of 2,3,4,5 and 6 elements.

Table 2.12: Access Structure J;

A

Number 2 3 4 5 6

of Codewords

4 55| 0 0 0 0

8 0 | 165 | O 0 0

ALl 0| 0O [330| 66 0

12 0 0 0 | 396 | 66+396
Total 55 | 165 | 330 | 462 462

The following observations play an important role in determining the access structure of these

codes. This has been verified by exhaustive search.
(i)
511 (- jl. (2.5)

(ii) Let A be a subset of F§ and Bj(A) be the union of the sets of points in the Hamming sphere of

radius 1 with center at the points in A. Then,

Bi(Dn1) = ULPi((11)). (2.6)
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2. Secret Sharing Schemes based on Nordstrom-Robinson and Hadamard Codes

Table 2.13: Access Structure Jo

Al
Number 2 3 4 5 6
of Codewords
4 55 0 0 0 0
8 0 |165| O 0 0
16 0 0 [330] O 0
22 0 0 0 | 462 | 66
24 0 0 0 0 | 396
Total 55 | 165 | 330 | 462 | 462

Table 2.14: Access Structure J3

A
Number 2 3 4 ) 6
of Codewords
4 66 | 0 0 0 0
8 0 [220| O 0 0
16 0 0 [495 ] 0 0
22 0 0 0 | 792 | 132
24 0 0 0 0 | 792
Total 55 | 165 | 330 | 792 | 924

In the following, we determine the access structure for the three codes described above.

Theorem 3. Let J1, 2 and J3 be the access structures of the secret sharing schemes based on the
codes Aq1,B11 and Cio respectively. Then,

Ji={AcC (1) | |Al>T}U&n,
Jo={Ac(11) | |A|>8}UDy,
Jy={AC{12) | |A|>8}UFn.

Proof. The access structure J; is determined as follows. Define X = {1,2,--- ,11}. For two subsets
A and B of X, define d(A, B) to be the size of the set (A\ B) U (B \ A).
As Aj; is a nonlinear (11,12,6) code, any subset of X containing at least 7 elements lies in ;.
By Lemma , &11 C J. We now show that any set that does not fall in any of the above types,
must not be in the access structure J.
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2.9 Tompa-Woll attack

We start with a set A of cardinality 6 that is not in £;1. From Lemma , it follows that there
exists a set B € &1 such that d(A, B) = 1. Furthermore, B must have an odd number of elements.
This forces the cardinality of B to be 5. As B + X has cardinality 6, we have B + X € Dj; and
|(B+ X)N A| =1. This implies that A ¢ J;

Let A ¢ &1,]A| = 5. Consider any 4-element subset D of A. By Lemma 4, there exists a set
B € &1, |B| = 5 such that D C B. Tt is clear that d(A, B) = 2. Therefore, |AN (B + X)| = 1. Note
that B+ X € Aj; + Aj;. Thus, A ¢ T

We now show that [Aq1]a] < 12 for all A € &11,]A] = 5. We have (A + X) € &1, In fact,
(A+ X) € D11. Then, A+ X = Cy + Cs for some C1,Cy € Aj1. Hence, C1 N A = CyN A. This shows
that |Aj1]a] < 12. Given A € &1, |A| = 5, there is exactly one pair of codewords Cy,Cy € Aj; such
that A+ X = C; + Cy. Therefore, |Aj1|a| = 11 for all A € &1, |A| = 5.

Furthermore, as |Aj11]|4| = 11 and dpin(Ai1|a) > 2, we have |A;j1|g| = 11 for all B C A, |B| = 4.
Any 4-element subset of (11) can be obtained by removing one element from the 5-element sets of £1.
Therefore, |A11|g| = 11 for any 4-element subset B of (11). This shows that no 4-element subset of
(11) is in the access structure.

As |Aq1|g| =11 for all B C A, |B| = 4, we have |Aji|c| > 6 for all C C (11), |B| = 3. Therefore,
no 3-element subset of (11) is in the access structure. Furthermore, no one-element or two-element
set is in J1 as the dual distance of A1 is three. In the similar way, one can determine the access
structures J2 and J3 corresponding to B1; and Cio respectively. ]

2.9 Tompa-Woll attack

We now analyze the performance of Mg against “Tompa-Woll attack”. In this secret sharing
scheme, let the symbol cs, s € (16) of a codeword ¢ € Nig be the secret and the remaining 15 symbols
are given as shares to the 15 participants. The access structure As consists of sets of size 7 or more
as described in Theorem [

Let A € Ay be a set of size 7, i.e., A := AU {s} € B. As the symbols indexed by A satisfies a
linear equation, i.e., cs + ) ;c 4 ¢i = 0, “Tompa-Woll attack” will be successful in this case.

We now consider a set A € A, with 8 elements, i.c., |C|4| = 256. Suppose the set A := A U {s}
has a subset B € B of size 8, then s € B, otherwise c; can not be determined the participants indexed
by A. In this case, ¢, is effectively determined by the participants indexed by B\ {s}. In fact,
Ccs = EiGB\{S} ¢;. It is similar to the previous case.

Let us consider a set A € As, |A| = 8 such that AU {s} has no 8-element subset B in B. Let
A ={ag,a1, -+ ,a7} and x; = ¢(a;) for i = 0,1,--- ,7. Then, ¢4 is not a linear function of x;’s. For

one such A, we will have the following expression of ¢, in terms of x;’s:
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2. Secret Sharing Schemes based on Nordstrom-Robinson and Hadamard Codes

cs =x2 + x4 + (21 + 23 + 6 + 123 + X326 + T6X1)
+zo(x1 + 23 + x5 + 27) + w5(23 + 26 + T7)

+ .’L‘7(£B1 + 1‘6)

Note the participant zo or the participant x4 can cheat others but no other participant can cheat
the others. As long as the two participants xo and x4 are reliable, the Tompa-Woll attack can be
resisted in this case.

We now analyse the performance of Hadamard code against “Tompa-Woll” attack. We choose one
subset A C (11) from the access structure of the code £;. Let A = {2,4,5,6,10}. The corresponding

polynomial equation is

Ty =X4T5L6 + T4T5L10 + T4X5 + T4LeT10 + T4Te + L4210

+ x5x6710 + 526 + 5210 + TeL10-

From the above equation, it follows that no participant can fool other by modifying its share.
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3. Nonlinear Secret Sharing Schemes based on Z; Linear Codes

As seen in the previous chapter, nonlinear codes can be used to build secret sharing schemes. Z4
linear codes are a class of nonlinear codes that are derived from linear codes over the ring Z4. In this
chapter, we analyse Boolean secret recovery functions appearing in secret sharing schemes based on
Z4 linear codes. We derive closed form formulae for such functions and derive conditions for their
nonlinearity. Finally, we propose a couple of schemes and analyse their resistance to ‘“Tompa-Woll’-like

attacks.

3.1 Nonlinear Codes from Z, Linear Codes and a few Assumptions

A linear code over Z, can be converted to a code over Fy by replacing each symbol with its
corresponding Gray code representation. Thus, each symbol in Z4 gives rise to two binary symbols.
The resulting binary codes are often nonlinear due to the nonlinearity of the Gray map (0 — 00,1 —
01,2 — 11,3 — 10). An example of such a code is the Nordstrom-Robinson code.

In this work, it is assumed that the secret is uniformly distributed. For a secret s, the shares are
generated by randomly sampling a codeword from the uniform distribution on the set of codewords
whose first entry is s. Thus, if the code is balanced in the first symbol i.e., the number of codewords
corresponding to each value of the first symbol is the same, then the shares can come from any
codeword with equal probability.

If the shares are taken as random variables, then their respective distributions and mutual corre-
lations depend on the code. For example, if the secret sharing scheme is based on the Reed-Solomon
code, then any two shares are mutually independent.

In the following section, we look at boolean expressions that arise from linear equations over Z4
and at some simple results in information theory that help us analyze boolean secret sharing schemes

that are derived from linear codes over Zj,.
3.2 Some Basic Results

When symbols in Z4 are represented by their corresponding Gray codes, every linear function from
Z} to Za, gives rise to two boolean functions corresponding to each bit of the output. This section

looks at the properties of such boolean functions.

Theorem 4. Consider the linear function s = aicy + --- + apc, where s,cq,...,¢, € Zy and
ai,ag,...,an are units in Zy. For, 1 < i < n, let (¢1,c2) be the Gray code representation of ¢;.
Let (s1,82) be the Gray code representation of s. If so = f(c11,¢12, - - ,Cn1,Cn2), then, f is a nonlinear

function in each of its arguments.
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Proof. Proving that the function f is nonlinear in arguments c;; is equivalent to proving the following.

e The function f depends on c¢;;. This is proved by showing that there exists a set of values for
the other arguments such that a change in ¢;; causes a change in ss.

e The nonlinear dependence on ¢;; is proved by showing that there exists a set of values for the
other arguments such that a change in ¢;; does not cause a change in s».

Consider the equation s = ajc; + - - +anc,. Consider ¢!, ¢® € Z4 such that they differ only in the
second Gray code symbol. The values of all other variables remaining the same, when the value of ¢,
is changed from ¢! to ¢? the change in the value of s is a,(c' — c?). Further, ¢! — ¢? is either 1 or 3 (-1
mod 4). As a, is a unit in Zy, it can either be 1 or 3. Hence, a,(c! — ¢?) is either 1 or 3.

If a,, (ct—c?) = 1, then consider a choice of ¢y, . . ., ¢,_1, Where ajci+asca+- - - +an_16p_1+a,c® = 1.
Therefore, aijci + asca + - - - +ap_1¢n_1 + anc' = 2.
Similarly, if a,(c! — ¢?) = 3 then consider a choice of ci,...,c,_1, Where ajc; + asca + -+ +

An—1Cn—1 + anc® = 0. Therefore, ajci + ascy + -+ + ap_1cn_1 + anc' = 3.

In both these cases, the change in value of ¢,3 does not change the value of so. Hence, if the
evaluation of the function f depends on the value of c,s, then f is nonlinear in ¢,2. We now proceed
to prove the dependence of the function f on cps.

If an(cl - 02) = 1 then choose ¢, ...,cn—1 such that ajc; + asco + -+ - +an_1cp_1 + anc® = 2.
Therefore, a1cq + asco + - +an_1¢p—1 + ancl = 3.
If a,(ct — %) = 3 then choose ¢y, ...,c,1 such that ajc; + asco + -+ +an_1¢h1 + anc® = 1.

Therefore, a1cq + asco + - - +an_1¢p—1 + apct = 0.
In both these cases a change in c,2 changes the value of so. Thus, the evaluation of the function
f depends on the value of ¢,9. Thus, the function f is nonlinear in ¢,2. We can similarly prove that
f is nonlinear in each of its arguments. O
In the following set of results, we derive closed-form expressions for boolean functions arising from

linear functions over Zj,.

Lemma 3. Consider ci,cy € Zy. Let ¢ € Zy be the sum of ¢; and ¢y i.e., ¢ = ¢1 + ca. Let (z,y),
(x1,y1) and (xz2,y2) be the Gray code representations of ¢, c1, and co respectively. Then,

r = (y1 +21).(y2 + 22) + 21 + 22,
y = (y1 +x1).(y2 + z2) + y1 + ¥,

where '+' and’. indicate addition and multiplication over Fy respectively.

Proof. The binary representations of ¢, ¢1, and ¢y are (z,x + y), (z1,21 + y1) and (z2,z2 + Y2)
respectively. Therefore,
r+y=x1+y1+ 22+ 2. (3.1)

The carry generated by the addition of 21 +y; and z2+ys is given by ¢ = (1 +y1).(x2+y2). Therefore,
z = (21 +y1).(T2 + y2) + 21 + 22. (3.2)
The following expression for y is got by adding Equations (3.1]) and (3.2).

y = (z1+y1)-(x2 + y2) +y1 +y2.
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Corollary 1. Consider c1,c2 € Zy. Let ¢ € Zy be given by the following linear combination of ¢1 and

C2,
c=c1+ 2. (3.3)

Let (z,y), (x1,y1) and (x2,y2) be the images under the Gray map of ¢, c1, and cy respectively. Then,

Tr=x2+ Y2+ 21,

Yy=2x2+ty2+ Y.
Proof. Equation can be written as follows.
c=c]+c2+co.
Let z = ¢1 + 2. Let (z,,y,) be the Gray code representation of z. Hence, by Lemma (J3]),

T, = (v1+y1).(v2 + 32) + 21 + T2,
Y, = (1 +y1)-(x2 + y2) + y1 + ¥o.

Therefore, x, +y, = x1 + 22 +y1 + y2 = (1 + y1) + (2 + y2). Applying Lemma to expression
¢ = z + ¢ we get the following.

T = (T +y:) (2 +y2) + 22+ 22
= [(z14+y1)+ (@2 +y2)].(x2+y2) + (21 +y1).(z2 + y2) + 21 + 22 + 22
= T2+ Y2+ 71,

y = (T2 +y.)(r2+y2) +y: + 42
= [(z1+y1) + (@2 + y2)]-(x2 + y2) + (1 +y1)- (T2 +y2) +y1 +y2 + 12
= T2+ Y2+

The following two corollaries can be proved on similar lines.

Corollary 2. Consider c1,c € Zy. Let ¢ € Zy be given by the following linear combination of ¢1 and

C2,
c=c1 + 3co.

Let (z,y), (x1,y1) and (x2,y2) be the Gray code representations of ¢, c1, and cy respectively. Then,

r = (y1 +x1).(y2 + x2) + 21 + 2,
y = (y1 +x1).(y2 + 22) + y1 + 2.

Corollary 3. Consider ci,co € Zy. Let ¢ € Zy be given by the following linear combination of ¢1 and

C2,
c = 3c1 + 3ca.

Let (x,y), (x1,y1) and (x2,y2) be the Gray code representations of ¢, ¢1, and co respectively. Then

= (y1+x1)-(y2 +22) + y1 + v2,
y = (y1 +x1).(y2 + x2) + 1 + 2.
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The above results lead to the following theorem regarding boolean expressions derived from linear
equations over Z, where the coefficients are all units.

Theorem 5. Consider ci,ca,...,cn € Zy. Let ¢ € Zy be given by the following linear combination of
C1,C2y...,Cp,

c=aicy +ascoy + -+ ApCny,
where ay, ag, ..., a, are units in Zy. Let (z,y), (x1,91), .., (Tn,yn) be the respective Gray map images
of c,c1,¢9,...,¢cn. Then,

n

r= > (@)t y)+ > (knw + ko),

1<i<j<n =1
y= > (@i+y)(@+y)+ > (awi+liay),
1<i<j<n i=1

where

1,0) ifa; =1
(ki1, ki) = (1,0 f

(0,1) ifa; =3

and

o Jo1) ifa=1
(M%ﬂ_{uﬁ) Gy

Proof. This theorem is proved using induction. As a consequence of Lemma and Corollaries
and , the result is true when only two terms are added. Let the result be true when p terms are
added i.e., the result is assumed to be true for n < p. When n =p+ 1,

c=a1C1 +agca + -+ apCp + Ap+1Cpy1-

Let z = ajc1 + asca + - - - + apc, and (x4,y.) be the Gray code representation of z. As the result is
true when p or fewer terms are added,

(kirx; + kioyi), (3.4)

-

T, = Z (a:i+yi).(a:j+yj)+

1<i<j<p 1=1
p
Y. = Z (zi +yi)-(z5 +y5) + Z(Zilxi + Li2yi)- (3.5)
1<i<j<p i=1
Therefore,
P P
T,y = Z(ku + L) xi + Z(lm + li2)yi-
i=1 i=1

Observe that k;1 + l;1 = kio + lio = 1. Therefore,

p

Tyt Yz = Z(fﬂi + ¥i)- (3.6)
i=1

Further, by the assumption of induction, the result is true when two terms are added. Therefore, it
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3. Nonlinear Secret Sharing Schemes based on Z; Linear Codes

can be applied to the equation ¢ = z + ap41¢,41. Hence,
= (T2 + Y2)-(Tpt1 + Yp41) + T2 + kpr1)1Zp+1 + Kpr1)2Yp+1,
Y= (T + Y2)-(Tp+1 + Ypt+1) + Yz + Lpr1)1Zpr1 + Lpr1)2Ypt1-

Substituting the expressions for x.,y, and z, + y. from Equations (3.4)), (3.5) and (3.6) in the above
equations, we get the following,

P
2= () (i + 1) (@ps1 + Yps1) + By Tper + kpanptprr + > (@i +wi)-(z5 + )
i1 1<i<j<p
P
+ Z(k’zl% + ki2yi)
i=1
p+l
= Y @ity + ) (kazi+ kiogi),
1<i<j<p+1 i=1
p
y = (@i +vi)-(@pr1 + Upt1) i Tprt +lpanapir + > (@i +vi)-(z; + )
i=1 1<i<j<p
P
+ ) (i + Lioys)
i=1
p+1
= Y (mi+y) (@it ) + (L + lioys).
1<i<y<p+1 =1
Thus, the result is true for n = p + 1. Hence, the theorem is proved by induction. 0

In the following theorem, the above result is extended to the case where some of the summands

are non-units.

Theorem 6. Consider c1,ca,...,Cp,Cpgl, - -« Cnil € Zy. Let ¢ € Zy be given by a linear combination
of c1,¢2, ..., Cnyl,
c=aicy +azce + -+ ancp + 2¢np1 + - + 2¢p44,

where ay,az,...,a, are units in Zys. Let (z,y), (x1,Y1)s- -, (Tnii, Ynsr) be the respective Gray map
images of ¢,c1,¢2,...,Cnry. Then,
1
T = cicien (@i T i) (@5 +y5) + 300 (kiwi + kieyi) + 321 (Tnti + Ynti)s
l
Y = Di<icjn(@i Hya)(zy +y5) + 200 Lz + lisyi) + D251 (Tnti + Ynti),

where

o) fa=1
(ki kiz) = {(0, 1) ifai=3

and

‘ N (0,1) ifai:1
(lzl,le)—{(l’o) Zfaz:?)

fori=1,2,...,n.
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Proof. This theorem is proved by induction on I. Let w = ajc; + agea + -+ + anc, and (x4, yyw) be
the Gray map image of w. Therefore, by Theorem

n

Ty = Z (i +yi)(zj +y5) + Z(kzlﬂfz + ki2yi),

1<i<j<n i=1
n

Yw = Z (@i +yi)(xj +y5) + Z(lilfﬂi + li2yi)-
1<i<j<n i=1

When | =1, ¢ = w + 2¢,4+1. Therefore, by applying Corollary , we get the following,

T = Ty + Tptl+ Yntl
n

= Z (@i +yi) (@5 + ;) + Z(kﬂl‘i + kioyi) + Tnt1 + Yn+1,
1<i<j<n i=1

Y = Y+ Tpt1 + Yntl

n
= Z (@i + yi) (5 + y;) + Z(lz‘ll’i + li2yi) + Tnt+1 + Ynt1-
1<i<j<n i=1

Hence, the theorem holds when [ = 1. Suppose the theorem holds for [ < p. Whenl =p+ 1, ¢ =
ajcitazcat - Fancpt2cn41+ 24 pt2¢n1p11. Let 2 = arc1tazca+- - tanch+2ch 1+ 4+ 2004p
and (x,y.) be the Gray code representation of z. Therefore,

T =D 1cicjen(®i+Y) (@5 +y5) + 200 (ki + kioyi) + 2001 (Tnti + Ynti),
Yo =D icicien(®i +yi) (@5 +y5) + 200 (G + loyi) + 300 (Tnti + Ynti)-

Applying Corollary to the equation ¢ = z + ¢, p11 We get the following.
T = Tz+ Tpyp+l T Yntp+1

n p
= > @i+t y)+ > (kinwi + kiogi) + Y (Tngi + Ynti) + Tnipst + Ynipit

1<i<j<n i=1 i=1
n p+1
= Y @itu)@ity)+ Y (knzi+ ko) + Y (@nti + Ynta),
1<i<j<n i=1 i=1
Y = Yo+ Tnyptl T Yntp+l

n p
= > @itu)@ity) + D (nzi+loy) + Y (Tt + Ynti) T Tngpit + Ynipi

1<i<j<n i=1 i=1
n p+1

= Z (i + yi)(z; +y;) + Z(lilxi + ligyi) + Z(fﬂnﬂ' + Yn-ti)-
1<i<j<n i=1 i=1

Hence, the result is true when [ = p 4+ 1. Thus, the result is proved by induction.
O
Given below are a few basic information theoretic results that help us analyse the secret sharing

schemes discussed in the subsequent section.
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3. Nonlinear Secret Sharing Schemes based on Z; Linear Codes

Lemma 4. Consider a set of n+ 1 boolean random variables Xo, X1,...,X,. Let X = (X1,..., X,).
Let S be a random variable satisfying the equation S = Xof(X) + g(X) where f and g are functions
that map Fy to Fa. The mutual information between S and the random vector X is given by

I(S;X) = H(S) - Y pla)H(Xo/X = ), (3.7)

fz)=1

where, FY is the collection of binary n-tuples assumed by the random vector X and p(z) is the probability
that the value of X is x.

Proof. By the definition of mutual information,
I(S;X) = H(S) — H(S/X).
The second term in the right hand side of the above expression can be expanded as follows,

H(S/X) =) p(z)H(S/X =)

z€Fy
= N p@HE/X =)+ Y pa)H(S/X =2).
P s ”

Now, H(S/X = z) can be written as follows
H(S/X=z) = H((Xof(z)+g(z))/X =)
— H(Xof(@)/X =1).
Therefore,
H(Xo/X=2) if f(z)=1
0 if f(z)=0.
Hence proved. O

H(S/sz):{

For the case where the random variables Xy and X are independent, the above lemma results in

the following corollary.

Corollary 4. If the random variables Xy and X in Lemma are independent and the probability
that the function f takes value 1 is p, then the mutual information between S and X is given by

1(8:X) = H(S) — pH(Xo).
In addition, if S and Xq are balanced i.e. the probability of them taking value 1 is 0.5, then
I(S;X)=1—-p.

Proof. If X and X are independent random variables, then H(Xo/X = z) = H(Xo)Vx. Therefore,
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from Equation ({3.7))

I(5;X) = H(S)- ) pla)H(Xo/X =x)

mng
f(z)=1
= H(S)—H(Xo) ) plx)
z€FY
F@)=1
= H(S) — pH(Xo).
Now, if S and Xy are balanced, then H(S) = H(Xo) = 1. Hence, I(S;X)=1—p. O

Lemma 5. Consider a set of boolean random variables Xo, X1,...,X,. Let X = (X1, Xo,...,X,).
Let S and S’ be random variables satisfying the following linear equations,

S = Xof(X)+g(X
S = (Xo+1f(X)+g(X),

where f and g are functions that map Fy to Fo. Then,
I1(8; (8", Xo)) = H(S) = H(f(X)/(5", X0)).

Proof. Subtracting the expression for S’ from the expression of S, we get the following;
S—8=-fX) = S=9 - f(X).

Therefore, H(S/(S",Xo)) = H(f(X)/(S", Xo). Hence, I(S;(S', Xo)) = H(S) — H(S/(S', Xo)) =
H(S) — H(f(X)/(S", Xo))- O

3.3 Secret Sharing Schemes based on Z; Linear Codes

As seen in the previous section, linear equations over Z, lead to nonlinear binary equations.
Consequently, linear codes over Z4 can be converted to nonlinear binary codes using the Gray map.
In this section, we explore the application of such codes in secret sharing.

A linear code € of length n 4+ 1 over Z4 can be converted to a binary code €; by replacing each
symbol in Z4 by its image under the Gray map. The length of each such binary codeword is 2n + 2.

IE‘%”‘H. This code can be used

Removing the first entry of codewords in €; gives rise to a code €5 in
for secret sharing by considering the first binary symbol as the secret and the other symbols as shares
that are distributed to the participants. The rest of this section analyzes such secret sharing schemes

with respect to ‘perfectness’ and the ability of a participant to cheat. We begin by considering a secret

sharing scheme with a singleton access structure.
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3.3.1 Secret Sharing Scheme with a Single Element Access Structure

Consider the equation, ¢y = aicq + asco + - - + apc, where cg,a1,a0,...,0,,1,C2,...,Cp € Zg.
Further, let a1, ag,...,a, be units in Z4. The set of all n + 1-tuples (co, ¢1, o, . .., ¢,) that satisfy this
equation constitute a linear code € in Z4. Using the procedure explained above, a binary code €3 is
generated by replacing the symbols of € with their Gray code representations and discarding the first
symbol of the resulting code.

Using the code €, a secret bit s can be shared among 2n participants by randomly sampling a
codeword from the uniform distribution on the set of codewords having first entry s. The other entries
of the sampled codeword are distributed among the participants as shares. Let the random variable
S denote the secret. Note that the number of codewords in €y with first entry 0 and first entry 1 are
equal. Therefore, the uniform distribution of the secret corresponds to a uniform distribution of the
codewords of €5. This, in turn, corresponds to a uniform distribution of the codewords of €.

Let the random variables Cy, C1,...,C, correspond to the respective entries of codewords in €.
For 1 < i < n, let the two tuple X;1, X;o denote the Gray code representation of C;. As the first
entry of codewords in € corresponds to the secret it is denoted by the random variable S. Thus the
values taken by the 2n + 1-tuple of random variables S, X711, X192, X201, Xo9, ..., X1, X2 correspond

to codewords in €5. The uniform distribution of the codewords in € leads to the following:

e The random variables X;; are i.i.d. with uniform distributions. Therefore, each Xj; is statisti-

cally independent of the random vector
XZ] F i (Xlla X127 o 7Xij7 ceey an; Xn2);

where (X1, X19,... ,iz-\j, ..y Xn1, Xp2) is the (random)vector obtained after eliminating Xj;

from (Xll,Xlg, ‘e ,Xij, e ,an,XnQ). Further, H(S) = H(XU) =1Vl < 7 <n andj € {1,2}
e The random variables S and X;; are mutually independent for all 1 <i <n and j € {1,2}.

Further, By Theorem , S can be written as a function of (X117, X19,..., Xp1, Xn2) as follows:

S = R(X11,X12, ..., Xn1, Xn2)
n

= Z (X1 + Xi2)(Xj1 + Xj2) + Z(lilXil + 12 Xs2), (3.8)

1<i<j<n i=1
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where

0,1) ifa;=1
(li1, li2) =
(1,0) ifa; = 3.

The closeness of this secret sharing scheme to ‘perfectness’ can be assessed by looking at the
amount of information about S that can be extracted from a subset of shares of cardinality 2n — 1.
Without loss of generality, X711 can be considered.

Lemma 6. Consider bﬁ'@ry random variables X11, X192, ..., Xn1, Xno that are i.i.d with uniform dis-
tributions. Let X1 = (X11, X12,..., Xij, ..., Xn1, Xn2). Let the random variable S be given as

n
S = Z (X + Xi2) (X1 + Xj2) + Z(lilXil + 12 Xi2),
1<i<j<n i—1

where (1;1,1;2) is either (0,1) or (1,0).
The mutual information between the random variables S and X171 is 0.5.

Proof. Equation (3.8]) can be rewritten as follows.

S = X1 f(X11) + g(X11), (3.9)
where
f(X) = Z(le + Xj2) + li1,
j=2
g(Xn) = Xio(f (X)) =)+ Y (Xa + Xio) (X1 + X)
2<i<j<n

n
+ (I X + Lo Xi2) + 12 X12.
i—2

As Xjj;s are i.i.d. with uniform distributions, f(Xj1) is uniformly distributed and independent of Xj;.
Therefore, by Corollary
I(S; X11) = H(S) — 0.5H (X11).

Further, as H(S) = H(X11) =1,
I(S;X1) =1—0.5 = 0.5.

O]

We claim that, in the above described scheme, a single cheating participant gets no information
about the secret in a ‘Tompa-Woll’ like attack. This claim is proved in the remaining part of this
section. Without loss of generality it is assumed that the first participant is the cheater. We start by
proving that f(X71) and g(AX11) in Equation are both independent and uniformly distributed.

Lemma 7. Consider uniform i.i.d. random wvariables C1,Co, ..., C, that take their values from Z4.
Let Cy be given by Cy = a1Cy + asCs + a3Cs + - - - + a,C,, where ay,as2,...,a, are units in Z4. For
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1 <i<n, let X;1,X50 be the image of C; under the Gray map. Let X11 = ()/(;,Xlg, ooy Xn1, Xn2)
and S be the second bit in the Gray map image of Co. If S = X11f(X11) + g(X11), then f(X11) and
g(X11) are independent and uniformly distributed.

Proof. Consider the equation Cy = a1C1 + a2Cs + a3Cs + - - - 4+ a,,C,, where aq, ao, ..., a, are units in
Z4. From Equation ({3.9)),
n
f(&n) = Z(le + Xj2) + I,
=2
n
g(X) = Xo(f(X1n) — 1) + Z (X + Xi2) (X1 + Xj2) + Z(lilXﬂ + 12 Xi2) + l12X12,
2<i<j<n i=2
where
0,1 ifa; =1
(L, li2) = (0,1) o
(1,0) ifa; =3

fori=1,2,3,...,n.

Let Z1 = a1Cy and Zy = a9Cy + a3Cs3 + - - - + a,C,. Z71 and Z5 have uniform distributions and
are mutually independent. For i € {1,2}, let (Z;1, Z;2) be the Gray code representation of Z;. By
Theorem

n
Zn = Z (Xir + Xio)(Xj1 + Xjo) + Z(kilXil + ki Xi2),

2<i<j<n i=2
n
Zop= > (X +Xi)(Xj1+ Xj2) + Y _(la X1 + linXi2),
2<i<j<n 1=2

where
(1,0) ifa; =1

kii, kiz) =
iz kiz) {o if a; = 3

o
—
S~—

fori=2,3,...,n.
Adding the expressions for Zs; and Zss, we get the following

Zo1 + 2o = Z((k‘zl + L) X1 + (ki2 + liz) Xi2)
i=2
= Z(Xu + Xia).
i=2
Therefore,
f(X11) = Zoi+ Zoo + 111 and

g(X11) = X12(Za1 + Zaa) + Zag + 112 X12.

As Z51 and Zjy are independent and uniformly distributed, f(X;1) is uniformly distributed.

If X192 = 0, then g(X11) = Z2o. In this case, as Zo; is uniformly distributed and statistically
independent of Z33, g(X11) is uniformly distributed and independent of f(Xi7).

On the other hand, if X152 = 1, then g(X11) = Za1 + l12. Here, as Zo; is uniformly distributed so
is g(&X11). Further, as Zsy is uniformly distributed and independent of Zs1, g(X;1) is independent of
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f(&).
Thus g(X;1) is always uniformly distributed and independent of f(X71). O

Suppose the participant whose share corresponds to the random variable X711 decides to launch a
‘Tompa-Woll’ like attack. Here, the participant changes the value of his/her share before declaring it.

Let the recovered secret be denoted by the random variable S’. Therefore,
S' = (X1 +1)f(&Xn) + g(X11) = S+ f(&Xn).

In the following theorem, it is shown that by changing his/her share, the first participant gains no

information about the actual secret from the erroneously recovered secret

Lemma 8. /ansider random variables X11, X192, ..., Xn1, Xno that are i.i.d with uniform distributions.
Let X11 = (X11, X12,- -+, Xn1, Xn2). Let S and S’ be given by the following equations,

S = Xuf(Xn)+ g(Xn),
S = (X1 + 1) f(Xn) + g(Xn),

where f(XH) = Z;L:Q(le + ng) + 111 and

n

g(X11) = Xio(f(X11) — i) + Z (X + Xi2)(Xj1 + Xj2) + Z(lilxil + 1o Xi2) + l12 X2,
2<i<j<n i=2

where (L1, 1;2) is either (0,1) or (1,0) fori=1,2,3,...,n.
Then, the mutual information between S and (S', X11) is 0, i.e. 1(S;(S’,X11)) = 0.
Proof. If X711 =0, then

S = f(X11) + g(X11).

By Lemma (7)), g(X11) and f(X11) are uniformly distributed and mutually independent. Hence, in
this case, S’ is uniformly distributed and independent of f(Xj1).

On the other hand, if X17 = 1, then S’ = g(X;1). Hence, S’ is uniformly distributed and indepen-
dent of f(XH)

Thus S’ and f(X;1) are independent for each value of X1;. Consequently,

H(f(X11)/(S', X11)) = H(f(X11)).

Therefore,
H(f(X11)/(S, X11)) = H(f(Xn1)) = 1. (3.10)
Hence, by Lemma ,
I(S; (S, X)) = H(S) — H(f(X11/(S", X11))
=H(S) - H(f(X11) = 0.

By Equation (3.10), H(S) = H(f(X11)/(5",X11)) = H(f(X11)) = 1. Therefore, I(S; (S, X11)) =
0. O

The above results can be verified from Truth Tables 2 and 3.
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Zy | Zy | Xu | f(X1n) | Co | S S
= — S+
Zo1 + f(X)
A%

0 0 0 0 0 0 0

0 1 0 1 1 1 0

0 2 0 0 2 1 1

0 3 0 1 3 0 1

1 0 0 0 1 1 1

1 1 0 1 2 1 0

1 2 0 0 3 0 0

1 3 0 1 0 0 1

2 0 1 0 2 1 1

2 1 1 1 3 0 1

2 2 1 0 0 0 0

2 3 1 1 1 1 0

3 0 1 0 3 0 0

3 1 1 1 0 0 1

3 2 1 0 1 1 1

3 3 1 1 2 i 0

The above lemma implies that when a participant declares his/her share wrongly, he/she gets no

Table 3.1: Truth Table when a; =1

information about the actual secret from the recovered erroneous one.

However, two participants, whose shares are derived from the same symbol in €, can collaborate
and cheat. Suppose, the participants whose shares correspond to the random variables X;; and Xjo
both change their shares without informing the other participants, then by Theorem the value of
the output will change irrespective of the values of the other shares. Hence, these participants can
retrieve the actual secret by flipping the recovered erroneous value.

In the following section, the secret sharing scheme described in this section is extended to one

where the access structure has multiple elements.
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Zy | Zy | Xu | f(X1) | Co | S S
_ — S+
Ty + f(&n)
Z2

0 0 0 0 0 0 0

0 1 0 1 1 1 0

0 2 0 0 2 1 1

0 3 0 1 3 0 1

1 0 1 0 . 1 1

1 1 1 1 2 1 0

1 2 1 0 3 0 0

1 3 1 1 0 0 1

2 0 1 0 2 1 1

2 1 1 1 3 0 1

2 2 1 0 0 0 0

2 3 1 1 1 1 0

3 0 0 0 3 0 0

3 1 0 1 0 0 1

3 2 0 0 1 1 1

3 3 0 1 2 1 0

Table 3.2: Truth Table when a; = 3

3.3.2 A Secret Sharing Scheme with a Multi-Element Access Structure

Consider the code € described in the previous subsection. The random variable Cy is given by the

following linear combination of Cy,Cy, ..., C,.
Co=a1C1 4+ aCy + - - - + a, C. (3.11)

Extend this code by adding an entry Cj11 given by the following linear combination of the existing
entries.

Crnt1 = MC1 + ACa + - + A O, (3.12)
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where A1, Ao, ..., A\p_1 € Z4 are non-units and A\, € Z4 is a unit. Therefore,
Co = b1C1 + b2C2 + by 1Cr—1 + b 1Cnq1, (3.13)
where b; = a; — A\, ' \ja, for 1 <i<n—1and b,y = A\, a, As A1, Mg, ..., \p_1 are non-units, all b;s

are units in Zy4.

The set of n + 2-tuples in Z,4 that satisfy Equations (3.11]) and (3.13)) constitute a linear code ¢’

over Z4. Taking the Gray code representation of each element of codewords in € generates a code €}
over Fy. Eliminating the first entry of codewords in €] gives rise to a code &%,.

As in the previous section, codewords in €, can be used to share a secret by sampling codewords
whose first entry equals the secret and distributing the remaining entries as shares. Again, let X1, X;
be the Gray code representation of the corresponding C;. Clearly, the access structure in such a scheme

has elements corresponding to the following sets of random variables and their super sets,

S1 = (X11, X2, ..., Xn1, Xn2),

Sy = (XH, Xi2,... 7X(n—1)17 X(n—l)Qa X(n+1)17 X(n+1)2)'

Observe that the random variables in the first two sets are mutually i.i.d.. Therefore, the corresponding
secret recovery functions are similar to those in the previous section. For the first set, the secret
recovery function is given by Equation (3.8)). For the second set, the secret is recovered by the

following equation:

S = Yi<ign<jrn<(n1) (X + Xi2) (Xj1 + Xjo)

+ D i<iznant (rinXin + 12 Xaz), (3.14)
where
0,1) ifb =1
(131, mi2) =
(1,0) if b; = 3.

Using the arguments given in the previous section, it can be shown that the maximum mutual informa-
tion between any subset of &1 or G, and the secret S is 0.5. Further, when the secret is recovered from
either &1 or &9, no lone cheating participant gets any information about the secret in a ‘Tompa-Woll’

like attack.
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It remains to be investigated if there are minimal elements in the access structure other those
already described. We claim the set &1 N &y is contained in every subset of shares that the secret
can be calculated from. In the following theorem, it is proved that Xi; is contained in all sets of
shares corresponding to elements of the access structure. The same can be similarly proved for other
elements in &1 N Gs.

Lemma 9. Consider the ordered sets of binary random variables Xlll = ()/(E, X12, ..., Xn1, Xn2) and
XY = (X11, X19, .- s Xn—1)1> X(n—1)2> X(n41)1, X(n41)2) such that the random variables in each set
are mutually i.i.d. with uniform distributions. Further, let X{; and X? be such that

Xufi(Xh) + g1 (X)) = Xu1 fo(X7) + g2(X7) = S, (3.15)

where

fl(Xlll) 7 Z(le + Xj2),
j=2

g1(X) = Xaf1 (X)) + Z (X1 + Xi2)(Xj1 + Xj2) + Z(lilXil + 1o Xi2) + L2 X2,

2<i<j<n i=2
A= D (Xp+Xp),
2<j#n<n+1
92(X7) = X1 fo(XF) + > (Xt + Xia) Xj1 + Xja) + Y. (rnXon + 12 Xip) + r12X1a.
2<in<j#n<n+1 2<j#n<n+1

Then, X1 1s contfm'ned i every ordered subset X of 63 := (X11, X12,. .. ,an,XnQ,X(nH)l,X(nH)Q)
such that S = $H(X) for some function $).

Proof. Equation (3.15]) can be expressed as the following pair of equations:

S = X fi(Xf) + g1(Xfh), (3.16)
S = X11 fo( A1) + g2(XF). (3.17)

Let Y and ) denote the ordered sets of variables (X171, X12, .. ., Xn1, Xn2, Xn+1)1> X(n+1)2) and ()/(E, Xio, ...

respectively. If there exists an expression for S without Xi1, then there exists an algebraic combi-
nation of Equations and which eliminates X1 in the RHS and gives S in the LHS. In
other words, there exist polynomials p()) and k() such that p(Y)+h(Y) = 1 and p(Y) (X111 (X)) +
g1 (X)) + h(V)(X11 f2(XE) + g2(XE)) is independent of X1;1. Let p(Y) = X11£() + g(V). Observe
that

P (Xu1fi(Xy) + g1(A0)) + (L4 pV)) (X112 (X)) + g2(A)))
= X1 fo(X1)) + X1 (f (V) + g) (f1(X]h) + f2(X11))
+ X1 f (V) (91(Xh) + g2(X1)) + k(D),

where k is polynomial function whose monomials do not contain X7;. Therefore, if an expression for
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S not containing X1 exists, then

M = fo(X0) + (f(V) + g() (fu(Xy) + (X))
+ fD)(g1(Xh) + g2(XF) = 0. (3.18)

Observe that

(Xlll) fa(X) = X1 + Xz + X1 + Xns1)2s
)+ 92(X11) = X12(Xn1 + Xn2 + X1y + X(ng1)2)
( i+ Xi2)(Xn1 + Xn2 + Xny11 + Xnr1)2)

(lix + 1) Xi1 + (lig +7i2) Xi2) + ln1 Xn1 + ln2Xn2 + 7(n41),1 X (101

I /\

+ T(n+1)2X(n+1)2 + (liz + r12) X12.

For M to be uniformly 0, all terms with X35 in the expression for M (Equation (3.18]))should sum to
0. Hence,

f(:)_})(an + Xn2 + X1 + Xug1)2 + li2 +1m12) = 0.

This is possible if and only if Q) =€) (Xn1 + Xn2 + Xnp1)1 + X(ni1)2 + liz + r12 + 1) for some
polynomial £()), i.e., f(J) is a multiple of (X1 + X2+ Xnt1)1 + X@nt1)2 +l12 + 712 +1). Therefore,
f(Y) is given as follows,

= V) (Xn1 + Xn2 + X 1)1 + X(ng1)2) if o + 712 =1
() (Xn1 + Xna + X1 + X1y +1) if lig + 7120 = 0.

If f(V) = ) (Xn1 + Xn2 + X(ns1)1 + X(nt1)2), then

M = fo(X}) + R,
where

R= (X1 + Xn2 + X411 + X(n41)2) (9(Y) + L) (1 + Z (L4 lin +7i1) Xin + (1 4 liz + 1i2) Xi2)

2<i<n—1

1 X1 + 12 X2 + 701 X (4 1)1+ Tt 12 X (n41)2))-

Note that every monomial in R has at least one of the variables (an,XnQ,X(n_j’_l)l,X(n+1)2).
Therefore, terms in fo(X7)) = Yo« j#n<n+1(Xj1+Xj2) that do not have any of these variables cannot
be canceled by terms in R. Hence M cannot be 0.

TH-3687_166102008

44



3.3 Secret Sharing Schemes based on Z, Linear Codes

On the other hand if f()) = £(V)(Xn1 + X2 + X1 + Xns1)2 + 1), then

M = fo(XE) + (Xn1 + X2 + X1 + Xnr1)2)(9(Y)
+0(D)( Z (L + 7)) Xin + (liz + mi2) Xi2) + ln1 Xn1 + 2 Xn2 + 7411 X g1

2<i<n—1

+ Pt 1)2X (n41)2)) + LD)( Z (L +rin) Xin + (L2 + ri2) Xi2) + L1 Xnt + 12 Xn2
2<i<n—1

+ P11 X (1)1 P12 X (n1)2)

= (Xn1 + Xn2 + X(na 1)1 + X(n1)2) (9(D) + L)( Z ((Lix + 7i1) X1 + (L + 7i2) Xi2)

2<i<n—1
+ 1 X1 + ln2Xn2 + 711 X a1 + T 12X (nr1)2))
+ Z (A + L)l 4 ra) X + A+ L) (liz + ri2)) Xi2) + (D) (11 X1 + 12X 02)

2<i<n—1

+ (L + L) (ns1)1) X1 + (1 + LT ng1)2) X (nt1)2-

In the right hand side of the above equation, the expression » o ;,, 1 ((1+£(Y)(lin +7i1)) X1 + (1 +

(V) (liz +1i2)) Xiz) +£(Y) covers all the terms not involving the variables X1, Xpn2, X(41)1 + X(n41)2-

For this expression to go to zero, £(Y) and the l;; + ryjs, for 2 < i <n —1 and j = 1,2, must all be
equal to 1. When these conditions are satisfied M is given as follows,

M= (Xn1+ Xn2 4+ Xs1 + Xni1)2)(00) + Yocicn1 (X + Xia)
Hln1 X1 + 12 Xn2 + P11 X (s 1)1 + T+ 1)2X (n41)2)
+(ln1Xn1 + ln2Xn2) + (1 —+ T(n+1)1)X(n+1)1 + (1 + T(n—i—l)Z)X(nJrl)Z'

Now, the expression L = lp1Xn1 + ln2Xn2 + (1 + 7(ng1)1) X(nt1)1(1 + 7(n41)2) X(n+1)2 contains only
one element from each of the pairs (Xpn1, Xp2) and (X(nq1)1, X(nt1)2)- As a result, the zero set
of L is not contained in the zero set of (Xu1 + Xn2 + X(i1)1 + X(ny1)2). Therefore, L cannot
be a multiple of (X1 + Xn2 + X1 + X(n+1)2)- Hence, the terms in M involving the variables
(X1, Xn2, Xn41)1: X(ng1)2) do not sum to 0. Consequently, M cannot be 0.

As M # 0, S cannot be expressed in terms of a set of variables not containing Xi1. O

As a consequence of Lemma |§| every element of the access structure must contain Xy;. The same
can be similarly proved for Xi2, Xo1, Xog,. .., X(n—1)1, X(n—1),2- Thus, every element of the access
structure contains the set (X171, X12, Xo1, X229, . .. ,X(n_l)l, X(n_l)g). Let R be the set of js such that
the corresponding A; in Equation is non-zero. Using Theorem @, X(nt1)1 and X, 1) can be
expressed as follows:

X1+ Zjeﬁ(Xﬂ + Xjo) if Ay =1

X1 =
Xna + Zjeﬁ(le + Xj2) if Ay =3,
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n2 + deﬁ( 71 +X]2) lf )\n =1
Xnt1)2 =

Xn1 + EJEQ( j1 +X]2) if A, = 3.

For the rest of the chapter A, is assumed to be 1. The results for the case A, = 3 are similar and can

be similarly derived. Substituting the expression for X(,;1)2 in Equation (3.14)), we get the following:

S = Z (X + Xa2) (X1 + Xj2) + Z (X1 + Xio) (X (ng)1 + X(ng1)2)

1<i<j<(n—1) 1<i<(n—1)

+ > (raXa +reXe) + (Fee1 X + a2 X pan2)
1<i<n—1

= > (X + X)) (X + Xjo)

1<i<j<(n—1)

+ Z (X + Xi2) (X (ng1)1 + Xn2 + Z(le + Xj2))

1<i<(n—1) jer
+ Z (ranXi1 + rieXio) + (P11 X ()1 + Tns1)2(Xn2 + 2 i1+ Xj2))
1<i<n—1 JER

= Z (X1 + Xi2) (X1 + Xj2) + Z (Xi1 + Xi2) (X (ng1)1 + Xn2)

1<i#j¢R<(n—1) 1<i<(n—1)

+ Z (ri X1 + rioXie) + Z (1 + 7 + rny1)2) Xir + (L + a2 + 7 41)2) Xi2)

1<igh<n—1 1<ief<n—1

+ (P01 X 41 + T(n1)2Xn2)-

Thus, S can be written as a function of the set of variables &3 := (X1, X12, X21, Xo9, ...

(3.19)

s Xtn—1)1s X(n=1)2) X(n4-1)1> Xn2)-

Similarly, by substituting the expression for X, 1); in Equation (3.14), it can be shown that S can be

written as function of the set of variables &4 := (X11, X12, Xo1, Xo2,.. ., Xmn-1)15 X(n-1)2> Xn1, X(nH)Q).

Let X% = (X11, X12, Xo1, X22, - s X(n- 11> X(n-1)2: X(n11)15 Xn2). Similar to the secret recovery

functions seen earlier in the chapter, Equation (3.19) can be written as S = X1 f3(X) + g3(X).

Now,
f3(X131) = f3(X12; X21; X22; cey X(n—l)l,X(7z—1)27X(n+1)17Xn2)
= f3(X12, Xo1, Xoz, o, X(n—1)1, X(n—1)2, Xn1 + Z(le + Xj2), Xn2)
jER
= f1(X12, Xo1, Xo2, .-+, X(n—1)1, X(n—1)2, Xn1, Xn2)
and

gs(Xf’l) = 93(X12, X021, Xo9, . .. 7X(n—1)17 X(n—l)QaX(n+1)1»Xn2)
= 93(X12, Xo1, Xo2, .+ s X(n—1)1, X(n—1)2, Xn1 + Z(le + Xj2), Xn2)

JER

= g1(Xi2, Xo1, Xo2, .+, X(n—1)1, X(n=1)2, Xn1, Xn2).
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Thus, the mutual independence of f; and ¢; implies the independence of f3 and g3. Also the
distributions of fi and g; being uniform imply that the distributions of f3 and g3 are uniform. There-
fore, along the lines of Lemma (§)), it can be shown that, if S" = (1 + X11)f3(X) + g3(X7)), then
I(S;(S’,X11)) = 0. Therefore, a lone cheater cannot launch a ‘Tompa-Woll’ like attack on the sets
&3 and &4. Further, on the lines of Lemma @, it can be shown that (S, A7) = 0.5. Thus, the
behaviour of these two additional elements of the access structure is identical to &1 and Gs.

Consider the set &5 1= (X11, X12, Xo1, Xo2, - - s X(n—1)1s X(n—1)25 Xnu1s X(ng1)1). Now, X, 1)1 =
Xn1 + Zjeﬁ(le + Xj2). Therefore, I(S; &5) = I(S; (X11, X12, Xo1, Xo2, - -+, X(n—1)1, X(n—1)2; Xn1))-
Now, by Lemma @,

I(S7 (Xlla X192, Xo1, Xoo, . .. 7X(n—1)17 X(n—1)27 an)) =0.5.

(Here X2 is excluded from the set (X11, X192, Xo1, X9, ... s X(n=1)15 X (n—1)2> Xn1, Xp2) instead of X17).
Hence, the secret cannot be recovered from the set &5. Similarly, it can be shown that the secret can-
not be recovered from the set &g = (X11, X12, Xo1, X22, -+, X(n—1)1, X(n—1)2) Xn2, X(n+1)2)- Hence,
S1,692,63 and &4 constitute the minimal elements of the access-structure for this scheme.

Alternatively, the access structure consists of these elements and their super sets.

3.4 Summary

In this chapter, we have analyzed boolean functions arising from linear equations over Z,. Con-
ditions for their nonlinearity have been stated and proved. Besides, we have also derived explicit
expressions for suc4h functions. Further, we have studied the applications of such functions in secret
sharing. We have considered a secret sharing scheme with a single-element access structure and have
calculated the amount of mutual information between maximal strict subsets of the access structure
and the secret. We have shown that while a single participant can’t cheat in such schemes, such
schemes are vulnerable to attacks by pairs of participants. This scheme has then been extended to a

scheme with a multi-element access structure.

TH-3687_166102008

47



3. Nonlinear Secret Sharing Schemes based on Z; Linear Codes

TH-3687_166102008

48



Future Research Directions with a few
Initial Results.

Contents
4.1 Secret Sharing Scheme from a Nonlinear Code and it’s Formal Dual .. [0
4.2 Nonlinear Secret Sharing based on Z,: Linear Equations ... ... ... 50|
4.3 Secret Sharing Schemes over Large Finite Fields . ... ... ....... 52]
4.4 Some Other Possible Areas . . ... ... ... o 55

TH-3687_166102008

49



4. Future Research Directions with a few Initial Results.

This chapter looks at a few directions in which this work can be expanded. It explores the following

three principal areas of future research,

(i) Studying the relationship between the access structures of nonlinear code based secret sharing

schemes and codes that are formally dual to the corresponding nonlinear codes.

(ii) Expanding the results derived for boolean functions obtained from Z;-linear functions to the

boolean functions obtained from Z,k-linear functions for arbitrary values of k.

(iii) Exploring secret sharing schemes based on nonlinear codes over large finite fields.

4.1 Secret Sharing Scheme from a Nonlinear Code and it’s Formal
Dual

It is relatively easy to determine the access structure of a secret sharing scheme based on a linear
code. Consider an (n, k,d) linear code V over F, and define a secret secret sharing scheme based on
this code where the first symbol of any codeword is viewed as the secret and the remaining n — 1
symbols in it are shares given to n — 1 participants. The access structure of this scheme is specified
by those minimal codewords in the dual code V+ whose first component is one.

For a nonlinear code, however, the notion of dual code is missing. Instead, we say that two codes
C and C* are formally dual of each other if the Mac-williams transform of the distance distribution
of C is equal to the distance distribution of C-. Note that C- need not be unique in the sense that
there may exist two distinct codes C1, Cy such that both are formally dual of a code C'. A code C' is
said to be formally self-dual if C' is a formally dual of itself. It is well-known that Nordstrom-Robinson
code Nig is formally self-dual whereas the code N; is a formally-dual code of Nis.

It has been observed that the access structure of the secret sharing scheme based on N5 is described
by the code N5 as shown in Table (2.7). Likewise, we observe the connection between the access
structure of the secret sharing scheme based on N4 and the code N, etc. It is important to explore
this relationship further and whether we can establish a similar relationship for nonlinear codes as we

have for linear codes.
4.2 Nonlinear Secret Sharing based on Z,: Linear Equations

As we have seen in the previous chapter, linear expressions over Z4 give rise to quadratic boolean

expressions. As an extension, one can look at linear expressions over Z,x for arbitrary values of k. As
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in the previous chapter, the Gray code is used to convert symbols in Zy: to binary symbols.
Firstly, Lemma in the previous chapter can be extended to Zy: as follows.

Lemma 10. Consider ci,ca € Zor. Let ¢ € Zqgr be the sum of ¢ and cp i.e., ¢ = ¢1 + c2. Let
(Zky 2k—15 ---21), (Thy Tp—1, -, 1) and (Yg, Yk—1,---y1) be the Gray code representations of ¢, ¢1, and co
respectively. Then,

z1= (¥ +Tp—1+ - +21) (Yt Yp—1+ -+ Y1) 1+ Y
where '+' and . indicate addition and multiplication over Fy respectively.

Proof. The binary representations of ¢, ¢1, and ¢g are (zg, 2k +2k—1, --- Zle 2i), (Tk, ThA+Tp—1, - Zle x;)
and (Yg, Yk + Yr—1, -- Ele y;) respectively. As ¢ = ¢; + ¢, the last bit in the binary representation of
¢ is got by EX-ORing the last bits of ¢; and cy. Therefore,
k k k

zizzxﬁ—zyi (4.1)
=1 i=1

% =1

7

The carry generated by adding Zle x; and Zle y; is given by (Zle :U,)(Zle y;). Therefore,

k k k k k
D z= QU w)-Q v+ Y mi+ Y v (4.2)
i=2 i=1 i=1 =2 =2
Hence, by adding Equations (4.1) and (4.2)) we get,

k k
z1 = (z %)(Z ¥i) + 1+ (4.3)
i=1 i=1

For a more general expression of the type ¢ = ajc1 + asca + - - - + ancn, where the a;s are elements
of Zoyk, finding expressions for bits in the Gray code representation of ¢ gets a little more complicated
due to the propagation of carry. For the case where all the coefficients are 1, we have calculated
the Algebraic Normal Form(ANF) expressions for these bits for different values of k. Based on these
expressions, we state the following conjecture.

Conjecture 1. Consider ci,ca,...,Cq € Zor. Let ¢ € Zqr be given by the following linear combination
of c1,¢9,...,¢Cp,
c=cC+C+ - +cCp,

Let (Zk7 Zl—1y+++> Zl)u (xlka xl(k71)7 s )'Tll); (1:2]{:7 IQ(kfl)u ... 75["21)7 ey (.Tnk7 ‘rn(kfl)a .. 7xn1) be the
respective Gray map images of ¢,c1,¢a,...,cn. Then,
n
a= Y (@it zgeny oot za) @+ e o o) (). (4.4)
1<i<j<n i=1
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4. Future Research Directions with a few Initial Results.

Proving this expression and deriving closed form formulae for boolean expressions corresponding
to more general linear expressions expressions over Z,x remains an open problem.

As shown in the previous chapter, boolean secret sharing schemes that are derived from linear
expressions over Z, are susceptible to cheating by two or more participants who cooperate with each
other. Now, consider the equation ¢ = ¢; + c2 + --- + ¢, wWhere ¢,cy,...,c, are elements of Zox.
Now, we can construct a scheme similar to the one described in the previous chapter, where the secret
corresponds to the LSB in the Gray code representation of ¢ and the shares correspond to the bits in
the Gray code representations of ¢1, ca, ..., ¢,. If the above conjecture is true, then the secret recovery
function for such a scheme is given by Equation . Consider any one of the ¢;s, say ¢;. Suppose
the participant whose share corresponds to the LSB of the Gray code representation of ¢; decides to
cooperate with another participant whose share corresponds to a different bit of ¢;. If both these
participants flip their shares before declaring, then observe that recovered secret always gets flipped.
Thus both these participants can together cheat the scheme. Hence, the problem of two or more
participants being able to cheat remains. We believe that this is also true for other linear equations

over Zok. This remains to be verified.

4.3 Secret Sharing Schemes over Large Finite Fields

Multiplication over the binary field is an extremely unbalanced operation. In three out of four
cases the output is zero. This unbalancedness can be a drawback while designing boolean functions
tailored for secret sharing. Multiplication over larger finite fields is comparatively more balanced. For
example, if we cansider the multiplication of two numbers over Zs;, 0 occurs 61 times and every other
element occurs 30 times. Thus, if the two multiplicands are sampled from from a uniform distribution,
the probability of zero occuring is nearly double that of any other number. More precisely, for a finite

2‘?1, while the probability of any

field with a prime cardinality g, the probability of zero occuring is
other number occuring is qq;gl. The difference between these two number gets progressively smaller as
the value of ¢ increases. This motivates the study of secret sharing schemes where the secret and the
shares are elements of a large finite field with a prime cardinality. As a starting point, we consider a
couple of schemes with single element access structures. The purpose of this exercise is to compare
nonlinear functions over large finite fields with boolean nonlinear functions from a secret sharing point

of view.
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4.3 Secret Sharing Schemes over Large Finite Fields

Consider a secret sharing scheme with three participants and a single element access structure. The
secret recovery function is given as S = 57.59+.59535+ 5351, where S, S1, S5 and S5 are random variables
corresponding to the secret and the three shares that take their values from F,. Let the entropy of the
secret be H(S). We now proceed to show that if 51, S2 and S3 are uniformly distributed and mutually
i.i.d., then the distribution of the secret tends to be uniform as ¢ tends to infinity. This is a direct
consequence of the following lemma.

Lemma 11. For the secret sharing scheme described above, if S1,S9 and S3 are i.i.d. and uniformly
distributed, the mutual information between the random variable S and the two tuple {S1, Sa2} is given

by
1(S,{51,82}) = H(S) — (1 - ;)log(q) (4.5)

Proof. Observe that the secret recovery function can be written as S = S1S9 + (S1 + S2)5s.
The mutual information between the random variable S and the two tuple {S7, S2} is given by

I(5;{S1,82}) = H(S)— H(S/{S1,52})
= H(S)—[ Y pls1,s2)H(S/S1 = 51,5 = s3)

$1+s2=0
+ Z p(s1,82)H(S/S1 = 51,52 = s9)]
$1+527#£0
= H(S)—[0+ > p(s1,52)H(S3)]
Ss1+527#0

- H(S)—log(qm—%)
- H<s>_zog<q><1_;)
O

q
q2

As mutual information is always non-negative H(S) > log(q)(1 — -%). For very high values of ¢,
the right hand side of the above inequality tends to log(q), which is the maximum value that H(S)
can take. Further, this maximum value occurs when S is uniformly distributed. Hence for very high
values of ¢, the distribution of S tends to the uniform distribution. Further the mutual information
tends to zero as ¢ tends to infinity. Now, if ¢ = 2 and the entropy of the secret is 1 bit, the mutual
information between S and the two tuple {Si, S2} is 0.5 which is significant. Thus, while such a
scheme is ineffective for binary secrets, it is much more useful over larger finite fields.

We now consider the case where a single participant cheats by modifying her share. Suppose the

first participant changes her share by adding a value §. Her modified share is denoted by the random

variable S1 = S7 + 6. Observe that the change in the recovered secret is given by the random variable
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4. Future Research Directions with a few Initial Results.

Ag = 6(S2+S3). If So and S3 are uniformly distributed, then the distribution of Ag is also uniform.
Hence the cheater has no advantage.

However, the above scheme is vulnerable if two of the participants decide to cooperate and cheat.
For example, consider the case where the second and third participant decide to declare their share
wrongly. If they change their shares by +0 and —¢, then the change in the recovered secret is given
by the random variable Ag = §(S5 — S3) — §2. Since § and the values of Sy and S3 are known to the
malicious participants, they can determine the secret from the recovered value.

Now, let us consider another example of a scheme with a single element access structure but with
n participants, where n is an even integer. Let the secret recovery function be S = 5159 + 5354 +
-+ ++85,-15,. Note that, for the binary field this corresponds to the Bent function. As in the previous
example, for large values of ¢, if the shares are assumed to be uniformly distributed, the distribution
of the secret also tends towards the uniform distribution. This is the consequence of the following
lemma which calculates the mutual information between the secret and a set of n — 1 shares.

Lemma 12. Consider a secret sharing scheme with a single element access structure having the
following secret recovery function

S =515+ 8354+ -+ Sp—15n,

where S is the random variable corresponding to the secret and Sy, Se,...,Sy are the random vari-
ables corresponding to the shares. In such a scheme, if S1,S55,...,S,-1, S, are mutually i.i.d and
uniformly distributed, the mutual information between the random wvariable S and the n — 1 tuple
{S1,S9,...,8,_1} is given by

1(S,{S1. 501+, Su1}) = H(s) — (1 — ;ﬂog@) (4.6)

Proof. The mutual information between the random variable S and the n— 1 tuple {S1, Sa,...,Sn—1}
is given by

I(S;{S1,8s,...,8.,.1}) = H(S)—H(S/{S1,52,...,5,-1})
= H(S)—[ Z p(Sl,SQ,...,Sn_l)H(S/Sl231752282,...,Sn_128n_1)

Sn—1=0
+ Z p(sl, S$9,. .. Sn_l)H(S/Sl =51,9 = 89,...5,.1 = Sn—l)]
8’”71750
= H(S)—[0+ Y pls1,82,...50-1)H(S5)]
Sn—17#0

— H(S) — log(q)(1 - ;>
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Using exactly the same set of arguments as the previous example, it can be deduced that the
distribution of S tends towards uniformity as the value of ¢ increases.

Observe that for every odd positive integer i < n, the secret recovery function is affine as a function
of the product S;S;+1. Therefore, if two such participants cooperate, then they can cheat in a manner
similar to linear secret sharing schemes. Hence as with the previous scheme, this scheme is also
vulnerable to cooperative cheating by two or more participants.

From the above examples, there seems to be a possibility of designing schemes over large finite
fields that are ‘asymptotically perfect’. Designing such schemes with complex access structures that
are resistant to cooperative cheating is an interesting problem to explore and a potential area of future

research.

4.4 Some Other Possible Areas

Besides the problems discussed thus far in this chapter, given below are a few areas that could be

potentially important from the point of view of nonlinear secret sharing

e Implementation of nonlinear secret sharing schemes on the physical layer.
e The application of nonlinear secret sharing in blockchains.

e The access structures of boolean schemes derived from Zg-linear functions described in Chapter
3 are extremely limited. Developing such schemes with a complex access structure and designing

Zy-linear codes specifically for secret sharing remains an open problem.
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5. Summary of Thesis and Future Study

5.1 Summary of the Thesis

This work looks at and analyses a few aspects of nonlinear secret sharing. This includes a study
of the access structure of such schemes and analyses the utility of such schemes in resisting ‘Tompa-
Woll’-like attacks wherein malicious participants use any underlying linearity in the secret recovery
function to exclusively access the secret. Given below is a point-wise summary of the main results in

this thesis.

e Chapter 2 deals with nonlinear secret sharing schemes based on Nordstrom-Robinson and Hadamard
codes. It also looks at a few codes that are derived from these. This chapter gives a broad frame-
work for defining the access structure of nonlinear code based secret sharing schemes and defines
the access structures of schemes based on Nordstrom-Robisnson code Njg and codes such as N5
(15,256,5), N{5 (15,128,6), Nia, Niy, Nis, N{3, Nia, V], that are derived from Ng. Further,
the access structures of the schemes based on the Hadamard codes (11,12,6), (11,24,5) and

(12,24,6) have also been defined.

e Chapter 3 looks at nonlinear boolean functions from the secret sharing point of view. In par-
ticular, boolean functions derived from Z4-linear functions have been analysed. Closed form
expressions for such functions have been derived. Further, we have proved a few information
theoritic results that relate these boolean functions to perfectness in secret sharing and resistance
to ‘Tompa-Woll’-like attacks. Finally, a couple of secret sharing schemes have been derived based
on these results. The first scheme has a single element access structure while the second one is
a n — 1, n-threshold scheme. Both these schemes have been analysed from the point of view of
perfectness and the ability of participants to cheat. While these schemes are resistant to attacks

by single participants, they are vulnerable to cooperative attacks by two or more participants.

e Chapter 4 briefly describes a few areas of future research. These are areas that have been explored
during the course of this work but the research could not completed for the want of time. The
first such area is the relationship between formal duals of codes and the access structure of
the corresponding secret sharing schemes. Such a relationship is observed in chapter 2 in the
context of the Nordstrom-Robinson code. It remains an open question if such a relationship
generally holds. We have then explored the generalization of nonlinear secret sharing schemes

based on Zgs-linear codes to those that are based on Zyx-linear codes. In this context, we have
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5.1 Summary of the Thesis

stated a conjecture that generalizes the results in Chapter 3 to Zgx-linear functions. Finally,
this chapter looks at nonlinear secret sharing schemes over large finite fields. This is motivated
by the potential benefits of the relative ‘balancedness’ of multiplication over large finite fields.
A couple of simple schemes are analysed for resistance to cheating and proximity to perfectness.
Developing a general design framework for such schemes and designing nonlinear functions over

such fields that are ideal for secret sharing are left as open problems for future work.
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