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Abstract

With the advent of technology and portable devices for communications, cryp-

tography algorithms are widely used in the modern days. Cryptographic al-

gorithms have diverse applications to protect data from unauthorized attacks.

This thesis proposes novel approaches for low power Very Large Scale Inte-

grated Circuits (VLSI) architectures for Wireless Body Area Network (WBAN)

cryptographic applications so as to improve the performance in terms of area

utilization and energy consumption. Motivated by the fact that the present

cryptographic algorithms consume high power and energy, there is need to

develop low power architectures. Cryptography algorithms like Advanced En-

cryption Standard (AES), Camellia are widely used in RFID, secure commu-

nications, WBAN applications. The block cipher cryptographic algorithms

like AES, Camellia are adopted in the latest WBAN standard IEEE 802.15.6

for cryptographic applications. The Substitution Box (S-Box) of these algo-

rithms play a vital role in cryptography. The S-Box is realized using a stan-

dard polynomial equation and design is achieved using memory cells. These

Look-Up-Table (LUT) based S-Boxes eventually occupy more area and hence

consume high power, delay and energy. To overcome the limitation involved in

the implementation of classical S-Box, in this thesis, we have proposed several

efficient VLSI architectures for S-Box. This thesis investigates on the construc-

tion of S-Box using different irreducible polynomial equation. The S-Box can

also be realized using Composite Field Arithmetic (CFA) which reduces hard-

ware consumption and low power dissipation. This thesis then characterizes

a special class of Cellular Automata (CA) based architectures for hardware

implementation of S-Box. The special class of CA based S-Box for AES and

Camellia algorithms are realized and implemented using CMOS technology li-

braries. In addition, we have also proposed hybrid linear cellular automata

TH-1809_11610227



and hybrid second order reversible cellular automata based low energy/ power

architecture for encryption algorithms. The last part of this thesis deals with

the security analysis of the proposed architectures against cyber-attacks. We

have carried out the security analysis on the proposed encryption algorithms

using cryptographic properties such as Non Linearity, Strict Avalanche Crite-

ria, Correlation Immunity Bias and entropy. Results show that the proposed

architectures are efficient in terms of low power dissipation, low energy con-

sumption and secure against any cryptographic attacks.

TH-1809_11610227



Contents

List of Figures xii

List of Tables xv

List of Acronyms xvii

1 Introduction 1

1.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

1.2 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

1.3 Scope of the Thesis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

1.4 Organization of the Thesis . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

2 Literature Survey 12

2.1 Review on S-Box Hardware Realization . . . . . . . . . . . . . . . . . . . . 13

2.2 CA and related research . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

3 Evaluation of S-Box and Implementation using Composite Field Arith-
metic 18

3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

3.2 Advanced Encryption Standard . . . . . . . . . . . . . . . . . . . . . . . . . 19

3.2.1 Substitution Bytes . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

3.2.2 Shift Rows . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

3.2.3 Mix Columns . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

3.2.4 Add Round Key . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

3.3 Algebraic construction of S-Box for AES algorithm . . . . . . . . . . . . . . 22

3.4 Cryptographic Properties . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

3.4.1 Strict Avalanche Criterion (SAC) . . . . . . . . . . . . . . . . . . . . 24

3.4.2 Entropy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

viii

TH-1809_11610227



Contents

3.4.3 Non Linearity (NL) . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

3.4.4 Correlation Immunity Bias (CIB) . . . . . . . . . . . . . . . . . . . . 25

3.5 Analysis of S-Box with different irreducible polynomial equations and Affine

matrices . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

3.6 Construction of S-Box using Composite Field Arithmetic . . . . . . . . . . . 30

3.7 Hardware Construction of CFA in Galois Field for S-Box . . . . . . . . . . . 31

3.7.1 Squarer in GF(24) Block . . . . . . . . . . . . . . . . . . . . . . . . . 32

3.7.2 Multiplier in GF(24) Block . . . . . . . . . . . . . . . . . . . . . . . 33

3.7.3 Xλ Block in GF(24) . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

3.7.4 Xφ Block . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

3.7.5 Inversion in GF(24) Block . . . . . . . . . . . . . . . . . . . . . . . . 36

3.8 Hardware Implementation of Composite Field Arithmetic . . . . . . . . . . 37

3.9 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

4 S-Box realization using Linear Cellular Automata and second order Re-
versible Cellular Automata 41

4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

4.2 Formulation of S-Box using Cellular Automata . . . . . . . . . . . . . . . . 42

4.3 Proposed PCA based S-Box . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

4.4 Performance comparison between conventional LUT S-Box and Dynamic

PCA S-Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

4.4.1 Architectural Design . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

4.5 Formulation of S-Box using 2nd order reversible one dimensional cellular

automata (RCA2) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

4.6 Proposed RCA2 based S-Box . . . . . . . . . . . . . . . . . . . . . . . . . . 52

4.7 Security analysis of LUT and RCA2 based S-Boxes . . . . . . . . . . . . . 54

4.7.1 Architectural Design . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

4.8 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

5 Encryption Algorithm using Hybrid Linear Cellular Automata and Hy-
brid Second order Reversible Cellular Automata 61

5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62

ix

TH-1809_11610227



Contents

5.2 Proposed Hybrid Linear Cellular Automata (HLCA) based Encryption Al-

gorithm architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62

5.3 Comparison of hardware architecture and cryptographic properties . . . . . 65

5.3.1 Comparison of architectures . . . . . . . . . . . . . . . . . . . . . . 68

5.4 Architecture of proposed HRCA2 based encryption algorithm . . . . . . . . 69

5.5 Comparison of Hardware Architecture and Security Analysis . . . . . . . . 72

5.5.1 Comparison of architectures . . . . . . . . . . . . . . . . . . . . . . 77

5.6 Summary and conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77

6 Low power F function Architecture for Camellia Encryption Algorithm 79

6.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80

6.2 Architecture of Camellia algorithm . . . . . . . . . . . . . . . . . . . . . . . 81

6.2.1 Notations and symbols . . . . . . . . . . . . . . . . . . . . . . . . . . 81

6.2.2 Key Scheduling Process . . . . . . . . . . . . . . . . . . . . . . . . . 83

6.2.3 FL and FL−1 Function . . . . . . . . . . . . . . . . . . . . . . . . . 84

6.2.4 F Function . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

6.2.4.1 P Function . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

6.2.4.2 S Function (S-Box) . . . . . . . . . . . . . . . . . . . . . . 88

6.3 Proposed LPCA based F function . . . . . . . . . . . . . . . . . . . . . . . 89

6.4 Performance Comparison between LUT based S-Box of F function, LPCA

based F function . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

6.5 Proposed RCA2 based F function . . . . . . . . . . . . . . . . . . . . . . . 93

6.6 Security analysis of LUT based S-Box of F function and RCA2 based F

function . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

6.6.1 Architectural Design Comparision . . . . . . . . . . . . . . . . . . . 98

6.7 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 102

7 Conclusions 103

7.1 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

7.2 Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 105

7.3 Directions for future work . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106

x

TH-1809_11610227



Contents

Bibliography 107

List of Publications 114

xi

TH-1809_11610227



List of Figures

1.1 MAC Frame Format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

1.2 Types in Cryptography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

1.3 Process of AES Encryption and Decryption . . . . . . . . . . . . . . . . . . 6

1.4 A block diagram of Camellia Encryption . . . . . . . . . . . . . . . . . . . . 7

1.5 A block diagram of Camellia Decryption . . . . . . . . . . . . . . . . . . . . 8

3.1 Composite Field Arithmetic . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

3.2 Squarer in GF(24) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

3.3 Multiplier in GF((2)4) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

3.4 Multiplier in GF((2)2) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

3.5 Constant multiplier (xλ) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

3.6 Constant multiplier (xφ) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

4.1 A Cellular Automata array of size (R0 − R7) with a circular boundary

condition. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

4.2 PCA Based basic Cell Structure . . . . . . . . . . . . . . . . . . . . . . . . 44

4.3 Proposed PCA based S-Box . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

4.4 Value of SAC with Different Rules . . . . . . . . . . . . . . . . . . . . . . . 46

4.5 Non-Linearity with 256 Rules . . . . . . . . . . . . . . . . . . . . . . . . . . 46

4.6 Entropy with Different Rules . . . . . . . . . . . . . . . . . . . . . . . . . . 47

4.7 CIB with Different Rules . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

4.8 Basic cell structure of RCA2 . . . . . . . . . . . . . . . . . . . . . . . . . . 52

4.9 Proposed RCA2 Based architecture . . . . . . . . . . . . . . . . . . . . . . 53

xii

TH-1809_11610227



List of Figures

4.10 Values for SAC of RCA2 based S-Box . . . . . . . . . . . . . . . . . . . . . 54

4.11 Values for Entropy of RCA2 based S-Box . . . . . . . . . . . . . . . . . . . 55

4.12 Values for Non Linearity of RCA2 based S-Box . . . . . . . . . . . . . . . . 56

4.13 Values for Correlation Immunity Bias of RCA2 based S-Box . . . . . . . . 56

5.1 Block Diagram of proposed HLCA algorithm . . . . . . . . . . . . . . . . . 63

5.2 Basic HLCA cell structure . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64

5.3 Architecture of proposed HLCA algorithm . . . . . . . . . . . . . . . . . . . 65

5.4 Results of SAC for HLCA based Encryption Algorithm . . . . . . . . . . . . 66

5.5 Values of Entropy for HLCA Algorithm . . . . . . . . . . . . . . . . . . . . 66

5.6 Value of NL for HLCA based Encryption Algorithm . . . . . . . . . . . . . 67

5.7 Values of CIB for HLCA based Encryption Algorithm . . . . . . . . . . . . 67

5.8 Block Diagram of proposed HRCA2 algorithm . . . . . . . . . . . . . . . . . 70

5.9 HRCA2 basic cell structure . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

5.10 Architecture of proposed HRCA2 algorithm . . . . . . . . . . . . . . . . . . 71

5.11 Results of SAC for HRCA2 based Encryption Algorithm . . . . . . . . . . . 73

5.12 Values of Entropy for HRCA2 Algorithm . . . . . . . . . . . . . . . . . . . 73

5.13 Value of NL for HRCA2 based Encryption Algorithm . . . . . . . . . . . . . 74

5.14 Values of CIB for HRCA2 based Encryption Algorithm . . . . . . . . . . . . 76

6.1 Camellia Encryption Process . . . . . . . . . . . . . . . . . . . . . . . . . . 82

6.2 Camellia Decryption Process . . . . . . . . . . . . . . . . . . . . . . . . . . 83

6.3 Key Scheduling Process . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

6.4 FL and FL−1 Layer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

6.5 F function process . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

6.6 Basic LPCA cell structure . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

6.7 Proposed LPCA based F function . . . . . . . . . . . . . . . . . . . . . . . 90

6.8 Values of SAC with Different Rules . . . . . . . . . . . . . . . . . . . . . . . 91

6.9 Values of NL with 256 Rules . . . . . . . . . . . . . . . . . . . . . . . . . . 91

6.10 Values CIB with Different Rules . . . . . . . . . . . . . . . . . . . . . . . . 92

xiii

TH-1809_11610227



List of Figures

6.11 Values of Entropy with Different Rules . . . . . . . . . . . . . . . . . . . . 92

6.12 Baisc Structure of RCA2 based F function . . . . . . . . . . . . . . . . . . 95

6.13 Proposed RCA2 based F function . . . . . . . . . . . . . . . . . . . . . . . . 96

6.14 Values for SAC of RCA2 based F function . . . . . . . . . . . . . . . . . . . 96

6.15 Values for Entropy of RCA2 based F function . . . . . . . . . . . . . . . . . 97

6.16 Values for NL of RCA2 based F function . . . . . . . . . . . . . . . . . . . 97

6.17 Value for CIB of RCA2 based F function . . . . . . . . . . . . . . . . . . . 98

xiv

TH-1809_11610227



List of Tables

3.1 LUT based S-Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

3.2 Values of Cryptographic Properties for AES S-Boxes . . . . . . . . . . . . . 27

3.3 Value using Cryptographic Properties for affine matrix of S-Box . . . . . . 29

3.4 Values using Cryptographic Properties for Different affine matrix of S-Box 29

3.5 FPGA Implementation of CFA for AES algorithm . . . . . . . . . . . . . . 38

3.6 ASIC Implementation of CFA for AES algorithm . . . . . . . . . . . . . . . 38

4.1 Truth table for Rule 90 and 75 . . . . . . . . . . . . . . . . . . . . . . . . . 43

4.2 CIB, SAC, NL, Entropy values for PCA based S-Box and Standard AES

S-Box using cryptographic properties . . . . . . . . . . . . . . . . . . . . . 49

4.3 Hardware results of the Proposed AES algorithm with PCA based S-Box . 50

4.4 Hardware results of the Proposed AES algorithm with PCA based S-Box . 50

4.5 Cryptographic Properties values for RCA2 based S-Box . . . . . . . . . . . 57

4.6 Hardware results of Proposed AES algorithm with RCA2 based S-Box . . 58

4.7 Hardware results of the Proposed AES algorithm with RCA2 based S-Box 58

5.1 Values achieved with Cryptographic Properties for cipher text of HLCA . . 68

5.2 Comparison of FPGA Synthesis Results . . . . . . . . . . . . . . . . . . . . 69

5.3 Values achieved with Cryptographic Properties for cipher text of HRCA2 . 75

5.4 Hardware results of Proposed HRCA2 based Encryption Algorithm . . . . 75

5.5 Comparison of FPGA Results . . . . . . . . . . . . . . . . . . . . . . . . . 76

6.1 Constant values of
∑

i(64) for Key Scheduling . . . . . . . . . . . . . . . . . 84

6.2 Value of SubKeys for 128 bits secret key . . . . . . . . . . . . . . . . . . . 85

xv

TH-1809_11610227



List of Tables

6.3 CIB, SAC, NL, Entropy values for LPCA based F Funtion and Standard

Camellia LUT S-Box using cryptographic properties . . . . . . . . . . . . . 94

6.4 Cryptographic Properties values for RCA2 based F function . . . . . . . . 99

6.5 FPGA Simulation results of Proposed Camellia Algorithm withRCA2 based

F function . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

6.6 Hardware results of the Proposed Camellia algorithm with LPCA based F

function . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

6.7 Synthesis results of Proposed Camellia Algorithm with RCA2 based F func-

tion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 101

xvi

TH-1809_11610227



List of Acronyms

BAN Body Area Network

MAC Medium Access Control Layer

PHY Physical Layer

FIPS Federal Information Processing Standards

NIST National Institute of Standards and Technology

WBAN Wireless Body Area Network

AES Advanced Encryption Algorithm

DES Data Encryption Algorithm

VLSI Very Large Scale Integrated Circuits

ASIC Application Specific Integrated Circuits

CMOS Complimentary Metal Oxide Semiconductor

WBAN Wireless Body Area Network

S-Box Substitution Bytes

SR Shift Rows

MC Mix Columns

ARK Add Round Keys

BDD Binary Decision Diagram

FPGA Field Programmable Gate Array

NTT Nippon Telegraph and Telephone Corporation

NESSIE New European Schemes for Signature, Integrity and Encryption

ISS International Standard Specification

LUT Look-Up-Table

xvii

TH-1809_11610227



List of Acronyms

CA Cellular Automata

PCA Programmable Cellular Automata

HLCA Hybrid Linear Cellular Automata

HRCA2 Hybrid Second Order Reversible Cellular Automata

CIB Correlation Immunity Bias

NL Non Linearity

SAC Strict Avalanche Criterion

CFA Composite Field Arithmetic

GF Galois Fields

LPCA Linear Programmable Cellular Automata

RCA2 Second Order Reversible Cellular Automata

xviii

TH-1809_11610227



1
Introduction

Contents

1.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

1.2 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

1.3 Scope of the Thesis . . . . . . . . . . . . . . . . . . . . . . . . . . 9

1.4 Organization of the Thesis . . . . . . . . . . . . . . . . . . . . . . 10

1

TH-1809_11610227



1.1 Introduction

1.1 Introduction

Nowadays data security plays a vital role not only for defense purpose but also for

monitoring medical health and private communication systems. The convergence issues

among different research areas such as e-health services [1] have been of interest to scien-

tists and researchers. Wireless sensor networks (WSNs) have been studied in applications

such as healthcare. WSN consists of intelligent sensor nodes that are capable of gathering

and processing information in an environment and send the data to remote base station.

Wireless Body Area Network (WBAN) has been considered as a special type of WSN. It

consists of low power wireless sensor nodes which are placed or implanted on or inside a

human body for continuous health monitoring. WBAN is a key technology to monitor

episodic events or any other abnormal condition and can be used for ambulatory health

monitoring. Additionally, it can also be used in diagnostic procedure, maintenance of

chronic conditions, supervision of recovery from a surgical procedure and monitoring the

effects of drug therapy. The IEEE has launched the Task Group (TG-6) which specially

defines and sets the specification for WBAN. In recent years, WBANs have been stud-

ied extensively in literature. These studies are mostly focused on various technical issues

of the WBANs. The latest IEEE 802.15 Task Group 6 has developed a communication

standard optimized for low power devices and operation on, in or around the human body

(though not limited to the humans). It provides a variety of applications including med-

ical, consumer electronics, personal entertainment and others [2, 3]. In [4], the authors

have provided a comprehensive survey on Wireless Body Area Network. The performance

analysis of any wireless access network is an important step to evaluate the system. Since

WBAN nodes are powered by small batteries, energy consumption also is one of the impor-

tant issues in evaluating the system. The IEEE 802.15.6 standard specifies communication

at Physical (PHY) layer and Medium Access Control (MAC) layer. The MAC sublayer

supports three different PHY layers namely Narrow band (NB), Ultra-Wide band (UWB)

and Human Body Communication (HBC). At the MAC sub-layer, IEEE 802.15.6 sup-

ports two different types of access mechanisms such as contention access and contention

free access [5]. The message security services are to occur at the MAC sub layer and secret
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Figure 1.1: MAC Frame Format

keys are generated inside and/or outside the MAC sub layer. A MAC frame consists of a

fixed length MAC header, a variable length MAC frame body and a fixed length Frame

Check Sequence (FCS) fields as shown in Figure 1.1. The MAC header has length of 7

octets, MAC frame body is of 0 to 255 octets and FCS is of 2 octets. In order to protect

the data from attackers, the information in MAC frame body is encrypted using crypto-

graphic algorithms. Moreover, the IEEE 802.15.6 standard adopted Advanced Encryption

Standard (AES), Camellia encryption algorithms for the purpose of data security at the

MAC sublayer [3, 6, 7].

Cryptology is defined as secure communication in terms of cipher text. Cryptology

can be classified into cryptography and cryptanalysis. The goal of cryptography is to pro-

tect the data from unauthorized attacks using cryptographic algorithms. Cryptanalysis

mainly focuses on breaking the cryptographic systems and retrieving the secret informa-

tion. Designing of the cryptographic system is a vital task. Cryptography ensures that the

data is secure against all possible attacks. Cryptographic algorithms provide confidential-

ity, data integrity, authentication and non repudiation in data communication. However,

the advancement in recent trends of cryptanalysis make the secure communication more

prone to unauthorized access. The attackers of cryptography system try to manipulate

and break the secret code by adopting the recent strategies of cryptanalysis. A secured

cryptography system can sustain any type of attack. The plain text is transformed into

cipher text using a secret key by a conventional encryption algorithm. A classification

of cryptography algorithms has been shown in Figure 1.2. Cryptography algorithms are

classified based on public key ciphers and symmetric (private) key ciphers. In symmetric

key ciphers, the secret key is shared between the intended sender and the receiver. In
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Cryptography

Classical Modern
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Block Cipher Stream Cipher

Figure 1.2: Types in Cryptography

public key ciphers, the secret key is shared between a group of users for encryption and

decryption. The symmetric key ciphers can further be classified into two types such as

block ciphers and stream ciphers. Block cipher algorithms are widely used in the world

of cryptography which operate on a block of data for encryption and decryption. The

Shannon principle of diffusion and confusion is applied in these block cipher algorithms.

Confusion means substitution of data with another data and diffusion means to create an

amount of diversification from input data to output cipher text. The Data Encryption

Standard (DES), Advanced Encryption Standard (AES), Camellia are some of the encryp-

tion algorithms which fall in the category of block cipher algorithms. On the other hand

in stream cipher algorithms, each bit of data is encrypted at an instant of time. A Vernam

cipher is an example of stream cipher. The significant part of this thesis is focused on

cryptographic algorithms that deal with block ciphers.

The DES algorithm was replaced by AES as standard algorithm for encryption

and decryption of data [8,9]. The AES algorithm, which is developed by National Institute

of Standards and Technology (NIST) has been standardized and adopted in the latest

IEEE Standard 802.15.6 for Wireless Body Area Network (WBAN) application due to its
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best performance and security [3, 6]. The AES algorithm shown in Figure 1.3, uses four

transformations in each round, namely, the Substitution Bytes (S-Box), Shift Rows (SR),

Mix Columns (MC) and Add Round Key (ARK), to generate cipher text over plain text

in order to provide the desired level of security. The number of rounds of transformation

depends upon secret key size. The latest IEEE 802.15.6 standard for WBAN application

has recommended a secret key size of 128 bits for AES algorithm which results in 10

rounds of transformation [3, 6]. Out of these 10 rounds, first 9 rounds consist of four

transformations S-Box, SR, MC and ARK, while the last round undergoes only three

transformations S-Box, SR and ARK. In S-Box transformation, each byte of input data

is substituted with another byte using a Look-Up-Table (LUT). The SR transformation

is attained by shifting of elements by one byte in order to create diffusion in cipher text.

MC transformation is used for attaining diffusion in the block cipher, using a column wise

operation, where each column is expressed as a four term polynomial over GF(28) field

and multiplied by the fixed polynomial A(x) = (03H)x3 + (01H)x2 + (01H)x + (02H)

with Modulo x4 + 1. In ARK transformation, the ARK cipher keys are generated in the

key expansion phase using bitwise XOR operation.

The second encryption algorithm adopted by IEEE 802.15.6 for WBAN is Camellia,

which is jointly developed by Nippon Telegraph and Telephone Corporation (NTT) and

Mitsubishi Electric Corporation in 2000 [3, 7]. Later, it has been recommended by New

European Schemes for Signature, Integrity and Encryption (NESSIE). Camellia has also

been adopted as International Standard Specification (ISS) [10]. Camellia is a feistel

network based block cipher which use symmetric key to process data. The number of

rounds of feistel network is determined by the length of the secret key. The secret key

sizes of 128 ,192 and 256 bits result in number of rounds of 18, 24 and 24 respectively.

The latest IEEE 802.15.6 standard for WBAN application has recommended a secret key

size of 128 bits for Camellia algorithm which results in 18 rounds of feistel network [3, 6].

The operation with the key before and after the round functions is called pre-whitening

and post-whitening respectively. After whitening process, the bits are passed through the

blocks containing 6 feistel rounds followed by FL/FL−1 layer, as shown in Figure 1.4.
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Figure 1.3: Process of AES Encryption and Decryption

There are 18 feistel rounds in total and 2-layers of FL/FL−1 function, the FL/FL−1

functions are placed after every 6 feistel rounds. The FL/FL−1 structure comprises of

four S-Boxes. Each feistel round and FL/FL−1 layer requires a key of 64-bits in length

where each one is different from others. These keys are generated from 128-bits key with

a process called key scheduling. The decryption process of Camellia algorithm has a

structure similar to the encryption process. The difference is that the order of keys are

inversed as shown in Figure 1.5. The S-Box in AES and Camellia plays a vital role to create

confusion in the cipher text. The function of S-Box used in cryptographic algorithms is to

transform the input data into some secret data using precomputed Look-Up-Table (LUT).
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Figure 1.4: A block diagram of Camellia Encryption

1.2 Motivation

The works discussed so far mainly focused on high throughput architectures of en-

cryption algorithms. However, in applications such as WBAN, there is a great demand

for architectures with low power and less area [3, 11–13]. For example, the latest IEEE

802.15.6 WBAN standard demands a power consumption of less than 10 mW for both the

MAC layer and PHY layer and data rates of 10 bps to 10 Mbps [11]. Several works have

been reported in the literature to reduce the complexity of encryption algorithms using

Cellular Automata (CA) [14]. However, no work so far has been reported to implement
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Figure 1.5: A block diagram of Camellia Decryption

CA based encryption algorithmd on hardware. In order to meet the requirement of IEEE

802.15.6 WBAN standard, in this thesis, we have exploited the concept of CA to obtain

the low power architecture for AES and Camellia algorithms. As CA structure imple-

mentation on hardware utilizes simple logic gates, the S-Box can be realized on hardware

using CA to attain low power architectures suitable for WBAN applications. The scope

of the thesis is summarized in the next Section.

8

TH-1809_11610227



1.3 Scope of the Thesis

1.3 Scope of the Thesis

In this thesis, the features of programmable cellular automata and reversible cellular

automata have been exploited to realize S-Box of AES and F function of Camellia algo-

rithms. Simulation studies show that the proposed architectures can significantly reduce

the power consumption compared to conventional LUT based S-Box realizations. The

following contributions have been made in this thesis.

• Evaluation of S-Box and Impelementation using Composite Field Arith-

metic: In this work, the construction of S-Box achieved using 30 different irreducible

polynomial equations has been discussed. The classical LUT based S-Box is designed

and constructed using AES standard polynomial equations. In addition, the security

provided by construction of S-Box using different irreducible polynomial has been

verified with cryptographic properties such as Strict Avalanche Criterion (SAC),

Correlation Immunity Bias (CIB), Non Linearity (NL) and entropy. The S-Box

construction using CFA technique has also been exploited here.

• Low Energy Architecture for S-Box: In this work, the theory of cellular au-

tomata has been applied in the construction of S-Box. The S-Box architecture for

AES has been designed using PCA and RCA2. The level of security provided by

the S-Box has been verified using cryptographic properties. Simulation studies show

that the proposed S-Box architectures using PCA and RCA2 utilize less chip area,

results in low power dissipation and less energy consumption.

• Construction of CA based Encryption Algorithm: In this work, low power en-

cryption algorithm has been developed using hybrid linear cellular automata (HLCA)

and hybrid second order reversible cellular automata (HRCA2). The security pro-

vided by the proposed encryption algorithms has been examined using cryptographic

properties. The proposed architectures have been implemented in hardware using

0.18 µm and 0.13 µm technology libraries.

• Low Power Architectures for F function: The F function architecture of

Camellia encryption algorithm has been designed using linear programmable cel-
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lular automata (LPCA) and RCA2. The security provided by the proposed S-Boxes

against cryptanalysis has been verified using cryptographic properties.

1.4 Organization of the Thesis

This thesis emphasizes on cryptography algorithms like AES, Camellia which are

widely used in RFID, secure communications. The latest WBAN standard IEEE 802.15.6

has adopted algorithms like AES, Camellia for cryptographic application. In these algo-

rithms, the S-Box eventually consumes more power, incurs more computational delay and

energy. To overcome the limitations involved in the implementation of classical S-Box,

in this thesis, we have proposed several efficient VLSI architectures for S-Box. In addi-

tion, we have also proposed HLCA and HRCA2 based low energy/ power architecture

for encryption algorithms. Security analysis has been carried out to test the suitability

of the proposed architectures against cyber-attacks. It has been observed that proposed

architectures are efficient to overcome cyber-attacks. The rest of the dissertation has been

organized as follows:

• Chapter 2: This Chapter presents a literature survey and the motivation of the

proposed work, major research activities in reduction of power dissipation and energy

consumption of cryptographic algorithms. The chapter ends by summarizing the

overview of its contents and contributions of the thesis.

• Chapter 3: This Chapter investigates the construction of S-Box using different

irreducible polynomial equations. The classical S-Box has been constructed using

standard irreducible polynomial equation. It has been proved that the S-Box con-

struction can be achieved using different irreducible polynomial. Security provided

by the S-Box construction with different irreducible polynomials has been verified in

terms of cryptographic properties. The classical S-Box has been replaced by compact

S-Box using CFA in order to reduce the power consumption and hardware require-

ment. The proposed CFA based S-Box architecture has been designed and verified

on FPGA.
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• Chapter 4: This Chapter explains novel S-Box architecture for AES algorithm

using PCA and RCA2. The level of security provided at the end output of the S-

Box has been verified in terms of cryptographic properties such as NL, SAC, CIB

and entropy. Simulation studies also show that the proposed S-Box architecture with

PCA and RCA2 has reduced area, power and energy requirement.

• Chapter 5:This Chapter focuses on architecture for encryption algorithms using

HLCA and HRCA2 to reduce power and energy consumption. The proposed en-

cryption algorithm architectures are designed and implemented on CMOS technol-

ogy libraries. Security provided by the proposed encryption algorithm has been

examined with the help of cryptographic properties.

• Chapter 6: The Chapter deals with the F function architectures of Camellia en-

cryption algorithm using LPCA and RCA2. The security provided by the proposed

F function against cryptanalysis has been verified using cryptographic properties like

NL, SAC, CIB and entropy. The proposed F function architectures using LPCA and

HRCA2 have been simulated and synthesized using Cadence RTL Compiler.

• Chapter 7: This Chapter summarizes the work presented in this dissertation and

highlights the main contributions of the work. It also discusses future recommended

research problems for cryptographic algorithms.

11

TH-1809_11610227



2
Literature Survey

Contents

2.1 Review on S-Box Hardware Realization . . . . . . . . . . . . . . 13

2.2 CA and related research . . . . . . . . . . . . . . . . . . . . . . . 16

12

TH-1809_11610227



2.1 Review on S-Box Hardware Realization

2.1 Review on S-Box Hardware Realization

As S-Box plays a vital role in the cryptographic algorithms such as AES and Camel-

lia, several works have been proposed at algorithmic and architectural level for efficient

realization of S-Box. S-Box is designed with the multiplicative inverse over the Galois Field

GF (28) using the irreducible polynomial m(x) = x8+x4+x3+x+1, followed by an affine

transformation [3, 6]. The S-Boxes are conventionally designed by using constant values.

Hence, the structure is rigid in nature with large number of memory cells. Moreover, these

rigid architectures are not secure enough against differential cryptographic attacks [15].

In order to enhance the speed and avoid unbreakable delay, the S-Boxes are designed and

implemented using Composite Field Arithmetic (CFA), which involves decomposition of

Galois Field GF (28) to GF ((24)2) or GF (((22)2)2), using isomorphic mapping func-

tions [16]. Wong et al. have presented all the possible CFA S-Box architectures based

on their field representation. Algebraic properties have been used for direct conversion

of GF (28) to GF ((24)2) [17]. In [18], a low power compact S-Box for AES using CFA

and Algebraic Normal Form (ANF) with fine-grain pipelining has been implemented. The

S-Box implementation on hardware using Binary Decision Diagram (BDD) and Cipher

Block Chaining (CBC) mode achieved a throughput of 10 Gbps [19]. In [20], T-Boxes,

which are capable to store the round keys generated in key expansion module have been

used for S-Box implementation. The T-Box implementation on hardware could achieve

a throughput of 1.45 Gbps. In [21], a multistage sub-pipelined Integrated Box (I-Box)

architecture for AES has been implemented on FPGA, which achieved higher throughput

of 10.66 Gbps and a minimum area of 7884 Slices. However, there is trade off between

speed and delay incurred in these architectures.

The AES algorithm with Cipher Block Chaining (CBC) and Interleaved Cipher

Block Chaining (ICBC) modes are used for disk encryption [22]. The FPGA based imple-

mentation of AES encryption processor has been presented in [23]. The software counter

measure against cache attack results in a difficulty to differentiate data for different encryp-

tion algorithms [24]. The AES algorithm with key size of 128 bits has been implemented

on FPGA with Micro-blaze soft core processor as an interface between hardware and soft-
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ware [25]. The FPGA Artix 7 Nexys 4 kit has been used to implement the AES algorithm

by configuring it with the help of Software Development Kit (SDK) in Xilinx ISE design

suite [25]. In [26], the AES encryption chip with block length of 128, 192, 256 bits and

secret key sizes of 128, 192, 256 bits have been implemented using 0.18µm CMOS standard

cell library. The chip is capable to achieve a maximum of throughput 2.29 Gbps with a

reduced power consumption of 56mW. In [27], the architecture of AES algorithm has been

realized on hardware using sub-pipelining technique that could achieve a throughput of

21.56 Gbits/s. In [28], the AES architecture with feedback encryption mode using area

optimization approach has been implemented on hardware. This architecture consumes

3.1k gates with a throughput of 121 Mbps, at operating frequency of 153 MHz. The AES

algorithm using iterative mode processor has been implemented in [29] on hardware and

achieved a throughput of 500 Gbps. In [30], the AES algorithm using pipelining and loop

unrolling principle has been implemented using 0.18µm CMOS ASIC technology. It could

achieve throughput in the range of 30 to 70 Gbps. In [31], in order to facilitate file shar-

ing and key management, the cryptographic object store system has been implemented on

FPGA and ASIC. In [32], the key optimization technique has been used for AES algorithm

and the corresponding architecture has been implemented on FPGA, which is suitable for

biomedical applications. In [33], the Rivest Shamir Adleman (RSA) public-key standard

architecture along with AES algorithm has been used for encryption. The AES algorithm

used for encryption of plain text and the secret key of AES has been encrypted using

RSA algorithm, which allows to offer a double layer of security to the information. This

hybrid cryptographic architecture has also been implemented on FPGA and then syn-

thesized using Xilinx ISE Design Suite. In [34], the AES algorithm has been designed

and implemented for network video encryption applications. The design of Customized

Stream Advanced Encryption Standard (CSAES) has been used for secure channel coding

and Combined Low Density Parity Check (LDPC) code to increase the security level [35].

As the operations involved in S-Box of Camellia algorithm are more computation

intensive, several works have been proposed to efficiently implement the S-Box. Camellia

encryption algorithm has been implemented on hardware in order to analyze the perfor-
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mance in terms of device utilization using two different FPGA devices (Altera Stratix II

and Cyclone II), which has been discussed in [36]. The Camellia algorithm implemented on

LUTs of Cyclone II has been compared with the wider LUT of Stratix II. The F function

plays a vital role in Camellia algorithm for encryption, decryption and key scheduling. The

construction and architecture of the F function, especially the S-Box in F function has

been well studied. The key scheduling module for 8-round Camellia with 128 bits secret

key exhibits resistance against middle attacks [37]. In [38], compact iterative Camellia al-

gorithm with 128 bit secret key achieved a throughput of 426 Mbps without key scheduling

and 388 Mbps with key scheduling. A more detailed description of the LUT based S-Box

F function and the requirement of SAC property for the S-box has been reported in [39].

The LUT based S-Box F function architecture of Camellia algorithm implementation on

FPGA (Xilinx Spartan-3 XC3S505 device) using DRAMs and shift registers could achieve

a throughput of 18.41Mbps with 318 slices [40]. In [41], the S-Box of Camellia has been

implemented using CFA in order to enhance the speed of S-Box and avoid unbreakable

delay. Although, the CFA implementation decreases the computation delay, it increases

the power consumption. Several works have been reported in literature to implement the

Camellia algorithm using 8051 and Pentium processor [42, 43]. The Camellia algorithm

using pipelining architecture has been realized on Virtex FPGA that could achieve a

throughput of 32 Gbits/s [44]. In [45], the throughput has been further enhanced to 33.25

Gbits/s using unrolling technique. However, this increase in throughput has been achieved

at the cost of increase in hardware complexity and thereby area and power. The hardware

implementation of Camellia algorithm using dynamic partial reconfiguration technique has

achieved low energy consumption of 453.6 µJ and while reducing power dissipation to 205

mW [46]. An image has been encrypted using Camellia block cipher algorithm combined

with the logistic chaotic map in order to provide more security [47]. The key scheduling

of Camellia encryption algorithm has been used to generate round keys for pre-whitening

while Logistic chaotic map technique has been used to generate the round keys for post-

whitening [47].
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2.2 CA and related research

The concept of CA has been introduced in 1940 by von Neumann and Ulam to study the

biological processes of self reproduction [48]. This concept has been extended to engineer-

ing applications by Stephan Wolfram in [49]. CA has been used to generate pseudo-random

numbers in [50]. The challenges faced in using CA to solve practical problems and several

CA transformations has been discussed in [51]. In [52], the CA with umbrella Cellular Au-

tomata Transform (CAT) has been used for data compression applications. The selected

rules and pertinent keys of CA have been used to yield better information packing. In [53],

watermarking algorithm in which the original image is disassembled with two-dimensional

CAT has been discussed. The basic binary watermark has been embedded into certain

sub-band and each sub-band is further subdivided into non-overlapped blocks. The coef-

ficient of each block and the bits of watermark are different from the original host image.

This watermarking algorithm using CAT is robust to the common watermark attacks. A

CA is said to be 1st order one dimensional CA if the next configuration is the function of

defined rule and neighborhood configuration cells [54]. An image encryption system has

been developed using one dimensional cellular automata (group cellular automata). This

encryption system based on symmetric key cryptography in which group cellular automata

rules have been used for encryption and decryption, has been reported in [55]. In [56],

the theory of CA is mainly focused on study of reversibility and dynamic nature of the

system. In [57], the number of reversible rules of one dimensional CA system has been

derived using Lemma, each output state of the defined rule can be expressed using Boolean

function. If the function is invertible, the rule is reversible which is a desired property

in cryptography. If the rule in CA is expressed using EXOR, and/or EXNOR logic, it is

called as additive CA. Additive CA is used in VLSI testing, error correcting codes and data

encryption. If all the cells in CA evolve using the same deterministic rule, then the CA is

called a uniform CA. S.Nandi et al. have implemented a block cryptosystem based on ad-

ditive CA with group properties [58]. The work [59] has proposed an encryption algorithm

based on second order cellular automata that could achieve speed of execution higher than

additive CA. The cryptography algorithm based on Multi-Granularity Reversible Cellular
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Automata (MG-RCA) has been implemented, in which all the CA cells have different

granularities. The granularity have been adjusted dynamically by split recombination be-

havior during the process of encryption and decryption. The cryptographic systems are

resistant to brute force attack, differential attacks and hence capable of achieving better

level of security [60]. A parallel image encryption algorithm based on Elementary Cellular

Automata (ECA), in which certain rules are capable of generating state variables that

satisfy the encryption requirements has been proposed in [61]. Through parallelism of

ECA, the original image is divided into two sub-images, each sub-image is encrypted by

a separate processor. This encryption technique when used for gray scale image achieved

a high execution speed. In this encryption algorithm, two approaches have been used for

image encryption. In the first experiment, a secret key was used for image encryption

while in the second experiment used two secret keys. Using a secret key with a larger

space achieved faster execution than that of two secret keys with smaller space. In [62],

an image encryption algorithm based on Reversible Cellular Automata (RCA) has been

presented. It could be observed that RCA offer better level of security against common

attacks, such as, differential attacks and statistical attacks. In [63], an image encryption

algorithm based on a hybrid model of CA, efficiently protected the encrypted image from

the unauthorized attacks has been presented. In [64], color image encryption algorithm

using logistic chaotic map has been studied, where the generated pixels are used to create

confusion and diffusion. This encryption algorithm is executed in two steps. First, the

original image pixels are XORed with randomly generated data having values between

0 and 255. The XORed data is permuted by a shuffling engine. Secondly, the diffusion

of the permuted data is achieved with the help of ECA based diffusion mechanism. The

decoding of the original information is not possible without the knowledge of appropriate

rules of CA. This approach of encryption is resistant against brute force attack, statistical

attacks and differential attacks, which comes out to be the key features of the algorithm.

In [65], a gray scale image has been encrypted using CA and level of security has been

examined using cryptographic properties, such as, entropy, correlation, differential and

error metrics.
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3.1 Introduction

Objective The objective of this chapter is the construction of S-Box for AES algorithm.

The security provided by the cryptographic algorithms depends mainly upon the algebraic

construction of the S-Box. The cryptographic properties namely CIB, SAC, NL and

entropy are used to evaluate the level of security provided by the S-Box. The traditional

S-Box is constructed using standard irreducible polynomial equation. However, result show

that the other irreducible polynomial equations offer better level of security compared to

that of standard polynomial equation used in AES algorithm. This chapter also emphasizes

on construction of S-Box for AES algorithm using CFA in Galois Field (GF) (((22)2)2).

The CFA technique uses decomposition methodology. However, an isomorphic mapping

function for CFA is to map the GF (28) to its composite field of GF(((22)2)2). There are

eight such mapping functions for construction of S-Box using CFA. The proposed CFA

based S-Box hardware implementation show reduction in area by 50% and low power

consumption compared to the classical S-Box. The chapter concludes with a brief summary

of the S-Box implementation and evaluation techniques.

3.1 Introduction

As noted in Section 1.1, the latest IEEE 802.15.6 standard for WBAN has recom-

mended AES as block cipher algorithm. The S-Box of AES algorithm is traditionally

designed using memory cells, which consume quite a large amount of power. In order to

overcome this limitation, we have proposed an efficient architecture of S-Box, using CFA

for AES algorithm, which reduces the overall hardware complexity and power consump-

tion, compared to the memory based techniques. Simulation results show that the level of

security provided by S-Box with different irreducible polynomial equations is comparable

with existing techniques.

3.2 Advanced Encryption Standard

AES is a symmetric key cryptographic algorithm which in each round uses four trans-

formations, namely, Substitution Bytes (S-Box), Shift Rows (SR), Mix Columns (MC) and

Add Round Key (ARK), to generate cipher text over plain text in order to provide the
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3.2 Advanced Encryption Standard

desired level of security. The rounds of transformation (Nr) used in the AES algorithm

can be determined using the relation Nr = Sk
32 + 6, where Sk is the key size. For WBAN

application, the latest IEEE Standard 802.15.6 has recommended a secret key size of 128

bits for encryption and decryption, which results in 10 rounds of transformations [66]. The

initial size of the round key is the 128 bit, which is XORed with the input data to generate

subsequent ARK in the key expansion phase. Out of these 10 rounds, the first 9 rounds

comprises of S-Box, SR, MC and ARK transformations, whereas the last round performs

only the three transformations S-Box, SR and ARK, shown in Figure 1.3. In each round

of encryption process, the algorithm performs S-Box, SR, MC and ARK operation on a

4× 4 array of bytes called a state, described in the following subsections.

3.2.1 Substitution Bytes

In S-Box transformation, each byte of the input state is substituted by another byte

using a precomputed Look Up Table(LUT). The S-Box is computed by multiplicative

inverse over the Galois finite field GF (28), using the irreducible polynomial p(x) = x8+x4+

x3+x+1, followed by an affine transformation. Mathematically, the affine transformation

of S-Box in matrix form is as follows:



b
′
0

b
′
1

b
′
2

b
′
3

b
′
4

b
′
5

b
′
6

b
′
7




=




1 0 0 0 1 1 1 1

1 1 0 0 0 1 1 1

1 1 1 0 0 0 1 1

1 1 1 1 0 0 0 1

1 1 1 1 1 0 0 0

0 1 1 1 1 1 0 0

0 0 1 1 1 1 1 0

0 0 0 1 1 1 1 1







b0

b1

b2

b3

b4

b5

b6

b7




+




1

1

0

0

0

1

1

0




(3.1)

Traditionally, the classical S-Box is implemented using memory cells which can store the

256 possible values in an 8× 8 array of bits. For input data of 128 bits, a total number of

sixteen LUT based S-Boxes are required for the AES algorithm. The LUT based S-Box

in hexadecimal form has been shown in Table 3.1. For example, if the input data is a5,
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then the substituted value of S-Box is determined from the Table 3.1 by the intersection

of row a and column 5, which results in 06.

Table 3.1: LUT based S-Box

y

x

0 1 2 3 4 5 6 7 8 9 a b c d e f
0 63 7c 77 7b f2 6b 6f c5 30 01 67 2b fe d7 ab 76
1 ca 82 c9 7d fa 59 47 f0 ad d4 a2 af 9c a4 72 c0
2 b7 fd 93 26 36 3f f7 cc 34 a5 e5 f1 71 d8 31 15
3 04 c7 23 c3 18 96 05 9a 07 12 80 e2 eb 27 b2 75
4 09 83 2c 1a 1b 6e 5a a0 52 3b d6 b3 29 e3 2f 84
5 53 d1 00 ed 20 fc b1 5b 6a cb be 39 4a 4c 58 cf
6 d0 ef aa fd 43 4d 33 85 45 f9 02 7f 50 3c 9f a8
7 51 a3 40 8f 92 9d 38 f5 bc b6 da 21 10 ff f3 d2
8 cd 0c 13 ec 5f 97 44 17 c4 a7 7e 3d 64 5d 19 73
9 60 81 4f dc 22 2a 90 88 46 ee b8 14 de 5e 0b db
a e0 32 3a 0a 49 06 24 5c c2 d3 ac 62 91 95 e4 79
b e7 c8 37 6d 8d d5 4e a9 6c 56 f4 ea 65 7a ae 08
c ba 78 25 2e 1c a6 b4 c6 e8 dd 74 1f 4b bd 8b 8a
d 70 3e b5 66 48 03 f6 0e 61 35 57 b9 86 c1 1d 9e
e e1 f8 98 11 69 d9 8e 94 9b 1e 87 e9 ce 55 28 df
f 8c a1 89 0d bf e6 42 68 41 99 2d 0f b0 54 bb 16

3.2.2 Shift Rows

In SR transformation, the first row remains unchanged and the subsequent three rows

are shifted cyclically to the left by 1, 2 and 3 bytes respectively. This transformation

creates diffusion in the cipher text.

3.2.3 Mix Columns

The MC transformation operates on column by column, where, each column consists of

four term polynomials over GF(28) and Modulo (x4+1) is multiplied with a fixed polyno-

mial A(x) = (03H)x3+(01H)x2+(01H)x+(02H). In matrix form, the MC transformation

can be expressed as

S1(x) = A(x)⊗ S(x). (3.2)



S
′
0,C

S
′
1,C

S
′
2,C

S
′
3,C




=




02H 03H 01H 01H

01H 02H 03H 01H

01H 01H 02H 03H

03H 01H 01H 02H







S0,C

S1,C

S2,C

S3,C




(3.3)

where 0 ≤ C < 4.
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3.3 Algebraic construction of S-Box for AES algorithm

3.2.4 Add Round Key

In ARK transformation, each round key consists of 4 byte words denoted by wi, gen-

erated from key expansion. Key expansion block generates a total of 4(Nr+1) number of

ARKs. In the initial phase of AES algorithm, the first round key is the initial 128 bits of

secret key. The subsequent round keys are calculated iteratively using SubWord, RotWord

and Rcon. Each ARK produces 4 words as output from the key expansion block, denoted

by ARK i = (w4i, w4i+1, w4i+2, w4i+3), where, i = 0 to Nr. SubWord is a nonlinear

transformation in which each byte of secret key is substituted using S-Box. The Rotation

Word (RotWord) is a cyclic left shift of each byte in a word by one byte. Rcon is an array

of constant words with the left most byte being non-zero.

3.3 Algebraic construction of S-Box for AES algorithm

S-Boxes are used in modern symmetric key cryptography systems [67]. The function of

S-Box is to map input bits onto output bits using predefined LUT. From the knowledge of

Galois field, we can say that if p is a non-zero element of a principle ideal domain R, then

R
p is a field if p is irreducible. Hence for a prime p and q = pn, we can denote the finite

field of order q as GF(q). According to this theorem, for a prime p, GF(qn) is constructed

by using a generating polynomial m(x) of degree n as

GF (qn) =
GF (p)[x]

m(x)
(3.4)

where m(x) is the generating polynomial of degree n in GF(q). The standard irreducible

polynomial equation for AES is m(x) = x8 +x4 +x3 +x+1. The S-Box of AES operate at

the byte level over GF(28) fields, where each byte is denoted as b, then every b ∈ GF(28)

can be illustrated by a polynomial of degree 7 as:

a8x
7 + a7x

6 + a6x
5 + a5x

4 + a4x
3 + a3x

2 + a2x+ a1 (3.5)

where ai ∈ GF(2) and b ∈ GF(28). In this field, the addition is defined by the XOR

operation and the multiplication is represented by the polynomial multiplication modulo

the generating polynomial. Thus S-Box is basically a mapping function in Galois field GF
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:28 → 28. The S-Box is constructed by substituting each element with the multiplicative

inverse over the GF(28) using the irreducible polynomial m(x) = x8 + x4 + x3 + x + 1

and followed by an affine transformation. In other words, each element undergoes the

operation x :→ Ax−1 + b. Here, A ∈ GL8(2) is the general linear group of degree 8 over

GF(2) and b ∈ GF(28) is called the translation vector where A and b are defined as follows:

A =




1 0 0 0 1 1 1 1

1 1 0 0 0 1 1 1

1 1 1 0 0 0 1 1

1 1 1 1 0 0 0 1

1 1 1 1 1 0 0 0

0 1 1 1 1 1 0 0

0 0 1 1 1 1 1 0

0 0 0 1 1 1 1 1




and b =




1

1

0

0

0

1

1

0




Computing the above steps, the S-Box is realized with 256 elements. It is worth

mentioning that usage of multiplicative inverse alone without the affine transformation,

would make the S-Box and subsequent cipher more vulnerable to cryptanalytic attacks

(linear, differential and interpolation attacks). The affine transformation is chosen to lend

complexity to the encryption process being carried out, as it has a complicated algebraic

expression. Furthermore, the role of translation vector b is also important since it ensures

that the S-Box has no fixed points (that is S-Box (a) 6= a) and no opposite fixed points

(that is S-Box (a) 6= ā). The S-Box, apart from providing non linearity to the cipher, is

also a computation intensive operation in AES. Due to its mathematical complexity, the

S-Box tends to dominate the hardware resources in the implementation of AES algorithm.

Hence, it is very important to design compact and low power S-Box for AES algorithm.

3.4 Cryptographic Properties

The ideal characteristics of a S-Box depend on cryptographic properties, namely CIB,

SAC, NL and entropy. If an S-Box satisfies these cryptographic properties, we can say that
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the S-Box is cryptographically secure [68]. In order to examine the S-Box for cryptographic

properties, the 28 output bits are transformed into a single output bit for Boolean function

fi : Bn → B, where i ∈ (1,m). In a S-Box, f : Bn → Bm and hence there exists m number

of functions µ = {f1, f2, · · · · ·fm}. The truth table representation of S-Box in polarity

form is written as fk(x) = (−1)f(x).

fβ(x) = (α1f1(x)⊕ α2f2(x)⊕ α3f3(x)...⊕ αmfm(x)) (3.6)

The Boolean function fβ is a linear combination of m functions fi(x), i ≤ m, where

αi ∈ Bm are coefficients of the linear function.

3.4.1 Strict Avalanche Criterion (SAC)

SAC has been introduced by Webster and Tavares [69]. As per this criterion, if one bit

input is changed in a Boolean function, then half of the output bits should get changed [68].

For a Boolean function, if f is to satisfy SAC, the following condition should be satisfied,

f(x) ⊕ f(x ⊕ α) should be balanced, where the Hamming weight of α is 1 and SAC is

denoted by Γ.

dSACf = max1≤i≤n|2n−1 −
∑

x∈Bn

f(x)⊕ f(x⊕ cni )| (3.7)

Bn consist of all the possible input in the n variable function which is basically 2n

different inputs cni consisting of all the element in Bn whose Hamming weight is 1 .

Γ = max(dSACµi) (3.8)

3.4.2 Entropy

This property gives us the amount of information in the input bits when output bits

are already known [70]. If the function is f : Bn → B, then the entropy is represented by

H.

H(Pi) = Pilog2
1

Pi
+ (1− Pi)log2

1

1− Pi
(3.9)

where Pi is the fraction of 1s in the output side.

The (i, j)th input/output bit to bit entropy H(xi/µj) is computed and the parameter
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defined by

H = min[H
(xi)

(µj)
][i ∈ {1, n}, j ∈ {1,m}] (3.10)

Where H(xi/µj) is the entropy corresponding to the probability P (xi/µj)

H = min(Hµi) (3.11)

3.4.3 Non Linearity (NL)

The NL of a Boolean function is the minimum distance of the function to set of affine

functions. It is denoted by Ψ and is mathematically represented as:

Nf = min[d(f, g)], where g ∈ An (3.12)

where An is the set of all the affine functions.

d(f, g) = 2n−1 − 2−1(〈η, β〉) (3.13)

where η, β represent the binary sequence of f, g respectively and 〈η, β〉 define the scalar

product of sequence , Hence, for a function f : Bn → B

Nf = 2n−1 − 2−1[max(〈η, βj〉)] (3.14)

Where βj belongs to sequence of all linear function.

Ψ = min(Nµi) (3.15)

3.4.4 Correlation Immunity Bias (CIB)

A Boolean function is said to satisfy CIB of order m, if it is statistically independent

of combination of any m input bits. Mathematically, if m input bits are fixed then we can

get nCm2m g functions and CIB is represented by Φ.

CIBf (m) = max|2m ∗W (gj)−W (f)| (3.16)
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matrices

where W (gj)belongs to the Hamming weight of all the possible functions keeping m bits

in the function f fixed. W (f) corresponds to the Hamming weight of function f .

Φ = max(CIBµi) (3.17)

3.5 Analysis of S-Box with different irreducible polynomial
equations and Affine matrices

S-Box maps each input element using expression (Ax−1+b), where A ∈ GL8(2) and b ∈

GF(28). This simple algebraic expression is the basic element for the construction of S-Box.

We have proposed different polynomial equations to vary the design components without

affecting the nature of this S-Box. This can be achieved in three ways - changing the under-

lying field to isomorphic field, changing the affine matrix A and changing the translation

vector b. The level of security provided by the S-Box is examined using cryptographic

properties [71]. Moreover, it is not possible practically to realize different irreducible poly-

nomial equations on hardware. Irreducible polynomial equations are considered, analyzed,

studied in terms of security in order to make the cipher more secure and resistant to vari-

ous kinds of attacks. From Table 3.2, the level of security of S-Box for AES are evaluated

using cryptographic properties such as CIB, SAC, NL and entropy. For studying the ef-

fect of varying the design components of S-Box on the cryptographic properties of the

cipher, the aforesaid parameters are taken into consideration. We now vary the design

components to analyze the corresponding change in the cryptographic properties [72]. It

is clear from Table 3.2, that the irreducible polynomial m(x) = x8 + x6 + x5 + x + 1

using cryptographic properties has achieved the best values. The reason for achieving the

best values for m(x) is that the values of m(x) depend on the vector conjugates. The

vector conjugate mapping preserves the algebraic properties and additive inverses. Each

irreducible polynomial m(x) has set of eight components to form an ordered set of GF(28)

vector conjugates. The vector conjugate of m(x) = x8 + x6 + x5 + x+ 1 attains the best

values for the cryptographic properties has been proved in a Lemma and theorem provided

in [73]. However, the construction of S-Box can be achieved using other irreducible polyno-
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Table 3.2: Values of Cryptographic Properties for AES S-Boxes

Irreducible polynomial NL Entropy CIB SAC

x8 + x4 + x3 + x+ 1 (AES) 112 0.98 16 16

x8 + x7 + x5 + x4 + 1 101 0.99 14 16

x8 + x6 + x5 + x4 + 1 110 0.99 16 16

x8 + x4 + x3 + x2 + 1 95 0.99 16 16

x8 + x7 + x6 + x4 + x3 + x2 + 1 105 0.98 16 16

x8 + x6 + x5 + x4 + x2 + x+ 1 98 0.99 14 16

x8 + x5 + x3 + x+ 1 103 0.99 16 16

x8 + x7 + x5 + x3 + 1 109 0.99 14 16

x8 + x7 + x6 + x5 + x4 + x3 + 1 108 0.98 16 16

x8 + x5 + x4 + x3 + x2 + x+ 1 96 0.99 14 16

x8 + x7 + x6 + x4 + x2 + x+ 1 106 0.99 16 16

x8 + x5 + x3 + x2 + 1 105 0.99 16 16

x8 + x6 + x5 + x3 + 1 107 0.99 16 16

x8 + x7 + x4 + x3 + x2 + x+ 1 85 0.99 16 12

x8 + x7 + x6 + x5 + x4 + x+ 1 112 0.98 14 16

x8 + x5 + x4 + x3 + 1 111 0.99 16 12

x8 + x7 + x5 + x+ 1 102 0.99 14 16

x8 + x7 + x3 + x+ 1 110 0.98 16 16

x8 + x6 + x5 + x2 + 1 106 0.99 12 16

x8 + x6 + x3 + x2 + 1 105 0.98 16 16

x8 + x7 + x5 + x4 + x3 + x2 + 1 111 0.98 16 16

x8 + x6 + x5 + x4 + x3 + x+ 1 110 0.98 16 12

x8 + x6 + x4 + x3 + x2 + x+ 1 100 0.99 16 16

x8 + x7 + x6 + x5 + x4 + x2 + 1 104 0.99 14 16

x8 + x7 + x3 + x2 + 1 108 0.99 14 16

x8 + x6 + x5 + x + 1 112 0.99 14 12

x8 + x7 + x6 + x5 + x2 + x+ 1 89 0.98 16 16

x8 + x7 + x6 + x3 + x2 + x+ 1 105 0.99 16 16

x8 + x7 + x2 + x+ 1 98 0.98 16 12

x8 + x7 + x6 + x+ 1 92 0.99 14 16
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mial equations. The function f : Bn → Bm of S-Box for different irreducible polynomials

decides the level of security provided against cryptographic attacks [71]. A mathematical

test for irreducibility of a polynomial is achieved by using Rabin’s Test. It states that a

polynomial C ∈ GF(p)[x] of degree d is irreducible if and only if (Xp)d = x Modulo C.

The values observed with the cryptographic properties can be enhanced by changing the

isomorphic fields. The change of underlying field to an isomorphic field has been achieved

using different irreducible polynomials with the same degree. The number of irreducible

polynomial equations of degree n over GF(p) is given by

1

n

d/n∑
µ(
n

d
) P d (3.18)

where µ is the Mobius function. Using the above equation, the total number of irreducible

polynomial equations with degree 8 over GF(2) (including the AES standard irreducible

polynomial) are found to be 30. Table 3.4 show the observed values using the cryp-

tographic properties on isomorphic fields generated by each of these polynomials. The

level of security is verified using cryptographic properties for AES algorithm by varying

the affine matrix. There exist a total number of 255 affine matrices for 8 × 8 S-Box di-

mensions. From the pool of 255 matrices, only 190 matrices are invertible. Using these

invertible matrices, 190 AES like S-boxes can be generated by replacing affine matrices.

In [74–76], it is reported that there are fix points and repetition of entries in the S-box by

replacing affine matrices. Furthermore, Waquas et al. found that a total of 47 S-Boxes can

be generated by replacing affine matrices [74]. We have considered these 47 nonsingular

binary affine matrices of size 8× 8 for the construction of S-Boxes. After performing the

simulations on 47 affine matrices, we have found that the following nonsingular binary

affine matrix has achieved the best value.
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


1 1 0 1 0 1 0 1

1 1 1 0 1 0 1 0

0 1 1 1 0 1 0 1

1 0 1 1 1 0 1 0

0 1 0 1 1 1 0 1

1 0 1 0 1 1 1 0

0 1 0 1 0 1 1 1

1 0 1 0 1 0 1 1




Table 3.3: Value using Cryptographic Properties for affine matrix of S-Box

NL Entropy CIB SAC

106 0.99 14 12

The following two matrices also result in comparable values of cryptographic properties.




1 1 1 0 1 0 0 1

1 1 1 1 0 1 0 0

0 1 1 1 1 0 1 0

0 0 1 1 1 1 0 1

1 0 0 1 1 1 1 0

0 1 0 0 1 1 1 1

1 0 1 0 0 1 1 1

1 1 0 1 0 0 1 1




and




1 1 0 1 1 1 0 0

0 1 1 0 1 1 1 0

0 0 1 1 0 1 1 1

1 0 0 1 1 0 1 1

1 1 0 0 1 1 0 1

1 1 1 0 0 1 1 0

0 1 1 1 0 0 1 1

1 0 1 1 1 0 0 1




Table 3.4: Values using Cryptographic Properties for Different affine matrix of S-Box

NL Entropy CIB SAC

108 0.97 14 14

104 0.98 14 15

The security provided against cryptanalysis by the generated S-Boxes using the affine

matrices are examined using cryptographic properties. It is observed from Table 3.3 and

Table 3.4, that the values of cryptographic properties vary with the corresponding change

in the affine matrix.
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3.6 Construction of S-Box using Composite Field Arithmetic

3.6 Construction of S-Box using Composite Field Arith-
metic

Mathematically, the classical S-Box used in the AES algorithm can be expressed as,

S1 = MS−1 + C (3.19)

where M is an 8× 8 binary matrix and C is an 8-bit binary vector. The computation

of multiplicative inverse over GF(28) is a complex task and consumes enormous hardware.

In order to reduce the hardware complexity, S-Box is designed using CFA. In CFA, the

GF(28) field is decomposed into lower order fields using irreducible polynomials of degree 2

which drastically reduces the gate count and thus reduces power consumption as well. An

element in the composite field GF(24)2) can be expressed as bx+ c and its multiplicative

inverse using the extended Euclidean Algorithm is given by the following equation

(bx+ c)−1 = b(b2λ+ c(b+ c))−1x+ (c+ b)(b2λ+ c(b+ c))−1 (3.20)

where b is the most significant nibble and c is the least significant nibble. The irreducible

polynomials used in the CFA are as follows:

GF (2)→ GF (22) Q0(x) = x2 + x+ 1 (3.21)

GF (22)→ GF ((22)2) Q1(x) = x2 + x+ φ (3.22)

GF ((22)2)→ GF (((22)2)2) Q2(x) = x2 + x+ λ (3.23)

The values of the constants φ and λmust be chosen carefully to ensure that the polynomials

Q1(x) and Q2(x) remain irreducible, respectively. For example, q = {1100}2 can be split

as qHx + qL, where qH = {11}2 and qL = {00}2. Furthermore, qH = {11}2 can also be split

as {1}2x + {1}2 and similarly for qL. The above decompositions from 4 bits to 1 bit are

done using the irreducible polynomials presented in [77]. There exists two values of φ and

eight values of λ that make the respective polynomials irreducible [78]. Overall, we have

16 combinations of {φ, λ} with which we can construct the composite field GF (((22)2)2)

for S-Box. The values of φ and λ are given below:
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3.7 Hardware Construction of CFA in Galois Field for S-Box

φ = {1, 0}2 λ = {1000}2 , {1100}2 λ = {1001}2 , {1101}2 (3.24)

φ = {1, 1}2 λ = {1010}2 , {1110}2 λ = {1011}2 , {1111}2 (3.25)

Out of these 16 possible ways of construction, we have selected 4 optimum values of φ

and λ which lead to the minimum number of gates. The optimum pairs of {φ, λ} are as

follows:

φ = {1, 0}2 λ = {1100}2 , φ = {1, 1}2 λ = {1000}2 (3.26)

φ = {1, 0}2 λ = {1111}2 , φ = {1, 1}2 λ = {1010}2 (3.27)

For computing the multiplicative inverse, CFA cannot be applied directly to a polynomial

in GF(28). First we have to map each element of GF(28) to its composite field with an

isomorphic mapping function f(q) = δ × q. The matrix δ is derived from the irreducible

polynomials of GF(28) and its composite field. The δ matrix is given below.

δ =




1 0 1 0 0 0 0 0

1 1 0 1 1 1 1 0

1 0 1 0 1 1 0 0

1 0 1 0 1 1 1 0

1 1 0 0 0 1 1 0

1 0 0 1 1 1 1 0

0 1 0 1 0 0 1 0

0 1 0 0 0 0 1 1




3.7 Hardware Construction of CFA in Galois Field for S-
Box

The overall architecture for calculating the multiplicative inverse in GF((24)2) is shown

in Figure 3.1. The multipliers in GF(24) can be decomposed into multipliers in GF(22)

and then to GF(2), in which a multiplication is simply an AND operation.
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Figure 3.1: Composite Field Arithmetic

3.7.1 Squarer in GF(24) Block

The squarer in GF(24) block is shown in Figure 3.2, the four input bits k ∈ of GF((22)2)

are represented as {k3, k2, k1, k0} and φ = {1, 0}2 and mathematically expressed as

k
′
3 = k3,

k
′
2 = k3 ⊕ k2,

k
′
1 = k2 ⊕ k1,

k
′
0 = k3 ⊕ k1 ⊕ k0

(3.28)

The bit expressions by considering φ = {1, 1}2 is given by

k
′
3 = k3,

k
′
2 = k3 ⊕ k2,

k
′
1 = k3 ⊕ k2 ⊕ k1,

k
′
0 = k1 ⊕ k0 ⊕ k2

(3.29)
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4
=X

2

4

Figure 3.2: Squarer in GF(24)

3.7.2 Multiplier in GF(24) Block

It is clear from Figure 3.3, the GF(24) block itself contains two blocks namely, Xφ and

X. The GF ((22)2) multiplier block is simplified by decomposing the field into GF((22)2)

which implies two bit multiplications instead of four bits, as shown in Figure 3.4. Further-

more, it is simplified by decomposing the field to GF(22), where one bit multiplication is

performed.

X

X

X

X

4

4

2

2

2

2

4

2

2

=

Xɸ

Figure 3.3: Multiplier in GF((2)4)
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3.7 Hardware Construction of CFA in Galois Field for S-Box

X =

2

2

2

(b)Figure 3.4: Multiplier in GF((2)2)

3.7.3 Xλ Block in GF(24)

The Xλ block in GF(24) depends on both the values of φ and λ. This block can also be

computed by mapping GF(22)2) to GF(22) as depicted in Figure 3.5. The bit expressions

for the optimum pairs of φ and λ are illustrated as follows.

φ = {1, 0}2 λ = {1100}2 ,

k
′
3 = k2 ⊕ k0,

k
′
2 = k3 ⊕ k2 ⊕ k1 ⊕ k0,

k
′
1 = k3,

k
′
0 = k2

(3.30)

φ = {1, 0}2 λ = {1111}2 ,

k
′
3 = k2 ⊕ k0,

k
′
2 = k3 ⊕ k2 ⊕ k1 ⊕ k0,

k
′
1 = k3 ⊕ k0,

k
′
0 = k2 ⊕ k1 ⊕ k0

(3.31)
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3.7 Hardware Construction of CFA in Galois Field for S-Box

φ = {1, 1}2 λ = {1000}2 ,

k
′
3 = k2 ⊕ k0,

k
′
2 = k3 ⊕ k2 ⊕ k1 ⊕ k0,

k
′
1 = k3,

k
′
0 = k2

(3.32)

φ = {1, 1}2 λ = {1010}2 ,

k
′
3 = k2 ⊕ k0,

k
′
2 = k3 ⊕ k2 ⊕ k1 ⊕ k0,

k
′
1 = k3 ⊕ k1 ⊕ k0,

k
′
0 = k2 ⊕ k1

(3.33)

4

=Xλ

4

Figure 3.5: Constant multiplier (xλ)

3.7.4 Xφ Block

The Xφ block multiplies the 2 bits input to a constant φ as shown in Figure 3.6. Taking

the input k ∈ GF(22) as {k1, k0}. The bit expressions of
{
k
′
1, k

′
0

}
for φ = {1, 1}2 , φ =

{1, 0}2 are given as

φ = {1, 0}2

k
′
1 = k1 ⊕ k0,

k
′
0 = k1

(3.34)
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3.7 Hardware Construction of CFA in Galois Field for S-Box

φ = {1, 1}2

k
′
1 = k0,

k
′
0 = k2 ⊕ k1

(3.35)

2

=Xɸ

2

Figure 3.6: Constant multiplier (xφ)

3.7.5 Inversion in GF(24) Block

There are several methods for the implementation of inversion in GF(24) block. The

direct computation approach is used for the construction of inversion in GF(24) block.

The bit expressions of this approach for input k ∈ GF(24) as {k3, k2, k1, k0} are given as

follows.

φ = {1, 0}2

k−13 = k3 ⊕ k3k2k1 ⊕ k3k0 ⊕ k0,

k−12 = k3k2k1 ⊕ k3k2k0 ⊕ k3k0 ⊕ k2 ⊕ k2k1,

k−11 = k3 ⊕ k3k2k1 ⊕ k3k1k0 ⊕ k2 ⊕ k2k0 ⊕ k1,

k−10 = k3k2k1 ⊕ k3k2k0 ⊕ k3k1 ⊕ k3k1k0 ⊕ k3k0

⊕k2 ⊕ k2k1 ⊕ k2k1k0 ⊕ k0 ⊕ k1

(3.36)
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3.8 Hardware Implementation of Composite Field Arithmetic

φ = {1, 1}2

k−13 = k2 ⊕ k0k3 ⊕ k1k2k3,

k−12 = k3 ⊕ k0k3 ⊕ k1k2 ⊕ k0k2k3 ⊕ k1k2k3,

k−11 = k1 ⊕ k2 ⊕ k0k2 ⊕ k0k3 ⊕ k1k2 ⊕ k1k3

⊕k1k2k3 ⊕ k0k1k3,

k−10 = k0 ⊕ k1 ⊕ k3 ⊕ k0k2 ⊕ k0k3 ⊕ k1k2

⊕k0k1k2 ⊕ k0k1k3 ⊕ k0k2k3 ⊕ k1k2k3

(3.37)

Once the multiplicative inverse is calculated, it is mapped back to its respective ele-

ment in GF(28) by an inverse isomorphic function f(q) = δ−1 × q and the corresponding

δ−1 matrix is given below.

δ−1 =




1 1 1 0 0 0 1 0

0 1 0 0 0 1 0 0

0 1 1 0 0 0 1 0

0 1 1 1 0 1 1 0

0 0 1 1 1 1 1 0

1 0 0 1 1 1 1 0

0 0 1 1 0 0 0 0

0 1 1 1 0 1 0 1




3.8 Hardware Implementation of Composite Field Arith-
metic

The theoretical CFA based S-Box has been implemented and verified with number of

test vectors on FPGA (XC2VP30) Virtex-II pro board using Xilinx ISE tool, as shown in

Table 3.5.

The proposed architectural design of CFA based S-Box has been implemented using

Verilog for four optimum cases of {φ, λ} values shown in Table 3.5 and Table 3.6. The

CFA design implementation consists of multiplication units, inversion units, isomorphic

mapping (δ), squarer, inverse isomorphic mapping (δ−1) and affine transformation as
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3.8 Hardware Implementation of Composite Field Arithmetic

Table 3.5: FPGA Implementation of CFA for AES algorithm

FPGA Architecture using Slices/
LUT S-Box LUT Power (µW)

Cyclone II EP2C5T144C6 Wong et al. [79] 95 NA

XV2VP30 Shantini et al. [80] 85 NP

Proposed Architecture Slices/
using CFA LUT

XV2VP30(Ours) φ = {1, 0}2 λ = {1100}2 42 0.660

XV2VP30(Ours) φ = {1, 1}2 λ = {1000}2 47 0.750

XV2VP30(Ours) φ = {1, 1}2 λ = {1010}2 45 0.560

XV2VP30(Ours) φ = {1, 0}2 λ = {1111}2 52 0.852
* NA means not applicable

* NP means not provided

Table 3.6: ASIC Implementation of CFA for AES algorithm

Architecture using Area
LUT S-Box (Gates) Power (mW)

StandardCells Wong et al. [81] 174 NP
UMCL18G212

0.11 µm Satoh et al. [82] 294 NP

ASIC D.Canright [83] 255 NP

TSMC 0.18 µm Proposed Architecture Gates
using CFA

φ = {1, 0}2 λ = {1100}2 164 0.42

φ = {1, 1}2 λ = {1000}2 169 0.51

φ = {1, 1}2 λ = {1010}2 158 0.39

φ = {1, 0}2 λ = {1111}2 172 0.54
* NP means not provided
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3.9 Conclusion

shown in Figure 3.1.

It is clear from Table 3.5, that there is reduction in number of LUT/Slices compared

with the existing designs [79, 80]. It has also been observed that there is decrease in the

area of proposed design by 50% in comparison with the existing design [80]. The ASIC

results of CFA based S-Box using TSMC 0.18µm shown in Table 3.6. As compared with

various architectural implementations of S-Box reported in [81–83], the proposed CFA

S-Box shows reduction in number of gate count as shown in Table 3.6. The optimum

values of φ = {1, 0}2 λ = {1100}2 achieved the least number of gate count and low power

consumption compared with existing works as shown in Table 3.5 and Table 3.6.

3.9 Conclusion

In this chapter, the algebraic construction of S-Box has been achieved using different

polynomial equations. The change in irreducible polynomial equation of S-Box attribute

to the level of security provided against cryptanalysis. However, the standard irreducible

polynomial equation for the construction of AES S-Box has also been taken into consid-

eration . We have observed that changing the underlying field to isomorphic field and

changing the affine matrix provide better performance compared with that of standard

irreducible polynomial equation. Moreover, it has also been found that the translation

vector does not contribute to the security of S-Box, since no change has been observed

on changing the translation vector. The S-Box has been implemented on FPGA using

CFA and simulations are carried out using Xilinx ISE Design Suite. For implementation

of CFA S-Box, different values of φ and λ are taken into consideration. It has been found

that there exist 16 ways for construction of S-Box using CFA. Moreover, the optimum

values of φ and λ are considered for construction of S-Box, achieved low hardware uti-

lization for φ = {1, 0}2 , λ = {1100}2 and low power consumption. We have also observed

that the coefficients of irreducible polynomial influence the isomorphic mappings and sub

field operations. Moreover, we have also found that the construction of S-Box by CFA

using standard irreducible polynomial requires less the number of gates as compared to

the classical S-Box of AES algorithm.. There is reduction in area of proposed CFA based
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3.9 Conclusion

S-Box compared to conventional S-Box by 50% and hence there is also decrease in power

consumption.
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4.1 Introduction

Objective This chapter focuses on low power dissipating, less energy consuming architec-

tures for S-Box using programmable cellular automata (PCA) and programmable second

order reversible cellular automata (RCA2). The architectures entail low power implemen-

tation with minimal delay overhead. Performance of the proposed S-Box architectures has

been examined in terms of security using the cryptographic properties such as NL, CIB,

SAC and entropy. It has been found that the proposed architectures are secure enough

against cryptanalysis. It has been observed that the proposed S-Box modules using PCA

and RCA2 are more flexible, dynamic in nature and consume less power compared to the

traditional LUT based S-Box. As the proposed architectures consume less energy, they

are suitable for WBAN applications.

4.1 Introduction

The architecture of AES algorithm has been revisited in Section 1.3. In order to meet

the requirements of WBAN, in this chapter, we have proposed a CA based architecture

for realization of S-Box. The basic function of S-Box is to transform one byte of input

data to another byte of secret data using LUT. The truth table of S-Box is basically a

map function f : Bn → Bm. The LUT based S-Box architecture requires more area and

high energy consumption. Hence, LUT based S-Box architecture is not suitable for IEEE

Standard 802.15.6 for WBAN applications. Moreover, the standard also demands a highly

secure, cryptographic algorithm with less area and energy consumption.

4.2 Formulation of S-Box using Cellular Automata

The basic structure of CA, shown in Figure 4.1, consists of a group of cells with a

finite size of length 8, which evolve at discrete time steps using deterministic rule. Each

cell can store one of the two states 0 and 1. If the rightmost and the leftmost (extreme)

cells of this finite size CA are considered to be adjacent to each other, then the CA is

called a circular boundary CA. The one dimensional circular boundary CA evolves with

different neighborhood configurations of elementary CA. Each elementary CA consists of

central cell i surrounded by neighborhood cells of a defined radius r. Therefore the total
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4.2 Formulation of S-Box using Cellular Automata

number neighbor cells in elementary CA is given as ni = 2r+ 1, including the central cell.

We have considered r = 1. The total number of elementary CA given as L = 2ni . The

next state of central cell Rt+1
i at time step (t+ 1) depends on the current state of central

cell Rti and also the neighborhood cells Rti−1, R
t
i+1, at time t with deterministic rule of

function fp. Mathematically, Rt+1
i can be expressed as

Rt+1
i = fp(R

t
i−1, R

t
i, R

t
i+1) (4.1)

Table 4.1: Truth table for Rule 90 and 75

111 110 101 100 011 010 001 000

Decimal 90 0 1 0 1 1 0 1 1 Rule 90

Decimal 150 0 1 0 0 1 0 1 1 Rule 75

The representation of deterministic rules fp in decimal form shown in Table 4.1 and

the total number of CA rules considered are 2L = 256, where L is the array of cells. If the

rules in a CA can be expressed using EXOR logic and/or EXNOR logic only, it is called

an additive CA. The additive CA has been used in VLSI testing, bit-error correcting code

and data encryption. If all the cells in CA evolve using the same deterministic rule, then

the CA is called uniform CA. The dynamic nature of one dimensional periodic uniform

CA depends on deterministic rule fp and the number of iterations. We have considered a

Programmable Cellular Automata (PCA) which is a modified version of one dimensional

periodic uniform CA structure in which all the cells in the lattice obey the same rule [58].

0 1 0 1 1 0 1

R0 R1 R2 R3 R4 R5 R6 R7

1

CIRCULAR BOUNDARY

Figure 4.1: A Cellular Automata array of size (R0 −R7) with a circular boundary condition.
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4.3 Proposed PCA based S-Box

4.3 Proposed PCA based S-Box

In order to overcome the limitations of classical S-Box, we have proposed a PCA based

architecture for S-Box which requires low energy consumption and is also dynamic in

nature. Moreover, the secret information from the existing AES algorithm architecture

can be revealed using power analysis attacks [15]. Unlike the conventional LUT based

S-Box, the proposed S-Box is dynamic in nature because of the fact that output of S-Box

is a function of input rule which can be programmed. There is a total number of 256 rules

that can be used to program onto the registers at discrete time steps. The output Rt+1
i

depends on the input control signals Rti−1, R
t
i, R

t
i+1 as shown in Figure 4.2. For example,

from Table 4.1, if the input rule is 90 and input data is 110, the output Rt+1
i should be

1. The output of proposed basic PCA structure for a given 8 bit input rule is one bit, as

S2S1
S0

8 BIT MUX8 BIT INPUT RULE
pr

clr

Rt
i+1

Rt
i

Rt
i−1

OUTPUT Rt+1
i8×1REGISTER

Figure 4.2: PCA Based basic Cell Structure

shown in Figure 4.2. In order to implement the S-Box which operates on 8 bits, eight such

basic cells, shown in Figure 4.2 need to be interconnected. The proposed architectural

design of 8 × 8 array PCA based S-Box implemented using logic gates, multiplexers and

registers has been shown in Figure 4.3 . The initial 8 bits of CA array will be loaded into

register R1 using preset and clear signals. The bits in the register R1 will be applied as

control signals to 8:1 MUX (M1-M8) in circular fashion whose input is an 8 bit rule. First

3 bits R7, R0 and R1 will act as a control signals to M1, the rotated bits R0, R1 and R2

to M2 and the last MUX M8 the control signal are R6, R7 and R0. The MUXs produce

output according to Table 4.1. The multiplexer outputs, so produced, will be used as CA

array bits in subsequent iterations.
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4.4 Performance comparison between conventional LUT S-Box and Dynamic PCA
S-Box

The control logic has a 6 bit up counter and a comparator. If the count value of

counter is equal to the number of iterations in time step, then the output of control

logic circuit goes high to enable the register (R2). The latency incurred in computing

the S-Box depends upon the number of iterations considered for PCA S-Box. However,

on the other side, the ASIC implementation of PCA based S-Box architecture shown in

Figure 4.3 utilizes few logic elements compared to that of LUT based S-Box. As a result,

CA based S-Box architecture consumes less power and require small chip area and hence

this hardware realization is much suitable for WBAN applications.

R0 R1 R2 R3 R4 R5 R6 R7

0 1 1 0 1 0 1 0

8 BIT INPUT RULE MUX

M2

M8

S0 S1

S2

S2

S2S1

S1

S1

S0

S0

S0
ENB

8 BIT BUS

REGISTER

CONTROL

OUTPUT

ITERATIONS

pr

clr

5 BIT BUS

CLK

RESET

8 BIT

REGISTER R1

LOGIC

M1

MUX

MUX

R2

Figure 4.3: Proposed PCA based S-Box

4.4 Performance comparison between conventional LUT S-
Box and Dynamic PCA S-Box

In order to validate the proposed S-Box realization, the cryptographic properties such

as SAC, CIB, NL and CIB, as discussed in Section 3.4, are obtained.

The values of SAC for the proposed S-Box have been plotted in Figure 4.4. If the value
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4.4 Performance comparison between conventional LUT S-Box and Dynamic PCA
S-Box
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Figure 4.4: Value of SAC with Different Rules

of SAC is less for the observed ciphers, the cipher is secure against unauthorized attack.

The achieved value of SAC ranges between [0, 128] and the best value observed is 14 for

more than 26% of rules, which is clear from Figure 4.4. The PCA S-Box in terms of SAC

gives better performance than that of classical S-Box.
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4.4 Performance comparison between conventional LUT S-Box and Dynamic PCA
S-Box

The achieved values of NL for the proposed S-Box have been plotted in Figure 4.5.

If the achieved value of NL for the observed cipher is significantly high, then the cipher

is secure against cryptanalysis. It has been observed that the value of NL varies from

[0, 109]. We have found that the achieved value of NL is more than 100 for 15% of 256

CA rules as shown in Figure 4.5, which indicates that the performance of PCA S-Box is

comparable to that of classical LUT based S-Box.
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Figure 4.6: Entropy with Different Rules

The observed values of entropy for the proposed S-Box have been plotted in Figure 4.6.

If the entropy value of cipher is high, then the cipher is difficult for cryptanalysis. The

entropy value observed for PCA S-Box ranges from [0, 1], the best value attained is 0.99

and the values for most of the CA rule ranges between 0.95 and 0.99, shown in Figure 4.6.

The achieved values for conventional S-Box are also been presented in Table 4.2. The

performance of PCA based S-Box with respect to entropy is better than that of classical

S-Box. If the value of CIB for cipher is less, then the cipher is more secure against

cryptanalysis. The observed values of CIB for PCA S-Box varies between 0 to 128, the

best value achieved is 0 and the values less than 14 are for 23% of 256 CA rules, as shown

in Figure 4.7. The noticed value of classical S-Box is 14 as indicated in the Table 4.2.

From the above observation, the PCA based S-Box provides much improved performance
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4.4 Performance comparison between conventional LUT S-Box and Dynamic PCA
S-Box
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Figure 4.7: CIB with Different Rules

compared to the classical S-Box. The comparative performance of proposed PCA based

S-Box and conventional LUT based S-Box in terms of level of security has been shown in

Table 4.2. The PCA based S-Box is dynamic in nature and has been found to provide

enough level of security, compared to LUT based S-Box and existing works [84–87].

4.4.1 Architectural Design

In order to validate the proposed architecture, AES algorithm with PCA based S-

Box has been implemented using verilog, verified on FPGA board and synthesized with

Cadence RTL compiler. The proposed architecture has been implemented on hardware

using TSMC 0.18-µm technology (core voltage of 1.62 V) and UMC 0.13-µm technology

(core voltage of 1.08 V) under worst-case conditions. The total time consumed to encrypt

128 bits of plain text is calculated by Latency = Clockcycles × Timeperiod. The per-

formance comparison of AES with PCA based S-Box and AES with LUT based S-Box

are presented in Table 4.3, in terms of area, power dissipation, energy consumption and

operating frequency. It can be noted that in our proposed PCA based S-Box realization,

the number of iterations considered are 20 clock cycles. The total time taken to encrypt

128 bits of plain text using AES algorithm with PCA based S-Box is 244 clock cycles. The
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4.4 Performance comparison between conventional LUT S-Box and Dynamic PCA
S-Box

Table 4.2: CIB, SAC, NL, Entropy values for PCA based S-Box and Standard AES S-Box using
cryptographic properties

Rule No. No of Non- Entropy CIB SAC
time Steps Linearity

30 9 102 0.98 16 16

30 15 105 0.99 13 14

30 25 108 0.98 20 16

30 48 106 0.99 8 20

45 14 102 0.99 10 20

45 14 102 0.99 10 20

57 16 104 0.98 20 12

57 34 108 0.98 18 20

57 21 106 0.99 14 12

75 14 102 0.99 10 20

86 25 108 0.98 20 16

86 38 102 0.99 8 20

86 48 106 0.99 8 20

89 14 102 0.99 10 20

99 22 109 0.98 18 20

101 14 102 0.99 10 20

135 25 108 0.98 20 16

135 48 106 0.99 8 20

149 24 105 0.99 13 14

149 38 102 0.99 8 20

Hussain et.al NA 105 NP NP 16
[84] 96 NP NP 10

Clark et.al NA 90 NP 19 44
[85] 100 NP 24 48

Millan et.al NA 80 NP NP 16
[86] NP NP 18

Nedjah et.al NA 70 NP NP NP
[87] 102 NP NP NP

Standard Polynomial
AES S-Box x8 + x4 + x3 + x+ 1 112 0.98 16 14

* NA means not applicable

* NP means not provided
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4.4 Performance comparison between conventional LUT S-Box and Dynamic PCA
S-Box

number of gates utilized for LUT based S-Box and CFA based S-Box realization are 696,

294 respectively with 0.11-µm shown in Table 4.4, whereas in the case of proposed PCA

based S-Box realization, the number of gates utilized are 113, 116 using TSMC 0.18-µm

and UMC 0.13-µm technology libraries respectively.

Table 4.3: Hardware results of the Proposed AES algorithm with PCA based S-Box

AES Tech Area Gates Power Frequency Clock Energy
(mm2) (mW) (MHz) cycles (nJ)

Kim [88] 0.25µm NP 4000 0.02 0.1 870 174

Eslami [89] 0.18µm 2.25 NP 7.55 13.56 248 138

Manoj [90] 0.18µm NP NP 0.0512 1 500 25.60

Kaps [91] 0.13µm NP 4070 0.0238 0.5 534 24.56

Proposed AES 0.18µm 0.184 4547 3.259 13.69 244 58.702
algorithm

Proposed AES 0.13µm 0.069 3971 1.02 13.69 244 18.275
algorithm

* NP means not provided

Table 4.4: Hardware results of the Proposed AES algorithm with PCA based S-Box

Tech Area Gates Power Frequency Clock Energy
(mm2) (µW) (MHz) cycles (nJ)

A. Satoh [92] 0.11µm NP 696 NP NP NP NP
LUT based S-Box

Sumio [93] 0.13µm NP 712 29 10 NP NP
LUT based S-Box

A. Satoh [92] 0.11µm NP 294 NP NP NP NP
CFA S-Box

Proposed 0.13µm NA 116 10 10 20 0.020
PCA S-Box 0.18µm 113

* NA means not applicable

* NP means not provided

Sumio et.al. [93], presented optimized low power S-Box architecture for AES which con-

sumes power of 29 µW at 10 MHz using 130 µm CMOS technology, whereas the proposed

PCA based S-Box at 10 MHz using 130 µm CMOS technology consumes power of 10 µW.
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4.5 Formulation of S-Box using 2nd order reversible one dimensional cellular
automata (RCA2)

It can be easily seen that the proposed PCA based S-Box consumes 65% less power than

the existing work [93]. The architecture of AES algorithm implemented using 0.18-µm

technology consumes a power consumption of of 7.55 mW [89], whereas the proposed AES

with PCA based S-Box at 13.69 MHz clock frequency requires power of 3.259 mW. The

ASIC implementation of AES algorithm with CFA based S-Box using 0.18-µm technology

takes 500 clock cycles to complete encryption of 128 bits plain text, when operated at 1

MHz frequency the power consumption is 51.20 µW [90]. The power dissipation, energy

consumption of AES algorithm with proposed PCA based S-Box if operated at 1 MHz

frequency using 0.18-µm technology consumes power, energy of 94.07 µW, 22.95 nJ re-

spectively. Manoj et.al. reported energy consumption of 25.60 nJ, there is decrease in

energy consumption of proposed AES algorithm with PCA based S-Box by 10% in com-

parison with the existing work [90]. It is clear from Table 4.3, that the proposed PCA

based S-Box out performs in terms of power dissipation and energy consumption compared

with the existing works [88–93].

4.5 Formulation of S-Box using 2nd order reversible one di-
mensional cellular automata (RCA2)

The basic structure of PCA and its functioning has been explained in Section 4.2.

If the function is invertible then the rule is reversible which is a desired property in

cryptography. We have observed that in PCA only 6 rules are reversible. In order to

overcome this limitation of PCA, we have proposed a RCA2 based architecture for S-Box

which consumes low energy, can have 64 reversible rules and the mapping of Boolean

functions is one on one. The structure of RCA2 is slightly different as that of PCA, the

results obtained with PCA is XORed with the previous value of the central cell i at time

step t − 1 in order to achieve the new content of RCA2 at time step t + 1. The next

configuration of central cell Ct+1
i for RCA2 at t+ 1 depends not only on present content

of cell Cti but also its previous content Ct−1i , as shown in Figure 4.8. Mathematically, the

RCA2 is represented by

Ct+1
i = (Cti ⊕ Ct−1i ) (4.2)
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4.6 Proposed RCA2 based S-Box

where (Cti , C
t−1
i ) = (Kt+1

i ,Kt−1
i ) respectively at discrete time step t+ 1 and t− 1.

4.6 Proposed RCA2 based S-Box

The hardware realization of the proposed RCA2 based architecture for S-Box consumes

low energy. The traditional LUT based S-Boxes are rigid in nature, whereas, the proposed

RCA2 S-Box is dynamic in nature. The output of S-Box is a function of input rule which

is programmable. The basic function of RCA2 based S-Box is to transform 8 bits of input

data into another secret data, achieved using a combinational logic, as shown in Figure

4.8. The initial 3 bits are loaded into the register R1, R2 using preset and clear signals.

S2S1
S0

MUX8 BIT INPUT RULE

Kt−1
i+1

Kt−1
i

Kt−1
i−1

Kt+1
i (Ct

i )

Kt−1
i (Ct−1

i )

0

1
1

OUTPUT Ct+1
i

0

0
0

Previous State Present state

Reg (R2) Reg (R3)

8×1

Kt
i+1

Kt
i

Kt
i−1

Figure 4.8: Basic cell structure of RCA2

The output of Ct+1
i depends on the current Cti and the previous state Ct−1i of cell Cti ,

where as Kt+1
i = Cti and Kt−1

i = Ct−1i , as depicted in Figure 4.8. The select lines of the

multiplexer are activated and deactivated according to the control signals Kt
i−1,K

t
i ,K

t
i+1

and the output of the multiplexer is mapped according to the stored 8-bit rule in the

register.

It is clear from Figure 4.8 that the proposed basic RCA2 structure produces one bit

output for a given 8 bit input rule. As the S-Box operates on 8-bit, eight basic RCA2

structures, shown in Figure 4.8, need to be interconnected to obtain the final architecture.

This interconnection can be implemented using logic gates, multiplexers and registers, as
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8 BIT INPUT RULE

MUX M1

S2

S2

S2S1

S1

S1

S0

S0

S0 ENB

REGISTER R2

CONTROL LOGIC

OUTPUT

ITERATIONS
5 BIT BUS

CLK

RESET

8 BIT

clr

pr

clr

pr

clr K0 K1 K2 K3 K4 K5 K6 K7

Register R1 Register R2

0 1 0 1 1 0 1 0 0 0 0 0 0 0 0 0

K
′
6 K

′
7K

′
5K

′
4K

′
3K

′
2K

′
1K

′
0

8 BIT BUS

MUX M2

MUX M8

XOR X1

XOR X2

XOR X3

XOR X8

Figure 4.9: Proposed RCA2 Based architecture

shown in Figure 4.9. Initially, the 8 bits are loaded into the RCA2 array register R1 using

preset and clear signals. The input bits of register R1 are connected as control signals to

the 8:1 MUXes (M1-M8) in circular fashion whose input is an 8 bit rule. The 3 bits K7,

K0 and K1 are connected as control signals to the multiplexer M1. For M2 the control

signals are K0, K1 and K2. In a similar manner, the bits K6, K7 and K0 are connected

as control signals for M8.

The previous value of bits K0 to K7 are stored in register R2 as K0
′ to K7

′. The output

of MUX M1 is XORed with previous bit K
′
0, output of MUX M2 is XORed with K

′
1 and

the output of MUX M8 is XORed with last bit K7
′. The multiplexers produce outputs in

accordance with Table 4.1. The multiplexer outputs are XORed with the contents of R1

and R2 to produce RCA2 array bits which are used in subsequent iterations. The control

logic comprises of a 6-bit up counter and a comparator. If the number of iterations in time

step is equal to the count value of the counter, the control logic circuit output goes high

to enable the register (R3). The number of iterations defined in the control logic of RCA2
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4.7 Security analysis of LUT and RCA2 based S-Boxes

determines the latency incurred in computing the S-Box. However, the RCA2 based S-Box

architecture shown in Figure 4.9 utilizes few logic gates in comparison with that of LUT

based S-Box, shown in Table 4.6 and Table 4.7. It also consumes less power. The overhead

incurred in the computation (number of time steps) using proposed RCA2 based S-Box

depends upon the specified number of iterations. However, as WBAN applications deal

with low frequency biomedical signals, the process overhead incurred will not affect the

overall performance of the system.

4.7 Security analysis of LUT and RCA2 based S-Boxes

The level of security provided against cryptanalysis for the proposed RCA2 S-Box has

been observed using the cryptographic properties, namely, CIB, NL, SAC and entropy. If

an S-Box satisfies these cryptographic properties, the S-Box is said to be secure against

cryptanalysis, as discussed in Section 3.4. The observed values of SAC for the proposed

Figure 4.10: Values for SAC of RCA2 based S-Box

RCA2 S-Box have been plotted in Figure 4.10. It can be inferred that the value of SAC for
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4.7 Security analysis of LUT and RCA2 based S-Boxes

RCA2 based S-Box is 16 for rule numbers 30, 57, 26, 99 and 135, as shown in Figure 4.10

and Table 4.5. It can be noted that the value is comparable with that of standard LUT

based S-Box as shown in Table 4.5. Moreover, we have also found that 31.0323% out of

256 CA rules has SAC value of 16.

Figure 4.11: Values for Entropy of RCA2 based S-Box

The values of entropy for the proposed RCA2 S-Box have been plotted in Figure 4.11.

The best values are achieved at rules 30, 57, 86, 99, 135 and 149, presented in Table 4.5.

We have also found that in the proposed RCA2 S-Box, 26.0323% out of 256 CA rules have

better entropy values in comparison with the LUT based S-Box. The best value observed

for entropy is 0.9914 at rule 57 as shown in Figure 4.11.

The values of NL for the proposed RCA2 S-Box have been plotted in Figure 4.12. We

have observed that the value of NL is high for rules 57, 99. It can be noted that 6.098%

out of 256 CA rules have higher value of NL as shown in Figure 4.12. The maximum value

of NL attained is 106 in case of RCA2 based S-Box, as shown in Table 4.5.

The values of CIB for the proposed RCA2 S-Box have been plotted in Figure 4.13.
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4.7 Security analysis of LUT and RCA2 based S-Boxes

Figure 4.12: Values for Non Linearity of RCA2 based S-Box

Figure 4.13: Values for Correlation Immunity Bias of RCA2 based S-Box
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4.7 Security analysis of LUT and RCA2 based S-Boxes

It can be observed that the best values of CIB could be obtained at rules 57 and 99,

presented in Table 4.5. The best observed value is 14 at rule 99. About 36.3548% out of

256 RCA2 rules have better values of CIB, as shown in Figure 4.13.

Moreover, we have observed the results for RCA2 based S-Box using 256 different

rules. The value of SAC, CIB, NL and entropy of RCA2 along with few reversible rules

are shown in Table 4.5. The RCA2 S-Boxes are dynamic in nature and more resistant

to differential cryptanalysis as these provide enough level of security, compared to that

of LUT based S-Box. A comparison of cryptographic properties for standard LUT based

S-Box and proposed RCA2 S-Box with existing works [84–87] has been shown in Table 4.5

.

Table 4.5: Cryptographic Properties values for RCA2 based S-Box

Rule No Time Step NL Entropy CIB SAC

30 15 100 0.98 16 16

57 9 106 0.99 14 16

86 10 100 0.98 16 16

99 9 106 0.99 14 16

135 13 100 0.98 18 16

149 46 100 0.98 16 16

169 29 100 0.99 15 16

225 12 101 0.98 19 16

Hussain et.al NA 105 NP NP 16
[84] 96 NP NP 10

Clark et.al NA 90 NP 19 44
[85] 100 NP 24 48

Millan et.al NA 80 NP NP 16
[86] NP NP 18

Nedjah et.al NA 70 NP NP NP
[87] 102 NP NP NP

Standard Polynomial
AES S-Box x8 + x4 + x3 + x+ 1 112 0.98 16 14

* NA means not applicable

* NP means not provided
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Table 4.6: Hardware results of Proposed AES algorithm with RCA2 based S-Box

AES Tech Gates Power Frequency Clock Energy
(mW) (MHz) cycles (nJ)

Kim [88] 0.25µm 4000 0.02 0.1 870 174

Eslami [89] 0.18µm NP 7.55 13.56 248 138

Manoj [90] 0.18µm NP 0.0512 1 500 25.60

Kaps [91] 0.13µm 4070 0.0238 0.5 534 24.56

Proposed AES 0.18µm 4830 3.856 13.69 244 68.726
algorithm

Proposed AES 0.13µm 4120 1.65 13.69 244 29.408
algorithm

* NP means not provided

Table 4.7: Hardware results of the Proposed AES algorithm with RCA2 based S-Box

Tech Area Gates Power Frequency Clock Energy
(mm2) (µW) (MHz) cycles (nJ)

A. Satoh [92] 0.11µm NP 696 NP NP NP NP
LUT based S-Box

Sumio [93] 0.13µm NP 712 29 10 NP NP
LUT based S-Box

A. Satoh [92] 0.11µm NP 294 NP NP NP NP
CFA S-Box

Proposed 0.13µm NA 136 14 10 20 0.028
RCA2 S-Box 0.18µm 124 15 10 20 0.030

* NA means not applicable

* NP means not provided
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4.7 Security analysis of LUT and RCA2 based S-Boxes

4.7.1 Architectural Design

The proposed RCA2 based S-Box architecture with AES algorithm has been imple-

mented using verilog and verified on FPGA board. The proposed architecture has been

synthesized with Cadence RTL compiler at different operating clock frequencies using

0.18-µm technology (core voltage of 1.62 V) and 0.13-µm technology (core voltage of 1.08

V) under worst-case conditions. The performance of AES with RCA2 based S-Box have

been reported in Table 4.6 in terms of gate count, power dissipation, operating frequency

and energy consumption. In the proposed RCA2 based S-Box realization, the number

of iterations considered to compute the RCA2 S-Box is 20 cycles, a total of 244 clock

cycles are required to compute proposed AES algorithm with RCA2 S-Box. The proposed

AES algorithm with RCA2 based S-Box, when operated at 13.69 MHz clock frequency

consumes 3.856 mW of power for encryption. The corresponding energy consumption is

68.726 nJ, which is 50% less compared to Eslami et.al. [89]. The traditional AES algorithm

using CFA based S-Box on hardware consumes 500 clock cycles with power dissipation and

energy consumption of 51.20 µW and 25.60 nJ respectively using 180-µm CMOS technol-

ogy library [90]. Manoj et.al [90] presented AES algorithm with an energy consumption of

25.60 nJ, whereas, proposed RCA2 S-Box architecture with AES algorithm requires power

dissipation of 104.08 µW and energy consumption of 25.396 nJ at 1 MHz clock frequency.

The proposed RCA2 S-Box with AES architectures if operated at 1 MHz frequency, shows

decrease in energy consumption, compared to Kaps et.al [91]. It is clear from Table 4.7,

that the LUT based S-Box and the CFA based S-Box realizations on hardware consume

696, 294 gates respectively with 0.11-µm, whereas, the proposed RCA2 S-Box realization

require 136, 124 number of gates using 0.13-µm, 0.18-µm CMOS technology libraries re-

spectively. The proposed RCA2 S-Box when operated at 10 MHz using 0.13µm CMOS

technology consumes power of 14 µW, whereas Sumio et.al. [93] presented a low power

S-Box architecture with power consumption of 29 µW. It is clear from Table 4.6 that the

proposed RCA2 based S-Box for AES algorithm exhibits reduction in power dissipation

and energy consumption in comparison with the existing works [88–93].
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4.8 Conclusion

4.8 Conclusion

We have proposed an ultra low power, less area architecture for AES using PCA based

S-Box and RCA2 based S-Box for WBAN applications. In order to validate the proposed

architectures, we have carried out both simulations and synthesis. Unlike [88,89,91,93,94],

the proposed design require fewer logic elements, hence there has been reduction in power,

energy and chip area compared to the conventional AES with LUT based S-Box. We have

achieved comparable performance in terms of security for PCA based S-Box and RCA2

based S-Box as that of classical LUT based S-Box using cryptographic properties. The

PCA based S-Box and RCA2 based S-Box for AES algorithm has been synthesized using

Cadence RTL compiler to evaluate area, power and frequency of operation. In order to

validate the simulation studies of proposed architectures with the existing works, the op-

erating frequency taken into consideration is 13.69 MHz. However, WBAN applications

operate at low frequency. The power dissipation, energy consumption of AES algorithm

with proposed PCA based S-Box, when operated at 1 MHz frequency using 0.18-µm and

0.13-µm technology requires 94.07 µW, 89.06 µW respectively. It is clear, that the pro-

posed PCA based S-Box performs much better in terms of power dissipation and energy

consumption, compared to the existing works. The proposed RCA2 based S-Box archi-

tecture with AES algorithm using 0.18-µm and 0.13-µm technology, if operated at 1 MHz

consumes power of 104.08 µW and 96.87 µW respectively. Therefore, it has been observed

that AES with PCA based S-Box and RCA2 based S-Box are ultra low power and low

energy consumption encryption algorithms and hence suitable for WBAN applications.
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5.1 Introduction

Objective In this chapter, we have presented encryption architectures using hybrid linear

cellular automata (HLCA) and hybrid second order reversible cellular automata (HRCA2).

The proposed encryption architectures have been evaluated on hardware, in terms of power

dissipation, energy consumption and frequency of operation. Moreover, the performance

of proposed architectures concerning security, has been examined with cryptographic prop-

erties. The proposed architectures of HLCA and HRCA2 algorithms have been designed

and implemented on ASIC using UMC 0.13-µm and TSMC 0.18-µm CMOS technology li-

braries. The proposed HLCA and HRCA2 architectures give better performance compared

to that of traditional AES algorithm in terms of security. The proposed architectures have

achieved low power dissipation and less energy consumption, hence suitable for WBAN

applications.

5.1 Introduction

This chapter proposes low power encryption architectures using HLCA and

HRCA2. Like AES discussed in Section 3.2, the proposed HLCA and HRCA2 algorithms

also operate on symmetric key. However, the dynamic nature and ease of implementation

of HLCA and HRCA2 algorithms makes an efficient hardware realization in comparison

with conventional AES algorithm. We have also examined the security provided by cipher

text of proposed HLCA and HRCA2 algorithms using cryptographic properties. The sim-

ulation results show that proposed hardware implementation could be achieved with low

device utilization, thus consuming low power dissipation compared to the existing works.

It has been observed that proposed HLCA and HRCA2 algorithms are cryptographically

secure against cryptanalysis compared to the conventional AES algorithm.

5.2 Proposed Hybrid Linear Cellular Automata (HLCA)
based Encryption Algorithm architecture

The standard AES architecture inevitably expends more power and energy. In order

to overcome this limitation of AES algorithm, we have developed an encryption algorithm

using HLCA which consumes less energy. The output cipher text of HLCA encryption
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5.2 Proposed Hybrid Linear Cellular Automata (HLCA) based Encryption
Algorithm architecture

algorithm is a function of input rule vector and hence the HLCA algorithm is dynamic in

nature.

Plain Text

Cipher Text

HLCA based Encryption
Algorithm

CA Rules Control Logic

HLCA Encryption
Round 0

HLCA Encryption
Round 1

HLCA Encryption
Round 2

HLCA Encryption
Round 7

HLCA Encryption
Round 8

HLCA Encryption
Round 9

Figure 5.1: Block Diagram of proposed HLCA algorithm

As discussed in Section 3.2, the standard AES algorithm has 10 rounds of trans-

formations for 128 bits secret key. The block diagram of proposed HLCA based algorithm

shown in Figure 5.1 consists of 10 rounds of transformations similar to the conventional

AES algorithm. Each round of transformation is iterated for 44 clock cycles with a different

rule vector.

As described in Section 4.2, a lattice structure consists of 8 cells. The next state

of central cell at discrete time step t + 1 rely on the central cell i and neighboring cells

i+ 1, i− 1 with a CA rule at time t. Mathematically, T t+1
i can be written as

T t+1
i = Kp(T

t
i−1, T

t
i , T

t
i+1) (5.1)

The basic purpose of the proposed HLCA algorithm is to transform 128 bits input plain
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5.2 Proposed Hybrid Linear Cellular Automata (HLCA) based Encryption
Algorithm architecture

text to 128 bits output cipher text. The basic architecture of HLCA algorithm shown in

Figure 5.2, has one bit output for 8-bit input rule. The final HLCA architecture has been

achieved by interconnecting 128 basic HLCA structures, as shown in Figure 5.2. It pro-

duces 128 bits output cipher text. Using clear and preset signals, the 128 bits input plain

text is loaded into the register K1. The control logic block of HLCA algorithm consists

of comparator and 6-bit up counter, which are used to regulate the number of iterations

in each round of encryption process, shown in Figure 5.3. The output of T t+1
i depends on

8 bits rule vector, previous state of cell T t−1i and the current state of cell T ti as depicted

in Figure 5.2. The multiplexer select lines get activated or deactivated depending upon

the input plain text T ti−1, T
t
i , T

t
i+1. The 128-bit input plain text of the register K1 are

utilized as control signals to 8:1 MUX (M0-M127) in a circular manner, the input to the

8:1 MUX is an 8-bit CA rule. The 3-bit T127, T0 and T1 perform as control signals to M0.

For M1, the control signals are T0, T1 and T2. For the last MUX M127, the control signal

are T126, T127 and T0. As a result, the latency acquired to compute (number of time

Input Bits

Input Vector rule 8 bit

MUX
8×1

Tt+1
i

Tt
i−1

Tt
i

Tt
i+1

Output

Figure 5.2: Basic HLCA cell structure

steps) each round of encryption process using HLCA algorithm depends upon the number

of iterations defined in the control logic. Moreover, the number of iterations considered

for each round of encryption process for HLCA algorithm is 44 clock cycles. Therefore,

a total number of 440 clock cycles are used to compute 128 bits cipher text. However,

the ASIC implementation of HLCA architecture depicted in Figure 5.3 utilizes fewer gates

and lesser logic elements. The proposed architecture in comparison with AES algorithm

consumes low power and hence the realization of proposed architecture on hardware is

suitable for WBAN applications.
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Figure 5.3: Architecture of proposed HLCA algorithm

5.3 Comparison of hardware architecture and cryptographic
properties

The security provided by the proposed HLCA algorithm has been validated using

cryptographic properties as discussed in Section 3.4. Moreover, to examine the level

of security provided by the HLCA algorithm using cryptographic properties, the 128-bit

input plain text with 256 different rule vectors are given to the FPGA board. The achieved

output cipher text of HLCA algorithm from FPGA board is fed as input to MATLAB.

The values of SAC for the proposed HLCA based encryption algorithm have been

plotted in Figure 5.4. The observed values of SAC vary between 0 and 128 and the best

value is 14 for more than 26% of rules, as shown in Figure 5.4. The best values of SAC for

few HLCA rules are shown in Table 5.1. The entropy values for proposed HLCA algorithm

have been plotted in Figure 5.5. The best achieved values are at rules 55, 56, 57, 95 and

96, as shown in Figure 5.5. It can be noted that 36.54% of total 256 CA rules have better

entropy values compared to the existing works. The best value of entropy obtained at rule

56 is 0.982 and for rule 95 is 0.991 as indicated in Figure 5.5 and Table 5.1.
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Figure 5.4: Results of SAC for HLCA based Encryption Algorithm

Figure 5.5: Values of Entropy for HLCA Algorithm

The NL values for the proposed HLCA algorithm have been plotted in Figure 5.6. It

has been observed that the NL value is high for rules 57 and 95. It has been noticed, that

the value of NL is high for 56.59% of total 256 CA rules, as shown in Figure 5.6. The best

attained NL values are highlighted in Figure 5.6 and also shown in Table 5.1. The CIB
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Figure 5.6: Value of NL for HLCA based Encryption Algorithm

Figure 5.7: Values of CIB for HLCA based Encryption Algorithm
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values for the proposed HLCA algorithm have been plotted in Figure 5.7. The achieved

CIB values are highlighted in Figure 5.7 for rules 56 and 57. Out of 256 rules, the best

values at rules 56, 57 and 96 are shown in Table 5.1. It has been observed that 66.45%

of 256 rules have better CIB values, as depicted in Figure 5.7. It is clear from Table 5.1,

that the value attained using cryptographic properties for HLCA 128 bits cipher text offer

better security against cryptanalysis.

Table 5.1: Values achieved with Cryptographic Properties for cipher text of HLCA

Rule Vector Proposed HLCA NL Entropy SAC CIB
at Discrete
Time Steps

55 10 102 0.91 12 18

56 18 104 0.98 16 10

57 24 108 0.93 14 14

57 25 109 0.95 12 14

90 30 109 0.94 18 16

90 34 105 0.97 16 18

95 38 112 0.99 18 14

95 40 98 0.95 14 18

96 45 101 0.98 12 14

Iqtadar NA 105 NP NP 16
[84] 96 NP NP 10

Clark NA 90 NP 19 44
[85] 100 NP 24 48

Millan NA 80 NP NP 16
[86] NP NP 18

Nedjah NA 70 NP NP NP
[87] 102 NP NP NP

Standard NA
AES algorithm 112 0.98 16 14

* NA means not applicable

* NP means not provided

5.3.1 Comparison of architectures

The proposed HLCA architecture has been designed using Verilog and synthesis has

been carried out using Xilinx tool. It has been implemented on Xilinx XC5VLX50-2FF676

FPGA. The device utilization and power consumption of proposed HLCA have been noted
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in Table 5.2. It can be observed from Table 5.2, that the proposed HLCA algorithm

exhibits better performance than the reported designs [95–98]. The throughput of the

proposed HLCA algorithm can be calculated by

Throughtput =
128 bits × Number of Clock cycles

Clock Period
(5.2)

Table 5.2: Comparison of FPGA Synthesis Results

Proposed
HLCA [95] [96] [97] [98]

FPGA Xilinx Xilinx Xilinx Xilinx Altera

Device XC5V XC5V XC5V XCV APEX
LX50 LX50 LX50 600 20KC

Slices 148 303 399 1890 895

Flip Flops 396 922 NA 512 NA

Slice LUTs 412 564 1338 3645 NA

Throughput (Gbps) 1.60 1.33 4.34 0.352 1.188

Frequency (MHz) 498 425.46 339.1 140.39 120.65

Latency (ns) 50 96.35 29.5 363.3 107.7

Efficiency
(Mbps/slice) 10.81 4.389 10.87 0.19 1.327

Power (mW) 0.660 NP NP NP NP
* NP means not provided

In comparison to Deshpande et al. [95], the hardware utilization of the proposed HLCA

algorithm on FPGA is reduced by 49%. There is 60% reduction in terms of slice utilization,

in comparison to the work [96]. The proposed HLCA algorithm could achieve a throughput

of 1.60 Gbps with 148 slices. The efficiency achieved by the proposed HLCA architecture

is 10.81 Mbps/slice. Moreover, as the biomedical applications deal with low frequency of

operation, the proposed HLCA algorithm if operated at low frequency there is enormous

reduction in power consumption. Hence, the proposed HLCA algorithm is suitable for

WBAN applications.

5.4 Architecture of proposed HRCA2 based encryption al-
gorithm

It has been noticed that HLCA is similar to PCA in which only 6 rules are

reversible which makes decryption inefficient. To overcome this limitation, we have pro-
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posed HRCA2 encryption algorithm that is similar to RCA2 architecture, which has 64

reversible rules. As explained in Section 4.5, the classification of CA is based on next

state of the cell which relies on the present state and previous states of cells in an array.

The HRCA2 algorithm has been used to transform 128 bits plain text to cipher text. The

block diagram of HRCA2 based encryption algorithm has been shown in Figure 5.8. The

next state of the central cell Ct+1
i of HRCA2 at t + 1 relies not only on the present cell

Cti , but also on the previous cell Ct−1i , shown in Figure 5.9. Mathematically, the HRCA2

is expressed by

Ct+1
i = (Cti ⊕ Ct−1i ) (5.3)

where (Cti , C
t−1
i ) = (Rt+1

i , Rt−1i ) at discrete time steps t + 1 and t − 1. The proposed

HRCA2 architecture has 10 rounds of transformations similar to standard AES algorithm

as discussed in Section 3.2. The proposed HRCA2 algorithm has been iterated for 44 clock

cycles with different CA rules at each round of transformation.

Plain Text

Cipher Text

HRCA2 based Encryption
Algorithm

CA Rules Control Logic

HRCA2 Encryption
Round 0

HRCA2 Encryption
Round 1

HRCA2 Encryption
Round 2

HRCA2 Encryption
Round 7

HRCA2 Encryption
Round 8

HRCA2 Encryption
Round 9

Figure 5.8: Block Diagram of proposed HRCA2 algorithm

The proposed HRCA2 basic structure for 8 bits input CA rule vector shown

in Figure 5.9. In order to achieve 128-bit output cipher text, 128 basic HRCA2 modules,

depicted in Figure 5.9 are interconnected. The content of cell Ct+1
i depends on the current
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cell Cti and previous state of Ct−1i , where Rt+1
i = Cti and Rt−1i = Ct−1i , as shown in

Figure 5.9. The proposed HRCA2 encryption hardware requires a few logic gates, registers

and multiplexers, as shown in Figure 5.10. Initially, the 128-bit plain text is loaded into

register R1 to R128. The bits in register R1 to R128 will function as control signals to

8:1 MUX (M1-M128). The bits in registers R128, R1 and R2 act as control signals to M1,

R1, R2 and R3 to M2 and so on. For the last MUX M128, the control signal are R126,

R127 and R1. The output bits from X1 to X128 are stored in registers K1 to K128. The

previous bit of K1 is XORed with the output of MUX M1, K2 is XORed with output of

MUX M2 etc, while the last bit K128 is XORed with output of MUX M128. The XOR

gates produce output bits which are used in subsequent iterations. The control logic of

the HRCA2 enables the register S1, if the value of counter is equal to the number of time

steps. The latency incurred in the encryption process is defined in the control logic by

the number of iterations. Each round of transformation of HRCA2 algorithm uses 44

clock cycles. A total of 440 clock cycles are required to compute 128 bits cipher text.

The achieved output cipher using HRCA2 varies with input rule vector and hence shows

that the HRCA2 algorithm output is dynamic in nature. However, the proposed HRCA2

architecture simulation results show less hardware utilization and low power consumption.

Apart from this, HRCA2 architecture offers better level of security compared to the AES

algorithm. Hence this proposed architecture is suitable for WBAN applications.

5.5 Comparison of Hardware Architecture and Security Anal-
ysis

The level of security provided by the proposed HRCA2 algorithm against cryptanalysis

has been examined using cryptographic properties as discussed in Section 3.4. The SAC

values for the proposed HRCA2 algorithm have been plotted in Figure 5.11. The SAC

achieved values ranging from [0,128] and the best value observed is 12 for more than

21.50% of rules, which is clear from Figure 5.11. The best values of SAC for few reversible

rules have been shown in Table 5.3. The entropy values for the proposed HRCA2 based

encryption algorithm have been plotted in Figure 5.12. It can be noticed that for proposed
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Figure 5.11: Results of SAC for HRCA2 based Encryption Algorithm

Figure 5.12: Values of Entropy for HRCA2 Algorithm
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HLCA2 algorithm, 51.20% of total 256 CA rules have better entropy values in comparison

with the entropy value of existing works. The best value of entropy obtained at rule 94 is

0.982 and at rule 146 is 0.991 as indicated in Figure 5.12 and Table 5.3. The NL values for

Figure 5.13: Value of NL for HRCA2 based Encryption Algorithm

the proposed HRCA2 based encryption algorithm have been plotted in Figure 5.13. We

have observed that the NL value is high for rules 62, 66, 111 and 114. It has been noticed

that the value of NL is high for 24.80% of total 256 CA rules, as shown in Figure 5.13.

The attained NL values have been highlighted in Figure 5.13 and also shown in Table 5.3.

The CIB values for the proposed HRCA2 algorithm have been plotted in Figure 5.14. The

achieved CIB values have been highlighted in Figure 5.14 at rules 73, 74, 75 and 99. Out

of 256 rules, the best value is 12 at rule 62 and 65, as shown in Table 5.3. It has been

observed that 34.56% of 256 rules have better CIB values as shown in Figure 5.14. The

cipher text of HRCA2 algorithm have been examined using cryptographic properties and

the values have been presented in Table 5.3. The value of SAC, CIB, NL and entropy show

that the cipher text generated by the HRCA2 algorithm is secure against cryptographic

attacks.
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Table 5.3: Values achieved with Cryptographic Properties for cipher text of HRCA2

Rule Vector Proposed HRCA2

at Discrete NL Entropy SAC CIB
Time Steps

62 10 111 0.91 12 12

65 11 110 0.98 16 12

73 12 108 0.93 14 12

74 14 109 0.95 12 13

100 38 112 0.99 18 14

94 20 107 0.99 16 16

111 10 110 0.94 18 16

114 34 110 0.97 16 18

121 40 108 0.99 14 18

146 24 102 0.99 14 16

245 45 101 0.98 12 14

247 38 112 0.99 14 14

Iqtadar NA 105 NP NP 16
[84] 96 NP NP 10

Clark NA 90 NP 19 44
[85] 100 NP 24 48

Millan NA 80 NP NP 16
[86] NP NP 18

Nedjah NA 70 NP NP NP
[87] 102 NP NP NP

Standard NA
AES algorithm 112 0.98 16 14

* NA means not applicable

* NP means not provided

Table 5.4: Hardware results of Proposed HRCA2 based Encryption Algorithm

AES Tech Gates Power Frequency Clock Energy
(mW) (MHz) cycles (nJ)

Kim [88] 0.25µm 4000 0.02 0.1 870 174

Eslami [89] 0.18µm NP 7.55 13.56 248 138

Manoj [90] 0.18µm NP 0.0512 1 500 25.60

Kaps [91] 0.13µm 4070 0.0238 0.5 534 24.56

Proposed HRCA2 0.18µm 3218 0.612 13.69 440 16.455
algorithm

Proposed HRCA2 0.13µm 2342 0.280 13.69 440 8.999
algorithm

* NP means not provided
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Figure 5.14: Values of CIB for HRCA2 based Encryption Algorithm

Table 5.5: Comparison of FPGA Results

Proposed Proposed
HRCA2 HLCA [95] [96] [97] [98]

FPGA Xilinx Xilinx Xilinx Xilinx Xilinx Altera

Device XC5V XC5V XC5V XC5V XCV APEX
LX50 LX50 LX50 LX50 600 20KC

Slices 172 148 303 399 1890 895

Flip Flops 412 396 922 NP 512 NP

Slice LUTs 425 412 564 1338 3645 NP

Throughput (Gbps) 1.34 1.60 1.33 4.34 0.352 1.188

Frequency (MHz) 454 498 425.46 339.1 140.39 120.65

Latency (ns) 50 50 96.35 29.5 363.3 107.7

Efficiency
(Mbps/slice) 8.356 10.81 4.389 10.87 0.19 1.327

Power (mW) 0.824 0.660 NP NP NP NP
* NP means not provided
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5.5.1 Comparison of architectures

The proposed HRCA2 algorithm architecture has been verified on FPGA using Xilinx

ISE tool. Synthesis results of FPGA have been compared with the existing works shown

in Table 5.5. The HRCA2 has been designed using verilog and synthesized using TSMC

0.18-µm and UMC 0.13-µm technology libraries. The ASIC implementation results of

HRCA2 have been compared with the standard AES algorithm shown in Table 5.4. It has

been observed from Table 5.4 and Table 5.5 that the proposed HRCA2 architecture shows

very low power dissipation and less energy consumption in comparison with the existing

works [88–91]. It can be noted that the proposed HRCA2 algorithm consumes 50% less

energy consumption compared to that of Kaps et al. [91]. It is clear from Table 5.4 that

the proposed HRCA2 consumes 50% less energy, compared to the work presented in [91].

Eslami et al. in [89] has reported an energy consumption of 138 nJ, whereas the proposed

architecture consumes energy of 16.455 nJ, which is very less compared to the reported

work. It has been observed that the proposed HRCA2 architecture consumes 50% less

hardware, compared to works presented in [95,96]. The latency incurred in computing the

cipher text using HRCA2 algorithm is less in comparison to the existing designs [95,97,98].

5.6 Summary and conclusions

In this chapter, we have proposed HLCA and HRCA2 encryption algorithms for cryp-

tographic applications. It has been observed that the HLCA and HRCA2 based encryption

algorithms require less power consumption and attain high throughput, compared to the

standard AES encryption algorithm. The proposed HLCA and HRCA2algorithms have

been simulated, implemented on FPGA XC5VL50 using verilog with Xilinx ISE tool and

synthesized with Cadence RTL compiler. The cryptographic properties such as SAC, CIB,

entropy and NL have been used to examine the security aspects of the cipher text generated

using HLCA and HRCA2 encryption algorithms. The security provided by the proposed

HLCA and HRCA2 have been compared with that of the conventional AES algorithm.

The proposed HLCA algorithm when operated at 498 MHz frequency on FPGA achieved

a high throughput of 1.60 Gbps and low power consumption of 0.660 mW. It can be noted
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that in WBAN applications, the biomedical signals operate at low frequency with data

rates of 10 bps to 10 Mbps. The proposed HRCA2 encryption algorithm architecture if

operated at 1 MHz using UMC 0.13-µm technology (core voltage of 1.08 V) and TSMC

0.18-µm technology (core voltage of 1.62 V) under worst-case conditions consumes power

of 0.25 µW, 0.22 µW respectively. The proposed HRCA2 algorithm architecture results

show huge reduction in power dissipation and decrease in device utilization by 78% in

comparison to the conventional AES algorithm. Hence, the proposed HLCA and HRCA2

encryption algorithms are more suitable for WBAN applications.
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6.1 Introduction

Objective This chapter focuses on novel a approach to design low power architecture for

F function, used in Camellia algorithm using RCA2 and LPCA. The architecture results

low energy consumption and low area utilization with minimum delay overhead. The

security provided by the proposed RCA2 based F function and LPCA based F function

for Camellia algorithm have been been examined using cryptographic properties. The

proposed F function architectures are evaluated in terms of power dissipation, energy

consumption using TSMC 0.18-µm and UMC 0.13-µm technology libraries. Apart from

that, it has been shown that proposed F function architectures are dynamic in nature,

invertible, have low power dissipation compared with that of LUT based S-Box F function

and hence applicable for WBAN applications.

6.1 Introduction

The Camellia algorithm is cryptographically more secure against differential cryptanal-

ysis compared to AES algorithm [99]. The feistel network of Camellia makes the algorithm

more resistant against unauthorized attacks. Unlike AES, the computation involved in S-

Box of F function for Camellia algorithm are more complex and hence developing low

power architecture to S-Box of F function in Camellia algorithm has been a challenging

task. In this chapter, we have focused on RCA2 and LPCA based low power architecture

for F function in Camellia algorithm. Simulation studies show that the proposed archi-

tecture provides reduction in power dissipation and energy consumption, compared to the

existing architectures. In order to check the level of security provided by the proposed

architecture, we have obtained cryptographic properties, such as, NL, entropy, CIB and

SAC. It has been observed that the proposed RCA2 and LPCA F functions give similar

performance in terms of security compared to LUT based S-Box of F function for Camellia

algorithm. The reason for not using HLCA/HRCA2 is that 440 clock cycles are required

for HLCA/HRCA algorithm to compute 128-bit cipher text. If HLCA/HRCA is used to

realize the F function for Camellia, the number of clock cycles required to compute the

Camellia algorithm will increase enormously. This has the potential to increase the power

consumption to the order of 0.1 W and hence not suitable for WBAN applications.
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6.2 Architecture of Camellia algorithm

Camellia is a feistel network based block cipher algorithm which uses symmetric secret

key for encryption and decryption of data. One of the important features of Camellia

algorithm is that the same hardware architecture can be utilized for encryption as well as

decryption.

6.2.1 Notations and symbols

⊕ ∪ ∩ → Bitwise exclusive-OR (XOR), AND and OR operation, respectively.

‖ → Concatenation of two operands.

≫n Rotation to the right by n bits.

≪n→ Rotation to the left by n bits.

kwa(64), Kb(64), klc(64),→ Sub keys of 64 bits are used in the feistel rounds, where a

= (1, 2, 3, 4), b = (1, 2, 3, 4, 5, . . 17, 18), c = (1, 2, 3, 4), the detailed discussion is

presented in subsequent Section.

The secret key of Camellia encryption algorithm determines the number of feistel

rounds (r). The Camellia encryption process with secret key size of 128, 192, 256 bits has

18, 24 and 24 feistel rounds respectively. The Camellia algorithm with secret key size of 128

bits is recommended by the latest IEEE 802.15.6 standard for WBAN applications [3, 7],

which results in 18 feistel rounds of transformation. On the other hand, key lengths of 128

bits has 18 feistel rounds with 2 extra layers FL and FL−1 after every 6 feistel rounds as

shown in Figure 6.1. The key lengths of 192 and 256 bits has r = 24 feistel rounds with

3 extra FL and FL−1 layers. For 128 bit secret key, the mathematical expression for r =
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1 to 18 feistel rounds of transformation except for r = 6 and 8 can be expressed as.

Lr = Rr−1 ⊕ F (Lr−1, kr), Rr = Lr−1. (6.1)

For r = 6 and 8, the expression is as follows.

L
′
r = Rr−1 ⊕ F (Lr−1, kr), R

′
r = Lr−1, (6.2)

Lr = FL(Lr, kl r
3−1

), Rr = FL−1(R
′
r, kl r3 ). (6.3)

Initially, the plain text of 128 bits is divided into two sets L0 and R0, each of 64 bits.

The two sets of 64 bit plain texts undergo XOR operation with subkeys kw1(64), kw2(64), kw3(64), kw4(64).

These subkeys are generated in the key scheduling process using 128 bit secret key, as

shown in Figure 6.3. The process of XOR operation with the sub keys before and after

the round functions is called pre-whitening and post-whitening, respectively. After the

pre-whitening phase, the bits are allowed to pass through the block containing 6 feistel

rounds and followed by FL and FL−1 layer. The last 18th feistel round of transformation

has two sets R18 and L18 which are XORed with keys kw3(64), kw4(64) and concatenated

to form cipher text (C128) of 128 bits.

F-FunctionF-Function

F-FunctionF-Function

F-FunctionF-Function

F-FunctionF-Function

F-FunctionF-Function

F-FunctionF-Function
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Figure 6.1: Camellia Encryption Process
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Figure 6.2: Camellia Decryption Process

In the decryption process of Camellia algorithm, initially, the cipher text is divided into

two parts R18 and L18, each of 64 bits. The 64 bit cipher text is XORed with subkeys kw3,

kw4 and the output is passed through three blocks of feistel rounds of transformations as

shown in Figure 6.2. The subkeys (kl3, kl4), (kl1, kl2) are used at 14 and 7 feistel rounds,

respectively. Finally, the data is XORed with subkeys kw2, and kw1 as in post-whitening

of encryption process and concatenated to form 128 bit plain text.

6.2.2 Key Scheduling Process

The subkeys kw1(64), kw2(64), kw3(64), kw4(64) are generated in the key scheduling pro-

cess as shown in Figure 6.3. For a secret key of 128 bits, KL(128) is 128 bits secret key and

KR(128) is 0. The keys KA(128), KB(128) are generated using KL(128) and KR(128) and the

constants
∑

i(64), where i = (1, 2, 3, 4, 5, 6) are used as constants in key scheduling process

as shown in Figure 6.3. These 64 bit constant values in hexadecimal representation are

shown in Table 6.1. The constant hexadecimal value is calculated from second hexadeci-

mal place to the seventeenth hexadecimal place of the hexadecimal representation of the

square root of the ith prime. The sub keys for encryption and decryption are obtained by

shifting KL and KA by n bits. The shifting of subkeys varies in each round of encryption
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∑
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∑
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∑
4(64)

∑
5(64)

∑
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Figure 6.3: Key Scheduling Process

is shown in Table 6.2.

Table 6.1: Constant values of
∑

i(64) for Key Scheduling

∑
1 A09E667F3BCC908BH∑
2 B67AE8584CAA73B2H∑
3 C6EF372FE94F82BEH∑
4 54FF53A5F1D36F1CH∑
5 10E527FADE682D1DH∑
6 B05688C2B3E6C1FDH

6.2.3 FL and FL−1 Function

The function of FL and FL−1 layers is to keep the data more secure against attacks

by lavishing arbitrariness to data as depicted in Figure 6.4. The FL and FL−1 layers are
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Table 6.2: Value of SubKeys for 128 bits secret key

Process Subkeys Value

Prewhitening kw1 (KL ≪0)L(64)
Prewhitening kw2 (KL ≪0)R(64)

F (round 1) K1 (KA ≪0)L(64)
F (round 2) K2 (KA ≪0)R(64)

F (round 3) K3 (KL ≪15)L(64)
F (round 4) K4 (KL ≪15)R(64)

F (round 5) K3 (KA ≪15)L(64)
F (round 6) K4 (KA ≪15)R(64)

FL kl1(64) (KA ≪30)L(64)
FL−1 kl2(64) (KA ≪30)R(64)

F (round 7) K7 (KL ≪45)L(64)
F (round 8) K8 (KL ≪45)R(64)

F (round 9) K9 (KA ≪45)L(64)
F (round 10) K10 (KL ≪60)R(64)

F (round 11) K11 (KA ≪60)L(64)
F (round 12) K12 (KA ≪60)R(64)

FL kl3(64) (KL ≪77)L(64)
FL−1 kl4(64) (KL ≪77)R(64)

F (round 13) K13 (KL ≪94)L(64)
F (round 14) K14 (KL ≪94)R(64)

F (round 15) K15 (KA ≪94)L(64)
F (round 16) K16 (KA ≪94)R(64)

F (round 17) K17 (KL ≪111)L(64)
F (round 18) K18 (KL ≪111)R(64)

Postwhitening kw3 (KA ≪111)L(64)
Postwhitening kw4 (KA ≪111)R(64)
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inserted at 6 and 12 feistel rounds of transformation as shown in Figure 6.1. The subkeys

and data of 64 bits is subdivided into 32 bits then calculation is carried out as follows.

1

X(64)

XL(32) XR(32)

YL(32) YR(32)

kliL(32)

kliR(32)

Y(64)

Y(64)

YL(32)
YR(32)

kliR(32)

kliL(32)

X(64)

FL/FL−1 Layer

FL Layer FL−1 Layer

1

∩

∪

∪

∩

Figure 6.4: FL and FL−1 Layer

FL : N32 ×N32 → N32 (6.4)

(XL(32)‖XR(32),KL(32)‖KR(32))→ YL(32)‖YR(32) (6.5)

Where YR(32) = ((XL(32) ∩KL(32)) ≪ 1)⊕XR(32) and YL(32) = (YR(32) ∪KR(32))⊕XL(32)

The FL−1 function is realized using following expressions.

FL−1 : N32 ×N32 → N32 (6.6)

(YL(32)‖YR(32),KL(32)‖KR(32))→ XL(32)‖XR(32) (6.7)

Where XL(32) = (YR(32) ∪KR(32))⊕YL(32) and XR(32) = ((XL(32) ∩KL(32)) ≪ 1)⊕YR(32).

6.2.4 F Function

The F function is the pivotal part of the Camellia algorithm which is used to cipher,

decipher and key scheduling process. The security provided by Camellia algorithm depends
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on the F function. The F function consists of P function and S function shown in

Figure 6.5. The data after completion of prewhitening process is passed through S function

Z1
64
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S4

S3

S2

S4

S3

S2

S1

Ki(64)

S-Function P-Function

x8(8)

x7(8)

x6(8)

x5(8)

x4(8)

x3(8)

x2(8)

x1(8)

Y8
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Y1

Z8
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Z2

Z1

z18(8)

z17(8)

z16(8)

z15(8)

z14(8)

z13(8)

z12(8)

z11(8)

Figure 6.5: F function process

(S-Box) and P function to achieve random 64 bit output, shown in Figure 6.4. The S-Box

is a nonlinear transformation of data using predefined LUT while P function is a linear

transformation of data. The 64 bit Z1
64 output is achieved using the following expression.

P (S(X64 ⊕KL(64))) (6.8)

6.2.4.1 P Function

It can be clearly seen from the Figure 6.5 that F function is a linear transformation

of the output of S function. Moreover, the linear transformation also comprehends the

permutation for the output of S function and thus bestow the diffusion effect in the

achieved cipher text. The structure of Camellia algorithm makes it more resistible toward

linear and differential cryptanalysis [99].

Z1
8(8) = Z7(8) ⊕ Z6(8) ⊕ Z5(8) ⊕ Z4(8) ⊕ Z1(8) (6.9)
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Z1
7(8) = Z8(8) ⊕ Z6(8) ⊕ Z5(8) ⊕ Z4(8) ⊕ Z3(8) (6.10)

Z1
6(8) = Z8(8) ⊕ Z7(8) ⊕ Z5(8) ⊕ Z3(8) ⊕ Z2(8) (6.11)

Z1
5(8) = Z8(8) ⊕ Z7(8) ⊕ Z6(8) ⊕ Z2(8) ⊕ Z1(8) (6.12)

Z1
4(8) = Z7(8) ⊕ Z6(8) ⊕ Z5(8) ⊕ Z4(8) ⊕ Z3(8) ⊕ Z1(8) (6.13)

Z1
3(8) = Z8(8) ⊕ Z6(8) ⊕ Z5(8) ⊕ Z3(8) ⊕ Z2(8) ⊕ Z1(8) (6.14)

Z1
2(8) = Z8(8) ⊕ Z7(8) ⊕ Z5(8) ⊕ Z4(8) ⊕ Z2(8) ⊕ Z1(8) (6.15)

Z1
1(8) = Z7(8) ⊕ Z7(8) ⊕ Z6(8) ⊕ Z4(8) ⊕ Z3(8) ⊕ Z1(8) (6.16)

In matrix form, the P function can be shown as follows.




Z1
8(8)

Z1
7(8)

Z1
6(8)

Z1
5(8)

Z1
4(8)

Z1
3(8)

Z1
2(8)

Z1
1(8)




=




0 1 1 1 1 0 0 1

1 0 1 1 1 1 0 0

1 1 0 1 0 1 1 0

1 1 1 0 0 0 1 1

0 1 1 1 1 1 1 0

1 0 1 1 0 1 1 1

1 1 0 1 1 0 1 1

1 1 1 0 1 1 0 1







Z8(8)

Z7(8)

Z6(8)

Z5(8)

Z4(8)

Z3(8)

Z2(8)

Z1(8)




(6.17)

6.2.4.2 S Function (S-Box)

The function of S-Box is to create confusion in data by using non linear transformation

of input data. There are four types of S-Box such as S1, S2, S3, S4, used in Camellia

algorithm. These S-Boxes are implemented on hardware using predefined LUT.

S : N32 → N32 (6.18)

S1 : GF (2)8 → GF (2)8 : n(8) → h(g(f(c5H ⊕ n(8))))⊕ 6eH (6.19)

S2 : GF (2)8 → GF (2)8 : n(8) → S1(n(8)) ≪ 1 (6.20)
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S3 : GF (2)8 → GF (2)8 : n(8) → S1(n(8)) ≫ 1 (6.21)

S4 : GF (2)8 → GF (2)8 : n(8) → S1(n(8)) ≪ 1 (6.22)

6.3 Proposed LPCA based F function

The conventional LUT based S-Box of F function realization on hardware utilize large

number of memory cells which eventually consume more power. The overall F function

realization on hardware require 16 LUT based S-Boxes. In order to overcome the limitation

of traditional F function, we have proposed a LPCA based architecture for F function

with low energy consumption and dynamic in nature. The proposed basic LPCA structure

output is one bit with 8 bits input CA rule, shown in Figure 6.6. In order to implement the

F function architecture of 64 bits, 64 such basic LPCA cell structure shown in Figure 6.6

are interconnected. Using logic gates, multiplexers and registers, the proposed LPCA

Input Data

Input 8 bit Rule
MUX
8×1

(Control Signals)

Rt+1
i

Rt
i−1

Rt
i

Rt
i+1

Output

Figure 6.6: Basic LPCA cell structure

based F function design of 64 × 64 array has been implemented on hardware shown in

Figure 6.7. First, the 64 bits input data X64 XORed with KL(64) and the output is loaded

into register R1 to R64. The bits in the register R1 to R64 act as control signals to 8:1

MUX (M1-M64) in a circular manner. Initially, the 3 bits R64, R1 and R2 are applied as

a control signals to M1, the next bits R1, R2 and R3 are applied to M2 and the last MUX

M64 the applied control signal are R63, R64 and R1. The control logic circuit is used enable

the register (R2) which comprises of comparator and 6 bit up counter. If the counter value

and the number of defined iterations are equal, then the control logic circuit output goes

high. The latency incurred in computing the F function is 20 clock cycles. The total
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F function

R1 R2 R3 R62 R63 R64
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Figure 6.7: Proposed LPCA based F function

computational time of the Camellia algorithm with LPCA based F function is 84 clock

cycles. Moreover, the LPCA based F function architecture has been implemented on ASIC

shown in Figure 6.7 utilize few logic elements compared to that of LUT based S-Box. As

a result, LPCA based F function architecture consumes less power and require small chip

area and hence this hardware realization is much suitable for WBAN applications.

6.4 Performance Comparison between LUT based S-Box of
F function, LPCA based F function

The cryptographic properties as discussed in Section 3.4, are taken into consideration

in order to examine security aspects of the proposed F function realization. The SAC

values achieved for the proposed F function realization have been plotted in Figure 6.8.

The best value observed for SAC is 14 for more than 18% of rules, which is clear from

Figure 6.8. The best observed value of SAC are at rules 62 and 125, shown in Figure 6.8.

The values NL of the proposed F function realization have been plotted in Figure 6.9.
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F function

Figure 6.8: Values of SAC with Different Rules

Figure 6.9: Values of NL with 256 Rules
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6.4 Performance Comparison between LUT based S-Box of F function, LPCA based
F function

Figure 6.10: Values CIB with Different Rules

Figure 6.11: Values of Entropy with Different Rules
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However, the value of NL varies from [0,109], it is observed that 15% of 256 LPCA has

high NL values shown in Figure 6.9. The best observed values of NL are at rules 21, 22, 65

and 67 shown in Figure 6.9. The observed values of entropy for the proposed F function

realization have been plotted in Figure 6.11. The entropy of LPCA F function varies from

[0,1], the best value observed is 0.99. The achieved value for LUT based S-Boxes of F

function has been depicted in the Table 6.3. The LPCA based F function in terms of

security with respect to entropy has been found better than that of LUT based S-Box of

F function. The best observed values of entropy are at rules 102, 103, 36 and 38 as shown

in Figure 6.11. The observed values of entropy for the proposed F function realization

are plotted in Figure 6.10. The CIB values of LPCA F function varies from [0,128]. The

CIB values less than 12 are for 33% of 256 LPCA rules as shown in Figure 6.10. The best

observed value of CIB are at rule 101, 103 and 135 shown in Figure 6.10. The performance

of LPCA F function in terms of security is comparable with that of traditional F function.

The comparative performance of proposed LPCA based F function and conventional

LUT based S-Box of F function in terms of level of security are shown in Table 6.3.

The LPCA based F function is flexible, dynamic in nature and also found that LPCA F

function provides enough level of security compared to LUT based S-Box of F function.

6.5 Proposed RCA2 based F function

In order to overcome the limitation discussed in Section 4.5, we have focused on RCA2

based architecture for F function which consumes low power dissipation. The basic func-

tion of RCA2 based F function in Camellia algorithm is to transform 64 bits input data

to another secret data. The output of proposed fundamental RCA2 structure is one bit

for a given input rule, shown in Figure 6.12. The F function operates on 64 bits, hence

64 basic cells shown in Figure 6.12 are interconnected.

The bits in registers R1 to R64 will function as control signals to the multiplexer M1-

M64. The input 64 bits are XORed with KL(64) and attained output bits are loaded into

register R1 to R64 using preset and clear signals. The 3 bits R64, R1 and R2 will act as a

control signals to M1. The bits R1, R2 and R3 control signals to multiplexer M2 and the
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Table 6.3: CIB, SAC, NL, Entropy values for LPCA based F Funtion and Standard Camellia
LUT S-Box using cryptographic properties

Rule No. No of Non- Entropy CIB SAC
time Steps Linearity

21 12 110 0.95 16 16

23 14 109 0.97 13 14

30 15 108 0.98 20 16

35 14 106 0.98 8 20

42 14 102 0.99 10 20

62 14 102 0.99 10 14

65 14 107 0.98 20 12

67 10 108 0.98 18 20

102 12 106 0.99 14 10

103 14 102 0.99 18 16

104 12 108 0.98 14 14

125 7 101 0.99 6 14

135 12 102 0.99 6 18

138 12 106 0.99 10 22

Hussain et.al NA 105 NP NP 16
[84] 96 NP NP 10

Clark et.al NA 90 NP 19 44
[85] 100 NP 24 48

Millan et.al NA 80 NP NP 16
[86] NP NP 18

Nedjah et.al NA 70 NP NP NP
[87] 102 NP NP NP

Standard Camellia
LUT S-Box of F function

NA
S1-Box 105 0.99 15 16

NA
S2-Box 109 0.99 13 12

NA
S3-Box 110 0.99 15 16

NA
S4-Box 111 0.99 14 14

* NA means not applicable

* NP means not provided
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Figure 6.12: Baisc Structure of RCA2 based F function

MUX M64 the control signal are R63, R64 and R1. The register K1 to K64 are used to store

the previous value of bits R1 to R64 as K1 to K64. The previous bit K1 is XORed with

the output of MUX M1, K2 is XORed with output of MUX M2 and similarly, the bits

K64 is XORed with output of MUX M64. The control logic comprises of 6 bit up counter

and a comparator. If the output value of counter is equal to the number of iteration in

time step, then the output of the control logic circuit goes high to enable the register (R3).

The total time taken for computing the F function depends upon the number of iterations

defined in the RCA2. The RCA2 based F function architecture shown in Figure 6.13. The

simulation results show that the RCA2 based F function architecture consume less power

and hence the proposed hardware architectures are applicable for WBAN applications.

6.6 Security analysis of LUT based S-Box of F function and
RCA2 based F function

The level of security provided by the proposed F function has been validated using the

cryptographic properties, such as, CIB, NL, SAC and entropy as discussed in Section 3.4.

It has been found that the value of SAC for RCA2 F function is 18 for rules 53, 55, 101,

102 and 103 shown in Figure 6.14, which is comparable with that of traditional LUT based

S-Box of F function. Moreover, we have also found that 20.45% out of 256 CA rules has

SAC value of 14.
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Figure 6.13: Proposed RCA2 based F function

Figure 6.14: Values for SAC of RCA2 based F function

The values of SAC achieved at rules 30, 57, 75, 86 and 98 have been presented in

Table 6.4. It has been observed that 58.782% out of 256 CA rules better entropy value

96

TH-1809_11610227



6.6 Security analysis of LUT based S-Box of F function and RCA2 based F function

Figure 6.15: Values for Entropy of RCA2 based F function

Figure 6.16: Values for NL of RCA2 based F function
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for RCA2 based F function than standard LUT based F function entropy values. The

observed values of entropy is 0.9914 at rule 57 and 99 as shown in Figure 6.15. It has

been observed that the value of NL is high for rules 45, 47, 116, 120 and 21.023% out of

256 CA rules have high value of NL, shown in Figure 6.16. The maximum value of NL

attained is 106 for RCA2 based F function, shown in Table 6.4.

Figure 6.17: Value for CIB of RCA2 based F function

It has been observed that the best values of CIB are at rules 30, 57 and 99 reported

in Table 6.4. For 58.458% out of 256 RCA2 rules have better value of CIB as shown in

Figure 6.17. The value of SAC, CIB, NL and entropy of RCA2 based F function along with

few reversible rules have been shown in Table 6.4. The RCA2 based F function is dynamic

in nature and more resistant to differential cryptanalysis so as to provide enough level of

security. The observed value using cryptographic properties for LUT based S-Box of F

function and proposed RCA2 F function to the existing works shown in Table 6.4 [84–87].

6.6.1 Architectural Design Comparision

The proposed architecture of Camellia algorithm with RCA2 based F function have

been implemented using Verilog, verified on FPGA board and simulation results are re-

ported in Table 6.5. The proposed RCA2 based F function for Camellia algorithm im-
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Table 6.4: Cryptographic Properties values for RCA2 based F function

Rule No Time Step NL Entropy CIB SAC

30 15 100 0.98 14 16

53 8 98 0.96 14 18

57 10 106 0.99 12 16

75 6 101 0.99 18 16

86 10 100 0.98 12 14

98 14 101 0.98 14 10

99 12 106 0.99 16 14

102 18 102 0.97 15 18

135 13 100 0.98 18 28

142 10 99 0.99 16 18

149 14 100 0.98 18 20

169 14 100 0.99 16 24

225 12 101 0.98 20 18

Hussain et.al NA 105 NP NP 16
[84] 96 NP NP 10

Clark et.al NA 90 NP 19 44
[85] 100 NP 24 48

Millan et.al NA 80 NP NP 16
[86] NP NP 18

Nedjah et.al NA 70 NP NP NP
[87] 102 NP NP NP

Standard Camellia
LUT S-Box of F function

NA
S1-Box 105 0.99 15 16

NA
S2-Box 109 0.99 13 12

NA
S3-Box 110 0.99 15 16

NA
S4-Box 111 0.99 14 14

NA means not applicable

NP means not provided
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plemented on FPGA consumes less hardware and low energy consumption compared with

reported designs [40, 41, 100]. The proposed RCA2 F function and LPCA F function

architectures with Camellia algorithm have been implemented using TSMC 0.18-µm tech-

nology (core voltage of 1.62 V) and UMC 0.13-µm technology (core voltage of 1.08 V)

under worst-case conditions at different clock frequencies using Cadence RTL Compiler.

The total time consumed to encrypt 128 bits plain text by Camellia algorithm is calculated

by Latency = Clockcycles×Timeperiod. However, the proposed RCA2 based F function

realization and LPCA F function, the number of iterations considered are 20 clock cycles,

therefore, the total time taken to encrypt 128 bits plain text by Camellia algorithm with

RCA2 F function and LPCA F function is 84 clock cycles respectively.

Table 6.5: FPGA Simulation results of Proposed Camellia Algorithm with RCA2 based F func-
tion

Camellia FPGA Slices Power Frequency Clock Energy
(mW) (MHz) cycles (nJ)

Kavun [100] XC3S50-5 321 NP 103 400 174

Yalla [40] XC3s50-5 318 NP NP 875 NP

Satoh [41] Virtex-E 2833 NP 55.30 18 NP
xcv1000E-8

Proposed Virtex-E 1758 1.59 500 84 31.80
Camellia algorithm

xcv1000E-8
* NP means not provided

Table 6.6: Hardware results of the Proposed Camellia algorithm with LPCA based F function

Camellia Tech Gates Power Frequency Clock Energy
(mW) (MHz) cycles (nJ)

Kavun [100] 0.13µm 4313 NP 253 400 NP

Akoi [42] 0.035µm 272,819 NP 10 NP NP

Satoh [41] 0.13µm 20,788 NP 327.87 22 NP
0.18µm 20,911 NP 222.22 22 NP

Wang [101] 0.065µm 4.6M NP 300 NP 23.90

Proposed Camellia 0.18µm 3128 1.24 10 84 10.416
algorithm

0.13µm 2783 0.76 10 84 6.384

* NP means not provided
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6.6 Security analysis of LUT based S-Box of F function and RCA2 based F function

Table 6.7: Synthesis results of Proposed Camellia Algorithm with RCA2 based F function

Camellia Tech Gates Power Frequency Clock Energy
(mW) (MHz) cycles (nJ)

Kavun [100] 0.13µm 4313 NP 253 400 NP

Akoi [42] 0.035µm 272,819 NP 10 NP NP

Satoh [41] 0.13µm 20,788 NP 327.87 22 NP
0.18µm 20,911 NP 222.22 22 NP

Wang [101] 0.065µm 4.6M NP 300 NP 23.90

Proposed Camellia 0.18µm 3328 1.96 10 84 16.464
algorithm

0.13µm 2986 0.85 10 84 7.14

* NP means not provided

It is clear from Table 6.6, that the proposed Camellia algorithm with RCA2 based

F function and LPCA based F function out performs in terms of power dissipation and

energy consumption compared with existing works. Although the power consumption is

not mentioned in [41], the gate count is much larger than the gate count required by the

proposed architecture. Hence, the proposed algorithm can be considered better than Satoh

et.al. algorithm [41]. The CFA based S-Box implementation on hardware is 2 to 5 times

faster than the LUT based S-Box. However, the CFA have gate count of 2 to 9 times more

than classical S-Box. Akash Satoh et.al. [41], presented LUT based S-Box for Camellia

where S1, S2, S3, S4 utilize 540, 560, 557, 562 gates respectively and CFA based S-Box

use 256 gates with 0.18-µm CMOS technology. The proposed LPCA based F function

consume 144, 168 gates using 0.18-µm and 0.13-µm technology libraries respectively. As a

result, the LUT based S-Box and CFA based S-Box architecture consume more power and

area [41]. In [92], the gates used for realization of CFA based S-Box and LUT based S-Box

are 696, 294 respectively with 0.11-µm technology, whereas, the proposed RCA2 based F

function utilize 184, 236 gates using 0.18-µm and 0.13-µm technology libraries respectively.

Simulation results show that the proposed LPCA based F function and RCA2 F function

architecture with Camellia algorithm when operated at 10 MHz clock consume power

of 0.76mW, 0.85 mW and energy consumption of 6.384 nJ, 7.14 nJ respectively shown

in Table 6.6 and Table 6.7, it is clear that there is decrease in energy consumption for
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6.7 Summary

proposed architectures compared with Wang et.al [101].

6.7 Summary

In order to overcome the limitation of traditional S-Box of F function used in Camel-

lia algorithm, we have proposed RCA2 based F function and LPCA based F function

architectures. Unlike the designs reported in [40–42, 100, 101], the proposed architecture

requires fewer logical components, hence results in low power dissipation. The security

issues of the classical LUT based S-Box of F function, LPCA based F function and RCA2

based F function have been examined using cryptographic properties and also found that

the proposed F functions give better performance than that of traditional LUT based

S-Box F function realization. The proposed architecture has been synthesized using Ca-

dence RTL Compiler to evaluate area, power and frequency of operation. The Camellia

algorithm with proposed LPCA F function and RCA2 F function architectures, operated

at 10 MHZ clock using 180-µm CMOS technology, consume power of 1.24 µW, 1.96 µW

and energy consumption of 10.416 nJ, 16.464 nJ respectively. Therefore, it has been ob-

served that Camellia with RCA2 based F function and LPCA based F function are an

ultra low power architectures, which are suitable for WBAN applications.
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7.1 Summary

Objective

In this chapter, the summary of contributions made by this thesis towards the develop-

ment of encryption algorithms for WBAN applications has been discussed targeting Low

power consumption and less energy dissipation. Future possibilities of research in this

field are also outlined.

7.1 Summary

The objective of this thesis work is to develop low energy consuming cryptographic

algorithms for WBAN applications. To achieve this, block cipher cryptographic algo-

rithms such as AES, Camellia have been taken into consideration, adopted in latest IEEE

Standard 802.15.6 for WBAN applications [3, 6, 7] .

(i) Evaluation of S-Box and Implementation using Composite Field Arthimetic:

In Chapter 3, the LUT based S-Box has been constructed using 30 different irre-

ducible polynomials including the AES standard polynomial. The study reveals that

the LUT based S-Box can be constructed using other polynomial equations. The

level of security provided by the construction of S-Box using different irreducible

polynomials has been verified with cryptographic properties. Moreover, the S-Box

has been constructed by CFA technique for standard irreducible polynomial in order

to reduce the gate count. The hardware realization of proposed CFA S-Box achieved

less hardware utilization and low power consumption compared to the classical S-Box

of AES algorithm.

(ii) Low Energy Architectures of S-Box for AES algorithm: In Chapter 4, the

theory of CA has been applied for the construction of S-Box. The S-Box architecture

for AES using PCA and RCA2 are discussed in this Chapter. The level of security

provided by the proposed S-Box has been verified using cryptographic properties,

namely, NL, CIB, SAC and entropy. Simulation studies also show that the proposed

S-Box architecture using PCA and RCA2 utilizes less hardware, enjoys low power

dissipation and less energy consumption.
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7.2 Contributions

(iii) CA based encryption algorithms: In Chapter 5, low power encryption algo-

rithms have been developed using HLCA and HRCA2. The security provided by the

proposed encryption algorithms has been examined using cryptographic properties.

(iv) Low Power Architecture of F function for Camellia algorithm: In Chapter

6, the F function architecture for Camellia encryption algorithm has been designed

using LPCA and RCA2. The F function using LPCA and RCA2 are more flexible

and dynamic in nature with low power dissipation capability compared to that of

traditional LUT based S-Box. Due to less energy consumption, the proposed archi-

tectures are suitable for WBAN application. The security provided by the proposed

F function against cryptanalysis has been verified using cryptographic properties

and it has been found that the proposed F function is secure enough against cyber-

attacks.

7.2 Contributions

The major contributions of the research work reported in this thesis include:

(i) The construction of S-Box is achieved using different polynomial equations and S-

Box has been implemented using CFA technique.

(ii) The architectures of S-Box have been implemented on hardware using PCA and

RCA2.

(iii) The low power encryption algorithms have been designed using HLCA, HRCA2 and

verified on hardware.

(iv) The F function architecture for Camellia algorithm has been designed using HRCA2,

LPCA and implemented on hardware.

(v) The hardware performance of the proposed architectures have been verified on FPGA

and ASIC using TSMC 0.18-µm, UMC 0.13-µm CMOS technology libraries.

(vi) The security provided by the proposed architectures has been examined using cryp-

tographic properties such as NL, CIB, SAC and entropy.
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7.3 Directions for future work

7.3 Directions for future work

Based on the outcome of this thesis work, this section provides the possible future

directions for research.

(i) The CFA based S-Box has been implemented on FPGA. Further, the CFA based S-

Box architecture can be implemented with different irreducible polynomial equations

in order to examine hardware utilization and power consumption.

(ii) The concept of CA has been used for the construction of S-Box for AES, Camellia.

Further, the proposed S-Box architecture can be investigated for implementation

with folding and pipelining techniques where high throughput is essential.

(iii) The proposed encryption algorithms using HLCA and HRCA2 can be realized using

folding, sub-pipelining technique for better performance. A thorough analysis is

required in order to implement these techniques.

(iv) The F function architecture of Camellia with RCA2 and PCA using folding and

unfolding techniques can be implemented for better performance .

(v) In this work, a set of cryptographic properties have been considered in order to

examine the security level of the achieved cipher text of encryption algorithm. A

better analysis can be developed in order to check the robustness of cipher text

against unauthorized attacks such as power analysis attack and linear cryptanalysis.
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