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Abstract

In any data storage system, the system should provide the data even in the presence of disk
failures. Coding theory is used to provide these features in Distributed Data storage systems. Locally
Recoverable codes (LRCs) are used to recover data from a failed node in distributed data storage
systems. LRCs with availability are proposed to provide accessibility to a disk by multiple users at
the same time.

In a locally recoverable code (LRC), any code symbol can be recovered by accessing at most r other
symbols (called a recovery set). In an LRC with awvailability, any information symbol has ¢ disjoint
recovery sets. As a first result in this thesis, we consider a new class of codes with availability, where
the It",1 < | < t disjoint recovery set for any information symbol has locality 7; and it is protected
by a local code of minimum Hamming distance at least §;. These codes are referred to as codes with
{(r1,01),...,(r,0¢)} availability. We derive an upper-bound on the minimum Hamming distance of
these codes. A family of systematic codes with information availability are constructed achieving
the bound with equality. We show that these optimal codes provide availability for any information
symbol even when some symbols are erased from its disjoint recovery sets.

Codes with availability ¢ allow us to access any code symbol simultaneously ¢ times using ¢ disjoint
recovery sets. Codes with availability that are studied in the literature provide availability only for
individual code symbols in the code. As a second result in this thesis, we consider a new class of codes
with availability. These codes provide availability for a subset of code symbols. These are referred to as
codes with multi-symbol availability. For this code, an upper-bound on minimum Hamming distance is
derived and optimal codes with information multi-symbol availability have been constructed attaining
the bounds with equality.

For codes with availability ¢ that are studied in literature, the disjoint recovery sets are fixed.

This restriction imposes limitations on the construction of optimal codes. Hence optimal codes with

TH-2762_136102027
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availability do not exist for many parameters. As a third result in this thesis, we define codes with
availability, where the disjoint recovery sets for a code symbol are not fixed. One can choose ¢ subsets,
each consisting of any r code symbols to provide availability for a code symbol. We derive an upper
bound on the minimum Hamming distance of this code and provide optimal code constructions.

We show that usage of these codes in distributed storage blockchain with Local secret sharing
scheme can increase the ability of the system to recover the transaction even when a large number of
nodes fail in the system. It is shown that this node failures is almost equal to the case in traditional

blockchain.

Keywords: locality, availability, multiple local recovery, minimum Hamming distance, Distributed

storage systems, locally recoverable codes, multiple local erasure correction, blockchain.
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1. Introduction

1.1 Introduction

Distributed Storage systems of large scale are used to store the data on the cloud. They are found
in practice [1,2]. Recovery from several failures is now common in these storage systems rather than
an exception. Along with the recovery, the storage system should provide high data availability to
ensure that many users can access the same data simultaneously. These features are desirable for
users who want to store and retrieve their data in a distributed data storage system.

To design a system providing these features, redundant information must be introduced into the
system. This is achieved by encoding the data using codes. These codes are designed and studied in
communication theory for recovery of errors and erasures that arise during transmission and storage
of data. Since a node failure in a distributed data storage system can be viewed as an erasure, coding
theory has interesting applications in this area.

Data replication i.e., where a node is replicated is a popular technique for data recovery. For each
node, there will be n — 1 other copies of it. This is called as nX replication. It is obvious that a large
amount of storage is needed to store the data using replication. For example, if there are 10 nodes
and if 3X replication is used, then each node has two other distinct copies of it in the system. The
total number of nodes is 30 and the storage overhead is 200%.

It is desirable to use a scheme with smaller storage overhead and at the same time providing similar
resiliency against failures as a replication based system. This can be achieved using coding techniques
developed in coding theory. Facebook uses a Reed-Solomon code [3] to achieve this. A Reed-Solomon
code is an erasure code, where it recovers the data stored in the presence of erasures. Reed-Solomon
code is a class of MDS code, where any k out of the n code symbols can be used to recover the k
message symbols. A (14,10) Reed-Solomon code is used in Facebook, where it has 10 data nodes and
they are encoded into 14 nodes. The storage over head here is 40%. Redundancy and reliability can
be improved with erasure codes in distributed data storage.

When a failed node occurs in a distribute storage system and it needs to recovered, during the

recovery process, the following questions need to be answered:
(1) How many nodes should be contacted in the system to recover the failed node ?

(2) How much data should to be downloaded from these nodes ?

TH-2762_136102027




1.2 Problem statements

Using a [n, k, d] MDS code, to recover a failed node, the system needs to access k other nodes and
recover all the k information nodes and choose the data that is stored in the failed node. This is a
wastage of the system resources, as the system needs to access more nodes and the system needs to
read and write more data to recover one failed node.

There are two classes of erasure codes providing recovery techniques for a node failure in the
literature.

Regenerating Codes: These codes are introduced in [4]. We request the reader to refer [5] for a
detailed survey. Regenerating codes use the concept of sub-packetization. Each packet is composed of
few sub-packets. When a node storing a packet fails some or all of the other nodes send in some of their
sub-packets for recovery. This system is evaluated by the total amount of data that is downloaded to
repair a failed node. This is called as repair bandwidth. Regenerating codes can decrease the repair
bandwidth significantly. However, based on the experiences of data centers, accessing less number of
nodes is more desirable in case of repairing a failed node.

Locally Recoverable Codes (LRCs):These codes allow the system to recover the failed node,
by accessing fewer other nodes (at most r) [6]. Since data is read from fewer disks, these reduce the
disk I/0O. It is extremely useful for the information symbols to have small locality. Windows Azure,
the cloud storage service provided by Microsoft uses a locally recoverable code [7]. Let’s say a code
symbol has locality r in an [n, k,d] LRC denoted by C. This code symbol along with its recovery set
will be in a sub code of C. This sub code is called as local code. The LRCs where each local code has
minimum Hamming distance at least § and locality r are studied in [8]. These codes are called codes
with (r,9) locality.

Locally Recoverable codes with availability: Codes with availability are defined in [9]. In
these codes, any code symbol has t disjoint recovery sets. This allows us to recover any code symbol
simultaneously ¢ times. This is needed because, there will be some data which is very important and

has to be accessed very frequently (called as hot data).

1.2 Problem statements

We address three problems in this thesis, which are described below. We specifically consider codes

with locality and availability.

(1) Codes with availability allow us to recover more erasures locally [9]. However, it is shown that

TH-2762_136102027




1. Introduction

1.3

the number of disk reads is high. So an interesting problem is to construct codes with availability,

that can recover multiple erasures locally, with fewer disk reads.

The construction of optimal codes given in [9] are constructed with exactly one parity symbol
in each local code. These codes are optimal with respect to an upper bound on the minimum
Hamming distance (d <n —k+1— [%1 +t) for codes with availability which is derived in [9].
In these codes, for any information symbol, if there is an erasure in one of its recovery sets, then
availability property for that information symbol is reduced as this recovery set cannot be used
for accessing the information symbol. If there is an erasure in each of its recovery sets, then the
availability property for that symbol is lost. There will not be availability for this information
symbol. We investigate if availability property can be provided even when some symbols are

erased in a local code.

Codes with availability are studied in literature, where availability is provided for individual
code symbols of the codeword. If availability is provided for a subset of code symbols, then
one can access the subset of code symbols simultaneously ¢ times, with the same locality. We

investigate if availability can be provided to a subset of code symbols in the local code.

Codes with availability are studied in literature, where availability is provided for a code symbol
using a fixed set of symbols i.e., it has a fixed recovery set. A code symbol can be recovered by
only that set. These codes need membership matrices, which are special matrices that describe
the disjoint recovery sets for the set of information symbols. Membership matrices are difficult
to construct. Due to this, optimal codes do not exist for a lot of parameters. We investigate if
a code symbol has dynamic recovery sets i.e., it can be recovered from any r other symbols in a

local code.

Results presented in this thesis

The solutions for the problems described in section 1.2 are proposed in this thesis. A brief descrip-

tion of the results are given here.

1.3.1 Availability with different localities and multiple local erasure correction.

We consider a new class of codes with availability. These codes are referred to as codes with

{(r1,61), -+, (r, ;) } availability. These codes provide availability ¢ for the information symbols. The
TH-2762_136102027




1.3 Results presented in this thesis

It 1 <1 < t disjoint recovery set for any information symbol is protected by a local code with locality
r; and minimum Hamming distance at least d;. We show that using these codes, the disk reads can
be reduced for recovering more erasures locally. An upper bound on its minimum Hamming distance
is derived. Optimal codes are constructed achieving this bound with equality. This construction is
based on pyramid code construction.

The optimal codes have an interesting property. We show that these optimal codes provide avail-
ability ¢ for any information symbol even in the presence of any §; — 2 code symbol erasures in each
of the disjoint recovery sets of that information symbol.

These results are published in IEEE Communication letters and in conference proceedings SPCOM,

2018 and 2020.
1.3.2 Availability for multiple code symbols.

In this class of codes, availability is provided for a subset of information symbols called as multi
symbol sets. The size of each multi symbol set is p, p < r. Each multi symbol set can be recovered by ¢
disjoint recovery sets. Each local code in this code is protected by a local code of minimum Hamming
distance at least §, 6 > p+ 1. An upper bound on its minimum Hamming distance is derived. Setting
p = 1, we get the bound for the case when any information symbol has availability ¢ and any local
code is protected by a local code of minimum Hamming distance at least d. Setting p =1 and § = 2
will give us a bound derived in [9]. This result is accepted for publication in IEEE Communication

Letters.
1.3.3 Availability with dynamic recovery sets.

We study codes where the disjoint recovery sets are dynamic in nature for any code symbol i.e.,
any subset of r code symbols in the local code will be able to recover the code symbol. We derive
an upper bound on the minimum Hamming distance of these codes and show that (r,d) codes can be
used to construct optimal codes.

Distributed storage blockchain systems are studied in [10-12]. We show that these codes (availabil-
ity with dynamic recovery sets) increase the ability of the system to recover the transaction even when
a large number of nodes fail in the system. The traditional blockchain distributed system also has this
property. The traditional blockchain distributed system can recover the transaction, when a certain

number of nodes fail (Say X) [12]. We show that when the parameters are chosen appropriately, the
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1. Introduction

distributed storage blockchain system can also recover the transaction, when the number of nodes

failed are almost equal to the traditional blockchain system (i.e. X number of node failures).

1.4 Thesis Organization

The thesis is organized into six chapters. The summary of each chapter is briefly outlined as
follows:

Chapter 1: In this chapter, an introduction of distributed data storage system is provided. The
problems that are studied in this thesis are introduced and a summary of the solutions is provided.

Chapter 2: In this chapter, a detailed review of literature is provided. Coding techniques for
distributed data storage system are introduced in detail.

Chapter 3: In this chapter, we have introduced a class of codes with locality and multiple local
erasure correction property. We have derived an upper bound on the minimum Hamming distance for
these codes. A construction for optimal codes satisfying the bound with equality is given. We explain
the properties of these codes using examples.

Chapter 4: In this chapter, we define a new class of codes which provide availability to subset of
information symbols rather than a single code symbol. We derive an upper bound on their minimum
Hamming distance. A construction for optimal codes is given.

Chapter 5: In this chapter, we study codes with availability where the ¢ disjoint recovery sets
for any code symbol are dynamic in nature. i.e., the code symbol can be recovered by any set of at
most r other code symbols in the local code. We derive an upper bound on the minimum Hamming
distance of these codes. We provide the applications of these codes to distributed storage blockchain
system.

Chapter 6: In this chapter, a summary of the results presented in this thesis is provided and

future work is discussed.
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2. Literature Review

2.1 Introduction

A large number of hard drives are used to store data in a distributed data storage system. The
components in the storage system are always not reliable. It is shown in [13] that the reliability is

very low. There are two common failure scenarios [7]:

(1) Degraded Read : A machine is down or slow or is in an upgrade. It is temporary unavailability

of data.

(2) Disk failure : The hard drive failed. It needs to be replaced with a new hard drive and the data

(on the failed drive) should be recreated on a new drive.

A single node failure is very common in a distributed storage system. One of the most used
technique for data reliability in storage systems is replication. In replication, the system stores many
copies of the data. For each data node, there will be n — 1 other copies of it. This is called as nX
replication. Replication schemes require more storage space than the original data (the data that
needs to be stored) itself, thus increasing the storage overhead. This increases the cost of hardware
and also the cost of maintenance of the data center.

To reduce the storage overhead, erasure codes are used in data centers. In these codes, the data is
split into k fragments. These k fragments are encoded into n fragments and are stored on n disks (or
nodes). Generally, maximum distance separable (MDS) codes are used. With MDS codes, all the k
data fragments can be recovered, even when any n — k nodes (fragments) fail. A comparison of these
two schemes are explained using an example, which is given below.

Example: Consider a data file that needs to be stored on the cloud. The data file is split into
two fragments that are stored in two data nodes X and Y. These two data nodes are stored using a
2X replication scheme and a (4,2) MDS erasure code. So, the storage overhead is same. The schemes
are illustrated in the Fig. 2.1.

Replication: In this scheme, two copies of each of the two data nodes are stored. So, the total
number of nodes is four. The four nodes are ordered from top to bottom. In this system, if node 1
and node 3 or node 2 and node 4 are lost, the data can still be recoverable as one can still access X
as well as Y.

But if node 1 and node 2 are lost, then the data node X is lost completely in the system and it

cannot be recovered. Similarly if node 3 and node 4 are lost, then the data node Y is lost completely
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2.1 Introduction

. A (4,2) MDS
Replication ERASURE CODE

X | DATA FILE] X

- i
J/ Split J/

Figure 2.1: Replication and Erasure Coding

in the system and it cannot be recovered.

A (4,2) MDS Erasure code: Using the two data nodes, two more parity nodes which are dependent

on both of these nodes are created and stored in the system. The total number of nodes is four. Due
to the MDS property, this system can withstand any two erasures i.e., both the data nodes can be
accessed when any two nodes fail.

It is obvious that, with the same number of nodes, erasure codes already present an advantage
regarding data recovery in the presence of arbitrary node failures. In general, to achieve the same fault
tolerance, erasure codes require less number of nodes than replication. Also note that MDS codes are
too costly for maintenance.

This motivated to design storage systems based on erasure coding schemes (e.g. Ocean store [14]),
to reduce the storage overhead. The most predominantly used erasure coding scheme is RAID [15].
The disk I/0O is very high in erasure coding schemes. This is because, to recover the data in a failed
node, more disks need to be accessed and the system needs to read data on all of these disks. This is
called as a repair problem.

The Repair problem: To repair using an [n, k,d] MDS code, the machine reads data from k

other nodes. From these k nodes, the system reconstructs the entire file. This means the system needs
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to access a number of nodes and read the data from all of these nodes, to recover data at a single
failed node. To recover data from a failed node, is it needed to reconstruct the entire file ?
Three metrics are used to quantify the repair efficiency of a system in case of failure of a single

node [16]:

(1) Repair Bandwidth: The amount of data communicated in the network to complete the repair

of the failed node.
(2) Disk I/O: The amount of data read from/written on physical hard drives.
(3) Locality: The number of nodes needed to participate in the repair process.

In Erasure codes, the repair bandwidth is extremely high as we need to download all the data from
the k£ nodes. This naturally increases the disk I/O of the system.

There has been considerable interest in designing codes satisfying each of these metrics. Regen-
erating codes [4] deal with reducing repair bandwidth. Codes that deal with disk I/O are studied

in [17,18]. Codes that deal with locality are studied in [6,19-22].
2.2 Notations used in this thesis

Let C be a linear [n, k,d] code and G be a generator matrix of C. A set of k columns of G that
are linearly independent is indexed by the set Z C [n]. Note that the set of columns of G indexed by
7 is a basis for the column space of G. The n symbols of a codeword ¢ in the code C are indexed by
the set [n] = {1,2,...,n} and we write ¢ = (¢1,c2,...,¢,). The k information symbols are indexed
by i and ¢ € [k]. A punctured sub-code of C denoted by C|g is obtained by restricting the codeword
to the code symbols indexed by the set S C [n] and the generator matrix of C|g is given by G|g. The
support of a punctured code is the subset of co-ordinates at which the punctured code has a non-zero
entry. The dimension of C|g is denoted as dim(C|g). The column space of G|g is denoted as col(G|g).

The cardinality of a set X is denoted by |X|. The union of disjoint sets is denoted as |4.

2.3 Regenerating codes

As mentioned earlier, the efficiency of the repair process is studied by three metrics. Regenerating
codes aim to minimize the repair bandwidth. Before discussing regenerating codes in detail, we

introduce the types of repair. There are three types of repair process of a failed node [5]:
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(1) Exact Repair : The data in the failed node is regenerated exactly in the new node.

(2) Functional Repair: The data in the new node can be different to the data in the failed node as

long as MDS property in the system is maintained.

(3) Hybrid Repair: The systematic nodes are exactly repaired and the parity nodes are functionally

repaired.

(A) Information Flow graph model for Functional Repair:

! s
S W
as 2
~.—>Nlour

~

Figure 2.2: An example of Information flow graph with the cut.

The functional repair problem can be represented as multicasting over information flow graph,
as shown in [4]. The information flow graph describes how information flows through a distributed
storage network as failed nodes are discarded and new nodes are added into the network. An example
of the information flow graph in given in Fig. 2.2.

This information flow graph is for a (4,2) MDS code. The node, Data Source (DS) corresponds to
the source of the data file. This is a virtual node (a node that does not exist in real, but is assumed
to exist for analysis). Let the data file be of size B = 4 blocks. Each node stores a = 2 blocks. Hence
this code can be seen as a vector code (a code where each code symbol is a vector). The four storage
nodes are N1, N2, N3, N4. Each storage node is denoted by two nodes in the graph. For example, the

storage node N1 is denoted by two nodes N1;5 and N1pyr with an edge of capacity a in between
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them . Since the code is MDS, the file can be reconstructed by a data collector (DC) by accessing any
2 nodes. DC is also a virtual node.

When a node fails, the objective is to reconstruct the data that is in the failed node on another
disk. For example, let N4 be the failed node in the system. The system needs to create a new node
N5 and recreate the data on it such that, the MDS property of the code is still satisfied. N5 should
download the minimum amount of data S from each of the other nodes and it should store o = 2 two
symbols.

As mentioned earlier, the functional repair problem can be viewed as multicasting problem, where
the source DS is multicasting the file to all possible data collectors.

It is shown in [5] that the maximum multicast rate is equal to minimum-cut capacity of the network
connecting the data source and a data sink. It is also shown that this capacity can be achieved using
linear network coding. So, to obtain this rate, a cut analysis of the information flow graph is done.

(B) Cut Analysis of the Information flow graph: For the information flow graph in Fig. 2.2, N5,y

connects to d = 3 active nodes to reconstruct the data. It downloads S blocks from each of the active
nodes. The minimum value of 8 is to be determined. Since, the data collector needs to access the
entire data, the minimum cut of the graph should be at least the file size B = 4. The min-cut of this

graph is a + 28. So,

a+26>4

B=>1
Since there are d = 3 nodes from which the data is downloaded, the repair bandwidth is
vy=dp =3.
The terminology is introduced below.

(1) B: size of the file to be stored in the system.

(2) n: total number of nodes in the system.

(3) k: total number of information (message) nodes in the system.

(4) d: number nodes that participate in the repair process.

(5) «: amount of data stored in each node.
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(6) B: amount of data downloaded by the new node from each of the d other nodes for repair. And

B < a.
(7) ~: repair bandwidth, where v = dj.

It was shown in [4] that in order to repair the failed node, the parameters of the code to be designed

must necessarily satisfy,
k—1

B <> min{a, (d—i)B}.

i=0
While it is desirable to minimize both « and [, it is evident that both cannot be minimized

simultaneously. There exists a trade-off. Minimizing « first and then minimizing 3, will give one
extreme point of the trade-off, called as Minimum Storage Regeneration (MSR) point. At MSR point

we have

15
k

o =

B
B:kw—k+n'

Minimizing g first and then minimizing o, we have the other extreme point in the trade-off, called

as Minimum Bandwidth regeneration (MBR) point. At MBR point, we have

4= 28
 k(2d—Ek+1)
28
= d—kin 9

It is shown [4] that 7 is minimized when d is maximum i.e.,
de=g L.

The minimum value of v at MSR. point is given by

Similarly, the minimum value of v at MBR point is given by

2B
2kn — k2 — k’
In practice, functional repair is not preferred in storage systems. This is because, the code changes

every time a node is repaired and this new information must be shared with all the other nodes in
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the system. Since failures are frequent, this has to be done frequently. A systematic code with exact
repair is extremely useful in practical applications. Hence, exact repair is of extreme interest.

Codes with exact repair at MSR and MBR points are constructed in [23]. The non-existence of
codes with exact repair at all points except at the MSR point, MBR point and a point next to MBR
point is shown in [24]. An outer bound for the trade-off for exact repair codes is derived in [25].
For the regenerating code with parameters (n = 4,k = 3,d = 4), the exact repair trade-off region is
characterized in [26]. It is is established in [25,26], that the trade-offs for functional repair and exact
repair are separate, except for the MSR point, MBR point and a small region, immediately next to
MSR point.

Explicit constructions for codes with exact repair are given in [17,23,27-29]. For all (n, k,d), the
existence of MSR codes for n > d > k is given in [30]. Explicit constructions for MBR codes for all
(n,k,d) is given in [23]. A class of MBR codes called as repair-by-transfer MBR codes are constructed
in [29]. They are referred to as repair-by-transfer MBR codes because, repair is done only by data
transfer without any computations. The implementation of regenerating codes in distributed storage
settings is studied in [31-33]. The performance evaluation of regenerating codes for distributed storage
systems is studied in [31-33]. Codes with piggybacking framework to reduce repair bandwidth are
studied in [34].

Regenerating codes are a class of vector codes over a vector alphabet F"

, for some m. If m = q,
then regenerating codes may be considered as array codes in which a codeword is an array of size
(m x n). A survey on array codes is found in [35]. The applications of array codes in storage systems

are discussed in [36-38].

2.4 Locally Recoverable codes

In regenerating codes, to achieve the minimum repair bandwidth « to repair a failed node, the
system should read all the data from all the remaining d = n — 1 nodes. So, the disk I/O is extremely
high.

This problem was addressed in [39] by Huang et.al. Without formally coining the term ”locality”,
a code with locality is constructed in an attempt to reduce the number of nodes accessed in repairing a
failed node. Two classes of codes: pyramid codes and generalized pyramid codes [39] are constructed.

Codes with locality allow us to recover a failed node in distributed systems using a few other nodes.
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Pg Pc

Global Parity Symbols

[ — el R ——

Local Code Local Code

Figure 2.3: An example of a Locally Recoverable code with information locality.

These codes are referred to as Locally Recoverable codes (LRCs). This reduces the disk reads needed
for the repair of a failed node. In an LRC any code symbol can be recovered by at most r other code
symbols (called as a recovery set).

These codes are a sub-class of much general class of codes called locally decodable codes. Locally
decodable codes are introduced in [40]. These are studied further in [41-44]. In a r—query locally
decodable code, any message symbol can be recovered by r other symbols, even when 10% of code
symbols are lost in the codeword. In other words, locality is provided even when significant number
of code symbols are lost. For LRCs, locality is provided for a single failure.

The codes used in distributed data storage systems should have high rate, low locality and a large
minimum Hamming distance. Gopalan et.al. carried out an in-depth study of the relations between

these parameters in [6].

Definition 2.1 (Locality [6]): The i** code symbol ¢;, 1 < i < n, of an [n, k, d] linear code C over the
field I, is said to have locality r, if this symbol can be recovered by accessing at most r other code

symbols of the code C.

Definition 2.2 (Local code): Consider a code symbol that has locality  in an [n, k,d] code C. This
code symbol along with its recovery set will be in a sub code of C. This sub code is called as local

code.
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T - (O e — — & -, _ _ E _&

Local Code Local Code Local Code

Figure 2.4: An example of a Locally Recoverable code with all-symbol locality.

Definition 2.3 (Information locality [6]): If the information symbols have a locality r then such codes

are referred to as LRCs with information locality.

Codes with information locality are referred to as (r,d) codes in [6], where d is the minimum

Hamming distance of the code.

Definition 2.4 (All-symbol locality [6]): If all the code symbols have locality = then the such codes

are referred to as LRCs with all-symbol locality.

An example of an LRC is described in Fig. 2.3. In this code, mq,- -+ ,m4 are the information
symbols and Pg1, Pgo are the global parity symbols. The symbols my1, mo, Pr1 form a local code as
any symbol can be obtained as a linear combination of the other two. Similarly mgs, m4, Prs also
form a local code. As only the information symbols has this locality property, this is a code with
information locality.

Similarly, the code described in Fig. 2.4 is a code with all-symbol locality as it can be easily
observed that all the code symbols have this locality property with locality » = 2. An upper-bound
on the minimum Hamming distance of an [n, k, d] code with (r, d) locality is derived in [6].

In the derivation of an upper-bound on the minimum Hamming distance of these codes, the

following lemma, is used.
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Lemma 2.5 ( [6,8]): The minimum Hamming distance of an [n, k, d] code with generator matrix G
is given by
d<n-—|T|

where T' C [n] is a set of largest cardinality such that, rank(G|r) < k — 1.
Theorem 2.6 ( [6]): For any [n, k,d] linear code over F, with information locality r, the minimum
Hamming distance is upper-bounded by

i [] s o

An (r,d)-code C is optimal, if its parameters satisfy equation (2.1) with equality.

Code constructions that meet the bound with restrictions for information locality are provided
in [6]. They also show the existence of codes with all-symbol locality. LRCs are used in “Windows
Azure Storage (WAS)”, a cloud service provided by Microsoft [7].

Advantages of LRCs: Since the locality r is small 1 < r < k, the system needs to read the data
from r other nodes. For MDS codes, the data has to be read from k nodes. For regenerating codes,
the data has to be read from n — 1 nodes. Since r < k < n — 1, the disk I/O can be reduced using
LRCs, as fewer disks need to be accessed.

The codes studied in [6] are single parity check codes. The idea of locality is extended to more
general codes in [8]. These codes can recover more erasures locally. These codes are referred to as
codes with (r,d) locality. LRCs with (r,¢) locality can recover a failed node from r other nodes even
in the presence of § — 1 erasures. The codes are extremely useful for recovering multiple failures in a

distributed storage system.

Definition 2.7 ((r,6) code symbol locality [8]): The i" code symbol ¢;,i € [n] of an [n, k,d] code

with the generator matrix G has (r,d) locality, if there exists a subset Q(i) C [n], such that,
(1) i € Q(i) and |Q(7)| <r+6— 1.
(2) Clg) is a code with minimum Hamming distance at least ¢.

Note that dim(C|g;y) < r. The following definition is for information locality.

TH-2762_136102027

17



2. Literature Review

Definition 2.8 ((r,d) information locality [8]): An [n, k,d] code C is an (r,d) code with information
locality if it has punctured sub codes C(j),j € M with supports Q(j),j € M, such that for all 7 € M

we have

i) QU <r+d—1.

(ii) Clg() is a code with minimum Hamming distance at least 4.
(iii) Rank(Gly,.qe) =k

Here M is the index set of local codes of the code C. Note that if | J;c\ @(j) = [n], then code is

a code with (r,d) all-symbol locality.

Theorem 2.9 ( [8]): For any [n, k,d] linear code over with (r,d) information locality , the minimum

Hamming distance is upper-bounded by
k
dgn—k—i-l—([—-‘—l)(é—l). (2.2)
T

Optimal codes with information locality for equation (2.1), equation (2.2) are constructed using
the pyramid code construction [39] in [6, 8] respectively.

For both the classes of codes discussed so far, the locality r is the same for any code symbol.
However, due to storage networks being non-homogeneous, interest in the case where different nodes
have different localities has increased recently.

In some storage systems, there might be some important information symbols which are frequently
accessed. This data is called as hot data. When a node containing hot data fails, it should be repaired
very quickly. Hence, hot data should have smaller locality. Less important symbols can have a different
locality. This can be achieved by having smaller locality for hot data and larger locality for other data.

Linear codes, in which, different subsets of symbols possess different values of locality are studied
in [45]. They are referred to as codes with unequal locality. The unequal information locality is

characterized by the notion of information locality profile [45].

=

Definition 2.10 (Information locality profile [45]): For a [n, k, d] systematic code C, the information

locality profile of C is defined as a vector Ky,

KI: (kla"' akr)v TSk’ ng] Sk’ vj = [T]
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Here k; is the number of information symbols of locality j. The length of the vector K is r. Here

ke > 1and 0 kj = k.

Theorem 2.11 ( [45]): For an [n, k, d] linear code with information locality profile K; = (k1,--- , k),

the minimum Hamming distance is upper bounded by

dgn—k—gﬁ;j-‘+2. (2.3)

The authors also define locality profile for unequal locality for all the code symbols and a upper

bound on the minimum Hamming distance for unequal locality for all symbol is also derived.

Definition 2.12 (All-symbol locality profile [45]): For a [n, k,d] systematic code C, the all-symbol

locality profile of C is defined as a vector ny,

>
INA
&
[an)
IN
S
INA
S
&
m
=

np: (nlv"' an’f)

The length of n; is 7 and

Theorem 2.13 ( [45]): For an [n, k, d] linear code with all-symbol locality profile n, = (n,--- ,n;),

let
(1) 77 = max{l <i<r: Y0 (n; - [J%b <k}
(2) r=min{r/+1<j<7:n; >2}

Then the minimum Hamming distance of this code is upper-bounded by

dgn—k—ﬁ[jzjlw_ k_zzﬂ(:j_mib +2. (2.4)

Here the unequal locality is defined only for conventional locality i.e., locality with only one parity
symbol. This is extended to (r,0) locality in [46].
Cadambe and Mazumdar gave an upper bound on the minimum Hamming distance [47] that

depends on the size of the alphabet being used.
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LRC type Upper bound Comments
(r,d) code [6] d<n-—k-— [ﬂ + 2. A bound for LRC’s
with

single parity symbol

(r,0) code [§] d<n—-k+1-— ([ﬂ —1)(6—1). A bound for LRC’s with
(r,9) locality.

LRC’s with unequal d<n—k— Z ] This bound is for
E=S0_ (ny
locality [45] — { ) _1(7:] i -‘ all symbol locality
Field size k< m%n [tr + kS (n —t(r+1),d)], ¢=|Q|, | Binary simplex codes
teZ+
dependent bound [47] kap(n,d) = max(%l(’;l) are optimal.

Table 2.1: A summary of the literature for locally recoverable codes .

Definition 2.14 ( [47]): For a code with length n, minimum Hamming distance d, over a field size ¢,

its largest possible dimension is given by

loglcl)

q
k log q /"

opt

(n,d) = max(

The maximization is over all possible n—length codebooks, with minimum Hamming distance d,

over some alphabet Q, where |Q| = gq.
The field size dependent upper bound [47] is given below.

Theorem 2.15 ( [47]): For an [n, k, d] code with locality r over alphabet Q,

k< tlé%ri [tr—f—kopt( t(’l“+1),d)], q= |Q| (25)

The minimizing value of ¢, given by ¢* should satisfy

o[22 1)

It is shown that the binary Simplex codes satisfy this bound with equality [47].
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Table 2.1 summarizes the different variations of LRC’s, their parameters and their upper bounds
on the minimum Hamming distance.

A family of optimal locally recoverable codes with all-symbol locality are constructed in [16]. This
construction is based on polynomials. Construction of LRCs with information locality is studied in
detail in [39]. LRCs are studied in [19,48-51]. The connections between locally recoverable codes
and matroid theory are discussed in [21]. Locally recoverable codes over smaller finite fields are
constructed in [52-54]. Locally recoverable codes are defined for non-linear codes in [55]. It is shown
that a systematic non-linear code obeys the same upper-bound on the minimum Hamming distance
as given by equation (2.1). It is also shown that for optimal codes, the locality constraints must be

reversible.
2.4.1 Optimal Code Constructions

(A) Polynomial based Optimal All-symbol LRC'’s:

Construction 2.16 ( [16]): The idea behind this construction is given first and then the construction
is formally given. This is a generalization of Reed-Solomon codes.

In Reed-Solomon codes, the message polynomial m(z) of degree k — 1 is constructed by using the
k message symbols (mg, -+ ,mg_1), where m(x) = Zf:_ol m;a®. This message polynomial is evaluated
at n distinet points (x1,- -+ ,x,) and the evaluations are stored as a vector (m(z1),--- ,m(zy)), which
is the codeword. If a symbol in the codeword is lost, then using k other code symbols, the polynomial
m(x) is reconstructed using polynomial interpolation and the lost symbol is recovered by evaluating
the polynomial at the evaluation point for that location.

The construction is given for § > 2. The minimum Hamming distance of the codes constructed
using this construction is given by equation (2.2).

The encoding polynomial f.(x) is of degree k — 1+ ( (ﬂ —1)(d —1). The decoding polynomial (for
local decoding) is d(x) and the degree of d(z) is r — 1. If a code symbol is lost in a local code, then
using r other code symbols in the local code, the decoding polynomial d(x) is constructed. This is
obtained using polynomial interpolation. Using d(z), the lost code symbol is recovered. This is local
recovery.

For example, in Fig. 2.5, let r = 2. Let a1,a9,a3 € {x1,--- ,x,} and fc(ay), fe(az), fe(a3) form a
local code. Say, f.(a1) is the code symbol that is lost in the code. Since locality is 2, the local decoding

polynomial is of degree 1. So using two code symbols d(az2) and d(as), the decoding polynomial d(z)
TH-2762_136102027
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Figure 2.5: An example of a optimal code construction with all-symbol locality.

is re-constructed by polynomial interpolation. Obtain fc(a1) as d(a;). This is because, due to the
nature of this construction d(a;) = fe(a;), 1 =1,2,3.
LRCs with all symbol locality [16]: Choose n such that r +6 — 1 | n and r | k. Consider a set

of points A C F, such that [A] = n. Split A into ;75— subsets {A;, As, -+, A_n_}, such that

r+6—1

Al =r+06—1, Vi=1,--, 5. Here A =J;*77" A;. A polynomial g(x) is defined satisfying the

following conditions.
(1) degree(g(z))=r+d—1
(2) Let g(z) is constant for any x € A; i.e., g(x1) = g(x2), for any x1,z2 € A;.

The message vector is given by m = (m;;,i = 0,---,r =1, j = 0,--- ,é — 1). The encoding

polynomial is

r—1
fo(x) = filw)a’, (2.6)
=0

kg

r

filw) = mijlg(x)). (2.7)
j=0
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The code C is the collection of the vectors

C={(fe(a),a € A)}. (2.8)

Recovery of Erased symbol: Let o € A; be the failed node. To recover a failed node f.(a)
locally, the decoding polynomial d(x) is determined by considering any r evaluations of fe(z) from the

set A; \ a. The decoding polynomial is defined as

r—=1
d(z) =Y fila)a'.
=0

This d(z) is determined using polynomial interpolation over these r points. The failed node is

recovered as d(a). This is because, due to the nature of this code construction, for any o € A;,

d(a) = fe(a)'

Setting 0 = 2, will give the construction for an optimal code satisfying equation (2.1) with all-

symbol locality.

Optimal codes with all symbol locality are constructed using Gabidulin codes in [50,51]. Gabidulin
codes are introduced in [56]. Gabidulin codes are an example of rank-metric codes [57]. Decoding
algorithms for Gabidulin codes are studied in [58].

(B) Construction of Optimal codes with all-symbol locality using Gabidulin codes
[50,51]:

Introduction to Gabidulin codes: Optimal codes with all-symbol locality are constructed

in [50,51] using Gabidulin codes. Consider a finite field F, =, which is an extension field of the base

field F,. For any a € F m, there exists a vector (a1, g, ,am)’ € [Fy* such that

m
o = E aibi.
J=1

Here b1, --- , by, are a fixed basis vectors of Fym.

For a vector v = {v1, -+ ,un} € Ff]\fw, its matrix representation V of size M x N over I, has the

vector (v;1,--+ ,v; a)T in its 4" column. The rank of the vector o is the rank of the matrix V over
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F,. The rank distance for any two vectors v,u € F éVM is defined by
dr(v,u) = rank(V — U).

The message vector m = (my,--- ,mg) € IF;?W, is used to determine the encoding polynomial

K .
f(z)= Zmz 207
i=1

Consider N linearly independent points {z1,--- ,2nx} C F,um over Fy. The encoding polynomial is

evaluated at these N points and the codeword is obtained as

c=(f(za), f(z2),---, f(zn))-

The generator matrix Ggpq for this Gabidulin code is

21 z2 ZN
q q q
- <l 2 N
Ggpa =
K—1 K—1 K—1
q q
21 ) 2N

This is split into two sub matrices
Ggba = [Ggpa(1) | Ggpa(2)].

The size of Ggg(1) is K x K and the size of Ggq(2) is K x N — K. An interesting property of

the encoding polynomial here is that it is a linearized polynomial i.e.,
flaz1) + f(bz2) = af(21) + bf(22), where 21,22 € Four, a,b € Fy.

Any K evaluations f(-) at K linearly independent points {z1,...,2x} C {z1,...,2n} can used to
determine the encoding polynomial f(z) using polynomial interpolation. Hence Gabidulin codes are
[N, K,dgq = N — K + 1] MDS codes, where dgg is the minimum Hamming distance of this Gabidulin
code.

Optimal LRC’s using Gabidulin codes:
Construction 2.17 ( [51]): This construction is given for the case where r | k and r | N.

(1) Consider an [N, K] Gabidulin code.
TH-2762_136102027

24



2.5 Locally Recoverable Codes with Availability

(2) Split the N code symbols into % groups Ny, ... ,N%, each of size r.
3) Encode the r code symbols in each N;, j € [X] using [r + 6 — 1,7, 6] MDS code over F,.
J r q
(4) The length of the LRC is n = N + %(5 — 1). This code is an optimal (n,k) code with (r,0d)
locality.

This construction is described in the following figure.

[N, K, dgap]Gabidulin Code
over ]FqM

Split N
code symbols

encode
[r+06-1,70] [r+0-1,r0] [r+0-1,70]
MDS code over MDS code over MDS code over
]Fq IFq IF@
Local code Local code Local code

Figure 2.6: A description of construction 2.17

2.5 Locally Recoverable Codes with Availability

While the focus was on studying and constructing codes with locality, another property called
“availability” had to be introduced. This is because, when a failed node is in repair, it could not be
accessed by other users. From a practical point of view, the property of multiple parallel reads will
be useful for distributed storage systems with hot data. This is studied in [9].

Availability is described using the example in Fig. 2.7. In this code {m1, ma, Pp1}, {ms, m4, P12},
{m1,ms, Pr3},{ma, my, Pr4} form the four local codes. It can be observed that any information symbol
can be recovered by two recovery sets simultaneously. For example, my can be recovered by (maz, Pr1)
and (ms, Pr3).

Definition 2.18 ((r,t) availability [9]): The i*" information symbol c;,i € [k] of an [n, k,d] code has

(r,t) availability if there exists ¢ subsets Q;(i) C [n] for | = 1,2,--- ,¢ such that

(1) i € Qi) and |Q;(i)] < r + 1.
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Pi3 Pry
i my M my Pc Pc;

/ Global Parity Symbols

Pr4 Pi,

Figure 2.7: An example of a Locally Recoverable code with availability for the information symbols.

(2) Qi) NQy(i) = {Z}, 1<1#0 <t
(3) for each [, ¢; is a function of code symbols indexed by Q;(7) \ {i}.
An upper-bound on the minimum Hamming distance, availability and locality is given below.

Theorem 2.19 ( [9]): Let C be a linear code with (r,?)-Availability, such that any recovery set for

any information symbol has exactly 1 parity symbol. Then, the distance of the code is bounded as

dgn—k—[g-b-t%—l. (2.9)

For both linear and non-linear codes with availability, without any assumption on the number of
parity symbols in the local codes, an upper-bound on their minimum Hamming distance [9] is given

as below.

Theorem 2.20 ( [9]): For an [n, k,d] code (linear or non-linear) with (r,t) availability, its minimum

Hamming distance is upper-bounded by

sen-prn- ([E2021) ) 10
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2.5 Locally Recoverable Codes with Availability

Connections between matroid theory and codes with availability are explored in [21] and an upper-

bound on the rate of code and its minimum Hamming distance is given.

Theorem 2.21 ( [21]): For an [n, k,d| code C with (r,t) availability, The rate is upper-bounded by

Q. — (2.11)

k 1
- = 1Tt 1
no im0+ 57)

The minimum Hamming distance is upper-bounded by
t

d<n—k+1—zvz;1J (2.12)

i=1

A class of codes [59] where the information symbols have ¢ disjoint repair groups and each repair

group is protected by a local code of minimum Hamming distance at least ¢ are studied in [59]. They

give a bound for codes with availability only for information symbols as

([kE]-1)+1

dgn—m“—([tt(?ﬂ_l)ﬂ1—1)(5—1) (2.13)

For n > k(t(r + 6 — 2) + 1)), the authors prove the existence of an optimal code.
While so far, the studies focused on availability with a fixed locality, the authors in [60] studied
codes with availability where the I**, 1 <[ < t disjoint recovery set for any information symbol has

locality r;. These are called as codes with unequal locality and availability.

Theorem 2.22 ( [60]): For an [n, k, d] linear code with unequal locality with availability, its minimum

Hamming distance is upper-bounded by,

’ | tk—1)+1 |
d<n—k+1 ({Zfl(m—lHJ 1). (2.14)

Codes similar to unequal locality are studied in [61]. Optimal codes for equation (2.9) with

information locality are constructed in [9]. Optimal codes with all-symbol locality are constructed
in [9]. This construction is based on Gabidulin codes. Optimal codes for equation (2.10) are given
in [62]. Construction of codes with multiple disjoint recovery sets for all the symbols of the codeword
using projective geometries are given in [63]. Availability for fountain codes is studied in [64]. Upper

bounds on codes with availability are derived in [65-67].
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2.6 Secret sharing schemes

Secret sharing was introduced by Shamir in [68]. In a secret sharing scheme, the secret s is split
into n parts called shares. In a threshold secret sharing scheme, the secret can be reconstructed if and
only if one has access to any k out of the n shares. The threshold secret sharing scheme is explained

below. The encoding polynomial of the secret s is constructed as

k-1
flz) = Z 2t
i=0
The secret s is set as
Zp = S.
The coefficients zj, - - - , zxz—1 are chosen at random from the finite field. This f(z) is evaluated at
n distinct points aq, -+ , oy, from F,. The n shares are

flaa), -+ flam).

To recover the secret, consider any k shares and then determine f(z) by polynomial interpolation

and obtain the secret by computing f(0).

2.7 Distributed Storage Blockchain Systems

2.7.1 Introduction to Blockchain

Blockchain systems provide a cryptographically secure storage system for data storage using a
hash chain [69]. Crypto-currencies like bitcoin [69, 70] are in use. In Blockchain, every peer in the
blockchain stores the entire ledger. Blockchain finds applications apart from cryptocurrencies [71] and
it has been implemented in medicine [72], supply chain management and global trade [73], govern-
ment services [74]. These use smart contracts [75], which reduce the intermediaries in executing and
monitoring a contract between parties. Blockchain is expected to revolutionize the financial sector [76].

The blockchain system is explained using Fig. 2.8. At any time instant 7, the system will store
a set of transactions that took place between time 7 — 1 and 7 . This set of transactions is denoted
as B;. For each transaction in B, its cryptographic hash function is calculated. The leaf nodes of a
binary hash tree are labeled with the hash functions of each transaction. The non-leaf nodes will be
labeled with the hash of the labels of its child nodes. Merkle root is the label of the tree top (called

as root hash).
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Figure 2.8: Blockchain structure

The block header for the block at time 7, denoted by BH, is constructed. The hash of the previous
block header BH_1 is computed and stored in the current block. So, the current block contains B,
the merkle root of B, Block header B, Hash of previous block header BH,_q1. The blockchain is
illustrated in Fig. 2.8. Each node in the blockchain will store this entire block. So, the storage cost is
high.

The efficiency of a blockchain system is measured by the following three parameters [12].

e The storage cost (S;) : It is the cost of storing the data. It is proportional to the amount of

data stored in a node.

e Communication cost (C.): It is the cost of downloading the data from other nodes. It is

proportional the amount of data downloaded.

e Robustness to peer failures (R): It is the maximum number of nodes that are failed, after which

the transaction can be recovered with the remaining nodes.

In a traditional blockchain system, let B; be the data block at time 7. Let fi(.), f2(.) be two

hash functions. Let X, = fi(Z;) be the hash value stored with the (7 4+ 1) transaction. Let
TH-2762_136102027
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Zr = (Zr-1, f2(B7)) be the concatenation of the previous hash value and a hash value of the current

data block. It is assumed that B; € Fo and Z; € F,. Any node stores B, and Z,. Hence

S = logy Q2 + log, q.

To recover data at a failed node one needs to download the entire data stored at another node.
Hence

C. =log, 2+ log, g.
The data can still be accessible if there are m — 1 node failures. Hence
R,=n-1
2.7.2 Distributed Storage blockchain

As storage cost is high in traditional blockchain system, the authors in [10, 11] propose a dis-
tributed storage blockchain. A distributed storage blockchain system with local secret sharing scheme

is constructed in [12]. The notations are given below.
(1) B;: The data block which consists of all the transactions that will be stored in the block.
(2) fi(.), f2(.): Two different hash functions.

(3) X,: Hash value stored in the (7 + 1) transaction,

Xr = fl(BT)

(4) Z: The concatenation of the previous hash value X;_; and the hash value fao(B;) of the current
data block B,.

Zr = (XT717f2(BT))'
(5) ®: Data encryption scheme.
(6) K,(I): The private key for the scheme ®.

(7) a: The message vector, where a = (a;;,i=0,...r—1,7=0,... ,% —1).
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Figure 2.9: Distributed Storage Blockchain

For both the systems explained here, the encoding polynomial z.(z) is given by

=1
w(e) = 3 i)’
i=0

where
&Y 1

yi(z) = Z ai,jg(x)j'
j=1

This polynomial is the encoding polynomial of optimal locally recoverable codes [16].

Distributed storage Blockchain [12]: The n nodes are divided into [ = 7 subsets Ay, - - - ,A%
each of size r + 1. At time 7, let B; be the data block that should be stored in the system. Let it
be a vector i.e., B, € ]F6+1. For each A;, generate a random private key K.(1), K;(l) € F,. B; is
encrypted using K (I) to obtain the encrypted data e,(l). This e,(l) is a vector of size r + 1. It is
distributed and stored in the r + 1 nodes of A;. The private key K, (I) for each A; is encoded using
Shamir’s (r 4+ 1,7 + 1) secret sharing scheme and is store in the in the r + 1 nodes of A;. Similarly
Z., Z. € F, is also encoded using Shamir’s (r + 1,7 + 1) secret sharing scheme and is stored in the in

the r + 1 nodes of A;. This process is described in Fig. 2.9. The storage cost S, is [12]

S, — log, €2

21 .
r+1 Teloed
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Figure 2.10: Storing local secret in DSB-LSS

This is because we store K, (l) and Z; along with e (l).

If a node fails then, one cannot access data using this subset of nodes, as the private key cannot
be recovered. Then one has to access r + 1 nodes in another group and download all the data stored
in that node. This will be equal to (r 4+ 1)S. + ¢, where ¢ is the additional cost incurred to access

another subset. Hence the communication cost in this system is

C. =logy Q+2(r + 1)logy ¢+ ¢.

If there is an erasure in each subset, then the data cannot be recovered. Hence, the data can be

recovered in the presence of R,, erasures, where

Distributed storage Blockchain with Local Secret sharing scheme (DSB-LSS) [12]:
This scheme is designed to reduce the storage cost of Distributed storage Blockchain (DSB) system.
In this system as in DSB, the n nodes are divided into [ = ;75 groups A, ,A# each of size
r+ 1. Set app = Z; as the global secret. For each A;, choose 8 € A; and set yo(3) as the local
secret. Set the private key K, (1) = yo(8). Obtain e,(l) = ®(B;, K,(I)). Here, the message vector is
B, € FG,. Encode e,(I) using an (7 + 1,7) code and store the codeword in the r + 1 nodes of A;. This

is described in Fig. 2.10. The encoding polynomial z.(z) is evaluated at n points and they are stored

in the n nodes of the system.
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Figure 2.11: Storing global secret in DSB-LSS

Note that any k + % — 1 nodes can be used to determine the encoding polynomial z.(z) using
polynomial interpolation. The global secret can then be recovered. This is described in Fig. 2.11. The

storage cost of this system is given by [12]

Se

log, Q2
= i + logy ¢.

For this system, if a node fails, then one can access the remaining r nodes in the same subset and
download all the data stored in that node. This will be equal to r - S.. Hence the communication cost
in this system is

C. =logy, 2+ r logy q

The additional cost ¢ is not incurred here as one need not access the another subset. If there are
2 erasures in each subset, then the data cannot be recovered. Hence, the data can be recovered even

in the presence of R, erasures, where

R, =2
P r+1
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3. Availability with Different Localities and Multiple Local Erasure Correction.

3.1 Introduction

In this chapter, we consider a new class of codes with availability. The I**, 1 < [ < t disjoint

recovery set for any information symbol is protected by a local code with locality r; and minimum

Hamming distance at least §;. We derive two upper bounds on the minimum Hamming distance of these

codes. These upper bounds are derived under different assumptions. Optimal codes are constructed

achieving the bound with equality. This construction is based on pyramid code construction. We

show that this code reduces the disk I/O when recovering more erasures locally. We also show that

these optimal codes provide availability ¢ for any information symbol even when there are any §; — 2

code symbol erasures in each of the disjoint recovery set.

3.2 Motivation

The class of codes that we study in this chapter is motivated by the following two requirements:

(i) Recovery of multiple erasures locally with reduced disk reads:

m

m,

m

d

s

Figure 3.1: A code C; with availability 2.

Consider the two codes C; and Cs as shown in Fig. 3.1 and Fig. 3.2 respectively. For both the

codes, there are 6 information symbols denoted by myq, - - -

symbols.

,mg and the remaining symbols are parity

Horizontal and vertical arrows shown in the figures indicate the local codes within the codes. In
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p11 p12

m5 m6 p21 p22

Figure 3.2: A code Cy with awvailability 2 and multiple local-erasures correction.

particular, for both codes C; and Co, the information symbols m; and my4 together with ¢; form a
local code. Here ¢ is a local parity symbol. Similarly, the other two local codes that are common to
C1 and Cq are formed by {mg, ms, g2} and {ms, m¢, q3}. Apart from these local codes, there are other
local codes indicated by the horizontal arrows. For example, in the code C1, there are two more local
parity symbols p1,pe forming two local codes each with locality 71 = 3 and local minimum Hamming
distance §; = 2. Similarly, in the code Cs, there are four more parity symbols pi1, p12, po1, p22 forming
two local codes with locality 7o = 3 and local minimum Hamming distance do = 3.

In addition to these local parity symbols, there are other parity symbols in the code Co, i.e., g1, go
and hy to increase the minimum Hamming distance of the code. In the code Co, the set S of symbols
together with the remaining information symbols {mj,my, ms} form an [n; = 11,k = 6,d; = 4] code

C3 with (r1 = 3,61 = 3) locality, where
S1 = {ma, m3, me, p11, P12, P21, P22, h1}.

Similarly, the set Sy together with the remaining information symbols {mg, ms, mg} form an [ny =
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11,k = 6,ds = 4] code C3 with (r; = 2,1 = 2) locality, where
Sy = {m1,ma,ms5,q1, 92, 43, 91, G2 }-

Note that the sets S and Sy are disjoint. Furthermore, the codes C3 and C3 are optimal (r,§) codes.
Now we compare the performance of two codes C; and Co when multiple symbols are erased. Suppose
the information symbols m1, mo, ms are erased. If the code C; is used to repair these symbols, the
total number of disk reads is 7. Note that my is recovered by reading the symbols m4 and g;. Then,
my is recovered using {m1, ms,p1} and finally, ms is recovered using mso and gz. On the other hand,
the number of disk reads is 5 if Co is used to repair these symbols. In this case, the symbols {m, ma}
are recovered from {mg, p11,p12} and then, ms from {ms, g2}. This shows that Cs has advantage over
C1. However this comes at the cost of increased storage overhead.

The codes that we consider can reduce the disk reads needed to recover more symbols locally while
providing availability at the same time.

(ii) Availability in the presence of any 0; — 2 erasures: For the class of codes described in this
chapter, it is possible to maintain availability property for any information symbol when some of the
symbols in its disjoint repair groups are erased. Consider the code Cs in Fig 3.2. If the local parities p1;
and po1 are erased, then it will still be possible to have availability 2 for all the information symbols.
For example, m; can still be recovered using two disjoint set of symbols namely {mq, m3,pi2} and
{my4,q1}. This is possible as the local codes are MDS codes. The symbols m1, m2, ms along with
p11, p12 form an [5,3, 3] MDS code.

Note that code C; does not have this property as loss of a parity symbol (say p;) does not provide
availability for all the information symbols.

In this example, the erasures are limited to the parity symbols only, as this example is a special
case. A much general example is given in section 3.5, where the code provides availability in the
presence of any ¢; — 2 erasures in the local codes.

For the results obtained in this chapter, the notations used are introduced in section 2.2.

3.3 Codes with Availability and different localities: Bound-1

We introduce a new class of codes with information locality and information availability (i.e.,

availability is provided for the information symbols only). We derive an upper-bound on its minimum
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Hamming distance. This bound is derived under two assumptions. In section 3.4, we derive another
upper bound with different assumptions.

Codes with (r,d) locality are defined in definition 2.8. The codes with (r,t) availability are de-
fined in definition 2.18. We now introduce a class of codes called codes with {(r1,d1), -, (74, 9¢)}

availability.

Definition 3.1 ({(r1,61), -+, (r+,6¢)} availability ): The code C is said to have {(r1,01),...,(r,6¢)}
availability if C has ¢ distinct punctured sub-codes C;, 1 < [ < t each having (7, 0;) information locality
such that support(C;) N support(Cy) = Z for all 1,1’ € [t],I' # . Furthermore, for each information

symbol ¢;,i € Z, there exists at least t subsets (i) C support(C;) for [ = 1,2,--- /¢, such that
(1) S Ql(z) and |Ql(z)\ <r+dé -1,
(2) Clg,@) is a code with minimum Hamming distance at least d;,

(3) Qu(i) NQu (i) = {i} VI #I'.
(4) ¢; is a function of code symbols indexed by Q;(7) \ {i}.
Note that @;(i) and @;(#') need not be different for all ¢ # ;4,7 € Z.
The definition says that there are ¢ sub-codes each with (7, 0;) locality for all [ = 1,2,...,t. These
sub-codes are defined over the same information symbols. The subcodes Cy, ..., C; are used to provide

a property called information-set availability which is discussed later in the chapter.

Let €(i),i € Z be the collection of all sets of the form @Q;(j),j € Z containing i, i.e.,

(i) = {Qi(j)li € Qu(5),J € I}
t
Define Q(i) = |_J ().
=1
|©,(7)| is the number of subsets for the i'* information symbol in the I** sub-code C; and |(i)] is
the total number of subsets for the it information symbol in the code C. Note that [€;(i)] > 1 for all

i € T and for all [ € [t]. Therefore, |Q(i)| > ¢ for all i € Z. Let w(C) be the least of the size of the sets

(i) as i varies in Z. We have
w(C) >t.

We now derive an upper bound on the minimum Hamming distance of these codes.
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Theorem 3.2: Let C be a code with {(r1,01),-- -, (r¢, )} availability. Suppose

(1) dim(Clo,) = |Qu(i) NT| Vie T, Vi e i, (3.1)

(2) w(C) =t. (3.2)
Then, the minimum Hamming distance of the code is upper-bounded by
Tk
dgn—kz—i—l—Z([—-‘—l)(él—l). (3.3)

Proof : The proof of the theorem is based on the techniques used in the chapter [8] to upper-bound
the minimum Hamming distance of the (r,d) codes.
Let G be the generator matrix of the code C. For each [, using algorithm 1, a set U; C support(C;)

is computed such that

rank(Gly,) < k — 1.

Furthermore, the sets U;,l = 1,2,--- ,¢ are determined in such a way that the columns of G|y,

span the same vector space, i.e.,
col(G|y,) = col(Gly,) for I,p € [t],
where col(G|y,) is the column space of the matrix Gly,. Hence,
rank(Gly) < k-1,

where U = Ule U;. Using Lemma 2.5, we get the desired result.

Let M\(l) denote the index set for the local codes in C; of the form C|g, ;). Using this index set, we
describe the local codes as {Clj }je/\?(l) with support {5 (j)}jef\//\l(l)’ where Sj(j) = @Q;(7) for some i € 7.
The cardinality of the set M (1) is at most k, the dimension of the code C. As w(C) = t, there exists
an information symbol ¢,,, m € Z such that |Q;(m)| =1 for all [ € [t]. As m € Q;(m), we note that
there is no other subset Q;(i),7 € Z (different from @Q;(m)) such that m € @Q;(i). Let M(l) C M\(l)
be the index set for all the local codes in C; except the local code C|g, (). The cardinality of the set
M(1) is one less than that of M\(Z) Let

Wi = UiemySi(i)-
TH-2762_136102027
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Note that
m¢W,NZ Vi (3.4)

Furthermore, 5 < k for all I, where §; = rank(G|w,). If not, then v € W; V v € IF’;. Consider the
vector w = Gl i.e.,, w is the column of G corresponding to the m-th information symbol, m € Z.

We have w = >4

i=1¢5vj, {v;} are the columns of G|z. As w is a column of G|z, then w = v; for some

j € WiNZ. This contradicts Equation (3.4).
The algorithm starts with [ = 1. For each [ and for each i € M(l), we define the vector space
Vi = col(Glg,(;)). Corresponding to the 4% iteration ( j < .J; — 2) of the algorithm, one can always

pick an i € M(l) such that V; Z col(G|z;) as long as
rank(Glr,) < 5 — 1.
Note that
rank(Glr;) = 8, and rank(Glz, yq,(m)) =k for j = J; — 1.

Finally, at the iteration j = Jj, a set of columns of G indexed by U; is computed and the algorithm
exits from the while loop. The value of [ is increased by 1 and the above procedure takes place till [
reaches t.

As any local code in C; has dimension at most r;, we have
k
Jy > lr—‘ ’
T
Note that

ol(Glw,) = @ col(Glg,i) = EP col(Glg,)nz)-
ieM(l) ieM(l)

col(Gly,) = col(Glw;) @D col(Gl(@, mynz)\ fm})

= @ COl(G|Sl(i)mI)@COI(Gsz(m)ﬁZ)\{m})
ieM(l)

= Glw,uQ:(m)nz\{m} = COUGI1\{m}), (3.5)
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Algorithm 1 :Used in the Proof of Theorem 3.2
1: fori=1tot do

2: LetThy=¢,7=0

3 Let W, = UieM(l)Sl(i)v B = rank(G|Wl)
4 while 2 do

5 Pick any i € M(l) such that V; ¢ col(Glr;)
6: if rank (G|TjUSz(i)) < B — 1 then

7 j=7+1

5 Ty = Ty U Si()

9 else if rank(G|z,ys,:)) = A then
10: J=Jj+1

11 Tj = Tj-1USi(4)

12: Let S = (Q;(m)NI)\ {m}

13: j=7+1

14: T] = Tj_l U S’

15: BREAK

16: end if

17:  end while
18: U = Tj, J =7

19: end for
20: U = Uf:l U;.
where

ViED Ve = {or + valor € V1,02 € Vo)

Here V; and V4 are two sub-spaces of some vector space V. Note that the column space of G|y, is

not dependent on the index [. Therefore,
col(Gly,) = col(Gly, )V1 < I,p < t.
Furthermore,

Rank of col(G|y,) =k — 1 for all [ € [t]

¢
rank(G|y) = k — 1, where U = U U.
=1

Using the method given in the proof of the bound on the minimum Hamming distance of (r,d)
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codes [8], it follows that

Uil > k—14(J;—1)(0; — 1).
t

Hence, [U| >k —1+ ((Jl —1)(6 — 1))
=1

2k-1+§<(“ﬂ 1)(651)>.

Using Lemma 2.5, we have

dgn—k+1—i((“€l—‘ —1)(51_1)).

=1

The assumption given by equation (3.1) plays an important role in the proof of the theorem.
Without this assumption, deriving an upper-bound for the minimum Hamming distance of the code is
an extremely hard problem. Note that this assumption reduces to the statement that there is exactly
one parity symbol in each local code as assumed in deriving the upper-bound (see equation (2.9)) for
the minimum Hamming distance of the (r,t) codes.

If any of the two assumptions (i.e., assumptions given by equations (3.1) and (3.2)) is relaxed,
it may be possible to construct codes whose minimum Hamming distance exceed the bound given in
theorem 3.2.

When r; =--- =r, =rand §; = --- = & = 2, we compare our bound with the bound [9] given
by equation (2.9). When r divides k, both bounds give the same value. But when r does not divide
k, we get

r

k
d<n—-k+1- [ —‘t-i-t.
This bound will give a smaller value than the one given by equation (2.9) for this case.
3.3.1 Optimal Code Constructions

We now construct a family of codes achieving the bound with equality. This is based on the
existence of a certain binary matrix denoted by R. This matrix is known as membership matrix of a

code with availability [9] [77]. These matrices are introduced below.

Proposition 3.3: Let K = {1,2,...,k}. We need a partition of K into [ﬂ number of subsets of K

satisfying the following property:

TH-2762_136102027

43



3. Availability with Different Localities and Multiple Local Erasure Correction.

If r | k, then K is partitioned into subsets K1, Ko, ..., Ki of size exactly r. If r { k, split K into
a+1= [ﬂ subsets such that ‘a’ sets are of size exactly r and the remaining one set is of size exactly

k—ar.

Assumption 3.4: Let Lr = {r1,7r2,...,7}. Let k = ayry+ by, VI € [t]. There are t distinct partitions
of K denoted by K1, Ks,...,K; where K; = {K; ;|1 < q(I) < Lﬁl—‘} For any i € [k] and for
any [,I" € [t],l # I, suppose i lies in both Kj . and Ky gy for some q(1),q(l') € M’”ﬁl—‘]’ then
K g0y NV Ky qqy = {i}. Construct a binary matrix Ry of size k x [Tﬁlw such that ¢(I)-th column of Ry
has ones in the positions indexed by Kj 4¢) and zeros every where else. Let the membership matrix of
the code be

R=[Ry|...Ri.

The Lﬂ columns of R; are denoted as Ry(j), 1 < j < Lﬁl—‘ Note that the construction of this

membership matrix is an open problem. This membership matrix is defined below.

1

Definition 3.5: Let there be t binary matrices denoted by R; of size k x Lﬁ-‘ forl =1,2,---,t.

Construct a binary matrix R of size k x (3]_, [ﬁ-‘) as

R = [Ri| - |Rd] (3.6)

These matrices satisfy the following properties:
(1) each column of R; has at most 7; ones,
(2) the support of all the columns of R, give a partition of the set [k],
(3) any two rows of R intersect in at most one position.

For example, the matrix R given by equation (3.8) satisfies the above properties. In general,
there is no systematic construction of such matrices. When all the r; are identical, this matrix is

equivalent [9] to a certain combinatorial object called resolvable design.
3.3.1.1 Optimal codes with Information locality and availability

This construction allows us to construct codes with availability for the information symbols. The
construction of the code C with {(r1,01), ..., (r,d;)} availability is given below. Before that a binary

operator which is used in the construction is defined.
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3.3 Codes with Availability and different localities: Bound-1

A binary operator ®: Before describing the construction, we define a binary operator ®, which
is used in the construction. For a positive integer n, let [n] == {1,2,...,n}. Given two matrices A
and B of size o X B, a X 7y respectively, the binary operation ® between A and B as follows: A® B is
another matrix C of size o x (7). Let i € [a], j1 € [5],j2 € [7]. We index the columns of C' by the
ordered pair (j1,j2). Let C(i, (j1,J2)) = A(i, 1) B(i, j2) for all i € [a], j1 € [B], 72 € [7], where A(m,n)

is the (m,n)-th entry of A.

Construction 3.6: Step 1: Consider an [0/, k,d], d > >i_,(6 — 1) + 1 systematic MDS code over
F, with the generator matrix

G = [I|Al.

Here Iy is a k x k identity matrix and A is a k X (d — 1) matrix.

Step 2: Partition A into sub-matrices as
A= [Aq]...|A¢A].

Each A;, 1 <1<t isakx (§ — 1) matrix and A’ is a k x (d — 1 — (33)_,(6 — 1))) matrix.
Step 3: Define A; = A;®R;, where the binary operation ® is defined right before this construction.

Step 4: The generator matrix of the optimal code with information availability is given by

@:[Ik

o || s | 2]

Let C be the code corresponding to the generator matrix G. It is easy to verify that the code C is a

code with {(r1,91),- -, (r¢,0¢)} availability where

n:k+d—1+i([k-‘ —1)(8 — 1)).

;
= 1

Let dj, be the minimum Hamming distance of the code C. We now show that the code C is optimal,

ie.,

T

dpe =1 — k41— <Z<m _ 16— 1)).
=1

By comparing G and 6}, the code generated by G has minimum Hamming distance at least d i.e.,
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djre > d. Using Theorem 3.2, we have

dmgn—k+1—zt:(“w —1)(6 — 1).

.
=1 !

But for this code we have

d:n—k+1—zt:([ﬂ—1)(5l—1).

,
=5l !

Hence the minimum Hamming distance of this code is

o =d=n—k+1- (|| - 166 - 1)

=1

We give two examples of optimal codes that satisfy this bound with equality. In the first example

all r do not divide k. In the second example all r divide k.

Example 3.7: Consider an [n = 10,k = 5,d = 6] MDS code over F;;. Using this code, we construct
an [n =14,k =5,t =2,{(r = 3,01 = 3), (r2 = 2,2 = 2)}|] LRC with distance d = 6 with ¢t = 2.
Let Gaspg be the generator matrix of the MDS code given by

[ 1 5| 4 |2 4|
6 9 7 5 4
I 10 1 5 5 1
Gups = |
1 4 5 79
5 4 2 4 5
—— | N | Y—~—
L Al A2 A
Here the membership matrix R is
1 0 1 0 0
1 0 01 0
R=RiR:,Ri=|1 0| ;Ra=]|0 0 1
0 1 1 0 0
0 1 0 1 0

The generator matrix Gprco of the code is given by

Grre = [I;|Q'Q2A],
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46



3.3 Codes with Availability and different localities: Bound-1

where,

1 5 0 0 4 0 0
6 9 0 0 0 7 0
gi_| 01 00|, [0 0 5
0 O 1 4 5 0 0
0 0 5 4 0 2 0
—_— —— —~ ~— =~
| A Ay | AF A3 A

The field size needed for these constructions is the field size of the underlying MDS codes.
Another example is given below. This gives the generator matrix of the code Cy which is described

in Fig. 3.2.

Example 3.8: In this example, we construct an [n = 16,k = 6,t = 2,{(r1 = 3,61 = 3),(r2 =
2,02 = 2)}] code with minimum Hamming distance d = 7. Let G be a generator matrix of an

[n =12,k = 6,d = 7] MDS code over F;3 given by

12 7 ) 9 4 8
6 9 3 3 11 8
11 7 6 8 11 1
Is
G= 7 1111 |8 ] 6 7 (3.7)
11 8 11 3 3 9
6 8 4 9 5 7
— |~ | ~ | ~Y——
L Ay A’(1) Ao A(2)
Here the membership matrix R is
1 0] (10 0]
1 0 0 1 0
1 0 0 0 1
R = [Ri|Ro, Ry = Ry = (3.8)
0 1 1 0 0
0 1 0 1 0
[0 1 | 0 0 1

The generator matrix G of the code is given by

G= [Is|AL[A(1)] Ag|A'(2)]
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where,

12 7 0 O 9 0 0
6 9 0 O 0 3 0
1 7 0 0 0 0 8
Alz 7A2:
0 O 7 1 8 0 0
0 0 11 8 0 3 0
i 0 O 6 8 | i 0 0 9 .

The field size needed for these constructions is the field size of the underlying MDS codes.
3.3.2 Codes with all-symbol locality using Gabidulin codes

We now provide a construction for codes that provide information availability and all symbol
locality. The construction is based on Gabidulin codes. The only restriction is that r; | k, r; | N.

(A) Generator matriz of systematic Gabidulin codes:

First we transform the generator matrix of a Gabidulin code into systematic form. Then we give

the construction of the codes. Let G4 be the generator matrix of a [N, k] Gabidulin code.
Gy = [G91’G92]-

The sub-matrix Gy is of size k x k and the sub-matrix Ggp is of size k x N — k. We obtain a

systematic generator matrix as below

ég = G;lng — G;11 [Ggl‘Gﬁ]

= [Ik|Ggp-

I, is of size k x k and Gg), = Gglngg is of size k x N — k.

The membership matrix given in equation (3.6) is used here. It is given as

R =[Ry|...|R.

Construction 3.9: Step 1: Consider an [N 4 Y/_1(6; — 1), k] Gabidulin code. Let its generator

TH-2762_136102027

48



3.3 Codes with Availability and different localities: Bound-1

matrix be

Gg = [G91|Gg2|Gg3]

where G is of size k X k, Gga is of size k x Zf;i(él — 1) and Ggg is of size k x (N — k).

Let the generator matrix in systematic form be

Gopa = [IuJAIT]
where A = G;lngg is of size k x Y_1 (6 — 1) and T = G;lngg is of size k x (N — k).

Step 2: Partition A into sub-matrices as
A=[A]...|A-1)-

Each A;, 1<I<t-—1,isak x (0; — 1) matrix.

Step 3: Construct a k x (§; — 1) matrix Ay(j), 1 <I1<t—-1, 1 <5< L‘%} as follows: The rows
indexed by Ry(j) in A;(j) are the entries from rows of A; that are indexed by Ry(j). All others rows
in A;(j) are zero. Define a k x ([Tﬁl—‘ (0; — 1)) matrix € as

Q= (AL |A(Y)], where ¥; = m

Step 4: Let
Q=Y. |Q-1]

B

Step 5: Split I into r—kt groups as given by the columns [Ry(1),..., Rt(?k,g)] of R;. Similarly split

Obtain the following matrix

o]
the N — k columns of I' into Nr—:k groups each of size exactly r;. The total number of local groups is

%. Encode the symbols in each of this local code using an [ry + §; — 1,7, 0] code over F,. The parity

columns for these local codes are denoted as wq,...,wn~. Let
Tt

w = [wl|...|(,4.)ﬂ].
Tt
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Step 6: The generator matrix of the code with all symbol locality is given by
Glgm:[[k Q r w ]

We now give show that this construction meets the bound in equation (3.4). The proof is similar

to the one given in [9].

Theorem 3.10: Let C be an optimal [n,k,d] code with {(r1,01), -+, (r,0:)} availability and all-

symbol locality. The minimum Hamming distance of this code is

d:n—k+1—zt:([q —1)(6 — 1).

T
=1 !

Proof : We show that this code can correct at most d — 1 erasures. Since n = N + ]\tf (0 — 1)+

T
f;%(r—’“l)(él — 1), we show that this code can correct at most any d — 1 erasures, where

t—1
d—l:Aﬁ%Z®f40+§:JEWMh—D

T
=1 't

Tt

t—1
= ([E] - n6-0- & -n6-y
=1

N+ G — 1) — k= (E D@ -1+ 36— 1),

Tt Tt -1

Let code symbols of the codeword C be indexed from 1 to n. Let I, P, JA), Z denote the set of indices
of the systematic symbols (generated by the columns I} of (A}Z"C), global parity symbols (generated by
the columns I" of @lgTC), the local parity symbols generated in steps 3,4 (generated by the columns € of
éérc), the local parity symbols generated in step 5 (generated by the columns w of @lg’""’) respectively.

All the code symbols in JA) are disjoint union (denoted by l4)) of t — 1 partitions 371, ... ,3/7\15—1 of the

code symbols i.e

t—1
y=H.
=1
The code symbols in any )A)l are disjoint union of §; — 1 partitions 3711, . ,37151_1 i.e.,
S—1

V= V.
j=1

Any j)\lj has Lﬁz—‘ code symbols in it. These L‘ﬁz—‘ code symbols are denoted by 1, . .. Y, [ﬁw . We now
b T-l
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prove it using two cases:

Case (i): Consider the set of indices £, where £ = TUP U Z. Denote the code C restricted to the
coordinates indexed by & as Cg. Note that Z is the local parity symbols generated in step 4 are for
the code symbols given by

m - [I;|T]

The same code symbols can be obtained by

m - [G41|Ggy3] where m = m - Gg_ll.

This is precoding the message vector m. From [51], the code C¢ is a optimal [N, k] code with
(rt,0¢) locality. So, the minimum Hamming distance of Cg is given by [51]
k
de, =N+ — (6t—1) E+1—(——1)(0—1).
T T

This code can recover the message symbols m even when there are at most d¢, — 1 erasures, where

dgg—1=N+— (5t—1) k- (X _ 1y, - 1),

Tt

This is because, even after dc, — 1 erasures of the code symbols, we are still left with at least
k code symbols. These code symbols are evaluations of the encoding polynomial f(-) with m as its
coefficients at k linearly independent (in Fé” ) points over F,. Using these recover m, then proceed to
recover m.

Case (ii): There exists N + = (5t —-1)—k— (— — )6~ 1)+ X, X <3 1(8; — 1) erasures in
Ce and Y1~ 1(0 — 1) — X erasures in Y. Note that SU=1(8; — 1) — X erasures, in the worst case will
be in in /21 (6 — 1) — X partitions in {yll, d y‘51 '\ ..,yg,l, . 6t L "1, So, There will be X
sets with out any erasures. Combine the L—kl—‘ code symbols in each of the X partitions. We have X
evaluations of the encoding polynomial f(-) with m as its coefficients.

In Cg, in the worst case, we shall have k — X evaluations of the encoding polynomial f(-). When we
combine all of these code symbols, we have at least k evaluations of f(-). Hence, m can be recovered

and using that m can be recovered.
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3.4 Codes with Availability and different localities: Result-2

We derive another upper bound for the codes defined in definition 3.1. It is derived with different
assumptions than the assumptions considered in theorem 3.2.

Differences between Result-1 and Result-2:
e Result-1 is derived for any value of t.

e In Result-2, given availability ¢, there will be ' localities (r;, | € [t]) that do not divide k and

t —t' localities (r;,1 € [t —t']) that divide k. We show that there is a limit on ¢'.
The upper bound in this section is also derived under an assumption, which is given below.

Assumption 3.11: For the code defined in definition 3.1, suppose dim(C|g,(;)) = [Q:(7) N [k]| for all
i€ [k] and all [ € [t].

As mentioned earlier, this assumption means the number of information symbols in any local code
is exactly its dimension.

For each sub-code Cj, let D! be the union of the collection of subsets Qi (i) such that
Rank(G|pi) = k.

We now construct a k x J; membership matrix R for C;. The (,7)" entry in Ry is 1 if the
information symbol 4, i € [k] is in the j* local code j € J;.

For an [n, k,t,{(r1,01),...,(r¢, ;) }] code C, we have t codes i.e., (r1,01), (r2,92), -+ , (¢, 0¢) codes.
We will have J; local codes for an (r;, d;) code satisfying the property mentioned above for each . It

Tl

follows that J; > {ﬁ—‘

Definition 3.12: Given a k x J binary matrix R, Let {; be the set of ones in each row i, 1 < i < k.
Let
Wimn (R) = min{|Q |, [Qal, ..., ||}

So, |92;] > wmn(R),Vi € [k]. Let

we proceed to construct a membership matrix for the code defined in definition 3.1.
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Lemma 3.13: Let a k x J; binary matrix R; be a membership matrix of the (r;,d;) code C; for
[l =1,2,---,t. Let J; = [f—l-‘ + ;. Let R be the membership matrix of the code C given by

R = [R{|R3|...|R¢]. Then, the minimum row weight of R is given by

oy um

_ Y1 P
2 :

wmn(R) <t + p

+8(C), B(C)

Proof : From assumption 3.11, for any local code in C;, dim(C|g,q;))= |Qi(i) N [K]| for all i € [k]
and all [ € [t]. Since |Q;(¢) N [k]| < r; for any local code in any C;, the number of ones in any column

of R; are at most 7. If wy,,(R) is the least number of ones in R, then

n 1]
n t
(S) b1 Z (pl +kalTl>

=1

t
<t+ Zl:]z UL s0).

Since p; = L‘%} r — k, (a) follows.

We now give an upper bound on its minimum Hamming distance. Note that this bound is derived

under assumption 3.11.

Definition 3.14: For the [n, k,t,{(r1,01),. .., (r¢, ) }] code C, We define a parameter 5(C) as follows:
¢
k
B(C) = z:lzlpl, where p; = L—‘ r;— k.
1

Before deriving a bound on the minimum Hamming distance for the codes defined in this chapter,

we give a lemma which will be used.

Theorem 3.15: Let C be an [n, k,t,{(r1,01), ..., (r4,0:)},d] code with 0 < 5(C) < 1. The minimum
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Hamming distance of the code is upper-bounded by

dgn—kﬂ—zdﬂ—n(al—n. (3.9)

T
=1 !

Proof : Let G be the generator matrix of the code C. Awvailability is provided for the code symbols
in [k]. For each sub code C;, obtain J; subsets of [n].

Let D! be the collection of these local codes. These subsets should be picked up in such a way that
Rank(G|Dz) =k

Let D = Usept S, and

~+

A:UZ/)\l,andD:US:O{US}. (3.10)

=1 SeD =1 geDi

The restriction of the set of columns of G to the set of columns indexed by D' is given by G| .
So,
Glpt| > &+ Ji(6 — 1).

t
And, |Glp| = k+ > Ji(6 — 1) (3.11)
=1

Equation (3.11) is due to definition 3.1, which says support(C;)Nsupport(Cy) = Z for all [, I’ € [t],I" # L.

Let ¢, be the code symbol from [k] that occurs in least number of local codes in D. Let

t
AL ={S € D'|em € 8}, Am=]JAL

=1
Note that
t
fanl =B ] (312)
ID| = [ w +ay) (3.13)
t
— D\ Ay > Z [ﬂ ) Zl—;o‘l” + B(0)) (3.14)
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Note that [ . Since ¢,, will be in at least one local code in each C;, we can delete one local

Ty Oém
JE

code from each C;. For sub-codes C; with a; = 0, no more local codes need to be deleted from C;. But

for codes with oy # 0, [#/1] local codes will only need to be deleted from these codes only. When

1 > 0. Therefore, the remaining number of local groups is given by

t
D\ Ay > Z(W - (3.15)
1=,

o # 0, we have oy — [

The Equation (3.15) means that any sub-code C; has at least Lﬁl—‘ — 1 local codes in them. Note
for any D € A,,, ¢, is the only information symbol deleted and all other information symbols in it are
not deleted. So, its dimension will be reduced by 1. And all the parity columns which are a function
of ¢, will also be deleted in these local codes.

For any (r,d) code [8] with T as the set of columns in its generator matrix such that rank(G|r) <
k — 1, it is given that

|T| > /4:—1—1—([;—‘ —1)(6 —1).
This is because the £ — 1 information symbols remain and there will be parity columns from at least
[%] — 1 local codes.

For the code considered in this chapter let 7; be the set of columns of the (7, ;) code C; in G that

have rank £k — 1. Let T' = UleTl. The total number of columns of rank k£ — 1 in the code is given by

as

Glr| > k- 1+l§; ((£]-ve-)

T
This is because the k — 1 information symbols for each C; are same and each C; has at least {%W —1
local codes. And they will have at least (Lﬁl—‘ —1)(8; — 1) parity symbols in them [8]. Using lemma 2.5,
we get the result.
We shall derive a condition on when 0 < 3(C) < 1. Since B(C) = @, we obtain 0 < 3i_, p <
k. We get,

S ([H]n

1

Zt: { w ) —thk <k

=1

Let there be ¢’ < t localities r;, 1 <1 < ' such that r; { k. The remaining t—¢ localities r;, 1 <1 < ¢t—¢
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are such that r; | k. Then the above equation can be reduced to

k LTk

—| ) —th+ {Wr —t'k <k
> ([a] - ([

=1
t/
k
> - r) —tk<k

Z( fl r) < (' + 1)k. (3.16)

So for ' localities r; 1 k that satisfy equation (3.16) and ¢ —¢ localities 7; | k, we will have 0 < 3(C) < 1.
When all ¢ localities r; | k, then there will be no restriction on ¢ as t' = 0.

If 1 = r,Vl € [t'], then we obtain

If the minimum Hamming distance is derived without the assumption 3.11, then the minimum

Hamming distance may be increased.
3.4.1 Optimal Code Constructions

We give two different constructions: Construction 3.16 is for information availability. Construction
3.17 is for information availability with all symbol locality. The constructions are similar to The

constructions are similar to construction 3.6 and construction 3.9.
3.4.1.1 Optimal code constructions with information availability

We construct optimal codes for both r | k and 7 { k. Choose ¢ such that 0 < 5(C) < 1.
Construction 3.16: The construction is similar to construction 3.6.

Example 3.7 is an example of this code. It can be observed that for the code considered in this

example, t =t = 2 and 3(C) = 0.4.
3.4.1.2 Codes with all-symbol locality using Gabidulin codes
Construction 3.17: The construction is similar to construction 3.9.

The storage overhead (the parity symbols for the local codes) for the optimal codes with information
availability is given by
t
k
— (6 —1)).
(2o

=1
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Result-1 Result-2
(Section 3.3) (Section 3.4)
Availability ¢ For any value of t. Restriction on t/,

no restriction on t — .

Upper bound | d<n—k+1->_, ( Lﬁz—‘ —1)(6 — 1). Same bound

Optimal code (i) Information availability. (i) Information availability.

constructions (ii) Information availability, (ii) Information availability,
all symbol locality. all symbol locality.

Table 3.1: A summary results obtained in this chapter with ¢’ localities r; { k,I € [t'], t — ' localities
| k,left—1t]

We provide a summary of the results obtained in this chapter in table 3.1.
3.5 Availability in the presence of erasures

In this section, we show that the optimal codes constructed in section 3.4 has the property to
provide availability ¢ (i.e. ¢ disjoint recovery sets) for the information symbols even in the presence of
erasures.

Consider the code in Fig. 3.3. This code has availability ¢ = 3 and since it is as per definition 3.1,
it has 3 sub codes C1,Co and Cs3. This code is constructed using construction 3.6.

This is an optimal [24, 6, 8] code with {(3,4), (2,3), (2,3)} locality. Any local code is an MDS code.
The messages symbols are

mi,ma,ms, my, Ms, 1Me

In this code, the sub code C; is a code with (r; = 3,6; = 4) locality. The parity symbols in C; are
P11, P12, P13, P21, P22, P23. The code C; has two local codes and each one is an [6,3,4] MDS code. The

two local codes are given by the symbols

{m1,ma, m3, p11, P12, P13}, {ma, ms, me, pa1, P22, P23}

The sub code Cs is a code with (rg = 2, d5 = 3) locality. The parity symbols in Cs are q11, 12, ¢21, g22,

g31,q32. The code Cy has three local codes and each one is an [4,2,3] MS code. The three local codes
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Z22
Z21

212 @\m /

1 — P11 p12 P13

My 71/’15 7\176 —>@ @ P23

421 (g31

Z31 Z32

q12 q22  (ga32

Figure 3.3: A code with Availability 3

in Co are given by the symbols

{mlv my, 411, (Z12}, {m2, ms, 421, (J22}, {m3, me, 431, Q32}-

The sub code Cs is a code with (r3 = 2, d3 = 3) locality. The parity symbols in Cs are z11, 212, 221, 222,
231, 232. The code C3 has three local codes and each one is an [4, 2, 3] MDS code. The three local codes

are given by the symbols

{m1, me, 211, 212}, {ma, ma, 201, 222}, {m3, ms, 231, 232}

The erasures are denoted by ). For any local code in Cj, it has exactly &, — 2 erasures for
1 =1,2,3. Since this code is an optimal code any information symbol will be in exactly one local code
inC;,l =1,2,3.

For example, the three local codes containing m; are

{m1, ma, m3, p11, P12, P13}, {m1, ma, 11, 12}, {m1, me, 211, 212}

There are two erasures in {mq, ma, ms, p11, P12, p13}. The erased code symbols are mg, ms. Using
any three of the remaining symbols (say pi1, p12, p13), the message vector for this local code my, ma, ms

can be recovered. Obtain m; from the message vector.
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3.6 Codes with Information-set availability

There is a single erasure in {my, my4, 11, q12}. The erased symbol is ¢11. Using two of the remaining
symbols (say my, q12), the message vector for this local code mj,m4 can be recovered. Obtain m;
from the message vector.

There is a single erasure in {m, mg, 211, 212 }. The erased symbol is z1;. Using two of the remaining
symbols (say mg, z12), the message vector for this local code m, mg can be recovered. Obtain my
from the message vector. So, even in the presence of erasures, there are t = 3 disjoint recovery sets

This can be done for any information symbol. In general, in any local code of C;, using r; of the
remaining r; + 1 local code symbols recover all the message symbols in the local code. Then proceed
to obtain the required message symbol. This way ¢ disjoint recovery sets are provided even in the
presence of erasures.

If 0; = 2, for some [ € [t] (at least one d;), then all the erasures in all the local codes of all the sub
codes Cq, ...,Cs will be in the parity symbols only. This is explained below.

In the code C, let a sub code Cy for some I’ € [t] has oy = 2. Hence, there should be dp —2 =0
erasures in it. If any other sub code C;,l # 'l € [t] with §; > 2 has erasures in the message
symbols, then these symbols are also erased in Cp, which should not happen. This is because for any
Ci, Cyry 11" € [t], the common symbols are k information symbols. So, for any sub-code C;,1 # I',1 € [t]
all of its erasures should be in its parity symbols. The code described using Fig 3.2 falls in this category.

Note that, this property holds for codes with all-symbol locality, which are constructed using

Gabidulin codes. This is because the local codes are MDS codes in this construction.

3.6 Codes with Information-set availability

Suppose there are two users who want to access all the information symbols at the same time. We
assume that each codeword symbol is stored at one server and at any time a server can cater to one
request only. Keeping this in mind, it is still possible to serve both the users at the same time using
code Co. This code is described in Fig 3.4 with two recovery sets for all the information symbols. This
code is the same code Cy described in Fig 3.2. We request the reader to refer to section 3.2 for the
description of codes C; and Cs.

User 1 and user 2 are given access to the set of symbols S; and Sy respectively (which are defined
in section 3.2). Note that both user 1 and user 2 can recover the remaining information symbols as

both the codes C4 and C2 have minimum Hamming distance 4.
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Figure 3.4: A code with availability 2 and information-set availability 2.

Thus using Cs, it is possible to access the 6 information symbol set in two different ways simultane-
ously. This property is referred to as information-set availability. Note that C; (described by Fig 3.1)

does not have this property.

Definition 3.18 (Information-set availability): An [n, k,d] linear code C has information-set avail-

ability ¢z if the set of information symbols can be accessed simultaneously t7 times.

For the code Co described in Fig 3.4, the 6 information symbols mi, mo, ms,mg, ms, mg can be
accessed t = 2 times simultaneously. Suppose there are two users who want to access all the information
symbols at the same time. We assume that each codeword symbol is stored at one server and at any
time a server can cater to one request only. Keeping this in mind, it is still possible to serve both the
users at the same time using code Cy. User 1 and user 2 are given access to the set of symbols S7 and
So respectively. Note that both user 1 and user 2 can recover the remaining information symbols as
both the codes C4 and C3 have minimum Hamming distance 4.

We present the following result for systematic codes.

Theorem 3.19: Let C; be an [ny, k, d;] systematic code with (r;, d;) locality and its generator matrix
be G; = [Ix|P;] for I = 1,2,--- |t, where I} is an identity matrix of order k. Consider the systematic

code C with generator matrix G = [I;|P|Pa| - - |P¢]. Suppose d; < k forl =1,2,--- ;tpand d; > k+1
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3.6 Codes with Information-set availability

for l =t, + 1, +2,--- ,t. Assume that d; > dy > --- > dy,. Then the information-set availability of
C is given by

tz=p+t—1tg

where p is the largest positive integer not exceeding t; satisfying the relation

p
> (dj - 1) —1)k.
7j=1

Proof : If a code C; has minimum Hamming distance d; > k + 1, then even without accessing the
k information symbols, all the k information symbols can be recovered by this code. As there are
(t — tx) such codes, it is possible to achieve information-set availability ¢t — ¢ using these codes only.

Let p be an integer less than or equal to tx. We want to achieve availability p using the codes
Ci, 1 =1,2,--- ,p. It is done as follows: we distribute the k' < k information symbols among these p
codes such that the code C; has access to only k; information symbols and any information symbol
can be accessed by at most one of the p codes. If k — k; = d; — 1, then the code C; can recover the
remaining k — k; information symbols. It follows that k; + ko +...+kp =k < kand k; =k — (d; — 1)

forl =1,2,--- ,p. We have

M%

p
—(d; = 1)) Zdl—l (p —1)k.
l:l =1

It follows that the t — ¢ sub-codes C; with d; > k,for [ =t + 1,--- ,t and the p sub-codes C; with
dy<k/(forl=1,2---,p, p <t can recover all the information symbols. Therefore, the information-
set availability is

tr=p+1t—tg.

We now describe how the code given in example 3.8 allows all the £ = 6 information symbols to be

accessed simultaneously 2 times.

Example 3.20: Consider the code with generator matrix G (described in Example 3.8). This is a
generator matrix for the code Cy described in Fig. 3.2. For the codeword ¢ = (cy, ¢, - - the first

€16),
6 symbols {c1,cy,- -+ ,cg} are information symbols. Consider the two sub-matrices G(1),G(2) of G
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3. Availability with Different Localities and Multiple Local Erasure Correction.

given by

~

G(1) = [Is| A (D],

G(2) = [Is] A2l (2)] .

Note that @(1) is the generator matrix of an [ny = 11,k = 6,d; = 4] code with (r; = 3,0; = 3)
locality. Its codeword has the following symbols: (¢, ca, -, cg, c7, C8, C9, C10,C11). As di = 4, all the 6

information symbols can be recovered in the presence of dy — 1 = 3 erasures. Hence using

S1 = {c2, ¢3, ¢, 7, €8, C9, €10, C11 },

the information symbols can be obtained.

Similarly, for the generator matrix @(2), the corresponding code is an [ng = 11,k = 6,ds = 4] code
with (rg = 2,02 = 2) locality. Its codeword has the following symbols: (¢1,ca,- - , ¢, C12, €13, C14, C15, C16)-
As do = 4, all the 6 information symbols can be recovered in the presence of do — 1 = 3 erasures.

Hence using

So = {c1, cu, ¢5, c12, €13, €14, C15, C16 },

the information symbols can be obtained.
There are two disjoint repair sets of symbols S; and Sy for the recovery of all the information

symbols . Thus the information-set availability is 2.
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4. Codes with Availability for Multiple code symbols

4.1 Introduction

Codes with availability allow us to access any code symbol simultaneously ¢ times using ¢ disjoint
recovery sets in distributed data storage. Codes with availability that are studied in the literature
provide availability for individual code symbols in the codeword. We study a new class of codes with
availability. These codes provide availability for subsets of code symbols called multi-symbol sets.
This will allow us to provide availability ¢ to a subset of code symbols.

The codes studied in this chapter are referred to as [n, k,r, p,t,d] codes. In this class of codes,
availability is provided for a subset of information symbols called multi-symbol sets. The size of each
multi-symbol set is p, p < r. Each multi-symbol set can be recovered by t disjoint recovery sets. Each
local code in this code is protected by a local code of minimum Hamming distance at least §, § > p+1.
This allows us to recover the message symbols of the local code in the presence of p erasures. In other
words, the local codes can recover multiple erasures locally in a local code. One can recover the multi-
symbol set from the message symbols of the local code. An upper bound on the minimum Hamming
distance of these class of codes is derived. A construction of optimal codes is given. When compared
with codes with availability for individual codes symbols, the optimal codes constructed in this chapter
allow us to access more symbols locally with the same locality thus reducing the disk I/O. These codes
can recover multiple erasures locally in a local code. We define a new class of membership matrices.
The ones studied in [9,77] are a special case of the membership matrices constructed here.

For the results obtained in this chapter, the notations used are introduced in section 2.2.

4.2 Codes with multi-symbol availability

Definition 4.1 (Multi-Symbol set): Let M be a collection of subsets of [k] such that the union of

sets in M is [k] and the size of each set in M is at most p < r. In other words,
U e=1 [sl<p<r
KEM
The elements of M are called the multi-symbol sets.

Let [M| = Z and let the multi-symbol sets be enumerated as My,..., M.

Example 4.2: Consider the generator matrix G of an [n = 18,k = 6,7 = 3,p = 2,t = 2,6 = 3]

systematic code as shown on the top of the next page. A codeword ¢ of this code is denoted as

TH-2762_136102027

64



4.2 Codes with multi-symbol availability

1 0 0 0 0 O a11 Q21 0 0 C11 €21 0 0 0 0 0 0 T
010000 ajz  ag2 0 0 c12  Coz 0 0 €11 €21 S fa
0O 0 1 0 0 O a13 Q23 0 0 0 0 d11 dgl 0 0 f12 f22
G = 00 0 1 0 0 0 0 b1 ba c13 (23 dis  dao 0 0 0 0
000010 0 0 b1z boo 0 0 di3  das €12 €2 iz fas
000 0 01 0 0 b13 bgg 0 0 0 0 €13 €23 0 0

L I¢ g1 g2 g3 94 g5 ge i

G: The Generator matrix of [n =18,k = 6,r = 3,p = 2,t = 2,0 = 3] code.

c=(c1,02,...,C18).
In this code, the first 6 symbols c1, ¢2, ¢3, ¢4, ¢5, cg are the information symbols. For this code, we

have Z = 4 distinct multi-symbol sets, which are given by

My ={1,2}, My ={2,3}, M3 = {4,5}, M4 = {5,6}.

Note that |k| < 2,Vk € M.

The code has J = 6 distinct local codes that provide availability 2 for all the multi-symbol sets.
The set of parity columns corresponding to the six local codes are denoted by g1, g2, 93, 94, g5 and gs.
The generator matrix for each of the six local codes is given by [I;]g;],1 < j < 6 where I; is a subset
of columns of the identity matrix Is and |I;| < 3 for all j =1,2,3,4,5,6. The six local codes are given

by the following code symbols:

(c1,c2,c3,c7,¢8), (ca, 5, €6, C9, C10), (€1, C2, €4, C11, C12), (€3, €4, C5, €13, C14), (C2, C5, C6, C15, C16) s

(CQa cs, Cs, C17, 018)

The coefficients can be chosen such that the local codes are MDS codes.
It can be easily verified that every multi-symbol set has availability ¢ = 2. For example, for the

multi-symbol set k = {1,2}, we have

Qx(1) ={1,2,3,7,8},Q.(2) = {1,2,4,11,12}

and

Qr(1) NQk(2) = k.
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4. Codes with Availability for Multiple code symbols

Since any local code is an MDS code, using the code symbols {cs,c7,cs}, the three information
symbols {c1, ¢, c3} are recovered. From this obtain {c;, co}. Similarly using {c4, c11, c12}, {c1,c2} are

obtained. Hence {c1,ca} can be recovered simultaneously using the two disjoint recovery sets.

Definition 4.3: An [n,k,d] code C has multi-symbol information availability ¢, if for any k € M,

there exists ¢ subsets Qx(1), Qx(2), -+, Qx(t) C [n] containing x such that
(1) |g| <pand |Qx(l)| <r+3d—1, where 6 > p+ 1 for all [ € [t].
(2) Clg,.q) is alocal code of minimum Hamming distance at least 4.

(3) Qu(l) NQu(l') = K,V € [t],1 £ .

These codes are referred to as [n, k,r, p, t,d] codes. Since d > p+ 1, any local code can recover the
local message symbols even in the presence of p erasures. To recover the multi-symbol set of size p,
recover the local message vector from the remaining symbols (the symbols which do not contain the p
symbols of the multi-symbol set) of the local codeword. From the local message vector, consider only
the symbols in the multi-symbol set.

If all the code symbols have locality at most r, then the code is said to have all-symbol locality.
Let J be the total number of distinct local codes in this code such that availability property is satisfied
for all of the multi-symbol sets.

The membership matrices for codes with availability are studied in [9,77]. A membership matrix
R is a binary matrix of size k x J. Its (i,)"" entry has a 1, if the i*",i € [k] information symbol is in
the jt* j € [J] local code. All other entries in this matrix are zero.

We define a membership matrix R, for the Z multi-symbol sets. The membership matrix is of size
is Z x J, where Z = |M|. Let the Z distinct multi-symbol sets be enumerated as M,...,Mz. R,
has a 1 in the (2, )" entry if the multi-symbol set M.,z € [Z] is in the j** local code, j € [J]. All
other entries in this matrix are zero. Every row of R, has weight at least ¢t = 2.

For the code described in example 4.2, the membership matrix R, of size 4 x 6 and the membership
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4.2 Codes with multi-symbol availability

matrix R of size 6 x 6 are respectively given below as

101000
101 000 101 011
10 00 01 100101

R, = R =
010100 011100
010010 010111
010010

Every row of R has weight at least ¢ = 2 and every column has weight at most r = 3. In general
the weight of any column is at most r because there will be at most r information symbols in any
local code. The weight of any row is at least . Observe that in this example, (i) the dimension of any
local code is the number of information symbols in it and (ii) any two local codes have disjoint parity

symbols.

The following two lemmas are used to derive an upper-bound on the minimum Hamming distance

of the [n,k,r, p,t,0] code.

Lemma 4.4: Let a matrix R of size k& x J with entries from {0,1} be constructed such that the row

weight of R is at least ¢ and the column weight of R is at most r. Then [9],

e [1]

We now derive an upper bound on the minimum Hamming distance of the [n, k,r, p,t,d] code.
Theorem 4.5: Let C be an [n, k,r, p, t, ] code with information locality. Suppose
(1) dim(Clg, 1)) = |Qx(I) N [K]| for all x € M and for all [ € [t].
(2) Either Qx(1) = Qu(l") or Qu(1) N Qu (I") C [k], Vr, k' € M, VI,I' € [t].

Then, the minimum Hamming distance of the code is upper bounded by

dgn—k+1—rﬂ(5—1)+t(5—1). (4.1)

Proof : Let G be the generator matrix of the code C. Let D be the collection of sets of the form

Qx(l) for I =1,...,t such that for any i € [k], there exists some x € M such that i € k. Though it
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4. Codes with Availability for Multiple code symbols

may happen that some of these sets are identical, that is, for some 4,7 € [k],i € k,i’ € k, we only

include the distinct sets in the collection D.

Let
T=|]Js
SeD
and
= Bl

Let G be the sub-matrix of G consisting of the columns of G indexed by the set T". The first k

columns of Gr is identical to that of G.

Let m € [k] be an information symbol that occurs in the least number of distinct local groups.

Define

Dy, = {S € D|m € 5} and ' = |Dp,|.

Note that ¢/ > t. Let

B = {mpJ{ 14 S\ (42)

S€Dm

Note that E,, C T. Furthermore,

T =k+ 4 S\ K|

SeD
|Enl=1+] i S\ K]
Se€Dm,
and [T\ Ep|=(k—1)+| 1 S\ (4.3)

SeD\D,,
Let P, be the set that includes the information symbol m and all the parity columns of which it is a

part of. Note that,

P, C E,.

Since |D| = J, from Lemma 4.4,

J-r>k-t

== J > Vt,-‘ . (4.4)
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The rank of Gp is k. A rank (k — 1) set T,,q is obtained as
Tena =T\ Py

We have

|Tend‘ = |T| - ‘Pm‘

So

|Tend‘ > |T| - ‘Em|

=k—1+| | S\[] (4.5)
SeD\Dyy,
ro14 (Vﬂ )6 - 1), (4.6)

Zk—1+(ﬁf—‘ ) =1), as ' > ¢.

We have the inequality (a) as
D\ Dp| =J —t' > [w —t
r

and |S\ [k]| > d —1 ( which is due to assumption 1 and assumption 2 in the statement of the theorem).

Therefore using lemma 2.5,

d<n—k+1- E] (G—1)+ (5 —1).

The assumption dim(Clg, 1)) = [@«(l) N [k]|) in theorem 2.5 is equivalent to the assumption con-
sidered in deriving equation (2.9), which is derived in [9]. This means the number of information
symbols from [k] in a local code Clq, () is exactly dim(C|g, ;)). The second assumption means the

parity symbols for all the local codes are disjoint.
4.3 Optimal Code Constructions
4.3.1 Optimal codes with information multi-symbol availability

In this section we provide optimal code constructions that meet the upper bound derived in section
4.2 with equality. The construction provides availability for the multi-symbol sets defined over the

information symbols. This construction is given for when r | k and p | r. Note that, there will be Z
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4. Codes with Availability for Multiple code symbols

distinct multi-symbol sets M, ..., Mz. Here
M, N M, = ¢,z 2 € [Z]

and

Here

‘Mz| =p,Vz € [Z]

The construction of the codes is based on membership matrices R,, R. The following assumption is

made regarding the membership matriz R,.

txk

Assumption 4.6: There exists a Z x =% matrix R, such that

(i) The number of ones in any of the columns is exactly

r
T, = —.
p

P

(ii) The support of all the columns of R, gives ¢ partitions of [Z] multi-symbol sets.

(iii) Any two rows of R, intersect in at most one position.

The t partitions of [Z] are denoted as R},, A Rf,. So,
R, =[R}|...[R]].

Any Rlp has £ columns i.e.,
T

R, = {RL(1),... ,Ri,(%)} Vi € [t].

Each column has exactly r, ones and the rest are zeros.

This matrix should be designed in such a a way that

iRﬁ,(j) =[11...17
j=1

is a Z x 1 matrix, where A” is the transpose of a matrix A. Note that R, can be constructed for all

the parameters for which they are constructed in [9,77].
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txk

“%). This membership matrix is

Using R, we construct the membership matrix R of size k x (

for individual information symbols and we have

R = [R!|...|RY]. (4.9)
Any R! has % columns
k
Rl(1)7' 7Rl(*)'
T

Each column R'(j), j € [%] has exactly r ones and the rest are zeros. If the z € [Z]-th row of Rlp( 7)

has a 1, then the rows indexed by M, C [k] will have 1’s in R’(j) and its other entries are zeros.

The membership matrix R constructed here is such that for the rows indexed by M,, M/, z, 2’ € [Z]
in R, their support intersect in at most one position. We now give a construction of optimal codes as

follows.

Construction 4.7: Step 1: Consider an [0/, k,d], d > t(d — 1) + 1 systematic MDS code over F, with
the following generator matrix

G = [1/A], (4.10)
where I is a k X k identity matrix and A is a k x (d — 1) matrix.
Step 2: Partition A into sub-matrices as

A= [AY. . |AYA). (4.11)

where Al is a k x (§ — 1) matrix, 1 <1 < t.

Step 3: Construct a k x (6 — 1) sub-matrix Aé for1<i<t 1<j< % as follows: It will have
non-zeros entries in the rows that are indexed by the rows that have ones in R!(j) and they are the
entries from rows of A! that are indexed by rows that have ones in R/(j). All others rows in Aé- are

zero. Define a k x é(é — 1) matrix O as

O = [All|...|Al§].
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4. Codes with Availability for Multiple code symbols

P11 P12

P21 P22

l l

Q11 Q21 s . e :

0
[y
0
k2

[Global parity symbols)
Q12 * b))

Figure 4.1: A code with multi-symbol availability

Step 4: Form the matrix G as follows:

The code generated by the generator matrix G will have minimum Hamming distance given by (4.1).

It can be easily verified using the techniques employed in the proof of theorem 3, given in [9].
We explain the construction using the following example.

Example 4.8: This example is for [n = 18,k =8,r =4,p = 2,t = 2,6 = 3] code. It is illustrated in
Fig. 4.1.

The 8 information symbols are mi,ms,--- ,mg. The multi-symbol sets are indicated with 4 dif-
ferent patterns. Each row and column is an [6,4,3] MDS code. The symbols pi1,pi2, p21,p2e are
the parity symbols for the local codes which are represented horizontally in Fig. 4.1. The symbols
q11, 912, ¢21, G22 are the parity symbols for the local codes which are represented vertically in Fig. 4.1.
The global parity symbols are g1, g2. The disjoint recovery sets for the multi-symbols {m,ms} are
{ms, ma4,p11,p12} and {ms, me, q11, q12}- It can be easily verified that all the 4 multi-symbol sets have
availability ¢ = 2.

Using the generator matrix G of an [n = 14,k = 8,d = 7| systematic MDS code over F;7 given
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below, we construct the generator matrix G of the code with multi-symbol set availability.

6 9 | 15 16 | 10 7
8 12| 8 6 | 4 5
6 5 | 7 14 | 14 13
RIEIER R R
G= 15 6 | 8 13| 15 12
5 4 | 16 13 | 14 14
6 2 | 16 5 | 4 6
8 2 | 1 7 | 10 16

—_——— | —— | ~Y——
L Al A2 A

There are % = 4 multi-symbol sets: {1,2}, {3,4}, {5,6}, {7,8}. Since p | r each local code has

exactly 2 multi-symbol sets. The membership matrices R, and R are given below as

1 0 10
. s . 10 5 0 1
Rp: Rp Rp 7Rp: 7Rp: Y
0 1 10
01 01
10 10
L oafl 10
10 0 1
10 01
Rz{R1 RQ],Rlz ,R? =
01 10
01 10
01 01
01 0 1

Now using the columns of R, we obtain
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6 9 | 0 0 1516 | 0 0
8 12| 0 0 8 6 | 0 0
6 5 | 0 0 0 0 | 7 14
5 12| 0 0 0 0 | 15 12
Q= 90 0o 156 | ¥=| 8 130 o0
0 0| 5 4 16 13 | 0 0
0 0 | 6 2 0 0 | 16 5
0 0 | 8 2 0 0 | 1 7
L A T_ L A7 A3

G | B3] AL | A AF | A |

Q1 02
When p = 1, this code will have availability for individual symbols of the codeword and each local

code is protected by a local code of minimum Hamming distance at least §,9 > 2.
4.3.2 Reduction in Disk I/O

With the optimal codes constructed using construction 4.8, with r disk reads we can access p
symbols. With ¢r disk reads we can access these p symbols simultaneously ¢ times. With optimal
codes with individual code symbol availability [9], using r disk reads, we can access 1 code symbol.
To access the same p symbols, we need pr disk reads. To access p symbols simultaneously ¢ times, we
need ptr disk reads. Hence to provide availability to p symbols, our codes need fewer disk reads than

the codes with availability for individual code symbols, thus reducing disk I/0O.
4.3.3 Optimal codes with all-symbol locality using Gabidulin codes

Optimal codes with availability for multi-symbol sets and locality for all the symbols are con-

structed using the following construction.

Construction 4.9: The construction is similar to construction 3.9. The membership matrix given by

equation (4.9) should be used in this construction. Note that r; =re = --- = r; = r here.
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For the optimal codes with information availability , the storage overhead is by a factor of

(%] (6 — 1) for codes with information availability. For the optimal codes with all symbol locality

with information availability, the storage overhead is [%1 (6 —1)+ =k —1).

T

4.4 Special cases

4.4.1 The case when p=1.

When p = 1, this code will have availability for individual symbols of the codeword and each local
code is protected by a local code of minimum Hamming distance at least §,6 > 2. The minimum
Hamming distance is upper bounded by the same bound, i.e., equation (4.1).

From (4.7),(4.8) we have Z = k,r, = r. Hence, we have
R, =R.
4.4.2 The case when p=1,§ = 2.

When p =1 and § = 2, the code will have individual code symbol availability and any local code

has minimum hamming distance at least 2. In this case, the bound (4.1) reduces to,
kt
d<n—Fk-— ’74-‘ +t+ 1.
r

This bound is same as derived in equation (2.9). However, when deriving equation (2.9), in [9],
the assumption was that there will be exactly one parity symbol in each local code. This means § = 2
exactly.

In this result, we show that the minimum Hamming distance is upper bounded by the same bound
even when there is at least 1 parity symbol in the local code (minimum Hamming distance at least 2)
ie, (6 >2). As p=1, we have

R, = R.

The codes with all-symbol locality along with multi-symbol set availability can be constructed using

Gabidulin codes and the construction is similar to the construction given in [9].
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5. Dynamic Recovery sets for Codes with Availability and their Applications to Blockchain

5.1 Introduction

In distributed data storage, a code symbol can be accessed simultaneously multiple times using
disjoint recovery sets using codes with availability. These codes are studied in literature for the case
where the disjoint recovery sets are fixed. This restriction imposes limitations on the construction
of optimal codes. Hence optimal codes with availability do not exist for many parameters. In this
chapter, we define codes with availability, where the disjoint recovery sets for a code symbol are not
fixed but dynamic in nature. One can choose at most any r other code symbols to recover the code
symbol, thus enabling us to choose the t recovery sets arbitrarily. We derive an upper bound on the
minimum Hamming distance of this code. We show that locally recoverable codes with (r,d) locality
(which are studied in literature) are optimal codes.

We show the advantages of these optimal codes in distributed storage blockchain system with
Local secret sharing scheme. This system stores two secrets: a global secret and a local secret. These
optimal codes increases the ability of the system to recover the transactions in the presence of more
erasures.

For the results obtained in this chapter, the notations used are introduced in section 2.2.

5.2 Dynamic recovery sets for codes with availability

Codes with availability are studied in the literature for the case where the disjoint recovery sets are
fixed. The disjoint recovery sets of the code are described using special matrices called as membership

matrices [9,77]. The following are two issues with these class of codes.

(1) The recovery sets are fixed. Loss of any code symbol in a recovery set of a code symbol will
render the recovery set unusable for providing availability. This is because there will be two
erasures in the local code and hence cannot be recovered. The remaining code symbols will

remain unused in local recovery process.

(2) Membership matrices are difficult to construct. They do not exist for a lot of parameters. So,

optimal codes do not exist for many parameters.
5.2.1 Availability with dynamic recovery sets

The features of the codes that are studied in this chapter are given below.
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i) Any r code symbols in a local code can be used for recovery and availability.
ii) These codes exist for a lot of parameters.
iii) These codes shall provide all symbol locality and availability.

We show that (r, ) codes [8] have these features. The optimal code construction of [n, k, d] LRC with

(r,0) locality [16] is given below :

Example 5.1: We shall construct an optimal [n = 10,k = 4,r = 2,5 = 4] code over Fy; with all
symbol locality using the construction given in [16]. We then show that this code has the desirable
properties.

The good polynomial is g(x) = 2® and the message vector is m = (mgg,m01,m10,m11). The
encoding polynomial as

fe(x) = mog + myox + mo12® + myy 5.

The evaluation points are given by A; = {3,9,5,4,1}, A2 ={2,6,7,8,10} and A = A; [ A2. The

codeword ¢ for m = (1,1,1,1) is obtained by evaluating f.(x) at all the points in .4 and

c= (f€(3)7 f€(9)7 f€(5)7 f6(4)7 f6(1)7 f€(2)7 f€(6)7 f€(7)7 f6(8)7 f@(]‘o))7

c=(8,9,1,10,4,0,0,0,0,0).

This code provides all symbol locality and availability with dynamic recovery sets. It is explained

below. Let (¢1,-- ,c10) be the codeword.

(1) Availability t = 2 for ¢; is provided as follows. The degree of f.(x) when restricted to the set
Aj is r — 1. It can be reconstructed by any r evaluations of A;. So, the encoding polynomial

can be obtained using two different sets: {c2, c3} and {c4, cs5}.

(2) Obtain the decoding polynomial d(x) = 2x + 2 from {c2,c3}. Recover ¢; by evaluating d(z) as

the first evaluation point 3 in Ay, i.e., d(3) = 8, which is the desired value.
(3) Similarly obtain d(z) = 2z + 2 from {c4, c5} and determine d(3) = 8.

(4) The choice of the code symbols in a recovery set to recover ¢; is arbitrary. The recovery sets

can also be chosen as {c2,c5} and {c3,cq}. Hence the recovery sets are not fixed.
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(5) This code provides availability ¢ = 2 for all the symbols in a local code. Hence this code can be

viewed as a code with all symbol locality and all symbol availability.

Definition 5.2: The it" code symbol ¢;, i € T of an [n, k, d] linear code with the generator matrix G

is said to have (r,t) availability, if there exists sets Q1(), Q2(i), ..., Q¢(i) C [n], such that

(1) ¢ is a function of the code symbols indexed by @Q1(i), Q2(i),...,Q:(i) and i € Qi) such that

Rank(Glg,y) <7, and |Qi(9)| <r+1, 1 <1<t
(2) Qi) NQu (i) = {i}, for any I, 1" € [t].
(3) Qi) = Ul_, @i(i) and Q;(i) can be chosen arbitrarily from Q(i).

Since |Q(i)| <r+1 and Qi(i) N Qy (i) = {i} for any [,I' € [t], we have

Q)] < 1+tr. (5.1)

Theorem 5.3: Let C be a code as defined in definition 5.2. Suppose
(1) Q)| — Rank(Glg)) = (t = 1)r + 1.

The minimum Hamming distance of this code is bounded as
k
d<n—k+1—(|=|=-1((t-1r+1) (5.2)
r

Proof : Let C be an [n, k,d] code with availability ¢. Let G be the generator matrix of the code C.
A set of columns of rank & — 1 is constructed using Algorithm 2. Let Z be the set of columns of G
which are of rank k£ and |Z| = k. For any i € Z, the collection of all its disjoint recovery sets is given
by

t
Q) = J Qi)
I=1
At the j** iteration, an i € 7 can be picked, as long as
rank(Gly,_,) <k —1.

The algorithm runs for J iterations. We have

Rank (Glv, ,uQu.) = k-
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Algorithm 2 Used in the Proof of Theorem 5.3

L Let Vo=1{1, j=0
2: while 1 do
3. Pick i € Z such that X; ¢ Col(Gly;)

& if Rank (Gly,uqq) ) <k — 1 then

5. j=j41

6: Vi =V UQ()

7.  else if Rank (G’VJ-UQ(i)> = k then

8: Pick any subset Q" of Q(i) of maximum size such that rank (G[y,ugr) =k — 1
9: Qend = Q(Z)

10: j=J3+1

11: Vi=V;1 U Q"

12: Exit

13:  end if

14: end while

From equation (5.1) and assumption (1) in the statement of theorem 5.3, we have Rank (G|g;)) <
r. We have

J= W . (5.3)

For any j € [J], let

uj = Vil = [Vi-1l

v; = Rank(Gly,) — Rank(Gly,_, ).
For j € [J — 1], we have

Vi =V;1uQ()
Vil = 1Vi—1 U Q)]
Similarly, for j € [J — 1], we have
uj = Q)| = [Vi-1 N Q7))

> Rank(Glgp)) + (t = 1)r +1 = [V;21 N Q(i)]

= Rank(Glgg) — [Vj-1 1 Q)| + (= 1)r +1

(i)vj+(t—1)r+1.
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Here (a) follows because

[Vi—1 N Q(i)] < Rank(G|ge)) — vj-

This is because in each step, we have to add at least (¢t — 1)r + 1 columns (due to assumption 1 in
theorem 5.3) which are not in Vj—1 and at least v; other columns which are also not in V;_; which
add to the dimension. The remaining columns (if any) do not increase the dimension and they may

lie in V;_1 N Q(7). Hence [V;_1 N Q(i)| < Rank(G|ge)) — vj. For j =7,
Vy=VsauQ"

ug > Q" = |Vy_1n Q"

> 7.

J
So, |V7| = Z uj, (5.4)
j=1

M

v+ (T -1)((t=1)r+1)

<.
Il
—

—1+( [q —D((t=1)r+1). (5.5)

r

v
w

Applying lemma 2.5, we get the result.

Lemma 5.4: For an optimal code (with r | k) that meets the bound (5.2) with equality, the following
holds:

(2) Any local code is an [1 + tr,r, (t — 1)r 4+ 2] MDS code.

Proof : For the code to be optimal, equation (5.5) should be satisfied with equality.
(i) For equation (5.5) to be satisfied, we should have J = % This means that the dimension of
any local code C|g,(;y = r for all j € J.

(ii) From (1) in the statement of theorem 5.3
|Q(i)] — Rank(Glg)) > (t—1)r + 1.

Since J = %, we have dimension of any local code to be r. Hence, the corresponding columns of the

generator matrix of any local code will be such that,

rank(G|gq)) = 7.
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Minimum Hamming distance -->

5 | —©— bound given by equation (2.10) i
=¥ bound given by equation (2.9)
our bound (equation (5.2))

1 2 3 4 5 6 7 8 9 10
Availability t-->

Figure 5.1: Comparison of the bounds for n =45,k = 6,7 =2 and ¢t = {1,2,...,10}.

From these two equations and equation (5.1), we have
Q@) =r+(Et—1r+1=1+tr

As any code symbol can be recovered from any r code symbols, any r columns of G|g;) are of

rank r. This means, the local code is an [1 + tr,r, (t — 1)r 4+ 2] MDS code.

Construction 5.5: Any optimal LRC with all symbol locality which is constructed by setting § =
(t — 1)r + 2 is an optimal code that provides all symbol availability and dynamic recovery sets. For

example, the constructions given in [16,51] provide all symbol availability with dynamic recovery sets.

Please note that as t increases the gap between equation (2.9), equation (2.10)and equation (5.2)
increases. This is shown in Fig. 5.1. Note that, equation (5.2) gives a smaller value of minimum

Hamming distance than equation (2.9), equation (2.10) (i.e., with fixed recovery sets).
5.3 Application of (r,0) codes to distributed storage blockchain

Distributed storage blockchain (DSB) is introduced in [10,11]. Distributed storage blockchain with

Local secret sharing scheme (DSB with LSS) is introduced in [12]. In DSB with LSS, the important
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secret is stored as a global secret and the lesser important secret is stored as a local secret. DSB with
LSS uses an [r 4 1,7] local codes for local secret sharing. We use (r,d) code for local secret sharing.
This system is referred to as DSB with (r,0) LSS.

The efficiency of a blockchain system is measured by the following three parameters [12]. These

are introduced in section 2.7. For the convenience of the reader these are described again.

e The storage cost (S.) : It is the cost of storing the data. It is proportional to the amount of

data stored in a node.

e Communication cost (C.): It is the cost of downloading the data from other nodes. It is

proportional the amount of data downloaded.

e Robustness to peer failures (R,): It is the maximum number of nodes that are failed, after which

the transaction can be recovered with the remaining nodes.

We compare these for different systems. These are tabulated in table 5.1. We request the reader to
refer to section 2.7, to familiarize themselves on how these parameters are determined. We show that
with the same storage cost (S.) and communication cost (C.) as DSB with LSS, the local secret can
be recovered with larger Ry than for DSB. The recovery of transaction in the presence of failed nodes

is increased to 9 - — 1 nodes when we use DSB with (r,d) LSS. Distributed blockchain systems

TFo—T

are reviewed below.
Traditional blockchain system [69]: In a traditional blockchain system, let B; be the data block

at time 7. Let f1(.), f2(.) be two hash functions. Let X; = f1(Z;) be the hash value stored with the

(7 + 1)*" transaction. Let Z, = (Z,_1, f2(B,)) be the concatenation of the previous hash value and

a hash value of the current data block. It is assumed that B, € Fo and Z; € F,. Any node stores

S. C. R,
Traditional blockchain [12] | log, € + logs ¢ logy, Q2 +logy g n—1
log, Q2 n
DSB [12] { j 1Q+ 2logy ¢ | logy Q0+ 2(r 4 1)logy ¢ + p i
DSB with LSS [12] %82 %% | log, ¢ logy Q + 7 logy g - il -
.
Tog, {2
DSB with (r,8) LSS %82 ** | log, ¢ logy Q +r log, ¢ : % -
r —

Table 5.1: A table for the comparison of storage cost, communication cost and robustness to peer failure.
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Algorithm 3 Algorithm for DSB with (r,d) LSS

: Set the hash value Z, as the global secret. Set mgy = Z; where mgy € F,.
2: The message vector is m = [mgg v;], where v, € F ';*1 is a random vector.

forlzltor%%ldo )

Set local secret s, (1) = yo(B) = Zf;ol mo;(g(z))? for B € A,.
end for
Compute (27 (), € A) by equation (4) and distribute among n peers.
for I =1to ;5 do
Encrypt B; with s;(1) to obtain e (l) = ®(B;;s,(l)).
Encode e;(I) into c,(1) by (r + 0 — 1,r) code.
10:  Distribute and store c,(I) among peers in A;.
11: end for

—_

@

B, and Z,. To recover data at a failed node one needs to download the entire data stored at another
node. The data can still be accessible if there are n — 1 node failures.

Distributed storage blockchain system(DSS) [12]: The n nodes are divided into | = 7 subsets
Ap, Agy - - ’Ar"? each of size r+ 1. In this, the message vector B, € }Faﬂ at time 7, is first encrypted
with a secret key K (I) € F, using the encoding function ® to obtain e,(I). This e,(l) is distributed
and stored in 7+ 1 nodes. K.(I) and Z, are stored using Shamir’s (r + 1,7+ 1) secret sharing scheme.
In the communication cost, p is the extra cost incurred to access r + 1 nodes in another subset.

DSB with LSS [12]: The authors provide Distributed storage blockchain with local secret sharing
scheme. Setting 0 = 2 in Algorithm 3 will give us this scheme. The optimal (r,d) codes which are
constructed in [16] are used in this system. This construction is explained in construction 2.16.

n

Consider n points over a finite field which are divided into [ = 75 subsets Ay, Ag, - - ,A%, each

of size r + 1. Given a good polynomial g(z), for any 3,8 € A;, g(8) = g(8).

In this, the hash value Z; is set as a global secret in the encoding polynomial and [ = 7~+L1 local
secrets s (l) are computed using the local encoding polynomial. The encoding polynomial at time 7
is 27 (z). It is evaluated at n points A. It is distributed and stored among the n nodes. Obtain e, ({)
using the message vector B, € F(, and s,(I) at time 7. Encode e, (l) into c,(I) using (r+1,r) coding.
Distribute and store ¢, () among r + 1 peers in A;.

We explain the local secret sharing scheme here. The encoding polynomial given by
r—1
ze(x) = Zyl(x)xl
i=0

This polynomial is described in equation (2.6), equation (2.7). The encoding polynomial can be
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Figure 5.2: R, for a DSB with LSS with n = 50 and 2 <r < 14.

viewed as a polynomial of degree r with its coefficients being given by y;(«),a € A;. So, if we set
yo(B) for a B € A; as secret this means the constant term of z.(x) is the secret. Lines 3,4 and 5 in
Algorithm 3 does this. This secret can be recovered by accessing any r other evaluations.

For this system, as r is increased, R, decreases. This is shown in Fig. 5.2. For n = 50 we vary r
from 1 to 25. Note that this construction is for » + 1 | n. As it can clearly be observed that as r is

increased, R, clearly decreases.

DSB with (r,0) LSS: Consider n points over a finite field which are divided into | = —j— sets

A1, Aoy e 7Ar+§71’ each of size r + § — 1. Given a good polynomial g(x), for any 3,8 € A;, g(8) =
9(8").

The scheme is illustrated using algorithm 3. The encoding polynomial is evaluated at the n points
of A. In this, the important secret Z, is stored as global secret. And the lesser important secret s, (1)
is stored as local secret. This local secret is encoded locally using an (r, d) local code.

For this system the storage cost is given by

_ log, 2

SC + 10g2 q.

Similarly, the communication cost to recover the data in the event of a node failure is given by

C. =logy Q2+ 1 logy g.

This system can recover the data in each subset even in the presence of § — 1 node failures. If there

are ¢ erasures in each subset, then the data cannot be recovered. Hence, the data can be recovered in
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Figure 5.3: R, for a DSB with (r,d) LSS, with varying r and ¢.

the presence of
n

B
r+6—1

R, =0

erasures.

Awailability to DSS with (r,d) LSS: There will be L = .—%— local codes. Any local code has t sets
of 7 symbols each. These sets can be chosen at random. Hence, the system can provide L - ¢ copies of
sr(1) as well as ¢, (). Hence any local code can provide L - t copies of the transaction B;.

In Fig. 5.3, we plot the graphs for n = 50. For a DSS with (r,d) LSS, for different values of r and
0, the respective values of R,, is plotted. For traditional blockchain system, R, is n —1 = 49. Let
r,r =42,3,5,10, 14}. For each value of r we vary 6 > 2 such that TJM% < 2. When r = 14,6 = 2, the
gap between traditional blockchain system and DSS with (r,d) LSS is huge. However as r is reduced
and ¢ is increased, the gap reduces. For r = 2,5 = 14, the gap is the least.

Hence, for a DSB with (r,d) LSS, as r is kept small and § is made large such that r+3d —1 | n, we
have the robustness to peer failures (R,) much better than for a DSB with LSS (obtained by setting
0 = 2 [12]). This is because for any r, increasing § means increasing t. As t increases, L - t and R,

increases. It is shown that R, of DSS with (r,0) LSS can be made almost close to the traditional

blockchain system. This is in addition to providing more copies of the transaction B;.
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6. Conclusion

6.1 Summary of contributions

We consider codes with availability for distributed data storage and three issues concerning these
codes are addressed in this thesis.

The results are summarized in the two tables 6.1 and 6.2. The first table summarizes the difference
between the different class of codes studied in this thesis. The second table summarizes the optimal

code constructions and the advantages of these codes.

Chapter Upper bound Availability Recovery Comments
sets

3 d<n—-k+1-— Zle ( L—kl—‘ - 1)(5; —1). | For individual | Recovery sets Multiple local

code symbol are fixed erasure correction
kt . 1
4 d<n—k+1- . (6 —1)+¢(6—1). | For multiple | Recovery sets | Multiple local
code symbols are fixed erasure correction
5 d<n—k+1—( (ﬂ —1)((t—1)r+1) | For individual | Recovery sets Multiple local

code symbol are dynamic | erasure correction

Table 6.1: A Comparison of the results obtained in this thesis .

Chapter Optimal codes Membership matrices Features
3 (i) For information availability Needed, Provides availability even
(ii) For information availability and Construction is in the presence of erasures
all symbol locality an open problem.
4 (i) For information availability, Needed, they exist Provides availability for
(ii) For information availability and | for certain parameters multiple symbols
all symbol locality
5 For all symbol locality Not needed Any r other symbols
and all symbol availability can be used as recovery set

Table 6.2: A summary of the features of codes studied in this thesis .

The features of the codes studied in this thesis are described in table 6.2. Based on one’s require-
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ments, an appropriate code can be chosen. For example, if you want to have a code with availability
for certain parameters but the membership matrices do not exist for those parameters, one can chose
the codes with availability with dynamic recovery sets (studied in chapter 5) to provide availability.
This is because these codes do not need membership matrices.

The results obtained in this thesis are summarized chapter wise. The summary is given below.

6.1.1 Chapter 3: Availability with different localities and multiple local erasure
correction.

e We define a new class of codes with availability. These are called as [n,k,d] codes with
{(r1,01),- -+, (r,0¢)} availability. This code C, has ¢ distinct sub codes C;, 1 <1 < ¢. Each
C; is a sub code with (ry,d;) locality [8]. In these codes, availability is provided for information

symbols

e Any information symbol will be in ¢ recovery sets Q;(1),...,Q;(t). Each recovery set Q;(i) € C;

has locality r; and is protected by a local code of minimum Hamming distance at least &;.

e We show that these codes reduce the disk reads in the recovery of multiple erasures in a local

code.
e Two upper bounds on the minimum Hamming distance of this code are derived.

e Optimal codes constructed using pyramid code construction with information locality have a
unique property. We show that the optimal codes provide availability for any information symbol

even when there are any §; — 2 erasures in each of its ¢ disjoint recovery sets.

e Optimal codes with information availability and all symbol locality are constructed using Gabidulin

codes.

e When designed carefully, these codes allow us to recover all k£ information symbols ¢ times

simultaneously. This property is called as information set availability.
6.1.2 Chapter 4: Codes with Availability for Multiple code symbols

e Codes with availability are studied in literature. These codes focus on providing availability for

individual code symbols.
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We consider a new class of codes with availability. These codes provide availability for a subset

of code symbols.

These codes provide availability for more symbols with the same locality. This is an advantage
because, more symbols are recovered with fewer disk reads. These codes are referred to as

[n, k,7, p,t,0] codes.

Optimal codes with information availability are constructed using pyramid constructions. Opti-
mal codes with information availability and all symbol locality are constructed using Gabidulin

codes.

A new class of membership matrices are introduced. They provide availability for a subset of
code symbols instead of a single code symbol. The membership matrices studied in literature

are a special case of these new membership matrices.

We provide a construction of these membership matrices.

6.1.3 Chapter 5: Dynamic Recovery sets for Codes with Availability and their

Applications to Blockchain

Codes with availability are studied in literature for the case where the disjoint recovery sets are

fixed.

If any other code symbol is lost in the local code of an information symbol, then this local code

cannot be used for providing availability.

Membership matrices do not exist for many parameters. Hence optimal codes do not exist for

many parameters.

We define a new class of codes. These codes provide dynamic recovery sets i.e., any r other code

symbols can be used to recover a code symbol.
We derive an upper bound on the minimum Hamming distance of these codes.

We show that optimal (r,0) codes [8] with 6 = (¢ — 1)r + 2 constructed using the polynomial

based construction given by [16] has all these properties.

We show that these optimal codes have interesting applications in distributed storage blockchain

system.
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e Using these codes, we show that as r is kept low and ¢ is increased, the ability of the system to
recover the transaction from node failures increases, i.e., the system can recover the transaction

when many nodes fail.

6.2 Problems for Future work

The following research problems were encountered while deriving the results in this thesis.

e Providing availability for all the code symbols even when some symbols are erased in the local

codes. (An extension of the result obtained in section 3.5 for all the code symbols)
e Construction of membership matrices for codes with {(r1,d1), -, (r¢, )} availability.

e Construction of membership matrices for [n, k,r, p, ¢, ] code i.e., membership matrices for codes

with multiple code symbols.

e Deriving a much general upper bound on the minimum Hamming distance for codes with dy-

namic recovery sets.

6.3 Conclusion

In this thesis, we address three issues which are related to codes with availability. We show that
all these three issues can be resolved in the storage system, by providing any local code, the ability
to recovery multiple erasures locally. Hence these codes are referred to as codes with availability and
multiple local erasure correction. We introduce three classes of codes with availability and multiple
local erasure correction. We derive an upper bound on the minimum Hamming distance of these three

codes. We provide optimal code constructions.
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