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Abstract

In this thesis, we propose a few algorithms in the area of lattice-based cryp-
tography. Lattice-based cryptography is the construction of cryptographic
algorithms the security of which, can be based on the conjectured hardness of
lattice problems. Some of the important features of lattice-based cryptogra-
phy are simple and efficient constructions, resistance to attacks by quantum
algorithms, strong security proofs based on the worst-case hardness of lattice
problems, etc.

First, we propose a Fully Homomorphic Encryption (FHE) scheme using
multivariate polynomial evaluations. The scheme is designed in the framework
of LWE (Learning with Errors) based schemes and its security depends on
the hardness of the LWE problem. In this thesis, we have tried to utilize the
intrinsic homomorphism in polynomial rings in order to perform homomorphic
multiplication. Unlike other LWE based schemes, the size of the ciphertext
does not grow with multiplication. Further, the noise associated with the
ciphertexts increases only linearly.

We then show that the multiplication technique used in the FHE scheme
can be extended to previous LWE-based schemes. By doing this, we can
avoid the process of relinearization and the associated change of key after
homomorphic multiplication. The evaluation key for the proposed multiplica-
tion technique is a third order tensor. In order to recover the secret key from

the evaluation key, a system of non-linear equations must be solved.
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Finally, we introduce a decision problem called the Hidden Subspace Mem-

bership problem and prove its hardness with respect to the LWE problem.

ii
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Chapter 1

Introduction

The conjectured hardness of problems associated with lattices can be used
to develop secure cryptographic algorithms. Cryptosystems [DHT76, RSATS),
RADTS|, [E1G84] based on number-theoretic assumptions like integer factor-
ization or discrete logarithm were rendered insecure with the development
of quantum algorithms [Sho99]. No such algorithms are known for solving
lattice-based problems. Therefore, cryptographic constructions whose hard-
ness depends on these problems are promising candidates for post-quantum
cryptography. Also, such constructions are simple as they involve only lin-
ear operations and are highly parallelizable. Further, it is possible to have
encryption schemes whose security depends on the worst-case hardness of lat-
tice problems [Ajt96].

Some well known computational problems based on lattices are the Short-
est Vector Problem (SVP), the Closest Vector Problem (CVP) and the Short-
est Integer Vector Problem (SIVP). The most basic of these problems is the
shortest vector problem. Given an arbitrary basis for a lattice £, the short-
est vector problem is to find the shortest non-zero vector in £. However, for
cryptographic purposes, one generally considers the approximated versions of

these problems specified by an approximation factor +. In the approximate
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shortest vector problem denoted as SVP,, the challenge is to output a vec-
tor whose length is v times the length of the shortest non-zero vector in the
lattice. These problems are known to be NP-hard for small approximation
factors, viz., v < O(1) [Ajt98], IDKS98| [HROT, [Kho05l, [Kho09, [Mic01]. These
lattice problems can be solved using lattice basis reduction algorithms. The
best known such algorithm that runs in polynomial time is the LLL algorithm
by Lenstra, Lenstra and Lovész [LLL82]. However, the LLL algorithm and
its variants [Sch87, [AKSO1] achieve only slightly sub-exponential approxima-
tion factors. On the other hand, the algorithms that achieve polynomial ap-
proximation factors require exponential run time [Kan83, MV13, [ADRSD15].
Therefore, there are no known polynomial time algorithms that approximate
lattice problems to within polynomial approximation factors [MR09).

The first cryptographic construction based on the worst-case hardness of
lattice problems was proposed in [Ajt96]. Subsequently, Ajtai and Dwork gave
the first lattice-based public key encryption scheme with a security proof based
on the worst-case hardness assumptions of lattice problems [AD97]. Another
significant construction based on lattices is the NTRU cryptosystem proposed
in [HPS9§|. It is the first cryptographic construction to use polynomial rings
and is practically efficient but lacks a supporting proof of security. Regev,
in his seminal work [Reg05] introduced the well-known Learning with Errors
(LWE) problem and gave the first public key encryption scheme based on its
hardness. Ever since, LWE has been extensively used to design some of the
best known cryptographic constructions based on lattices.

The LWE problem is an extension of the Learning Parity with Noise
(LPN) problem. It can also be seen as the problem of decoding ran-
dom linear codes. The average-case hardness of the LWE problem can be

reduced to the worst-case hardness of the above mentioned lattice prob-
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1.1. Fully Homomorphic Encryption

lems [Reg05, Reg09, BLP*13]. The concrete hardness of LWE has been
extensively studied in [LP11, IACFT15, [APS15]. Among other crypto-
graphic primitives [Reg09, [ACPS09, [GPV08, [LP11l, [ADPS16l, [Geoll], LWE
is mainly used in the construction of fully homomorphic encryption schemes
[BV11), Bral2, [GSW13| [HAO16, BV14a].

In this thesis, we present the following results in the area of lattice-based

cryptography.

1. We present a fully homomorphic encryption scheme using multivariate
polynomials. The scheme is designed in the framework of LWE-based
schemes and its security depends on the hardness of the LWE problem.
For homomorphic multiplication, we use a polynomial-based technique

that does not increase the size of the ciphertexts.

2. We show that the multiplication technique in the proposed FHE scheme

can be extended to previous LWE-based schemes.

3. We introduce a decision problem called the Hidden Subspace Member-
ship (HSM) problem and give evidence of its hardness with respect to
the hardness of the LWE problem.

1.1 Fully Homomorphic Encryption

Fully homomorphic encryption enables computation of arbitrary mathemati-
cal functions on encrypted data without decryption. As a result, data can be
outsourced to a cloud service for storage and computation without compro-
mising its privacy. The computations to be performed are specified in terms
of either boolean or arithmetic circuits.

Homomorphic encryption can be classified mainly into three types — Par-

tially Homomorphic Encryption, Somewhat Homomorphic Encryption and

3
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1.1. Fully Homomorphic Encryption

Fully Homomorphic Encryption. If an encryption scheme can evaluate cir-
cuits with only one type of gates, i.e., either addition or multiplication, then
it is called partially homomorphic. An encryption scheme is called somewhat
homomorphic if it can evaluate circuits of only limited complexity. An en-
cryption scheme that can evaluate circuits of arbitrary complexity is said to
be fully homomorphic.

The notion of fully homomorphic encryption was introduced in [RADTS].
This notion was called privacy homomorphism back then. Thirty years
later, the first construction of fully homomorphic encryption was proposed in
[Gen09]. Even before the construction of [Gen09], several encryption schemes
with partial and somewhat homomorphic capabilities were proposed. This
includes the RSA encryption algorithm proposed in [RSAT78] which is homo-
morphic with respect to multiplication. Other such constructions include the
Goldwasser-Micali cryptosystem [GM82], the ElGamal cryptosystem [EIG84],
Paillier [Pai99] and Benaloh [Ben87| cryptosystems, cryptosystems by Sander-
Young-Yung [SYY99], Ishai-Paskin [IP07], Boneh-Goh-Nissim [BGNO5| etc.

Apart from the conventional schemes, attempts were made to construct
homomorphic encryption schemes using different algebraic structures. Ho-
momorphic encryption using lattices and linear codes were proposed in
IMCGO08, MGH10, PW11l, [AS08, [AAPS11]. A family of schemes called
Polly Cracker [FK93| IBCE"94] uses multivariate polynomial algebra. These
schemes are naturally homomorphic with respect to addition and multipli-
cation. However, the Polly Cracker based schemes are vulnerable to attacks
using Grobner basis construction algorithms as well as attacks using linear al-
gebra [BCET94, [LAVMPT09]. Noisy variants of these cryptosystems were pro-
posed in [AFFP11l Her12l IAFFT16] to overcome these vulnerabilities. How-

ever, in all variants of Polly Cracker as well as multiplicatively homomorphic
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1.1. Fully Homomorphic Encryption

schemes based on lattices and linear codes [MGH10, [ASO8, [AAPST1], the size
of the ciphertext expands exponentially after multiplication.

Following the initial construction of a Fully Homomorphic Encryption
(FHE) |Gen09] scheme, similar schemes were proposed in [VDGHV10, [SV10,
BV11l, [GH11), [GHS12b, [GHS12al [CMNT11), ICCK™13]. These schemes fol-
low a similar design policy and are collectively called the first generation of
FHE. In these constructions, a somewhat homomorphic scheme is converted
to a fully homomorphic one using bootstrapping. Bootstrapping is the pro-
cess of ‘refreshing’ a ciphertext when the noise after homomorphic operations
grows too large. The refreshed ciphertext is an encryption of the same mes-
sage with reduced noise. However, the complexity of bootstrapping is very
high and as an alternative, a second generation of schemes were proposed
[BV14al, BGV14. Bral2, [FV12] based on the hardness of the LWE problem
and its ring variant Ring Learning with Errors (RLWE). In these schemes,
homomorphic multiplication blows up the size of the ciphertext and the noise
associated with it. Various new techniques like relinearization and modulus
switching were proposed [BV14a, BGV14] to deal with these blow-ups. Us-
ing these techniques, a (leveled) fully homomorphic encryption scheme can be
obtained from a somewhat homomorphic one without bootstrapping (a lev-
eled FHE scheme can evaluate circuits of ‘fixed” arbitrary complexity). These
schemes require an evaluation key in order to perform homomorphic multipli-
cation.

Further, a third generation of schemes [GSW13| [DM15], [(CGGI16a], start-
ing with GSW (Gentry-Sahai-Waters) [GSW13], were proposed without the
expensive relinearization procedure. It is based on the approximate eigen-
vector method and the ciphertexts are matrices in this case. It removes the

need for an evaluation key to obtain a leveled FHE scheme and homomorphic
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1.1. Fully Homomorphic Encryption

addition and multiplication are roughly matrix addition and multiplication
respectively. Further, it was observed in [BV14h] that the noise during ho-
momorphic multiplication in GSW grows in an asymmetric fashion and this
can be used to achieve bootstrapping with weaker hardness assumptions. The
GSW scheme has a large performance overhead which can be improved sig-
nificantly by relying the hardness on the RLWE problem. Ring-LWE variants
of the GSW scheme were developed in [DM15, [CGGI16a].

The GSW scheme [GSWI13| together with BGV (Brakerski-Gentry-
Vaikuntanathan) [BGV14] and B/FV (Brakerski/Fan-Vercauteren) [Bral2l
FV12] are standard constructions of homomorphic encryption [ACCT19).
Many subsequent work deals with improving the performance of these
schemes for efficient implementation of homomorphic encryption. Various
optimizations like SIMD (Single Instruction Multiple Data) style batching
[SV14, [GHS12b] and faster bootstrapping techniques were proposed to im-
prove the efficiency of the second generation schemes [ASP13, (GHS12al, [HS15],
HS18, [CJP20]. Further improvements of second generation schemes include
the CKKS scheme [CKKS17] that introduces homomorphic encryption for ap-
proximate numbers, and various software and hardware implementations of
the B/FV scheme [PRR17, [SEA20, BEHZ16, [HPS19, RTJ"19, [TRV20] based
on the RLWE problem. Optimizations for GSW and its variants mainly fo-
cus on achieving faster bootstrapping techniques [DM15], [CGGI16a, I[CGGI17].
For instance, a single bootstrapping can be executed in less than a second in
[DM15] which was further sped up to less than a 0.1 seconds in [CGGI16a].
All of these improvements and optimizations have led to the development of
various FHE libraries [HS14, PRR17, [SEA20, DM15, [CGGI16b] and compilers
[Crol7, [CDS15, [CMTM18|, VS18, vEPIL19, IDKS™20, [VJH21].

In this thesis, we propose a multi-bit leveled fully homomorphic encryp-
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1.2. Hidden Subspace Membership

tion scheme based on multivariate polynomial evaluations. The idea is to
represent an encryption of zero by noisy evaluations of a polynomial, sampled
uniformly at random from a secret ideal. For homomorphic operations, we
use a polynomial-based multiplication technique that inherits multiplicative
homomorphism from the corresponding property of polynomial rings. The
security of the scheme depends on the hardness of the LWE problem. The
proposed scheme is first presented in a manner similar to the LWE variants
of BGV [BGV14| and B/FV [Bral2]. However, unlike these schemes, homo-
morphic multiplication does not increase the size of the ciphertexts in the
proposed scheme. Therefore, there is no need for relinearization. The noise
associated with the ciphertexts increases only linearly with each homomorphic
operation. Hence, a leveled FHE scheme can be obtained without modulus
switching. The per-gate computation of the scheme is O(A\® - L?) where A
denotes the security parameter and L denotes the multiplicative depth of the
circuit. In its current form, the proposed scheme performs significantly better
than other LWE based schemes.

Further, we show that the polynomial-based multiplication technique can
be extended to other LWE-based schemes [BVI14a, BGV14, Bral2]. This
removes the need for relinearization or key switching after the multiplication
process. It also removes the need for modulus switching since the increase in

noise is linear after every multiplication,

1.2 Hidden Subspace Membership

In this thesis, we introduce an extension of the decisional learning with errors
problem called the Hidden Subspace Membership (HSM) problem. This prob-
lem is also a generalization of the LWE problem with multiple secrets. The

HSM problem is to distinguish elements of a subspace perturbed with noise
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1.3. Outline of the Thesis

from those sampled uniformly at random from the vector space. In other
words, given a subspace S of a vector space V and a noise distribution A/ on
V), the HSM problem is to distinguish a vector in & + A from a vector in the
uniform distribution on V. If S is an n-dimensional subspace of the vector
space V = Zg for some n,q,¢ € N, then the Learning with Errors problem
with parameters n and ¢ is a specific case of the HSM problem. We show that
various instances of the HSM problem is as hard as the Learning with Errors

problem.

1.3 Outline of the Thesis

The remainder of the thesis is organized as follows. Chapter [2| contains the
necessary mathematical and cryptographic preliminaries to be used in the
rest of the thesis. In Chapter |3| we describe the construction of the (leveled)
fully homomorphic encryption scheme based on the hardness of the Learning
with Errors problem. We first describe a symmetric key variant of the scheme
for simplicity and then convert it into a public key scheme. In Chapter [4]
the multiplication technique from Chapter [3| is extended to previous LWE-
based schemes [BV14a, BGV14, Bral2]. In Chapter[5| we describe the Hidden
Subspace Membership problem and prove its hardness with respect to the
Learning with Errors problem. Finally, in Chapter [], we give a summary of
the work done in this thesis and give possible research directions for future

work.

1.4 Notations

The following notations are used in this thesis. A denotes the security parame-

ter. We use R to denote the set of real numbers, QQ the set of rational numbers,
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1.4. Notations

Z the set of integers and N the set of natural numbers. A finite field of order ¢
for some prime ¢ € N is denoted by Z, or IF, and its elements are represented
by the integers in the interval (—2,4]. For some a € Z, we use (a mod q)
to denote the modular reduction of a by ¢ into the interval (—¢/2,q/2] N Z.
We use Z,[x1,...,2,] to denote the ring of polynomials in zq,...,z, with
coefficients in Z,. Given polynomials fi,..., fy € Zy[z1,..., 0], (f1,- -, ft)
denotes the ideal generated by fi,..., f;. For a polynomial ring R and an
ideal Z, R<, and Z, denote the set of polynomials in R and Z respectively
of degree at most r for some r € N. Given a set S, r < S means that x
is sampled uniformly at random from S. Similarly, x < D means that z is
sampled from a distribution D. For a real number z, |z|, [z]| and |z] denote
the rounding of  down, up or to the nearest integer. For some z € R, |z| de-
notes the absolute value of x. Scalars are denoted using plain letters, vectors
using bold lowercase letters and matrices using bold uppercase letters. The
i'" row or column of a matrix A is denoted using A(i,:) or A(:,) respectively.
Tensors are denoted by uppercase bold script letters A, B, ... etc. A vector
v is usually a row vector unless stated otherwise. We use (v, w) to denote
the concatenation of vectors v and w given by [v || w|. The one norm of a
vector v is denoted by ||v||,, the Euclidean or £, norm by ||v|| and the infin-
ity norm by |lv||. The inner product of two vectors v, w is denoted using
(v,w) := vw’. The notation v ®w denotes the component-wise product of v
and w. We use ‘log’ to denote logarithm to the base 2. We use O(+), £2(-),w()
etc. to denote standard asymptotic notations. Further, O(-), £2(-) means that

the logarithmic factors are suppressed in the main parameter.
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Chapter 2

Preliminaries

This chapter contains an account of the mathematical and cryptographic back-
ground to be used in the remainder of the thesis. First, we recall some basic
concepts from Abstract Algebra and Linear Algebra. Then, we discuss some
basic definitions and computational problems based on lattices. Further, we
give an overview of the main concepts related to fully homomorphic encryp-

tion.

2.1 Groups, Rings and Fields

Definition 2.1.1. (Group [LN97T]). A group (G, *) is a set G equipped with

a binary operation x such that it satisfies the following properties:
e x is associative; i.e., ax (bxc) = (a*b) *c for all a,b,c € G.

o There exists an element e € G called the identity element such that

axe=exa=a foralla €g.

1 1

o For all a € G, there exists an inverse element a= such that a x o™ =

alxa=e

10
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Additionally, if a group satisfies a fourth property where axb = bx*a for all
a,b € G, then it is called an Abelian or a commutative group. An example of
a group is the set of integers together with the operation of addition denoted

as (Z,+).

Definition 2.1.2. (Ring [LN97]). A ring R(+,-) is a set R, equipped with

two binary operations, ‘+” and “’ that satisfies the following set of axioms.
1. R is a commutative group with respect to ‘+
2. “7is associative i.e., for all a,b,c € R, (a-b)-c=a-(b-c).

3. The distributive laws hold; i.e., for all a,b,c € R, we have a - (b+ ¢) =

a-b+a-cand(b+c)-a=b-a+c-a.

Examples of rings include the set of integers Z, the set of polynomials with
integer coefficients Z[z], the set of all 2 x 2 matrices over the real numbers R

etc. Further, we can have the following different types of rings.

1. A ring is called commutative if ‘-’ is commutative, i.e., for all a,b € R,

a-b=">b-a.

2. A ring with identity is a ring that has a multiplicative identity, i.e., for

all @ € R, there is an element e € R such that a-e =e-a = a.

3. A ring is an integral domain if it is a commutative ring with identity

e # 0 such that if ab = 0, then either a =0 or b = 0.

4. If the non-zero elements of a ring forms a group under ‘-’; then it is

called a division ring.

5. A commutative division ring is called a field.

11
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Definition 2.1.3. (Subring). A subset of a ring R that is closed under
the operations of + and - and forms a ring under these operations is called a

subring of R.

Definition 2.1.4. (Ideal). A subring Z of a ring R is called a left (right)
ideal of R if for allr € R anda € Z, ra € T (ar € T).

An ideal is called two-sided if it is both a left and a right ideal.

Let R be a commutative ring with identity. Then, the ideal generated by a
single element @ € R, given by Z := (a) = {ra | r € R}, is called the principal
ideal generated by a.

Given a ring R and a (two-sided) ideal Z, an equivalence relation ~ on R

can be defined as follows:

{a ~ b if and only if a — b € T}

The equivalence class or the residue class of an element a € R is denoted by
la] = a +Z. The set of residue classes of R modulo Z is denoted by R/Z. It
forms a ring called the residue class ring or the quotient ring with respect to

the following operations.

(a+Z)+ (b+Z)=(a+b)+Z

(a+Z)(b+Z)=ab+T

Definition 2.1.5. (Field). A field is an algebraic structure given by a set
F together with the operations of addition and multiplication such that the

following properties are satisfied.

1. F is a commutative group with respect to addition.

2. If F* denotes the non-zero elements of F, then F* is a commutative group

12
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with respect to multiplication.

3. The multiplication operation is distributive over addition, i.e., ¥ a,b,c €

F,a-(b+c)=a-b+a-c

The set of real numbers together with the operations of addition and mul-
tiplication denoted by R(+,-) forms a field. The cardinality or the number
of elements in this field is infinite. A field with finite number of elements is

called a finite field.

Theorem 2.1.1. ([LN97]). The ring of residue classes of the integers modulo

the principal ideal generated by a prime q denoted by Z/(q) is a field.

Definition 2.1.6. (Galois Field [LIN97]). For a prime q, let F, be the set
of integers {0,1,...,q— 1} and let ¢ : Z/(q) — F, be the mapping defined by
#(la]) =a fora=0,1,...,q—1. Then F, is a finite field with the operations

of addition and multiplication modulo q, called the Galois field of order q.

2.2 Multivariate Polynomials over Finite

Fields

In this section, we briefly discuss a few definitions regarding multivariate

polynomials that are relevant to this work.

Definition 2.2.1. (Monomial [CLO92]). A monomial in n variables

Z1,...,%, Us a product of the form x{* - x3*--- xS where oy € Zsq for all

1. The total degree of this monomial is 3.7 | a.

If « = (ay,...,q,) denotes a tuple of non-negative integers, then for sim-

Qn

plicity, we can write z® = z{'---2%". We are now ready to define a multi-

variate polynomial in zq,...,x,.

13
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Definition 2.2.2. (Multivariate Polynomial). Let F, be a finite field of
order q. Then, a polynomial f in xy,...,x, over F, is a finite linear combi-

nation of monomials with coefficients in F, given by

f= Zaaxa, aq € I,
(6%

where the sum is over a finite number of n-tuples a = (aq,...,qp). a4 is
called the coefficient of the monomial x® and for a, # 0, a,x® is called a term

of f and the mazimum |«| for which a, # 0 is called the total degree of f.

The set of all polynomials in x4, ..., z,, with coefficients in [, is denoted by
F,[z1,...,z,] and forms a multivariate polynomial ring over F,. An ideal of
F,[z1,...,z,] is the ideal generated by a finite set of polynomials fi,..., fs €
Fylz1,...,x,] denoted as (f1,..., fs).

Definition 2.2.3 (Ideal generated by fi,..., fs [CLO92]). The ideal gen-

erated by a finite set of polynomials fi1,..., fs € Fylxy, ..., x,] is defined as

<f1,...,fs> = {ihlfz | hl,...,hs E]Fq[l’l,...,l’n]}

In order to arrange the terms of a polynomial in a descending (or as-
cending) order, an ordering on its monomials must be defined. A monomial

ordering can be defined as follows.

Definition 2.2.4. (Monomial Ordering [CLO92]). Given the polynomial
ring R :=Fy[z1,...,z,), a monomial ordering is any relation > on the set of

monomials x%, « € Z%, that satisfies the following properties:
« > is a total ordering on 7.

o Ifa>p andy € Zy, thena+vy> [+,

14
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e > is a well ordering on Z%, i.e., every non-empty subset of Z%, has a

smallest element under >.
Following are the examples of two extensively used monomial orderings.

Definition 2.2.5. (Lexicographic Ordering [CLO92]). If o :=
(1, ... 0n) and B := (B1,...,Bn) € 2%, then o >y, B when the leftmost

non-zero entry of the vector o — 3 € Z" 1is positive.

Definition 2.2.6. (Degree Reverse Lexicographic Ordering [CLO92]).

For a = (Oél, o 7an) and 6 - (51a s >Bn) S Zgo; (6% >degrevlea; B Zf
la| = Z@z‘ > (6] = Zﬁz’ or |al = [B]
=1 5=ils

and the rightmost nonzero entry of the vector o« — € 7™ is negative.

With respect to a monomial ordering, the leading monomial and leading

term of a polynomial can be defined as follows.

Definition 2.2.7. (Leading Monomial, Leading Term [CLO92]). Fora
non-zero polynomial f = ¥, aax® € Fy[z1,...,2,] and a monomial ordering
>, the leading coefficient and leading monomial of f are LC(f) = @maz(a) and

LM(f) = 2™(®) respectively where the mazimum is taken with respect to the

monomial order >. The leading term of f is given by LT(f) = LC(f)-LM(f).

Given a polynomial f € F,[z1,...,z,] and a set of polynomials fi,..., fi

in Fy[xq,..., x|, division of f by fi,..., fy means that f can be expressed as
f=afi+ - +afit+r (2.1)

where the quotients aq,...,a, and the remainder r are elements of

F,[z1,...,x,] and either 7 = 0 or is a linear combination of monomials such

15
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that none of it is divisible by the leading terms of the divisors with respect to

a given monomial ordering (Theorem 3 [CLO92]).

2.3 Tensors

Let ¢ : Vi xVy X+ - - %XV, — W be a multilinear map, where Vy,...,V, and W
are finite-dimensional vector spaces. Given fixed bases for the vector spaces,
¢ can be represented by a multidimensional array 7T called a tensor. The
order of a tensor is the number of indices required to represent a component

of the array.

Definition 2.3.1. (Slices). Slices in a tensor are two-dimensional sections
generated by fixing all indices except two. In a third order tensor, matrices
generated by keeping the last index fized are called frontal slices. Therefore a

third order tensor TW>*2*Is js an I3 array of 1, x I, matrices.

Definition 2.3.2. (Bilinear Map). A Bilinear map is a function ¢ : V; X
Vo — V3 that takes two elements from two vector spaces Vi and Vs and maps
it to an element of a third vector space V3 such that it is linear in each of its
elements; i.e., for a fived vy € Vi, v1 — ¢(v1,vs) is a linear function from V,
to Vs and for a fized vo € Vs, vy — ¢(v1,v9) is a linear function from Vs to

Vs.

An order-3 tensor T can be used to represent a bilinear map ¢ : YVxV — V,

on the vector space V over F. If dim(V) = n and {by,...,b,} denotes a basis
for V, then
G(bi bj) = > > Ty - by (2.2)
i=1 j=1 k=1
For a fixed k, T} := (Tijx)1<ij<n represents a unique matrix T} of order
16
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n xn. For 1 < k < n, T}, forms the frontal slices of the tensor 7~. The bi-
linear map ¢ then acts on two arbitrary vectors v1 = (v11,v21,...,Vp1), V2 =

(V12,22 ...,0,2) € V as follows:

<Z5(’Ul,’02) = z": Ui,1¢(bi;bj)vj,2

4,j=1

= {vlTlva .. vT,v! (2.3)

Definition 2.3.3. (The n-mode Product). The n-mode product defines
multiplication of a tensor by a matriz. In general, the elementwise n-mode
product of a tensor T € FhxXIn—1xInxIns1XXIN qnd q matriz M € F/*In s

defined as:

In

(T X M)i1i2-~~in—1jin+1~~~i1v = Z 7;1i2"'in—1inin+1"'iNijin (24)

in=1

The resultant tensor is of the order of (Iy X o X+ - X L, 1 X J X L, 1 X+ X Iy).

2.4 Lattices

Let (by,...,b,) be aset of n linearly independent vectors in R” and B € R"*"
be the matrix with B(7,:) = b; for 1 < ¢ < n. Then, the n-dimensional lattice

generated by B can be defined as
LB)={v-B|veZ"} (2.5)

Definition 2.4.1. (Lattice). A lattice L is a discrete additive subgroup of R™
given by the set of all integer linear combinations of k < n linearly independent

vectors by, ..., b, € R".

The vectors (by, ..., by) is called a basis for £ and k is called the dimension

17
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of L. If k =n, then L is called a full rank lattice.

Definition 2.4.2. (Minimum Distance). The minimum distance of a lat-

tice L is the length of the shortest non-zero lattice vector given by

M (L) = mingyer |||

where ||v|| denotes the Euclidean norm or 5 norm of v.

Definition 2.4.3. (Successive Minima). Let £ be a lattice of dimension
n. The i successive minimum denoted by \;(L) is the smallest radius v such
that there exists i linearly independent vectors by, ..., b; € L of norm at most

r. i.€e.,

il - B3]l < ML) for all i

Lattices used in this thesis are ¢g-ary lattices. A g-ary lattice can be defined

as follows:

Definition 2.4.4. (¢-ary Lattices). For some q € N, a lattice L is called
a q-ary lattice if it satisfies qZ" C L C Z". A q-ary lattice can be thought of
as a subgroup of Zy. A vector v is in the lattice L if v mod q € L. Given a

matriz A € ZZ‘XM, the following are two M dimensional q-ary lattices.

L,(A) {'UEZf]WMJ:w-A modqforsomewEZZ}

,Cj(A) {vEny |v-AT =0 modq}
The first lattice corresponds to the linear code generated by the rows of A

and the second lattice corresponds to a linear code whose parity check matrix

is given by A. The dual of a lattice £ is the set of vectors v € span(L) such

18
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that (v, w) € Z for all w € L. By definition, the above two lattices are dual

to each other [MR09].

2.4.1 Computational Problems based on Lattices

We now discuss some of the well-known computational problems based on
lattices. The security of lattice-based cryptographic constructions depends on
the hardness of these problems. One of the most extensively studied problem

is the Shortest Vector Problem (SVP).

Definition 2.4.5. (Shortest Vector Problem (SVP)). Given a basis B

of a lattice L, find the shortest non-zero vector in L(B).

For cryptographic purposes, one generally considers the approximated ver-

sions of these problems specified by an approximation factor v = v(n).

Definition 2.4.6. (Approximate Shortest Vector Problem (SVP,)).
Given a basis B of an n-dimensional lattice L, find a non-zero vector v € L(B)

such that ||v]] < y(n) - A\ (L).

The decisional variant of the approximate shortest vector problem called

GapSVP, can be defined as follows:

Definition 2.4.7. (Decisional Approximate Shortest Vector Prob-
lem (GapSVP.,)). Given a basis B of an n-dimensional lattice L and a

positive integer d, the GapSVP, problem is to distinguish between the cases
M(L(B)) < d and \(L(B)) > ~(n) - d.

Another computational lattice problem which is a close variant of the
shortest vector problem is the Shortest Independent Vectors Problem (SIVP)

and its approximation variant can be defined as follows:

19
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Definition 2.4.8. (Approximate Shortest Independent Vectors Prob-
lem (SIVP.,)). Given a basis B of an n-dimensional lattice L, find a set of

n linearly independent lattice vectors sy, ..., 8, such that ||s;|| < vy(n) - A (L)

for alli.

These problems are known to be NP-hard for small approximation factors
(for factors above \/m, approximating lattice problems are no longer
NP-hard [LLS90, [GG0Q]). There exists either polynomial time algorithms
[LLL82] [Sch87] that achieve exponential approximation factors or algorithms
that obtain polynomial approximation factors but require exponential time
[Kan83, IMV13]. The best known polynomial time algorithms are successors
of the lattice reduction algorithm LLL [LLL82] and obtains exponential ap-

proximation factors like y = 20(nleglogn/logn) [AKSOT].

2.5 Statistical Distributions and Gaussian
Measures

The encryption algorithms used in this work are probabilistic in nature.
Therefore, distinguishing between the encryptions of two messages amounts
to distinguishing between two probability distributions. In this context, it is

important to define the following.

Definition 2.5.1 (Statistical Distance). Let X and Y be two random vari-
ables taking values in a set S. Then, the statistical distance between X andY

is defined as
A(X,Y) = 1 Spes [PPIX = a] = Pr[Y = 4]

Two probability distributions can be considered sufficiently close if it is

difficult to distinguish between their samples. This brings us to the question

20
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of computational indistinguishability. But before that we need to define what

we mean by a negligible function.

Definition 2.5.2 (Negligible Function). A function negl(z) : N — R
is called negligible if, for every ¢ € N, there exists an integer n. such that
Inegl(x)| < :Ci forallx > n.. We write negl(-) to denote an arbitrary negligible

function.

Definition 2.5.3 (Computational Indistinguishability). Two distribu-
tion ensembles X = {X)\}ren and Y = {Y)\}ren are said to be computationally
indistinguishable if for all Probabilistic Polynomial Time (PPT) algorihms A,
there exists a negligible function, negl, such that

AdvTY(A) = | Pr [A(@) = 1] — Pr [A(z) = 1]| < negl(\)

X\ Y\

where Advy" (X) is called the advantage of A.

2.5.1 Discrete Gaussians

Cryptographic protocols based on lattices use Gaussian-like probability dis-
tributions over lattices called discrete Gaussians. The following overview of
Gaussian measures is adopted from the works of [Reg05],|[GPV0S].

The normal distribution with mean 0 and variance ¢ is the distribution
on R given by the density function ﬁe:ﬂp(%). The sum of two normal
variables with mean 0 and variances o2 and o3 is a normal variable with mean
0 and variance o} + 3. For any s > 0, the Gaussian function on R" centered

at 0 is defined as:

ps(@) = exp(— |z /s]’)
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Definition 2.5.4 (Discrete Gaussian). For a lattice L and any s > 0, the

discrete Gaussian probability distribution over L can be defined as
Ve eLl, Dps=—=

Let T = R/Z be the group of reals [0, 1) with mod 1 addition. For a € R*,
U, is defined to be the distribution on T obtained by sampling from a normal
variable with mean 0 and standard deviation \/% and reducing the result
modulo 1. For a probability distribution ¢ over T and an integer q € Z™",
its discretization ¢ is the discrete probability distribution over Z4 obtained by
sampling from ¢, multiplying by ¢ and rounding to the nearest integer modulo
q.

Further, in lattice-based encryption algorithms, one often encounters dis-

tributions where, with high probability, the value taken by a random variable

lies in a given range.

Definition 2.5.5. (B-bounded distribution). A distribution X over the

set of integers is said to be B-bounded (denoted as |X| < B) if

Prilz| > B | x & X] = negl(\) (2.6)

2.6 Cryptographic Encryption Schemes

An encryption scheme can be of two types — symmetric key encryption and
public key encryption. A symmetric key encryption is a type of encryption
that uses a single key for both encryption and decryption. The parties com-
municating via symmetric key encryption must exchange the key beforehand.
On the other hand, a public key encryption scheme uses separate keys for en-

cryption and decryption. The sender encrypts a message using the receiver’s
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public encryption key which can be decrypted by the receiver using the cor-
responding private decryption key.

A public key (symmetric key) encryption scheme PKE =
{PK.Keygen, PK.Enc, PK.Dec}  consists of three PPT  algorithms
(SKE = {SK.KeyGen,SK.Enc,SK.Dec} for a symmetric key scheme) for

key generation, encryption and decryption respectively.

e Key Generation(1*). The key generation algorithm, PK.Keygen, takes
the security parameter A\ and outputs a public encryption key pk and
a secret decryption key sk, i.e., (pk,sk) < PK.Keygen(1*) (In case of
a symmetric key scheme, the algorithm SK.KeyGen(1%) outputs a single

secret key sk).

e Encryption(m, pk). The encryption algorithm takes a message m and
the public key pk and outputs a ciphertext ¢ <~ PK.Enc(m,pk) (The

algorithm SK.Enc(m, sk) outputs an encryption of a message m using

the key sk).

e Decryption(c, sk). The decryption algorithm outputs the message m
after taking the ciphertext ¢ and the secret key sk as inputs, i.e., m <
PK.Dec(c, sk). (The algorithm SK.Dec(c, sk) decrypts a ciphertext ¢ to

its corresponding message m using sk).

The scheme PKE is said to be correct if for any key pair (pk, sk) < PK.KeyGen

and any message m
Pr[PK.Dec(PK.Enc(m, pk), sk) = m] =1 — negl(\)

(The correctness of SKCE can be similarly defined).
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2.7 Security

The security of public key encryption schemes can be classified on the basis of
various possible goals and attack models. Two standard goals for a public key
encryption scheme are semantic security and ciphertext indistinguishability.
The notion of semantic security was proposed in [GM82]. A cryptosystem is
said to be semantically secure if only negligible information about a plaintext
can be extracted from its ciphertext which can also be computed without
the ciphertext. In case of ciphertext indistinguishability, given the encryption
of one of two messages, an adversary cannot distinguish between the two
messages. Security in terms of indistinguishability can be commonly classified

in terms of the following notions.

1. Indistinguishability under Chosen Plaintext Attack (IND-CPA): An en-
cryption scheme is said to be IND-CPA secure if an adversary, given
polynomially bounded number of encryptions of its choice, cannot distin-
guish between the encryptions of two messages with probability greater

than $ + negl(\).

2. Indistinguishability under Chosen Ciphertext Attack (IND-CCA1): An
encryption scheme is said to be indistinguishable under chosen cipher-
text attack if an adversary, given access to a decryption oracle (in addi-
tion to the public key) which decrypts ciphertexts of its choice, cannot
distinguish between the encryptions of two messages with probability
greater than % + negl(\). The adversary can query the decryption ora-

cle until a challenge ciphertext is received.

3. Indistinguishability under Adaptive Chosen Ciphertext Attack (IND-

CCA2): Indistinguishability under adaptive chosen ciphertext attack
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can be defined similarly to IND-CCA1 except that in addition to its
abilities under IND-CCA1, the adversary can now query the decryption
oracle even after a challenge ciphertext is received. However, it cannot

ask for the decryption of the challenge ciphertext.

In this thesis, similar to other lattice-based cryptographic algorithms, we

primarily deal with IND-CPA security. The IND-CPA security of a public

key encryption scheme can be formally defined in terms of the game shown in

Figure 2.1, This game can be described in terms of the following steps.

The

The Challenger generates a key pair (pk,sk) < PK.KeyGen(1*) and

outputs pk.

A PPT adversary A selects polynomially many messages and receives

their encryptions (using the public key pk).
A then outputs two equal length messages (mg, my).

The Challenger selects a bit 5 € {0, 1} uniformly at random and outputs

the encryption of mg given by PK.Enc(mg, pk).
The adversary outputs a guess for the value of 5.

adversary A wins the game if it can guess the value of § with a non-

negligible advantage. The advantage of A is defined as

AdvRPCPA(N) := | Pr[ IND-CPA7(\) = 1] — ;

The IND-CPA security of a symmetric encryption scheme can be simi-

larly defined except that in a public key encryption scheme, the adversary

can encrypt messages itself using the public encryption key but in case of

a symmetric key scheme it has no means to see the ciphertexts. Therefore

TH-2447 136102006
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_Initialize Encrypt(m, pk) Challenge(mo,m1) Finalize (8’)
begin begin begin begin
(pk,sk)«PKKeyGen() ¢« PK.Enc(m,pk) ¢+ PK.Enc(mg,pk) | return (8=4")
B & {0,1} return c return c end
return pk end end
end

Fig 2.1: IND-CPA Game of PKE

the adversary is provided with an encryption oracle in this case. A detailed

analysis on the security of a symmetric key encryption scheme can be found

in [BDJROT.

2.8 Homomorphic Encryption

A homomorphic encryption scheme is a scheme which enables the user to

evaluate encryptions of functions on a set of plaintexts from their respective

ciphertexts without explicit decryption. Given a function ¢ which acts on

a set of k plaintexts, an encryption scheme is said to be homomorphic with

respect to ¢ if Enc(é(mq, mo, . ..

encryptions of my, mo, ..

,my)) can be efficiently calculated from the

.,my, without decryption. We now formally define

homomorphic encryption and its related terminology. The following defini-

tions are adopted from [Gen09, BGV14, BV14a].

A public key homomorphic encryption scheme consists of the following

four PPT algorithms:

e Key Generation(1*). Takes the security parameter A and generates
the public encryption key pk, the secret decryption key sk and the public

evaluation key evk. i.e., (sk,pk,evk) < HE.Keygen(1*).

e Encryption(m, pk). Takes the public key pk and a message m € {0, 1}

and outputs the corresponding ciphertext ¢ <— HE.Enc(m, pk).

TH-2447 136102006
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¢ Homomorphic Evaluation(evk, ¢, cy, ..., ¢;). Takes the public eval-
uation key evk, a function ¢ : {0,1}* — {0, 1} and ciphertexts ¢y, ..., ¢

and outputs a new ciphertext cq,qo < HE.Eval(evk, ¢, ¢y, ..., ;).

The function ¢ represents an arithmetic circuit over GF'(2) with addition

and multiplication gates.

e Decryption(c, sk). Takes the secret key sk and decrypts a ciphertext

c to its corresponding message m < HE.Dec(c, sk).

(In a symmetric key homomorphic encryption scheme the key generation
function generates the secret key which is used for both encryption and de-
cryption along with the public evaluation key).

The IND-CPA security of a (public key) homomorphic encryption scheme
is similar to that of any other encryption scheme except that the adversary
has access to both the public encryption key and the public evaluation key.
(In case of a symmetric key homomorphic scheme, the adversary has access

to the public evaluation key).

Definition 2.8.1. (IND-CPA Security). A public key homomorphic en-
cryption scheme is said to be secure if an adversary A, having access to public
encryption key pk, public evaluation key evk and an encryption of a message
mg given by HE.Enc(mg,pk) for a p € {0,1} chosen uniformly at random,

cannot guess the value of B with probability more than % + negl(\).

The correctness of a homomorphic encryption scheme relies on the correct

decryption of an evaluated ciphertext and can be defined as follows.

Definition 2.8.2. (Correctnes). Let @ be a set of functions and
let (pk,sk,evk) < HE.KeyGen(1*), ¢; + HE.Enc(my,pk) for all i and

Cevar <—HE.Eval(evk, ¢, ¢4, ...,¢;), where ¢ € ¢. A homomorphic encryption
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scheme correctly evaluates the set of functions @ if for all ¢ € @ and for all

my,...,my € {0,1}, it holds that

Pr [HE.Dec(cepar, sk) = ¢(mq,...,my)] =1 — negl(N)

If the above equation holds for any depth L arithmetic circuit over
GF(2) and for all my,...,m; € {0,1}, then such a scheme is said to be

L-homomorphic.

Definition 2.8.3. (Compactness). A homomorphic encryption scheme is
said to be compact if there exists a fized polynomial bound b = b(X) such that
the size of the ciphertext output from HE.Eval is at most b bits, independent

of the function ¢.
A fully homomorphic encryption scheme can be defined as follows.

Definition 2.8.4. (Fully Homomorphic Encryption). If ¢ denotes the
set of all efficiently computable functions, then an encryption scheme is called

fully homomorphic if it is compact and homomorphic for the set of functions

.

In this thesis, we focus on the construction of a leveled fully homomorphic

encryption scheme. A leveled FHE scheme can be defined as follows.

Definition 2.8.5. (Leveled Fully Homomorphic Encryption). A ho-
momorphic encryption scheme is called leveled fully homomorphic if it takes
an additional input L € N and compactly evaluates all functions of depth at
most L such that the length of the ciphertexts is bounded by b(\), independent

of L.

A leveled FHE scheme should not be confused with an L-homomorphic

scheme. An L-homomorphic scheme is a somewhat homomorphic scheme
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that correctly evaluates any depth L circuit whereas a leveled FHE scheme
takes L as an additional input and compactly evaluates all circuits of depth
at most L.

Gentry’s bootstrapping theorem shows how to convert an L-homomorphic
scheme to a fully homomorphic one. Before stating the theorem, we define a

bootstrappable encryption scheme.

Definition 2.8.6. (Bootstrappable Scheme). An L-homomorphic scheme
is said to be bootstrappable if the depth of its decryption circuit is less than L.
The computational complexity of its algorithms is polynomial in the security

parameter .

An encryption scheme is said to be circular secure if it is secure against
an adversary that has access to the encryptions of the bits of the secret key.

We now state Gentry’s bootstrapping theorem.

Theorem 2.8.1. (Bootstrapping [Gen09]). If there exists a bootstrap-
pable L-homomorphic scheme, then there exists a leveled fully homomorphic
encryption scheme.

Further, if the scheme is circular secure, then there exists a fully homo-

morphic encryption scheme.

2.9 Learning with Errors

Learning with Errors is the problem of solving a system of noisy linear equa-

tions over Z,. It can be defined as follows.

Definition 2.9.1. (Learning With Errors). Let X be a probability dis-
tribution on Z and s be a secret vector chosen uniformly at random from

Zy for some n,q € N. Let Agx be the distribution that generates a pair

29
TH-2447_136102006



2.9. Learning with Errors

(a,b = (a,s) +e) € Z; X Z, obtained by choosing a vector a < Z; and an
error e & X .

Given polynomially many samples from A x, the learning with errors prob-
lem denoted by LWE,, , x is to output the vector s € Zi with overwhelming
probability.

The decisional variant of the problem denoted by DLWE,, , » is to distin-

guish the distribution Asx from the uniform distribution over Zy X Z,.

The decisional LWE problem has been shown to be at least as hard as the
LWE search problem [Reg09].

In terms of the game playing framework adopted from [BDJRI7], the LWE
problem (search and decision) can be defined in terms of the games shown
in Figure [AFEFP11] and Figure The advantage of a Probabilistic
Polynomial Time (PPT) adversary A in solving the LWE,, , y problem is given
by

AdviE L (N) = Pr[LWEZ, » () = 1] (2.7)

n,q,X

A PPT adversary A solves the DLWE, , » problem with an advantage

1
DLWE . A —
AdvRVEL () := |Pr [DLWE, () =1] - 5 (2.8)
Initialize Sample( ) Finalize (s’)
begin begin begin
n < n(\) a & 17 | return (s=s')
s & Zy ed X end
end b= (a, s) + e (mod q)
return (a,b)
end

Fig 2.2: LWE,, , » Game
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Initialize Sample( ) Challenge( ) Finalize (8')
begin begin begin begin
n <+ n(X) a& 77 (a,b) & 771! | return(8=4")
s&zn ed X if 5=1 then end
B <& {0,1} b={(a, s)+e (mod q) a &L
end return (a,b) ed X
end b=(a,s)+e(mod q
end if
return (a,b)
end

Fig 2.3: DLWE,, , » Game

2.9.1 Hardness of LWE

Given that X in LWE is a discretized Gaussian distribution with standard
deviation o > 24/n, indistinguishable from a B-bounded distribution, there
exists a quantum reduction of LWE to approximating the decisional Short-
est Vector Problem (GapSVP,) with approximation factor v = (¢/B) - O(n)
[Reg05], Reg09]. Further, [Pei09] and [BLPT13| gave classical reductions of
LWE from worst-case GapSVP, for an exponential modulus and a polyno-
mial modulus respectively. The best known algorithms for GapSVP, require
202(n/187) time [Schy7, MV13].

The hardness of LWE can be summarized in terms of the following theorem
derived from the works of [Reg09, Pei09, BLPT13]. We state the results in

terms of the bound B as stated in [Bral2, [GSW13].

Theorem 2.9.1. ([Reg09, [Pei09, BLP™13]). Let ¢ = q(n) be prime and let
B > w(logn)-+/n. Then, there exists an efficiently sampleable B-bounded dis-
tribution X such that if there is an efficient algorithm that solves the average-

case DLWE, , x problem, then

o There exists an efficient quantum algorithm for solving GapSVPp(,.q/p)

on any n-dimensional lattice.
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o Ifq> 22, then there exists an efficient classical algorithm that solves

the GapSVPg(,,.q/p) problem on any n-dimensional lattice.

o There exists an efficient classical algorithm for solving a worst-case lat-

tice problem (e.g., GapSVP) on any lattice of dimension \/n.

2.10 Summary

In this chapter, we have stated some basic concepts from Abstract Algebra
and Linear Algebra. We have discussed some well-known computational prob-
lems based on lattices including the Learning with Errors problem and its
hardness. Further, definitions and terminologies related to homomorphic en-

cryption have also been discussed.
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Chapter 3

Fully Homomorphic Encryption
based on Multivariate

Polynomial Evaluations

In this chapter, we propose a multi-bit leveled fully homomorphic encryption
scheme based on multivariate polynomial evaluations. In the proposed scheme,
multiple plaintext bits are encrypted in a single ciphertext. Homomorphic
operations can be performed in an SIMD (Single Instruction Multiple Data)
style which means homomorphic addition and multiplication can be performed
simultaneously on multiple plaintext bits. Some of the schemes that explore
this property are [SV14, BGH13, PVWO08| I(GHS12b]. We introduce the scheme
as a symmetric key scheme and then convert it into a public key scheme. The
security of the scheme depends on the hardness of the LWE problem.

The proposed scheme is based on the evaluation of multivariate polyno-
mials of a secret ideal Z. A ciphertext is obtained by evaluating a random
polynomial in Z on a set of distinct points and adding scaled plaintext bits
to a number of these evaluations corrupted with noise. Multiplication in the

scheme is performed by evaluating a bilinear map on the ciphertexts. This
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map is represented by a 3-way tensor and is given as the public evaluation
key for multiplication. The aim here is to use the multiplicative property of
the polynomial ring to perform homomorphic multiplication. Unlike other
LWE-based schemes, homomorphic multiplication does not increase the size
of the ciphertexts. Therefore, there is no need for relinearization. The noise
associated with the ciphertexts increases only linearly with each homomorphic
operation. Hence, a leveled FHE scheme can be obtained without modulus
switching. The per gate computation of the scheme is O(n® - L?) where L

denotes the multiplicative depth of the circuit.

3.1 The Proposed Scheme

In this section, we discuss the construction of the leveled FHE scheme. For
simplicity, we present a private key variant of this scheme. Subsequently, we
explain its conversion to a public key scheme.

Let R be the polynomial ring R := Z,[z1, ..., 2]/ (2] — z1,..., 29 — x,)
where ¢ = g()) is prime. Let us consider an ideal Z of the ring R. For some
r < q € N, R, is a vector space of dimension dim(V) := (”t’") over Z,.
Let Z-, denote the set of polynomials in Z with degree < r. Then, Z, is
a subspace of R<,. Let n be the dimension of Z.,. It is very easy to see
that a polynomial f € R« evaluated at all points of Z; generates a vector
in Zg". The set of such vectors obtained by evaluating all polynomials in
R<, constitutes a dim(V)-dimensional subspace of ng. Similarly, evaluating
polynomials in Z<, gives us an n-dimensional subspace of Zg”. We therefore

have the following lemma

Lemma 3.1.1. Let R := Zy[x1, ..., x,)/ (2] —21,...,27 — x,). Forn,{ €N

with n < ¢, we can find ¢ distinct points {z; € Zg}lgigg such that evaluating
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polynomials in Z<, C R<, with dim(Z<,) :== n at (21,...,2¢) Spans an n-

dimensional subspace of the vector space Zf;.

We choose a set of £ evaluation points {21, ..., 2} € Z] which satisfy the

following conditions:

1. Every vector in Zé can be got by evaluating a polynomial in R<, at

(z1,...,20)-

2. Every vector in Zj can be got by evaluating a polynomial in Z<, at
(21,4 2n).
This ensures that the vector space S;_ is the row span of a matrix B
which is of the form [B;|B;] where B, € Z{*" has rank n.

Therefore, we can find a basis {841, 8p42, . . ., 8¢} € Z, for (Sz.,)" which

has the following form:

gn—i—l = |:S;I:L+1 .. SZ+1 1 0 .. O:|
s = [s} oS00 ... 1]

T .
Thus, S;__is the null space of the matrix [S Iﬁ—n:| where S(i,7) = s},

for1 <i</—nand1l < j <n. In this work, we assume that the choice of 7

and the points z1, 2, . . ., 2 is such that the rows of the matrix S are linearly

independent.

3.1.1 The Basic Encryption Scheme

We describe the basic encryption scheme in terms of the following algorithms.

(The homomorphic operations are described separately in Section m) The

35
TH-2447_136102006



3.1. The Proposed Scheme

plaintext space is {0, 1}*~" and the ciphertexts are vectors in Zfl. Further, we

restrict ourselves to the case where 7 is a principal ideal.

o Setup(1*,1%): The Setup algorithm takes as input the security parameter
A and a parameter L and outputs n = n(\, L), { = ¢(\, L), modulus ¢ =
¢(A, L) and noise distribution X = X' (A, L) such that |X¥| < B. Here L
denotes the depth of the circuit that can be homomorphically evaluated. Let
m=(n,tq,X).

e KeyGen(w): Choose two positive integers v and 7’ such that n = (”jf,rl).
Choose integers r and 7, such that » — r, = . Choose ¢ points, 21, ..., 2,
from Zj such that the aforementioned conditions are satisfied. Choose a
random polynomial g¢(xy,...,z,) with degree 7, in v variables such that
g(z1),...,9(z¢) are all non zero. This polynomial acts as the generator of

the ideal Z. Generate a basis BIST = (ghy,...,ghy,) for the subspace Z,

by considering linearly independent polynomials hq, ..., h, having degree less
than or equal to 7'. A basis for S;__is obtained by evaluating the polynomials

in B;_ at the points (zi,...,2). Construct a basis of (S;_ )* (as given in

<r

Equation D which can be written in terms of the matrix [S I Z—n:| where

1 2 n
Sn+1 Sn+1 Sn-‘rl
1 2 n
S S S
n+2 n+2 n+2
S = (3.2)
s Si H

Choose a matrix R € ngz such that R is of the form

R?fxn Onx(f—n)

R(Qﬁ—n) xn Ie—n
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where Ry € Z;*" is a randomly chosen full rank matrix and the entries of R;
are chosen uniformly at random from Z,. I,_,, denotes the identity matrix of
size £ —n. The secret key is sk = (S, Ry, Ry). The public parameters are n, ¢

and q.

e Encrypt(m, sk,m): To encrypt a message m € {0,1}*~" sample a vector
y uniformly at random from Z7 and a vector e = (0,en11,-..,€0) € Zg, where
0 denotes the zero vector of order n and each e; is chosen independently
from the distribution X for n + 1 < 57 < ¢. Let p be the vector given by
p=(0,m) = (0, My, .. my) € ZL. If S 1= [In _ST} € Z1**, then the

ciphertext can be computed as:
c=(p- |4 + Y Semc+e€) Rmod q € Z (3.4)

Note that, y-Sene essentially represents the evaluation of a polynomial f € 7,
at the points (21, ..., 2,). This is because f(21),..., f(z,) can take any value
y € Zy and f(z;) for n +1 < j < £ can be expressed as the following linear

combination of f(z1),..., f(2,)-

f(z)==>_5s" - f(z) (mod q) (3.5)

i=1

The above equation is a consequence of the fact that (f(z1),..., f(z)) € S

T,

and Ker ([S Ig,n]T) =8

= Igr'

T
o Decrypt(m, sk,c): Let Sgee = R} {S Ien] € ng(z*”). Given the

ciphertext ¢ and the secret key sk, m can be recovered as

m = hq/l% (- S modq)—‘ mod 2 (3.6)
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Correctness of Decryption.

For correct decryption, the noise in the decryption process must be small. The
decryption process involves computing the inner product of the ciphertext with
each column of the matrix Sy and reducing it modulo g. For each of these
products, the decryption function outputs 0 for the corresponding entry if the
magnitude of the inner product is < ¢/4 and 1 otherwise. In the following

lemma, we analyze the magnitude of the noise in decryption.

Lemma 3.1.2. Let ¢,n, !, |X| < B be as described in the scheme. Let ¢ =
(p . {%J + Y- Senc + e) R mod q be the encryption of a message m € {0,1}¢"
under the key sk = (S, Ry, Ry). Then, for some e = (0,€) € (0, X*™") with
llell, < B, it holds that ¢-Sgec = m{%J +é (mod q). Further, if B < |q/2] /2,

then m < Decrypt(sk, c).

Proof. 1f € = (en41, .- -, €¢) € ZE™ where e; denotes the j™ non-zero entry of

eforn+1<j </ then

C: Sdec = (p : \‘gJ +vy- Senc - 6) R- Sdec (mOd Q)
=m- EJ + é (mod q) (3.7)

If B < |q/2]/2, then for m; = 0 forany n+1 < j </, c- Suec(j) =
ej (mod q) where |e|; < B < ¢/4. Hence, the decryption function outputs 0.
Similarly, for m; =1, ¢ S4ec(j) = {%J +e; (mod q) whose magnitude is > ¢/4
and hence, the decryption function outputs 1. Therefore, if |le]|, < B and

B < |q/2] /2, then m < Decrypt(sk, c). O
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3.1.2 Security

In this section, we analyze the IND-CPA security of the basic encryption
scheme based on the LWE problem. The security of this scheme follows from

Lemma 6.2 of [PW11]. The lemma is restated as follows

Lemma 3.1.3. Let h,{ = poly(n). Choose A < Z}*", S« Z((f*")x” uni-
formly at random and E + X" If B = AST + E, then (A, B) is
computationally indistinguishable from uniform over ZZXZ under the assump-

tion that LWE, 4 x is hard.
To prove the security of the proposed scheme we consider h = 1.

Lemma 3.1.4. Under the LWE assumption, given two distinct message vec-
tors my,my € {0, 1}, if C—n is O(1) there exists no efficient algorithm that
can distinguish between the distributions of the encryptions of mq and ms.
Moreover, there exists no efficient algorithm that can distinguish the uniform
distribution on the set of encryptions of any given message from the uniform

distribution on Zf;
Proof. Note that the matrix R in the encryption process of the proposed

scheme is the product of the following two matrices

R, O I 0
R = and R’ = (3.8)

0 I R, I

Therefore, the encryption of a message m is given as

c= <p : BJ + 4 Sene + e> RR' (3.9)

where p = (0, m) and y is randomly chosen from a uniform distribution in

Z;. Now, if we substitute yR; = v, we get ¢’ = (p|2] +y - Senc + )R =
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(pl L]+ (v, —v-R;'ST)+e). Here, the distribution on v is uniform in Z? and
the distribution on R; 'S is uniform in the set of full column rank matrices
in Z2*=™_ Observe that the distribution on ((v, —v- R;'ST) 4 e) is similar
to the one considered in Lemma [3.1.3] (for the case h = 1) except that there
the distribution on § is random in Zgﬁ_”)xn (while here the distribution of
SR, " is restricted to full row rank matrices in Z{/=">").

When ¢ — n is O(1), the cardinality of the set of full rank matrices in
Z((f_”)xn is a significant fraction (ﬁ) of the cardinality of the set of all
matrices in Zgé_”)m. Therefore, if there exists an algorithm that can efficiently
distinguish between the distribution of ((v, —v-R;*ST)+e) = (y-Senc+€) R’
from the uniform distribution on ij for a non-negligible fraction of choices of
S and Ry, it can also distinguish the distribution on (A, B) in Lemma [3.1.3]
from the uniform one for a non-negligible fraction of s (Here, non-negligible

means ( ) for some constant c).

1
o)

Now, suppose there exist a non-zero message m and an algorithm W that
can distinguish the corresponding distribution of ¢’ = (p|4]| + vy - Senc + €) R
from the distribution of (y-Sen.+€)R’ (for a non-negligible fraction of choices
of Sene and R') then such an algorithm can be used to create an algorithm
W’ that distinguishes between the distribution on (y - Senc + €;) R’ and the
uniform one. Let py/(m) be the probability that W returns 1 when the input
is sampled from the distribution on ¢’ = ((0,m) + y - Senc + €)R’ and let
pw (0) be the probability that W returns 1 when the input is sampled from
the distribution on (y - Senc + €)R'. Suppose |pw (0) — pw (m)| > € for some
significant value €. Then, either |py (0) — pw (U)| or |pw (m) — pw (U)| must
be greater than §, where py (U) is the probability that 1V returns 1 when the
input is sampled from the uniform distribution. If |py (0) — pw (U)| > § then

W' is identical to W. Otherwise, W’ calls the algorithm W after altering its
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input by adding (0, m) to it. (These arguments are similar to the arguments
in the proof of Lemma 5.4 in [Reg09].) Let ¢, denote the encryption of a
message m under the secret key S, R;, Ry. The above arguments prove that
the probability of distinguishing the distribution of ¢,,(R”)™! from that of
co(R")~! for any efficient algorithm is negligible under the LWE assumption
(The probability is taken over the choices of S and R; and the randomness
involved in the encryption process).

Since R, is chosen randomly from a uniform distribution, the above ar-
guments imply that, under the LWE assumption, there exists no efficient
algorithm that can distinguish between encryptions of a non zero message m
from the encryptions of the 0 vector. Now, for an algorithm W, let pii/(m)
denote the probability of W returning 1 when the input is sampled from the
distribution on the encryptions of m. Clearly, for two distinct message vectors

my and my

[Py (1) = Py (m2) | < |pyir (M) — Py (0)| + [Py (m2) = pyi, (0)] - (3.10)

Since, under the LWE assumption, both the terms on the right hand side
of the above equation are negligible for all efficient algorithms, the value of
the term on the left hand side is also negligible. Further, since there exists
no efficient algorithm W such that |pw (0) — pw (U)| is non-negligible, there
exists no efficient algorithm W such that |p,;,(0) — py;, (U)| is non-negligible.

For any message m and algorithm W

[Py (M) — py (U)] < [pyy (m) — py (0)] + |pyi (0) — oy, (U] (3.11)

Therefore, under the LWE assumption, there exists no efficient algorithm 1474
such that [py;,(m) — py;,(U)| is non-negligible. In other words, there exists no

efficient algorithm that can distinguish the distribution on the encryptions of
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a message m from the uniform distribution on Zfl. n

3.1.3 Homomorphic Properties

The proposed scheme can be used to homomorphically evaluate a function
¢ {0,137 — 10,1} on ciphertexts ¢y, ..., ¢, such that ¢(cy,...,c,)
yields a ciphertext c,. In the proposed scheme, ¢ represents an arithmetic
circuit over GF(2) with addition and multiplication gates. We now show how
to perform homomorphic addition and multiplication of two ciphertexts in the

proposed scheme.

Addition.

Addition is performed by simply adding the ciphertexts.  For some
Y, Y2 € Zy, if ¢ = (p {%J + Y- Senc+el) R mod q and c; =
(pg {%J + Y2 - Senc + 62) R mod g denote the respective encryptions of m,

and my, then compute

Cadd = €1 + C3 (mod q)

- <(p1 + p2) EJ + (Y1 + Y2) - Senc + €1 + 62) R (mod q) (3.12)

where e; = (0, &;) for some &; «+ X*" for i € {1,2}. If €,4q := € + &3, then

Cadd * Sdec = (M1 + M2) EJ + €444 (Mmod q)

— (m1 & ma) | 3] = Slms +ma — (ma © ma)] + s (mod q) (3.13)

If eggg := —%[ml + my — (M ® my)| + €444 and |leq] ., |lez]|,, < B, then

the magnitude of the noise after addition can be computed as

<142B (3.14)

[e.9]

1 -
€addll o = ||[—5 M1 + Mo — (M) © M) + (&1 + &)
2
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Multiplication.

Given two ciphertexts ¢; and ¢y that encrypts the messages m; and me.,
homomorphic multiplication is performed by using a bilinear map on ¢; and
cy. This map is represented by a 3-way tensor M which is provided as the
public evaluation key for multiplication. We now proceed to construct M.
All operations are performed over Q unless stated otherwise. For some = € Q,
y = x (mod q) denotes the unique value in the interval (—¢/2,q/2].
Homomorphic multiplication in this scheme uses the fact that given two

polynomials fi, fo € Z<, and an evaluation point z € Zg,

fi(2) - f2(2) = (f1- f2) (2) (3.15)

Although f; fo € Z it need not be an element of the subspace Z,. Instead, it
is an element of the space Z<o,. Let n’ denote the dimension of the subspace
Z<o, and t = n' + ¢ —n. We choose (n’ — n) additional points zsiq, ...,z in
Z; such that every vector in Z’;/ can be obtained by evaluating a polynomial
in Zoo, at (21,..., 20, Z¢41,--.,2¢). Evaluating polynomials in Z<o, on the
points 21, 2, ..., 2; yields an n’ dimensional subspace of ZZ

Let fiuz be a polynomial in Z<, and (frwe(21), - - -, frwe(20)) = Ymuit* Senc
for some Y, € Zy. Then, given encryptions of my and my viz. ¢; and ¢,
our aim is to get a ciphertext of the form

Crult = <(P1 ®© p2) : {gJ + Ymuilt - Senc + emult> R mod q € Zg (316)
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For i := {1, 2}, ciphertexts ¢; that encrypt messages m,; are given as

M p41 {%J + fi(Zny1) + €int1

1T

fi(z1)

fi(zn) R

My 0 {%J + fi(ze) + €0

(mod q) (3.17)

where f;s are polynomials that are randomly sampled from Z,. The process

of homomorphically multiplying ¢; and ¢, is done through the following steps.

1. For some K;; € Z,i € {1,2}, transform the ciphertext ¢; to a vector of

the form,

fi(z1)

fz(zn)

/
M1 L%J + €1 T R nsa

My g [%J + €§,z +qKy

cQf (3.18)

Note that the noise terms e; ; have transformed to ¢; ;. This is because

we deliberately introduce some noise in this step. The reason for the

same is explained later in the chapter.

2. For some K;; € Z for i € {1,2} and { +1 < j < ¢, compute values

that are equivalent mod ¢ to evaluations of f; at the additional points,

2041, - -

., 2z; and append these entries to é&; to generate vector ¢, € Q'

TH-2447 136102006
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where

fi(zl)

fi(zn)
M g1 {%J + €1 T A1
c;= : e Q' (3.19)
My e {%J ot 6;7g + in,E

fi(ze41) + qK o

fi(ze) + g,

3. Take component-wise product of €| and ¢, and multiply the entries

containing the message with 2/q to get

fifa(21)

flf?(zn)
% (ml,n+1 {%J + €1t +qK1,n+1> (mz,n+1 {%J + €511 +qK2,n+1)
c : (3.20)

mult —
% (mu {%J +eret qK1,4> <m27[ {%J +epp+ un>

fifa(zesr) + qKo

fifa(2:) + K

where K; € Z for ( +1 < j <1t.

/

mult for

4. Add integers equivalent to fi fa(z;) mod q to the j% entries of ¢
n+1 < j < /(. Let the resultant vector be ¢ ,. € Q' such that for

n+1<j5</4

(i) =2 (mj 4] + €ty + aka,) (may |8 + ehy + aFay) + fifa(z)) + K5 (3.21)
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Z

e are the

where K; € Z for n +1 < j < (. The remaining entries of ¢

/

same as that of ¢, ;-

/!

! e € QF to a valid ciphertext ¢, of size £ over

5. Transform the vector ¢
Zy.
We now explain in detail how each of the above steps is performed.

Step 1: The first step is to transform the ciphertexts ¢; and ¢y to the

vectors €; and ¢, given in Equation (4.13)). For i := {1, 2}, let D;s be matrices

given by
1 n ST 0 €;
D,=R'. + (3.22)
o\ I,_, 0| O
R, R,7'ST + ¢
: ' ' c Q! (3.23)

~R,R,'| —R,R,'ST+1,,

where €;s are matrices in Q"™ such that the one norm of each of their
columns is less that B/q. Observe that, for i := {1,2} and n+1 < j </,
(R, 85) = my {%J + e + qK;;, where K j, Ky ; € Z and the §;s are as
given in Equation (3.1). Therefore, for i := {1,2}, & = ¢;D; and the error
terms €] ; are given by €] ; = e;; + (ci, (€(:,7),0)) where 0 € Q" is the all
zero vector. Both terms in the right hand side of this equation are bounded

by B.

Step 2: Evaluation of polynomials in Z<, at zi,..., 2, constitutes an n-
dimensional subspace of Z,. Therefore, for i € {1,2} and £+ 1 < j <, there

exists o := (a}

5., 0%) € Zy such that

fi(z;) = zi: 04;-“ - fi(zg) (mod q) (3.24)
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Consequently, ¢; = é;-A € Q' (this multiplication is performed by considering

the elements of A to be in Q) where A is given by

1
Qpiq

n
Qo1

1
Qg

n
Qy

Iﬂ—n

Ixt
c zt

(3.25)

Step 3: ¢,,..; € Q' in Equation ({3.20) is obtained from ¢} and ¢} by taking

their element-wise product and then multiplying the entries from n + 1 to ¢

by 2/q. This operation can be done by evaluating a tensor U € Q

tXTXT

/
on ¢

and ¢,. For 1 <1i <t, let U; denote the i-th frontal slice of 4. For 1 <i <n

and ¢+ 1 < i <t, the corresponding matrix U;, has 1 in the (7,7)-th position

and 0 everywhere else. For n+1 <i < ¢, U;(i,i) = 2/q and U, (i, j) = 0 when

1 # j. For example, if n =2,/ = 4 and t = 5, then the frontal slices of U are

given by the following matrices.

100 0 0 0000 0
00000 01000
U=1{00000/.-U=[00000 (3.26)
00000 00000
0000 0 0000 0
0 0 0 0000 0 0 00 0 0
000 00000 00000
Us 2.0 0[-Us=[0 00 0 0, Us=/0 00 0 0 (327
0 0 00020 00000
000 00000 00001
47
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Then, ¢;,,;; can be computed using U as

/

Cur = |UE,T ... CUET| €Q (3.28)

Given ¢, and ¢, from Step 1, c,,;; is obtained by evaluating the following

tensor T~ € Q™ on ¢, and é,.
T =Ux; AxyAec QX (3.29)

For example, if n = 2 and ¢ = 4, then the frontal slices of T for 1 <+¢ < /¢ can

be represented by the following matrices.

100 0 0000
0000 0100
T, = , Ty = (3.30)
0000 0000
0000 0000
0000 0000
0000 0000
T, = Ty = (3.31)
0030 0000
0000 0003

(@})?  ajai ajaf
: : . : Onx(éfn)
T, := c Q™  (3.32)
aral? ool . (al)?
O(é—n)xn O(Z—n)x(é—n)
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/

Therefore, given ¢; and €, from Step 1, we can compute the vector ¢},

as:

Crurr = ETE = |&Tiel . eTél| €Q (3.33)

Step 4: The evaluations of polynomials in Z<s, on 21, 29, . . ., 2; constitute

an n/-dimensional subspace of Zf]. Because of the way in which the points

(21, Zn, Zes1,- .-, 2¢) are chosen, the evaluations of fifs € Z<o. at the

points (Zn41, ..., 2¢) can be written as a linear combination of its evaluations
1 041 t

at (z1,...,2n, 2041, .-, 2¢). Therefore, for some (8;,...,07,8;",...,05}) €

Zr n+1<j<4

fufa(z) = Y B fifolz) + Y B fufa(z) (modq)  (3.34)

1=4+1

Let By be a matrix of size n x (¢ — n) such that By(i,j) = f} for 1 <i <n
and n+ 1 < j < (. Similarly, let By be a matrix of size (t — ) x ({ —n) such
that By(i,7) = 6;- forn+1<j</land {41 <i <t Consider the following

block matrix

I, | B 0
B=|o0|1I.,| 0 |z} (3.35)
0| B, | I,
cl ¢ 1s obtained by multiplying ¢/, with the matrix B i.e. € .;; = Choui - B

(considering the elements of B to be in Q).

Step 5: In order to transform the vector ¢, generated in the above step
to a valid ciphertext ¢;,,;; we first define a map from Z<s, to Z, as follows.
Let LM(Z) be the set of leading monomials of elements of Z. Let

LM(Z),11 == {p1, 2, .-, puar} be the set of all monomials of degree r + 1
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in LM(Z). For each monomial y;, choose a polynomial g; € Z such that the
leading term of ¢; is p; for 1 < i < M. Let G := {¢1,...,gm} be the set of
these polynomials. Given f € Z-,,, serially divide f by the set of polyno-
mials G using the degree reverse lexicographic order (At each step divide the
remainder obtained in the previous step by the next g;). Let fg be the final
remainder obtained. Note that the map from f to fg is a linear one.

The above linear map from Z<,, to Z<, naturally gives rise to the following
linear map .Z from the evaluations of polynomials in Z<o, at (2z1,...,2¢) to

the evaluations of polynomials in Z., at (z1,..., 2).

L ([(21), [(z2);- -+ [(z1)) = (fo(21), fo(22), - ., fo(20))

Let (f',..., f") be a basis for Z<y, and let (fG-- - fg/) be the respective
remainders after serially dividing by the elements of G. Let F| € ZZ'” and

F, € ZZ'XZ be the following matrices,

fHz1) .. Yz .. fYz)
F, = ) (3.36)

f"/(zl) f”/(zg) f”/(zt)
felz1) .. fg(zo)

Fo=| 1 . (3.37)

f8(z1) ... fE(20)

Every Q that satisfies the equation F; - Q = F, (mod ¢), defines a map £

from ZZ to Zf; which when restricted to the evaluations of Z<y, results in Z.
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In particular, there exist solutions @ that have the following structure.

T
Q'izxn Onx(é—n) Q;zx(t—é)

Q= € 7 (3.38)

(l—n)xn
3

L., |Qemxey

/!

! e 1s multiplied with the matrix @ (considering the elements

Now, when ¢

of Q to be in Q) we get the following vector &,

fmult(zl) = in

B — ol (3.39)

%(mmﬂ [%J +€/1,n+1 +qK1,n+1)(m2,n+1 {%J +€/2,n+1 +qK2,n+1) + frnuit (Znt1) + 0K, 4

% (ml,Z [%J + 6/11 + qu,z) (mz,z [%J + 6/21 + qKQ,z) + fruie(2e) + K

for some K J’ € Z for 1 < 53 < /(. Here f,,u: denotes the remainder obtained
after serially dividing f;fo by the elements of G. Multiplying é,,.; by R
gives us a vector in Q¢ which when rounded to the closest integer vector is

equivalent mod g to a vector which gives m; ® ms on decryption i.e,
Cult = Lémult : RJ mod qc Zg (340)

The sequence of steps that transform the pair ¢;, ¢s to €., R constitute
a bilinear map from Qf x Q° to Q. This map, denoted by By, can be

represented by a 3-way tensor M where M is given by
M=T X1 Dl X9 Dg X3 (RTQTBT) € QEXEXK (341)

The tensor M is the evaluation key for multiplication. If My, ..., M, denote
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the frontal slices of M, then using M., ¢,,+ can be computed as:

Crult = LBM(ChCz)J mod q

— {Cl M1c2TJ . {cl MngJ modq € Z} (3.42)
Correctness
If fmult(Z> = Ymult - Senc for some Ymult S ZZ and Emult
(0,...,0, €muitnt1s - - - €muite) denotes the noise vector, then the resultant ci-

phertext after the multiplication process can be written as

Crult = <(p1 ®© p2) {QJ I Ymult * Senc + emult) R mOd q € Zé (343)

2
Then cput © Sdee = (Mg © mMy) {%J + €mur (mod q) where €, =
(Emuttnt1s - - - Emuit,e). The decryption process outputs mi ©me if || €|, <

la/2] /2.

3.1.4 Security with Multiplicative Homomorphism

The entries of the tensor M € Q**** are polynomials in the entries of the
matrices S, Ry, Ry, Q, the ¢€;s, the af s and Bf s. Equating these polynomi-
als with a given instance of the evaluation key results in a system of O(£?)
equations in O(¢?) variables. The a{ S, 63 s and the entries of the matrix Q
depend on the extra t — ¢ points that are chosen independent of the secret
key. The entries of @ also depend on the polynomials chosen for the quo-
tienting operation. Therefore, in order to retrieve the secret key from the
evaluation key one would have to solve a system of polynomial equations.
The problem of Polynomial System Solving (PoSSo) is known to be NP-hard

in general. Most multivariate public key schemes rely on the hardness of
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solving this problem. For detailed analysis of this problem, one may refer to
[Laz83l, [KS99, [FJ03), [CP02, IAFFT16, BEP09]. Further, the system of equa-
tions in this case is underdetermined (as a system of equations over Q).
Observe that if the €;s are zero then the multiplication process maps two
elements of SIST to another element of SIST (as vectors in Zg). Thus, SIST is
an invariant subspace of this process. This fact could potentially be used to
extract the secret key from the evaluation key. (Although, to the best of the
authors’ knowledge there are no efficient algorithms to extract such subspaces

for all £). The €;s ensure that this invariance is removed.

3.1.5 Noise in Multiplication

Let us now analyze the noise in the decryption of ¢,,,;;. Observe that, for
n+1 < j < (¢, the noise in €pyu(j) is same as that in Epue(j). If enun;

denotes the noise in the j% entry of ¢, then using Equation (3.39)), we get

—1
Cmult,j = qT(ije/Zj +my e ;) 4 (2€] ; —my ;) Ko + (2¢h ; —ma ;) K
myma; 2,
- —2q + 661,]'627]. (344)

The most significant term in e,,ur,; is (2€] ; —m ;) Ko j+ (265 ; —ma ;) K1
where the K ;s are generated due to the multiplication of ¢;s with the matrix
D; in Step 1. Observe that the j™ entry of ¢;D; is equal to (¢;R™', §;) +
(ci, (€i(:,7),0)) where 0 is the zero vector in Q™" and (¢; R, §;) = m; {%J +
e;;+qK; ;. The magnitude of K ; is bounded by the one norm of R™'§; which
is O(ngq) since £ = O(n). One could choose the secret key in such a way that
the one norms of the R™'§;s are small. Alternatively, one could use a slightly
modified version of the vector decomposition techniques given in [BGV14] to

limit the values of the | K, ;|s. Firstly, for a suitable value of u (which is O(1)),

we choose the entries of the €;s (all of which are less than 1) such that their
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binary expressions have less than u bits i.e. these entries can be written as
Y1 b2~ " for some bys in {0,1}. This technique consists of the following two

functions

« BitDecomp,,(v): Given v € Qf, let &; € {0,1}* be such that v =

sllosal gi 4 (mod q). Output the vector

1=—Uu

(:c_u, ey Ly ’wUOgQJ> c {O, 1}€(u+flogtﬂ)

« PowersOfTwo, ,(w): Given w € Z*, output the vector

(2’“ cw, .27 w,w, 2w, .. 2l 'w) mod q € Zg(”“ogq”

It can be easily verified that
(v,w) = <BitDecompq’u('v), PowersOFI'woq7u(w)> mod q

Let D;s be the matrices got by applying BitDecomp,, on the columns
of D;s. Now, instead of multiplying the ¢;s with the D;s, if we multiply the
PowersOfTwo, ,(c;)s with the respective Bis, the corresponding K; ;s are given

as
_1 , s a|
K;;= 4<PowersOfTwoq,u(ci), BltDecompqu(Di(.,j))> —m; {QJ — € ; (3.45)
q b 9.

Therefore, their magnitudes can be computed as

1
K| = 6 . ‘<PowersOfTwoq7u(ci), BitDecompq,u(Di(iJ))> —my V]J —¢

’<PowersOfTqu,U(Ci)’ Di(:, ])>’

q
< ; . Hﬁi(%j)Hl +1
< ; ~(l(u+ [loggq)])) +1
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= O(nlogq) (Since ¢ is O(n) and u is O(1)) (3.46)

To accommodate these changes in the evaluation key, the tensor M can

be modified as:
M=T x, 5 X5 5 X3 (RTQTBT) € QZ(quﬂogq])><£(u+[logq])><£ (347)

Then, given ¢; and ¢, €, can be computed using the corresponding bilinear

map BM . @Z(“‘F“ngﬂ) X Qé(u—l-ﬂogq]) — @é as
Cruit = | B (PowersOfTwo, ,(€1), PowersOfTwo, ., (c2)) | mod q € Zg (3.48)

Noise Magnitude

If the above mentioned vector decomposition techniques are used then | K ;| <

O(nlogq) for i € {1,2}. Since, < 2B forie {1,2} and B < |¢/2] /2 <

!
€ij

q/4, the magnitude of the error after multiplication is as follows:

8B%+1
lemullo < 4B +2(4B+1) - O(nlogq) +

= O(nlogq) - B (3.49)
Theorem 3.1.5. The proposed scheme with parameters n,q, L, X with |X| <
B can evaluate circuits of depth L when q/B > (O(nlogq))".

Proof. From Lemma [3.1.2] noise in a fresh encryption is at most B. After

one level of multiplication, it increases to O(nlogq) - B. 1If €, denotes
the noise at level 4, then |e! .| = O(nlogq) - |e.-L |. Therefore, el .| =

(O(nlogq))" - B. For correctness of decryption, we need ‘eﬁwlt‘ < q/4. Hence,

4/B > (O(nlogq))*. =
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3.1.6 Bootstrapping

Bootstrapping is the process of ‘refreshing’ a ciphertext by re-encrypting it
under a different key and then homomorphically evaluating the decryption
circuit on the inner encryption. The refreshed ciphertext is an encryption of
the same message with reduced noise. Bootstrapping is no longer necessary
to achieve a leveled FHE scheme. However, bootstrapping with the notion of
“circular security” (secure against an adversary that has access to the encryp-
tions of the secret key bits) is the only way to achieve “pure” FHE from a
somewhat homomorphic scheme that can evaluate circuits of arbitrary depth.
The bootstrapping theorem (Theorem states that if the decryption cir-
cuit complexity of an L-homomorphic scheme is less than L, then there exists
a leveled fully homomorphic encryption scheme. Moreover, if the scheme is
circular secure, then there exists a fully homomorphic encryption scheme.

To apply the bootstrapping theorem, the decryption cicuit complexity
must be bounded. Since, the decryption in the proposed scheme is similar
to that in previous LWE-based schemes, we can use similar techniques as
[BV14al to bound its complexity. Therefore, the depth of the decryption cir-
cuit is of the order of O(logn + loglogq). Using the bootstrapping theorem,

we get the following lemma.

Lemma 3.1.6. The proposed scheme with parameters n,q, L, X with |X| <
B and q/B > (nlogq)®esn+ieslesq) s pootstrappable based on the LWE, , x
assumption.

Moreover, if the scheme is circular secure, then there exists a fully homo-

morphic encryption scheme.
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3.1.7 Parameters and Performance

Similar to [GSW13], we choose n = O(A) to be a fixed parameter and ¢ =
O(n) to be slightly bigger than n such that £ — n = O(1). The proposed
scheme can evaluate a circuit of depth L as long as ¢/B > (O(nlogq))".
Therefore, we can choose ¢ to be of bit size O(Llogn) similar to [BGV14,
Bral2]. Gentry’s bootstrapping theorem [Gen(9] states that if the decryption
circuit complexity of an L-homomorphic scheme is less than L, then there
exists a leveled fully homomorphic encryption scheme. Decryption circuit
complexity in the proposed scheme can be bounded by O(logn + loglog q)
using similar techniques as in [BV14al]. For L = O(logn), ¢/B in the proposed
scheme is quasi-polynomial in n and its security is based on the hardness of
LWE for quasi-polynomial factors given by v = n®1°¢™ (since v = (¢/B) -

The cost of multiplying two ciphertexts is of the order of O(¢*log? q) =
O(n® - L?) while that of adding two ciphertexts is O(¢). Therefore, the per
gate computation of the leveled FHE scheme is O(n? - L?).

We give a comparison of the per gate computation of the proposed scheme

with previous schemes (when the underlying hardness assumption is LWE) in

Table B.11
Scheme Per gate computation
[BGV14, Bral2] O(n3L?)
[GSW13] O ((nL)*37)
Proposed scheme O(n*L?)

Table 3.1: Per gate computation overhead of LWE-based schemes
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3.2 Private key to Public key Conversion

The proposed scheme can be converted to a public key scheme as follows. For
some € > 0, let Cj be a list of d = (1+4€)(¢log q) encryptions of the zero vector
under the private key scheme explained earlier in the chapter. Let by,...,b,_,
be the standard basis for Zéfn, ie, by = (1,0,0,...,0),bo = (0,1,0,...,0)

and so on. Let ¢p,,...,cp,_, be the encryptions of these vectors using the

10—

(e~
q

) = ¢p, for 1 <i < ¢ —n. Then, the public key is given by pk = (Cy, Cp)

private key scheme. Construct a matrix Cp; € Z Mxt by assigning Coi(i,:

and the secret key is same as that of the private key scheme. The public key

scheme can be described in terms of the following algorithms.

o PK.KeyGen(1*): It takes the security parameter A and outputs the public
encryption key pk = (Cy, Cpi) and the secret decryption key sk = Sgec

T

where Sgec = R - [S Ié_n} )

o PK.Encrypt(pk, m): To encrypt a message m € {0,1}*", select a ran-

dom subset S of Cj and compute the ciphertext as

c=m-Cy+ Y ¢ (mod q) (3.50)

c,€S

e PK.Decrypt(sk,c): Decryption is performed by computing

1
m = LQ/QJ (¢ Sdec modq)w mod 2 (3.51)

If e, = (0, e,r) denotes the noise associated with the ciphertext ¢, then

C- Sgec = (m Cor + Y ci) - Sdec = M - B’J + e, (modq) (3.52)

c,ES
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Observe that ||ey|| . < (wt(m) + |S|) - B where wt(m) denotes the weight
of the vector m and |S| denotes the cardinality of the set S. Therefore, the
decryption function outputs m when (wt(m)+|S|)- B < q/4. The security of
the scheme follows from the security of the private key scheme and Claim 5.3
in [Reg09] (a special case of the leftover hash lemma). This claim is restated

as follows

Lemma 3.2.1. [Claim 5.3 [Reg09]] Let S = {g1,...,ga} be some subset of
Zg for some d € N. Then, for a uniform choice of S, given a hash function h, :
{0,1}* — Z{ defined as ha(x) = A" mod q where A(:,j) = g; for1 < j <d,
the expectation of the statistical distance of the distribution on £ AT mod q

from uniform has an upper bound of\/q‘/2. Further, the probability of this

statistical distance being greater than 1/q%/2% is upper bounded by +/q*/2.

Now, for some € > 0, if d = (1 + €)¢loggq, then ,/¢‘/2% and {/¢*/2? are

negligible in £.

Lemma 3.2.2. For parameters n,l,d and X, if there exists an efficient algo-
rithm that can distinguish between encryptions of any two distinct messages
my and my under the above described public key scheme, then there exists
a message m and an algorithm that can distinguish between encryptions of
m under the private key scheme described in Section and the uniform

distribution on Zfl

Proof. For 0 <i < d+/{—n, let P, be the matrix got by taking the first d +1
rows of pk (Py = Cy). Let D; denote the set of vectors got by taking the sum of
subsets of the rows of P, i.e., D; :== {x P, : « € {0,1}*"}. Note that, for j < i,
D; C D;. We claim that, for 0 < i < d, there exists no efficient algorithm that
can distinguish between vectors sampled from a uniform distribution on D;
and vectors sampled from a uniform distribution on Zg. We prove this claim

using induction.
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For a set S and an algorithm W, let py (S) be the probability that W
returns 1 when the input is sampled from a uniform distribution on S. As a
consequence of Lemma [3.2.1], for any algorithm W that takes as input elements
of Z{,

pw (Do) — pw(Zi) < 274 (3.53)

Assume that the claim is true for ¢ < k. The k + 1-th row of Py, is a

random encryption of the message by1. Let D; be the following set of vectors,
D, :={Pe1(:,k+1)+v|v e Dy} (3.54)
Clearly Dy := Dy U D,.. Therefore, for any algorithm W

pw(Diss) = 3w (Di) + 5pw (D)) (355)

Therefore,

pw(Dia) — pwr(Z) = = ((ow(Dk) — pw(Z4)) + (ow (D)) — pw (2))) (3.56)

The term (pw (Dy)—pw (Z})) is negligible by the induction assumption. There-
fore, if the LHS term in Equation is non-negligible, then (py (D)) —
pw(Z%)) must be non-negligible. Consider the distribution of vectors v =
v + v2 where vy is sampled from a uniform distribution on Dy. This distribu-
tion is uniform if v; is sampled from the uniform distribution on Zfl. On the
other hand, if v; is sampled uniformly at random from the set of encryptions
of by41 then the distribution of v is uniform in Dj.. Thus, if (pw (D) —pw (Z5))
is non-negligible, then the algorithm W can be used to distinguish between
vectors that are sampled from the uniform distribution on the encryptions of

br11 (under the private key scheme) and vectors that are sampled from the
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uniform distribution on Zfl. O

3.3 Summary

In this chapter, a leveled fully homomorphic encryption scheme which achieves
additive and multiplicative homomorphism without key switching has been
discussed. The security of the scheme depends on the hardness of the LWE
problem. This scheme can be used to encrypt message vectors and the addition

and multiplication is done bit wise. The computation cost per multiplication

is O(n® - L?).
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Chapter 4

Homomorphic Multiplication of
LWE-based Schemes without

Relinearization

In this chapter, we demonstrate that the multiplication technique used in
Chapter 3 can be extended to other LWE based schemes such as the ones
proposed in [BV14a, BGV14l Bral2]. With the proposed multiplication tech-
nique, the size of the ciphertext does not grow after multiplication. Further,
the noise associated with it grows only linearly. Therefore, homomorphic mul-

tiplication can be performed without relinearization and modulus switching.

4.1 Homomorphic Multiplication in LWE-
based schemes

In the FHE schemes proposed in [BV14al BGV14] Bral2], homomorphic mul-
tiplication is performed by taking the tensor product of two ciphertexts. The

evaluated ciphertext can be decrypted by a tensored secret key. The size of
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the ciphertext as well as the noise associated with it grows quadratically with
each multiplication.

In order to reduce the ciphertext size after multiplication, the process of
relinearization is used [BV14a]. In these schemes, the secret key and the
ciphertext are vectors of size n and n + 1 respectively. The tensored cipher-
text (of size ((n + 1)[logq])?) is converted to a ciphertext of size (n + 1) by
multiplying with a matrix of size ((n + 1)[logq])? x (n + 1). This matrix is
provided as the evaluation key for multiplication. Decryption is performed
using a new shorter secret key. Therefore, this process involves a change of
secret key after every multiplication. The evaluation key contains encryptions
of the tensored secret key under the new key. In order to perform more than
one multiplication, a chain of such keys must be provided. Therefore, to eval-
uate a circuit of depth L, the evaluation key must consist of L relinearization
matrices. [BGV14].

To deal with the increase in noise due to multiplication, a noise manage-
ment technique called modulus switching is used [BGV14]. It scales down the
ciphertext after every multiplication such that the associated noise reduces by
the same factor. As a result, the noise magnitude remains the same after ev-
ery multiplication but the modulus keeps decreasing. It consists of choosing a
decreasing chain of moduli and after every multiplication, the ciphertext with
respect to a modulus ¢; is switched to a smaller modulus ¢, in the chain. A
new tensoring technique without modulus switching was proposed in [Bral2].
Using this technique the associated noise grows only linearly. However, all
of these schemes go through the process of relinearization and the associated

change of key.
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4.2 Regev’s Cryptosystem

The building block of all LWE based FHE schemes is the cryptosystem of
[Reg05]. We briefly discuss this scheme as described in [Bral2]. Let n be the
security parameter and ¢ = ¢(n) be prime. Let X’ be a probability distribution
on Z, such that |X| < B.

o Regev.SecretKeyGen(1"): Sample s < Z7. Output sk = s.

 Regev.PublicKeyGen(sk): Let N > (n + 1)logq. Sample a matrix A ¢
ZY*", a vector e ¢ XN and compute b = sA” + e (mod q) € Z}.
Let P be the matrix defined as P := [~ A || "] € ZY*"*)_ Output

pk = P.

» Regev.Encrypt(m, pk): Let m € {0,1} be the message to be encrypted
using pk. Let m = (0,...,0,m) € {0,1}"". Sample r < {0,1}" and

compute

c=m BJ +7- P (mod q) € Z)*! (4.1)

 Regev.Decrypt(sk, c): Using sk, the message m can be recovered as

m— E (e, (5,1)) mod q)-’ mod 2 (4.2)

The correctness of the scheme is captured in the following lemma.

Lemma 4.2.1. Let q,n,N,|X| < B be as described in the scheme. Let
sk < Regev.SecretKeyGen(1"), pk < Regev.PublicKeyGen(sk) and ¢ <

Regev.Encrypt(m,pk). Then, for some e with |e| < NB, it holds that
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(c,(s,1)) = m{%J + e (modq). Further, if le] < NB < |q/2]/2, then

Regev.Decrypt(sk,c) = m.

4.3 The Proposed Multiplication Technique

Consider an LWE based encryption scheme with a ciphertext of size n+ 1. In
this section, we show that ciphertexts of such a scheme can be seen as scaled
evaluations of a polynomial from an ideal on a set of n+1 points. This property
is used to homomorphically multiply two ciphertexts. Corresponding to every
secret key, one can find a suitable ideal, set of points and scaling factor.

Given n, one can find integers v and 7’ such that (”j,’“/> = n. A trivial
example of this is v = n — 1 and ' = 1. Consider the polynomial ring R :=
Zglxn, ..., x)/ (2] — x1,...,27 — x,) and an integer r > 7’. The elements
of R<,, constitute a vector space of dimension (”:fr). Consider the ideal J
generated by a polynomial g € R having degree r — r’. The elements of J<,
form an n-dimensional subspace of R<,.

Choose n + 1 distinct points (z1,...,2,.1) in Zf; such that evaluating
polynomials in J<, at (zi,...,2,) spans the n-dimensional space Zj. In
other words, every vector in Z; can be obtained by evaluating a polynomial
in J<, at (z1,...,2,). Then, evaluating polynomials in J<, at (21,..., Zn41)
spans an n-dimensional subspace of ZZ;H, denoted by S7_, . Therefore, there
exist {a1,...,a,} € Z, such that for all polynomials f € J<, the following

equation is satisfied.

[(zng1) = arf(z1) +- -+ anf(zn) (4.3)

For ' = (s1,...,8,,1) € ZZ“, let A\, = s;'ay for 1 < i <n. Let A, be

the following matrix.
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A= . c Z[(;H_DX(TH—I) (44)

—1

Let f(Z) denote the vector (f(z1),..., f(2nt1)). Then,
(f(Z) - Ag,8") =0 mod g (4.5)

Thus, given (s, 1) € Z*', we can find an ideal J such that scaled evaluations
of polynomials in J<, generate the n-dimensional space (s,1)*. For any A €

Zé\’x”, each row of the matrix A’ := {_A | As”|, can be written as A'(i,:

) = f{(Z) - A, for some fi € J<4. Further, for any » € {0,1}", there
exists f € J<, such that r - A" = f(Z) - As. Thus, a ciphertext in Regev’s

cryptosystem corresponding to the secret key s can be written as
c=m EJ + f(Z) - As+ € (mod q) (4.6)

where €' := (0,...,0,7e") € ZI*'. This is similar to a ciphertext of the
scheme proposed in Chapter 3 except that in this case, the ciphertext is a
vector got by adding noisy ‘scaled’ evaluations of a polynomial in the ideal J
with the scaled plaintext vector m.

From Equation , we know that for fi, fo € J<, and some z € Zg,
fi(z) - fa(z) = fif2(z). Although the polynomial f;f; lies in the ideal 7, it
does not necessarily lie in the subspace J<,. Consequently, the vector f; fo(Z)
need not lie in S Ter Instead, ffo lies in J<o, which is a vector subspace of
R<a,. Let the dimension of this subspace be n'.

We now choose (n/ —n) additional points (zn4a, . .., Zn41) in Z] such that
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evaluating polynomials in J<o, at (21, ..., Zn, Znt2, .- ., Zn41) Spans the space
ZZ'. Let the set of points (21, 2o, . .., 2,41) be denoted by Z’. The evaluations
of polynomials in J<o, on Z’ constitute an n’ dimensional subspace of ZZ’“.

Let this subspace be denoted by S7_, . Because of the way in which the set

Z' is chosen, there exist constants 31, 52, . .., Bn, Bni2, - - -, Bt such that for
any f € j§2r>
n n'+1
f(znr1) =D Bi f(zi) + > Bi f(z0). (4.7)
i=1 i=n+2

Further, there exist constants 75 forn+2<i<n' +1and 1< j <nsuch

that for all f € J,,
fz) =7, f(z)) forn+2<i<n'+1. (4.8)
j=1

A linear map from Sz, to Sz, can be represented by a matrix in
ZEI"H)X(”/“). This follows from the discussion in Step 5 of the multiplica-
tion procedure in Chapter 3. Therefore, the choice of points z1, z9,..., 211

enables us to find a similar map where the corresponding matrix has the

following form:.

nxn nx1
Ly L;

L = 01><n 1 e Z((]”/+1)X(n+1) (49)

Lgn’fn)xn Ll(ln’fn)xl

This matrix is analogous to the matrix @ in Equation [3.38]
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For i = {1,2}, a ciphertext ¢; can be written as:

- 1T

)\s,lfi (Zl)
c = : (mod q) (4.10)
)\s,nfi (zn)

m; \‘%J - fi(zn+1) + TieiT

Given encryptions, ¢; and c¢s, of two binary data bits m; and ms, our aim
is to calculate an encryption of mimsy without revealing either the secret
key or the plaintext bits. Firstly, an encryption of m;ms can be calculated
using the multiplication procedure in Chapter 3 with a few modifications. We
discuss this procedure in the following steps. Note that these steps are done
considering the entries of the concerned vectors to be rational numbers. The

resultant vector is converted back to Z, at the end.

1. For i = {1, 2}, transform ¢; to ¢, given by

)\s,lfi(zl)

¢ - | (4.11)
As,nfi(zn)

m; {%J + €+ qIG]|

Note that the noise term rieiT changes to ¢€;. This is because additional

noise has been added for similar reasons discussed in Chapter 3.

2. Compute and append evaluations of f; and f, at the additional points

Znt2, .-, 241 to € and c,. Let the resultant vectors be denoted as

ext ext

™ and c§** respectively.
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ext

3. Take component-wise product of ¢§* and ¢§** to get

fifa(z1)
fifa(zn)
Crult = 3 (m1 \‘gJ + él +qK1> (mg \‘%J + ég —|—qK2) (412)

J1fo(Zns2) + q Ko

fifo(zwi1) + ¢Kpga

4. Add an integer equivalent to fi fo(2,41) mod q to the (n + 1) entry of

Cmult-

5. The vector obtained in Step 4 is of order n’ + 1 over Q. Transform this

to a vector of order n + 1 over Q. Let the resultant vector be €.

6. Transform ¢ to a valid ciphertext of order n + 1 over Z,.

Step 1: Convert the ciphertexts to vectors of the form

- 4T

)\s,lfi(zl>

¢ = ' for i =1,2 (4.13)
)\s,nfi(zn)

m; {%J + &+ qIG|

where K; € Z for i € {1,2}. This is done by multiplying the ciphertexts with

the matrix

S = (4.14)
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i.e., ¢, =¢;-S. The €;s are added deliberately for similar reasons explained
in Section In this case, these are randomly chosen vectors in Q" whose
one norms are bounded by %. The integer K depends on the desired number
of levels of multiplication. The resulting noise term is given by & = r;el +
(¢;, (€;,0)). Therefore, é; is bounded by (N + K)B. (Recall that in the
proposed FHE scheme, the addition of these noise terms yields a total error

of magnitude at most 2B).

Step 2: Calculate values that are equivalent mod ¢ to fi(z;) and f(z;),
for n+2 < j < n/+1 using Equation [4.§ and append these entries to ¢; and ¢,
to generate vectors ¢ and ¢§**. These values can be written as f;(z;) +¢K;

for i € {1,2} and n+ 2 < j < n/ 4+ 1 as shown in Equation for some

K;; € Z. This operation can be performed as ¢ = ¢} - U, for i € {1,2}

()

where,
i ]
%11+2 xF ’Y}L'ﬂ
U=|TI,, | ' ' and (4.15)
PR P
0 e 0 ]
- -
)\s,lfi(z1>
)\s,nfi(zn)
¢ = | m, {%J +é; +qK; fori=1,2 (4.16)

fi(Zns2) + K nio

fi(zn’—i—l) + in,n’—H_

Step 3: Take an element wise product of ¢ and ¢§**. Multiply the first
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n entries by integers that are equivalent mod ¢ to the inverse of the square
of the corresponding scaling factors i.e. for 1 < i < n multiply the i* entry
by an integer which is equivalent mod ¢ to the inverse of A2, in Z,. Let the

resultant vector be denoted by ¢, where

fifa(z1)
fifa(zn)
Conult = % (ml {%J +é; +qK1) (mg {%J + é —|—qK2> (4.17)

Jifo(Zni2) + @Ko

fifo(zws1) + K1

Step 4: Add an integer which is equivalent to f;fo(z,41) mod g to the
(n + 1) entry of epu;. This is done by multiplying ¢,,q; with the following

matrix (as a consequence of Equation .

o

I, 0
B

B=|o0o| 1 0 (4.18)

571—}—2

0 In’—n

e |
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Therefore,
fifa(21)
flfQ(zn)

Cmult * B = % <m1 {%J + é1 +QK1) (mg L%J + éQ +QK2> + flf?(zn+1) + qKn+1 (419)

fifo(Zns2) + @Ko

fle(zn’+1) ok qKn’Jrl

Step 5: The vector obtained in Step 4 is then multiplied with the matrix
LA, where L is the matrix described in Equation (the multiplication is
done considering the elements of L to be rational numbers and not elements
of Z;). Let the resultant vector be denoted by €. Then, for some K € Z,

1<7<n+1
é:Cmult'-BI//ls

/\s,l : fmult(zl) + in
: (4.20)

)\s,n : fmult(zn) + QK,:L

% (m1 {%J + & +qK1> (mg L%J + é +qK2) — frnutt(Zng1) + qulH_

where f,,.¢ is the polynomial obtained after the quotienting operation de-

scribed in Chapter [3]

Step 6: Calculate the vector ¢/, 4 = | €] mod q € ZZH. Then,

prod —

/\s,l ' fmult (Zl)

c;rod = ‘ (421)
)\s,n : fmult(zn)

(m1 {%J +é +QK1) <m2 {%J + é +C_IK2) —fmult(2n+1)_

QN
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/

We shall soon see that the vector ¢, q

is an encryption of m;ms provided
the constants K; and Ky in Step 1 are sufficiently small. But before that
we describe the process of generating an evaluation key for homomorphic

multiplication. Steps 1 to 5 constitute a bilinear map, Bag : Q! x Q! —

Q"' which can be represented by a 3-way tensor M € QHDx(ntDx(nt1) 4 o
BM(Cla C2> = Cl= [clMlcQT . . Can_i_ng} (422)

where M, ..., M, are the frontal slices of the Tensor M. The tensor M

is given by
M =N x, (8U) x, (SU) x3 BLA, (4.23)

where the tensor N € QU +Dx ' +1)x("+1) represents the multiplication that
happens in Step 3. It is obtained by assigning N (i1,1,41) = (/\3_,1'11)2 Viy #
n+ 1, Nn+1ln+1ln+1) = % and N (iy,4,i3) = 0 everywhere else.
However, the (n + 1) frontal slice of M completely reveals the secret key.
It can be easily verified that the (n + 1) row and the (n + 1) column of
M, ., contain the entries of the secret key multiplied by %. As a result, the
Tensor M cannot be made public. In order to hide the secret key, consider
three matrices

I, of
T, = e QHUX+D for 4 =1,2,3 (4.24)

t, 1

The t;s in these matrices are vectors with integer entries that are randomly

chosen from s*. Calculate the tensor

M =M x| Ty xo Ty x3T;
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=N x; (T1SU) x5 (T,SU) x3 BLA,T; (4.25)

The Tensor M acts as the evaluation key. The secret key does not explicitly
appear in M. Observe that, M’ acting on a pair c¢;, ¢y is equivalent to
M acting on the pair ¢,T7, coT5 and the result then being multiplied by T3
ie. Bam(er,ee) = Bm(eiTh, eoTy) - Ts. Note that the Tjs map encryptions
of a data bit m to vectors that are equivalent mod ¢ to other encryptions
of m. Thus, if |[Ba(er,e2)| mod q is an encryption of myms, then so is
| Bav (€1, ¢2)| mod q. Let proa := [Bar (€1, c2)] mod q.

Note that while S and the T;s completely depend on the secret key, the
matrices U and B depend on the choice of the points 2,49, ..., 2,11 which
are randomly chosen. Thus, the secret key can be seen as being ‘masked’ by

these entries.

4.3.1 Security

The elements of M’ are polynomials in the entries of the matrices L, U, S,
B and the T;s. Further, (L,s’) =0 and (¢;, s) = 0. Therefore, given M’, we
have a system of O(n?®) polynomial equations in (2n/(n + 1) + 4n — n? — 2)
variables. The degree of these polynomials range from 2 to 5. Solving a system
of polynomial equations (PoSSo) is known to be NP complete in general.
Further, this system of equations is under-determined.

As discussed in Section of Chapter [3| the multiplication operation
defines an ‘almost’ bilinear map from Z;*' x Z2*! to Z*' (The rounding
operations induce some non-linearity). In the absence of the €;s, the noiseless
encryptions of 0 constitute an invariant subspace of this map. One could gen-
erate invariant subspaces of the multiplication process by randomly choosing a

vector and repeatedly ‘multiplying’ the vector with itself using the evaluation
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key. Further, the direct sum of such subspaces will also be invariant. This
process could be used to generate subspaces of co-dimension 1. Each such
subspace will correspond to a secret key candidate. This candidate can then
be easily verified using other encryptions of zero. Further, the probability of
choosing a vector in (s8')* is %. Therefore, it would take an average of only ¢
random choices to get a vector in (s')1. Although, it hasn’t been proven that
this process converges in polynomial time, it does pose a potential vulnera-
bility. This is countered by introducing the €;s. The €;s insert noise in the
multiplication process. As a result, when two vectors in (s')* are multiplied,

the result is no longer in (s)*. Thus, the invariance is lost.

4.3.2 Correctness of Multiplication and Noise Analysis

The vector Bag (€1, €2) can be seen as a sum of two vectors v and v’ where v

is a vector with integer entries which is equivalent mod ¢ to a vector in (s')*

and v’ is a vector of the form (0,0, ...,0,7) where 7 is given as follows.
2
n=- <m1 \‘QJ + él T4 QK1> <m2 \‘QJ i ég T QK2>
q 2 2
mim -1
= MMy \‘%“ — ;q 2 ™ : q (mléQ + mgél) + (251 o ml)KQ

2
+ (263 — mo) Ky + 55152 + q(mi Ky + mo Ky + 2K, Ks))

Therefore,

([ Bai(cr,c0)], 8" mod g = |n| mod q (4.26)

Thus, if the magnitude of the term e, ; = q;ql(mlég +moéy)+ (261 —my ) Ko+

(269 —mo) K1+ %éléQ — mé—f]”? is less than HJ, the ciphertext cproq yields mims

on decryption.

Observe that the most significant term in ey is (267 — mq) Ko + (265 —

ms) K. Now, the terms K; and K, are generated due to the multiplication
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of s’ with the ¢;s in Step 1 of the multiplication procedure. (These values
are not affected by the introduction of the T;s). The values of |K;|,|K;| are
bounded by the one norm of s’ (s’ is seen as an integer vector for calculating
one norm). Clearly, by appropriately choosing the secret key, the magnitude
of enue can be controlled. However, if s’ is arbitrarily chosen then its one
norm can be O(ng). Note that the é;s are bounded by (N + K)B which is
O(n logq)B. Thus, ey is bounded by O(n?qlog q)B. Alternatively, we can
use the modified version of the vector decomposition technique described in
Chapter [3l We restrict the choice of €;s to vectors with positive entries of

the form ) x_; where z_; € {0,1}", for a suitable choice of u (This will

u 1
j=1 27
depend on the value of K and the permissible size of the evaluation key).

In this case, the function BitDecomp,,(v) takes a vector v of size n + 1

over Q and outputs the vector
(w_u, B . G50 000 ¢ "ELloqu) c {07 1}(n+1)(u+[logq1)

for &; € {0,1}""! such that ZiU:O%J 2" - x; most closely approximates v mod q.

Similarly, the function PowersOfTwo, ,(w) takes a vector w € Z™*Y and

outputs the vector

(2_“'w, 27w, w, 2w, . 208 w) mod q
Note  that, if  w = yHsd oig modq  for  some

(:v_u, T, ,iL‘UquJ) € {0,1}(v+Dutllogal) = then (v,w) =
<BitDecompq’u(v), PowersOf—rwoq7u(w)> mod q. Further, the magni-
tude of <BitDecompq7u(v), PowersOf"I'woq7u(w)> is upper bounded by
@(u + [logq]). (This is because each of the (n+ 1)(u+ [logq]) entries of
PowersOfTwo, ,(w) are bounded by {%J)

This technique can be incorporated in the multiplication procedure as fol-

lows. Convert each of the ciphertext vectors to vectors in Q(+1(u+[logal)
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through the action of the function PowersOfTwo,, i.e. evaluate Power-
sOfTwo, ., (c;) for i € [1,2]. Generate matrices IC;, Ky € QU +1)x(nt1)(u[logal)
by the action of the BitDecomp,, on the columns of the matrices T3 SU and

T,SU respectively. Generate the Tensor
Mevkz = N X1 K:l X9 ’CQ X3 BLAsTg (427)

where M, c Qnt1)(ut[log g]) x (n+1)(ut[logq]) x (n+1) Evaluate
B, (PowersOfTwo, (¢ ), PowersOf Two, ,(€2)). Note that, if ¢ =
PowersOfTwo, ,(c;) for i € {1,2}, then the (n + 1)" entries of &IK;s
are equal to the respective <PowersOf"I'woq,u(ci)7 BitDecompqyu(s’)>s. These
are of the form m; {%J + & + qf(i and the magnitude of these terms are
O(nq (u+logq)). Consequently, the magnitude of the K;s are O(n (u+log q)).

Further,

(| Bam,,, (PowersOfTwo,(cy), PowersOfTwo,(c2))] , ") modq
2 - N
~ L](ml EJ + &1 + gKy)(ma BJ +éz + qu)J mod q

= (m1m2 BJ + e]’mult) mod q (4.28)

where einult = L(%(mlég + mgél) + (2é1 — ml)Rg e (252 — mg)f(l + %élég —

mima2
2q

e 1 is O(nlogq)?B. (Since u is O(1)).

mult

)]. Since the magnitude of the K;s are O(n(u + logq), the magnitude of

Observe that, the initial noise in a ciphertext is Ey = NB = O(nlogq)B.
If E; denotes the noise after the ' multiplication, then E; = O(nlogq) -
E;_y. Therefore, after L levels of multiplication, the noise is (O(nlogq))"*' B.
Since, B < |q/2] /2, the scheme can evaluate circuits of depth L if ¢/B >
(O(nlogq)""".
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4.3.3 Parameters and Performance

The parameters can be chosen similarly to previous LWE-based schemes
[BGV14, Bral2]. For ¢/B > (O(nlogq))"™", the scheme can evaluate cir-
cuits of depth L. We can choose ¢ == 2°(-1°8™) similar to [BGV14, Bral2)].
The cost of multiplying two ciphertexts using the tensor M., is of the
order of O(n? log? ¢). Therefore, the per gate computation of the scheme is

O(n®log? q) = O(n? - L?).

4.4 Summary

A new multiplication technique for LWE based fully homomorphic encryption
has been proposed. This technique avoids the process of relinearization. The
evaluation key is a third-order tensor and a ciphertext obtained by evaluating
this tensor has the same size as the original ciphertexts. The increase in noise

is linear and per gate computation of the scheme is O(n? - L?).
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Chapter 5

Hidden Subspace Membership

In this chapter we attempt to generalize the LWE problem. We introduce a
decision problem called the Hidden Subspace Membership (HSM) problem of
which the LWE problem is a particular case. We then examine the hardness

of a few instances of the HSM problem.

5.1 The Hidden Subspace Membership Prob-
lem

For a given noise distribution A/, the HSM problem is to distinguish between
the distribution of elements of a subspace of a vector space V that have been
corrupted with noise sampled from N and the uniform distribution over V .
If S denotes an n-dimensional subspace of the vector space Zg for some
¢,n € N and N denotes a noise distribution on Zfl, then the input to the
HSM problem are samples of the form (v; + e;) € Zf} where v; ¢ S and
e; & N. Given a vector v, in the HSM problem, one has to decide whether
v € S + N or is sampled uniformly at random from Zé. We denote the set

of all n-dimensional subspaces of Zf; by Gn(Zg). Formally, the HSM problem
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can be defined as follows.

Definition 5.1.1. (Hidden Subspace Membership). For positive integers
n>1,0>n,q € N where q is prime, let S be sampled from a distribution Y
over Gy (ZL) and N be a noise distribution on V. Then, for a noise distribtion
N, the HSMy gy ac can be defined in terms of the game shown in Figure[5.1]
A PPT adversary A wins the game if it can guess the value of 5 € {0,1} with
a non-negligible advantage. The advantage of A in solving the HSMy,, oy A

problem is given by

1
HSM A
Adv vy A) = [PrHSM, 3 ar(A) = 1] — 5 (5.1)
_Initialize Sample( ) Challenge( ) Finalize (8’)
begin begin begin begin
S&Y v&S v & ZE | return(g =8
B & {0,1} edE N if 3= 1 then end
end v<v+te v& S
return v e &N
end v+ vte
end if
return v
end

Flg 5.1: HSM[7n7q7y7N Game

Observe that, the noise-free variant of the problem is extremely easy to
solve. We can find n-linearly independent samples of S that can be used to
construct a basis for § which in turn can be used to construct a basis for its
perpendicular space S*. Then, one can check whether a given vector lies in
S by checking if it lies in the kernel of S*.

Consider the LWE problem with parameters n, ¢, X denoted by LWE,, , .

Given an LWE, , x sample (a;, b;) € Z} X Z,, where (a;, s) +¢; = b; (mod q),
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we can write
—S
[ai bi:| ~x 0 (mod q) (5.2)

This is a noisy equation with the noise being sampled from the distribution X
on Z,. Observe that, (a;,b;) is a noisy element of the n-dimensional subspace
(—s, 1)+ C Zyt'. Clearly, LWE, 4 x is a specific case of the HSM problem
namely, HSM,, 1, g y.&r Wwhere N' = (0", &) and Y is the distribution of sub-
spaces of the form (—s,1)t where s is randomly sampled from a uniform
distribution over Zg.

Let S be an n-dimensional subspace of the vector space Zg. There ex-
ist atleast n indices such that there are no linear relations between the
corresponding entries of vectors in S. In other words, there exist integers
1 < dy,ig,...,0, < £ such that for all (ay,...,a,) € Z7 and v € S,
>j—1 ajv(i;) # 0. Without loss of generality, we assume that these n ele-
ments are the first n elements of a vector v € S and every other element can
be written as a linear combination of these n elements. In other words, we

restrict ourselves to subspaces of the form (span(—S,I))*.

5.2 Hardness of HSM

In this section we prove that the HSM problem is difficult, for various noise
distributions, under the assumption that LWE, , » is hard.
We start by considering Lemma 6.2 of [PW11] which proves the hardness

of a special case of the HSM problem.

Lemma 5.2.1. Let h,¢ = poly(n). Choose A <« ZZX”, S « de_")m uni-

formly at random and E <+ X" [f B = AST + E, then the distribution
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of (A, B) is computationally indistinguishable from the uniform distribution

over ZZ” under the assumption that LWE, , » is hard.

Observe that the rows of the (A, B) are samples of the HSMy,, , y - prob-
lem when the subspace is of the form (span(—S,I))* and N := (0", X*").

Consider a distribution X'. For a non zero vector u = (uy, ..., u,) € Fy, let
X, be the distribution of z = >>7_; z;u; where the x;s are randomly sampled

from the distribution X. For some s € Z"

¢» chosen uniformly at random, we

define L, x, to be the distribution of (a,b = (a, s) + ¢) where a < Z; and

e & X,.

Lemma 5.2.2. Given u € Fy, if there is an efficient algorithm A that can
distinguish the distribution Ls x, from the uniform distribution over Zy X
Zq, then there exists an efficient algorithm B that can solve the DLWE, , x

problem.

Proof. Given an unknown distribution D over Zg X Z, where D is either the
LWE, 4 x distribution or the uniform distribution over Zy x Z,, B takes v
samples (a;,b;)7_; from D and calls A with (@ = >7_, a;u},b = >7_, bu})
for some u; € Z;,1 < ¢ < v. If D is the LWE, , » distribution for some
s € Zy, then B is distributed as L, x, and if D is the uniform distribution,
then B is distributed uniformly over Z; x Z,. Hence, B can efficiently solve
the DLWE,, , » problem if A efficiently distinguishes the distribution £, x,

from uniform. O
We now use the above result to prove a generalization of Lemma [5.2.1]

Lemma 5.2.3. Let h,{ = poly(n). Choose A <+ ZZX",S — fo‘”)xn uni-
formly at random and let E < X" ", for somer > (¢ —n. Let U € IF’ZX(K*")

have full column rank. If B = AST + EU, then the distribution (A, B) is
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indistinguishable from the uniform distribution over Z)** under the LWE, 4 ,

assumption.

Proof. This lemma can be proved using induction. Let Ho, ..., H,_, denote a
set of distributions over Z!*‘. Here, for each j € [(—n], H; is the distribution
of matrix pairs (A, B;) where the matrix A is chosen randomly from a uniform
distribution over ZZX" and the first j columns of B; are equal to the first j
columns of AS” + EU where E is randomly sampled from X%~ The
remaining columns of B; are chosen randomly from a uniform distribution.
Note that, since A is chosen from a uniform distribution, Hg is the uniform
distribution over ZZXZ. Assume that the distributions Ho, Hi,...,H;—1 are
indistinguishable from the uniform distribution over ZZ“ . We will now show
that H; is indistinguishable from the uniform distribution based on the LWE
assumption.

The ith column of a sample of H, is given by b;; = As] +Eu,; for 1 <i <j
where s; and u; denote the i*" column of S and U respectively.
J

Consider the subspace spanned by the vectors (Eui € IFZ) Let this

=1

space be denoted by V;. Since w4, ..., u; are linearly independent, there exists

a uw € V; such that Ew is statistically independent of Fu, ..., Eu;_;. Such a

Ewu will be linearly independent of Euy, ..., Eu;_;. Thus, (uy,...,u;_1,u)
forms a basis for V;. Therefore, for some (ky,...,k;) € Fg, we have
7—1
i=1
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Further, there exists an § € F such that

Asfz[A AsT .. Aszl] . (5.4)

gT
T k1
As; + Eu; = {A Asl +Bu, ... Asl |+ Eu;,|| | TkEu
_kj_l_
(5.5)
The columns of the matrix {As{ + FEu; ... AS]T_1 + Eu; | are the

first 7 — 1 columns of a sample of the distribution #,;_;.Therefore, by hy-
pothesis, the distribution of this matrix is indistinguishable from the uniform
distribution. Since s; and u; are chosen from uniform distributions, the dis-
tribution of the vector s = {g ki ... ]gj_lr is uniform. From Equation
it can be observed that the first j columns of a sample of the distribu-
tion H; is just like a sample of the distribution Ls x,, except that the matrix

AsT + Eu, ... AS]T,l + Euj1:| is not sampled from a uniform distribu-
tion but from the first j —1 columns of a sample of H;_;. Therefore, an oracle
that can distinguish a sample of H, from a sample of L3, can in turn be
used to distinguish a sample of H;_; from the uniform distribution. However,
by hypothesis, this is not possible. Thus, the first j columns of a sample of

H; are indistinguishable from a sample of Ls x,.
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Consider an oracle YW which accepts or rejects samples from an unknown
distribution D over Z"*‘. Let py, (W) and py(W) be the probabilities that
W accepts a sample from the distribution H,; and the uniform distribution
respectively. Let £; be the distribution of samples got by appending ¢ —n + j
vectors in ]FZ that are randomly chosen from a uniform distribution to a sample

of L5 x,. Let p, (W) be the probability that W accepts a sample of £;. Now,

P, W) = pu W) < |pa, W) = pe; W) = [pe, (W) —puW)[ - (5.6)

Since H; is indistinguishable from £; and £; is indistinguishable from the
uniform distribution, both the terms in the right hand side of the above in-
equality are negligible. Therefore, the distribution #; is indistinguishable

from the uniform distribution. O

Given a matrix R € Z((IZ_”)X" and the distribution X*", Let X*~" R denote
the distribution got by multiplying vectors sampled from X* ™™ with R. Let
Ng.x be the distribution of vectors of the form (vR,v), where v is sampled

from the distribution ¢ ".

Lemma 5.2.4. Let S be randomly sampled from a uniform distribution over
ZE]@*”)X” and R be chosen such that (I — RST) is invertible. Let v and e
be randomly sampled from the uniform distribution over Zj and Ng.x respec-

tively. If there is an efficient algorithm that can distinguish the distribution

+ e from the uniform distribution over Zf; then there exists an

of v [I ST
efficient algorithm for solving the DLWE,, , x problem.

Proof. Observe that

v {I ST| +e= (v +e R, vST + el) (5.7)
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where e; is randomly sampled from the distribution X", If v| .= v + e R

and v} := v} ST, then equation (5.7) can be written as

v {I ST|+e= (v}, v, +ei(I - RS"))

(5.8)

= v [I ST| + [0 e (I — RST)

Since v is sampled from a uniform distribution, the distribution of v is
also uniform. Therefore, from Lemma and the fact that (I — RST) is
invertible, we can conclude that there exists an efficient algorithm for solving
the DLWE,, , x problem if there is an efficient algorithm that can distinguish

the distribution of v + e from the uniform distribution over Zg. ]

I st

If Y denotes the uniform distribution over n dimensional subspaces of Zg
which are of the form (span(—S, I))*, then the above lemma proves that the
HSMy,;, g,y Ag.x 18 difficult to solve assuming the hardness of the DLWE,, , »
problem.

Let us now consider the case where the noise is sampled from the distribu-
tion X*. Thus, every entry of a sample vector is corrupted with noise chosen

independently from X.

Lemma 5.2.5. Let S be randomly sampled from a uniform distribution over
Z((f_”)xn. Let v and e be randomly sampled from the uniform distribution over

Zy and X ¢ respectively. If there is an efficient algorithm that can distinguish

the distribution of v + e from the uniform distribution over Zf; then

I st

there exists an efficient algorithm for solving the DLWE,, , x problem.

Proof. Observe that

v {I ST] +e= ('v +e,vST + ez) (5.9)
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where e; is randomly sampled from the distribution X™ and es is randomly
sampled from the distribution X", If v} := v + e; and v} := v} ST, then

equation (5.9) can be written as

v [I ST +e= ('vj,vé—ireg —elsT)

1
+ 10

= v, [I ST (5.10)

€ €1|°

—SsT

Since v is sampled from a uniform distribution, the distribution of v is

I
also uniform. Therefore, from Lemma |5.2.3 and the fact that has

—ST
full column rank, we can conclude that there exists an efficient algorithm

for solving the DLWE,, , » problem if there is an efficient algorithm that can

distinguish the distribution of v { I ST| + e from the uniform distribution

over ZL. O

Thus, the hardness of the DLWE,, , » problem implies the hardness of the

HSMy,, ;v 2t problem.

5.3 Summary

In this chapter, we have described the Hidden Subspace Membership problem
and have proved the hardness of a few of its instances under the assumption

that the LWE problem is hard to solve.
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Chapter 6

Conclusion

In this chapter, we give a summary of the results presented in this thesis and

discuss possible research directions for future work.

6.1 Summary of the Results

In this thesis, we have presented a number of theoretical results in the area of
lattice-based cryptography. The following is a summary of the results.
Chapter |3| deals with the construction of a fully homomorphic encryption
scheme using multivariate polynomials. We have shown that such a scheme
can be constructed in the framework of LWE-based schemes that can encrypt
multiple plaintext bits in a single ciphertext. The security of the scheme
depends on the hardness of the LWE problem. Homomorphic multiplication
is performed by evaluating a bilinear map on the ciphertexts represented by
a third-order tensor. This method does not increase the size of the ciphertext
after multiplication and the increase in noise is only linear. The tensor is
given as the public evaluation key for multiplication. We have shown that it
is difficult to recover the secret key from this tensor based on the hardness of

solving a system of non-linear polynomial equations.
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In Chapter [ we have shown that relinearization and modulus switching

can be avoided by using the multiplication method proposed in Chapter (3| to

homomorphically multiply ciphertexts in previous LWE-based schemes. We

obtain a per gate computation overhead of O(n?L?).

In Chapter [5, we have introduced a decision problem called the Hidden

Subspace Membership (HSM) problem. We have then shown that the HSM

problem is hard for various noise distributions under the assumption that the

LWE problem is hard.

6.2 Scope for Future Work

The work presented in this thesis can further be extended in the following

directions:

o The main issue against the practical application of fully homomorphic

encryption schemes is their efficiency. The proposed (leveled) FHE
scheme is no different. Switching the underlying hardness assumption
from LWE to ring-LWE has shown significant improvements in the per-
formance of previous LWE-based schemes. Therefore, one may consider

the possibility of constructing an RLWE variant of the proposed scheme.

Although RLWE variants perform better than their LWE counterparts,
the hardness of the RLWE problem is based on the hardness of the
shortest vector problem over ideal lattices. To the best of our knowledge,
it hasn’t been proved that this problem is as hard as the corresponding
problem over regular lattices. Therefore, another possible direction for
future work is to improve the performance of the proposed scheme with

respect to per gate time complexity so that it theoretically approaches

that of RLWE based schemes.
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6.2. Scope for Future Work

e In a leveled FHE scheme, the size of the evaluation key depends on
the depth of the evaluated circuit. The only existing way to remove
this dependency is to use Gentry’s bootstrapping technique. Thus, the
problem of converting the proposed leveled FHE scheme to a ‘pure’ FHE

scheme using bootstrapping can be explored.

o Several hardware accelerators have been proposed to speed up the per-
formance of existing homomorphic schemes. It would be interesting to
see if such hardware accelerators can be developed to improve the per-

formance of the proposed scheme.
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