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Abstract

Multihop wireless network has emerged recently as an evolution of wireless network technology and
are likely to be the integral part of future communication environment. In this context, support for
Quality of Service (QoS) is becoming an inherent necessity rather than an additional feature of the
network. Due to lack of a centralized control, highly dynamic nature of topology and existence of
variable and limited shared resources, traditional approaches for supporting QoS in the Internet can
not be applicable to mobile ad hoc networks (MANETS). Given that quality of service provisioning
in MANETS is extremely challenging and is a multi-layer problem, this thesis takes a holistic view
to this QoS issue by identifying the key components of an overall MANET QoS framework. We take
minimum throughput and maximum delay as the applications’ QoS requirements to be supported by
the QoS mechanisms developed in this dissertation.

We begin by developing two dynamic priority based QoS-aware MAC protocols which are based
on legacy IEEE 802.11 DCF and hence can easily be integrated into existing systems without much
difficulty. Our first scheme, called Priority based QoS-aware MAC protocol (PQAMP) is designed
for achieving enhanced level of service differentiation to provide QoS for real-time traffic along
with maximizing network utilization in a multihop environment, By assigning highest priority to
relay traffic, PQAMP reduces packet’s end-to-end delay for realitime traffic and at the same time
improves network utilization. Further, it supports a minimum level of service for best-effort traffic.
The second scheme called Strict Priority based QoS-aware MAC Protocol (SPQAMP) is designed
to achieve a strict service differentiation to support QoS for real-time traffic without any service
guarantee for best-effort traffic and with network l.ltilization as compatible to IEEE 802.11 DCF.
SPQAMP uses a resetting of backoff timer mechz?msm for best-effort traffic as an extra measure to
provide strict prioritized channel access for real-tn.ne traffic. Due to strict service differentiation in
SPQAMP, the amount of best-effort traffic present in the network can not affect the QoS provided to
real-time traffic. Using both these schemes substantially improve the QoS support at MAC layer of
MANETs.

Our investigation on existing QoS routing algorithms show that most of them choose the shortest
path among the feasible paths and none of them take any measure to select QoS routes that endure
longer time. In this direction, we develop @ route stability model (RSM) to estimate stability of
link and end-to-end path in MA.NETSv.Wh’Ch hafs I:SS Com.ml overhead, requires no extra hardware
and has the potential to be app¥1cable in mols(; 9 the real-life mobility scenarios. By incorporating
RSM through some route stability related fields in route requ.est/reply messages, we propose a Route
Stability based QoS Routing (RSQR) for MANETS. RSQR incorporates 5 goft resource reservations
a hop by hop admission control and .a'pplies route stability metric o improve the durability of €s-
tablished QoS route such that probabxllty of the resource Te€servation tq remain valid for duration of
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data transmission is high. RSQR reduces QoS disruption due to expensive route recoveries and gives
higher performance in terms of packet delivery ratio, average end-to-end delay and control overhead.

To further reduce the QoS disruption due to frequent and expensive route recoveries, we propose
a Stability based Multipath QoS Routing (SMQR) protocol for MANETS. Reliability of multiple
QoS-aware routes is improved through node-disjointness and stability properties of the discovered
routes. Detection of potential route failures and switching to an available stable route before actual
route breaks saves route recovery time as well as reduces possibility of packet loss during active
communication using SMQR. Significant QoS performance improvements are observed in terms of
average end-to-end delay, packet delivery ratio and maximum delay jitter.

Finally, we investigate QoS provisioning from multilayer perspective. In this direction, we pro-
pose a cross-layer QoS framework which maps QoS parameters across three layers of the protocol
stack to support a stronger notion of per-class service guarantees in ad hoc networks. QoS mapping
across protocol layers are realized through adaptation of relevant protocols based on both QoS pa-
rameters received from the upper layer and prevailing network condition. Per-class differentiated ser-
vice is obtained through class-based scheduling in network layer and allocation of non-overlapping
contention window at MAC layer. Further, MAC layer and network layer are made to adapt their
behaviouf based on both dynamic network conditions and QoS requirements of the admitted flows
Accordingly, MAC layer adaptation is carried out in the form of dynamic contentic?n window adjust-
ment per class, whereas network layer adaptation takes place in the form of rerouting or terminatiop

of existing flows.

‘Keywords: Mobile Ad Hoc Networks (MANETs), Quality of Service (QoS), QoS-aware Medjym
Access Control, Route stability, QoS routing, Multipath QoS Routing, Cross-layer QoS framewqyy

TH-1850_Nityananda

)

m:«W B2 Al L Bed Wl i

;‘%:‘b;.ﬁ B L T PUvV) SUNIEINEF s UFY GRS

The T°



Contents

1 Introduction 1
1.1 Issues and difficulties for supporting QoS in MANETs . . .. ......... ... 2
12 MOUIVAtION . . . . o e e em e 3
13 AimOfthe TRESiS . . . . o v v v v v mm o s s 3
1.4 Dissertation ContribUtions . - « -+ « = = = 5ttt s e e 4
1.4.1 PQAMRP: A Priority based QoS-aware MAC Protocol for Mobile Ad Hoc
NEtWOIKS . o o v o o e e e oo m e e 4
142 SPQAMP: A Strict Priority based QoS-aware MAC Protocol for Mobile Ad
T 5

1.43 RSQR: A Route Stability based QoS Routing for Mobile Ad Hoc Networks . 5
1.44 SMQR: A Route Stability based Multipath QoS Routing for Mobile Ad Hoc

NEEWOIKS . « « o o e e e oo o e 6

1.45 A Cross-Layer QoS Framework for Mobile Ad Hoc Networks (CLQM) . .. 6

1.5 Dissertation Organization . . . - - =« = © ©* ... 6
Literature Survey of QoS Approaches 9
21 Introduction . . . . . . . . ...ttt 9
22 QOSMOdels . . . . . ... 11
2.2.1 Integrated Service with Resource Reservation Protocol (IntServ/RSVP) . .. 12

222 Differentiated Service (DiffServ) Model . ... ... .. .. .. . .. 12

223 Flexible QoS Model for MANETS FQMM) . ... 12

22.4 Service Differentiation in Stateless Wireless Ad hoc Networks (SWAN) ... 13

225 INORA . o oooom e 13

23 QoSatPhysicallayer . . - - - - - s sttt e 14
2.4 QoS-aware MAC protocols . - - -« = o vt 14
2.4.1 Real-Time Medium Access Control RT-MAC) . . . === 15
242 DCF with Priority Classes OCF-PC) ...~ 15
243 Enhanced Distributed Channel Access (EDCA) . . .~~~ 16
244 Black Burst (BB) Contention . . .. ... 16
245 Distributed Fair Scheduling(DFS) . ...~~~ 17
2.46 Multiple Access Collision Avoidance with Piggyback Reservation (MACA/PR) 17

247  Elimination by Sieving (ES-DCF) and Deadline Bursting (DB-DCF). . . . - 18

2.5 QoSRouting Protocols . . - - -« o st n 18
2.5.1 Core Extraction Distributed Ad hoc Routing (CED ARy . .. 19

i

TH-1850_Nityananda



2.6

2.7

252 Ticket-based Probing

..........
....................

2.5.3 Positional Attribute-based Next-hop Determination Approach (PANDA) . .
254  Ad hoc QoS On-demand Routing (AQOR)

QoS-aware Multipath Routing Protocols
2.6.1

2.6.2
2.6.3
2.64

............

...........
............

Ad hoc On-demand Multipath Distance Vector (AOMDV)
Ad-hoc On-demand Distance Vector Multipath (AODVM)
Mobility Prediction metric based AOMDYV (MP-AOMDYV)
Multipath Dynamic Source Routing (MP-DSR)
2.6.5 Adaptive Dispersity QoS Routing(ADQR) . . .. ..............

26.6 QoS-aware Disjoint Multipath Routing Protocol (QDMR)
2.6.7 Interference-

2.6.8 Mulipath
Conclusion

..........
..........
..........

...........
.....

..........

aware Multipath Routing Protocol IMRP) . . . . . . . . . ...
QoS Routing Protocol of Supporting DiffServ (MQRD) . . . . ..

......
e o o e
.........
....................

QoS-aware MAC Protocols

3.1

34

35

3.6

Introduction

........
........
........

------------

........
......

.....
................

nt Existing QoS-aware MAC protocols . . . . . - . . . . . ..
-Aware MAC Protocol (PQAMP) . . .« -« « - s s s e e
Rules for state transition for nodes at MAC layer . . . . - - - -« - o ...
Queue management and Packet scheduling in PQAMP . . . . . T
An Example Showing state transition of nodes during data transmission . .

344 Analytica] Modeling of PQAMP
345 Analytica] Results

346 Mode] Validation

247 Simulation Results and Analysis . . . .. oo oooov e I
3438 Summary op PQAMP . . . e
tict Priority based QoS- Awage MAC Protocol (SPQAMP) . . . . - - - - e
3.51  Rules for state transition for nodes at MAC layer . . . ..o - s i
232 Analytica) Modeling of SPQAMP . . . . . . ... ..o e
353 Analytica] Results . e
354 Mode] Validation . .~
3.5.5  Simulatio Results Amalveis
and Analysis . . . ... .....-
3.5.6 Analysis . . .

Summary on SPQAMP
Conclusion

Priority based Qos
34.1

342
343

........
.....
""""
.....
.......
""""

°°°°°

-----------

......
o« o e

. o
............

.........
--------
------

...........

A Route Stability based

4.1
42
43
4.4

4.5

QoS Routi NETSs
Introduction ng (RSQR) for MA

e .
LI

Problem Formulation . .................
bt ey Model®eny T
44.1 Anexample Showing e

Route Stability based Qog Routing RSQR) . . . ..o
4.5.1  Assumptions

. e .
...........
.......

..........

.........
....
.........

ii

TH-1850_Nityananda

i

19
20
20
21
21
21
22
23
23
24
24
25



452 QOSPATAMELErS . . . o o« v« o o s e e e e e e
453 Control packetsused inRouting . . . . . .. ... oL
454 TablesusedinRouting . . . . . .. .. ... Lo
4.5.5 Available Bandwidth Estimation . . . . . . . ... ... .. ... ... ...
456 AdmissionControl . . . . . . ...
457 ROUEDISCOVEIY .« v v v v o v e e e e e
4.5.8 Anexample showing Route DiscoveryusingRSQR . . . . . . ... ... ..
459 Adaptive Route RECOVETY . . . . .« oottt
4.6 Simulations and Performance Evaluation . . . . ... ......... ... ...
4.6.1 Performance Metrics and Simulation parameters . . . . ... ... ... ..
462 Results Analysis . . . « - o oo oo oo e
47 CONCIUSION . .\ v o e e e e e e e e e e e e e
Route Stability based Multipath QoS Routing
5.1 INUOQUCHION . . & + o v o o oo e e e e s e
52 Related WOLKS . . o v o o o oo e oo e e e e
5.3 Comparative study of different multipath routing protocols . . . . .. ... ... ..
54 Route Stability based Multipath QoS Routing (SMQR) Protocol . . . ... .. ...
54.01  ASSUMPHONS . « o o+« o s s nm st
542 Delay and Bandwidth Estimation . . . . ... ... ... ........
543 Control packetsused inRouting . . . . ...
544 TablesusedinRoOUting . . -« « -« v« v v v oo
5.4.5 ROUte DISCOVEIY . « « = o v« s mttmm s et
54.6 Route Selection and Establishment. . . .. ... ... ... ... ... ...
5.5 ROULE MAINLENANCE . . - « « » « = = = = F n fttt s et
55.1 Maintenance duetoQoS Violation . . . . ... ... ... L.
552 Maintenance of Alternate Paths . . ... ... oo 0000
553 Route Recoveryby SOUICE . . - -+ -« + oL
5.5.4 Anexample showing route discovery and maintenance . . . ... ... ...
5.6 Simulation and Performance Evaluation . . ... ...................
5.6.1 Performance Metrics and Simulation parameters . . . . ... .. ... ...
562 Results Analysis . . - - - oo e e
5.7 CONCIUSION .« o v v o m s s s s s mmm
Cross-layer QoS Framework
6.1 INOAUCHON . . . - -« « s r s mnt s e
62 Related Work . . . . - -+ - s s m s m
63 QOSMApPING . .« « -« - - st s
63.1 MACQOS MELCS - -« « « =« - oo oo
6.3.2 Network layer QoS MEHCS - « o e e
6.3.3  Application layer QoSmetrics - - . ... ...
6.4 Cross-layer QoS Framework for MANETs (CLQM) . . . .. . . ... ..
6.4.1 Admissioncontrol . . . ..o o0
6.4.2 QoS Routing

TH-1850_Nityananda

115
115
116
117
118
122
122
123
123
124
129
130
130
131
131
132
135
137
139
142

143
143
144
145
146
150
150
151
151
153



e

6.4.3 Packet Classifier and Marker
6.44 Packet Scheduler
6.4.5 Contention Window Adaptor

6.5 Implementation issues
6.6 Conclusion

Conclusion and Future Direction
7.1 Conclusion

Bibliography

Publications based on the Thesis Works

(R st

TH-1850_Nityananda

e o o o

iv

......................
................................

......................

6.4.6 Congestion Monitoring & Resource Resolver

.................

.................................

.......................................

.......................................

.....................................

161
161
162

164

175



List of Figures

2.1

3.1
3.2
33
3.4
3.5

3.6
3.7

3.8

3.9

3.10

3.11

3.12

3.13

3.14

3.15

3.16

3.17

3.18

A Mobile Ad Hoc Network . . . . . . . .« . oo e e e e e e e e 10

Range of backoff values for priority classes 0,1,2, and 3 (up to backoff stage 2) in

PQAMP . . . o it 33
An Example showing state transition of nodesinPQAMP . .. ... ... ... .. 34
Markov Chain Model for the priority classOinPQAMP. . . .. ... ... .. ... 35
Markov Chain Model for the priority classes 1, 2, and3inPQAMP ......... 36
Throughput for Real-time traffic for a chain topology (Experiment 1): PQAMP vs

DCFE o o o o e e 49

Delay for Real-time traffic for a chain topology (Experiment 1): PQAMP vs DCF . . 49
Throughput for Real-time traffic for a chain topology with hop length 3 and with 9

real-time traffic (Experiment 2): PQAMP vs DCF .. ... .. ... .. ... .... 49
Delay for Real-time traffic for a chain topology with hop length 3 and with 9 real-

time traffic (Experiment 2): PQAMP vs DCF . ... 49
Throughput for Real-time traffic for a chain topology with hop length 6 and with 6
real-time traffic (Experiment 2): PQAMPvsDCF . . .. ... .. .. .. 50
Delay for Real-time traffic for a chain topology with hop length 6 and with 6 real-

time traffic (Experiment 2): PQAMP vs DCF . ... ... . . 50
Throughput for Real-time traffic for a chain topology with hop length 4 and with 3
best-effort traffic (Experiment 3): PQAMPvsDCF . .. . ... .. . . . . 50
Delay for Real-time traffic for a chain topology with hop length 4 and with 3 best-

effort traffic (Experiment 3): PQAMPvsDCF . . . ... ... ... .. ... . .. 50
Throughput for Real-time traffic for a Grid topology with 3 real-time traffic (PQAMP
VSDCE) © o o oeee e 51
Delay for Real-time traffic for 2 Grid topology with 3 real-time traffic (PQAMP vs
DCF) o oot 51
Throughput for Real-time traffic for a Grid topology with 3 best-effort traffic (PQAMP
VSDCF) . . o oo e e 52
Delay for Real-time traffic for a Grid topology with 3 best-effort traffic (PQAMP vs
DCF) o o e e e e 52
Throughput for Real-time traffic for a random topology with only real-time traffic
(PQAMP VS DCE) . « « « « oo oo mme e 53
Delay for Real-time traffic for arandom topology with only real-time traffic (PQAMP
VSDCF) . o oot e e e 53

v

TH-1850_Nityananda



3.19 Packet Delivery Ratio for Real-time traffic for a random topology with only real-time
traffic (PQAMP vs DCF) 53

. *
.............................

3.20 Throughput for Real-time traffic for a random topology with 7 real-time traffic (PQAMP
VsDCF) . . . o

3.21 Delay for Real-time traffic for a random topology with 7 real-time traffic (PQAMP

VSDCF) . . ... 54
3.22 Packet Delivery Ratio for Real-time traffic for a random topology with 7 real-time

traffic PQAMPVSDCF) . . . . ... ... ...ttt 54
3.23 Throughput for Best-Effort traffic for a random topology with 7 real-time traffic

(PQAMPVSDCF). . . . . ..ottt it ettt e et 54
3.24 Throughput for Real-time traffic for a random topology with 5 best-effort traffic

PQAMPVSDCF). . . . . ...ttt et 55
3.25 Delay for Real-time traffic for a random topology with 5 best-effort trafﬁc (PQAMP

VSDCF) . . . . e e 55
3.26 Packet Delivery Ratio for Real-time traffic for a random topology with 5 best-effort

traffic PQAMP VS DCF) . . . . . . . . ittt et e e 55
3.27 Throughput for Best-Effort traffic for a random topology with 5 best-effort traffic

PQAMP VSDCF) . . . . . ot e e e e e e e e e e e e e e e e e e e e e 55
3.28 Contention Windows for priority class 0 and priority class 1 in SPQAMP . . . . . . 59
3.29 Markov Chain Model for priority class 0in SPQAMP . . .. . ... .. ... ... 60
3.30 Markov Chain Model for priority class 1in SPQAMP . . . .. ... ... ... .. 60
3.31 Throughput for Real-time traffic for a chain topology (Experiment 1): SPQAMP vs

O 77

:3.32 Delay for Real-time traffic for a chain topology (Experiment 1): SPQAMP vs DCF . 77
3.33 Throughput for Real-time traffic for a chain topology with hop length 3 and with 9

real-time traffic (Experiment 2): SPQAMPvsDCF . .. . ... . .......... 78
3.34 Delay for Real-time traffic for a chain topology with hop length 3 and with 9 real-
time traffic (Experiment 2): SPQAMP VS DCF . . . . . . . . . .. v oo v oo .. 78
3.35 Throughput for Real-time traffic for a chain topology with hop length 6 and with 6
_ real-time traffic (Experiment 2): SPQAMPvsDCF . . . . ... .. ... ... ... 78
3.36 Delay for Real-time traffic for a chain topology with hop length 6 and with 6 real-
' time traffic (Experiment 2): SPQAMP vs DCF . . . . . . . . .« v v v v v v v v ., 78
3.37 Throughput for Real-time traffic for a chain topology with hop length 4 and with 3
best-effort traffic (Experiment 3): SPQAMPvs DCF . . . . . ... ... .. ... . 79
3.38 Delay for Real-time traffic for a chain topology with hop length 4 and with 3 best-
effort traffic (Experiment 3): SPQAMPvsDCF . . . .. ... .......... . . 79
3.39 Throughput for Real-time traffic for a Grid topology with 3 real-time traffic (SPQAMP
Vs DCF) ......................................... 80
3.40 Delay for Real-time traffic for a Grid topology with 3 real-time traffic (SPQAMP vg
DCF) ...... ... .. . .. .. . IR 80
3.41 Throughput for Real-time traffic for a Grid topology with 3 best-effort traffic (SPQAMPp
vsDCF) . . .. e 80

TH-1850_Nityananda

L P T T T - e N S T SEre——

e =3

T



3.42

3.43

3.44

3.45

3.46

3.47

3.48

3.49

3.50

3.51

3.52

3.53

4.1
4.2
4.3
4.4
4.5

4.6

4.7

4.8

4.9

4.10
4.11
4.12
4.13
4.14
4.15
4.16

Delay for Real-time traffic for a Grid topology with 3 best-effort traffic (SPQAMP

VSDCF) .« o i e e e e e e 80
Throughput for Real-time traffic for a random topology with only real-time traffic
(SPQAMP vVSDCF) . . . . . . o ot 82
Delay for Real-time traffic fora random topology with only real-time traffic (SPQAMP
VESDCF) © o o o e e e e e e e e e 82
Packet Delivery Ratio for Real-time traffic for a random topology with only real-time
traffic (SPQAMP vs DCF) . . . . . . ..« 82
Throughput for Real-time traffic for a random topology with 7 real-time traffic (SPQAMP
VSDCF) © o ot e e e e e e e 82
Delay for Real-time traffic for a random topology with 7 real-time traffic (SPQAMP
VSDCF) . o o o e e e e e e 83
Packet Delivery Ratio for Real-time traffic for a random topology with 7 real-time
traffic (SPQAMP VS DCE) . .+« v o v oo e e 83
Throughput for Best-Effort traffic for a random topology with 7 real-time traffic
(SPQAMP VSDCE) . . « « o v o v omm s s e 83
Throughput for Real-time traffic for a random topology with 5 best-effort traffic
(SPQAMP VSDCE) . « « « v v o omm oo 83
Delay for Real-time traffic for a random topology with 5 best-effort traffic (SPQAMP
VSDCF) . o o ot e e e e 84
Packet Delivery Ratio for Real-time traffic for a random topology with 5 best-effort
traffic (SPQAMP vs DCF) .« «  « - o v e oo 84
Throughput for Best-Effort traffic for a random topology with 5 best-effort traffic
(SPQAMP vS DCF) .« + « « « e o m o e e 84
An example showing link stability estimation between Node 1 and Node 2 . . . . . . %4
Interfering Trafficatnode J . - - - -« - - - o oo 97
Additional Traffic by Requesting Flow . .. ... o000, 97
An example showing route discovery (S initiates route discovery) . . . . ... .. .. 106
An example showing route discovery (intermediate nodes are processing and for-
warding QRREQ) - « -+« -« s s s ottt 106
An example showing route discovery (Destination D is receiving two copies of QR-
REQ) . o v oo 107
An example showing route discovery (Destination computes the highest stable QoS
route and generates QRREP) - - -+ v 107
An example showing route discovery (A QoS route between S and D is established) . 108
Traffic admission ratio vs node mobility . ... ... 112
Traffic admission ratio vs node mobility (HighLoad) . . ..~ . .. 112
Packet delivery ratio vs node mobility . . ... ... 112
Packet delivery ratio vs node mobility (HighLoad) . . . . . . . . .. 112
Normalized control overhead vs node mobility . . . ...~~~ . 112
Normalized control overhead vs node mobility (HighLoad) . . . . . .. ... .... 112
Average end-to-end delay vs nodemobility . .. .. .. 113
Average end-to-end delay vs node mobility (HighLoad) . . . . ... ........ 113
vii

TH-1850_Nityananda



5.1 Anexample showing Disjoint Paths between S and D
5.2 Anexample showing the need of special forwarding ruleatnode I . . . . . . . | 124
5.3, Anexample of Node-disjoint multipath route discovery (S initiates route discovery) . 132
5.4  Anexample of Node-disjoint multipath route discovery (D prepares a Route List Table)132
5.5 Anexample of Node-disjoint multipath route discovery (D computes 2 node-

disjoint
paths and sends QRREP packets) . . . . .. ................ .. . 133
5.6 An example of Node-disjoint multipath route discovery (S creates Routing Table
entries and set these entries as primary or secondary) . .............. .. 133
5.7 Anexample of Node-disjoint multipath route maintenance (S sends RouteM message
through both the paths and receives RouteM with route stability values) . ... . . . 134
5.8 Anexample of Node-disjoint multipath route maintenance (Primary route get changed
due to change in route stability values obtained from RouteM messages) . . . . . . . 134

5.9 An example of Node-disjoint multipath route maintenance (Link failure between I
and D in the secondary path is detected by I, so it forwards a RERR packet toward S) 135
5.10 An example of Node-disjoint multipath route maintenance (After receiving a RERR
packet S removes the corresponding Routing Table entry)
5.11 An example of Node-disjoint multipath route maintenance (Link failure between F
and G in the primary path is detected by F, so it forwards a RERR packet toward S) . 136
5.12 An example of Node-disjoint multipath route maintenance (After receiving a RERR
packet S removes the corresponding Routing Table entry, so no path between § and
Dexits) .. ...

: 136

5.13 An example of Node-disjoint multipath route maintenance (A new route discovery
is initiated and a new path formed betweenSandD) ... ...... . =~ 137
3.14 Packet Delivery Ratio vs Node Mobility (at Moderate Load) .. ... = 140
5-15 Packet Delivery Ratio vs Node Mobility (at HighLoad) . . . .. ... 140
3-16 Packets drooped vs Node Mobility (at Moderate Load) . . ... ... = 140
3-17 Packets dropped vs Node Mobility (at HighLoad) . . . .. ... ... . 140
3-18 Network Control Overhead vs Node Mobility (at Moderate Load) . . ... . 141
3.19 Network Control Overhead vs Node Mobility (at HighLoad) . . . .. ... 141
5-20 End-to-End Delay vs Node Mobility (at Moderate Load) . .. . ...... 141
5-21 End-to-End Delay vs Node Mobility (at HighLoad) . . . . ... ..... . 141
.22 Maximum Jitter vs Node Mobility (at Moderate Load) . . . ........ 141
5-23 Maximum Jitter vs Node Mobility (at HighLoad) . . . .. ........ 141
3.24 Average Throughput vs Node Mobility (at Moderate Load) . . . .. ... = 142
5-25 Average Throughput vs Node Mobility (at HighLoad) . . ....... 142
6.1 The proposed Cross layer QoS Framework for MANETs . . . ..... 147

6.2 Example showing an area represented by the dashed line circle beyond Which trapg-
mission by node S will not affect any potential transmitter Y . . ...~ 149

6.3 MAC delay (for basic access mechanism in IEEE 802.11 DCF) is measured as gjf.
ferencebetween trandty ... ... 149

viii

TH-1850_Nityananda

e e e e~ S

e T i B ) ) . T —
m—-*_“* S S . I e e

~n

e e e T e

e

e, . ey e, o e

B ra—

R -




List of Tables

3.1
3.2
33

3.4
3.5
3.6
3.7
3.8
3.9
3.10

3.11
3.12

3.13
3.14

3.15

3.16

3.17

4.1

5.1
52

6.1

Comparison of QoS-aware MACschemes . . . . . . . . . . . ... uene.. 30
IEEE 802.11 parameters used in Calculation . .. .................. 41
Analytical Result for Different Priority Classes (Saturation Throughput): PQAMP

VS DCF . o o o e e e e e e 43
Analytical Result for Different Priority Classes (Saturation Delay in msec): PQAMP
7o) 44
Analytical Result for Different Priority Classes (Packet Dropping Probability): PQAMP
VSDCE « o o e e e et e 45
Analytical Results Vs. Simulation Results for Saturation Throughput (PQAMP and

DCOF) o o o e eoeeee e 45
Analytical Results Vs. Simulation Results for Saturation Delay (in msec) (PQAMP
ANADCE) . . o o oo e e 46
Simulation Parameters in NS-2  « « « « « c o v oo i i 46

Simulation Results for Real-Time Traffic in a Single Hop Topology (PQAMP vs DCF) 47
Simulation Results for Best-Effort Traffic in a Single Hop Topology (PQAMP vs DCF) 48

Analytical Results (Saturation Throughput): SPQAMPvs DCF . . ... ... ... 70
Analytical Results (Saturation Delay and Packet Dropping Probability): SPQAMP
VSDCE o« o o e e e e e 71
Analytical Results in presence of only one priority class in SPQAMP . . . ... .. 72
Analytical Results Vs. Simulation Results for Saturation Throughput (SPQAMP and
DCF) o v eoe e 74
Analytical Results Vs. Simulation Results for Saturation Delay (in msec) (SPQAMP
andDCF) . o o oo em 74
Simulation Results for Real-Time Traffic in a Single Hop Topology (SPQAMP vs
DCF) . o ooee e 76
Simulation Results for Best-Effort Traffic in a Single Hop Topology (SPQAMP vs
DCF) . oo 76
Simulation Parameters . - - = - s s s e oo 110
Comparison of Main Character istics of existing multipath routing protocols . . . - - 119
Simulation Parameters . - - - - - - - e . oo 138

Mapping of QoS Metrics across different protoco] layers

X

TH-1850_Nityananda



6.2 Values for contention related parameters . . . . . . - ..o e e
6.3 Using reserved values of subtype in Frame Control Field in MAC Header of IEEE
802.11tocarrytrafficclass . . . . . . .. oo a e

TH-1850_Nityananda




List of Algorithms

4.1
4.2
4.3
4.4
4.5
5.1
52
53
5.4
55
5.6
6.1
6.2
6.3
6.4

Algorithm to check bandwidth availabilityatnode Q . . ... ... ... .. .... 99
Algorithm to process and update QRREQ packets at intermediate node Q in RSQR . 100
Algorithm to compute Link Stability metric . . . .. ................. 101
Algorithm to process and update QRREP packets at intermediate node Q in RSQR . 103
Algorithm to process QRREQ packets at Destinationnode DinRSQR . . . . .. .. 105
Algorithm for route discovery by S fora QoS multipathto Din SMQR . . . .. .. 125
Algorithm to perform Admission Controlatnodez . .. ............... 126
Algorithm to process and update QRREQ packets at intermediate node ¢z in SMQR . 127
Algorithm to process QRREQ packets at destinationnode DinSMQR . . . . . . .. 128
Algorithm to process QRREP at intermediate nodezinSMQR . ... ........ 129
PathSelection (PathSet, Disj ointSet) . . e 130
Procedure for Contention Window Adjustmentof Class I . . . . .. ......... 155
Procedure for Contention Window Adjustmentof Class ITT . . ... ... ... .. 156
‘Procedure for Contention Window Adjustmentof Class I7 . . . .. ... ...... 157
Procedure for Contention Window Adjustmentof Class IV . . . . . ... ... ... 159
xi

TH-1850_Nityananda



Glossary of Terms

ABR
AC

ACK
ADELAY
ADQR
AF

AIFS
AIMD
AODV
AODV-BR
AODVM
AOMDV
AP

APS

APU
AQOR
ARF
ASBM

BB
BK

CACP
CBR
CBWEFQ
cC
CDMA
CE
CEDAR
CFP

CL
CLQM
CP

Associativity Based Routing

Access Category

Acknowledgment

Accumulated DELAY

Adaptive Dispersity QoS Routing

Assured Forwarding

Arbitrary Inter Frame Space

Additive Increase Multiplicative Decrease

Ad hoc On-demand Distance Vector

AODV Backup Routing

Ad hoc On-demand Distance Vector Multipath
Ad Hoc On-demand Multipath Distance Vector
Access Point

Accumulated Path Stability

Accumulated Path Uncertainty

Ad hoc QoS On-demand Routing

Auto Rate Fallback

Advanced Signal Strength Based link stability Model

Black Burst
Background traffic

Contention-aware Admission Control Protocol

Constant Bit Rate

Class Based Weighted Fair Queuing
Contention Count

Code Division Multiple Access

Congestion Enabled
Core Extraction Distributed Ad hoc Routing

Contention Free Period

Controlled Load
Cross-layer QoS framework for MANETSs

Contention Period

xiii

TH-1850_Nityananda



CSMA
CSMA/CA
CSMA/CD
CSR

CTS

cw

CWT

DARPA
DB-DFS
DCF
DCF-PC
DDCF
DFS
DiffServ
DIFS
DP
dRSVP
DSCP
DSR
DSS
DSSS

E2ED
EBLLD
ECN
EDCA
EDCF
EF
ES-DFS
ETSI
EWMA

FAR
FDMA
FID
FQMM
FT
FTP

GPS
GS

Carrier Sense Multiple Access

Carrier Sense Multiple Access with Collision Avoidance
Carrier Sense Multiple Access with Collision Detection
Carrier Sensing Range

Clear-To-Send

Contention Window

Contention Window Table

Defense Advanced Research Projects Agency
Deadline B;ursting Distributed Coordination Function
Distributed Coordination Function

DCEF with Priority Class

Differentiated Distributed Coordination Function
Distributed Fair Scheduling

Differentiated Services

Distributed Coordination Function IFS

Dropped Packets

Dynamic Resource Reservation Protocol
Differentiated Service Code Point

Dynamic Source Routing

_ Differentiated Signal Strength

Direct Sequence Spread Spectrum

End-to-End Delay

Entropy-based Long-Life Distributed QoS Routing
Explicit Congestion Notification

Enhanced Distributed Channel Access

Enhanced DCF '

Expedited Forwarding

Elimination by Sieving Distributed Coordination Function
European Telecommunications Standards Institute
Exponentially Weighted Moving Average

Full Auto Rate
Frequency Division Multiple Access
First Hop ID

Flexible Quality of service Model for MANETs
Flow Table

File Transfer Protocol

Global Positioning System
Guaranteed Service

Xiv

TH-1850_Nityananda




HCF
HELLO
HIPERLAN

ICMP
IETF

IFS

IMRP
INORA
INSIGNIA
IntServ

IP

ITU-T

LBR
LID
LS
LU

MAC
MACA
MACA/PR
MANET

M]J
MP-AOMDV
MP-DSR
MQRD
MRSVP
MSS

NAV
NCO
NDMR
NIT
NOAH
NS-2

OAR

P-DCF
PAC
PANDA
PC

Hybrid Coordination Function
Hello Packet
High PERformance Local Area Network

Internet Control Message Protocol

Internet Engineering Task Force

Inter Frame Space

Interference-aware Multipath Routing Protocol

INSIGNIA + TORA

IN-band SIGNaling In Ad hoc network

Integrated Services

Internet Protocol

Telecommunication standardization unit of International Telecommunication Union

Link Life Based Routing
Last Hop ID

Link Stability

Link Uncertainty

Medium Access Control

Multiple Access with Collision Avoidance

Multiple Access Collision Avoidance with Piggyback Reservation
Mobile Ad Hoc Network

Maximum Jitter

Mobility Prediction based AOMDV

Multipath Dynamic Source Routing

Multipath QoS Routing protocol of supporting DiffServ

Mobile Resource Reservation Protocol

Minimum Signal Strength

Network Allocation Vector
Network Control Overhead
Node-Disjoint Multipath Routing
Neighbor Information Table

NO Ad Hoc routing

Network Simulator Version 2

Opportunistic Auto Rate

Persistent factor DCF

Perceptive Admission Control

Positional Attributes based Next hop Determination Algorithm
Point Coordinator

XV

TH-1850_Nityananda



PCF
PD
PDR
PHB
PHY
PIFS
PLCP
PPTT
PQAMP
PRNet
PS

PU

QAODV
QASP
QDMR
QoS
QPART
QRREP
QRREQ

RBAR
RDP
RED
RERR
RFC
RFT
RID
RLT
RouteM
RREP
RREQ
'RRL
RSM
RSQR
RSVP
RT
RT-MAC
RTS
RUPD
RxR

SCFQ

TH-1850_Nityananda

Point Coordination Function

Packet Dropped

Packet Delivery Ratio

Per-Hop Behaviour

Physical Layer

Point Coordination Function IFS
Physical Layer Convergence Protocol
Path Predicted Transmission Time
Priority based QoS-Aware MAC Protocol
Packet Radio Network

Path Stability

Path Uncertainty

QoS-aware AODV

QoS Aware Stable Path

QoS-aware Disjoint Multipath Routing protocol
Quality of Service

QoS Protocol for Ad hoc Realtime Traffic
Quality of Service RREP

Quality of Service RREQ

Receiver Based Auto Rate

Route Discovery Packet

Random Early Detection

Route ERRor

Route Fragility Coefficient

Route Request Forwarded Table
Receiver Interference Distance
Route List Table

Route Maintenance

Route REPly

Route REQuest

Route Reply Latency

Route Stability Model

Route Stability based QoS Routing
Resource Reservation Protocol
Routing Table

Real-Time Medium Access Control
Request-To-Send

Route UPDate

. Reception Range

Self-Clocked Fair Queuing

Xvi




SD Saturation Delay

SHARC Stability and Hop-count based Algorithm for Route Computation
SID Sender Interference Distance

SIFS Short Inter Frame Space

SLA Service Level Agreement

SMQR Route Stability based Multipath QoS Routing

SNR Signal-to-Noise Ratio

SPQAMP Strict Priority based QoS-Aware MAC Protocol
SS Signal Strength

SSA Signal Stability based Adaptive routing
STP Saturation Throughput
SURAN Survivable Adaptive Radio Network
SWAN Service differentiation in Wireless Ad hoc Networks
TAR Traffic Admission Ratio
TBP Ticket Based Probing
TC Traffic Category
TCP Transmission Control Protocol
TDMA Time Division Multiple Access
TORA Temporally Ordered Routing Algorithm
TOS Type of Service
TP Throughput
TTL Time to Live
TXOP Transmission Opportunity
TxR Transmission Range
UDP User Datagram Protocol
VI Video
VO Voice
VolP Voice over IP
WFQ Weighted Fair Queuing
Xvii

TH-1850_Nityananda



Chapter 1
Introduction

The Mobile Ad Hoc Network has its origin as the packet switched radio project of DARPA, which

was initiated in the early 70’s. Since that time, the complexity of mobile ad hoc network designs has

challenged generations of researchers. With the development of novel and inexpensive wireless tech-
nologies such as IEEE 802.11, research in this field has gained more and more attention. Multihop
Wireless network has emerged recently as an evolution of wireless network technology having the
potential to deliver real-time services such as video, audio and Voice over Internet Protocol (VoIP)
besides traditional data service. This type of networks can provide a competitive alternative to cellu-
lar netwdrks, especially in areas where the latter are not available. Mobile Ad Hoc Networks consist
of wireless mobile hosts that communicate with each other without the presence of a fixed infras-
tructure, forming dynamically self-organized and self-configured autonomous networks. Due to its
non-dependency on a centralized infrastructure, it can be rapidly deployed and can dynamically be
reconfigured over time [37].

MANETS have many potential applications in a variety of fields like - military tactical communi-
cation, disaster rescue and recovery, and collaborative group meetings. With the increase in Quality
of Service (QoS) needs in evolving applications and the wide spread use of wireless and mobile de-
vices, it is also desirable to support QoS in MANETs. The resource limitations and variability further
add to the need for QoS support in such networks. The dynamic nature of MANETSs is attributed
to the time-varying channel condition, node movements, changing network topology, and variations
in application’s demands. Providing hard QoS (in terms of guaranteed services) in such dynamic
environment is not an easy task. Therefore, almost all technologies to provide QoS for MANETSs
concentrate on Soft QoS. It means after the connection setup, there may exist transient periods of
time when the assured QoS specification is not honored. However, even targeting for a soft QoS,
QoS support remains as a very complex process [15, 73,112, 121].

Quality of Service (QoS) is usually defined as the set of service requirements that need to be

met by the network while transporting a packet stream between a given source-destination pair [24].

The network is expected to guarantee a set of measurable pre-defined end-to-end service attributes

to the users. The common end-to-end service attributes are - delay, bandwidth, probability of packet
loss, delay variance (jitter), etc. Power consumption and service coverage area are two other QoS

attributes that are more specific to MANETs. Furthermore, the QoS metrics could be defined in

terms of a single parameter or a set of parameters in varied proportions. The multi-constraints QoS

support aims at optimizing multiple QoS metrics while provisioning network resources, and is an

1
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CHAPTER 1. INTRODUCTION

admittedly complex problem.

Although a lot of work has been done in supporting QoS in the Internet, but none of them can
directly be extended to work in MANETS (15,73, 112]. Su

pporting QoS in a network requires the
measurements of link state information such as delay,

bandv\}idth, cost, loss rate, and error rate in the
network. However, getting and managing link state information in MANETS are very difficult, be-
cause the quality of a wireless link is apt to change with the surrounding circumstances. Furthermore,
the resource limitations and the mobility of hosts make things more complicated.

1.1 TIssues and difficulties for supporting QoS in MANETSs

Some of the issues and difficulties for supporting QoS in MANETS [73, 89, 121] are:

e Unreliable and Unpredictable Link Properties: Wireless media is highly unreliable and its

capacity may vary dramatically. Signal propagation faces difficulties

interference, and multi-path cancellation. Therefore, QoS-aware proto
exact knowledge of channel capacity. ’

such as signal fading,
cols should not rely on

Contention on wireless medium: Due to shared nature of the wireless medium, transmission
from a node not only uses local available bandwidth but also consumes bandwidth of its cop.-
tending neighbors. Therefore, resource allocation should also consider impact on neighboring
nodes. Further, intra-flow contention impacts the available bandwidth of a node.

Node Mobility: Mobility of the nodes creates a dynamic network to
ically formed when two nodes come into transmission ran
when they move out of range.

pology. Links are dynam-
ge of each other and are tor down

Limited Battery Life: Mobile devices are generally run on finite batte

ry resources. Thus, the
techniques for QoS provisioning should be power-aware and power-

efficient.

Hidden and Exposed Terminal Problem: Traditional carrier sense multiple access (CSMa)
protocol when applied in multi-hop packet relay introduces the hidden and exposed terminal
problems. Due to Hidden terminal problem, some nodes in the network will have smajler
contention probability than others, thus introduces local specific contention. Exposed terminal

problem blocks the spatial reuse of channel capacity. Both these problems should b
to improve the overall performance.

¢ handled
Route Maintenance: The dynamic nature of the network topology and changing behaviour of

the communication medium make the precise maintenance of network state information very
difficult.

No centralized control: Due to lack of a centralized control, QoS-aware protocols must use

distributed algorithm and rely only on local information.

e Security: Security can be considered as an important QoS attribute. Without adequate security, '

unauthorized access and usage may violate the QoS negotiations.
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1.2 Motivation

MANETsS are likely to be the integral part of future communication environment, and support for
QoS is becoming an inherent necessity rather than an additional feature of the network. The entire
issues and difficulties as we have discussed above make QoS provisioning in MANETS an extremely
challenging task which needs effective/efficient solutions at multiple layers of the protocol stack.
Given that quality of service (QoS) provisioning in MANETS is extremely challenging and is a
multi-layer problem, this thesis work takes a holistic view to this issue by identifying the required
components of an overall MANET QoS framework. By virtue of their importance, we take minimum
throughput and maximum delay as the applications’ QoS requirements to be supported by the QoS
mechanisms developed in this dissertation.

1.3 Aim of the Thesis

The broad aim of this dissertation is to consider issues of Quality of Service in mobile ad hoc net-
works and to devise techniques that can support an adequate level of QoS for real-time traffic in

MANETs.

1. We first work on techniques that can provide QoS support in MANETS from the single-layer
perspectives with little interaction between two adjacent layers. In this direction, we mainly

‘work on MAC layer and Routing layer of the protocol stack.

2. We adopt a bottom-up approach, by looking first at the underlying MAC layer. It is important
that any QoS mechanism for MANETSs must necessarily be supported at the MAC layer. We
observe that IEEE 802.11 Distributed Coordination Function (DCF), which is the most widely
used MAC protocol in MANETS does not provide QoS support due to its inherent problems.
We propose two different schemes for resolving MAC layer contention in the form of priority
based variants of the basic DCF. The first scheme is aimed at achieving enhanced service
differentiation along with maximizing network resource utilization in multihop environment.
The second one aims at providing a strict level of service differentiation such that the presence
of best-effort traffic in the network can not affect the service quality achieved by real-time
traffic. Because, most of the real-time applications can tolerate some amount of packet loss,

we assign lower retry limit to real-time traffic in both the schemes for reducing channel access

delay due to retransmission.

ng QoS in a multihop ad hoc network.
re based on reactive routing. In these
due to link failure or QoS violation),

3. QoS-aware routing plays an important role for supporti
Most of the existing QoS routing algorithms proposed a
routing protocols, to cope up with frequent route failures (
route recovery procedures are initiated. These procedures consumes substantial amount of

S flows. Existing QoS routing protocols do not

e. Further, most of them choose

fetime due to selection of longer

resources and introduce extra delays in Qo
take any measure to select QoS routes that endure longer tim
shortest path route among the feasible paths, which has short li

hops (also called edge effects [64]). From the best of our knowledge, no stability based QoS

routing with both throughput and delay constraints is available in the literature. Our objective
lay and throughput constraints, which

is to develop a route stability based QoS routing with de
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can improve the durability of established QoS route and hence can reduce QoS disruption
due to expensive route recoveries. The related objective is that the route stability model to

be incorporated in the QoS routing should have less computational overhead with minimum
control overhead and without any extra hardware support.

4. Our next aim is to extend the route stability based QoS routing (RSQR) to be developed with
proactive route maintenance feature for detection of potential link breaks or QoS violations
before actual link breaks or QoS violation takes place. This will save route recovery time
and reduce possibility of packet loss during active communication. In this direction, our ob-
jective is to extend route discovery mechanism in RSQR, utilizing the existing information
to discover a node-disjoint QoS-aware multipath routing which will reduce expensive route
recoveries through proactive route maintenance. We found that, most of the multipath routing
protocols that are available in literature provide only enhanced best-effort service. Although
some of them have claimed to be QoS-aware, they either provide multiple reliable paths with-
out support for real-time traffic or the QoS metric they consider are very restrictive.

5. Finally, our aim is to view the QoS provisioning problem from a multilayer perspective with
mapping of user specified QoS parameters across different layers including application layer,
network layer and MAC layer. It is known that QoS support in MANET not only depengs
on application requirements, it should also rely on the underlying network condition/quality.
Therefore, each layer should function in an adaptive manner based on the applications’ re-
quirements and network status. We investigated the different possibilities in adapting each
layer and proposed an overall Cross-layer framework, where network layer and MAC layer
work in an adaptive way based on underlying network condition and the QoS requirements of
the upper layer. We found that most of the existing QoS approaches for MANETS are based on
conventional layering concepts with little or no cross-layering interactions. While traditiona]
protocol layering is an important abstraction to reduce complexity of network design in wired
network, it is not well suited to wireless networks to Provide complex functionalities like Qos
due to inter-dependencies of different layers.

1.4 Dissertation Contributions

In this section we briefly outlines the major contributions of this dissertatjon.

141 PQAMP: A Priority based QoS-aware MAC Protocol for Mobile Ad Hoc Net.-
works

The design goal of the first QoS-aware MAC scheme, called Priority based QoS-aware MAC Pro-
tocol (PQAMP), is to achieve service differentiation for providing QoS for real-time traffic along
with maximizing utilization of network resource without starving the best-effort traffic in multihop
environment. PQAMP is a dynamic priority based QoS-aware MAC protocol, where nodes are as-
signed priority based on the type of traffic (either Real-Time or Best-Effort) to handle and their roles
(relay or transmit). Although it appears that there are only two classes of traffic, real-time and best-
effort, present in the network, whereas a node can have further derived priority classes to achieve
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QoS support for end-to-end flow. With a non-overlapping range of contention window assigned to
nodes with different priority classes (but in the same backoff stage), PQAMP achieves a level of
traffic differentiation for providing QoS to real-time traffic. Due to possibility of some priority inver-
sion cases, PQAMP can not support strict level of QoS for real-time traffic in the presence of heavy
best-effort traffic load conditions. PQAMP can ensure a minimum level of service for best-effort
traffic and increases overall network utilization due to higher priority assigned to relayed frames.
We evaluate PQAMP through a Markov chain model for single hop scenarios, and demonstrate its
validity through simulation studies. Finally, we have shown the superiority of PQAMP to provide
QoS support in different multihop scenarios as compared to IEEE 802.11 DCF.

1.42 SPQAMP: A Strict Priority based QoS-aware MAC Protocol for Mobile Ad
Hoc Networks

The design goals of the second scheme, called Strict Priority based QoS-aware MAC Protocol
(SPQAMP), are - to achieve a strict service differentiation to support QoS for real-time traffic without
any delivery guarantee for best-effort traffic, and to achieve overall network utilization as compatible
with IEEE 802.11 DCF. SPQAMP is also a dynamic priority based QoS-aware MAC protocol, where
nodes are assigned priority based on the type of traffic to handle. In SPQAMP, contention window
for real-time traffic is always smaller than that of best-effort traffic and they remain non-overlapped
irrespective of the their backoff stage. Further, freezing of backoff counter for best-effort traffic is
replaced with a resetting mechanism to eliminate the possibility of priority inversion. This ensures
SPQAMP to maintain a strict or stronger level of traffic differentiation as compared to PQAMP.

We have evaluated the performance of SPQAMP through Markov chain analysis and demon-
strated its validity through simulations. Finally, we have demonstrated the suitability of the model in
multihop scenarios using extensive simulation studies. We found that the proposed protocols are ef-
ficient in supporting QoS to real-time traffic in terms of end-to-end delay and throughput with some
added advantages.

1.43 RSQR: A Route Stability based QoS Routing for Mobile Ad Hoc Networks

We first develop a Route Stability Model (RSM) to estimate stability of link/path in MANETSs. The
RSM is based on simple calculations on measured received signal strengths obtained from link layer,
has less control overhead, require no extra hardware, and has the potential to give good approxima-
tion on link stability in most of the real-life mobility scenarios. Using RSM, we propose a Route
Stability based QoS Routing (RSQR) for wireless ad hoc networks. RSQR incorporates a soft re-
source reservation, an admission control based on throughput and delay, and applies route stability
metric to improve the durability of established QoS route such that the probability of the reserva-
tion to remain valid for duration of data transmission is high. Further, to maintain QoS assurance
to admitted flows, it incorporates an efficient route recovery due to QoS violation and route fail-
ures. RSQR reduces QoS disruption due to frequent route recoveries and gives higher performance
in terms of packet delivery ratio, average end-to-end delay and control overhead as compared to the
QoS routing protocol, AQOR [115], proposed by Q Xue and A Ganz.
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144 SMQR: A Route Stability based Multipath QoS Routing for Mobile Ad Hoc
Networks

To further reduce the QoS disruption due to frequent route recoveries, we have proposed a Stability
based Multipath QoS Routing (SMQR) protocol for MANETS. SMQR uses a number of special
route request forwarding rules to compute a maximum of three node-disjoint QoS routes which re-
duces path diminution problems without imposing excessive control overheads. Like the unipath
protocol, RSQR, SMQR is also designed to support throughput and delay sensitive real-time ap-
plications in MANETs. We incorporate a hop by hop admission control and resource reservation
scheme during route discovery process to ensure QoS assurance to real-time applications. Further,
RSM is utilized during both route discovery and maintenance phases for selecting QoS routes with
higher stability. Reliability of the multiple QoS-aware routes are improved through node-disjointness
and stability properties of the discovered routes. Following an effective QoS violations detection and
route maintenance mechanism, the protocol reduces the frequency of route recovery leading to sig-
nificant reduction in QoS disruption. Simulation studies show that SMQR can support higher leve] of
QoS in terms of packet delivery ratio, average end-to-end delay, maximum jitter, and overal] network
throughput. Detection of potential route failures and switching to an available stable route before ac-

tual route breaks saves route recovery time as well as reduces possibility of packet loss during active
communication u%ing SMQR.

1.4.5 A Cross-Layer QoS Framework for Mobile Ad Hoc Networks (CLQM)

In this context, we are looking at the problem of QoS provisioning from the perspective of three
layers - application layer, network layer and MAC layer. Our goal is to design a QoS framework
which maps QoS parameters across three layers of the protocol stack to support a stronger notion
of per-class service guarantees in terms of throughput and delay in ad hoc networks. Applications’
QoS requirements are specified as service classes - Class I, Class I, Class III and Class IV which
represent delay sensitive, delay and throughput sensitive, throughput sensitive and best-effort traffic
respectively. QoS metrics at application layer are accordingly represented as delay, throughput and
best-effort. Application layer metrics are mapped to corresponding path metric in network layer
and finally to the individual link layer metrics at the MAC layer. QoS mapping at network layer
is realized through a class based packet queuing and scheduling policy, whereas MAC layer QoS
mapping takes place in terms of non-overlapping contention windows assigned to different classes
of traffic. Further, to cope up with network dynamics, MAC layer and network layer are made to
adapt their behaviour based on both dynamic network conditions and QoS requirements of admitted
flows. MAC layer adaptation takes place in terms of dynamic contention window adjustment per
class, whereas network layer adaptation takes place in the form of rerouting or termination of existing

flows. We have proposed a detailed QoS mapping scheme with adaptive protocols using a TCP/IP
protocol suite.

L5 Dissertation Organization

The rest of the dissertation is organized as follows.
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¢ Before going to discuss our contributions, the literature survey about the current approaches
for supporting QoS in MANETS and their effectiveness are presented in Chapter 2.

e Chapter 3 is about the Priority-based QoS-aware MAC Protocols that are developed in this
dissertation. The Designs of these protocols and their analysis through Markov chain models
are presented. To validate the analytical results obtained through Markov Chain models of the
proposed MAC protocols, detailed simulation studies are reported in this chapter.

e Chapter 4 is about the Route stability based QoS Routing Protocol developed in this thesis
work. In this chapter, we first discuss about the route stability model (RSM) developed and
then discuss about the route stability based QoS routing (RSQR) which incorporate the RSM.
Further, we report the detailed simulations carried out to evaluate the QoS performance of

RSQR.
e In Chapter 5, we discuss about the Route stability based Multipath QoS Routing (SMQR)
Protocol developed in this thesis work along with its performance evaluation through simula-

tion studies.

e Chapter 6 is about the Cross-Layer QoS Framework that we have proposed in this thesis. In
this chapter, we discuss about the mapping of QoS parameters across three protocols layers
namely - Application layer, Network layer and MAC layer. Further, we discuss about the

different components to form an overall QoS framework.

e Finally, Chapter 7 summarizes the overall contribution of this thesis and identifies some future

research directions.
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Chapter 2

Literature Survey of QoS Approaches

2.1 Introduction

In recent years, wireless networks are becoming more and more popular. Among the wireless net-
works, mobile ad-hoc networks have attracted considerable research interest, as they are easy to
deploy and maintain. Research in ad hoc networking has been going on for some time. The his-
tory of wireless ad hoc networks can be traced back to the Defense Advanced Research Projects
Agency (DARPA) packet radio network (PRNet) [43], which evolved into the survivable adaptive
radio network (SURAN) program [31]. Ad hoc networks have played an important role in mili-
tary applications and related research efforts. Recent years have seen a new spate of industrial and
commercial applications for wireless ad hoc networks, as many portable computers and personal
digital assistants (PDAs) equipped with wireless interfaces are becoming more compact and inex-
pensive. Ad hoc networks have numerous potential applications. For example, the IEEE 802.11
wireless LAN standard family and the European Telecommunications Standards Institute (ETSID)
HIPERLAN/2 standard, or even Bluetooth, support an ad hoc mode of operation for building sim-
ple ad hoc networks. Ad hoc networks are very useful in battle-field, disasters (such as flood, fire
and earthquake) recovery, emergency search-and-rescue operations, home networking, meetings or
conventions in which people wish to quickly share information.

The Internet Engineering Task Force (IETF), the body responsible for guiding the evolution of
the Internet, provides the definition of mobile ad hoc network as follows.

“A mobile ad-hoc network (MANET) is a kind of wireless ad-hoc network, and is a self-configuring
network of mobile routers (and associated hosts) connected by wireless links - the union of which
form an arbitrary topology. The routers are free to move randomly and organize themselves arbitrar-
ily; thus, the network’s wireless topology may change rapidly and unpredictably. Such a network
may operate in a standalone fashion, or may be connected to the larger Internet. Minimal configu-
ration and quick deployment make ad hoc networks suitable for emergency situations like natural or
human-induced disasters, military conflicts, emergency medical situations etc.”

A MANET is an autonomous system of mobile nodes. The system may operate in isolation, or
may have gateways to interface with a fixed network. Nodes in MANET are equipped with wire-
less transmitters and receivers using antennas which may be omni directional (broadcast), highly-
directional (point-to-point), possibly steerable, or some combination thereof. At a given point in
time, depending on the nodes’ positions and their transmitter and receiver coverage patterns, trans-
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mission power levels and co-channel interference levels, a wireless connectivity in the form of a
random, multihop graph or “ad hoc” network exists between the nodes. This ad hoc topology may
change with time as the nodes move or adjust their transmission and reception parameters. Figure 2.1
shows a typical MANET with four nodes, where the solid lines are used to represent wireless links
and circles with dashed lines are used to show the communication ranges of the nodes. In the figure
a multihop path between nodes S and D is shown with two thick solid lines. ,
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Figure 2.1: A Mobile Ad Hoc Network

MANETsS have several salient characteristics [74]. These are

(i) Dynamic topologies: Nodes are free to move arbitrarily; thus, the network topology may
change randomly and rapidly at unpredictable times.

(i1) Bandwidth-constrained, variable capacity links: Wireless links will continue to have signifi-
cantly lower capacity than their wired counterparts. In addition, the realizable throughput of
wireless communications, after accounting for the effects of multiple access, fading, noise
and interference conditions, etc. is often much less than a radio’s maximum transmission ratei

(iii) Energy-constrained operation: Some or all of the nodes in a MANET may rely on batteries for
their energy. For these nodes, the most important system design criteria for optimization may
be energy conservation.

(iv) Limited physical security: Mobile wireless networks are generally more prone to physical

security threats than the wired networks. Therefore, increased possibility of eavesdropping

spoofing, and denial-of-service attacks should be carefully considered in deployment of MANETS.

With the increase in Quality of Service (QoS) needs in evolving applications and the widespread
use of wireless and mobile devices, it is also desirable to support QoS in MANETS. The resource
limitations and variability further add to the need for QoS support in such networks. However. the
characteristics of these networks make the QoS support a very complex process [15, 26, 1 12]. ’
Quality of Service is usually defined as the set of service requirements that need to be met by
the network while transporting a packet stream from a source to a destination [24]. Intuitively, QoS
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means that there is an agreement or a guarantee by the network to provide a set of measurable pre-
defined service attributes to the users in terms of end-to-end performance, such as delay, throughput,
probability of packet loss, delay variance (jitter), etc [15]. Power consumption and service coverage
area are two other QoS attributes that are more specific to MANETSs. The Telecommunication stan-
dardization unit of the International Telecommunication Union (ITU-T) defines quality of service in
recommendation E.800 as “the collective effect of service performance which determines the degree
of satisfaction of a user of the service”. This is the notion of hard or absolute QoS guarantee. Since
it is extremely difficult to archive hard QoS in MANETS due to their inherent properties, soft QoS
comes in the domain of MANETs. This soft QOS means there may exist transient periods of time
during which the required QoS guarantee is not possible due to non-availability of suitable forward-
ing nodes or network partition or wireless channel impairments [15, 121]. The main technology
driver for quality of service to date has been converged networking. Converged networking is based
on the idea that one data network should be used to transport voice, video, and data where voice
and video applications are delay, throughput and jitter sensitive. Hence, QoS provisioning can be
understood as a way of prioritizing certain types of traffic over the other.

The QoS metrics could be defined in terms of one of the parameters or as a set of parameters in
varied proportions. The multi-constraints QoS aim at optimizing multiple QoS metrics while provi-
sioning network resources, and is an admittedly complex problem. As different MANET applications
have different requirements, the services required by them and the associated QoS parameters differ
from application to application. Following are some of the potential application areas of MANETS
and their associated QoS parameters.

e Multimedia Applications: Guaranteed bandwidth, delay and delay jitter;
e Search-and-rescue operations: Accessibility or availability to the network;

Military networking: Stringent security requirements;

Sensing networks: Power consumption efficiency;

e Last mile provider: Fluent bandwidth management;

In the literature, the research on QoS support in MANETS spans over all the layers of the protocol
stack. The major approaches for providing QoS in MANETSs are QoS Models, QoS aware phys-
ical layer, QoS-aware Medium Access Control (MAC) protocols and QoS-aware routing. In the
following sections we briefly discuss about some of the available schemes under these approaches.

2.2 QoS Models

The QoS model [112] specifies the architecture for providing some kind of services in the network.
A QoS model for MANETS should consider the challenges of MANETS, e.g. dynamic topology
and time-varying link capacity etc. In addition, the potential commercial applications of MANETSs
require connection to the Internet. Thus QoS model for MANETS should also consider the existing
QoS characteristics in the Internet. In the following subsections we briefly discuss about some of
existing QoS models and their effectiveness to apply in MANETs.
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2.2.1 Integrated Service with Resource Reservation Protocol (IntServ/RSVP)

IntServ [11] architecture allows sources to communicate their QoS requirements to routers and des-
tinations on the data path by means of a signaling protocol such as RSVP [120]. In this model the
flow-specific states are kept in every IntServ-enabled router. IntServ proposes two service classes in
addition to Best-Effort Service. One is Guaranteed Service; the other is Controlled Load Service.
The Guaranteed Service is provided for applications requiring strict delay bound. The Controlled

Load Service is for applications requiring reliable and enhanced best effort service. IntServ/RSVP
is not suitable for MANETS due to the following factors:

o Huge amount of storage and processing overhead, so the problem of scalability.
e Signaling packets will consume a substantial amount of bandwidth in MANETs.

e Performing of admission control, classification and scheduling by every node will put a heavy
burden for the resource-limited mobile hosts.

The Dynamic Resource Reservation Protocol (dRSVP) [51, 72] extends the basic RSVP to support
dynamic QoS in MANETS, but has similar problem like RSVP due to extensive use of out-of-band
signaling. The mobile RSVP (MRSVP) [103] was designed for data communication in cellular

network which needs an infrastructure for controlling of resource reservation, hence it can not be
applicable in MANETS.

2.2.2 Differentiated Service (DiffServ) Model

Differential Service (DiffServ) [9, 77] architecture avoids the problem of scalability by defining
a small number of per-hop behaviors (PHBs) at the boundary routers and associating a different
DiffServ Code Point (DSCP) in the IP header of packets belonging to each class of PHBs. The
interior routers along the forwarding path use DSCP to differentiate between different QoS classes
on per-hop basis. Thus, DiffServ is scalable but it does not guarantee services on end-to-end basis.
This hinders DiffServ deployment in the Internet as well as in MANETS. In DiffServ, we can identify
three different service classes: expedited forwarding, assured forwarding, and best effort. DiffServ

may be a possible solution to the MANET QoS model, because it is light-weighted in interior routers.
But it also has some weaknesses as follows:

e It is difficult to predefine boundary and interior routers.

e The concept of Service Level Agreement (SLA) in the Internet does not exist in MANETS
which is indispensable for the functioning of DiffServ.

2.2.3 Flexible QoS Model for MANETs (FQMM)

Flexible QoS Model for MANETSs (FQMM) [113] tries to take the advantage of both the per-flow
service granularity in IntServ and the service differentiation in DiffServ. This model defines three
types of nodes: an ingress node which sends data, an interior node which forwards data to other
nodes, and an egress node (destination). Obviously, each node may have multiple roles. FQMM
selectively uses the per-flow QoS guarantees of IntServ for applications with high priority, and the
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service differentiation of DiffServ for applications with lower priorities. FQMM is the first attempt
at proposing a QoS model for MANETSs with the following problems:

e Without an explicit control on the number of services with per—ﬁow granularity, the scalability
problem still exists.

e To make a dynamically negotiated traffic profile is a very difficult problem.

e It is difficult to code the PHB in the DS field of IP, if the PHB includes per-flow granularity
considering the DS field is at most 8 bits without extension [112].

2.2.4 Service Differentiation in Stateless Wireless Ad hoc Networks (SWAN)

Service Differentiation in Stateless Wireless Ad hoc Networks (SWAN) [3] is a stateless network
model which uses distributed control algorithms to deliver service differentiation in mobile wireless
ad hoc networks in a simple, scalable and robust manner. The SWAN model [3] considers TCP
traffic as best-effort traffic and UDP traffic as real-time traffic requiring QoS assurances. It tries to
maintain delay and bandwidth requirements of real-time traffic by admission control of UDP traffic
and rate control of TCP and UDP traffic. SWAN differentiates traffic into two classes, best-effort and
real-time traffic [3, 4]. It treats all UDP (real-time) traffic with equal priority so they will be treated
similarly during network congestion. Although SWAN is claimed to be stateless, intermediate nodes
have to remember about the traffic flow to distinguish between new and old flows for regulating
flows. SWAN does not consider best-effort traffic for calculating available bandwidth and source-
based admission control using probing packets is ineffective to cope up with dynamic environment
in MANETs.

2.2.5 INORA

INORA [28] is a QoS support mechanism that makes use of the INSIGNIA (In-band Signaling in
Ad hoc Network) in-band signaling and TORA (Temporally Ordered Routing Algorithm) routing
protocol [83] for MANETs. INORA represents a QoS-signaling approach in a loosely coupled kind
of manner. The idea is based upon the property of TORA to provide multiple routes between a
given source-destination pair. While INSIGNIA [55] does not take any help from the network with
regard to redirecting the flow along routes which are able to provide the required QoS guarantees,
INORA gives feedback to the routing protocol (TORA) on a per-hop basis to direct the flow along
the route that is able to satisfy the QoS requirements of the flow. For resource reservation, a soft state
reservation mechanism is employed. Beyond doubt the concept of loosely coupled QoS signaling and
routing is a very promising approach and the shortcomings of INORA mostly are the shortcomings
of INSIGNIA. However, the interface for signaling to access routing should be as generic as possible
in order to guarantee portability. INORA is better than INSIGNIA in that it can search multiple
paths with lesser QoS guarantees. Since no resources are reserved before the actual data transmission
starts and since data packets have to be transmitted as best-effort packets in case of admission control
failure at the intermediate nodes, this model may not be able to provide better service guarantees for

real-time applications.
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2.3 QoS at Physical layer

QoS at physical layer refers to data rate and packet loss rate on wireless channel. Due to unsta-
ble channel quality, maintaining a constant data rate and low packet loss is very difficult. Physical
layer of IEEE 802.11 a/b/g can support multiple data rates that are achieved by different modulation
schemes in the PLCP (Physical Layer Convergence Protocol) header of the physical layer. Since
transmission rate can vary depending on the channel quality, an appropriate link adaptation mecha-
nism is desirable to maximize the throughput under dynamically varying channel conditions. Link
adaptation mechanism may be modified to implement QoS requirements of higher layers in terms of
throughput and packet loss rate. For efficient utilization of a multi-rate physical layer, there has been
several adaptation algorithms proposed at the physical layer, where most of them are closely tied to
the MAC layer as well. These algorithms impact the observed link throughput on hop by hop basis
which leads to change in end-to-end throughput of a selected path. An algorithm by Kamerman et
al, called Auto Rate Fallback (ARF) [45], is a sender based channel estimation and rate adaptation
mechanism originally designed for Lucent’s WaveLAN II devices running IEEE 802.11b standard.
ARF uses the ACKs of transmitted frames as a measure of channel condition. When an ACK is
not received after transmission of a frame, the first retransmission is done at the same data rate.
If no ACK is received after the first retransmission, the data rate is lowered to the next leve] for
subsequent transmissions and retransmissions. If ten consecutive ACKs are received correctly or if
a timer expires, then the device attempts to upgrade the data rate. If the first transmission at the
higher data rate fails, it goes back to the lower data rate. A similar but more adaptive approach was
proposed by Chevillat et al uses two thresholds S and F for estimating channel condition. In thejr
approach [21], when the number of consecutive successful transmission exceeds S, the data rate is
increased to the next level. Similarly, when the number of consecutive failed transmission exceeds
F, then transmission rate is decreased to the next level. Holland et al observed that the channel con-
dition can fluctuate very frequently and ARF is not capable of adapting the data rate accordingly. In
their method [39], called Receiver Based Auto Rate (RBAR) adaptive protocol, channel estimation
is done at the receiver based on SNR (Signal-to-Noise Ratio) of RTS. Accordingly receiver informs
the sender about the maximum data transmission rate possible for the upcoming data transmission.
Since channel estimation is done just before the actual data transmission, link adaptation in RBAR is
better than ARF. Another mechanism called Opportunistic Auto Rate (OAR) proposed by Sadeghi et
al try to improve throughput in ad hoc networks with multi-rate links. OAR [91] is based on t.he idea
that using higher data rate it is possible to transmit multiple packets. Based on channel estimation
either at receiver or at the source, the algorithm ensures that all nodes are granted channel access
for the same time shares as achieved by single rate IEEE 802.11. The Full Auto Rate (FAR) [61]

adapt the transmission rate of all the frames (both control and Data frames) to further improve the
performance of IEEE 802.11.

2.4 QoS-aware MAC protocols

MAC protocols [7, 22, 27, 33, 60, 61, 65, 69, 107] are mostly for solving the problems of medium
contention, supporting reliable unicast communication, and providing resource reservation for real-
time traffic in a distributed wireless environment. While the main design goal of most of the MAC
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protocols is usually to solve medium contention and hidden/exposed terminal problems and to im-
prove throughput, a QoS-based MAC protocol must also provide a channel access mechanism that
considers the QoS constrains of real-time flows [85, 89]. Since it is not possible to provide upper
bounds on channel access delay when using random access mechanisms, the goal is simply to re-
duce the channel access delay of real-time flows. A related problem to QoS is providing the faimess
among different traffic flows inside a traffic class [60]. The overall problem of providing QoS and
fairess becomes more difficult due to dynamic topology and limited resources in the MANETS.
The QoS-based MAC protocols can be broadly classified as either priority-based or reservation-
based. Due to their simplicity in design, here we consider only random access MAC protocols. In
the following subsections, we briefly discuss about some of the available QoS-aware MAC schemes
for MANETsS.

2.4.1 Real-Time Medium Access Control (RT-MAC)

Baldwin et al [7]. proposed a variation of the IEEE 802.11 protocol called RT-MAC that supports
real-time traffic by avoiding packet collisions and the transmission of the packets that have already
missed their deadlines. To achieve this, RT-MAC scheme uses a packet transmission deadline and
an enhanced collision avoidance scheme to determine the transmission station’s next backoff value.
When a real-time packet is queued for transmission, a time-stamp is recorded locally in the node
indicating the time by when the packet should be transmitted. The sending node checks whether a
packet has expired at three points: before sending the packet, when its backoff timer expires and
when a transmission goes unacknowledged. An expired packet is immediately dropped from the
transmission queue. When the packet is actually about to be sent out, the sending node chooses the
next backoff value and records it in the packet header. Any node that overhears this packet then
ensures that it chooses a different backoff value. This eliminates the possibility of collision. The
range of values (i.e., contention window, CW) from which the backoff value is chosen, is made a
function of the number of nodes in the system. Therefore, the number of nodes should be known or
at least estimated in this scheme. RT-MAC scheme has been shown to achieve drastic reductions in
mean packet delay, missed deadlines, and packet collisions as compared to IEEE 802.11. However,
the contention window may typically become quite large in a network with large number of nodes.
This will result in wasted bandwidth when the network load is light.

2.4.2 DCF with Priority Classes (DCF-PC)

Deng et al [27] proposed another variation of the IEEE 802.11 protocol that supports priority based
access for different classes of data. The basic idea is to use a combination of shorter IFS or waiting
times and shorter backoff time values (i.e., maximum allowable size of contention window) for
higher priority data (i.e., real-time traffic). While normal nodes wait for the channel to remain idle
after DIFS interval before they transmit data, a higher priority node waits for only PIFS. However, if
the chosen backoff value happens to be longer, the higher priority node can still lose out to another
node that has a larger IFS but a shorter random backoff value. In order to solve this problem,
authors of [27] have proposed two different formulas for generating the random backoff values so
that the higher priority nodes are assigned shorter backoff time. Authors have demonstrated that this
scheme has better performance than 802.11 DCEF, in terms of throughput, access delay and frame
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loss probability for higher priority (real-time) traffic. It can support more than two traffic priorities.
However, this scheme lacks the ability to provide deterministic delay bounds for real-time traffic.

Moreover, normal data traffic suffers higher delay due to a longer backoff time even when no higher
priority node is transmitting. Channel bandwidth is also wasted in such cases.

2.4.3 Enhanced Distributed Channel Access (EDCA)

IEEE 802.11 DCF is designed to provide a channel access with equal probabilities to all the con-
tending nodes in a distributed manner. EDCA enhances the DCE protocol to provide differentiated
channel access according to the frame priorities. It has been developed as a part of the hybrid co-
ordination function (HCF) of IEEE 802.11e [22, 69]. Two new features introduced in the HCF are
the concepts of access category (AC) and transmission opportunity (TXOP). Each station using the
EDCA, has four ACs and for each AC there is one transmit queue with an independent EDCA func-
tion that contends for access to the medium. The four ACs have different priorities and are used for
different kind of traffic: background (AC BK), best effort (AC BE), video (AC VD) and voice (AC
VO). A TXOP is a bounded time interval, defined by a starting time and a maximum duration, dur-
ing which a station may transmit multiple frames. In EDCA, each data frame is assigned a Access
Category (AC) in the MAC header, based on its priority as determined in the higher layers. During
the contention process, EDCA uses AIFS[AC], CWmin[AC], CWmax[AC] and TXOPLimit (Trans-
mission Opportunity limit) for a frame belonging to a particular AC. Hence, each AC is an enhanced
variant of the DCF. Flows that fall under the same AC are effectively given identical priority to ac-
cess the channel. A station accesses the channel based on the AC of the frame to be transmitteq. The
contention among different ACs with the same node is handled with the help of virtual contention
resolution. After successfully reserving the channel for data transmission, a station may transmit one
or more frames based on the corresponding value of TXOPLimit. In EDCA, AIFS (Arbitration Inter
Frame Space) duration is at least DIFS, and can be enlarged individually for each AC. The CWmin
of the backoff mechanism is set differently for different priority classes. EDCA thus combines two
measures to provide service differentiation. This mechanism assumes existence of an access point to
control the QoS functionality of the system. Further, there is no hints about mapping user require-
ments into the corresponding TC at MAC level. Using EDCA, normal traffic suffers higher delays
even when in absence of real-time traffic in the network.

24.4 Black Burst (BB) Contention

The Black Burst (BB) contention scheme proposed in [100] avoids packet collision in a very novel
manner, and solves the packet starvation problem as well. Packets from two or more flows of the
same service class are scheduled in a distributed manner with fairmess guarantee. Nodes content
for the medium after it has been idle for a period longer than the inter-frame space. Nodes with
best-effort traffic and nodes with real-time traffic use different inter-frame space values in such a
way that real-time traffic have higher priority than best-effort traffic. BB contention scheme is added
to any CSMA/CA type protocol in the following manner. Before sending their packets when the
medium remains idle long enough, real-time nodes first contend for transmission right by jamming
the media with pulses of energy called BB’s (Black Bursts). The main principle in this scheme
is that each contending node is using a BB with different length which is directly proportional to
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the contention delay experienced by the node. Following each BB transmission, a node senses the
channel for an observation interval. Since distinct nodes contend with BB’s of different length, each
node can determine without ambiguity whether its BB is of longest duration. Thus only one winner is
produced after this contention, which will transmit its real-time packets successfully. BB contention
ensures that real-time packets are transmitted without collisions and with priority over best-effort
packets. It has the main drawbacks of requirement for an extra channel and precise generation of
black-burst pulses. '

2.4.5 Distributed Fair Scheduling (DFS)

Vaidya et al. [107] proposed the DFS scheme to ensure that different flows sharing a common wire-
less channel are assigned appropriate bandwidth corresponding to their weights or priorities. DFS
is derived from the IEEE 802.11 DCF and requires no central coordinator to regulate access to the
medium. The fundamental idea of DFS is that each packet is associated with start and finish times-
tamps. A higher priority packet is assigned a smaller *finish-tag’ and shorter backoff periods. This
approach ensures that any flow that has packets of higher priority will consistently have shorter
backoff times, thereby achieving a higher throughput. In DFS, the start and finish times for pack-
ets are calculated on the basis of the Self-Clocked Fair Queuing (SCFQ) algorithm proposed by
Golestani [38]. Following the idea of SCFQ, every node also maintains a local virtual clock. DFS
does not, however, remove short-term unfairness in certain cases The authors observe that the use
of collision resolution schemes such as those proposed in [33] can resolve this anomaly. In order
to calculate backoff intervals, the authors have proposed two alternate approaches: linear mapping
and exponential mapping. A disadvantage of the linear mapping scheme is that if many packet flows
have low priorities, all of them are assigned large backoff intervals. As a result, the system remains
idle for long periods of time. The exponential mapping approach is proposed as one solution to this
problem. Using simulations, the authors have shown that DFS obtains a higher throughput than IEEE
802.11. Also, they have verified that use of exponential mapping technique for calculating backoff
intervals leads to higher throughput than linear mapping. However, the DFS has the problems of
not solving the hidden terminal problem and not considering delay bound of real-time packets [96].
Further, selection of a proper mapping function is difficult problem.

2.4.6 Multiple Access Collision Avoidance with Piggyback Reservation (MACA/PR)

Multiple Access Collision Avoidance with Piggyback Reservation (MACA/PR) [65] provides rapid
and reliable transmission of best-effort datagram as well as guaranteed bandwidth support to real-
time traffic. For the transmission of best-effort datagram in MACA/PR, a host with a packet to
send must first wait for free “window” in the reservation table, which records all the reserved send
and receive windows of any station within the transmission range. It then waits for an additional
random amount of time on the order of a single hop round trip delay. If it senses the channel as
free, it proceeds with RTS-CTS-PACKET-ACK dialogue for a successful packet transmission. If the
channel is busy it waits until the channel becomes idle and repeats the above procedure. For the
transmission of real-time packets, the behaviour of MACA/PR is different. In order to transmit the
first data packet of a real-time stream, the sender initiates an RTS-CTS dialogue and then proceeds
_with PACKET-ACK dialogue if the CTS dialogue is received. For subsequent data packets (not the
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first one) of a real time stream, Reservation Tables, which are propagated among neighbors, are used
to avoid the hidden-terminal problem as opposed to the RTS-CTS dialogue. The first data packet of
the real-time stream then makes the reservation along the selected path. The source node piggybacks
the real-time scheduling information for the next packet transmission in the header of its current
data packet. The destination confirms the reservation with an ACK, which contains the scheduling
information for the next packet reception. Thus, any node hearing a real-time packet updates its
reservation table and defers transmission for the specified time. Note that if the sender fails to receive
several ACK’s, it restarts the connection with the RTS-CTS dialogue again. MACA/PR does not
retransmit the real-time packets after collision. MACA/PR relies on two assumptions. Firstly, real-
time packets arrive at constant time intervals and secondly, the communication links are symuinetric.
These, assumptions are not necessarily valid in a MANET environment [85].

24.7 Elimination by Sieving (ES-DCF) and Deadline Bursting (DB-DCF)

Pal et al [81, 82] proposed two variants of the IEEE 802.11 DCF that offer guaranteed time bound
delivery for real-time traffic, by using deterministic collision resolution algorithms. Interestingly,
they also employ black burst features. The ES-DCF has three phases of operation - elimination,
channel acquisition and collision resolution. In elimination phase, every node is assigned a grade
based on the deadlines and priority of its packets as in [27]. A closer deadline results in a lower
numerical grade, which translates to lower than DIFS channel-free wait time. Therefo're, the grade
of the packet improves if it remains in the queue for a longer time. In the channel acquisition phase,
the node transmits RTS packet to initiate the channel acquisition, when the channel has been free for
the requisite amount of time, as decided by the grade of its data packet. If it receives a CTS packet
in return, the channel is considered acquired successfully. Otherwise, the third phase of collision
resolution is initiated by sending out a BB (as in {100]). The length of the BB corresponds to the
node identification (Id) number. Higher Id numbers are given to the nodes that generate a lot of
real-time data. The node that sends out the longest burst accesses the channel at thc subscquent
attempt.

In the DB-DCEF, the first phase is for BB contention wherein the lengths of .th.e BB packets
are proportional to the urgency (i.e., relative deadlines) of the real-time packet. This is fo.llowed by
phases for channel acquisition and collision resolution, which are similar to the corresponding phases
in ES-DCEF. Both schemes assign channel-free wait time longer than DIFS for best-effort nodes, such
that these nodes are allowed to transmit only when the other real-time nodes ha\./e no data waiting
to be sent. However, the results of the simulations carried out by the authors indicate .that ES-DCF
is more useful when hard real-time traffic is involved, and DB-DCF performs better l.n the case of
nodes with soft real-time packets. However, due to its dependence on BB techniques, it inherits the
similar problems in BB [100] as we discussed earlier.

2.5 QoS Routing Protocols

QoS routing is one of the most essential components of a QoS architecture. QoS routing protocols try
to find end-to-end paths for flows with the knowledge of network resource availability and the QoS
requirements of the corresponding applications such that there is a good chance of meeting the QoS
'requiremems of the applications while transporting data packets over the discovered paths [15, 16,
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23, 89, 99]. QoS routing is difficult in MANETS. Firstly, it has too high overhead due to maintenance
and updation of link state information. Secondly, maintaining the precise link state information is
very difficult. Thirdly, a feasible path may not guarantee a QoS path. Fourthly, finding a stable QoS
route such that the discovered path will remain valid for a longer period of time. Finally, nodes can
be selfish and unwilling to cooperate which causes difficulty in reserving resources [68]. Here, we
discuss about some of the QoS routing protocols for MANETS.

2.5.1 Core Extraction Distributed Ad hoc Routing (CEDAR)

CEDAR [99], a Core Extraction Distributed Ad hoc Routing algorithm is proposed for small to
medium size ad hoc networks. It dynamically establishes the core of the network, and then in-
crementally propagates the link states of stable high-bandwidth links to the core nodes. The route
computation is on demand basis, and is performed by the core nodes using only local state informa-
tion. CEDAR has three key components: Core Extraction - to select a set of nodes to form the core
that maintains the local topology of the nodes in its domain, and also performs route computations.
Link State Propagation- QoS routing in CEDAR is achieved by propagating the bandwidth avail-
ability information of stable links to all core nodes. Route Computation - Route computation first
establishes a core path from the domain of the source to the domain of the destination. Using the
directional information provided by the core path, CEDER iteratively tries to find a partial route from
the source to the domain of the furthest possible node in the core path satisfying the requested band-
width. The sheer amount of updates (in the form of flooding) it needs in order to maintain a global
topology and state information makes CEDAR unsuitable, especially in random mobility environ-
ment of MANETs. QOLSR (QoS aware Optimal Link State Routing) [5, 6] has similar disadvantage
due to heavy amount of link state updates required to maintain network topology information.

2.5.2 Ticket-based Probing

A distributed multipath QoS routing scheme for MANETS, called ticket-based probing is proposed
in [16] to tolerate imprecise state information. This method uses tickets to limit the number of
candidate paths searched during route discovery. When a source wishes to find QoS paths to a
destination, it issues probe message with some tickets. One ticket corresponds to one path searching;
and one probe message should carry at least one ticket. At an intermediate node, a probe with more
than one ticket is allowed to split into multiple ones, each searching a different downstream sub-path.
Hence, when an intermediate node receives a probe, it decides, on the basis of its available state
information, whether the received probe should be split and to which neighbors the probe(s) should
be forwarded. Some questions must be answered in the route search approach: First, how many
tickets should be issued by the source? Second, when an intermediate host receives a probe message
of n tickets, it will have to make the decisions regarding - ticket splitting and probe forwarding rules.
Third, how are multiple-paths dynamically maintained?

2.53 Positional Attribute-based Next-hop Determination Approach (PANDA)

Positional Attribute-based Next-hop Determination Approach (PANDA) [57] discriminates the next
hop nodes based on their location or capabilities. When a route-request is broadcasted, instead
of using a random rebroadcast delay, the receivers opt for a delay proportional to their abilities in
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meeting the QoS requirements of the path. The decisions at the receiver side are made on the basis
of a predefined set of rules. Thus the end-to-end path will be able to satisfy the QoS constrains as
long as it is intact. A broken path will initiate a QoS route discovery process.

2.5.4 Ad hoc QoS On-demand Routing (AQOR)

AQOR([115] is a reservation-based, on-demand QoS-aware rouiting to provide QoS guarantees with
the following features: (i) available bandwidth estimation and end
bandwidth reservation, and (iii) adaptive route recovery. When a route is needed, the source host
initiates a route request, in which the bandwidth and delay requirements are specified. The interme-
diate nodes check their available bandwidth and perform bandwidth admission hop-by-hop. If the
bandwidth at the intermediate host is sufficient to support the request, an entry will be created in the
routing table with an expiration time. If the reply packet does not arrive within the allotted time,
the entry will be deleted. In this this approach, a reply packet whose delay exceeds the requirement
will be deleted immediately in order to reduce overhead. To estimate available bandwidth for per-
forming call admission control, each node puts its reserved bandwidth in periodic Hello messages
that are sent to their neighbors. AQOR uses the sum of a node’s neighbors traffic as the estimated
total traffic affecting the node. The estimated traffic can be larger than the real overall traffic and
imposes a stringent bandwidth admission control threshold. The available bandwidth is thus a lower
bound on the real available bandwidth. End-to-end one way downstream delay is approximated by
using half the round trip delay. With the knowledge of available bandwidth and end-to-end delay, the

smallest delay path (corresponding to the first route reply packet come to the source) with sufficient
bandwidth is chosen as the QoS route.

-to-end delay measurement, (ii)

Temporary reservation is used to free the reserved resources efficiently at each node when the
existing routes are broken. If a node does not receive data packets in a certain interval, the node
immediately invalidates the reservation. This avoids using explicit resource release control packets
upon route changes. The adaptive route recovery procedure includes detection of broken links and
QoS violations and triggering of route recovery at the destination.

2.6 QoS-aware Multipath Routing Protocols

Standard on-demand routing protocols like AODV and DSR are used to discover a single route
between a source and destination node. In such protocol, when an active route breaks, the nodes
of the broken route simply drop the data packets because no alternate route to the destination is
available. Multipath routing is useful for finding multiple paths between a source and destination
in a single route discovery. These multiple routes between source and destination can be used to
compensate for the dynamic topology changes in MANETS, which will reduce disruption of data
transport. Recently, several different multipath routing mechanisms have been proposed where most
of them are for enhancing best-effort traffic. QoS-aware multipath routing protocols proposed in [62,
66] are based on a CDMA/TDMA based MAC layer. Due to difficulty in realizing such centralized
MAC scheme in MANETS, we consider only multipath routing based on a distributed MAC layer
such as IEEE 802.11 DCF. Here, we discuss about some of the important multipath routing protocols
which can be used (with some adaptations) for QoS support in MANETS.
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2.6.1 Ad hoc On-demand Multipath Distance Vector (AOMDY)

Ad hoc On-demand Multipath Distance Vector (AOMDV) [71] is an extension of the AODV protocol
to compute multiple loop-free and link-disjoint paths. The loop-freedomness is guaranteed by using
a notion of “advertised hop count” and link-disjointness of multiple paths is achieved by using a
particular property of flooding. To keep track of multiple paths, the routing table entries for each
destination contain a list of next-hops along with the corresponding hop counts. All the next hops
have the same sequence number. For each destination, a node maintains the advertised hop count,
which is defined as the maximum hop count for all the paths to the destination. This is the hop
count used for sending route advertisements of the destination. Each duplicate route advertisement
received by a node defines an alternate path to the destination. To ensure loop-freedomness, a node
only accepts a RREQ for the destination if it carries a lower hop count than the advertised hop count
for that destination. Because the maximum hop count is used, the advertised hop count therefore does
not change for the same sequence number. When a route advertisement is received for a destination
with a greater sequence number, the next- hop list and advertised hop count are initialized. AOMDV
can be used to find either node-disjoint or link-disjoint routes. To find node-disjoint routes, each
node does not immediately reject duplicate RREQs. Each RREQ arriving via a different neighbor of
the source defines a node-disjoint path. This is because nodes are not allowed to broadcast duplicate
RREQs, so any two RREQs arriving at an intermediate node via a different neighbor of the source
could not have traversed a common node. In an attempt to get multiple link-disjoint routes, the
destination replies to duplicate RREQs regardless of their first hop. To ensure link-disjointness in
the first hop of the RREP, the destination only replies to RREQs arriving via unique neighbors. After
the first hop, the RREPs follow the reverse paths, which are node-disjoint and thus link-disjoint.
High path diminution problem exists due to RREQ and RREP forwarding policies adopted in this
routing protocol.

2.6.2 Ad-hoc On-demand Distance Vector Multipath (AODVM)

AODVM [118] is an extension to AODV for finding multiple node-disjoint paths. Intermediate nodes
are not allowed to send a route reply directly to the source. Also, the duplicate RREQ packets are
not discarded by intermediate nodes. Instead, information about all received RREQs are recorded
in an RREQ table at the intermediate nodes. The destination sends a RREP for each of the received
RREQ packets. An intermediate node forwards a received RREP packet toward the source through
the neighbor found in the RREQ table that gives the shortest path to the source. To ensure that
nodes do not participate in more than one route, whenever a node overhears one of its neighbors
broadcasting an RREP packet, it deletes all the entries corresponding to that neighbor from its RREQ
table. Because a node cannot participate in more than one route, the discovered routes must be node-
disjoint. Due to the RREQ and RREP forwarding policies used in the protocol, the number of
node-disjoint paths discovered by this protocol is restricted.

2.6.3 Mobility Prediction metric based AOMDV (MP-AOMDYV)

This is an extension to AOMDV to support adaptive route maintenance based on mobility prediction

metric of a path. MP-AOMDV [92] modifies AOMDV to give two types of multipath protocol- one
is node-disjoint MP-AOMDYV and other is Link-disjoint MP-AOMDV. In node-disjoint AOMDY, to
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enable discovery of multiple node-disjoint paths for a particular source-destination pair, the RREQ

packet is modified to contain the address of the neighbor of the source through which the given RREQ
packet has been forwarded. Each node forwards only one route request toward the destination.
However, it stores the subsequent RREQ packets to remember the previous hops for each RREQ
received through a unique neighbor of the source. The destination node replies to only those RREQs
that come through distinct neighbors of the source. Since every intermediate node forwards only one
RREQ toward the destination, each RREQ arriving at the destination has traveled along a unique path
from source to destination. Once an intermediate node receives a RREP packet, it search the stored
information to find out the best reverse route to the source. Two RREQs arriving at the destination
by following the same neighbor of the source will have at least one node common to them. Two
RREQs arriving at the destination by following a different neighbor of the source will have all node
distinct (means they are node-disjoint). Here, if two or more RREQs come to the destination with
same neighbor of the source, it will reduce the detection of number of node-disjoint path. This is
mainly the race conditions created by RREQ packets due to forwarding of the first copy of RREQ
packet by any intermediate node. Similar RREQ forwarding rule is followed for discovery of Link-
disjoint paths. Each node forwards only one RREQ toward the destination during route discovery
process; however, it maintains a queue of the previous hop nodes for each RREQ received from a
unique neighbor of the source. The destination node does not use this source neighbor information,
and reply to all RREQs. When an intermediate node receives an RREP, it forwards the RREP to the
node at the head of its next hop queue, and then removes this node from the queue. This forwarding
process is repeated for subsequent RREPs received at this intermediate node. And once the queue is
empty, all received RREPs are dropped, because there is no more disjoint link available.

2.6.4 Multipath Dynamic Source Routing (MP-DSR)

MP-DSR [56] is a QoS aware multipath extension to DSR, proposed to provide increased reliability
and stability of routes a QoS metric called end-to-end reliability is defined. Based on the reliability
requirements, P,, of an application, MP-DSR determines three parameters used for route discovery
- (i) number of required disjoint paths to discover, mg (ii) the lowest path reliability rec.luirement,
Miower, for each path to satisfy applications’ reliability requirements and (iii) the time window, ¢,,
within which the end-to-end guarantee provided by the selected routes hold. The source. then sends
mo RREQ messages intended for the destination to its neighbors containing information such as
Wiower, Py, accumulated path reliability, traversed path etc. The intermediate nodes check to see
in the RREQ message still meets the reliability requirements. If so, the node updates the reliability
and path information in RREQ and then forwards the message to its neighbors. If a RREQ message
no longer meets the requirements, the message is discarded. When the destination receives all the
RREQ messages, it selectively chooses multiple disjoint paths from these messages and sends RREP
messages back to the source through the recorded path in the selected RREQ messages. The number
of copies of RREQ messages forwarded by intermediate nodes and received by the destination is
determined by the parameter mg and the accumulated reliability in RREQ messages. When the
source receives the RREP messages, it can begin using the multiple paths for transferring data. Route
maintenance is performed either when all routes fail or the time window for the paths expire. For
the case of all routes fail, a fresh route discovery process is initiated. In the expiry of time window,
source check the validity of the routes with the help of communication to destination. If validation is
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unsuccessful, then new route discovery is triggered. Determination of the three parameters required
for route discovery based on applications reliability requirements and local link availability is a
problem in this method.

2.6.5 Adaptive Dispersity QoS Routing (ADQR)

ADQR [40] finds multiple disjoint paths with longer-lived connections based on the available net-
work bandwidth information obtained during route discovery. Based on the user bandwidth require-
ments, it finds multiple disjoint paths which will together satisfy user bandwidth requirements, and
then to reserve bandwidth and disperse data over these paths. During route discovery it prefers
route which consists of links between physically closer nodes. To reduce the effect of rerouting
due to broken paths, a fast rerouting is proposed with the aid of proactive monitoring of network
topology where a rerouting is done before a path actually becomes unavailable. Based on signal
strength observed on links connecting nodes, links, nodes and routes are classified accordingly as
(from strongest to weakest) first, second and third. In the case the source has multiple routes, a route
with stronger route class is given preference. A class three route, with nodes in the weakest link
going apart from each other, is never selected. To discover a multipath, the source sends a route
request packet which carries information regarding class of all intermediate links, path, QoS metric
etc. Intermediate nodes append their address at the time of forwarding the route request packets and
store information about all forwarded route request messages to enable them to forward only route
request messages which come through some disjoint path as compared to already forwarded route
request messages. The destination checks the node disjointness of the path while replying to a route
request message along with the class of the route. Finally, the source selects the routes based on
quality of the routes (route class and available bandwidth) and the user requirements. The source re-
serves bandwidth for data flow on the selected paths sending special reservation on the paths toward
the destination. In this routing protocol, the state information maintained by each node regarding
the topology of the network, for processing route request and supporting fast rerouting is very high.
Further, proactive monitoring give rise to extra control overhead in the network.

2.6.6 QoS-aware Disjoint Multipath Routing Protocol (QDMR)

In [109], a Qos framework is proposed to support delay sensitive real-time applications in MANETs.
It consists of two parts - (i) reliable and QoS-aware routing through disjoint paths discovery and
maintenance and (ii) providing differentiated service to real-time and best-effort traffic through Diff-
Serv. To compute QoS-aware disjoint multipath, source generates RREQ packet which carries ID of
the one hop neighbor of the source, hop count and path information along with other information re-
quired for routing. Intermediate node does the admission control by maintaining and using admitted
and admissible rates for QoS traffic like in the case of SWAN[3]. There is no admission control done
for end-to-end delay during route discovery. To support delay guarantees to real-time applications,
the paths with lower hop counts are preferred. Nodes forwarding a RREQ packet appends its ID
in the forwarded RREQ packet. An intermediate node forwards the first copy of a RREQ packet
after performing admission control. A duplicate RREQ will be re-broadcasted if it comes through
a different first hop neighbor of the source with the previously forwarded ones and with hop count
not larger than that of the previously forwarded ones. For every forwarded RREQ packet, band-
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width is temporarily reserved in the node. Destination after getting the first RREQ packet waits for
a fixed time period to collect a number of RREQ packets. Then it computes two maximally disjoint
paths and sends the RREP packet to the source separately for each of the selected paths. Source
admits real-time packets into the primary path and secondary path is maintained through sending
probe messages periodically. In the case, routing protocol detects only one path, traffic admission
will be determined from the hop count of the path. During data transmission session using disjoint
paths, if the primary path fails which is detected through RRER message, the real-time traffic will
be switched to the alternate path and a route discovery is initiated to recover the failed path. During
data communication session, route discovery for the alternate path is invoked if it fails.

2.6.7 Interference-aware Multipath Routing Protocol IMRP)

IMRP [110] proposes an interfering-aware QoS multipath routing protocol for QoS-constraint mul-
timedia and real-time applications in ad hoc wireless network. In general, when using multipath
routing protocols for QoS, a sender node adopts multiple disjoint routing paths for data transmission
based on pre-evaluated path bandwidth and applications QoS requirements. To minimize the path
cost, paths with smaller hop counts are preferred. Selected paths using this policy will be very closed
to each other and as a result expected total bandwidth of the paths will be less than the sum of theijr
individual bandwidth due to path interference problems. Therefore, an interference-aware multipath
routing protocol for QoS-constraint multimedia and real-time applications in ad hoc wireless net-
works. It is assumed that each mobile node can compute its available bandwidth and link stable time
using some model. A source node starts route discovery by broadcasting a route discovery packet
(RDP) in the network. The RDP carries QoS requirements, accumulated path stable time (which is
minimum of already explored links), hop count and path information along with other information.
Any intermediate node which have adequate bandwidth available, and the RDP is received through
a link with link stable time greater than a threshold forwards a non duplicate RDP. While forwarding
RDP all nodes reserve bandwidth for a pre-reservation time period which will be freed if no route
reply packet is received within the time period. The pre-reserved bandwidth will be actually reserved
in the node for path stable time whilc receiving route reply packet before the pre-reservation timer
expires. After receiving a RDP, the destination reverses the path information carried by the RDP and
sends back a route reply packet to the source through the original path discovered by .the RDP. A]]
nodes including the destination while forwarding route reply packet reserve the bandwidth specified
in the packet. Once source receives a route reply packet, it will reserve the bandwidth recorded in the
route reply packet and store the complete route information in the routing table. The path stable time
of the selected paths are used for prediscovery of routing path before the actual path fails. Due to

its RDP forwarding policy, it suffers from similar path diminution problem as in AOMDV, AODVM
etc.

2.6.8 Mulipath QoS Routing Protocol of Supporting DiffServ (MQRD)

In this method [59], the Node-Disjoint Multipath Routing (NDMR) protocol in [58] is combined
with DiffServ for supporting QoS in mobile ad hoc networks. NDMR is based on the modified
version of AODV with path accumulation feature of DSR to discover multiple node-disjoint paths.
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