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Abstract

A sequence generated by a deterministic algorithm is called a pseudoran-
dom sequence if it satisfies statistical properties similar to a truly random
sequence. Such sequences arise in many applications starting from key
generation in cryptography to spread-spectrum communication, and so
on. In this thesis, we address topics related to the generation and analysis
of pseudorandom sequences.

Many pseudorandom sequence generators are based on Linear Feedback
Shift Registers (LFSRs). LFSR is a shift register whose input bit is a
linear function of some bits of the shift register value. Nonlinear feed-
forward logic can be used along with a primitive-LFSR to increase the
linear complexity of the generated sequences. Such an arrangement is
called a Non-Linear Feed-forward Generator (NLFG). In this work, we first
have analysed the statistical distribution of sequences generated by NLFGs
over arbitrary finite fields. We then move on to describe two methods of
extending nonlinear feed-forward logic to word-based LFSRs. A special
kind of word-based LFSRs, known as o-LFSRs, has been considered here.
The first NLFG configuration uses permutation matrices while the second
one sees a 0-LFSR over an extension field. For the first scheme, we have
shown using simulation that the statistical distribution of each component
sequence is better than that of an existing scheme. And, for the second

scheme, we have mathematically analysed the statistical distribution of the
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output vector sequence and have shown that it is more balanced compared
to the sequences generated by schemes available in literature.

The last part of this thesis deals with the generation of de Bruijn
sequences. An n-th order binary de Bruijn sequence is a periodic sequence
of length 2™ in which every n-length subsequences occurs exactly once in
each period. These sequences have good statistical properties associated
with randomness such as long period, balance, ideal n-tuple distribution,
and high linear complexity. Due to these reasons, de Bruijn sequence
generators are used in many pseudorandom number generators and are
also used as building blocks for stream ciphers. Here, we describe a method
of traversing a set of n-th order binary de Bruijn sequences using a series

of graph-theoretic transformations.

i
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[Abstract in Bengali language]

@I el sifefes aerteg @b RRIRE ALGRM (sequence) I G EAICHEN
TR (ARIET RUFE T RYTelfg @dkel 327 I, ©F O TAGR
YIRS FYRM (pseudorandom sequence) 0T | ALFOEHARMY (AT &F FCR
RAgifed @CAT GRF T2 ARG WA (@ @3 AR R J=e el
FHAR | 3 ARIAAS FCH AR GZFFN TIRR GHARIRE MR T 2w
8 IV RTEA MEFW R AT F94 |

(@P*ITere RaRoR AT CeAMFS Linear Feedback Shift Register (LFSR)
fofes 2@ At | U217 T YA aRT el (linear complexity) I
G LFSR-4¥ A¥ nonlinear feed-forward logic ANE @36 WART IeA™
JR2E 1 2 | G2 A ANYACE Nonlinear Feed-Forward Generator (NLFG) 2
AR BLAMS 0T | @R ACTFNR, S AATS GG TR finite field-a HeeRro
NLFG TGS AP Afeoiey-eer® [Rieia (statistical distribution) fearae
MR | o327, WA word-based LFSR 2f6Ta ©o718 Q347099 AT I8 ANSEE
#AIfe FAF g ~afed 991 FEMR 1 AW G2 AEHAR G5 [ <&
word-based LFSR—(F % S Q@R A o-LFSR A K01 22w *mfore
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sion field-9¥ YBTH (ACF 1Y T AR | &AW A&SCS simulation-a I
TeAime eifefl *1l S@Nefetsd (component sequences) FRTeIfgs R
fbIa 7Fea “Iafod (bW @Pod @A TR | AHMF, 7o safore Sesifrs
WWWW@W@WWN@QWW
FRAreifgs e FifEesEre; “awfoeli ¢ wfiTes A% |

fatFa afeW 2”@ de Bruijn FRAFME? TLAWH T4 SACEADA I QR |
@3B n @GR binary de Bruijn MGRM 261 @¥F 436 27 MG =W @hiw
e I afefs 2R 1 tMeda ey TR SRR T8N 1 9 G
TR @fers Typze! TFe S ARTRYATS &8 ATF @ A A, [
1, T LaiRE wiberer opiv 1 G oy waRmeR AT SemT e
el IRTS T 1 QA WNE GF6 W8 T de Bruijn sequence-ad @S
TRy facie @t are-eifgs omafeq I sl

ILinear Feedback Shift Register 935 RT¥ 4Rte (agfoss Iea |
24f5 *iffe® de Bruijn @F NP Wre GG AHRAET FRLRI |
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Chapter 1

Introduction

“Random numbers should not
be generated with a method
chosen at random.”

Donald E. Knuth

Sequences, generated by deterministic algorithms, which approximate the
properties of truly random sequences are called pseudorandom sequences.
Such sequences over finite fields find many applications ranging from cryp-
tography [LN86, MOV96, PP09] and error-correcting codes [PWT72] to
spread-spectrum communication [PSM82]. In this thesis, we explore the

following two topics related to the pseudorandom number generation.

e The use of Non-Linear Feed-forward Generators (NLFGs) to increase

the linear complexity of sequences generated by LFSRs over arbitrary

finite fields and word-based LFSRs.

e Generation of de Bruijn sequences.

In addition to the increase in linear complexity using NLFG, it is im-
portant that the statistical properties of the generated sequence are close
to those of a random sequence. In this work, it has been shown that the
frequency of symbols in sequences generated by an NLFG over arbitrary

finite fields tends to a balanced distribution as the number of multipliers,
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1.1. Nonlinear feed-forward generator

that are involved in the nonlinear logic, tends to infinity. Further, NLFGs
over word-based o-LFSRs that generate balanced vector sequences with
other desirable statistical properties have been proposed. Lastly, a graph-
theoretic method of generating any given n-th order de Bruijn sequence

from any other n-th order de Bruijn sequence has been developed.

1.1 Nonlinear feed-forward generator

Due to simplicity in hardware implementation, linear feedback shift reg-
isters (LFSRs) are commonly used as basic building blocks for pseudo-
random number generators (PRNGs). Sequences that are generated by
primitive-LFSRs (LFSRs with primitive characteristic polynomials) have
some good statistical properties associated with randomness such as bal-
ance property, run property, span-n property, and 2-level auto-correlation
property [Gol81]. Thus, primitive-LFSR based PRNGs are widely used
in stream ciphers, cryptographic protocols, digital signature generation
algorithms, RFID systems, and many more [GGO04, HIMOT, PP09].

However, sequences generated by primitive-LFSRs are marred by their
low linear complexity [Gol81]. This is undesirable from a cryptographic
point of view. A method to overcome this shortcoming has been suggested
in [Gro71]. Here, nonlinear feed-forward logic is used in conjunction with
LFSRs. Such a structure is known as nonlinear feed-forward generator
(NLFG). An analysis of the linear complexity of binary sequences gener-
ated by NLFGs is given in |Gro71, [Key76]. Statistical properties of the gen-
erated sequences have been investigated in [DAGI0, BP01), IGGO6, Teol3].
In this work, we have extended some of these results to NLFGs that oper-
ate over arbitrary finite fields.

In order to utilise parallelism offered by modern processors, various

word-based LFSR configurations have been proposed [TV02, [DP03]. In

Chapter 1. Introduction 2
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1.2. Generation of de Bruijn sequences

contrast to conventional LFSRs, word-based LFSRs consist of multi-input
multi-output delay blocks. The o-LFSR, described in [ZHHO07], is one
such configuration. As with conventional LFSRs, vector sequences gen-
erated by o-LFSRs with primitive characteristic polynomials have good
statistical properties associated with randomness. [HPW12| discusses a
way of extending the notion of nonlinear feed-forward logic to o-LFSRs.
In this thesis, it has been shown that the sequences generated by this
method, however, have poor statistical properties. Also, we have proposed
two new methods of extending nonlinear feed-forward logic to word-based
0-LFSRs. The first method involves the use of certain permutation ma-
trices. In the second method, we have proposed an NLFG configuration

which considers a o-LFSR as an FSR over an extension field.

1.2 (Generation of de Bruijn sequences

An n-th order k-ary de Bruijn sequence, DB, (k), is a periodic sequence
of length k™ having every possible k-ary subsequence of length n exactly
once in each period. An example of DBy(3) is 001021122, In [Bru46], it
has been shown that there exist ((k — 1))¥" ™ k¥ ™"~ k-ary de Bruijn se-
quences of order n. De Bruijn sequences satisfy many statistical properties
associated with randomness such as balance property, span-n property, etc.
There are several algorithms available in literature to generate de Bruijn
sequences using shift registers [Fre82, [Gol81]. One way of generating de
Bruijn sequences is by joining shorter cycles generated by Feedback Shift
Registers (FSRs) [EL84. [Jan89]. Given a k-ary de Bruijn sequence of
order n, other such sequences can be obtained by using cross-join pairs
[Ered68), [MS15]. Recursive algorithms to produce higher-order de Bruijn
sequences from lower-order de Bruijn sequences have been discussed in

[Lem70, [Ann97]. [BK1I] gives a constructive method of enumerating all

Chapter 1. Introduction 3
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1.3. Outline of the thesis

de Bruijn sequences of a given order. In this thesis, we have used this
construction to develop a method by which any given n-th order de Bruijn
sequence can be generated from any other n-th order de Bruijn sequence
by using a set of transformations. So, this method helps to produce an
arbitrary de Bruijn sequence of a given order by choosing a set of possible

transformations randomly.

1.3 Outline of the thesis

The remaining part of the thesis is organised as follows:

Chapter [2| defines various mathematical preliminaries that are used in
the rest of the thesis. These include concepts in abstract algebra, linear
algebra, and graph theory.

In Chapter [3| we give a brief introduction of LFSRs and discuss the
properties of sequences generated by them. We then go on to describe a
special type of word-based LFSR, known as o-LFSR.

Chapter [4] deals with nonlinear feed-forward logic in conjunction with
LFSRs over arbitrary finite fields. In this chapter, we have analysed
the statistical distribution of sequences generated by such nonlinear feed-
forward generators (NLFGs).

In Chapter |5, we discuss NLFGs over o-LFSRs. In addition to the
analysis of an existing scheme, we have proposed two novel methods of
extending nonlinear feed-forward logic to o-LFSRs. Further, we compare
the statistical distribution of sequences generated by the proposed scheme
to those generated by the existing one.

Chapter [6] focuses on the generation of de Bruijn sequences. We show
that, it is possible to transform a given de Bruijn sequence to any other
one of the same order using a series of graph transformations.

Chapter [7| summarises the key contributions of this thesis and presents

Chapter 1. Introduction 4
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future research directions related to this work.

Chapter 1. Introduction 5
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Chapter 2

Mathematical Background

“God used beautiful
mathematics in creating the
world.”

Paul Dirac

In this chapter, we introduce some fundamental mathematical concepts
in algebra and graph theory, which will be used in the rest of this thesis.
A more detailed exposition of modern algebra and graph theory can be
found in [Artlll [Gall3l [GG04, [LN86, [GYZ14]. Readers acquainted with
these basic facts may want to skip this chapter, and proceed to the next

chapter.

2.1 Algebraic preliminaries

We start our discussion by defining some fundamental algebraic structures.

Definition 2.1.1. (Group)
A nonempty set G associated with a binary operation x is said to be a group
(G, *), if it satisfies the following properties.

1. For all ¢1, g2 € G, g1 * go € G (closure property).

2. For all g1, g2, and g3 € G, g1 % (92 % g3) = (g1 * g2) * g3 (associative
property).

3. There exist an element e € G, such that for all g € G, gxe =exg =g
(identity element).



TH-2446_126102024

2.1. Algebraic preliminaries

4. There exist an element ¢ € G, such that for all g € G, g% ¢ =
g x g = e (inverse element).

Moreover, a group is said to be commutative (or Abelian) if * is com-
mutative. In case of an additive group, = denotes the addition operation
and for a multiplicative group * denotes the multiplication operation.

Example 2.1.1. Let n be a nonzero positive integer. Define the set Z,, :=
{0,1,...,n— 1}. It can easily be verified that Z,, forms an Abelian group
under the addition modulo n operation (+,) and referred to as the group
of integers modulo n and denoted by (Zn, +)-

Definition 2.1.2. (Order of a group)
The cardinality of the set G is called the order of a group (G, ).

The order of (Z,,+) in Example is n. If the order of a group is
finite then it is called a finite group otherwise, an infinite group.

Definition 2.1.3. (Order of an element)

The order of an element g € G of a group is the smallest positive integer m

such that g™ = e, where e denotes the identity element of the group, and

g™ indicates g x g x ...* g. If no such m exists, g is said to have infinite
—_—

m-times
order.

Example 2.1.2. Consider the set Zg = {0,1,2,3,4,5} under the addition
modulo 6. Order of the group Zg is 6 and order of the element 2 € Zg is
3"

Definition 2.1.4. (Subgroup)
Let (G, *) be a group and H be a subset of G. If H also forms a group
under the same operation x, then (H,*) is called a subgroup of (G, *).

For example, (Z,+) is a subgroup of (R, +) under the addition opera-

tion.

Definition 2.1.5. (Cyclic group)

A group (G, *) = (a) is said to be cyclic if there is an element a € G such

that for any b € G there is some integer i such thatb=a' =a*a*...*a,
~——

i-times
Moreover, a is called a generator of the cyclic group of G.

A cyclic group may have one or more than one generators. For example,

it can be verified that for any prime p, (Z,, +,) forms a cyclic group wherein

Chapter 2. Mathematical Background 7
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every element is a generator. The number of generators of a finite cyclic
group can be determined by using Euler’s phi function.

Definition 2.1.6. (Euler’s phi function)
Given a positive integer n, the Euler’s phi function, ¢(n), counts the num-
ber of positive integers that are less than n and coprime to n.

Now, consider a finite cyclic group G having cardinality k. Let a be a
generator of G. Every other generator of G is an element of the form a’,
where j < k is an integer which is coprime to k. Therefore, the number of

generators of a finite cyclic group G is equal to ¢(|G]).

Definition 2.1.7. (Ring)
A nonempty set R with two binary operations + and . is called a ring
(R,+,.) if it satisfies the following properties.

1. (R,+) is an Abelian group under the + operation.
2. The . operation is associative. i.e.,

a.(b.c) = (a.b).c

3. The operation . is distributive over +, i.e., for all a,b, and ¢ € R,
we have
a.(b+c)=ab+a.c

Definition 2.1.8. (Subring)
A nonempty subset of a ring (R,+,.) which forms a ring in itself, under
the operations defined for R, is known as a subring of R.

1. For a ring R, if the multiplication operation is commutative then R

is called a commutative ring. i.e., for all a,b € R

a.b="b.ua

2. If the . operation has an identity, denoted by 1, such that for all
a €R,

al=1la=a
then the ring R is called a ring with identity.

Chapter 2. Mathematical Background 8
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2.1. Algebraic preliminaries

The set of integers (Z), the set of rationals (Q) and the set of real
numbers (R) are all examples of commutative rings with identity. Further,
Z is a subring of Q and Q is a subring of R. Now, we proceed to define

some important classes of ring such as integral domain, ideal and field.

Definition 2.1.9. (Integral Domain)
A commutative ring with identity is called an integral domain if a.b = 0
implies either a =0 or b = 0.

Definition 2.1.10. (Ideal)
A subring T of a ring R is called an ideal (two-sided) of R, if for allr € T
and " € R both r.r" and r'.r are in L.

Before defining a field, we now go on to discuss about the equivalence

relation on a set.

Definition 2.1.11. (Equivalence Relation)
Let S be a nonempty set. An equivalence relation on S is a set R of ordered
pairs of elements of S with the following properties.

1. (z,z) € R for all x € S (reflexive property).
. (x,y) € R implies (y,x) € R (symmetric property).

2
3. (x,y) € R and (y,z) € R imply (x,z) € R (transitive property).

If (a,b) € R, then we say a is related to b and write this as a ~ b. The
set [a]={x € S|z ~ a} is referred to as equivalence class of S containing a.
Note that, an equivalence relation R on a set § partitions the set S into
some equivalence classes.

Given an ideal Z of a ring R, consider the following equivalence relation

on the set R.
R={(x,y)) eERxR|xz—y€eZL, forsomenécT}
The equivalence classes under the above equivalence relation R are

called residue classes of R modulo Z, denoted by R/Z. Further, it can be
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easily verified that R/Z forms a ring, called the residue class ring, under

the following operations:
[z] + [y] = [z + 9]

[z].[y] = [z.y]

Example 2.1.3. Let n be a positive integer. For any x,y € 7Z, we say
that z is congruent modulo y, denoted by x = y (mod n), if n divides
x —y. Now, consider the set (n) = {0,4n,+2n, ...} where (n) denotes the
smallest ideal of Z containing n. Define a relation, R, on the set Z as
follows.

R:={(z,y) €EZXZ |z = y (modn)}

It can be easily verified that R is an equivalence relation with the following
equivalence classes.

0] ={...,—2n,—n,0,n,2n,...}
N={..,-2n+1,-n+1,1,n+1,2n+1,...}
m—1={..,—n—-1,-1,n—1,2n—-1,3n—1,...}

These equivalence classes constitute the the residue class ring Z./(n).

Definition 2.1.12. (Field)

Let (F,+,.) be an algebraic structure containing at least two elements and
with two binary operations + and .. (F,+,.) is said to be a field if F
satisfies the following:

1. (F,+) is an Abelian group.
2. (F*,.) is an Abelian group, where F* =TF \ {0}.

3. the multiplication (.) operation distributes over addition (+).

It can be easily verified that the set of real numbers (R, +,.) together
with addition and multiplication forms a field with infinite cardinality. If
the cardinality of a field is finite then it is called a finite field. A field with
cardinality ¢ is denoted by F, or GF(q).

Chapter 2. Mathematical Background 10
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Theorem 2.1.1 (Theorem 13.2 [Gall3]). For every prime number p, the
ring of integers modulo p, Z,, is a finite field.

In the following, we consider the ring of polynomials over a field F, it

is denoted by F|x].

Definition 2.1.13. (Irreducible polynomial)

A non-constant polynomial f(z) € Flz] is called irreducible over F, when-
ever f(x) = a(z)b(z) € Fx] implies either a(x) or b(x) is a constant
polynomial.

It is well known that there exist at least one irreducible polynomial of
degree n over Z, for every prime p and degree n > 1, [LN86]. We now
proceed to construct the finite field IF, with ¢ elements, where ¢ is a prime
power.

Let n be a positive integer. To construct the finite field I, with ¢ = p"
elements, we choose an irreducible polynomial f(x) of degree n over F,,.

Let a be a root of f(x). Consider the set
GF(p") = {ao + amia+ ...+ a,_ 10" ta; € F,}.

We define the operations addition (+) and multiplication (.) over this set
as follows. For two elements g(a) = Y7 a;a’ and h(a) = 3207 bia! in
GF(p"),

Addition: g(a) + h(a) = S (a; + b))l € GF(p")

Multiplication: g(«).h(a) = (), where r(z) is g(x)h(z) mod f(x).

Theorem 2.1.2. (Theorem 3.5 [GGO4]) The set GF(p") together with the
two above mentioned operations + and . forms a finite field, F, of order

q=7p".

The polynomial f(z) and the element « are called the defining polyno-
mial and defining element of I, respectively. The process of constructing
[F, by adjoining a root of an irreducible polynomial to I, is known as field

extension.
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Example 2.1.4. Let p = 2. f(z) = 23+2?+1 is an irreducible polynomial
over Fy. Let a be a root of f(x). The finite field Fos has the following 8
elements.

{0,1,0,0*,0* + 1,0 +a+1,a+1,0* +a}

Definition 2.1.14. (Characteristic of a field)

Given a field F, the characteristic of IF is the least positive integer k such
that kx = 0 for all x € F. If no such integer exists, we say that F has
characteristic 0. The characteristic of F is denoted by char(F ).

The above definition leads us to the following results.

Theorem 2.1.3. (Corollary 1.45 [LN86])) Any finite field has a prime
characteristic.

Theorem 2.1.4. (Corollary 3.8 [GGO04]) In any finite field of character-
1stic p,
(z+y)" =2 +y

for any integer m > 1.

If a subset K of a field I is a field in itself then K is called a subfield of
F or F is called an extension (field) of K. If every element of F is a root of
some nontrivial polynomial with coefficients in K then F is said to be an
algebraic extension of K. If F is an algebraic extension of a field K then F
can be seen as a vector space over K. The dimension of I over K is denoted
by [F : K]. If [F : K] is finite then F is said to be a finite extension of K.
For example, the field of complex numbers C is an algebraic extension of
the field of real numbers R, of dimension 2.

The following theorem characterises all possible finite fields.

Theorem 2.1.5. (Theorem 3.7 [GG04]) Let F be a finite field of order q
with characteristic p. Then, either F = GF(p) when ¢ = p or F is a vector
space over GF(p) of dimension n when q > p; i.e., ¢ = p".

Let F and G be two finite fields. If there exist a one-to-one correspon-

dence from F to G that preserves + and . operations, then F is said to
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be isomorphic to G. It can be proved that all finite fields of order p”
are isomorphic [LN86G]. We denote a finite field with order ¢ by F,. All
nonzero elements of I, form a multiplicative group, denoted by F;, where
F; =T, \ {0}.

Theorem 2.1.6. (Theorem 2.8 [LNSG]) The multiplicative group F; of
every finite field ¥, is a cyclic group.

Definition 2.1.15. (Primitive Polynomial)
If the root of a polynomial p(x) of degree n is a generator of Fy,., then p(x)
is called a primitive polynomial over IF),.

Example 2.1.5. 2 + 2 +1 and 23 + 2% + 1 are two primitive polynomials
over Fy having degree 3.

Definition 2.1.16. (Order of a Polynomial)

Let f(x) € F,[z] be a nonzero polynomial of degree n. If f(0) # 0, then
there exists a least positive integer 7 < q" — 1 for which f(7) divides x™ —1
is called the order (or period) of the polynomial f(x).

Observe that, if the order of a monic polynomial in F,[z]| of degree n
is ¢" — 1 then the polynomial is primitive polynomial over [F,. Clearly,
primitive polynomials are irreducible polynomials. However, the converse
is not true. For instance, z* + 2® + 2% + x + 1 is an irreducible polynomial

of degree 4 over Fy, although it is not primitive. Some important results

related to the primitive polynomials are given as follows.

1. For any prime p or prime power ¢ = p” and any positive integer n,

there exists a primitive polynomial of degree n over F,.
2. The number (N) of primitive polynomials over F, is given by

PV Ui))

—=—2 where ¢ is Euler's phi function
n

2.1.1 Linear algebra over finite fields

In this subsection, we will discuss some basic concepts of linear algebra

over finite fields.
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Let A € F,*" be a square matrix of order n over F,. We can define

the following polynomials associated with the matrix A.

Definition 2.1.17. (Characteristic Polynomial)

The characteristic polynomial of a matriv A € Fy*" is defined as the de-
terminant of the polynomial matriz sI — A, where I € Fy*™ represents the
identity matriz.

Definition 2.1.18. (Minimal Polynomial)
Let A be a square matriz over F**™. The minimal polynomial p(z) of A
is a monic polynomial with minimum degree such that p(A) = 0.

Consider a matrix A € Fp*™ and a vector v € Fy. The minimal polyno-
mial of v with respect to A is the lowest degree monic polynomial satisfying
p(A).v = 0. Note that, the minimal polynomial of a vector v divides the
minimal polynomial of the matrix A and the minimal polynomial of the

matrix A divides its characteristic polynomial [Gall3].

Example 2.1.6. Let I, be the identity matrix of order n. The polynomi-
als (x —1)" and (x — 1) are the characteristic and the minimal polynomial
of I,xn respectively.

Consider a polynomial f(z) = 2"—a,_12" ' —a, 22" ?—...—qg € F,[x].
We can define the following specially structured matrix M € Fgp=". It is

known as the companion matrix of f(x).

-O 10 0 -
0 0 1 0
e T
0 0 O 1
[0 a1 az ... anet]
Chapter 2. Mathematical Background 14
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2.2 Basics of graph theory

Definition 2.2.1. (Graph)
A graph G = (V, E) consists of two sets V and E.

o The elements of V' are called vertices (or nodes).
o The elements of E are called edges (or arcs).

o Fvery edge has a set of one or two vertices associated to it, which
are called its endpoints.

Example 2.2.1. Consider the graph G given in Figure[2.]]

€1 V2
€3
€4

Vs
vy - 3

Figure 2.1: A graph G
Clearly, V = {v1,v9,v3} and E = {eq, ea,e3,¢€4}.

A vertex u € V is said to be adjacent to vertex v € V if they are
connected by an edge. If two edges have a common endpoint then they
are called adjacent edges. An edge that joins a single endpoint is called
self-loop. A graph can be realised in a plane (or in space) together with a
set of points (vertices)and a set of line segments (edges). However, these
line segments may have a direction indicated by an arrow mark. A graph

where all edges are directed is called a directed graph or digraph.

Example 2.2.2. Figure (2.3 shows a directed graph.

L0

Figure 2.2: A directed graph
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In a digraph, adjacent vertices are an ordered pair. Every edge e € F
is directed from the source vertex s(e) to the target vertex t(e). For all
v € V, indeg(v) and outdeg(v) are the number of incoming and outgo-
ing edges respectively. In a digraph with n vertices, > .  indeg(v;) =
S outdeg(v;) = |E).

Let G = (V,E) be a graph. A graph G' = (V', E’) is said to be a
subgraph of G if V! C V and E' C E. Further, if G’ and G have same
vertex set, i.e., V' =V, then G’ is a spanning subgraph of GG. For instance,
the following graph, given in Figure [2.3] is a directed spanning subgraph
of the graph G.

vl

Figure 2.3: A spanning subgraph
Definition 2.2.2. (Walk)
In a graph G, a walk is an alternating sequence of vertices and edges,
W = U1,€1,V2,€2,...,€n,Un

such that fori =1,...,n, the edge e; has vertices v; and v;11 as the two
endpoints.

Some important terminologies related to walk are given below.
e A trail in a graph is a walk such that no edge occurs more than once.
e A trail that starts and ends on the same vertex is called a cycle.

e A graph is said to be connected if between every pair of vertices there

is a walk.

Definition 2.2.3. (Eulerian Path)
An Eulerian path in a digraph G is a directed trail that contains each edge
of G exactly once without any repetition of any internal vertez.
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Definition 2.2.4. (Eulerian Cycle)
A cycle that uses every edge of a graph exactly once is called an Fulerian
cycle.

Definition 2.2.5. (Tree)
A connected graph with no cycles (i.e., acyclic) is called a tree.

A spanning tree of a graph G is a spanning subgraph of G that is a
tree. The following Figure depicts an undirected graph and one of its

spanning trees.

v U3
i > 2

Uy V3

Uy 0

(a) A graph G (b) Spanning tree of G

Figure 2.4: A spanning tree of the graph G

2.3 Summary

In this chapter, we have reviewed some concepts related to basic algebraic
structures like groups, rings and fields. Further, we have stated some fun-
damental results regarding polynomials over finite fields and graph theory

which will be used in the subsequent chapters.
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Chapter 3

Linear Feedback Shift
Registers

“The wheel is an extension of
the foot, The book is an
extension of the eye, Clothing
an extension of the skin, electric
circuitry, an extension of the
central nervous system.”

Marshall McLuhan

In this chapter, we discuss LFSRs and mention some properties of the
sequences generated by them. Finally, we briefly introduce a special word-

based LFSR configuration, known as o-LFSR.

3.1 LFSRs

A linear feedback shift register (LFSR) is an electronic circuit consisting of
serially connected delay blocks (D flip-flops), feedback gain elements and
adders. Figure[3.1]shows an L-stage LFSR containing L delay blocks (D;’s)
along with feedback gains (a;’s). Here, &) and € denote the multiplication
and addition over the field F, respectively.

18
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% L
SJ aL_1® aL_2® .......... ®a2 ®a1 ®a0
»D, _; N VY I S - D, > D, ¢0/p

Figure 3.1: An L-stage LFSR

The output of an LFSR is an ultimately periodic sequence that satisfies

a Linear Recurring Relation (LRR) of the following form.
Si+L = ApS; T a1S8i+1 + ...+ ar—-1Si+1—1 (31)

where a; € F, for 0 < i < L — 1. With such an LRR one can associate
a unique monic polynomial having the same coefficients. Such a polyno-
mial is called the characteristic polynomial of the LESR. For example, the
characteristic polynomial of the LFSR shown in Figure is

fl@) =2 —ar_ 12" — ... —ag (3.2)

Since we are dealing with periodic sequences, without loss of generality
we can assume that ag # 0 (Theorem 6.11 [LN86]). The degree of the
characteristic polynomial is known as the degree or length of the LFSR.

An LFSR can be seen as a state machine. The outputs of the delay
blocks at any given time instant k constitute the state vector, s(k), at
that time instant. In other words, if the sequence generated by an L-stage
LFSR is § = {s;}3°,, then the state vector at any time instant k is given
by s(k) = [sk Skt1 --- Swir1)l € IFqL. Observe that, two consecutive

state vectors are related by the equation s(k + 1) = As(k) where,
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0 1 0 |
0O 0 1 0
A=|: : : . . | eFk
0O 0 O 1
(a0 ar az ... apq

The matrix A is called the state-transition matrix of the LFSR. Note
that, A is the companion matrix of the characteristic polynomial of the
LFSR. Thus, the characteristic polynomial of an LFSR and that of its
state transition matrix are the same. An LFSR with a primitive charac-
teristic polynomial is called a primitive-LFSR. For a nonzero initial state,
a primitive-LFSR generates all nonzero states in a single period [LN&6].
Thus, an L-stage primitive-LFSR over [, generates a sequence with pe-
riod g© — 1. Such a sequence is called a maximal length sequence or an
m-sequence. m-sequences have the following desirable statistical proper-
ties associated with randomness |Gol81].

Let F, be a finite field with cardinality ¢ = p”", where p is a prime and

r is a positive integer. Let S be a sequence over F, of period 7.

1. Balance Property: let N, be the number of occurrences of x € F, in
a period of S; ie., N, = |[{i |S; = 2,0 < ¢ < 7}|. For each = # vy,
|N; — N,| < 1. For non-binary sequences of period 7 = ¢" — 1, every
nonzero element in F, occurs ¢" ! times and the zero element occurs

n

¢"~ ' — 1 times in one period. This property is known as balance

property of a non-binary sequence.
2. Span-n Property: A sliding window of length n, passed along an

Chapter 3. Linear Feedback Shift Registers 20
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m-sequence for ¢"™ — 1 positions, will span every possible n length

subsequence, except all-zero sequence, once and only once.

. Run Property: For z,y,2 € F, and  # y and y # z, if the subse-

quence x,y,, ...y, z occurs in S, then y,y, ...,y is referred to as a
—_—— —_—
k—times k—times

run of y’s of length k. Let n = [log,7]|, where |z denotes the floor

function of x. In every period 7 = ¢" — 1,

(a) for 1 <k <n — 2, the runs of every element in I, of length &

2

oceur (q — 1)%¢" %2 times;

(b) the runs of every nonzero element of length n — 1 occur ¢ — 2

times;
(c) the runs of zero element of length n — 1 occur ¢ — 1 times; and

(d) the run of every nonzero element of length n occurs once.

This is referred to as the run property of nonbinary sequences.

. Autocorrelation Property: The autocorrelation function C'()A) of an

m-sequence S = {sy, S, S3, ...} with period 7 is two valued and is
given by
T if A= 0mod 7
C(A) =
K it A £ 0mod T
where K is a constant and A is the shifting operator. In this case, S

is said to have an ideal 2-level autocorrelation function.

In particular, for binary case (¢ = 2), the above postulates reduce to

the following.

1. Balance property: In a period, the number of ones is nearly equal to

the number of zeros.
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2. Span-n property: A sliding window of length n, passed along an
m-sequence for 2" — 1 positions, will span every possible n length

subsequence, except all-zero sequence, once and only once.

3. Run property: In a period, one-half the runs have length 1, one fourth
the runs have length 2, one eighth the runs have length 3 and so on.
Here, run indicates a sub-sequence of consecutive 1s or consecutive

Os which is neither preceded nor succeeded by the same symbol.

4. 2-level autocorrelation property: The autocorrelation function C'(\)
of an m-sequence S = {s1, sy....} with period 7 is two valued and
is given by

T it A= 0mod T

C()\) = Z SiSit N =
i=1 K if A\ £ 0mod T

where K is a constant and A is the shifting operator.

Example 3.1.1. Consider an LFSR over Fy, as given in Figure[3.9, with
3 delay blocks, Dy, Dy and D-.

D, D, Dy
4 1 = 0 > 0 > 7
as =0 a =1 ag =1
/ /

— & |

Figure 3.2: An example of a 3-bit LFSR

Let the initial state vector be s(0) = [sg 81 so]T = [0 0 1]T. The corre-
sponding LRR is s;13 = $; + S;11. Therefore, the characteristic polynomial
of the LFSR is p(x) = ® + x + 1. Now, since p(x) is a primitive poly-
nomial over Fy, every nonzero vector occurs exactly once in a cycle. The
corresponding state diagram is depicted in Figure[3.3. As we are taking
output from the last delay block, the output m-sequence, z, is 0010111 with
period 7.
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.ﬁf@ E.

Figure 3.3: State diagram

Remark 3.1.1. The characteristic polynomial of an LFSR being primitive
ensures that all sequences generated by the LFSR are shifted versions of
one another.

Definition 3.1.1. Any given periodic sequence, S, over F, can be gener-
ated by a set of LFSR configurations. The characteristic polynomial of the
smallest degree LFSR that generates S is known as the minimal polynomaial
of §. The degree of this minimal polynomial is called the linear complexity
of the sequence S.

3.2 o-LFSRs

In order to use the parallelism offered by modern processors, various word-
based LFSR configurations have been proposed [TV02, DP03|, [ZHHO7].
This section deals with a special kind of word-oriented LFSR known as a
o-LFSR. Figure depicts an L-stage o-LFSR configuration with multi-
input multi-output delay blocks and feedback gain elements. o-LFSRs
can be seen as a realisation of the multiple-recursive matrix method due
to Niederreiter [Nie95]. A detailed description of o-LFSR can be found in
[LN86l, ZHHO07, Kril2].

The scalar feedback gains in a conventional LFSR are replaced by gain
matrices By, By, ..., Br-1 € F*". The output of a o-LFSR with L r-
input r-output delay blocks is a sequence of vectors {s}°, = {s¢,s1,S2,...}

related by the following vector LRR:

Si+1. = Bos; + BiSip1 + ...+ Br_1Siy11 (3.3)
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Figure 3.4: An L-stage o-LFSR

where i=0,1,...and s; € Fy.
At a given time instant k, the state vector of a o-LFSR, s(k), can be
obtained by stacking the outputs of the delay blocks of the o-LFSR one

below the other. For instance,

Sk
Sk+1

s(k) = e F*

Sk+L—1

The relation between two consecutive state vectors of a o-LFSR is as

follows:
s(k+1)=A,s(k), Vk=0,1,..

where A, is given as follows.
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- 0O I O 0 -
0O 0 I 0
Ap = : : : : c IE‘ZLXTL
0O 0 O I
_Bo By By ... BL—1_

Here, 0 € F/*" is the zero matrix and I € F/*" is the identity matrix. The
matrix A,; is the state-transition matrix of the o-LFSR. A,; uniquely
characterises the o-LFSR. The characteristic polynomial of a ¢-LFSR is
the characteristic polynomial of the respective state-transition matrix. If
the characteristic polynomial of a o-LFSR is primitive then it is called a
primitive o-LFSR. For a primitive o-LFSR, repeated multiplication of any
nonzero vector by A,; generates all non zero vectors in IFZL . Therefore,
the period of a nonzero vector sequence generated by a primitive o-LFSR
is ¢"* — 1 which is the maximum possible period for any o-LFSR with L
r-input r-output delay blocks. Interestingly, unlike conventional LFSRs,
for a given primitive characteristic polynomial we can have multiple feed-
back configurations for a o-LFSR. An algorithm to design such feedback
configurations is given in [KP12) [Kril2].

Theorem 3.2.1. (Theorem 6.3.2. [Kri12]) Given positive integers r and L
and a primitive polynomial p(x) of degree rL, the number of o-LFSRs over
F, with L, r-input r-output delay blocks whose state-transition matrices
have primitive characteristic polynomials is given by:

rir—1y(-1) [GL(r, Fy)| (¢t —1)
qg-—1 rL

q

where GL(r,F,) denotes the general linear group of degree r over F,.
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-

X | v|

A—— ®
Figure 3.5: A typical example of a o-LFSR

Example 3.2.1. Figure shows a typical o-LFSR with two 2-input 2-

output delay blocks, i.e., L =2 and r = 2.
So 0

Let the initial state vector be s(0) = € ) where sy = and
S1 1
10
8 = and feedback gain matrices are By = and By = .
0 10 0 1
The state transition matrix Ay is given as follows.
0010
0 1 0001
A4 — —
B, B 1110
1 001

The characteristic polynomial of the LESR is p(z) = z* +x + 1. p(x) be-
ing primitive over Fy ensures that the output vector sequence is a periodic
sequence with period 15. The output sequence generated by the o-LFSR is:

Of |10f |1 11 (0] (1] (O] |1 1] (1 11 (0] {0 (O] (1

) ) ) ) ) ) ) ) ) ) ) )

1 lol ol fol 11! fol Tol 11 {2 1ol (1] ol |1] 1] |1

A vector sequence generated by a o-LFSR can be seen as an r-tuple of
scalar sequences, each satisfying the LRR corresponding to the character-
istic polynomial of the o-LFSR. These scalar sequences are known as the
component sequences of the output vector sequence. Note that, the LCM

of minimal polynomials of the component sequences is the characteristic
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polynomial of the o-LFSR. Therefore, the o-LFSR being primitive ensures
that the component sequences are shifted versions of each other.
Consider a o-LFSR with a primitive characteristic polynomial of degree
rL. The state vector of each component sequence is defined as the set of
rL consecutive bits of that sequence. For example, if {s;;}32, is the i-
th component sequence of the output sequence of a primitive o-LFSR of
degree L, then the vector x;(k) = [Sik, Sikt1,- .-, Sik+ri—1), 1S its state

vector at the k-th time instant.

Lemma 3.2.2. ([LN86]/) Consider a primitive o-LFSR with L r-input
r-output delay blocks. Let x1(k),zo(k), ...,z (k) be the state vectors of
its component sequences at time instant k. The vectors xi(k),x1(k +
1),...;21(k+ L—=1)25(k),xo(k+1),...,290(k+ L —1),...,2.(k), x.(k +
1),...,z.(k+ L —1) are linearly independent.

Proof. Let A,p be the state transition matrix of the o-LFSR and p(z) be
its characteristic polynomial. Let xz(k) be its state vector at time instant
k. Now, the minimal polynomial of z(k) with respect to A, divides p(z).
However, since p(x) is primitive (hence irreducible), the minimal poly-
nomial of x(k) with respect to A, is p(x). Therefore, z(k),z(k + 1) =
Arpx(k), ... x(k+rL—1) = A2~z (k) are linearly independent, i.e., the
matrix P = [z(k),z(k + 1),...,2(k + rL — 1)] € F;**"* has full rank.
Observe that P = [x1(k); z2(k); .. ;2. (k);z(k + 1);20(k+ 1); .. ;2. (k +
1);..529(k+ L —1);29(k+ L —1);...;52.(k + L — 1)]. Therefore, the
vectors xy(k),z1(k+1),...,21(k+ L —1),29(k), zo(k+1),...,22(k+ L —
1),....x.(k),z.(k+1),...,2,(k+ L — 1) are linearly independent. O

In particular when ¢ = 2, as a direct consequence of the above lemma

we have the following result.

Corollary 3.2.2.1. Consider a primitive o-LFSR with L r-input r-output
delay blocks. Let o be a shift operator which shifts a sequence once to the
right. If the component sequences of the LESR are S,0"S,0"S, ..., 071§,
where v1, %2, ..., Y1 > 0, then

L L—1<y<2l—L(1<i<r—1)

2. L—1<ly—yl<2t—-L(1<i<r-—1)
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3.3 Summary

In this chapter, we have introduced LFSRs and a special kind of word-
oriented LFSR known as a o-LFSR.
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Chapter 4

Nonlinear Feed-forward
(Generators

“Life is really simple, but we
insist on making it
complicated.”

Confucius

This chapter deals with the use of nonlinear feed-forward logic along with
LFSRs over arbitrary finite fields. This is a method of increasing the linear
complexity (see Definition |3.1.1]) of the generated sequences. Further, we

analyse the statistical distribution of sequences generated by such scheme.

4.1 NLFGs

The linear complexity of a sequence generated by an LFSR can at most be
equal to the number of delay blocks in that LESR. Let the linear complexity
of a binary sequence be n. The characteristic polynomial of its generating
n-degree LFSR can be determined by observing merely 2n consecutive bits
of the sequence [MOV96, [PP09]. Basically, with the help of Equation
along with the first 2n bits, we can get that characteristic polynomial by
solving a system of n linear equations with n unknowns. Thus, the next

subsequent bits so that the entire sequence can be easily generated. This is

29



TH-2446_126102024

4.1. NLFGs

undesirable from a cryptographic point of view. One way of increasing the
linear complexity of such sequences is by the use of nonlinear feedforward
logic. Nonlinear feedforward logic is a multiplier assembly consisting of a
set of 2-input multipliers (see Figure [1.1) [Gro71l, [Key76]. A sequence gen-
erator consisting of an LFSR and a nonlinear feed-forward logic is known
as nonlinear feed-forward generator (NLFG). Figure shows an NLFG

consisting of 2-input multipliers.

_—@—b Output

4' Linear function ‘

Figure 4.1: NLFG with an underlying LFSR

In the multiplier assembly, the output bits of some of the delay blocks
are multiplied with each other and the resulting products are then added
to generate the output sequence. The output of each delay block can act
as an input to at most one multiplier. The input span of a multiplier is
defined as the number of delay blocks between the two bits it multiplies.
Multiplication and addition are as defined in ;. For ¢ = 2, multiplication
and addition translate to AND and XOR operations respectively. |[Gro71]
and [Key76] specifically deal with NLFGs over Fy. An example of such a
scheme is shown in Figure [£.1]

In [Key76], it has been shown that the linear complexity of sequences
generated by an NLFG is at most Zle (f), where L denotes the length
of the LFSR and k is the algebraic degree of the nonlinear feed-forward
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logic. Here, k is the maximum input cardinality of the multiplier blocks.

Remark 4.1.1. (Key’s Bound)

Let p(z) be a primitive polynomial of degree L over F, and o be a root of
p(x). Any sequence, {a;}2y = (ag, a1, as. ...), having minimal polynomial
p(x) with period ¢* — 1 can be written as a, = Y. Ai(a?)", where
a, denotes the member of the sequence at n-th instance and A; € TF,.
Multiplication of two such sequences generate a sequence whose n-th term
can be written as follows,

L—1 L—
+]
by, —anlan2— E E ' +d)

i=0 j=0

where B; = A;1Aj2, 0 <i,5 < L—1. For binary sequences, when q = 2,
the exponent of a becomes 2° + 27. There are L such cases when i = j
and there are L(L — 1) such cases (with each case repeated twice) when
1 # j. So, the total number of distinct powers of a present in the above
expression s L + L(LQ_D = L(L2+1). Therefore, for a particular sequence, if
all the coefficients (B;’s) are nonzero then linear complezity of the sequence
will be at most (L;l) Zf | ( ) A similar argument can also be applied
for the case when r sequences are multiplied. The upper bound of linear
complexity of the product sequence is given by Y :_, (f), r is the algebraic
order of the nonlinearity |[Key76).

In addition to the increase in linear complexity, it is important that
the statistical properties of the generated sequence are close to those of
a random sequence. It has been empirically observed that the statisti-
cal properties of a sequence generated using a nonlinear feedforward logic
scheme are satisfactory if the span of each multiplier is distinct and the
number of multipliers is maximised [Gro71]. One way of doing this is by

using Langford sequences.

4.1.1 Langford sequence

Definition 4.1.1. A Langford sequence of length 2n is a sequence of 2n
positive integers in which every integer between 1 and n occurs twice and
for each i < n, there are i elements of the sequence between the two occur-
rences of 1.
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For example, for n = 4, {4,1,3,1,2,4,3,2} is a Langford sequence.
Langford sequences exist only for n = 0 or 3 (mod 4) [Lan58]. The num-
bers of different Langford arrangements for n = 1,2, 3, ..., counting any se-
quence as being the same as its reversal, are 0,0, 1, 1,0, 0, 26, 150, 0,0, 17792,
108144, ... (Sequence A014552 in OEIS). However, no formula is known
for the number of Langford sequences of a given order n = 0 or 3 (mod 4)
till date.

A Langford sequence of length 2n can be used to design a nonlinear
feedforward scheme with n multipliers for an LFSR having L = 2n delay

blocks as follows:

1. The delay blocks of the LFSR are labeled according to the Langford
sequence. Thus, corresponding to each positive integer ¢ < n there
exists a pair of delay blocks labeled by ¢ having ¢ delay blocks between
them.

2. The outputs of delay blocks labeled by the same integer are given as

inputs to the multipliers.

3. The output sequence is obtained by adding the outputs of the n

multipliers.

For example, for an underlying primitive-LFSR, the nonlinear feedfor-
ward logic scheme corresponding to the Langford sequence {2,3,1,2,1,3}
is as shown in Figure 4.2]

In the following section, we have discussed about nonlinear feed-forward
generators that generate sequences over arbitrary finite fields. We have
also analysed the frequency of symbols in sequences generated by such
configurations. We assume that the underlying FSR generates a sequence
wherein all nonzero states occur once in every period (as in a primitive-

LFSR). Our arguments, however, do not require the FSR to be linear.
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L [
— \Dgﬁ Output

Y

—| Linear function |

Figure 4.2: NLFG with a Langford arrangement

4.2 Analysis of the sequences generated by
NLFGs

Consider an NLFG having an FSR with L delay blocks and a multiplier
assembly with m < [Z| multipliers (Figure .

o/p (2)

Tom T2m—1 T2m—2 T2m—3 T4 T3 T2 T

Figure 4.3: Multiplier assembly of an NLFG with m multipliers

Let ¢,,(K) denote the number of possible inputs to the multiplier as-
sembly that generate the number K at the output. When m = 1, the
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output of the multiplier will be 0 if either of its inputs are zero. Thus,

(0)=2¢—1. (4.1)
Lemma 4.2.1. ¢1(K) = (¢ — 1), for all K € F\{0}.

Proof. Given any K; € F,\{0}, there exists a unique Ky € F,\{0} such
that K;.K, = K. Since there are ¢ — 1 possible values for K;, ¢1(K) =

(g—1). O
Equation and Lemma show that ¢ (K') does not depend upon
the value of K but only on whether K is zero or nonzero. Therefore, in
the remainder of the paper we denote ¥ (K) by ,, when K # 0 and by
1, when K = 0.
Let NE(K) be the number of nonzero state vectors of the underlying
LFSR that generate K at the output. Each of the ¢°™ — 1 nonzero inputs

to the multiplier assembly occurs ¢“~2™ times. Therefore,

L—2m when
NE(K) = """ Y (K), hen K # 0 43

g2 ah, (0) — 1, when K =0
In the expression for A7Z(0), one is deducted to account for the absence
of the zero state. Thus, deriving an expression for A’L(+) reduces to finding
a formula for i, (-).

Definition 4.2.1. An m partition of K over F, is defined as an m-tuple
of nonzero elements in F, whose sum (as defined in F,) is K. We denote
the set of m-partitions of K by Sy, (K).

( [ n )
Y1
Y2 m
Sn(K) = , E]FZ”\E y; = K and y; # 0
i=1
( LYm] J
where 1 =1, 2, ..., m.
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Clearly, |So(K)| = 0 and |S;(K)| = 1. For m > 1, |S,,(K)| can be

recursively calculated as follows.
Lemma 4.2.2. |S,,(K)| = (¢— 1)"! — |S;,_1(K)| where K € F,\{0}.

Proof. We can arbitrarily choose m — 1 nonzero elements from I, in (¢ —
1)™=! possible ways. If the sum of these m — 1 elements is not equal
to K then there exists a unique nonzero element in F, which gives K
when added with this sum. If the sum of these m — 1 elements is equal
to K then this (m — 1)-tuple is a member of the set S,,—1(K). Hence,
Sn(K)| = (g — 1) =[Sy (). .

Using the above recursion, the closed-form expression for |S,,(K)| is
derived as follows.

Lemma 4.2.3. |S,,(K)| = ;. {(¢ — )™ — (=1)"}, where K € F,\{0}.

Proof. We shall prove the lemma using induction.
Now, |S1(K)| =1 = %(q — 1+ 1). Thus, the statement of the lemma is
true for m = 1.

Let the statement be true for m = I, i.e., |S;(K)| = - {(¢—1)' = (=1)'}.
We now proceed to prove that the statement is true for m =1+ 1.

151 (5] = (g — 1)} — |SU(K)| [using lemma F2.9)
—(g-1) - §{<q S - (-1
=1 (1

=(q— +
q q
Y] P B Gl O
Sy [1 q} T
_ (=™ - (1)’
q q

_ §{<q Ly (1

O]
Since ¥, = ¢ — 1, we can write |S,,(K)| as follows.
1 m m
|Sm(K)| = 5-{%2 — (=1)"}, where K € F\{0} (4.3)
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Assume that at a particular time instant, the outputs of i of the m
multipliers are zero. These ¢ multipliers can be chosen in (TZ”) ways. Each
of these multipliers can have 1), possible pairs of inputs. Now, there are
|Sin—i(K)| possible sets of outputs from the remaining m — i multipliers
such that the output of the adder is K. For each such set each multiplier

can have 1, possible pairs of inputs. Therefore,

m—1

(1) = X (77 JLu SO, where K CEAO). (4.

i=0
Now, we simplify the above above formula to derive a closed form

expression for ¢, ().

Theorem 4.2.4. For a multiplier assembly with m multipliers and for all
K eF,.

g™ g™ - 1), when K # 0
q" g™ +q— 1), when K =0

wm(K) = {

Proof. Let K # 0. Substituting the formula for |S,,—;(K)| from Equation
in Equation [4.4] we get -

m—1
YmlE) = ("”) T g — (—1)miy
q 1=0 t
1 | m . . R m ; .
= —{ ( .)WDZS”_” > ( . )@b;(—wm)(m—”}
q =0 t =0 b

=0 1=0

) m . X m—1 ) .
Npigpne ) = S (M) ibne" ) g and ;) (ML~ ) =
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Therefore,

; H i (”j) Pl w;”}
{3 (7)ot -}

1

q

=~
<

Substituting the values of ¥, and ,,. from Equation 4.1l and Lemma [4.2.1
we get -

Un(K) == {2¢ - 1)+ (@=1)"}" —{(2¢ - 1) — (¢ - 1)}"

Q=

(" —q™) = %(qm —1)

g™ - 1)

(=}

Since there are (¢—1) nonzero elements in F,, there are (¢—1)¢"™ ! (¢™—
1) input combinations that generate a nonzero output from the NLFG.
Therefore,

Vm(0) = ¢*™ — (¢ — 1).¢" (g™ - 1)
= q2m—1 + qm N qm—l
=¢" ' (¢"+q-1)

This concludes the proof of our theorem. O

Substituting the formula for 1, (-) derived in Theorem in Equa-
tion [4.2] we get -

Corollary 4.2.4.1.

N = g=m1 (g™ — 1) where K # 0.
m - N qgm +q—1)—1  where K = 0.

Remark 4.2.1. It can be easily verified that NE(0) + (¢ — VNL(K) =
L
qg” — 1.

Remark 4.2.2. The Theorem 3 in [DAGI0] is a special case of the The-
orem |4.2.4] where q = 2.
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For K # 0, theratio (L, m, q) := J\% is an indicator of how balanced
a sequence is. For a completely balanced sequence (L, m, q) = 1. We now
go on to show that the distribution of elements in the output sequence of
an NLFG tends to a balance distribution as the number of delay blocks

and the number of multipliers tends to infinity.

Corollary 4.2.4.2.

LK 1
lim N;’.J"( ) = —, where K €F,.
m—oo gt — 1 q

Proof. In the case, when K # 0 then -

NL K L—m—1(,m __ 1 1
i V) 4 (" -1 _ 1
m—oo gl — 1 m—00 gt —1 q
If K =0 then -
L 0 L—m—1(m —1) =1
lim /\gm( ) _ i 4 (qL+q )
m—o0 Y — m—00 qg© —1
. qL qL—l + qum _ qumfl -1
m—yoo (¢ — 1) g
L
. q . 1 1 1 1
R L R s
L
q

Remark 4.2.3. For any nonzero K, {(L,m,q) = 1+ # — % ~

1+ ¢ =Y. Thus, the ratio of the number of occurrences of the zero
vector to that of any nonzero vector in a single period approaches 1 at a
rate which is exponential in m. The following table shows the values for
&(L,m,q) for different values of L, m, and q.

(L,m,q) | (168,2) | (32,16,2) |  (64,32,2) (32,16,3)
¢ 1.01 | 1.00003 | 1.0000000003 | 1.00000007
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4.3 A generalisation

In this section, we have generalised the results derived in section [4.2] Here,
we have considered NLFG configurations where the multipliers can have
more than 2 inputs. Consider an NLFG with L delay blocks with a multi-
plier assembly consisting of m ¢-input multipliers. Clearly, m < L%j Let
vag(K) and /(\/;)LM(K) be the number of possible inputs to the multiplier
assembly that generate the number K € IF, at the output and the number
of nonzero state vectors of the underlying LFSR that generate K at the
output, respectively. Similar to Equation and Lemma [4.2.1] observe

that, for an /-input multiplier.

e The number of possible inputs to a multiplier that results in a par-

ticular nonzero number K € F, at its output is

@nz,ﬁ - ZZI,Z(K) — (q - 1)“_1) (45)
and

e The number of possible inputs to a multiplier that generates zero at

its output is
Yoe = U10(0) = ¢ = (@~ 1) (4.6)

Similar to Equation [4.2]

L=tm o (K, hen K # 0
vy {0 ) when K7 (47)

qL_ém.{ﬂ\m’g(O) -1, when K =0

Let K € F,\ {0}. Observe that, for a multiplier assembly with m

(-input multipliers, Equation transforms to the following.
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m—1
sl = 3 ()P S8 (48)
=0

=

Substituting the values of JM, ?an7g, and S,,—;(K) we get the following.

get
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Since there are (¢—1) nonzero elements in F,, there are (¢— 1).12”17@([( )

input combinations that generate a nonzero output. Thus, for any K €

Fo\ {0}

Ume(0) = 4" = (¢ = D)me(K)
=q" — qu’” —¢"(¢" = (g~ 1)“)’"}

. qém—l + qm71<q€71 _— (q - 1)21)m:|

— qu | |:qu o qm(qf—l . (C] Al 1>Z—l)m

. qémfl + qm—l(qf—l . (q o 1)6—1>m:|

- (q - 1)2—1)m + qém—l r qul(qeq - <q | 1>€7l)m
= (¢ = (g=1)")M¢" —q" ) + ¢

= (D + (- D - - D)

Theorem 4.3.1. For a multiplier assembly with m £-bit multipliers and
forall K € IF,.

R g gD — (¢ — (g — 1)“1)7”)7 when K # 0
Ve (K) =
(N a0 = a0, e K =0

Using Theorem |4.3.1) and Equation , we can calculate .//\\f,ﬁve(K ).

Remark 4.3.1. It can easily be verified that for { = 2, these results trans-
late to the results derived in section[{.9

Remark 4.3.2. As in the case of NLFG with 2-input multipliers, it can be
easily shown that, at the output sequences, here also the ratio (L, m,{,q) =
N o(0)
NE (K)

m,£

tends to 1 as m — oo for any K € F,\ {0}.
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4.4 Generating a balanced sequence

In this section, we show how an NLFG can be used to generate a sequence
that satisfies the balance property.

Consider an NLFG with L delay blocks, where the i-th delay block is
not connected to the multiplier assembly. We claim that if the output of
this delay block is added to the output of the NLFG, the resulting sequence
will satisfy the balance property (see Figure .

g ——(D—o/p

L0y ey T 1y Tiddy ey TL_1 7
LEFSR
Figure 4.4: Balanaced NLFG
Let xg,x1,...,25_1 denote the outputs of the corresponding delay

blocks. Consequently, the multiplier assembly implements a polynomial
g(xo,T1,. .. Ti1,Tit1,...x—1). Therefore, adding the output of the i-th
delay block to the multiplier assembly, implements the following polyno-

mial.

h(zo, z1,...,x-1) = & + g(Xo, T1, . . . Ti1, Tig1, - - TL_1) (4.9)

For each choice of (Io, L1ye oo Lj15 L5015 - - .Z'L_l), ]’L(ZE(), L1,y ... ,.Z‘L_l)
takes ¢ values, each corresponding to a different value of z;. Since the
LFSR is primitive, each non zero vector in IFqL occurs exactly once as a
state vector in every period. Thus, each of the ¢“~! — 1 non zero choices
of (g, 1,...2;_1,Tis1,...T_1) occur g times in a period. Each such in-
stance will result in a different value of h(zg,xy,...,21-1). These state

vectors account for ¢“~! —1 occurrences of each element of F, in a period of
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the output sequence. Further, there are ¢ — 1 non zero state vectors where
(0, T1,...Ti1,Tit1,...x_1) are all zero. For each such state vector, the
value of z;, and hence h(zg,z1,...,25_1), is a distinct nonzero element of
F,. This accounts for another occurrence of each non zero element of IF,.
As a consequence, in a single period, each non zero element of F, occurs
g"~! times and zero occurs ¢“~' — 1 times. Therefore, the output sequence

is balanced.

4.5 Summary

In this Chapter, we have extended the notion of NLFGs to arbitrary finite
fields and have analysed the balance property of the sequences generated

by such NLFGs.
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Chapter 5

o-LFSR based NLFGs

“May be linearity is beauty but
non-linearity is handsome.”

Anonymous

In this chapter, we discuss methods by which nonlinear feed-forward logic
can be extended to o-LFSRs. First, we discuss an existing scheme and
analyse the statistical distribution of the sequences generated by that
scheme. We then go on to propose two novel schemes for o-LFSR based
NLFGs. Further, we compare the statistical distribution of the sequences
generated by the proposed schemes with the scheme available in literature

[HPW12].

5.1 NLFG over word-based LFSR

The vector sequences generated by a primitive o-LFSR, having L r-input
r-output delay blocks, have some good statistical properties. However,
the linear complexity of such sequences can at most be rL. Word-based
NLFG configurations analogous to the one suggested in Chapter [4| can
be used to increase the linear complexity of these sequences. Here, the
multiplication of the outputs of delay blocks is done bit-wise. A schematic

diagram of the o-LFSR based NLFG is given in Figure 5.1} In spite of
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having high linear complexity, these generated sequences are unbalanced

(with the higher number of zeros).

Output

D3 Dy Dy Do

a”“ﬁw””::u SETE=ET
Feedback function K—;

Figure 5.1: Nonlinear feedforward generator based on o-LFSR

We now analyse the statistical distribution of vector sequences gener-
ated by the scheme given in [HPW12|. Although the scheme deals only
with the binary case, in our analysis we consider the NLFG to be over an
arbitrary finite field F,. The outputs of the delay blocks are multiplied

bit-wise as shown in Figure 5.2

[a1 a9 ... Ozr]Tj*
®_> l1.81 ag.Ba ... BT

61 Ba .. @«]T—/

Figure 5.2: Element-wise multiplication operation

Note that, the bit-wise multiplication is not equivalent to multiplication
over a finite field. For example, in F§ the bit-wise product of two nonzero
vectors v; = [0 1 2 0], vy = [2 00 1]7 is zero which is not possible over a

finite field.

Theorem 5.1.1. Consider an element-wise NLFG having L r-input r-
output delay blocks and m < L%J multipliers. For a given nonzero vector
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v € F}, the number, W, (v), of inputs to the multiplier assembly that
generate v at the output is given by

‘I’m<V) — (qul)r<qm - 1)nv(qm + q— 1)1"7;%
where K, is the number of nonzero elements in v.

Proof. Since addition and multiplication are performed element-wise, the
i-th entry v; of the output vector sequence is a function of only the ¢-th
outputs of the delay blocks of the o-LFSR. Further, from Lemma 1 in
[Nie95], it can be inferred that each component sequence of a primitive o-
LFSR can be seen to be generated by a scalar LFSR whose characteristic
polynomial is the same as that of the o-LFSR. Therefore, the ¢-th bit of
the output sequence of the NLFG can be generated by a scalar NLFG with
a primitive scalar LFSR having rL delay blocks and a multiplier assembly
with m multipliers. From Theorem [4.2.4] the number of inputs to this
multiplier assembly that generates a vector v with v; at the output is
given by

q" g™ - 1) when v; # 0.

¢m(vz) =
" Hgm+q—1) when v; = 0.

Therefore, the total number of possible inputs to the multiplier assembly
that generates a given vector v having x, nonzero elements is given by

() = {¢" " =D} {¢" "+ -1}
= (" )@= D" (" g 1)

]

Remark 5.1.1. Clearly, in the case whenr = 1,k, =1 andr =1,k, =0,

Theorem translates to Theorem .

For an NLFG having L r-input r-output delay blocks and m < |L/2]
multipliers, let 97, (v) denote the number of times the vector v € F} occurs

at the output of the NLFG in a single cycle.

Corollary 5.1.1.1.

r(L—m—1)(,m __ 1)5o (g™ +q— 1)r—"rv v 0.
0L (o) = 4 (q ) (g™ +q—1) #
qr(L—m—1)<qm +q— 1)r -1 U= 0.
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Proof. Since every nonzero state vector occurs exactly once in every period
of the underlying primitive ¢-LFSR, 9% (v) is equal to the number of
nonzero states of the o-LFSR that generate v € F; at the output of the
NLFG. Clearly, for each input to the multiplier assembly there are g=—2™
possible state vectors of the o-LFSR (since L — 2m of the delay blocks are
not connected to the multiplier assembly). Therefore, the number of times
a nonzero vector v occurs at the output of the NLFG in a single period is
equal to ¢"*=2™ W (v). Now, among the states of the o-LFSR that result
in zero at the output of the NLFG is the zero state. However, this state
does not occur in any nonzero cycle. Therefore, the number of times the
zero vector occurs at the output of the NLFG in a single period is equal
to ¢"¢=2™W,,,(0) — 1. Thus,

9L (1) = g2 (V) when v # 0.
" ¢ E=2W (0) — 1 when v = 0.

Substituting the value of U, (v) from Theorem we get-

r(L—m—1)(,m __ 1)ko (g™ +q— 1)r—*w LV 0.
N (o) = (@™ =1)™(¢" +q—1) # (5.1)
qr(L—m—1)<qm =+ q-— 1)1" -1 V= 0.

]

This result shows that the output sequences generated by the scheme

given in [HPW12] have a disproportionately high number of zeros.

5.2 NLFGs with permutation matrices

In this section, we propose an alternate nonlinear feedforward scheme for
primitive o-LFSRs using Langford sequences. As we have already seen,
each component sequence generated by the o-LFSR has a primitive char-
acteristic polynomial with degree rL. However, the number of multipliers
per component sequence in the scheme described in the previous section
is at most % The aim of the proposed scheme is to increase this number
and thereby make each component sequence more balanced. Further, to
ensure good statistical properties, we attempt to keep the spans of these

multipliers distinct.
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Consider a o-LFSR with L r-input r-output delay blocks. Let L’ be
the largest integer less than or equal to L such that % = 0 or 3 (mod 4).
The outputs of the first L’ blocks of the o-LFSR are the inputs to the
multiplier assembly. We choose r Langford sequences of length L', one for
each component sequence. The output of each delay block is multiplied
with a permutation matrix P. For generating the i-th output component
sequence, the delay blocks are first labelled according to the ¢-th Langford
sequence. Then, the output of the delay block corresponding to the first
occurrence of an integer in the Langford sequence is bit-wise multiplied
with the permuted output of the delay block corresponding to the second
occurrence of the same integer. The output of these vector multipliers are
then added to generate a vector whose entries are then added to obtain
a scalar sequence. This scalar sequence constitutes the i-th component
sequence of the output vector sequence. For a o-LFSR with six delay
blocks the scalar sequence corresponding to the Langford sequence 312132
is generated as shown in Figure . Here the symbol > denotes the
addition of the elements of a vector.

At any instant of time, the outputs of the delay blocks give us L con-
secutive bits of each component sequence of the LESR. As we have seen
in chapter [3, the characteristic polynomial of the o-LFSR being prim-
itive ensures that the component sequences are shifted versions of the
each other. This means that at any given instant of time we have r dis-
joint blocks of L consecutive bits of a scalar sequence S whose minimal
polynomial is equal to the characteristic polynomial of the o-LFSR. The
fact that they are disjoint follows from Corollary Consider an
operator o which shifts a sequence once to the left. Therefore, if the
first component sequence generated by a ¢-LFSR is S = {s;}22,, then

there exist positive integers 1,7 ...7.—1 such that the i-th component
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Figure 5.3: Generation of a component sequence

sequence is ¢7-1S. Thus, at time instant £k, the blocks available to us are:
(Sky Sht1y > Skt L—1)5 (Sktyr> Shiyrdls - - > ShtmrtL1)s - - - (Skiyr_1> Sktyr_1 415
ooy Skt 14L—1). The permutation matrix, P, determines the way in
which the elements of these blocks are multiplied with one another. For
example, if P is an identity matrix, the multipliers multiply the elements
of the same block with each other. The span of a multiplier is defined
as a vector, each entry of which gives us the minimum number of bits in
the sequence S between the two bits that are multiplied. For example,

consider a o-LFSR with six 2-input 2-output delay blocks (Figure .

01
Let the permutation matrix be P = and the component sequences

10
be § and ¢”S. Consider a multiplier that multiplies the output of the

first delay block with the permuted output of the fourth delay block. The

first element of the multiplier multiplies s; with sy, 43 and the second
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multiplier multiplies s;13 with s;,,. Therefore, the span of the multiplier

min(y; +2,2%F — 3 — (71 +2))

min(y, —4,2* —3 — (v — 4))
As we have already seen in the previous chapter, the output sequence of
a scalar NLFG has good statistical properties if the span of the multipliers
are distinct. Based on this evidence, for a -LFSR, it can be conjectured
that if the entries of the span vectors are distinct then the output sequence

will have good statistical properties. As we will see in the following lemma,

0 1
this is almost always ensured when r» = 2 and P =

Lemma 5.2.1. (JRKG16]) Consider a primitive o-LEFSR with L 2-input
2-output delay blocks. Let its component sequences be S and oS respec-

01
tively. For an NLFG configuration with permutation matriz P = ,

1 0
all the entries of the span wvector will be distinct except when QZL% <

22L_34[
1 .

Proof. Observe that, the entries of the span vectors will either be of the
form ~; + 4 or 222 — 3 — (1 + i) where |i| < £. Therefore, two of these
entries will be equal only if

n+i=2"2-3—(n+y) (5.2)
for some i, j such that [i],[j| < £.

Clearly, |i + j| < L. Hence, Equation can be satisfied only if
22L 31 22L 341
5 <mn< 5

Therefore, in case of a o-LFSR over Iy, the fact that they are disjoint
follows from Corollary 3.2.2.1. ]

5.2.1 Simulation results of the proposed NLFG

Two configurations of the proposed scheme have been simulated in MAT-

LAB. The first configuration has six 2-input 2-output delay blocks with a
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characteristic polynomial 1+ z 4+ 2% + 2% + 2% 4+ 27 + 2! while the second
one has eight 2-input 2-output delay blocks with a characteristic polyno-
mial 1 + 22 + 2% + 2° + 2%, The resulting output sequences have been
analysed for their linear complexity (see Table . In both cases the lin-

ear complexity of the resulting sequence is equal to w

. Further, we
have calculated the frequency of occurrence of k£ consecutive zeros or ones
for various values of k (for the six delay block case). These results have
been compared with the results of the scheme proposed in [HPW12|(see
Table . Here, Y; and Y5 are the component sequences generated by
the scheme proposed in this paper while Z; and Z5 are the component
sequences generated by the NLFG scheme described in [HPW12]. Clearly
from Table 5.1] and [5.2] for the cases considered, the performance of the
proposed scheme is far superior to the scheme given in literature.

The autocorrelation sequences of the generated binary sequences have

been plotted. As we can see from Figures and the generated se-

quences are very close to having a two level autocorrelation property.

05 T T
0.4f 1

0.3} ]

OZWMWM

"0 500 1000 1500 2000 2500 3000 3500 4000 4500
Sample

Autocorrelation

Figure 5.4: Plot of the autocorrelation function for the case L = 6

In the following section, we have proposed another nonlinear feed-
forward logic configuration wherein the outputs of the delay blocks of a
o-LFSR are multiplied as elements in F,-. This is in contrast to the above

scheme and the scheme given in [HPW12|, where multiplications are done
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Langford Lin
Case | L | Arrange- Minimal Polynomial COII.I
ment .
206 4 64 4 263 4 261 4 260 | 259
1 6 231213 66
LBt B3 52 | A9 | 87 4 035
and 32 4 Bl 4 30 4 429 | 27 L 126
312132
Q24 4 23 4 222 L 19 4 218 4 T
+2i6 4+ 712 4 g 4 104 28 23 1
2120 4 119 4 117 | 116 | o114
P13 4 o112 L 111 | 110 | 4106
L 5 . Y 2104 4 2103 | 102 L 101 4 299 4 96 120
41312432
282 4 T4 | 4T3 4 g7l 4 4T0 | 65
292 + 7°° + 758 + 253 + %2 4 20+
x4 4 ! 4 20 130 30
23+ 233 4 232 4 230 4 226 4 25
224 4 23 4 g2l 4 p19 4 16 4 12
gl 22’ +1
Table 5.1: Linear complexity of NLFG sequences
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Autocorrelation

0.2 ‘ ‘ ‘ ‘ ‘ ‘
o 1 2 3 4 5 6 7

Sample % 10”

Figure 5.5: Plot of the autocorrelation function for the case L = 8
bit-wise.

5.3 NLFGs with modulo multipliers

Since F; is known to be isomorphic to F,, a o-LFSR can be seen as an
FSR over the field F,» [LN86]. Thus, each state vector of a ¢-LFSR can
be seen as a vector in Fgr. The characteristic polynomial of the o-LFSR
being primitive ensures that all non zero vectors in ]Fqu occur as state
vectors exactly once in every period.

Let p(z) be a primitive polynomial of degree r. Now, F,» can be seen as
the residue class ring ¥l /_, o, The set {[1], [z],...,[z"7!]} is a basis of
Falel/ ()= Given a polynomial f(z) € F,[z], the equivalence class of f ()
has a unique representative element with degree less than r. We therefore

have the following map M : F,» — Fy.
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Jo
fi
M(foll] + filz] + ...+ frsa[2™1]) =

fr—l

(Clearly, the above map is a vector space homomorphism. Using this map,

we define multiplication of two elements in [}, denoted as x, as follows.
v X vy = MM (v). M (v2)])

where vy, vy € F. Let vy = M([f1(2)]) and va = M([f2(w)]). Therefore,
vy X vy is a vector whose entries are the coefficients of the polynomial
g(x) = fife mod p(z). If f; and fo are the unique elements in their
respective equivalence classes having degree less than r then fi(x)fo(z) is
a polynomial with degree less than 2r. Let v € F;"~" be a vector whose
entries are the coefficients of fifs. Now, vy g, = v1 * v where * denotes
convolution over F,. Observe that v; X va = Quy, s, = O(vy * vy) where

Qe IFZX(ZT_D is the following matrix.

Q=[I"" M([z"])} ... M([z*2])] (5.3)

Example 5.3.1. Consider the vectors v; = M([1 + 2z + 3z?]) = [1 2 3|7
and vo = M([2 + 3z + 42?)) = [2 3 4]7. Let p(x) = 2®> + 42 + 2 be a
primitive polynomaial having degree 3 over Fs. From FEquation 5.3, the Q
matrix is as follows.

10020
Q=101042

00104
3%x5

Now, vy xve = [22 12 2|7 € F2. Therefore, v; X vy = Q(vy *vy) = [1 4 4]7
(i.e. M([1+ 4z + 42%])).
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The schematic diagram for the scheme described here is similar to the
one shown in Figure Figure [5.1], the proposed scheme consists of a o-
LFSR and a multiplier assembly with m < L%j multipliers. Each multiplier
takes the output of two distinct r-input r-output delay blocks, convolves
them and multiplies the result with the matrix Q given in Equation
It thus implements the map ‘x’ described above. The outputs of the
multipliers are then added to generate the output vector sequence. As
in other NLFG configurations, the output of each delay block can act as
an input to at most one multiplier. The output sequence of a primitive
o-LFSR satisfies the span-L property. Further, outputs of the delay blocks
are multiplied as elements in Fy. Therefore, the analysis given in Section
[4.2] is valid for this scheme.

Let N (v) be the number of occurrences of a vector v in a single cycle
of the sequence generated by the proposed NLFG. From Corollary [4.2.4.1]
NZE (v) is given by;

g"E=m (g™ — 1) when v # 0
N (v) = (5.4)

gl (g™ + ¢ —1) =1  whenv=0

It is clearly seen that the output sequence of this NLFG configuration
has a lesser bias towards the all-zero vectors as compared to the scheme

described in Section (.11

Example 5.3.2. Let ¢ = 2,L = 5m = 2 and r = 3. The number of
occurrences of vi = [0 0 0T, vo = [0 1 0] and vz = [1 1 1T in the
sequence generated by the scheme given in [HPW12] are 7999,4800 and
1728 respectively. However, the number of occurrences of the vectors vy, vo

and vz in a nonzero sequence generated by the scheme proposed in this
section are 4543,4032 and 4032 respectively.

Based on the arguments given in the previous chapter, it can be in-

ferred that if the output of a delay block not connected to the multiplier
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assembly is added to the output of the NLFG, the resulting vector sequence

is balanced.

5.4 Summary

We have discussed an existing scheme and have proposed two additional
scheme by which nonlinear feed-forward logic can be extended to o-LFSRs.
We have shown that component sequences generated by the first proposed
scheme are more balanced that those generated by the existing one. Fur-
ther, simulations indicate that these component sequences are also superior
with respect to other properties associated with randomness. For the sec-
ond scheme, we have derived the statistical distribution of the generated
vector sequences and have shown that these are more balanced than those

generated by the scheme in literature.
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Chapter 6

Generating de Bruijn
Sequences

“Begin at the beginning,” the
King said, very gravely, “and go
on till you come to the end:
then stop.”

Lewis Carroll, Alice in

Wonderland

In this chapter, we describe a method of traversing the set of n-th order
binary de Bruijn sequences D using a series of graph theoretic transforma-

tions.

6.1 De Bruijn graphs

Recall, An n-th order k-ary de Bruijn sequence, DB, (k), is a periodic
sequence of length k™ having every possible k-ary subsequence of length
n exactly once in each period. Such sequences are closely associated with
special directed Eulerian graphs known as de Bruijn graphs [Bru46].

In the following, we restrict our discussion to the binary case only.

'The oldest instance of a de Bruijn sequence comes from a sanskrit prosody or
chandas: yamatarajabhanasalagam [Stell)

o8
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6.1. De Bruijn graphs

Definition 6.1.1. A binary de Bruijn graph of order n, denoted as G, is
a directed graph with 2" wvertices, each labeled with a unique n bit string.
FEach edge of the graph is labeled with a binary string of length (n+1). The
edge labeled as sgsi...s, connects the source vertex labeled sgsy . ..Sp_1
with the target vertex labeled s1S5 ... S,.

Example 6.1.1. Figure represents a second order binary de Bruijn
graph Gs.

000

111

Figure 6.1: G5: De Bruijn graph of order 2.

In G,,, each vertex v = (Sp$1 ... S,—1) has two out-edges (sos; ... S,_11)
and (s$7 . ..5,-10); these edges are known as the one-edge and the zero-
edge of v respectively. Since de Bruijn graphs are connected and balanced
they always contain an Eulerian cycle. Observe that, we can obtain an
(n + 1)-th order de Bruijn sequence by considering the sequence of most
significant bits of edges in an Eulerian cycle of G,,. For example, consider
the 2" order de Bruijn graph in Example . It has two Eulerian
cycles, one of them is given in Figure [6.2] and the corresponding de Bruijn
sequence is 00011101. Clearly, there exists a one-to-one correspondence
between Eulerian cycles of G,, and (n + 1)-th order de Bruijn sequences.
We now proceed to briefly describe the process of generating Eulerian

cycles of G,, given in [BK11]. All de Bruijn sequences that are cyclic shifts
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000 001 011 111 110 101 010 100
00—~~~ —~()

Figure 6.2: Eulerian path of the de Bruijn graph G,.

of each other shall be considered equivalent.

An oriented spanning tree is an acyclic subgraph of a directed graph
G = (V,E) which has a vertex r € V known as root vertex such that
outdeg(r) = 0 and there exists a path from every vertex v € V\{r} to
r. For a directed graph shown in Figure [6.1] an oriented spanning tree T’

rooted at 00 is given in Figure |6.3

Figure 6.3: Spanning tree of G5 rooted at 00.

Let T be a spanning tree of G,, = (V, F) where V is the set of vertices
and F is the edge set in G,,. Now, for all v € V' \ {r}, [, is the list of
its outgoing edges in GG,,. The last element of [, is the outgoing edge of
v which occurs in the spanning tree 7. In case of the root vertex r, last
element of /. is the symbol €2 and the first entry of [, can be any of its
outgoing edges in G,,. This array of lists is known as tree array (Example

6.1.2).
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Example 6.1.2. Consider the de Bruijn graph Gy shown in Figure[6.1. A
spanning tree of Gy is shown in Figure[6.5. A tree array l, corresponding
to T is given as follows:

Now, let T' be a spanning tree of (z,, rooted at the vertex r and consider
its corresponding tree array. A method of obtaining the Eulerian cycle of
G, is as follows. Starting with the unique edge of (G,, which does not lie
in the tree array, each edge x is followed by the first unused outgoing edge
of t(x) in the tree array. This process stops when the only unused entry of
the tree array is €2. Thus, given a spanning tree and a tree array we can
generate an Eulerian cycle in G,,. Further, it has been shown in [BK1I]
that the correspondence between a spanning tree - tree array pair and

Eulerian cycles is one-to-one and we can easily obtain one from the other.

Example 6.1.3. Consider the Gy given in Figure |6.1] and its spanning
tree T rooted at 00 shown in Figure [6.5 A tree array for the spanning
tree is given in Example[6.1.3. We start with the edge 001 followed by the
edge 011 which is the first unused outgoing edge of the verter 01 = t(001).
By repeating this process, we get the Eulerian cycle of Gy shown in Figure
(6.4 The corresponding 3-rd order de Bruijn sequence is 00111010.

001 011 111 110 101 010 100 000
O O O D O Oaa O O ©

Figure 6.4: Eulerian cycle of the de Bruijn graph Gs.

6.2 The construction

A binary de Bruijn graph G,, having a vertex s = (sps ... S,_1) has two

out-edges, namely zero-edge and one-edge, which connect s to its successor

61
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vertex (s152...5,-10) and ($182...$,-11) respectively. These vertices are
called conjugates of each other and corresponding edges are called conju-
gate edges. In a spanning tree of G,, any vertex s is connected to one
of its successor vertices. The all-zero and all-one vertices have only one
possible successor in the spanning tree. Therefore, we consider these ver-
tices merged with their respective successor vertices in the spanning tree
as a single vertex. For example, consider the spanning tree of GG3 shown in
Figure . Here 000 and 001 (similarly, 111 and 110) are jointly treated
as a single vertex 000 — 001 (111 — 110).

Figure 6.5: A spanning tree of G3 rooted at 011.

Note that fixing the root vertex and its unique outgoing edge that does
not lie in the tree array essentially fixes the starting edge of the Eulerian
cycle (therefore, the first n-bits of the de Bruijn sequence). Therefore, if
we fix the entry corresponding to the root vertex in the tree array, we have
a one-to-one correspondence between de Bruijn sequences with a given
initial state and oriented spanning trees of (G,. In the remainder of this
section we will show that from a given spanning tree of G,, rooted at a

particular vertex we can generate any other spanning tree of G, having
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the same root by a sequence of transformations.

The process of replacing the outgoing edge of one vertex in the spanning
tree by its conjugate edge is known as edge switching. In a spanning tree T,
a leaf node is a node that does not have any incoming edge. For example,
consider one of the binary spanning trees of Go, T, rooted at 00 given in

Figure Here, 01 and 11 are the leaf nodes.

Lemma 6.2.1. Switching the outgoing edge of a leaf node in a spanning
tree of G, generates another spanning tree.

Proof. Let T be a spanning tree of (,,. Suppose an outgoing edge e of
a vertex v € T is replaced by its conjugate edge €', then this switching
results in a cycle only if t(e) is a vertex from which there exists a path to
v. Otherwise the resulting graph will be an another spanning tree. Now,
if the node v € T is a leaf node then there exists no path to v from any
other vertex. Therefore, when the outgoing edge of a leaf node is switched
the resulting graph is another spanning tree of G,,. [

Example 6.2.1. Consider the spanning tree, Ty, of Gs as given in Figure
(6.5, T1 has two leaf nodes viz. 101 and the merged pair 111—110. Switching
of these edges, 101 and 111 —110, produce two different spanning trees (see

Figure .
=<
[ \\\
\
\ \\
N
\ N
\ AN
N\
N \
@ \
N
N
~N
2

Figure 6.6: Spanning trees of G5 rooted at 011.

In a directed spanning tree 7" a node = is known as an ancestor of a

node v if there exists a path from x to v in T. For example, in Figure
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the ancestors of the node 100 are 101, 010 and the merged vertex pair

111 — 110. Now, we proceed to prove our main result.

Theorem 6.2.2. Given a spanning tree T of G,, rooted at r, any other
spanning tree T" of G,, having the same root can be obtained from T by a
sequence of leaf nodes edge switching.

Proof. Let the number of nodes in 7" whose outgoing edges are same as
that in 77 be k. Now, consider a node v # r in T" whose outgoing edge is
different from that in 77 and all of whose ancestor nodes have the same
out-edges as in T7”. Now, we apply post-order depth first traversal on
the sub-tree of T' rooted at v and switch the nodes in the order in which
they occur in this traversal. Clearly, this is a sequence of leaf node edge
switchings culminating in the switching of the outgoing edge of v. Once
the node v is switched, we switch all the other nodes that we had switched
before v in the reverse order. We now have a new graph wherein the
number of nodes in 7" whose outgoing edges are same as that in 7" is k + 1.
We keep repeating this process till the outgoing edges of all vertices in T
become same as T”’. Thus, we transform the spanning tree T into 77. [

Given a de Bruijn sequence we can construct the corresponding span-
ning tree and tree array. Now, by randomly performing a sequence of leaf
node switches we can get a random spanning tree of G,, and therefore a

random de Bruijn sequence.

Example 6.2.2. Consider a spanning tree, T, of the 3-rd order de Bruijn
graph shown in Figure (a). Let T] be any other spanning tree of G3
rooted at the same vertex as shown in Figure [6.7(g). Here k = 5 and
except 101 and 100 all other nodes in Ty have the same outgoing edges
as in 1. Now, 101 is a leaf node and switching its edge gives us a new
spanning tree shown in Figure ( b). This spanning tree has 6 nodes
whose outgoing edges are same as in T]. Now, the vertex 100 is not a leaf
node. By applying depth first traversal algorithm on the sub-graph rooted
at node 100 we get the list {111 —110,010,100}. We now switch the nodes
in the order 111 — 110,010 and 100. This gives us the spanning tree shown
in Figure[6.7(e). We now again switch the nodes 010 and 111 —110. This
gives us the spanning tree T|. These switching operations are depicted in
Figure (a-g). The corresponding tree arrays and 4-th order de Bruijn
sequences of the spanning trees T' and T| are tabulated in Table [6.1]
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(o)
@@ _ -»-» (o)
@@ @@ @@

a) Spanning tree of G3 b) Edge switching of c) Edge switching of d) Edge switching of
rooted at 011 the leaf node 101 the leaf node 111-110 the leaf node 010

g) Edge switching of f) Edge switching of e) Edge switching of
the leaf node 111-110 the leaf node 010 the leaf node 100

Figure 6.7: Switching of leaf node edges in a spanning tree of Gf.

Remark 6.2.1. A sequence of Leaf node transformations can be repre-
sented by a string of vertices whose outgoing edges are switched. It is
interesting to note that the set of such strings form a group under string
concatenation where the zero element is the empty string and the inverse
of any string is a string where the same nodes occur in the reverse order.

These results can be easily extended for k-ary de Bruijn graphs. As in
the binary case, there will be a unique outgoing edge of the root vertex
that is missing in the tree array. Corresponding to each spanning tree
and the missing outgoing edge of the root vertex, we will get a set of de
Bruijn sequences. Here, an edge switching will take us from one such set
to another. Observe that, the proof of Theorem is also be valid in

this case.
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Spanning tree (77) Spanning tree (77)
looo = {(0000), (0001)} | logo = {(0000), (0001)}
loor = {(0010), (0011)} | loo1 = {(0010), (0011)}
loo = {(0101), (0100)} | 010 = {(0101), (0100)}
Tree | oy ={(0110), Q } | lon = {(0110), Q }
Array | Lo = {(1001), (1000} | li00 = {(1000), (1001)}
lion = {(1010), (1011)} lion = {(1010), (1011)}
lno = {(1101), (1100)} | L0 = {(1101), (1100)}
Iy = {(1111), (1110)} | L1, = {(1111), (1110)}
de
Bruijn 0111101011001000 0111101011000010
seq.

Table 6.1: Tree arrays and de Bruijn sequences of 77 and T}

6.3 Summary

In this chapter, we have shown that one can go from a given de Bruijn

sequence to another by a sequence of leaf node edge switchings. By ran-

domly choosing the sequence of leaf node edge switches we can generate a

random spanning tree of G, and therefore a random de Bruijn sequence.
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Chapter 7

Conclusion

“It’s for you to begin, it’s for me
to end,

You and me together fulfil the
blend.”

Rabindranath Tagore

In this chapter, we summarise our contribution and provide possible di-

rections for future research.

7.1 Contribution

In this work, we have looked into the generation and analysis of pseudo-

random sequences. The following is a list of our results.

e We have extended the notion of NLFGs to arbitrary finite fields and
have analysed the statistical distribution of symbols in the sequences

generated by them.

e Two novel methods of implementing NLFGs with o-LFSR have been
proposed.

1. The first scheme involves the use of permutation matrices. The
component sequences generated by such a scheme are shown to

be more balanced than those generated by an existing scheme.
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Further, these sequences also perform better with respect to

other statistical parameters.

2. In the second scheme, the outputs of the delay blocks are mul-
tiplied as elements of an extension field. We have shown that
the vector sequence generated by such a scheme is statistically

more balanced than the scheme available in literature

e Finally, we have discussed a method of going from one n-th order de

Bruijn sequence to another by a series of graph transformations.

7.2 Future work

In this thesis, we have analysed sequences generated by NLFGs only for
their balance property. However, the performance of these sequences is
still to be analysed for other statistical properties such as span-L, ideal 2-
level autocorrelation etc. Further, such an analysis could help in designing
cryptographically secured NLFG configurations.

It will be interesting to explore the NLFG configurations where the

number of inputs to each multiplier is different.

Chapter 7. Conclusion 68

TH-2446_126102024



Bibliography

[Ann97]

[Art11]

[BK11]

[BPO1]

[Bru46]

[DAGI0]

TH-2446_126102024

F.S. Annexstein. Generating de Bruijn sequences: An effi-
cient implementation. IEEE Trans. on Computers, 46(2),
pp. 198-200, 1997.

M. Artin. Algebra. Pearson Prentice Hall, 2011.

H. Bidkhori and S. Kishore. A Bijective Proof of a Theo-
rem of Knuth. Combinatorics, Probability and Computing,
20(1), pp. 11-25, 2011.

S. Bedi and N. Pillai. Cryptanalysis of the nonlinear feedfor-
ward generator. In Proceedings of the Progress in Cryptology
INDOCRYPT 2001 ,2247 of Lecture Notes in Computer Sci-
ence, pp. 188-194, Springer Berlin Heidelberg, 2001.

N.G. de Bruijn. A combinatorial Problem. In Proceed-
ings of Section of Sciences of the KoninklijkeNederlandse
Akademie van Wetenschappen te Amsterdam, 49(7), pp.
758-764, 1946.

E. Dawson, J. Asenstorfer, and P. Gray. Cryptographic prop-
erties of groth sequences. Australian Journal of Combina-

torics, 1:53-65, 1990.

69



TH-2446_126102024

Bibliography

[DPO3]

[EL84]

[Fre82]

[Fred68]

[Gall3]

[GGO4]

(GGO6]

[Gol81]

[GroT71]

Bibliography

M. Dewar and D. Panario. Linear transformation shift reg-
isters. IEEE Trans. on Inf. Theory, 49(8), pp. 2047-2052,
2003.

T. Etzion and A. Lempel. Algorithms for the generation
of full-length shift-register sequences. IEEE Trans. on Inf.
Theory, 30(2), pp. 480-484, 1984.

H. Fredricksen. A survey of full length nonlinear shift reg-
ister cycle algorithms. SIAM review, 24(2), pp. 195-221,
1982.

H. Fredricksen. Disjoint cycles from the de Bruijn Graph.
DTIC Document, 1968.

J.A. Gallian. Contemporary Abstract Algebra. Cengage
learning, 8 edition, 2013.

S.W. Golomb and G. Gong. Signal Design for Good Cor-
relation: For Waireless Communication, Cryptography, and
Radar. Cambridge University Press, New York, NY, USA,
2004.

B.M. Gammel and R. Gottfert. Linear filtering of nonlinear
shift-register sequences. In Proceedings of the Coding and

Cryptography, pp. 354-370, Springer, 2006.

S.W. Golomb Shift Register Sequences. Aegean Park Press,
1981.

E. Groth. Generation of binary sequences with controllable

complezity. IEEE Trans. on Inf. Theory, 17:288-296, 1971.

70



TH-2446_126102024

Bibliography

(GYZ14]

[HIMO7]

[HPW12

[Jan89)]

[Key76]

[KP12]

[Kril12]

[Lan58]

Bibliography

J.L. Gross, J. Yellen, and P. Zhang. Handbook of Graph
Theory. CRC Press, 2 edition, 2014.

M. Hell, T. Johansson, and W. Meier. Grain: a stream
cipher for constrained environments. International Journal

of Wireless and Mobile Computing, 2(1), 2007.

S.U. Hasan, D. Panario, and Q. Wang. Word-oriented
transformation shift registers and their linear complexity.
In Proceedings of the Sequences and Their Applications-
SETA2012,Springer Berlin Heidelberg, 7280, pp. 190-201,
Berlin, Heidelberg, 2012.

C.J.A. Jansen. [Investigations on nonlinear stream cipher
systems: construction and evaluation methods. Ph.D. dis-

sertation, Technische Universiteit Delft, 1989.

E.L. Groth. An analysis of the structure and complexity of
nonlinear binary sequence generators. IEEE Trans. on Inf.

Theory, 22(6):732-736, 1976.

S. Krishnaswamy and H. Pillai. On the number of linear
feedback shift registers with a special structure. IEEE Trans.
on Inf. Theory, 58(3):1783-1790, 2012.

S. Krishnaswamy. On Multisequences and Applications.
PhD dissertation, Indian Institute of Technology Bombay,
2012.

C.D. Langford. Problem. Mathematical Gazette, 42, 228,
1958.

71



TH-2446_126102024

Bibliography

[Lem70]

[LN86]

IMOV96]

[MS15]

[Nie95]

[PP09)]

[PSMS82

[PWT72]

[RKG16]

Bibliography

A. Lempel. On a homomorphism of the de Bruijn graph
and its applications to the design of feedback shift registers.
[EEE Trans. on Inf. Theory, 100(12), pp. 1204-1209, 1970.

R. Lidl and H. Niederreiter. Introduction to Finite Fields

and their Applications. Cambridge University Press, 1986.

A. Menezes, P.V. Oorschot, and S. Vanstone. Handbook of
applied cryptography, discrete mathematics and its applica-
tions. CRC Press, 1996.

J. Mykkeltveit and J. Szmidt. On cross joining de Bruijn
sequences. Topics in Finite Fields, 632(2), pp. 335-346, 2015.

H. Niederreiter. The multiple-recursive matriz method for
pseudorandom number generation. Finite Fields and Their

Applications, 1(1):3-30, 1995.

C. Paar and J. Pelzl. Understanding Cryptography: A Text-
book for Students and Practitioners. Springer Berlin Heidel-
berg, 2009.

R. Pickholtz, D. Schilling, and L. Milstein. Theory of
spread-spectrum communications-A tutorial. TEEE Trans.

on Comm., 30(5), pp. 855-884, 1982.

W. Peterson and E. Weldon. Error-correcting codes. MIT
Press, 1972.

S. Roy, S. Krishnaswamy, and P. Goyal. On nonlinear feed-
forward logic for o-lfsrs. In Proceedings of the 22nd Inter-
national Symposium on Mathematical Theory of Networks

and Systems, pp. 366-372, Minneapolis, MN, USA, 2016.

72



TH-2446_126102024

Bibliography

[Stel0]

[Teol3]

[TVO02]

[ZHHO7]

Bibliography

S.K. Stein. Mathematics: The Man-Made Universe. Dover
Publications, 3 edition, 2010.

S.G. Teo. Analysis of nonlinear sequences and stream ci-
phers. PhD dissertation, Queensland University of Technol-
ogy, 2013.

B. Tsaban and U. Vishne. Efficient linear feedback shift
registers with mazrimal period. Finite fields and their appli-

cations, 8(2), pp. 256-267, 2002.

G. Zeng, W. Han, and K. He. High efficiency feedback shift
register: o-lfsr. TACR Eprint archive, 2007.

73



List of publications

Journal

1. Suman Roy and Srinivasan Krishnaswamy, “On the Frequency of
Symbols in Sequences Generated by Nonlinear Feedforward Genera-

tors”, Cryptography and Communications, Springer, 2019.
International Conference

1. Suman Roy, Srinivasan Krishnaswamy, and Pushpinder Goyal, “On
Nonlinear Feedforward Logic for o-LFSRs”, In Proceedings of the
22nd International Symposium on Mathematical Theory of Networks

and Systems (MTNS), Minneapolis, MN, USA, July 2016.

2. Suman Roy, Srinivasan Krishnaswamy, and Potnuru V. Kumar, “On
Leaf Node Edge Switchings in Spanning Trees of De Bruijn Graphs”,
In Proceedings of the 4th International Conference on Mathematics
and Computing (ICMC), IIT BHU, Varanasi, UP, India, January
2018.

74
TH-2446_126102024



TH-2446_126102024

Index

o-LFSR, 23|

m-sequence, [20]

autocorrelation property, [22]

balanaced NLFG,
balance property,
bit-wise multiplication,

characteristic of a field,

characteristic polynomial,

characteristic polynomial of a

o-LFSR, 25|

characteristic polynomial of

LFSR,

companion matrix, [I4]
component sequences, [26]
conjugate edge,

cycle,

cyclic group,

de Bruijn graph,
de Bruijn sequence, [3]
directed graph,

75

edge switching,
equivalence Relation, [9)
Euler’s phi function,

Eulerian cycle,
Eulerian path,

field,
field extension,

graph,
group, [0

ideal, [9]
integral Domain, [9)

irreducible polynomial,

Langford sequence, [31], [47]
leaf node,

LFSR,
linear complexity,

LRR,

Minimal polynomial,
modulo multipliers,



TH-2446_126102024

Index

multiplier assembly,
NLFG,

permutation matrices, [47]
phi function,

primitive o-LFSR, [25]
primitive polynomial,
primitive-LFSR,

pseudorandom sequences,

ring, [§]
root vertex, [60]

run property, 22

self-loop,

span of a scalar multiplier,

span of vector multiplier, 49

Index

span property, [22]

spanning subgraph,
spanning tree, [I7]

state vector of a o-LFSR,

state vector of component

sequence, [27]
state vector of LFSR,

state-transition matrix, [25]

subgroup, []
subring,

trail,
tree, [I7]

tree array,

walk,

76



	Abstract
	List of Figures
	List of Tables
	List of Symbols
	List of Abbreviations
	Introduction
	Nonlinear feed-forward generator
	Generation of de Bruijn sequences
	Outline of the thesis

	Mathematical Background
	Algebraic preliminaries
	Linear algebra over finite fields

	Basics of graph theory
	Summary

	Linear Feedback Shift Registers
	LFSRs
	-LFSRs
	Summary

	Nonlinear Feed-forward Generators
	NLFGs
	Langford sequence

	Analysis of the sequences generated by NLFGs
	A generalisation
	Generating a balanced sequence
	Summary

	-LFSR based NLFGs
	NLFG over word-based LFSR
	NLFGs with permutation matrices
	Simulation results of the proposed NLFG

	NLFGs with modulo multipliers
	Summary

	Generating de Bruijn Sequences
	De Bruijn graphs
	The construction
	Summary

	Conclusion
	Contribution
	Future work


