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SHORT ABSTRACT

This thesis presents innovative security solutions for loT networks, addressing challenges such as DDoS attacks and botnet infiltration.
Edge-based ML for DDoS Detection: Introduces an edge-based ML method for Intrusion Detection Systems (IDS) using a naive Bayes classifier.
Demonstrates scalability and comparable performance in terms of memory utilization, energy usage, and response time.

Packet Inspection Agent (PIA) for LRDDoS Detection: Proposes a distributed, lightweight PIA utilizing Total Variation Metric (TVM) and Packet
Flow Count (PFC) to detect and mitigate low-rate DDoS attacks efficiently in loT networks.

IDS for MRDDoS Detection: Presents a lightweight IDS using Long Short-Term Memory (LSTM) model and optimal placement strategy to detect
mixed-rate DDoS attacks. Achieves superior performance compared to existing approaches.

Roaming IDS for Mixed Attacks: Introduces roaming IDS capable of detecting and mitigating various mixed attacks in loT networks using a
lightweight shadow honeypot. Employing Markov chain analysis for attack prediction, the RENO model demonstrates improved performance
compared to existing solutions.

Overall, the thesis offers insights into the development of adaptive, scalable, and lightweight security solutions for lIoT ecosystems.
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