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ABSTRACT

Cloud providers face the challenge of expanding the existing data centers or build new
ones to meet the ever-increasing user demand. Federated cloud data centers offer a promising
solution for handling user requests in a scalable and cost-efficient manner. Federation allows
a collection of cloud providers to share their resources in a collaborative environment to
provide better services with lower cost. The ultimate objective of each cloud provider in the
federated cloud is to maximize its own profit by minimizing its operating cost, while meeting
the Quality of Service (QoS) requirements of the end-users. Resource management is an
important aspect which has a direct impact on the cost and the performance of the cloud
data centers. Resource management in cloud data centers is typically handled in a centralized
manner, which is not scalable and compatible with the federation requirements. In addition,
heterogeneous applications are hosted in federated cloud with diverse requirements, which
makes it impractical to use the same resource management method. Furthermore, migration
technology plays a vital role in dynamic resource management in a federated cloud system,
where a cloud provider can rent resources from other cloud providers and migrate its virtual
machines (VMs) for load balancing, QoS, and minimizing the operating cost. However,
migration brings in an additional overhead in terms of both cost and time, and it might

degrade the performance.

In this thesis, we design a resource management framework for federated cloud data
centers along with some efficient techniques for dynamic resource allocation to minimize
the operating cost of the cloud provider, along with considering the requirements of various
applications. First, we propose a hierarchical framework for resource management in a
federated cloud, catering to the requirements of each provider in the federation. This
framework is used in handling all the other problems in our work. We address the problem
of cost-aware resource allocation for hosting data-intensive applications in a federated cloud.
We formulate it as an optimization problem to minimize the total operating cost, including
energy and communication costs. We propose an efficient algorithm to allocate the virtual
components of a data-intensive application, in two phases; partitioning and mapping. While
partitioning creates clusters of correlated VMs, mapping exploits spatial variation in energy
cost in the federation, and allocates the clusters of VMs to data centers that minimize the
total cost. Through extensive experiments in different scenarios, we demonstrate that the
proposed algorithm achieves a significant reduction in the total operating cost up to 60%

compared to baseline methods.

Next, we address the problem of cost and delay aware dynamic resource management for
hosting modern vehicular applications in a federated cloud. We introduce federated vehicular

cloud computing (FVCC) architecture as an extension for the traditional vehicular cloud
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computing platform. We present a dynamic resource pricing model for sharing resources
between the cloud providers in the federation. We propose an online algorithm to solve the
problem. The proposed algorithm is seen to meet the delay requirements with a significant
cost reduction to the provider up to 50% compared to baseline methods. Also, it can serve

more than 90% of the requests with lower cost and fewer VM migrations.

Finally, we address the problem of cost-aware VM migration in federated clouds to
maximize the profit of the cloud provider. We present a model for pricing a virtual machine
in a federated cloud. We analyse the impact of VM migration across the data centers in a
federation, by modeling migration cost, migration time, and downtime. We formulate an
optimization problem to minimize the total cost of operation (TCO) of the cloud provider
and the migration time. We model the TCO to include the cost of hosted VMs and their
migration cost. We propose efficient heuristics to select the source and destination data
centers for migration, as well as the VM to be migrated. Based on these heuristics, we
design a polynomial-time VM migration algorithm to minimize the TCO and the migration
time. The proposed algorithm considers the characteristics of the VMs, the bandwidth
and data transfer price across data centers, to give the highest benefit in migration. The
proposed algorithm achieves a significant reduction in the TCO while reducing the migration
time. All the proposed algorithms are evaluated based on the data from practical cloud
deployments and under different scenarios. Results show that exploiting federation brings

great benefits for the cloud provider and the end-users alike.
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CHAPTER

Introduction

Recently, cloud computing has become one of the main utilities along with electricity, water,
gas, and oil [1]. It has become a common platform for hosting wide range of applications,
and most enterprises have shifted their business to the cloud to save initial setup and
maintenance costs. Cisco predicts that, by 2025, 92 percent of the data center workload will
be handled by cloud data centers while only 8 percent will be processed by traditional data
centers |2]|. The size of the global cloud market was valued at $325,689 million in 2019, and
it is expected to reach $1,620,597 million by 2030 increasing about five times [3].

The rapidly growing demand for cloud services impels cloud providers to scale up
their resources by extending their data centers or establishing new data centers in different
regions to meet the ever-increasing demand for cloud resources. Federated cloud data
centers offer a promising platform for handling the increasing resource demand in a scalable
manner while avoiding the cost associated with having a large infrastructure to support
peak workload [4, 5|. Federated cloud systems integrate cloud infrastructure from multiple
collaborating cloud providers into a single computing platform [6]. Federation allows the
cloud provider to lease resources or rent out its free resources from/to other cloud providers
in the federation to scale up its capacity or to maximize the utilization of its resources |7, §],
as shown in Figure. 1.1. Federated cloud provides a pool of data centers which brings
substantial benefits for the cloud providers and the customers as well. In addition, the

geographic diversity of the data centers in the federation presents many advantages [9].
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Figure 1.1: Resource sharing in federated cloud |[§]

Advantages of Federated Cloud Data Center
Some advantages of the federated cloud compared to the traditional cloud system (non-

federated) are mentioned below.

e Federated clouds offer nearly infinite resources for users as the cloud provider can rent

resources from other cloud providers whenever it needs to expand its resources [9].

e With federation, even a small cloud provider can offer a truly global service without
building new infrastructure by leasing resources (outsourcing) from various cloud

providers across different geographical regions [10, 11].

e Federation helps the cloud provider maximize its revenue by renting out (insourcing)

its idle resources to other cloud providers [12, 13].

e Using federation, a cloud provider can deliver better Quality of Service (QoS). For
instance, it can reduce latency to the clients as their requests can be forwarded to a

closer data center or a more capable provider [14].

e The federated platform provides high availability and fault tolerance. It can safeguard

TH-2862_166101017 2



1. INTRODUCTION

against an unplanned outage of an entire data center by replicating the service across

different cloud providers [15].

e Migration of applications between data centers in the federation is possible to handle
user mobility, and to minimize the user delay, the energy consumption, or the cost of

the cloud provider [16, 17, 18].

e Federation allows the cloud provider to meet legal issues and regulations such as "local

data law" which inhibits data crossing territory boundaries [19].

e Flexibility and avoiding vendor lock-in are the other benefits of a federation where
the customer is not dependent on a single provider. For example, the customer can

place its data in Amazon storage and deploy the applications in Google cloud [9, 20].

Cloud providers offer physical resources, such as computing power, memory, storage,
and network bandwidth, to end-users in a shareable manner where resources are virtualized
and exposed to the user as Virtual Machines (VMs). Resource management takes care
about the allocation and mapping VMs to physical machines (or servers) according to the
objective of the cloud provider (e.g, load balancing, energy saving, delay minimization,
or cost optimization). In federated cloud data centers, a cloud provider receives requests
from end-users and from other cloud providers (insourcing), as depicted in Figure. 1.1.
While every cloud provider represents an autonomous domain, the cloud provider still can
allocate (or migrate) its VMs to any data center in the federation while maintaining privacy.
The problem is how can a cloud provider divide the requests of its users among local and
external resources to achieve its objective [12]. The ultimate goal of each cloud provider
in the federation is to maximize its profit by minimizing it total cost of operation (TCO)
while meeting the QoS requirements of user applications. TCO is mainly defined by the
operating cost of the resources, which depends on the energy consumption cost. However,
in a federated cloud, bandwidth cost introduces another factor that may impact the TCO

due to massive data transfer across the data centers.

Energy consumption cost: Recent years have witnessed a significant increase in the size
and the number of data centers, resulting in a massive increase in the power consumption of

cloud data centers. A study revealed that the energy consumed by data centers worldwide in
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2016 was estimated to be 268 TWh, much higher than the total energy consumption of the
U.K, and it is predicted to reach up to 752 TWh in 2030, about 2.13% of the global power
consumption [21]. Accordingly, energy consumption incurs the cloud provider substantial
amount in electricity bills. Google pays annually $67 Million electricity bill for 1,120 GWh of
power to operate its data centers, and Microsoft spends $ 36 Million for power consumption
of 600 GWh [22]. Also, it has been reported that data centers in the U.S. alone consumed 91
TWh in 2020, and that is expected to rise by 60% up to 140 TWh by 2025, costing the cloud
providers about $30 billion in electricity bills [22]. It is worth knowing that only 45% of the
total energy consumed is used to power the information technology (I.T.) equipment in the
data center, while the remaining energy is used for cooling and lighting [22]|. To address this
issue, cloud providers also try to build their data centers in cold places to reduce energy
wastage and enhance power usage effectiveness (PUE). Federation helps to minimize the
cost of energy consumption by routing the requests to a data center operating in region

with cheapter electricity price (not necessarily from same provider).

Communication cost: Within the data center, servers are connected by a Local Area
Network (LAN) with a bandwidth that may reach up to 1 Thps. In contrast, data centers
across different regions are connected through WAN (Wide Area Network) connections with
limited and expensive bandwidth. The bandwidth cost between data centers varies based on
the distance. Various enterprise applications hosted in the cloud generate a massive amount
of data to the tune of hundreds of terabytes per day [23|, and this data may be transferred
between data centers. The data transfer across the data centers increases the TCO of
the cloud provider significantly. A recent report predicted the annual traffic between data
centers to be 20.6 ZB by 2025, resulting in $4.45 billion as bandwidth cost [2]|. Federation
helps the cloud provider in selecting large data centers with enough resources or nearby data

centers to allocate the VMs of an enterprise application and reduce the communication cost.

Cloud systems hosts various applications with diverse features and requirements. The
cloud provider cannot use the same resource management approach for all applications as
the characteristics of the application should be considered [24]. In this thesis, we consider
two types of applications, data-intensive applications and vehicular applications. Next, we

discuss their importance before addressing the challenges of resource management.
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1. INTRODUCTION

Data-intensive applications: The world is witnessing an enormous growth in data
generation, and it is expected that the data generated in 2025 will be fifty times the data
generated in 2015 |25, 26|. This data explosion has been triggered due to the high demand
for big data applications such as social media analysis and recommendation systems. With
cloud computing becoming the clear future of computing, data-intensive applications are
increasingly being deployed in the cloud to address their resource requirements [27, 28|.
It has been reported that 71% of the cloud applications are data-intensive applications,
bringing in an income for cloud providers to the tune of $126 billion [29], and this income is
increasing as the cloud computing market is expected to touch $1,600 billion by 2030 [3].
Data-intensive applications are typically scheduled on physical servers using two different
virtual components: data blocks (DBs) as storage nodes and VMs as compute nodes. Based
on the data access patterns between these components, the transferred data size could
well exceed 500 TB per day, which presents a major challenge in scheduling data-intensive
applications [23]. Due to the features such as the huge volume, and the dispersiveness of
big data coupled with the scarcity of WAN bandwidth, it is inefficient and/or infeasible
to process the data within a single data center [30]. Federated cloud data centers offer a

promising platform for hosting such applications in a scalable and cost-efficient manner [31].

Modern vehicular applications: Recently, cloud has been used to support various

vehicular services !

, ranging from convenience and safety to commercial and entertainment
applications, such as real-time navigation, remote vehicle diagnosis, online games, and mobile
social networking [32, 33]. These applications require massive resources, and cannot be run
within the limited resources of the vehicles. Moreover, vehicular services are typically delay-
aware, where the request should be served within a deadline, otherwise it will be dropped
causing a violation of the Service Level Agreement (SLA). Vehicular Cloud Computing
(VCC) platform has evolved to fulfill the massive resource demands of modern vehicular
services by hosting them in the cloud [34]. However, the number of users of vehicular
services is increasing rapidly. It is expected that by 2025, about 98% of vehicles will be
connected to Internet, and the number of connected vehicles will reach upto two billion by

2035 [35]. This tremendous increase in the number of connected vehicles, and their high

mobility pose a serious challenge to cloud providers to fulfill the requirements of all the

! We use vehicular services and vehicular applications interchangeably throughout the thesis
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requests [36]. Federated clouds allow the cloud provider to serve an increasing number of

mobile users in a scalable manner while minimizing its cost and meeting the SLAs.

VM live migration: Live migration is an essential technique used for dynamic resource
management in cloud data centers [37, 38]. It allows the cloud provider to migrate its VMs
between servers within a single data center or across different data centers to re-optimize
the current resource allocation, subject to various objectives, such as load balancing, energy
consumption minimization, and QoS improvement [39, 40, 41, 42, 43]. The main performance
metrics of live migration are migration time and downtime, which need to be lowered. Unlike
live migration within the data center, inter-data center VM migration is carried out over
WAN links and requires transferring the VM’s memory image and the disk image as well [17].
This is costly and might degrade the performance. For instance, migration of a VM hosting
a Web service and configured with 1.7 GB memory and 10 GB disk, over an 85 Mbps WAN
link between two data centers located in Texas and Illinois takes more than 40 minutes. The
response time may reach up to 52 ms during the migration compared to 10 ms in a typical
scenario [20]. Inter-data center migration may not be suitable for some applications, such as
data-intensive applications, as it results in high bandwidth cost increasing the TCO of the
cloud provider, and requires a long migration time [44|. Examining the impact of migration
is important, and the decision to include migration in resource management should be taken
carefully, considering the nature of the application. In a federated cloud, the cloud provider
can migrate its VMs across various data centers to handle user mobility, reduce its cost or

the user delay, and maximize its profit [45, 46, 47|.

Resource Management in Federated Cloud Data Centers: Resource management
in the federated cloud system is challenging for the cloud provider due to its direct impact
on the cost of the cloud provider and the performance of the cloud system [38]. Though
resource management has been widely explored within a single data center, federated cloud
data centers pose new challenges. The challenges are the semi-autonomy and privacy of each
member in the federation, the possibility of sharing resources with other cloud providers,
the spatial cost diversity, inter-data center communication, and the VM migration between
data centers. This thesis addresses the problem of resource management in federated data

centers considering some of these challenges.
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1.1 Motivation for the Research Work

We noted from the literature survey that a major part of cloud providers’ income comes
from infrastructure services where physical resources are exposed as a service (i.e., VMs).
However, the cost of this service represents a significant fraction of the cloud provider’s
expenses. The ultimate goal of the cloud provider is to maximize its profit by minimizing
the cost while meeting the requirements of the user applications. The cloud provider can
utilize the variation of resource prices in a federated cloud system and outsource its VMs
to other cloud providers to minimize its own cost. Most of the work done in the literature
focuses on resource management within a single data center, while few works consider the
federated cloud. In addition, cloud providers typically offer several types of VM instances
with different resource capacities and diverse prices, which may vary across data centers.
Most of the works in the literature assumed VMs to be homogeneous, which is not practical.
The work in this thesis considered heterogeneous VMs and data centers. An efficient resource
management strategy should also consider the requirements of the hosted applications to
minimize the cost of the cloud provider and to meet the SLA requirements of the end-user.

The primary research objective in this thesis is to minimize the TCO of the cloud
provider while considering the characteristics and the constraints of various hosted ap-
plications. We design a hierarchical framework for resource management in a federated
cloud, based on which we design algorithms to handle the resource allocation for different
applications. We study an efficient migration technique for migrating VMs across data
centers of the federation as a part of the thesis work. In what follows, we discuss the

motivation behind our proposals in detail.

Resource management framework for federated cloud data center: From the
literature, we observe that resource management was usually handled in a centralized
manner, mainly in a single data center or on a limited scale. This approach requires
the cloud provider to store updated information about the resources of all servers in a
central database, yielding a non-scalable solution. In addition, it leads to a single point of
failure where the whole federation fails if the central manager fails. This approach may be
appropriate for a single-owner cloud system where the cloud provider has full access to the

resources of all data centers and servers in the cloud system. However, the semi-autonomous
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nature of federated cloud environment and the privacy of each member in the federation
warrant that a cloud provider cannot directly access the resources information in the other
cloud providers. Another solution is the distributed framework with no central controller,
and all entities (servers or data center managers) communicate with each other to manage
the resources and decide the allocation. This method is also not scalable, and it requires
extensive communication resulting in high network overhead. Therefore, the hierarchical
approach is an intermediate solution that is most suitable for federated cloud systems.
Resource management is performed on multiple levels in this approach, i.e., data center and

cloud provider levels.

Optimization of energy consumption cost: Energy consumption is estimated to
account for 30% to 50% of the TCO of the cloud provider, predominating the initial cost [48].
Therefore, energy cost optimization is an essential factor in minimizing the TCO. An efficient
resource management strategy should mitigate energy consumption and its associated cost.
Electricity price varies remarkably across different countries, ranging between $60 and $250
per MWh [49]. Energy cost can be minimized in a federated cloud by leveraging the spatial
variation of electricity prices across various data centers. However, data centers are different
in terms of energy consumption efficiency, measured by PUE. From the literature, we have
observed that the PUE of data centers ranges between 1.1 to 2 [50]. Thus, considering
electricity price as the only parameter for optimizing energy cost is not enough, e.g., the data
center may be located in an area where the electricity is cheap, but the ambient temperature
is high, leading to more energy consumption by the cooling system. Consequently, while
selecting the best data center for resource allocation, in terms of energy cost, we have
to consider electricity price and PUE together to reduce the cost of energy and power

consumption as well.

Optimization of inter-data center communication cost: Another important factor
that affects the TCO of the cloud provider is the communication cost. In federated cloud, the
data transfer price varies based on the domain. For instance, Google cloud charges (per GB)
0% within the data center, 0.01-0.08% between two data centers within the same geographical
region, and 0.08-0.23$ between data centers across different regions [51]. Most of the works

in the literature consider independent VMs for allocation, without considering the traffic
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demand between them. This may allocate VMs with high communication in different
data centers across various regions, that increases inter-data center communication cost.
Therefore, the cloud provider has to consider the features and the traffic pattern between
the VMs of the application and select a set of data centers such that the communication

cost is minimized.

Placement of Data-intensive Applications in Federated Cloud: Data-intensive
applications often require huge amount of resources and involve bulk data transfer be-
tween data and computing virtual components, posing a major challenge for small cloud
providers [52]. Federated cloud data centers present a promising platform for hosting these
applications. The placement of communicating virtual components on a single data center
is a potential solution to avoid latency and bandwidth cost. However, a single data center
may not be able to accommodate all the virtual components of an application with large
resource requirements [30, 53|. Therefore, these components may be distributed across
multiple data centers in a federation, wherein inter-data center communication cost may
lead to a drastic increase in the TCO, and the bandwidth cost may surpass other cost
components [52]. Reducing WAN traffic of data-intensive applications is critical to minimize
the bandwidth cost. Accordingly, highly communicated virtual components should be placed
within the same data center to reduce inter-data center communication. On the other
hand, the data-intensive applications lead to higher energy cost, which contributes to a
significant part of the TCO. Therefore, minimizing the cost of energy consumption while
hosting data-intensive applications is another critical issue for the cloud provider. We have
observed from the literature that energy consumption is usually modeled as a function of
CPU utilization only. However, sometimes the energy consumed by the memory or the
storage resources might be significant; for example, in data-intensive applications, storage
consumes about 40% of the total energy of the data center [50]. Thus, power consumption of
various resources should be considered according to the pattern of the application resource
demand.

While the literature focuses only on the bandwidth cost or the energy consumption
cost, we argue that both should be considered to optimize the cost and performance
of data-intensive applications. The cloud provider should allocate clusters of correlated

virtual components (to minimize inter-data center communication cost) while leveraging
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the variation in electricity price and PUE across data centers of the federation (to reduce

energy consumption and cost).

Dynamic Resource Allocation of Vehicular applications: Exploiting federated
cloud in VCC brings many benefits to users as well as to the vehicular service providers. For
instance, there could be a large number of users in a specific region (e.g. city center) that
can not be served by a single data center. Another case is where there is a sudden increase
in the density of vehicles during peak time. Using federated clouds, the vehicular service
provider can avoid infrastructure expansion for peak workload by shifting the overload to a
neighboring cloud provider temporarily [16]. The geographic diversity of the cloud providers
in a federation presents other benefits for vehicular services, such as cost efficiency and low
latency [19]. Federation also helps to handle mobility, which typically is done by migrating
the VMs to a closer data center to minimize the delay [18].

Vehicular applications are delay-aware with various delay thresholds. They can be
classified based on their delay requirements into two categories; delay-sensitive applications,
such as delivery of safety messages, and delay-tolerant applications, such as supporting social
network messages [54]. Resource management is a crucial task for the cloud providers, where
the requirements of various applications have to be met while minimizing the operating cost
of the cloud provider [55]. In VCC, user mobility adds another dimension to the problem
of resource management, making it more challenging [56]. The service provider needs to
continuously monitor the network delay and trigger VM migration when required to meet
the delay requirements while considering the cost as well [54]. There are a few works in
the literature that consider optimizing the cost in VM migration, but do not consider the
delay requirements, inherent to vehicular applications. In the literature, most of the works
either minimize the delay of the request or the cost of the cloud provider. We argue that a
trade-off should be considered for the benefit of both the cloud provider and the end-user.
In addition, VM migration should be utilized for dynamic resource allocation to tackle user

mobility.

Inter-Data Center VM Migration in Federated Cloud Data Center: As discussed
earlier, the ultimate objective of the cloud provider in a federated cloud system is to maximize

its own profit by minimizing its TCO [57]. A cloud provider can reduce its TCO by utilizing
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the spatial variation in the cost of resources across the data centers of the federation and
migrating its VMs to a data center that offers lower price [58]. However, inter-data center
VM migration in the federated cloud is a costly affair as it may produce a massive amount of
data that need to be sent over WAN links with restricted bandwidth and high data transfer
prices [17]|. Accordingly, migration brings an additional cost and increased delay, resulting
in performance degradation. Therefore, analysis of migration overhead in terms of time
and cost is essential during dynamic resource allocation in federated clouds. Although the
problem of VM live migration has been widely explored in the literature, most of the works
have been done within a single data center where the migration occurs over LAN and the
migration overhead can be neglected. Only few works addressed the live migration between
data centers, mostly without considering migration overhead.

Generally, VM migration studies in the literature considered homogeneous VMs [59]. In
practice, the cloud providers host heterogeneous VMs with different types of demands and
requirements to handle various applications (such as compute-intensive, memory-intensive,
and storage-intensive applications) [60, 61|. The type of VM influences the migration cost,
time, and benefit 2. For example, a compute-intensive VM can be migrated easier than
a memory-intensive and storage-intensive VM, with a higher migration benefit and lower
migration time. Migration may not be preferable in some cases, like migrating a database
server [48]. Further, migrating a VM with a longer residual lifetime gives higher migration
profit. Furthermore, some VMs are not eligible for migration due to security or special user
requirements (e.g., local data low) [62]. In addition, as we use pre-copy live migration, the
rate of modifying the data of the VM (i.e., page dirty rate (PDR)) should be considered.
Higher PDR may increase the traffic leading to longer migration time and a higher migration
cost. In some cases, the migration cost of a VM may surpass the migration profit resulting
in a negative migration benefit. Therefore, the VM and workload characteristics should be

considered while selecting the VM to be migrated [59].

In summary, while minimizing the TCO of the cloud provider, various factors need to be
considered based on the application. For data-intensive applications, resource management

strategy needs to consider inter-data center communication cost with the energy cost. On

2 We define migration profit as the gain due to the difference in the VM cost between the source and the
destination data center, while the migration benefit is the profit after subtracting the migration cost.
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the other hand, the delay requirements need to be considered besides minimizing the cost.
Further, while performing inter-data center VM migration to maximize the profit, the cost
of migration has to be taken into account, considering the migration overhead to maintain a

good performance.

1.2 Contributions of the Thesis

The main objective of the thesis is to work towards a cost-aware resource management
framework for a federated cloud, that effectively manages resource sharing across the cloud
providers in a federation with a dynamic resource allocation to minimize the TCO of the
cloud provider. While doing this our resource management strategies also consider the
requirements of various applications. Considering the aforementioned motivational factors,
we summarize the set of problems for cost-aware dynamic resource allocation in a federated
cloud. We highlight the salient contributions of the thesis, spannning across different aspects

of resource management.

1.2.1 Design a Hierarchical Management Framework for Federated Clouds

Research problem: How to design a scalable and efficient resource management
framework that meets the requirements of the federated cloud system with a
minimum network overhead?

The first objective of the thesis is to design a framework for resource sharing and
workload allocation that suits the requirements of a federated cloud, such as semi-autonomy;,
privacy, and scalability. The proposed framework is designed in a hierarchical manner using
two different layers for each cloud provider in the federation: (i) a Data Center Manager
(DCM) for each data center in the federation, which is part of a local management layer
and (ii) a Federated Cloud Manager (FCM) for each cloud provider, which is a part of a
federation management layer. The FCM is responsible for communication with its own
DCMs, its end-users, and FCMs of other cloud providers. When an FCM needs to distribute
workload, it contacts other FCMs to collect the status of their data centers.

The proposed framework is scalable and it can be grown organically as more cloud
providers join the federation. Since the status messages are sent only on demand, the

framework minimizes the communication overhead. Additionally, the framework is stateless
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since it uses request /reply paradigm. It does not suffer from single point of failure; if an

FCM fails, the cloud provider can simply create a new FCM without any state transfer.

1.2.2 A Cost-aware Placement of Data-intensive Applications on Feder-

ated Cloud

Research problem: How can a cloud provider minimize its TCO while allo-
cating the resources for deploying a data-intensive application in a federated
cloud system, taking into account the cost of energy consumption and network
bandwidth?

In this work, a cloud provider tries to host data-intensive applications at minimum cost.
Continuous communication and a massive data transfer across the virtual components (VCs)
of a data-intensive application, scheduled across the data centers adds to the communication
cost. The communication cost must be minimized by allocating correlated VCs to the same
data center. The energy consumption cost of the VCs should be minimized by leveraging
electricity price and PUE variation across different data centers in the federation. Therefore,
the problem at hand is, how to allocate groups of collaborating VCs to a set of data centers
in a federation to minimize the TCO, including the costs of energy consumption and network
bandwidth.

The main contributions of this work are:

1. We formulate the problem of placing collaborating VCs of a data-intensive application
as an optimization problem to minimize the TCO, including costs of energy consump-
tion and inter-data center communication, with a set of constraints that represent

resource availability.

2. Using the hierarchical management framework, we propose an algorithm for resource
allocation that divides the VCs into a set of clusters based on the communication
requirements. The data-intensive application is represented as a weighted directed
graph where the nodes are the virtual components, and the edges express their traffic
demand. The proposed algorithm receives an application request and runs iteratively
in two phases; Partitioning and Mapping. The Partitioning phase partitions the
request graph into clusters based on the traffic density between the nodes by removing

the lowest weighted edges, minimizing inter-data center communication and bandwidth
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cost. The Mapping phase allocates the created clusters of virtual components to a
data center with a minimum energy cost (considering electricity price and PUE)
to minimize the operating cost. We analyze the time and space complexity of the
algorithm with respect to the number of VCs and the number of data centers, and
find them to be polynomial. We find the cost of running the algorithm to be negligible
compared to the cost saving achieved by the algorithm. The proposed algorithm is
seen to outperform other baseline approaches in terms of energy cost, communication

cost and the total cost.

1.2.3 Cost-and-Delay Aware Dynamic Resource Allocation in Federated

Vehicular Clouds

Research problem: How can a cloud provider hosting vehicular services allocate
resources dynamically in a federated cloud system to minimize the cost while
assuring the QoS requirements of different vehicular services, considering the
user mobility?

In this problem, we aim to minimize the cost of the cloud provider while considering
the delay constraints of various applications. Typically, modern vehicular applications are
delay-aware. Based on their delay requirements, they can be classified into two categories;
delay-sensitive (DS) and delay-tolerant (DT) applications, which are characterized by
different delay thresholds and corresponding cost thresholds [54]. The cloud provider has to
minimize the delay for DS applications and the delay should not exceed a threshold. In
contrast, DT applications only require the delay not to exceed a reasonably large threshold.
For both applications, the associated cost thresholds should be considered during resource
allocation. Further, user mobility in VCC makes the problem more challenging, where VM
migration might be employed to meet the delay and the cost requirements continuously.

The main contributions of this work are:

1. We introduce Federated Vehicular Cloud Computing (FVCC) architecture which
applies the federated cloud in VCC to handle the resource-intensive vehicular ap-
plications. FVCC leverages the advantages of the federation for hosting vehicular

applications, such as minimizing the cost and the delay.

2. We propose a dynamic pricing model for resource sharing among the cloud providers.
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This pricing model defines a VM instance’s renting price to other cloud providers in
the federation, which ranges dynamically between the operating cost and the end-user

price based on resource utilization.

3. We propose a cost-and-delay aware dynamic resource management algorithm in FVCC
that classifies the user request based on application category (DS or DT) and performs
online resource allocation considering the application’s requirements and the associated
cost threshold. It also migrates the VMs when required (based on mobility and delay
requirements). The proposed algorithm is shown to meet the delay requirements with
a significant cost reduction to the provider up to 50% compared to baseline methods.

It serves more than 90% of requests with lower cost and fewer VM migrations.

1.2.4 Towards Cost-aware VM Migration to Maximize the Profit in Fed-
erated Clouds

Research problem: How can a cloud provider utilize VM live migration across
data centers in a federated cloud effectively to maximize its profit while mini-
mizing the migration cost and time?

In this problem, we explore inter-data center live migration in a federated cloud system
to maximize the profit of the cloud provider by minimizing its TCO through leveraging the
variation in resource price across data centers of the federation. However, inter-data center
migration adds extra cost due to data transfer of the migrated VMs. We attempt to minimize
the TCO and the migration time at the same time. We also study the various parameters
that affect the migration performance and cost, including the parameters related to VM (i.e.,
type, lifetime, PDR, and eligibility for migration) and the parameters related to data centers
(bandwidth and data transfer price). We present a comprehensive model for estimating
migration performance and cost considering all parameters. The main contributions of this

work are:

1. We model the VM cost in a federated cloud system; based on the energy cost (if the
VM is hosted locally) and using the dynamic pricing model proposed in the previous
problem (if the VM is outsourced to another cloud provider). We also model the

migration cost, migration time, and downtime of migration.
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2. We formulate the problem of inter-data center live VM migration in a federated cloud
as an optimization problem, with the objective of minimizing the TCO of the cloud
provider and the total migration time as well. This problem formulation is a variant

of the dynamic bin packing problem, that is in NP-hard.

3. We propose three heuristics to select the source and the destination data centers of
the migration, and the VM to be migrated. To include the migration bandwidth and
the data transfer price in the decision, we define migration benefit metric, as the profit
gained by migrating the VM to a potential destination after subtracting the migration

cost.

4. Based on the heuristics, we propose an efficient VM migration algorithm in a federated
cloud that migrates only the eligible VMs, whose migration maximizes the profit of
migration. The proposed algorithm consists of two algorithms: one to select the source
data center and the VM to be migrated, while the other one to select the destination
data center that gives the highest migration benefit. We show that the time and space
complexity of the algorithms are polynomial. The proposed algorithm is shown to
outperform other baseline approaches, with up to 48% reduction in the TCO along

with minimum migration time, downtime, and number of migrations.

1.3 Organization of the Thesis

The rest of the thesis is organized as follows:

Chapter 2 discusses in brief, the general architecture of a federated cloud, followed
by an overview of the vehicular cloud computing architecture. Then, it briefly defines the
problem of resource management in cloud data centers and various migration techniques.
Next, a comprehensive taxonomy of resource management problem is presented. Finally
we present a state-of art literature survey on energy-aware and network-aware resource
allocation, resource management frameworks, the placement of data-intensive applications,
resource management in vehicular cloud and VM live migration.

Chapter 3 begins by presenting the proposed hierarchical resource management
framework for federated cloud and then presents the optimization formulation of the

placement of data intensive applications, with an objective of minimizing the TCO of the
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cloud provider. In this chapter we also discuss the models for the cost of energy consumption
and inter-data center communication. We present a two-phase algorithm for the placement
of data-intensive applications in a federated cloud system and then discuss the results from
evaluation of the proposed algorithm for different scenarios.

Chapter 4 presents the work done for delay and cost aware deployment of vehicular
cloud applications in a federated cloud. We first describe the system model, including the
proposed FVCC architecture, and the dynamic resource pricing model for resource sharing.
Next, an algorithm for solving the problem is proposed and then the simulation results are
presented to show the benefits of the proposed algorithm.

Chapter 5 discusses the problem of live VM migration across data centers in a federated
cloud system to maximize the profit of the cloud provider. It provides a model for VM
cost in a federated cloud and introduces a model for estimating migration performance. It
presents the problem formulation to minimize the TCO of the cloud provider, considering
migration cost, and the migration time as well. We present an inter-data center migration
algorithm that uses three heuristics for selecting the source and the destination data centers
for migration, and the VM to be migrated. Finally, we discuss the experimental results
to demonstrate the efficiency of the proposed algorithm in terms of TCO and migration
performance.

Finally, Chapter 6 concludes the thesis with a summary of the research contributions

and suggests some directions for future work.
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CHAPTER

Background and Literature Survey

In this chapter, we present some background material relevant to the problems addressed
in the thesis and also discuss the literature surveyed on these topics. First, we present the
general architecture of federated cloud data centers considered in the work and also discuss
vehicular cloud computing briefly. Next, we discuss two important concepts, virtualization,
and migration. We give an overview of various migration techniques and explain the pre-copy
live migration technique used in our work. Finally, we present a comprehensive taxonomy
of resource management problems and then discuss the state-of-art literature related to the
problems addressed in the thesis.

Organization of the Chapter: The rest of the chapter is organized as follows. Section 2.1
discusses the architecture of federated cloud data center considered in the thesis. In
Section 2.2, we discuss the salient features of vehicular cloud computing, relevant to the
work in Chapter 4. The basic concepts of virtualization and migration are discussed in
Section 2.3. Section 2.4 details the taxonomy of the resource management problems in cloud
networks. We discuss the literature relevant to the problems addressed in the thesis and the

limitations therein in Section 2.5. The chapter is summarized in Section 2.6.

2.1 Federated Cloud Data Center Architecture

We are living in the era of cloud computing, which is an evolving paradigm that allows rapid

and on-demand access to a pool of shared configurable resources that can be provisioned easily,
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Figure 2.1: Cloud service model

typically over Internet [62|. This encouraged most of the big companies and organizations
to shift their businesses to the cloud [3|. Cloud computing services can be delivered in
three different models based on pay-as-you-use, as depicted in Figure. 2.1. They are (i)
Infrastructure as a Service (IaaS) which offers physical resources like processing power,
memory, storage, and network bandwidth to customers, (ii) Platform as a Service (PaaS),
where a cloud service provider delivers the computing environment which is required for
building cloud applications, and (iii) Software as a Service (SaaS) which provides applications
hosted on cloud and the end-user access the application through internet [63]. In this thesis,
we focus on TaaS where customers can share physical resources that are hosted in data
centers.

The massive demand for cloud resources has led to the emergence of the geo-distributed
cloud data center, which is a collection of many small data centers located in different
geographical areas. A data center may contain just a few servers in a single private cloud or
may have several thousands of interconnected servers across a public geo-distributed cloud.
It has been reported that the number of hyper-scale data centers worldwide increased by
226% during the last five years, going up from 259 in 2015 to 597 data centers at the end of
2020 [64]. For example, Amazon operates 81 availability zones; each has one or more data

centers across 25 regions in 4 continents [65].
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However, the problem is that the big cloud users cannot get all the required resources
from a single cloud provider, no matter how large it is. Most of the main cloud providers
also have a limited geographic presence, and they usually establish their data centers in
places profitable for their businesses [30]. If we look at the majority of applications that are
deployed in the cloud, such as social media, e-commerce, big data analysis, and online games,
they all require humongous resources and global coverage. Furthermore, some customers
may have specific requirements. For example, a customer may have already stored data in
Amazon S3 but wants to deploy a computing service using Google compute engine without
moving the data.

The federated cloud data center has emerged as a promising solution for hosting such
applications in a scalable and cost-efficient manner. Federated cloud systems aggregate
the resources provided by the data centers of collaborating cloud providers into a single
platform |7, 6]. The architecture of a federated cloud system is illustrated in Figure. 2.2.

Actors or stakeholders usually participating in the federated cloud system are [8]:

@ End user

NSPz

Federated Cloud

Figure 2.2: Federated cloud system architecture
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o Cloud Infrastructure Provider (CIP): It owns and manages data centers which in-
clude physical resources. Every CIP represents an anonymous subsystem within the

federation with one or more data centers.

o Cloud Service Provider (CSP): It offers various cloud services to customers using
resources provided by the CIPs participating in the federation. It may use resources

from different CIPs.

e Fnd User: This is the cloud consumer that requests services from the CSP; it may be

a mobile user in some cases, such as a vehicle moving on a highway.

o Cloud Broker (CB): It acts as a proxy between the end users and the CSPs and
between the CSP and CIP to find the best CSP (or CIP) according to pre-specified

criteria.

e Network Service Provider (NSP): It provides network access or bandwidth and provides
connectivity between end users and data centers of the cloud, as well as across the

data centers of various CIPs.

Figure. 2.2 presents the general architecture of the federated cloud system. The CSP
may not have any data center where it offers services by leasing resources from CIPs. A
CIP may offer infrastructure services (and other services) directly to end users acting as
a CSP, such as Google and Amazon cloud providers. In this case, end users may request
the service from the CIP directly without any broker. In traditional geo-distributed data
centers, CSP connects to one CIP that has multiple data centers in different geographical
locations where the CIP can use the resources of its data centers only. On the other hand,
CSP can connect to several CIPs simultaneously in a multi-cloud scenario. However, in a
federated cloud, a CSP connects to only one CIP, and this CIP may communicate with other
providers and rent resources from them. This is transparent to the CSP, which interacts only
with one CIP. Federation minimizes the resource management effort for the CSP and also
minimizes the communication between the CSP and CIPs as well. The problem of resource
management in a federated cloud is restricted within the boundary of the federation. Each
CIP represents an individual entity within the federation where the privacy of the CIPs

should be maintained, and each CIP can decide its own strategy regarding resource sharing.
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In traditional geo-distributed data centers, the CIP usually has its own inter-data center
WAN network. But, in a federated system, a CIP needs to engage with an NSP to connect
to another CIP. There may be various NSPs that offer different types of network connectivity
services at different prices. Hence, the data centers of a federation are connected through
links with diverse bandwidths and pricing. The price of network bandwidth (typically
measured in $/GB) also varies based on the geographical distance [51]. Since we focus on
resource management in a federated cloud system, we assume CIP to also act as a CSP,
which we term as cloud provider (CP) in the thesis. The problem here is that the CP has to
choose the best resource allocation for hosting applications according to their requirements
and the cost of various resources across the federation, considering the possibility of resource

sharing and workload outsourcing.

2.2 Vehicular Cloud Computing

Recently, vehicular networks have attracted the attention of industry and academia as
a vital part of the smart city idea [66]. Vehicular networks are still in the process of
development, with the Internet acting as an essential service platform (an indispensable
part of an intelligent transportation system). Various vehicular services have been proposed
to enhance the safety conditions and to improve the driving experience. For instance, it
was reported that deploying safety message systems at highway intersections could reduce
vehicle accidents in Western Europe by 25% [67]. Another application is real-time traffic
analysis, where real-time traffic data could be collected from a large number of vehicles and
transmitted to cloud data centers for processing, and in return, some useful information
could be broadcast to traffic officers or drivers to help them in route planning.

Earlier vehicular ad-hoc networks (VANETS) consisted of vehicles with onboard units
that can communicate and share information to enhance the driving experience [68|. Despite
the modern technologies used in vehicles, the rapid evolution of vehicular services presents
a significant challenge for traditional VANETSs. Vehicles usually have limited computing
and storage resources due to the requirements of low cost and small-sized hardware, which
result in low data processing speeds [67]. On the other hand, modern vehicular services
require complex computation and demand massive storage. To this end, VANETSs are taking

a new direction, with increased usage of cloud computing to support resource-intensive
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Central Cloud

Servers

Figure 2.3: Vehicular cloud Computing architecture

applications that otherwise would not work with the limited resources on board [54]. As
shown in Figure. 2.3, Vehicular Cloud Computing (VCC) is the technology in which VANETS
with the gateway Road Side Units (RSUs) and cloud computing are integrated together to
host emerging vehicular applications. With the help of VCC, several services such as real-time
traffic analysis, remote vehicle diagnosis, real-time navigation, and mobile social networking
can be supported [69, 34, 67|. In VANET, vehicles can communicate with each other directly

to offer some services such as inter-vehicle video and audio communications [67]. RSUs
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may have limited local resources, and they can provide some services such as location-based
commercial advertisements [67]. RSUs also act as gateways for vehicles to request vehicular
services from the central cloud (or to send data for processing in the central cloud). CSP
represents a front-end proxy in the cloud wherein one or several data centers are available
at the back-end to serve the user requests. While the front-end is separated logically from
the back-end, the CSP may be deployed physically in one of the data centers. Vehicles
communicate with each other and with RSUs through wireless channels, while RSUs are
connected to the central cloud through the Internet. To demand a service from the cloud, a
vehicle sends a request to the nearest RSU, which forwards it to the CSP. In turn, the CSP
directs the request to an appropriate data center that has enough resources and meets the
delay requirements of the requested service. Moreover, due to vehicle mobility, the resource
management in VCC is different from the traditional cloud, as the CSP needs to monitor
the delay and might have to migrate the VM allocated to the vehicle to meet the SLA. After
processing the request, the data center sends the response back to the CSP, which forwards
it to RSU, and finally, the RSU transmits the response to the vehicle. The CSP may also
consider various objectives besides the delay while distributing the load across data centers,

like load balancing or minimizing the operating cost.

2.3 Virtualization and Migration

Cloud providers typically deliver diverse services at all levels. Figure. 2.1 shows the resources
managed at each level in the TaaS model. Under this model, end users request VMs in the
cloud that are then allocated to physical resources of the data centers. Virtualization and
migration are key enablers for flexible and cost-efficient resource management in cloud data
centers [16, 70]. In this section, we present an overview of virtualization and the different

migration techniques used.

2.3.1 Virtualization Technology

Virtualization is one of the main technologies in cloud data centers that expedites the provi-
sioning of virtual resources to the end users [41]. It facilitates dynamic sharing of physical
resources, allowing various applications to run separately in different performance-isolated

platforms called virtual machines on a single physical machine as shown in Figure. 2.4 [16].
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Figure 2.4: Resource virtualization

A VM is typically a composition of multiple configurable resources (CPU, memory, storage,
and bandwidth). The resource requirements of a VM may fluctuate over time, and the CP
calculates the cost accordingly based on pay-as-you-use. In a public cloud setting, it is
common that the CP offers standardized types of VMs. Some CPs allow the user to select
among predefined types of VMs only [61, 71|, while others allow costumers to specify their
own VM configuration giving them more flexibility [60]. In addition, CPs may have different
pricing strategies such as price for a long term VM, on-demand pricing according to usage,
and discount price for spot instances [60]. In this thesis we consider on-demand pricing for

all the cost models.

2.3.2 VM Migration Techniques

Migration allows VMs to move from one physical machine to another one with a little
downtime of the service hosted [59]. It transfers VM image, which includes CPU current
state and memory, across the network [20]. It may also need to transfer the storage of
the VM if the migration is happening across different data centers. Basically, there are
two migration technologies; cold (non-live) migration and live migration, as illustrated in
Figure. 2.5 [20]. In cold migration, the VM is stopped on the source, and then the VM
configuration file is transferred to the destination. Thereafter, the VM starts again on the
destination. However, this is not common in cloud data centers. In live VM migration,

the VM is migrated without shutdown [62|. However, because the migrated VM might
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Figure 2.5: Performance of VM migration technologies

have executed write instructions during the migration, the dirty pages or modified pages
should be copied to the destination. There are various implementations for live migration
technology such as pre-copy, post-copy, and hybrid-copy [20]. We will explain the technique
often used in cloud data centers, namely the pre-copy live migration. It includes two stages,
the pre-copy stage and the stop-and-copy stage [20]. In the pre-copy stage, the migration
process starts by transferring the basic VM image while the VM is still running on the
source. Then, dirty data is transferred in an iterative manner up to a defined threshold
(termed termination condition) which can be set based on one of the conditions: (i) the
number of iterations reaches a predefined value, (ii) the size of remaining dirty data is less
than a specified value, or (iii) the ratio between the size of the copied data to the size of the
VM basic image is larger than a predefined value. It is worth noting that there is no specific
termination condition that can suit all VMs because they run different workloads with
diverse data modification patterns. Therefore, an efficient migration strategy usually defines
the termination condition as a combination of several conditions to suit most of the VMs.
The second phase is the stop-and-copy; it starts when the termination condition is reached.
In this phase, the VM is suspended, and then the remaining dirty data are transferred.
After this, the VM is resumed on the destination, while the VM at the source is discarded.
This migration technique is implemented in most of the modern virtualization platforms,

such as VMWare ESX (VMotion), Oracle VirtualBox, and Microsoft Hyper-V [20].
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As seen from Figure. 2.5, cold migration is much faster, easier, takes smaller migration time
with low network traffic, but the downtime is equal to the migration time. On the other
hand, live migration needs longer migration time and incurs larger network traffic, but has
smaller downtime. Due to high availability requirements, live migration is commonly used

in cloud data centers.

Figure. 2.6 shows the basic steps of pre-copy live migration between data centers which

includes six stages [20, 72.

1. Stage 1: Pre-Migration. After selecting the VM to be migrated, the destination
data center is selected for migrating the VM, according to the objective of the cloud

provider (e.g., minimize the cost, minimize the delay, etc.).

2. Stage 2: Resource Reservation. A VM with the same resource configuration as the

migrated VM is reserved in the destination data center.

3. Stage 3: Iterative Pre-copy. The data of the migrated VM are copied iteratively to
the destination data center. The entire VM image (including memory and storage) is
transferred in the first iteration, and then the dirty data are transmitted in successive

iterations.

4. Stage 4: Stop-and-copy. When the iterative pre-copy loop meets one of the defined
termination conditions, the migrated VM is suspended in the source data center, and
the remaining dirty data are completely transferred to the destination data center. At
this point, both the source and the destination data centers have the same copy on
the migrated VM. In case of migration failure due to some reason, the migrated VM

can be resumed in the source data center.

5. Stage 5: Commitment. The destination data center informs the source data center
that it has received the migrated VM successfully, and then the source data center

can release the resources reserved for the migrated VM.

6. Stage 6: Activation. The migrated VM is resumed in the destination data center.

The performance of live migration is typically measured by the following metrics:
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Figure 2.6: Basic steps of inter-data center pre-copy migration technique

e Total migration time: It is the duration between the time when the migration process
starts and the time when the source VM can be discarded. So, it is the total time to

transfer the VM from the source to the destination.

e Downtime: It is the duration for which the VM is non-responsive, i.e., stop-and-copy

stage in our case.

e Total network traffic: It is the total data transmitted during the migration process. It
is critical as it is related to the workload feature (page dirty rate) and the bandwidth

between the source and the destination data centers.

TH-2862_166101017 29



2.4. TAXONOMY OF RESOURCE MANAGEMENT PROBLEM

2.4 Taxonomy of Resource Management Problem

Resource management problem in cloud is all about the allocation of VMs according to
the objectives of the cloud provider and subsequent migration to optimize the resource
allocation [70]. The literature on the resource management problem is based on the
considered system model, including the hosted application, the system configuration, the
objectives of the problem, and the resources considered into account. In addition, some
problems address only static resource allocation while others consider changing the allocation
through migration as well. In this section, we present a comprehensive taxonomy of the

resource management problem in the cloud, as shown in Figure 2.7.

2.4.1 Cloud Applications

Cloud data centers have become the preferred hosting platform for a wide range of appli-
cations, including video streaming, big data analysis, social networks, high performance
computing (HPC), and scientific applications. These applications have different features.

Based on the resource demand, applications can be classified into four classes [44]:

e Data-intensive applications: These applications handle massive amounts of data with
enormous data transfer, e.g., big data analysis [28|. In this case, the storage constraints
might be a bottleneck rather than computing. Besides that, data locality should
be maintained in such a way data nodes and associated computing nodes should be

allocated close to each other [53].

¢ Communication-intensive applications: In these applications, the network bandwidth
may become a bottleneck, e.g., video sharing where each request generates a new
video streaming [73]. The resource management strategy should reduce the latency

and minimize the network traffic.

e Computation-intensive applications: Scientific and HPC applications for solving ad-
vanced mathematical problems require high computing resources, but they generate
very less network traffic. Usually, the resource management strategy for these applica-
tions focuses on consolidating VMs in a minimum number of servers to reduce energy
consumption [40]. However, load balancing should be considered to avoid performance

degradation.
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e Balanced applications: This type of application requires a moderate amount of storage,
computing, and bandwidth, such as GIS (Geographic Information System), which needs
to read a large amount of data and do heavy processing. Here, resource management

should balance the load of various resources [24].

Since different applications have diverse resource demands and QoS requirements, a practical

resource management strategy must cater to the application’s requirements.

2.4.2 Resource Types

Cloud providers have physical resources, and end users request them in units of VMs.
Resource management handles the allocation of VMs to the physical resources. VMs may
have various resource demands, where a VM is usually characterized by the number of CPU
cores, memory, and storage resources. The users may also configure the required bandwidth.
Cloud providers offer various types of VMs with different combinations of resources to
meet the requirements of applications, such as compute-optimized, memory-optimized, and
storage-optimized VMs [61]. In a data center, computation and storage resources may be
combined in one server or may be separated, e.g., in Amazon Elastic MapReduce (Amazon
EMR), computation is performed by Amazon EC2, while data is stored in Amazon S3.
Resource management is generally a bin packing problem. Physical machines are
assumed to be the bins, and the VMs are considered the items that need to be packed
into the bins while considering resource availability. The problem is usually formulated
as an optimization problem with a specific objective (or multiple objectives) subject to a
set of constraints, including resource availability constraints and other constraints (e.g.,
latency is less than a threshold) [74]. Most of the works in literature formulated resource
management as a single dimension problem, taking into account only the CPU resources.
However, according to the hosted application, other resources might be a bottleneck, as
discussed above. Therefore, the problem of resource management in a cloud data center is a
multi-dimension optimization problem that needs to consider multiple types of resources
based on the application |75]. Different problem formulations consider various resources.
Most of the papers formulate the problem as a single dimension problem, taking into account
only the CPU resource. In contrast, others formulate it as a multi-dimensional problem

with diverse resources.
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In a federated cloud data center, the cloud provider can rent resources from other cloud
providers and offer them to its users. Hence, the resources available to a cloud provider in a

federated system can be of two types:

e Local resources: It includes the resources owned by the cloud provider. These are
whiteboz, i.e., the cloud provider has complete details about their status (utilization,

power consumption, etc.), and it is responsible for managing them.

o Fuxternal resources: It includes the resources that are rented from other cloud providers.
These are blackboz, i.e., the cloud provider only has an interface to request and manage

VMs without knowing the underlying infrastructure of external cloud providers.

Therefore, the problem of resource management in a federated cloud is how to divide the
workload among local and external resources to maximize the profit and minimize the cost

while considering the QoS of various applications [38].

2.4.3 System Configuration

In the literature, the resource management problem is also handled based on the system
configuration considered. For each setup, a different variant of the problem is addressed.
Based on the system configuration, we will discuss some of the categories of resource
management problems in the literature.

The problem of resource management in a single data center has been widely explored
in the literature. In this context, the typical objective is optimizing resource utilization to
minimize energy by minimizing the number of working servers |40, 41, 75, 62]. The servers
in a data center are connected over a high-speed LAN, wherein the network bandwidth is
not considered to be a limited resource. On the other hand, in a geo-distributed data center,
the cloud provider can take advantage of spatial and temporal diversity in electricity prices
across different locations. Here, the common objective is to choose a subset of data centers
with the lowest electricity price to reduce the cost [45, 10]. In a federated data center,
due to the possibility of resource sharing between cloud providers, the problem gets more
challenging. The problem here is how to divide requests among local and external resources
to maximize the profit while considering various factors (e.g., availability of shared resources,

cost diversity, latency, inter-data center bandwidth and the cost of data transfer) [14, 16, 24].
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Usually, the problem of VM allocation is modeled as a homogeneous problem where all
servers have the same specification, and all VMs have the same resource demand [76]. In
practice, the servers may have different types of resources (e.g., in Amazon EMR, computing
and storage are separate). Also, the data centers are gradually updated and expanded
with recent equipment. Federated clouds have large heterogeneity in terms of the type and
number of resources [16].

In a single data center, the resources can be usually managed in a centralized manner.
However, it does not scale up for geo-distributed and federated data centers. A common
approach is to use a distributed platform which requires all-to-all communication between
various resource containers (servers or data centers) [77|. This might work with traditional
geo-distributed data centers but not with federated clouds where the semi-autonomy must
be preserved, and the resource sharing and access should be decided by the cloud provider.
The hierarchical approach is yet another intermediate solution where the resources are

managed at various levels.

2.4.4 Types of Resource Management

Resources in a cloud data center are allocated either statically or dynamically. Dynamic
resource management generally includes initial VM placement and re-optimization [38|.
The initial resource allocation is performed when a new request is received, while the re-
optimization is usually carried out using VM migration due to change in some environment’s
conditions such as the server load, the VM demand, electricity price, or external resources
price (in a federated cloud) [45, 63|. Dynamic resource management is more suitable for
some applications. For instance, migration is very important to handle user mobility in
vehicular applications [66]. However, migration creates additional overhead, and it is not
a preferred choice in some cases like data-intensive applications where the static resource
allocation is more suitable [48]. Moreover, inter-data center migration is a very critical
process. Therefore, considering the impact of migration is essential, and its use in resource

management should consider the system architecture and the applications.
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2.4.5 Resource Management Objectives

In the literature, resource management works have considered various objectives ranging
from energy optimization to communication optimization with respect to QoS [74]. We

briefly describe the common objectives which have been addressed the most in the literature.

Energy optimization: Due to its high cost and environmental impacts, the optimization
of energy consumption has attracted the attention of the research and industry. Minimizing
energy consumption is the most popular objective in a single data center. It is usually done
using some techniques such as DVFS (dynamic voltage and frequency scaling) which scales
the CPU frequency up and down to improve energy consumption and the performance [78, 79|,
and VM consolidation which consolidates VMs on a minimum number of servers and switches
off the idle ones or turns them to sleep mode [40, 41, 75, 80|. In large-scale cloud systems,
data centers are different in terms of energy efficiency which is measured by power usage
effectiveness (PUE). This metric is defined as the ratio of the total power entering the data

center to the amount of power used by I'T equipment.

Total Facility Power

PUE = (2.1)

IT Equipment Power

From the literature, we have observed that the PUE of data centers ranges between 1.1
to 2. When PUE is equal to 1, it means the data center is perfect in consuming energy,
and there is no energy wastage, while PUE of 2 means that half of the consumed energy is
wasted in cooling and lighting. In geo-distributed and federated cloud data centers, energy
consumption can be reduced by selecting the data center with the lowest PUE [48]. Further,
electricity price variation presents a major advantage of distributed data centers, and it
helps cloud providers significantly to reduce their operational costs.

Energy consumption is modeled using various models, such as linear, non-linear, and
table-based models [81]. The linear model is the most common one, which models energy

consumption of a server as a function of its CPU utilization as

ServerPower = Pigie + Ue (Praz — Pidie) (2.2)

where U, is the current utilization of the CPU, and P,g,, and Py,q; are the power consumed
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by the server when it is idle and at its maximum utilization, respectively. However, memory
or storage might sometimes become a bottleneck in power consumption; for example, in data-
intensive applications, storage consumes 40% of the total energy consumption. Moreover,
cooling systems also contribute about 50% of the total energy in the data center [50].
Therefore, the hosted application should also be considered into account for modeling the

energy consumption.

Communication optimization: It is another common objective for resource manage-
ment. Some works addressed this objective in a single data center by allocating VMs to
the same server or ones within the same rack or connected to the same switch to minimize
network traffic [82, 83|. However, servers within a single data center are connected through
a high bandwidth LAN [84], and the communication cost can be ignored. Moving to
distributed data centers connected through WAN links with limited bandwidth, VMs of an
enterprise application could be placed in multiple data centers. Thus, the optimization of
inter-data center communication becomes a challenge. Moreover, some applications such
as big data analytics need to optimize communication. Further, in a federated cloud data
center, the problem becomes more challenging as there are different network providers that

offer diverse bandwidth and data transfer prices.

Load balancing and QoS: QoS is very critical for some applications, such as safety
messages in VCC, and violation of QoS may cause additional cost to the cloud provider [85].
For instance, Amazon lost 1% due to 100 ms rise in response time, and Google incurred a
20% reduction in revenue when the response time increased by 500 ms. QoS requirements
are typically expressed through Service Level Agreement (SLA), an agreement between the
cloud provider and the end user regarding expected service quality (e.g., response time,
latency, availability, etc.). SLA may be hard or soft, where the hard SLA must be satisfied,
while the soft SLA should be satisfied as much as possible. In case of an SLA violation, the
cloud provider has to pay the penalty to the user. Hence, the QoS requirements should
be considered carefully during the problem formulation while optimizing other objectives
(e.g, minimizing the cost). The hard SLA must be modeled as a constraint, while soft
SLAs should be included in the objective function. Also, resource management strategy

must balance the load and avoid overload status to minimize the number of SLA violations.
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Further, for some applications with mobile users (e.g., vehicular applications), dynamic
resource management should be utilized to handle the user mobility and maintain the
QoS [18]. In geo-distributed data centers, QoS is a challenging problem, due to diversity in
network latency and limited choices of data centers. Federated clouds represent a promising
platform for meeting QoS where the cloud provider has more options. It can allocate (or
migrate) a VM to a data center of another cloud provider near to the user to minimize the

delay and response time.

Indeed, the aforementioned objectives are not fully independent and all of them
contribute to the cost. The ultimate objective of the CP is maximizing the profit by
reducing the cost while meeting QoS. Accordingly, the CP would typically need to solve

multi-objective problem to optimize the various objectives.

2.5 Related Work

In this section, we will present a survey of the literature in the area of resource management,

which are closely related to the problems addressed in our thesis.

2.5.1 VM Allocation and Resource Management in Cloud Data Centers

Minimizing the TCO is a primary objective for the cloud provider. The TCO in a feder-
ated cloud has mainly two components: the cost of energy consumption and the cost of
network communication. We review some important papers that have addressed these cost
components as an objective. To the best of our knowledge, there are very few papers that
considered both energy consumption and network bandwidth costs together while optimizing

the TCO of the cloud provider.

Energy-aware Resource Allocation: In modern data centers, energy efficiency has
become an important research topic; the reduction of operational costs, generated heat and
environmental impact are some of the reasons for this [74]. Next, we discuss the problem of
energy-aware resource allocation within a single data center and in large-scale data centers.
Energy-aware resource allocation in a single data center: The problem of VM allocation is
mostly explored for the data center at a single site with minimizing the energy consumption

and maximizing the resource utilization as an objective [86, 75]. In fact, data centers
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are usually designed for peak traffic. However, the average data center workload stays
around 30% most of the time, causing unnecessary energy wastage. VM consolidation
is widely used to allocate VMs on a minimum number of physical servers and to switch
off idle servers [87, 88, 89, 90]. In [91], VMs that have a complementary temporal traffic
requirements are packed in a group. Then, VMs of the same application or group are placed
in nearby servers to maximize resource utilization and minimize the number of active servers.
However, only homogeneous VMs are considered for the study. In [80], VMs of a virtual
cluster are classified into two groups; one group where VMs are always busy and another
group where VMs may change to sleep mode. Accordingly, tasks are migrated between
these two groups for trading off the energy saving and the response time. In [92] and [93],
VM migration was proposed to relocate the live VMs to reduce the number of working
servers. HEROS [83] examined the trade-off between energy saving and load balancing
in heterogeneous data centers. It allocates VMs to the server, which gives the maximum
score value; the score is the product of the server selection function and the communication
potential function. The server selection function chooses the most energy-efficient server,
considering heterogeneity, while the communication potential function is a decreasing
function with increasing link load. HEROS has been evaluated using GreenCloud simulator,
and results demonstrated significant energy savings up to 46%. Authors in [84] considered
data centers with heterogeneous bandwidth focusing on the fact that VM migration could
be faster by using higher bandwidth, and that leads to earlier shutdown of the under-loaded
servers and saving energy as a result. All these works aim to reduce the energy consumption
within a single data center, where there is no diversity in the electricity price, and the
network bandwidth is not a major issue.

Energy-aware resource allocation in a geo-distributed data centers: In context of large-scale
data centers, the problem becomes interesting because of spatial variation in the electricity
price across data centers. Kumar et al., in [94], proposed a meta-heuristic approach for VM
scheduling in a large-scale data centers with the objective of optimizing energy consumption,
time, and execution cost of heterogeneous tasks. However, authors did not consider the
energy cost variation. The work in [95], considered distributed data centers powered by
different energy sources with different prices. The problem of VM allocation was modeled

with an objective of reducing energy cost and carbon taxes. In [47], an algorithm was
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proposed to reduce the total energy cost in a federated cloud platform by migrating VMs to
a data center where the electricity price is lower while considering migration cost. However,
this work did not study large data migration. In [96], the authors have explored the problem
of minimization energy cost for geo-distributed interactive services subject to latency. They
proposed McTail; an efficient algorithm for determining and meeting latency constraint
while exploiting electricity price variation between data centers to minimize the cost. The
latency has been calculated including the network delay between the source of the traffic and
the destination data center, and the processing latency within the data center. Evaluation of
McTail has been done using traces from Google and Facebook, and results demonstrated 7%
reduction in energy cost while latency requirement satisfaction is more than 95%. Authors in
[58] presented an algorithm to reduce total energy cost in a federated data center platform by
migrating VMs to a data center with enough resources and where electricity price is cheaper.
They assumed that the hosting fee is determined based on electricity price, and all data
centers have same PUE. However, PUE may differ due to the difference in temperature and
cooling systems. Moreover, considering only electricity price is not enough, and PUE has to
be taken into account as well to guarantee energy efficiency. In [48], the authors proposed
two algorithms for initial VM allocation and for VM migration in distributed cloud data
centers to minimize the energy cost. They also reported the trade-off between load balancing
and energy cost. However, they did not consider inter-data center communication, and the
cost of VM migration. Note that inter-data center VM migration is a costly operation [97],
especially for some applications, such as data-intensive applications where a large amount
of data needs to be migrated [48, 44].

From the literature, we can observe that leveraging the variation in electricity price
across data centers of the federation can achieve a significant saving in the cost of the CP.
Moreover, PUE of the data center plays an important role in the overall energy consumption

as well.

Network-aware Resource Allocation: In fact, a VM is usually not an independent
component but a part of an application wherein VMs need to communicate with each other
to perform a particular task, e.g., multi-tier applications and big data analytics. Because
of this, it is useful to allocate correlated VMs together in the same server or data center

since this will reduce the network traffic and improve the performance [74]. In [82], the
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authors proposed VMP, an online algorithm for VM allocation in a single data center with
a three-tier topology. The objective is reducing the traffic in higher network layers by
consolidating VMs with massive communication on the same server or, if it is not possible,
on closer servers within the same rack. VMP creates partitions of highly connected servers
and forms clusters of VMs based on traffic. Then, the clusters are allocated to servers using
a bin-packing technique considering CPU and memory resources. Simulation results have
shown that the VMP can reduce the traffic in the core network layer up to 80%. However,
this work has been done for a specific topology, and the algorithm used for community
finding (Girvan-Newman) is CPU intensive.

In geo-distributed data centers, the challenge is how to select a relatively small number
of high-capacity data centers, such that the inter-data center distance is small. In NACER
(Network-Aware Cost-Efficient Resource allocation) [98], the authors have addressed this
challenge and tried to minimize inter-data center communication cost by reducing the number
of selected data centers and the total distance between data centers as well. They proposed
two algorithms based on A* algorithm; NACERI1 only considers network distance between
data centers, and NACER2, which also considers inter-VM communication. Although the
algorithm can find a globally optimal solution, VMs are assumed to be homogeneous. The
authors did not consider the response time, which is critical in many applications. Moreover,
they did not consider the cost of computing resources and price variation across data centers
which highly affects the operating cost. In [99], the relationship between the response time
and the number of selected data centers has been examined. The authors have modeled the
response time as the sum of the latency and the data center’s processing time. Accordingly,
they formulated requests allocation as an optimization problem with an objective to minimize
the response time. Similarly, the problem of minimizing job completion time for a big data
application has been studied in [100]. The authors formulated it as a nonlinear optimization
problem and proposed an approximation algorithm. Simulation results demonstrated the
efficiency of the proposed algorithm showing that it gives near-optimal solution within a
very short time. Because the prices of resources and the network bandwidth vary across
data centers, the streaming workflow allocation has been addressed in [73]. The problem has
been formulated as MILP (Mixed Integer Linear Programming) problem with the objective

of cost minimization and solved optimally using GLPK solver. To reduce the complexity
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and the search space, two heuristics have been proposed; one for grouping tasks according
to density of input and output, and another for grouping data centers based on the region.

In summary, we observe that minimizing the communication between data centers is
a major objective for cloud providers in resource management. It reduces the bandwidth
usage over WAN links and its associated cost. It also has a high impact on the performance
and the delay of application requests, especially for enterprise applications distributed
across multiple data centers in the federation. Earlier works mainly focus on the energy
consumption cost of independent VMs without considering the traffic demand between them
and the cost of inter-data center communication, which would largely affect the operating
cost of a cloud provider in a federated platform [101]. On the other hand, some works
have addressed the problem of minimizing the network traffic and placing correlated VMs
together in the same server or the same data center, while they ignore the cost of energy
consumption. While most previous works consider either energy or communication costs,

we consider both of them in this thesis.

2.5.2 The Design of Resource Management Framework

Cloud systems are mostly managed using centralized approaches [102]. In [95], it was
assumed that the cloud provider consists of several data centers with the information in a
central database, and the cloud broker performs the allocation based on this information.
However, this requires a centralized view of all the resources, which is not compatible with a
federated system where the autonomy of different cloud providers for internal management
makes it difficult to maintain a central database. Similarly, in [16], the authors introduced
a central third party that is responsible for resource management and communication with
the cloud providers in the federation. Again, this model suffers from a single point of failure
where the entire federation fails if this central manager fails. In [48], a distributed approach
for workload management across multiple data centers in different geographical areas was
proposed. Every data center has a manager, and all the managers exchange information for
dynamic VM allocation. This approach requires periodic all-to-all communication between
data centers, increasing the communication overhead and the WAN traffic. It is not suitable
for a federated cloud where collaborating data centers may be large in number and dispersed

geographically. In summary, the existing management platforms are not applicable for a
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federated cloud environment where the number of data centers is large, and the privacy
of cloud providers should be maintained. Therefore, we design a hierarchical resource

management framework that is suitable for federated cloud systems.

2.5.3 Placement of Data-intensive Applications

As discussed earlier, data-intensive applications consist of two types of virtual components;
data blocks and compute VMs with dense communication among them. In what follows,
we summarize some works on the placement of data-intensive applications in a cloud data

center.

Placement of data-intensive applications in a single data center: The placement
of virtual components for data-intensive applications should consider the traffic demand
between the application components. To deal with this issue, Zhang et al. proposed a VM
placement algorithm for data-intensive applications in a single data center to minimize
the data access latency [103]. They assumed that the placement of data nodes is given
and allocate only the compute VMs. However, the allocation of both data blocks and
compute VMs for data-intensive applications should be handled during the application
deployment. Ferdaus et al., addressed the problem of traffic-aware placement of multi-tier
applications in a single data center, considering the communication pattern between the
virtual components [104]. A greedy heuristic was proposed to map the virtual links between
the components to physical links while satisfying the bandwidth demand and minimizing
the network distance. The algorithm starts by allocating every data block with associated
compute VMs, and then it places the remaining VMs. Simulation has been done using
three-tier data center architecture, and the results showed a significant reduction in network
traffic at core switches. However, simulated applications are composite of a small number of
components, less than ten. The algorithm allocates couples of virtual components, and it
has quadratic time complexity. Thus, it is not suitable for applications with a large number
of virtual components. Further, it minimizes the network traffic within a data center without
considering resource utilization and energy consumption cost. These works considered single

data centers where there is no spatial variation in electricity prices and bandwidth costs.
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Placement of data-intensive applications in large-scale data centers: There are
a few works that addressed the problem of deploying data-intensive applications in a geo-
distributed cloud. The work in [105] addressed the placement of data blocks and compute
VMs in distributed data centers. They proposed a meta-heuristic approach based on Ant
Colony Optimization (ACO) to minimize network distance by selecting a subset of physically
closer servers for VM allocation. They assumed that all the VMs have the same configuration
and that each server can accommodate the same number of VMs. Gu et al. addressed
big data processing in geo-distributed data centers, considering data and task placement
along with data transfer [76]. The problem has been formulated as MILP problem with the
objective of minimizing the number of active servers and the communication cost. However,
it has been solved using Gurobi optimization solver, which is time-consuming and not
feasible for large-scale problems. Furthermore, they assumed that all data centers have an
equal number of servers and allocated the VMs without considering cost variation across
the different data centers. Xiao et al., studied the distributed deployment of MapReduce
workload across geo-distributed data centers to minimize costs and latency [106]. The
problem was divided into three sub-problems, including data loading, VM provisioning,
and reducer selection. Lyapunov optimization was applied for solving these sub-problems
independently. The allocation of data blocks and compute VMs was done separately, and the
proposed solution is valid only for MapReduce applications. In [53|, the authors proposed
an algorithm that schedules data and associated tasks in the same data center to reduce
the latency and the data transfer across the data centers while achieving load balancing.
However, they focused only on reducing inter-data center network latency to improve the
performance of data-intensive applications, while they did not consider the cost-efficiency of
resource allocation. The authors of [107] introduced a framework for processing big data
applications using federated clouds, where a pricing strategy offered the users options based
on the quantity and the time of renting resources. The resource allocation was modeled as
a Stackelberg game to maximize the revenue of the service provider.

Most of the literature focused on either minimizing the energy consumption or the
network traffic of data-intensive applications. We argue that deploying a data-intensive
application in a federated cloud requires that both these factors should be considered to

minimize the total operating cost of the cloud provider.
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2.5.4 Resource Allocation for Modern Vehicular Applications

The problem of resource management in vehicular cloud computing (VCC) has recently
gained a lot of attention from researchers [54, 108]. However, the federated cloud has not
been explored earlier in VCC. In addition, vehicular cloud applications are delay-aware.
In what follows, we discuss some works related to resource allocation in VCC (without

federation) and delay-aware resource allocation in cloud data centers.

Resource allocation in VCC: The work in [109] modeled the resource allocation problem
in VCC using semi-Markov decision processes (SMDP) to optimize the long-term energy
consumption cost. However, this work did not consider latency and vehicle mobility. The
authors of [110] formulated a multi-objective optimization problem to reduce the response
time of the request and increase the throughput of the system in VCC. They proposed a
hybrid meta-heuristic resource allocation approach based on genetic algorithm and particle
swarm optimization. However, this work neither considered the operating cost nor handled
VM migration required to maintain the desired QoS level. In [111], a VM migration policy
had been proposed to minimize the cost due to energy consumption in VCC system while
considering user mobility. Though the energy consumed by various components of the system
was considered, the network latency was ignored. The authors of [78] integrated Mobile
Edge Computing (MEC) in VCC and formulated the resource allocation problem with the
objective of minimizing the energy consumption cost of the server and the vehicle. They
proposed an algorithm to solve the problem using Lyapunov optimization. The algorithm
compares the cost of processing a task locally in the vehicle with that of offloading to
the cloud server to jointly optimize the offloading decision and adapt the vehicle’s CPU
frequency. However, they did not consider the delay requirements and the mobility of
the users. Similarly, the MoBQoS framework discussed in [112] used software defined
network (SDN) and edge computing in VCC to handle mobility and QoS. The resource
management problem was designed to trade-off bandwidth allocation and network latency
without considering the operating cost and VM migration. The authors of [33]| used fog
computing in traditional VCC, where the resource allocation algorithm maximizes energy
efficiency while meeting hard QoS constraints of real-time applications. It configures the

processing rate of VMs and performs VM consolidation to minimize energy consumption. It
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applies admission control for incoming service requests to meet QoS requirements. Though
the algorithm works for mobile users, it does not consider VM migration that minimizes
the energy consumption. Moreover, this work is meant only for delay-sensitive applications

with hard QoS constraints.

Delay-aware resource allocation in cloud data center: Some works have addressed
the problem of delay-aware resource management in traditional cloud platforms. In [113],
the authors discussed the problem of resource allocation for delay-sensitive applications in
a cloud system that contains multiple cloud providers and multiple users. The problem
has been modeled as a hierarchical non-cooperative game where each user chooses the
data center with the minimum delay at the lowest price. In [114], an algorithm has been
proposed to distribute the application workload across a multi-tier cloud system based on
their resource demand and delay sensitivity. Similarly, the authors of [115] addressed the
problem of delay-aware resource allocation in edge computing. They classified requests into
two categories (delay-sensitive and delay-tolerant) based on the accepted delay threshold.
Some of the applications are hosted in edge servers, and others are outsourced to the cloud
according to the type of the application. The work in [116] proposed various scheduling
strategies in hierarchical cloud architecture to reduce the latency but did not consider the
cost. In [117], the problem of scheduling delay-sensitive tasks in vehicular fog computing has
been formulated to minimize the delay that includes transmission delay and computation
delay. Authors in [85], integrates edge computing with VCC to reduce the latency for mobile
devices. In [118], the authors addressed the problem of processing multiple tasks on a hybrid
cloud platform which composed of various heterogeneous cloud providers having limited
storage and computing resources with different performance and prices. The problem has
been formulated as a non-linear optimization problem with the objective of minimizing the
cost subject to a deadline constraint. It has been modeled using AMPL (A Mathematical
Programming Language) and solved by CBC solver. Evaluation has been done for data-
intensive and computation-intensive tasks separately to study the relationship between cost
and deadline. However, all tasks are assumed to be independent and homogeneous. None
of these works have considered user mobility which is an essential feature in VCC. Follow
Me Cloud platform proposed in [18] handles mobile users through service migration. An

algorithm based on Markov Decision Process (MDP) moves the service to the optimal data
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center to minimize the delay while considering migration cost. This work only aims to
reduce the user’s response time without optimizing the operating cost for the cloud provider.

None of the earlier works explored federation in VCC. We argue and demonstrate
that taking advantage of diversity in price across the data centers in a federation helps the
vehicular service provider to serve more requests while meeting their QoS requirements and
increasing its profit [16]. VM migration can also be utilized in a federated cloud to handle
user mobility and meet the assured delay bounds. Most of the works consider minimizing
either the delay of the request or the cost of the cloud provider. We consider a trade-off

between the delay and the cost to satisfy the objectives of the CP and the end user.

2.5.5 VM Live Migration

Many works have addressed the problem of VM migration within a data center for minimizing
energy consumption through consolidating VMs on a minimum number of servers and
switching off idle servers [40, 41, 75]. The authors of [77] presented a collaborative agent-
based platform for efficient heterogeneous workload distribution taking advantage of VM
live migration. Agents collaborate in a distributed manner using two protocols to balance
VM consolidation while minimizing energy consumption. They have implemented various
heuristics for selecting (i) the VMs to be migrated, (ii) the destination server for migration,
(iii) when to trigger the migration, and (iv) when to turn on/off a server. In addition, a
heuristic for balancing resource usage has been proposed considering CPU and memory.
Although this paper presented a novel platform for dynamic resource management, it is
designed for a single data center. In addition, the work does not include VM initial allocation
and ignores the migration cost. In [40], live migration has been utilized for VM consolidation
with the objective of minimizing energy consumption, SLA violation, and the number of
migrations, simultaneously.

Some works have addressed VM migration between data centers. In [119], a VM
migration technique across data centers with fat-tree topology has been proposed with
the objective of energy saving. This technique consists of two algorithms; selection and
negotiation. The selection algorithm divides VMs into groups; a group contains VMs
residing on sequential servers (connected to the same switch). The negotiation algorithm

finds the migration impact (energy reduction due to migration) and the migration time
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for each VM group and every data center. The proposed algorithm migrates the groups
that give maximum impact and its residual lifetime more than migration time. However,
this technique is applicable only for a specific topology. Further, the negotiation algorithm
considers only migration time while it ignores the cost of migration.

The work in [120]| proposed a model for measuring VM migration energy consumption
based on network transfer. the model is limited for CPU and memory-intensive applications.
A more accurate model has been proposed to estimate VM migration overhead in [92].
It comprises migration’s impact in terms of energy consumption, network cost, and SLA
violation. Considering this model, the problem of dynamic VM consolidation has been
addressed with the objective of minimizing energy consumption, resource wastage and
migration overhead simultaneously. An algorithm has been proposed to tackle this problem
based on ACO meta-heuristic. Further, the authors presented a hierarchical framework
for VM consolidation management to reduce network traffic. Simulation has been done
using CloudSim, and the results demonstrated significant improvement across all objectives.
However, this work has been done for a single data center. In [121], the authors presented an
analytical model for inter-data center network performance under VM group migration in a
federated cloud. They applied Markov chains to model the probability of migration rejection
when the bandwidth is not enough. The model includes migration time and downtime.
Two cases have been examined; sequential and parallel migration. Results showed that the
parallel migration reduces downtime, but the sequential one has very less impact on the
network, and by increasing the bandwidth, both will perform better. Although this model is
very good for network capacity planning, it considers only memory migration, while storage
synchronization was assumed to be done before migration. The work in [122] introduced a
model for migration cost within a single data center based on memory size and PDR of the
VM and the sensitivity of the hosted application to migration. Based on this model, a VM
migration and consolidation algorithm has been proposed to minimize energy consumption.
However, both [121] and [122] did not consider the cost of the migration. To minimize the
impact of live migration in a distributed data center, an SDN-based QoS model has been
proposed [123]. The model implements the DiffServ method, considering four traffic classes
and giving the highest priority to inter-data center traffic to speed up the live migration

across data centers.
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Although the VM live migration within a data center has been extensively studied,
inter-data center VM migration in a federated cloud needs more investigation due to the
diversity in network bandwidth and data transfer prices. An accurate model to characterize
the performance of migration is required. Moreover, most of the works consider migrating

homogeneous VMs, which is not realistic.

2.6 Summary

In this chapter, we discussed the architecture of a federated cloud data center and the various
components associated with it. We also provided a brief overview of VCC. We discussed
the concepts of virtualization and the various migration techniques used. We discussed
resource management in cloud data centers and presented a comprehensive taxonomy of
resource management problems. Finally, we discussed the state-of-art literature review of the
problems addressed in the thesis. In the next chapter, we describe the proposed hierarchical
resource management framework and discuss the problem of placing the data-intensive

applications in a federated cloud.
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CHAPTER

A Cost-aware Management Framework for

Placement of Data-intensive Applications on
Federated Cloud

A5 discussed in Chapter 1, the data-intensive applications are typically deployed in cloud
data centers using two types of VCs—DBs as storage nodes and VMs as compute nodes.
However, modern big data analysis and business intelligence applications come with high
resource demands, along with a requirement for massive data transfer between storage and
compute nodes. Due to the large volume of data to be analyzed, dealing with data-intensive
applications is a major challenge for the cloud provider as the available resources of a single
data center might not be sufficient to host the VCs of an application. Federated cloud
systems offer a promising solution for handling such applications in a scalable manner, while
avoiding the cost associated with having large infrastructure [30]. The objective of each
cloud provider in a federation is to maximize its own profit and to minimize its TCO. The
large resources of a data-intensive application consume high amount of energy resulting
in large electricity bill. Further, distributing the VCs of an application across different
data centers may lead to huge inter-data center network traffic and that increases the cost.
Typically, the workload assignment in cloud data centers is handled in a centralized manner,

which is not scalable and compatible with the federation requirements [124].

Motivation: This work is motivated by the following observations. First, existing cloud
management approaches do not consider the semi-autonomous requirements of the federated

system. Second, data-intensive applications require a large amount of resources that could
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span across multiple data centers, and in this case exploiting federation is a good choice
for small cloud providers. Third, cloud providers are mainly interested in maximizing their
profit by minimizing their TCO. Energy consumption cost contributes a significant fraction
of TCO of the cloud provider. It could be reduced by taking advantage of the electricity
price and PUE diversity across the data centers of the federation. In addition, data-intensive
applications may trigger large data transfer over WAN, wherein the bandwidth is limited and
expensive. Thus, inter-data center communication cost is another critical cost component in
data-intensive applications where it could surpass the cost of the energy consumption. That
requires maintaining data locality to minimize inter-data center traffic by carefully allocating
highly-communicating virtual components together. In the literature, resource allocation
usually considers the placement of homogeneous VMs in isolation, which is not suitable
when heterogeneous VMs collaborate in an application. Further, most of the works either
optimize the energy consumption or the network bandwidth while allocating the resources.
However, the cloud provider should minimize the energy consumption and bandwidth costs
together while allocating the VCs of a data-intensive application to reduce its TCO.

To deal with these issues, we design a hierarchical framework for resource management
and workload allocation considering the features of the federated cloud. Using this framework,
we solve the problem of cost-aware deployment of data-intensive applications in federated
clouds. We propose an optimization model with the objective of minimizing the TCO
including energy consumption cost and bandwidth cost. We propose an efficient algorithm
for placement of data-intensive applications in a federated cloud. The proposed algorithm
considers the correlation of virtual components to reduce inter-data center communication
and bandwidth cost, and it leverages the electricity price and PUE variations across data
centers of the federation to minimize the cost of energy consumption. The proposed

algorithm is evaluated with various scenarios to demonstrate the benefits of federation.

Organization of the Chapter: The remainder of this chapter is organized as follows. We
first present the hierarchical framework for resource management and workload distribution
for federated clouds in Section 3.1. The system model and the problem formulation are
presented in Section 3.2. We describe the proposed algorithm to solve the problem, and
discuss its complexity and running cost in Section 3.3. Simulation results are reported in

Section 3.4 followed by the summary of the chapter in Section 3.5.
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3.1 Hierarchical Management Framework for Federated Clouds

Reqinfo
Status
Submit

Figure 3.1: Proposed hierarchical management framework for federated cloud system

In this section, we propose a framework for resource management and workload dis-
tribution that is compatible with the requirements of a federated cloud system. Each CP
is considered to be autonomous and has its own objectives regarding resource allocation,
like cost minimization, latency reduction or load balancing [102]. It may also have different
allocation strategies, insourcing and outsourcing strategies for renting resources from other
CPs in the federation. All this needs to be done transparently without affecting the resource
allocation policy. The proposed framework minimizes the information exchange required
for workload distribution and allows each CP in a federation not to reveal the resource
allocation strategy followed.

The federated cloud system considered here consists of multiple CPs, with each CP
having a different number of data centers (DCs) [6]. As illustrated in Figure. 3.1, the
proposed framework uses two different layers for each CP in the federation. The components
in the framework are: (i) a Data Center Manager (DCM) which serves as a local management
layer for each DC of a CP in the federation, and (ii) a Federated Cloud Manager (FCM)
which serves as a federation management layer, that is implemented by each CP in the

federation.
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The DCM in each DC is responsible for managing the resources and the workload
distribution within the DC. It communicates with the FCM of its CP to handle the local
DC resource allocation. The functions of the DCM include: (i) sending updated information
on the DC’s status to the FCM, (ii) receiving the workload requests from its CP’s FCM,
and (iii) placement process inside the DC executing a specific consolidation algorithm. We
do not discuss the placement algorithm at this level, as it is well studied in the literature.

The FCM of each CP in the federated cloud is responsible for communicating with (i)
FCMs of other CPs in the federation, (ii) DCMs of the DCs that are operated by its CP,
and (iii) the end users of the associated CP as well. Accordingly, FCM acts as an interface
for its CP’s users. It receives resource allocation requests and assigns the required resources
from the DCs of its CP or from the DCs of other CPs in the federation, that is transparent
to the end user.

Consider a federated cloud with two CPs as illustrated in Figure. 3.1. FCM; and
FCM;j are the federated cloud managers of C'P; and C'P;j, respectively. Three messages are

used in the information exchange among the two FCMs as defined below.

1. Reglnfo: FCM; requests the status information of C'P;’s data centers from FCM;.
Since any FCM in the federation could allocate the DC resources, an FCM should
request the status information of a specific DC whenever it needs to assign some

workload to it. This is done by sending Reqlnfo message with a specific DC identifier.

2. Status: This is a reply message from F'CM; to FFCM;, triggered in response to a Re-
qInfo message with the current status information, say { Status;i, Status;o, ..., Status;

of the data centers {DCj1, DCja, ..., DCj,} of the C'P;.
3. Submit: It is initiated by F'C'M; while assigning some workload to a DC of C'P;.

These messages can be implemented using Simple Network Management Protocol (SNMP).
The exact content of the status information exchanged between FCMs depends on the
agreement between the CPs in a federation, but typically it should provide the minimum
information required for the allocation algorithm. To suit the proposed algorithm in this
work, we define the format of the status message as:

Statuspr, = {Dyr, Do, D™, o, Epky PUEpy,} (3.1)
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where Dy, is the kdata center of the p”* cloud provider, D;i“ is the number of CPU cores
available in Dpy,. Dg}fm and D;Z are the amount of memory and storage available in Dy,
respectively. E,;, and PUE, are the electricity price and the PUE at Dy, respectively.

On receiving a request for resource allocation, the FCM collects the status of all DCs
across different CPs in the federation, by contacting the DCMs (for its own DCs) and the
FCMs (for other CPs). After receiving the status information, the FCM coordinates with
other FCMs to distribute the workload efficiently considering the resource availability and
the operating cost.

The proposed framework has many advantages for the CPs in the federated cloud.
It can be implemented without changing the architecture of the existing cloud platform.
As the framework is hierarchical, it can be extended incrementally as more CPs join the
federation. Since the status messages are sent only on demand, the framework minimizes the
communication overhead. Additionally, the framework is stateless, since it uses request /reply
paradigm and there is no state stored at the FCM. If an FCM fails, the CP can simply
create a new FCM without any state transfer. The framework gives great flexibility to
CPs allowing them to change their resource allocation and workload distribution policies

autonomously and transparently.

3.2 System Model and Problem Formulation

In this section, we discuss the proposed optimization model for cost-aware placement of
data-intensive applications in federated cloud DCs. Table 3.1 summarizes the notation
used. First, we state the system model and the assumptions made, before presenting the
optimization model.

3.2.1 Assumptions

e We consider the initial placement of virtual components assuming that the entire

resource requirement of an application is less than the total capacity of the system.
e The requirements of virtual components and the capacity of the DCs are heterogeneous.

e The bandwidth cost within a DC is negligible, and there is no restriction on the

bandwidth usage. The inter-DC bandwidth cost depends on the location [53, 125].
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e The cost of a resource used is based on its energy consumption. We use the electricity

price at the location of a DC as the pricing factor for CPs [76].

e FCMs exchange information that includes the DC identifier, the available resources in

the DC, the current electricity price, and the PUE (see Eq. 3.1).

Table 3.1: Notation used in the system model

Symbol  Description

P Set of cloud providers in the federation

F Set of federated cloud managers in the federation
D Set of data centers in the federation

D, Set of the data centers of the p” cloud provider
Dy, k" data center of cloud provider p

D;’,:u CPU capacity of data center Dy,

D™ Memory capacity of data center D,

Dzﬁ Storage capacity of data center Dy,

Epg Electricity price at data center Dy, (in $/KWh)
PUE,,  Power usage effectiveness at data center D,
Spk The number of servers at data center Dy,

P Power consumption of data center Dy, (KWh)

DP,.q  Data transfer price between Dy, and Dy ($/GB)
BWyq  The bandwidth of the link between D,y and Dy (Gbps)

C Set of virtual components
Vv Set of virtual machines
B Set of data blocks

VM®"  CPU demand of i’ virtual machine
VM  Memory demand of i*" virtual machine
DB;” Storage demand of j* data block

x; Virtual component i is assigned to data center Dy,

Aj; Traffic demand between two components j and i (GB/h)
SP, Power consumed by server v (in KWh)

BP, Base power consumed by server v when idle

FP] Power consumed by resource r in server v at full utilization
U; Utilization of resource r in server v

Cy Capacity of resource r in server v

Zy binary variable that indicates if server v is used or not

t The running time of the application (in hours)
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3.2.2 System Model

Let IP denote the set of collaborating CPs in a federated cloud. Each cloud provider p in
the federation has a set of data centers D, and an FCM F,,. Let I = {F},,p € P} be the
set of all FCMs and D = {D,,p € P} be the set of all DCs in the federated cloud. Each
data center in the federation Dy, € D is characterized by its CPU capacity D;p “ memory
capacity Dﬁem, storage capacity D;fg", power usage effectiveness PUFE,y,, and its operating
cost in terms of electricity price E,;. We assume that the supply of these resources is
controlled and can be changed by the CP. Accordingly, an FCM, say F}, has a freedom to
announce the resource capacity available for sharing at each of its data centers, say Dp,. We
define the network bandwidth between data centers by a matrix BW|pxp|, where BWpy, ¢

represents the bandwidth of the link between a data center D, and another one Dy;.

User Request: A CP receives a request for multiple virtual components. Let C be the
set of all virtual components needed by the application, which is a union of two subsets; V,
the set of compute virtual machines and BB, the set of data blocks. Each virtual machine
VM, € V demands a number of CPU cores, VM;"" and memory, VM (per GB), while
each data block DB; € B comes only with a storage demand, DB;“" (per GB).

The application request is represented as a weighted directed graph G(C, W), where C is
the set of virtual components, and W is the set of weighted edges that represent the traffic
demand between the virtual components. Figure. 3.2 depicts a typical application request
with squares indicating the data blocks and circles indicating the compute VMs. A weighted
edge is directed from a source VM (or DB) to a destination V' M, and its thickness reflects
the variation in the traffic demand. Data-intensive applications are usually characterized
by high traffic between DBs and V Ms, low traffic among V Ms and no traffic between
DBs [53]. We define C as a multi-dimensional vector, where each dimension represents
a type of resource; CPU, memory and storage. We represent the traffic demand by an
adjacency matrix Ag|«|v|, where Aj; is the data volume between DB; (or V M;) and V M;.
We define also a binary variable a? * to indicate whether a virtual component VC; € C is

placed in the data center Dy (wfk = 1) or not (:J:fk =0).

Power consumption: Though power consumption is usually modeled as a function of

only the CPU utilization, it was noted that the storage may consume up to 40% of the total
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Figure 3.2: Graph representation of a data-intensive application request

energy of a data center for data-intensive applications [50]. Accordingly, in this chapter, we
consider CPU and storage to consume a significant portion of power [50|. The total power

consumed by a server v is expressed as

r

SP,=BP,+» FP]+ o (3.2)
r v

where BP, is the base power consumption of a server v, and F'P) is the power consumed by
a resource 7 of a server v at full utilization. r» € {CPU, Storage} is the concerned resource,
U, and C] are the utilization and maximum capacity of the resource r in a server v.
The power consumption of an entire data center D, also includes the power consumed by
the other data center facilities, such as cooling system, that might account for 50% of the
total energy based on the location [50]. We define the total power consumed (KWh) at a
data center Dy housing s, servers as

Spk

Ppp =Y SPyx 2y PUEy, (3.3)

v=1

where z, is a binary variable set to unity when the server v is being used and PU E,, is the

power usage effectiveness of a data center D,y.
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3.2.3 Optimization Model

Next, we define the cost components of TCO considered in the formulation of the optimization

problem in this chapter.

Energy cost: The cost incurred by power at a data center Dy, can be obtained by
multiplying power usage Py, of Dy, (Eq.3.3) with the electricity price Epy, ($/KWh). The
energy cost incurred by the federation per hour ($/h) is the summation of the energy

consumption cost of all data centers of the federation, and it is defined as

= > b (3.4)

DpreD

Communication cost: Comparing to inter-DC bandwidth cost, the communication cost
is negligible for virtual components within a DC [53]. We define the communication cost

due to data-intensive applications deployed within the federation C'C' as

= > X 2D aaj A Dhug (35)

DpreD Dyueb  ieC jeV
pk#Dql

where A;; is the data transfer requirement between VC; and VM, (in GB/h) and DPpy 4
is the data transfer cost between D,y and Dy ($/GB).

Using all the cost factors considered above, we formulate the optimization model as

Minimize (EC + CC)t (3.6)
subject to
dooatt=1,vieC (3.7)
DpreD
k
>l VMP < DF, YDy € D (3.8)
JjeEV
> P VMPem < Diem YDy, € D (3.9)

JEV
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> a2t DB < D, WDy €D (3.10)
beB
Z Z xfkwglAij < BWpk,q VDpi, Dy € D (3.11)
1€C jeV
2" € {0,1}, VieC, Vj €V, Vbe B, VD, Dy € D (3.12)

Eq. 3.6 minimizes the cost of both the energy consumption and the communication, for
time t (hours); since we consider pay-as-you-use pricing model. The constraint in Eq. 3.7
makes sure that every virtual component is assigned to one and only one DC. Constraints
in Eq. 3.8 and Eq. 3.9 describe that the CPU and the memory used by all V M s allocated
to a data center Dpy, should not exceed its CPU and memory capacities, respectively. In the
same way, Eq. 3.10 shows that the storage used by all DBs allocated to a data center Dy,
should not exceed its storage capacity. Eq. 3.11 represents the limited bandwidth constraint.
It describes that the cumulative traffic requirement between the set of virtual components
placed at a data center D, and the set of virtual components placed at another data center
Dy cannot exceed the bandwidth of the link between these two data centers. Eq. 3.12
defines the domain of variables of the problem.

This problem is a variant of the vector bin packing problem where the items (i.e., VMs)
are packed into bins (i.e., data centers), such that the vector sum of the items received by
any bin does not exceed the bin’s (resource) limit. The vector bin packing problem and its
variants are NP-hard problems [126, 127]. Therefore the problem considered in this chapter

is NP-hard [52]. In the next section, we propose a heuristic to find a near-optimal solution.

3.3 Proposed Algorithm

In this section, we propose a cost-aware algorithm for allocating virtual components of a
data-intensive application in a federated cloud. It minimizes the total operating cost by
taking advantage of the electricity price diversity across various DCs in a federation to
minimize the cost of energy consumption. It assigns correlated virtual components to the
same DC, reducing the WAN traffic. In most of the real-world applications a group of VMs

communicate to perform a specific task, where intra-task communication is higher than
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Figure 3.3: Data flow diagram of the proposed algorithm

inter-task communication. Based on this, the algorithm considers the traffic pattern of the
application and allocates clusters of virtual components instead of individual components.
This algorithm runs in two phases; Partitioning and Mapping, as illustrated in Figure. 3.3.
Partitioning phase partitions the request graph, shown in Figure. 3.2, to clusters based on
the traffic density between the nodes, that reduces inter-DC communication and bandwidth
cost. The Mapping phase allocates clusters of virtual components to a DC with a minimum
energy cost to minimize the operating cost. The algorithm is executed by the federated
cloud manager that receives the application request.

Algorithm 1 lists the steps in the proposed heuristic, named Cost-Aware Virtual
Components Allocation (CAVCA). Without the loss of generality, let us consider that
the cloud provider p € IP is providing the service of data-intensive applications deployment
to users, and its FCM F), runs the algorithm to allocate the required resources for an
application request. The algorithm takes as an input D,; the set of local data centers, I;
the set of FCMs of CPs in the federation, and G; the graph of the application request. The
algorithm returns AllocationMap as the output which includes the mapping between the
virtual components and DCs of the federation, Dy € D.

In the initialization phase (Lines 1-6), DClist contains all the DCs in the federation, with

only local data centers D, to start with. Bestpc is the DC with the lowest energy cost,

TH-2862_166101017 59



[ I B

~

10
11
12

13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

29

30

31
32

33

34

35
36

37

3.3. PROPOSED ALGORITHM

ALGORITHM 1: CAVCA Cost-Aware Virtual Components Allocation

Input: List of local data centers D,
List of federated cloud managers IF
Application request graph G(C, W)

Output: AllocationMap(VC;,Dyi)

Initialization:
DClist < D,
BestDC «~ NULL
Clist +— NULL
Best yster +— NULL
AllocationMap < NULL

for each D, € D, do
‘ update Status of D,
end
for each F; € IF do
Send Regqlnfo to Fj,
Receive Status from F,
add received data centers to DClist
end
Sort Dlist according to Ey in increasing order
Bestpc <+ DClist.head
Clist + {G}
while (Clist # NULL) do
Sort Clist according to capacity in decreasing order
Best yster < Clist.head
if (Bestpc.capacity > 0) then
repeat
Send ReglInfo(Bestpc) to FCM of Bestpe
receive Status from F'C'M of Bestpc
if (Bestpc.capacity > Bestepyster-res) then
if (Comm(Best iusters Dgt) < BWBestpe,p,1) VDgt € D then
Submit Best jy,ster t0 FCM of Bestpo
Clist < Clist — {Bestcyster
for each VC; € Best.yster do
| AllocationMap.add(V Cy, Bestpc)
end
BeStcluster — BeStcluster~next

else
laStclustar <~ BeStclusteT
Bestuster < Besteyster-next
until Best jyster = NULL;
Clist + Clist — {lastciyster }
Clist «+ Clist | ) Partitioning(lastiyster)
else

‘ Bestpc <+ Bestpc.next

end
return Allocation M ap
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but has resources for sharing. Clist has clusters of virtual components not assigned to
any DC. Bestyster is the cluster with the highest resource demand in Clist (the largest
cluster). The resource demand of a cluster of virtual components is the total demand across
all virtual components of the cluster. AllocationMap contains pairs of assignment; (V' C;,
D), where a virtual component VC;j is assigned to a data center Dy;.

When an FCM, say F), gets an application request (as graph G), it contacts its DCMs to
get the status (lines 7-8). It also contacts the other FCMs to collect information about
the status of all DCs in the federation (lines 9-12). F;, combines all the received status
messages and creates DClist. CAVCA sorts the DCs in ascending order with respect to the
electricity price (line 13) and selects the Bestpc, having lowest electricity price, for placing
virtual components (line 14) to minimize the energy cost. Initially, the algorithm attempts
to schedule the entire application to one DC to eliminate the bandwidth cost. Hence, it
starts with the entire request graph G as one cluster (line 15). If it is not possible to do the
same G is partitioned.

The algorithm executes the allocation process by mapping big clusters of correlated virtual
components to the current Bestpc and partitioning the smallest cluster, when no cluster
from Clist can be placed in Bestpc, by repeating the steps until all virtual components
are placed (lines 16-36). First, CAVCA sorts the list of clusters Clist in descending order
according to resource demand and takes the largest cluster with the highest resource demand
for allocation (lines 17-18). Note that DCs in the federated cloud are used by multiple
CPs simultaneously. Thus, F)}, checks the resource availability in a data center D, from
the corresponding FCM Fy, whenever it needs to assign some workload to Dy, and that
is before submitting the allocation request to that FCM (lines 21-22). CAVCA scans the
sorted Clist in order and assigns to Bestpc, the clusters that can be placed there based
on the resource availability (lines 23-32). The algorithm checks the availability of CPU,
memory, and storage resources in Bestpco (line 23). It also checks the availability of the
required network bandwidth of Bestyster (line 24). It calculates the sum of the edges
between the virtual components of Bestyster and the virtual components that are already
placed in a DC (e.g. Dy), and compares this sum with the available bandwidth between
Bestpc and Dy to satisfy the traffic requirements of the virtual components of the cluster

Bestoysier- In case, Bestpc has available resources but no cluster in Clist can fit into it,
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ALGORITHM 2: Partitioning

Input: C Cluster of virtual components
6 range of edge’s weight to be removed

Output: UpdatedC the cluster after removing edges

1 Initialization:
2 UpdatedC + C
3 ne 1
4 o+ 0
5 while (n. ==1 ) do
6 UpdatedC= Remove all edges with (weight < o)
7 o+ o+6
8 n. = Number of clusters in UpdatedC
end

9 return UpdatedC

then F), calls Partitioning function (Algorithm 2) to partition the smallest cluster, the
last one in Clist (lines 33-34). If the current Bestpc does not have free resources, F), selects
the next one based on the electricity price (line 36). This process is repeated till all the
clusters are placed to get the allocation map (line 37).

Algorithm 2 lists the steps of Partitioning phase, that takes as input ¢, the cluster
which need to be partitioned and a weight range ¢ for edges to be removed in each iteration,
and it returns smaller clusters. The algorithm iteratively removes (lines 5-8) from C' all
edges with weight less than or equal to a threshold, till C' becomes disconnected (n. > 1).
If the range § is very small, the number of iterations in Partitioning becomes large. On
the other hand, if § is large, then the algorithm would remove huge number of edges and
the number of clusters would be large. We chose § based on the variation in traffic demand
between virtual components. We normalize the traffic matrix A, such that the traffic demand
between virtual components is in the range [0,1]. We define J, the range of edges to be
removed in each iteration as 0.1. This algorithm minimizes inter-DC communication by

containing traffic inside a cluster and minimizing the traffic between clusters.

Complexity Analysis: Let the number of data centers in the federation be M and the
number of virtual components in the request be N. The size of traffic matrix A is N2. The
algorithm sorts the list of data centers once in O(M log(M)) time. Then, it divides the
request graph containing N virtual components recursively to create clusters where every

time Partitioning needs to scan the matrix A. Accordingly, the complexity of the graph
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partitioning is O(N?log(N)). As (N >> M), the overall running time of the algorithm is
in O(N?log(N)). Regarding required memory, the algorithm needs to store DCl;g, the list
of data centers in the federation, and the request graph which includes the set of virtual

components and the traffic matrix. Therefore, the space complexity of the algorithm is

in O(M + N + N?); that is in O(N?).

Cost of running the algorithm: It is very important to ensure that the cost of running
the algorithm does not exceed the amount of saving in the cost of hosting the data-intensive
application. The proposed algorithm collects the status information of all data centers of
the federation. Then, it partitions the application request graph to clusters of correlated
virtual components and maps the created clusters to DCs to minimize the operating cost.
Therefore, the cost of running the algorithm can be modeled as two components; (i) the
cost of data transfer due to exchange of status information messages, and (ii) the cost of
computation to find the best placement.

Cost of communication: First, the algorithm requires the status of all data centers in a
federation with L cloud providers, where each FCM sends the status information of its data
centers, which involves M + L number of messages. During the placement of the clusters,
checking the resource availability in each data center requires on an average log(N') messages.
Accordingly, the total number of messages required to run the algorithm is M + L + log(N).
Cost of computation: The algorithm sorts the list of data centers which requires M log(M)
operations. The request graph containing N virtual components is divided recursively to
create clusters. Partitioning requires N2log(N) instructions. Hence, the total number of
instructions is M log(M) + N?log(N).

Therefore, we define the total cost of running the algorithm to be

M log(M) + N%log(N)
VMfrquMcores

(M + L+log(N)) Statussize D Py q + V Mprice (3.13)

where Statusg;.e is the size of a Status message defined in the manuscript which is not more
than 20 Bytes. DP, 4 is the average data transfer price between data centers. VM opes,
VMpreq, and V Mpc. are the processing rate of a virtual core, the number of virtual cores,

and the price of the virtual machine that is executing the algorithm, respectively.

For instance, assume a federated cloud system with 100 data centers and a very large
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application request with about 10000 virtual components, the number of messages will not
exceed 1000 messages and the data transferred due to status exchange is less than 1 MB
with a cost less than 1$. Also, the computing time using a VM with 2 cores and a frequency
of 2.5 GHZ (i.e, D2d v4 Azure VM) will be in order of minutes (less than five minutes). As
the cost of such a VM is not more than 0.120 $/hour, the cost of computing part of the
algorithm will be in terms of cents. We notice that the cost of running the algorithm is
negligible if we compare it with the cost of running a data-intensive application which may

run for days or months.

3.4 Numerical Results

In this section, we present the results of evaluating the proposed algorithm (abbreviated
as CAVCA) in different scenarios. The proposed algorithm was implemented using MAT-
LAB Production Server R2015a on a server with Intel Xeon processor and 128 GB RAM,
running Ubuntu 14.04 64-bit OS.

3.4.1 Experimental Setup

Based on practical cloud deployments and DC locations, we implemented a federated cloud
system with three CPs having eight DCs distributed across three regions as illustrated in
Figure. 3.4. Each DC is labeled with a tuple indicating the CP, the location, and electricity
price (in $/KWh) [49]. The locations were based on those used by Google, Microsoft and
Amazon cloud providers '. The number of servers at each location is chosen at random
in the range of [150 — 250]. All the servers have a maximum configuration of 16 cores, 32
GB RAM and 2 TB disk, but a CP can announce varied resource availability for sharing.
The base power of a server assumed is 100 W and the peak power of CPU and disk were
70 W and 16 W, respectively [50]. The bandwidth between data centers is in the range
[40-100Gbps| [128]. The data transfer cost is set to 0.01$/G B within a region and 0.08%/GB

across regions [51].

L https://www.google.com/about /datacenters/inside /locations
https://azure.microsoft.com/en-in/global-infrastructure/
https://aws.amazon.com/about-aws/global-infrastructure
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Figure 3.4: Simulation setup of a federated cloud system

Application Request: Based on real data-intensive application instances generated by
Pegasus [129]|, We evaluate the proposed approach with application requests of various size.
The volume of data blocks is taken in the range [0 — 100] GB. The number of CPU cores
and the size of RAM required by compute VMs are chosen from {2,4,8} and {4,8,16}GB,
respectively. The traffic demand between DBs and V Ms is uniformly distributed in the
range [0 — 2] GB/h and the traffic among V Ms in the range [0 — 0.5] GB/h.

3.4.2 Results

To show the advantages of considering the operating cost in the placement of virtual
components, we also implemented three allocation approaches used commonly in cloud
management platforms, such as Eucalyptus and OpenStack; first fit (FF), best fit (BF), and
worst fit (WF) [130, 131]. FF scans data centers in order of resource capacity and allocates
a VC to the first DC that can accommodate it, while BF and WF allocate a VC to the DC
with minimum and maximum resources available, respectively. For fairness, we used First
Fit Cost-Aware (FF-CA) approach to allocate a VC to DCs according to lowest electricity
price [48]. In all the experiments, we take a time slot of 24 hours to calculate the cost. Each
experiment was run 1000 times and the 95% confidence intervals are shown in the plots. All

the results were normalized to the maximum value.
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Impact of application request size: We evaluated CAVCA and other baseline ap-
proaches using the setup shown in Figure. 3.4 while varying the request size from 500 to
5000 virtual components. We assume a uniform PUE value of 1.2 for all DCs 2, and Bestpc
in CAVCA is selected based on the electricity price. Figure. 3.5 shows the impact of the
request size on energy cost, communication cost, and the total cost. As expected, the energy
cost for all approaches increases with the size of the request as depicted by Figure. 3.5a.
However, the energy cost with CAVCA and FF-CA are minimum because they map requests
to DCs operating with cheaper electricity, while the other approaches are oblivious to the
electricity price variation. CAVCA gives a similar energy cost as FF-CA, which is the
optimal one in terms of the energy cost. It can also be seen from Figure. 3.5b that the
communication cost also increases with the application request size for all the approaches.
However, the communication cost is lowest with CAVCA since it creates and assigns clusters
of correlated virtual components to a single DC. While CA-FF achieves the lowest energy
cost, it fails to reduce the communication cost. Since CAVCA results in minimum energy
cost and communication cost, the total cost is also the lowest, as evident from Figure. 3.5c.
Figure. 3.5a shows that, the reduction in cost with CAVCA decreases with increasing
requests (in terms of virtual components). This is mainly because the choice gets limited as
the capacity limit is reached. In other words, when an FCM receives a very big application
request that requires almost all the resources offered by the federation, there is no option of
selecting a cheaper DC. We conclude that CAVCA is more useful when DCs do not operate

at their peak utilization, which often is the case.

Impact of PUE variation: To understand the impact of PUE diversity, we repeat the
previous experiment, varying the PUE across the DCs. PUE is randomly set between 1.1
to 2 3,and we use PUE to select the Bestpc for placement along with the electricity price.
Similar to the earlier case, the energy cost obtained with CAVCA is 14% lower than that
with FF-CA, as seen from Figure. 3.6a. That is because CAVCA selects DCs based on the
product of electricity price and PUE, thereby reducing the total energy cost and the energy
consumption as well. Similarly, CAVCA also gives the minimum communication cost as seen

from Figure. 3.6b. Consequently, the total cost is also lower, as evident from Figure. 3.6c.

2https://www.vertatique.com /no-one-can-agree-typical-pue
3 https: //www.datacenterdynamics.com/news/apac-data-center-survey-reveals-high-pue-figures-across-the-
region/

TH-2862_166101017 66



3. PLACEMENT OF DATA-INTENSIVE APPLICATIONS ON FEDERATED CLOUD

1 T T T T T

09 | CAVCA —E+ Y
FF-CA - ©-! R o
08 1 FF v A-a ./Q// &1
- Z
o L BE & v A |
WF A é/' ‘@
Lt ,/

Normalized Energy Cost

0 | | | | | | | L
500 1000 1500 2000 2500 3000 3500 4000 4500 5000

Virtual Components

(a) Energy cost

09 | CAVCA —H ///gﬁ
FF-CA - © -! .'-,/’

0.8 = FF :- v //,é B

o7 L BF — G- ;;/.? |

' WF —A—I /é

Normalized Communication Cost

500 1000 1500 2000 2500 3000 3500 4000 4500 5000
Virtual Components

(b) Communication cost

1 T T T T T %
& Ls CAVCA —EH A
FF-CA - © - i
08 - FF i+ /g A
o7 L BF -1 __gi,/’ _
WEF +—A— R

0.6

0.5

0.4

0.3

Normalized Total Cost

0.2

0.1

| | |
0
500 1000 1500 2000 2500 3000 3500 4000 4500 5000

Virtual Components
(c) Total cost

Figure 3.5: Impact of application request size on the cost
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Figure 3.6: Impact of application request size on the cost factors for varied PUE
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Impact of the federation: To understand the advantages of federation, we evaluated
CAVCA for two scenarios; federated and non-federated cloud, based on the setup given
in Figure. 3.4. We assume that F; (FCM of C'P;) receives application requests with size
varying from 500 to 2000 (the maximum capacity of C'P;’s data centers). C'P; can use
only its own DCs in non federated scenario, while in federated system it can assign the
workload to any DC that shares its resources. Therefore, the energy cost using federation
is lower than that with the non-federated system as seen from the results in Figure. 3.7a.
Regarding the communication cost, when a single DC is able to accommodate the entire
application request, the communication cost is zero (for instance with request size of 500
virtual components in Figure. 3.7b). For larger request sizes, F selects a nearby DC within
the same region in the federated scenario, while it has to select a DC in different region in the
non-federated scenario. This increases the communication cost as evident from Figure. 3.7b.
Accordingly, the total cost obtained by the algorithm using federation is less than that in
non federated system as depicted by Figure. 3.7c. Further, a CP can accept larger requests

using federation as already shown in Figure. 3.5.

Impact of varying data transfer price: Since many CPs, such as Microsoft [125], use
different prices for data transfer across the regions, we evaluated CAVCA and other methods
considering this scenario. Since energy cost is not affected by the change in data transfer
prices, we only report the communication cost and the total cost. The results in Figure. 3.8a
show almost 65% reduction in the communication cost with CAVCA compared to the other
baseline methods, because of clustering used in CAVCA to reduce the traffic between DCs.
Consequently, there is a significant reduction in the total cost with CAVCA as evident from
Figure. 3.8b. Similarly, Figure. 3.9 demonstrates the performance of CAVCA for federated
and non-federated scenarios with varying data transfer price, showing that federation can
lead to profit compared to the non-federated case, because a CP can select DCs from other

CPs in the same or closer regions.

Impact of adding data centers to the federation: In this scenario, we assume that
four DCs located in Korea, U.K, India and Canada are added in sequence to the federation
shown in Figure. 3.4. The size of the application request is fixed at 5000 virtual components.

Since the capacity of the first eight DCs can satisfy the resource demands of 5000 virtual
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3.4. NUMERICAL RESULTS

components, the energy, communication and total costs of FF approach are constant which
can be observed from Figure. 3.10. The change in energy cost of BF and WF depends on
the capacity of the newly joined DC as depicted by Figure. 3.10a. The energy cost with
FF-CA and CAVCA decreases while adding new DCs, since they exploit the variation in
electricity price. Hence, they can use the new DC for workload allocation instead of an
existing DC having higher electricity price. However, CAVCA outperforms FF-CA because
it considers electricity price and PUE while selecting Bestpc for placement. Figure. 3.10b
demonstrates the communication cost when the number of DCs is increased from 8 to 12.
Since we allocate clusters of highly correlated virtual components, CAVCA method performs
better than the others, in terms of the total cost as shown in Figure. 3.10c. CAVCA reduces
the total cost when the electricity price varies significantly across DCs, which is true in

practice.

Impact of data center locations on the total cost: To study how the locations of DCs
affect the cost of CPs in the federation in terms energy consumption cost and communication
cost, we evaluated CAVCA with a fixed request size of 3000 virtual components for different

sets of locations given below.

e Setl={Switzerland, Italy, U.K, HK, Japan, Singapore, Korea, India}

Set2={Switzerland, Italy, U.S, U.K, Canada, HK, Singapore, India}

Set3={Switzerland, Italy, U.S, HK, Japan, Singapore, Brazil, Chile}

Set4d={Italy, U.S, U.K, Canada, HK, India, Brazil, Chile}

Setb={Italy, U.S, U.K, Canada, HK, Singapore, Brazil, Chile}

Set6={U.S, Canada, HK, Japan, Singapore, Korea, India, Brazil}

Set7={Switzerland, Italy, HK, Japan, Singapore, Korea, India, Chile}

Set8={Italy, U.S, U.K, Canada, HK, Singapore, India, Brazil}

Set9={Switzerland, Italy, U.K, Japan, Singapore, Korea, Brazil, Chile}

Figure. 3.11 shows the energy cost, communication cost, and the total operating cost

obtained with CAVCA executed on different sets of DCs. Set8 gives the lowest energy cost,
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since it contains eight DCs in countries having the lower electricity prices. However, this
choice of DCs has the fifth lowest communication cost, because the DCs are distributed
across three different regions, that leads to higher bandwidth cost. Set8, Set4 ,Set2 and
Set6 lead to lower energy cost since all of them include DCs in U.S and Canada, where the
electricity is cheapest. However, Setl leads to lowest communication cost, since the DCs of
this set are nearby. Although, Set2 neither has lower energy cost nor communication cost,
it gives the minimum total operating cost. This is because, the DCs of Set2 are in regions
where the inter-connection bandwidth price is low, and they have average electricity price.
We conclude that establishing DCs in countries where energy is cheap is not the optimum
choice, because the bandwidth cost also needs to be considered. On the other hand, it
might be preferable to have all the data centers in a single region, but this is not practical.

Federation system gives the best balanced solution for cost and global coverage.

Average Running Time: Average running time is a significant performance metric to
evaluate a placement approach and check its feasibility of being used in real-time. Figure. 3.12
shows the numerical results for the running time of the proposed algorithm CAVCA. It
increases non-linearly with increasing application size. As evident from the figure, CAVCA
takes a small fraction of time for small to medium applications. Even for a large application

with 10000 virtual components, CAVCA does not need more than three minutes.
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Figure 3.12: Average running time of the CAVCA algorithm for various application sizes
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The time taken is negligible compared to the running time of data-intensive application which
may take days. From the results we conclude that CAVCA is cost-efficient in terms of the
running time for large applications and hence, it can be used for on-demand data-intensive

application placement in federated cloud data centers.

3.5 Summary

The work in this chapter studied how to place data-intensive applications in a federated
cloud system, using a cost-aware approach. We proposed a hierarchical resource management
framework that caters to the requirements of the federated cloud in terms of semi-autonomy
and privacy. We formulated the problem of virtual components allocation in a federated
cloud as an optimization problem to minimize the costs of the energy consumption and
communication. We proposed a heuristic algorithm to allocate a cluster of highly communi-
cating virtual components to a DC, while minimizing the operating cost. We evaluated the
proposed algorithm using extensive simulations considering realistic data. A comparison
with the most commonly used approaches in cloud management systems showed significant
improvement in terms of the energy cost, communication cost and the total cost for all
cases. We conclude that CAVCA algorithm achieves better reduction in the total cost of
operation when the cost factors vary significantly across the CPs in a federation and the
correlated virtual components are scheduled together. In certain cases, CAVCA reduces the
total operating cost by 60%. We conclude that minimizing operating cost in geo-distributed
clouds for data-intensive applications warrants the use of federation to balance the cost
and global coverage at the same time. In next chapter, we address the problem of resource
management for hosting vehicular applications in a federated cloud system where the delay
requirements of an application request should be considered to meet the desired QoS of the

end-user, besides minimizing the cost of the cloud provider.

Moo I&>-enen
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CHAPTER

Cost-and-Delay Aware Dynamic Resource
Allocation in Federated Vehicular Clouds

IIn this chapter, we address the problem of resource allocation for vehicular applications
in cloud data centers where the delay requirements of the application are considered while
minimizing the cost. As discussed in Chapter 1, several enterprise vehicular services are
being used to enhance the driving experience, like safety messages delivery and infotainment
applications. These services require huge resources. To this end, VCC has emerged to host
these services in cloud. The main objective of the CP is to maximize its profit by minimizing
its operating cost while meeting the QoS requirements of the hosted applications. The user
mobility in VCC makes the resource management a challenging problem for the CP. Despite
the increasing attention on this topic, most efforts have focused on user-centric solutions,
and unfortunately not on the difficulties encountered by CPs in improving their business.
Exploiting federation in VCC brings many benefits for the CP and the end users as well. It
allows the CP to serve more users within the desired delay and cost requirements, leading
to higher revenue [10]. It also helps to deal with vehicle mobility and improve the QoS by
monitoring the performance and migrating the VM of the user to a DC that provides lower

delay to maintain the SLA.

Motivation: Modern vehicular applications are resource-hungry and delay-aware. With
increasing user density and due to their high mobility, we argue that Federated Vehicular
Cloud Computing (FVCC) is the way forward to handle such applications, while the provider

tries to maximize its profit. We observed from the literature that most of the works either

TH-2862_166101017



4.1. SYSTEM MODEL

optimize the cost or the delay during resource allocation in VCC architectures (not in a
federated scenario). We argue that both should be jointly optimized to meet the objectives
of the CP and the users. Additionally, an ideal dynamic allocation strategy should classify
the vehicular applications based on their delay requirements and migrate the VMs to handle
the mobility in VCC. Note that inter-DC VM migration is a complex operation. Therefore,
migration should be performed only when it is required and number of migrations should
be minimized. To the best of our knowledge, no existing work in the literature exploited
federated cloud for vehicular applications to demonstrate its benefit to both the CP and
the users.

In this chapter, the problem at hand is how a CP hosting vehicular services can
dynamically allocate resources in a federated cloud environment to minimize its operating
cost while assuring the delay requirements of users moving across the network. We introduce
FVCC platform which integrates federated cloud concept in VCC. We propose a dynamic
pricing model for resource sharing among the CPs in the federation. Towards solving the
problem, we propose a cost-and-delay aware algorithm that allocates the resources for
vehicular applications in federated cloud dynamically considering the delay requirements of
the application and the cost constraints of the CP. This algorithm leverages the diversity in
cost and delay across DCs of the federation to meet the SLAs of the users and to minimize
the cost of the CP. It migrates VMs only when it is required, based on mobility and delay.
Organization of the Chapter: The remainder of this chapter is structured as follows.
We discuss the proposed FVCC architecture and the dynamic pricing model in Section 4.1.
The proposed algorithm is described in Section 4.2. Simulation results are presented in

Section 4.3 followed by a summary of the chapter in Section 4.4.

4.1 System Model

In this section we describe the proposed FVCC architecture, the model followed for applica-

tion requests and the dynamic pricing model.

4.1.1 Federated Vehicular Cloud Computing (FVCCQC)

In this work, we modify the VCC system to leverage the advantages of federated cloud.

The proposed FVCC architecture uses the federated cloud to handle the resource-intensive
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Figure 4.1: FVCC architecture

applications running in the vehicular networks. The proposed architecture has three major

modules, that are discussed below and also illustrated in Figure. 4.1.

o Mobile vehicles: A set of vehicles that represent the users in the FVCC architecture,
move along the road in both directions with arbitrary speeds. The density of vehicles
might vary depending on the time of the day and the area (highway or city). The
vehicles run different applications that are served from the federated cloud. We assume
that the distance between the vehicles as well as the variation in the speed follow an

exponential distribution [132].

o Road Side Units (RSUs): The RSU serves as an interface between mobile vehicles and
the cloud. The vehicles and RSUs communicate over a wireless link (typically IEEE
802.11p) [133], while the RSUs are connected to the cloud via the backbone Internet.
RSUs are spread uniformly in the area with each RSU having a fixed coverage range
(about 1 Km) [134]. The distance between the RSUs is decided by the infrastructure
planner, with a sparser deployment increasing the response time for the users and
a denser deployment increasing the infrastructure cost to the provider [135]. RSUs
might be able to host small applications or buffer limited data, but since we assume

resource intensive multimedia applications, they are hosted in the cloud [32].
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o Federated cloud: We consider a federated cloud system where multiple CPs collaborate
to share their resources based on a dynamic resource pricing model discussed subse-
quently [44]. Each CP has one or more DCs, and we assume a CP is also a vehicular
service provider apart from serving as an infrastructure provider to the other CPs
(e.g. C'P; in Figure. 4.1). The common objective of all CPs in the federation is to
maximize their profit [47]. Hence, each CP offers the free resources to other CPs and
likewise it may rent resources from other CPs to expand its capacity, meet the SLA,
or optimize the cost [136]. We use the hierarchical resource management framework
presented in Section 3.1, where each DC has a DCM and every CP has a FCM. The
DCM manages the resource allocation and VM scheduling in its DC, while the FCM
handles the requests from the users of its CP and brokers with other FCMs regarding
resource availability and price. FCM also migrates the VMs across the DCs to meet

the QoS requirements and to optimize the cost.

4.1.2 Vehicular Application Requests

We classify the vehicular applications into two categories based on the QoS requirements as

follows:

e Delay-Sensitive (DS) applications, such as safety applications that have strict delay
constraints [114]. For these applications, the CP has to minimize the delay, without
it exceeding a threshold, say dT'hps. At the same time, the cost incurred in service

should also be limited to a threshold, say cThpg.

e Delay-Tolerant (DT) applications, such as mobile social networking and infotainment
applications that are less sensitive in terms of delay [54]. Here, we require the delay
not to exceed a reasonably larger threshold, say dThpr, while the cost being lower

than a threshold of ¢T'hpr.

Since DS applications require smaller response times compared to the DT ones (i.e.,
dThps < dThpr), they are served by a VM with better configuration (and costlier) than
that used for the DT applications. To choose the optimal service provider for each service,
the proposed system considers a trade-off between the delay and the cost of a VM. To

maximize the profit, a service provider would strive to reduce the delay of DS applications
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while adhering to the cost threshold and to reduce the cost of DT applications while
meeting the delay threshold. Thereby, the profit can be maximized, while meeting the delay
requirements of various services.

To get a service from the cloud, a vehicle sends a request to the registered service
provider through the nearest RSU [137]; requests follow the Poisson distribution [138]. We
define a service request using the tuple, {Viq, S1viq, STvype, T'S}, where Viq is the vehicle
identifier, Stv;q is the service identifier, STy, is the service type (DS or DT), and T'S is
the time of initiating a request. Srv;q is used to identify the service instead of the IP address
to make VM migration transparent to the user and achieve service continuity [18]. Srvgype
is assigned automatically by the device based on the class of the application. On receiving
a request, the RSU forwards it to the FCM of the service provider in the cloud after adding
RSU,q, the forwarding RSU’s identifier, as indicated in Figure. 4.1. If an RSU is in the
transmission range of the vehicle, the vehicle sends the request directly to the RSU (e.g. V3
in Figure. 4.1), else, the vehicle uses multi-hop vehicle-to-vehicle (V2V) communication (e.g.
V, in Figure. 4.1) [139, 140].

Figure. 4.2 shows the sequence of steps in serving a request. First, a vehicle (application)
sends the request to the nearest RSU, which is forwarded to the FCM of the service provider
in the cloud (say F'C'M;), where it is added to a scheduler queue. For each request, FCM;
runs the proposed resource allocation algorithm (discussed in Section 4.2) to forward the
request to a selected DC. After processing the request, the DC sends the response directly
to the sender vehicle through the forwarding RSU. Here, we assume urban mobility scenario
(average speeds below 50km/hr), so that the response to a request is routed through the
same RSU. However, if a vehicle moves to another RSU before receiving the response, we
could use Mobile TP architecture to tackle the handover. Multiple delays incurred in various

phases of the request handling [46].

4.1.3 Resource Pricing Model

Though many CPs follows fixed pricing model for VMs with fixed configuration, recent
studies show that this is not efficient in federated cloud and many CPs nowadays use
dynamic pricing based on supply and demand [44]. This allows CPs to rent-out resources

based on the price and the demand to maximize their profit and the utilization of their
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Figure 4.2: Process flow diagram demonstrating the service of requests

resources, and to extend their capacity [16]. We define fedPrice as the outsourcing price
offered by a CP p to other CPs in the federation. CPs consider multiple factors, such as the
operating cost, price for end-user, the demand, and the resource availability, while setting
fedPrice. We consider predefined VM instances offered by CPs where g denotes the type
of VM instance with specific configurations of CPU and memory (e.g. small, medium, etc).
D,y is defined as the k* DC of the CP p. We also define op(}'ostgk and userPricegk as the
operating cost of running a VM instance of type g at Dy, and the price of this VM instance
for the end-user, respectively. Accordingly, the profit for p due to hosting a VM instance of
type g at Dy, pro fitgk is defined as the difference between the price paid by the end user

and the operating cost of this instance, i.e.,
pro fitgk = userPricegk = opCostgk (4.1)

To foster collaboration, a CP p should charge the other CPs less than that charged to
the end-user, while considering the increase in demand. Thus, fedPrice offered to other
CPs varies between the operating cost and the user price according to resource availability.
For example, when the resource availability is high, fedPrice should be low (closer to the
operating cost), to encourage other CPs to deploy their instances on p’s infrastructure. As
the resource availability reduces, fedPrice should increase towards the price offered to
the end-user. Let resAvail?™ and total Availl® be the available and the total number of

shareable VM instances of type g in Dy, respectively. We define the utilization of VM
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instances of type g offered for sharing at Dy, as

total Availl® — resAvaill”

4.2
total Availl® (42)

pk _
Ug =

The margin between the operating cost and fedPrice depends on the resource utilization
and it is defined as a percentage of the profit returned from the end user. Therefore,
fedPricegkf the price of a VM instance of type g at D, offered by CP p to other CPs, is
given by

fedPricef,k = opC’ostlglC + ngk profitlg’k, (4.3)

which is essentially the basic operating cost plus a dynamic profit based on the resource

utilization at the destination DC. Table 4.1 summarizes the notations used in the system

model.

Table 4.1: Notation used in the system model

Symbol Description

D, Set of the data centers of the CP p

D,y k" data center of CP p

0pCostZk Operating cost of a VM of type g at Dy, ($/h)
userPricegk End-user price of a VM of type g at Dy, ($/h)
pro fitgk Revenue of end-user VM of type g at Dy ($/h)
fedPricel” | federated price of a VM of type g at Dy ($/h)
UgK Utilization of VM instances of type g at Dy,
totalAvailgk number of type g VMs offered for sharing at Dy,
resAvailé’k number of type g VMs available for sharing at D,
dThyg Delay threshold for VMs of type g (ms)

cThy Cost threshold for VMs of type g ($/h)

4.2 Proposed Algorithm

In this section, we propose an algorithm to solve the problem and also discuss its complexity.
It is an online algorithm for initial resource allocation and also VM migration, that meets the
delay requirements and reduces the operating cost. The algorithm is designed to maintain
the autonomy and privacy requirements of the CPs.

As shown by Figure. 4.3, the proposed algorithm consists of four different algorithms
that are discussed in detail. First, CDRAM (Cost and Delay-aware Resource Allocation
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CDRAM
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|
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DSRA DTRA

Figure 4.3: Components of the proposed approach

Method) is the main algorithm that creates a VM for each user requesting a service and also
checks if migration is required for already placed VMs. It also invokes FRA (Federated
Resource Allocation) algorithm that collects resource information from DCs of the federation
and invokes one among the algorithms; DSRA (Delay Sensitive Resource Allocation) or
DTRA (Delay Tolerant Resource Allocation) to dynamically allocate resources either for
the DS applications or DT applications, respectively. These algorithms optimizes the cost
and delay constraints jointly.

Algorithm 3 gives CDRAM that takes as input Dj, the set of p’s DCs (p is the
service provider), and Req@, the queue where Fj, (FCM of p) stores the service requests. It
returns RsMap that maps VMs assigned to the users to DCs of the federation. RsMap
is a hash table with a record for each user and an associated service defined as the tuple
(Via, Srvig, RSU;q, V M;, DC;), where V4 is the identifier that defines the user, Srv;q is the
service identifier, RSU;q is the identifier of the RSU that forwards requests of Vg (it is
updated when the user moves to another RSU), V' M; is the VM assigned to V4 for the
service Strv;q, and DCj is the identifier of the DC where V M; is currently placed. Since a
vehicle might be associated with multiple VMs (for various applications), RsMap is indexed
by the key (Viq, STviq). Initially, DCy;s, the set of DCs in the federation contains only DCs
of p and the table RsMap is empty (lines 1-3). F}, serves the requests from Req(@ on FCFS
order (line 4). F), searches through RsMap to know if there is a VM already assigned to
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ALGORITHM 3: CDRAM Cost and Delay Aware Resource Allocation Method

Input: D,: List of local DCs of CP p
Req@: Requests received from vehicles

Output: RsMap(Viq, Stviq, RSU;q,V M;, DC;)

Initialization:
DClist — Dp;
RsMap <— NULL;
req = ReqQ.head,
while (req # NULL) do
if ( /(RsMap.contains(req.Viq,req.Srv;q))) then
Create(VM;,req.Smvype);
VM;.current DC < NULL;
V M; type < req.Srvype;
V M;.currentDelay < oo;
V M;.current Price < o0;
V M;.cost < 0;
newDC= FRA(VM;, DCy;st);
Forward (req, (V M;,newDC));
RsMap.insert(req.Viq, req.Srv;q,
req.RSU,q, V M;,newDC);
else
res < RsMap.get(req.Viq, req.Srviq);
if (req.RSU,;q == res.RSU,;4) then
| Forward (req, (res.V M;,res.DC;));
else
Forward (req, (res.VM;,res.DC;));
newDC= FRA(res.VM;, DCj;st);
// Check migration
RsMap.update(req.Vig, req.Srvq,
req.RSU;q, V M;,newDC);
update V M;.cost;
req < req.next;

return RsMap;

this user for the requested service, otherwise it means V;4 has requested to join the service
(line 6). F), creates and configures a new VM (V' M;) based on the application requirement
(lines 7-12). The parameters currentDelay and currentPrice of V M; are initially set to oo
to be compared later with delay and fedPrice offered by various DCs, respectively (lines
10-11). Then the algorithm calls FRA to allocate VM, in the federated cloud (line 13)
after which, F, forwards the request to V' M; and a record is added to RsMap (line 14-15).
Otherwise, if RsMap has a record associated with V;4 and Srv;g (line 16), the algorithm
extracts it (line 17) and compares with the received request (line 18). If this request is

forwarded through the same RSU as earlier requests from the user (the user is still with the
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ALGORITHM 4: FRA Federated Resource Allocation
Input: VM;: The VM to be allocated or migrated

IF: List of federated cloud managers

DCl;s: List of DCs in the federation

dThpg: Delay threshold of DS services

c¢T'hpg: Cost threshold of DS services

dThpr: Delay threshold of DT services

cT'hpr: Cost threshold of DT services

Output: newDC : The newly assigned DC to V M;

1 for each D, € D, do
2 L Get(resAvailgk,fedPricelg’k);
3 for each F; € IF do
Request(resAvailgl, fedPricegl) of all Dy € Dy;
5 Receive(Dy;, resAvaill, fedPriced') from F;
6 Update DCl;q;
7 if (V. M, .type == DS) then
8 ‘ newDC= DSRA(VMi,DClist,dThps,CThps);
o if (VM;.type == DT') then
10 ‘ newDC= DTRA(VM“ DClista dThDT, CThDT);
11 return newDC)

same RSU), F), simply forwards the request to the associated VM using the information in
RsMap (lines 18-19).If the request comes from a new RSU, F,, forwards the request to V M;
and checks if migration is required to maintain delay and cost requirements by invoking
FRA (lines 20-22). The information of V' M; is updated in RsMap (the forwarding RSU
and the DC after migration). Typically, in vehicular cloud computing, a VM is composed of
a base and a layout. We only migrate the VM layout during VM migration to reduce the
size of migrated data. Furthermore, we could use live migration to minimize the service
interruption time while migrating the VM. After serving the request the cost of V M; is
updated before the next request (lines 24-25). The cost is calculated using the pay-as-you-use
policy.

We present FRA in Algorithm 4. The input is V M;, the VM to be placed or migrated,
IF, the set of FCMs of the CPs in the federation, DCj;s, the set of DCs in the federation, and
dT'hps, cT'hpg, dT'hpg, dT’hpr; the thresholds of delay and cost for DS and DT services.
The delay thresholds are configured based on Service Level Agreement (SLA), while the
cost thresholds are set by the service provider. It returns newDC, the identifier of the DC

where V M; is allocated. FRA collects information about the number of available instances
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and fedPrice of various VM types across all DCs. F), gets this for own DCs directly from
DCMs or from the FCMs for other CPs (lines 1-5). Then, F}, updates DCj;s; (line 6). The
algorithm classifies the type of VM; (DS or DT) to call the corresponding function for
allocation, where DSRA is for DS type VMs, and DTRA is for DT type VMs (line 7-10).
DSRA and DTRA perform initial VM placement and VM migration as well.

We consider the delay to be a hard constraint, wherein a request is dropped if its
delay exceeds the required threshold, while the cost is a soft constraint so that the provider
can accept fedPrice more than the defined cost threshold to serve more requests within
the deadline [132|. However, fedPrice can not be more than the user price, according to
Eq. 4.3.

Algorithm 5 presents DSRA that allocates VMs for DS applications. Here, the service
provider minimizes the delay also considering the cost threshold ¢cThpg. DSRA takes as an
input V' M;, the VM to be placed, DC};s the list of DCs in the federation, and dThpg and
cT'hpg the thresholds. It returns identifier of the DC where V M; has been allocated. After
initializing Select DC, a local variable to scan DCj;s, BestDC the best DC for placement
and Candidatesy;s; for DCs that satisfy dThpg (but fedPrice is above ¢Thpg) (lines 1-4),
the algorithm sorts DCy;s; according to delay and selects the DC that gives minimum
delay (lines 5-6). If the delay of the selected DC is greater than dThpg, then the request
is dropped (lines 7-8). If the selected DC is the one where V M; is currently placed and
fedPrice in this DC is less than ¢T'hpg, then V M; is already placed in the best DC and
there is no need of migration. Hence, the algorithm returns the current allocation (lines
9-10). Otherwise, either V' M; is a new VM to be placed or there may be a better allocation
for it. To minimize the delay while considering the cost threshold, the algorithm selects
BestDC, the first DC with resources to satisfy both dT’hps and ¢T'hpg (lines 12-19). When
dThpg is satisfied but the fedPrice > ¢T'hpg, the DC is added to Candidatesy;s; (line 18).
If no DC satisfies d1'hpg within the fixed cost threshold, the algorithm sorts Candidatesy;st
based on fedPrice and takes first DC as BestDC' (lines 20-25). This is to serve the request
within the deadline, but with minimum extra cost above ¢T'hpg.

After deciding the best DC for V M;, the algorithm checks if the delay of BestDC' is less
than the current delay for VM; (for a new VM, currentDelay = co) and then it allocates
(or migrates) VM; to BestDC' (lines 26-30). If the delay of BestDC' is same as the current
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4.2. PROPOSED ALGORITHM

ALGORITHM 5: DSRA Delay-Sensitive Resource Allocation

Input: VM;: The VM to be allocated or migrated
DCl;s: List of DCs in the federation
dT'hpg: Delay threshold of DS applications
cT'hpg: Cost threshold of DS applications

Output: BestDC: The DC where V M; is allocated

Initialization:
SelectDC < NULL;
BestDC + NULL;
Candidatesy;sy < NULL;
Sort DCY;s in increasing order based on Delay;
Select DC' = DCl;s.head,
if (Delayivselect[)c > dThps) then
return NULL;
// Drop the request
if ( (SelectDC ==V M;.currentDO) & (fedPrice?k¢*PC < ¢Thps) ) then
‘ return V M;.currentDC,
else
while (resAvaily%e“tP¢ == 0) do
L Select DC' < SelectDC.next;

while (Delayi7selectpc < dThps) do

if (fedPrice7sletPC < ¢Thpg) then
‘ BestDC + SelectDC;

else

Candidatesy;si.insert(Select DC);

SelectDC < SelectDC.next;

if (BestDC == NULL) then
if (Candidates;;ss 2 NULL) then
Sort Candidates;;s; based on fedPricell];S;
BestDC + Candidates;;s.head,
else
‘ return NULL;
if (Delay; pestpe < V M;.currentDelay) then
if (VM,.currentDC == NULL) then
| Allocate(V M;, BestDC);
else
‘ Migrate(VM;, V M;.current DC, Best DC);
else if ( (Delay; pestpc == V M,.currentDelay) &
(fedPriceBstPC < fedPricey i< PC) ) then
‘ Migrate(VM;,VM;.current DC, Best DC');
V M;.current DC = BestDC';
V M;.currentDelay < Delay; pestpc;
V M;.current Price + fedPriceBetPC;
Updaute(7"65141}(12’%’“57 fede'ce%kS);
return BestDC,
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4. DYNAMIC RESOURCE ALLOCATION IN FEDERATED VEHICULAR CLOUDS

ALGORITHM 6: DTRA Delay-Tolerant Resource Allocation
Input: VM;: The VM to be allocated or migrated

DCl;s: List of DCs in the federation

dT'hpr: Delay threshold of DS applications

cT'hpp: Cost threshold of DS applications

Output: BestDC: The DC where V M; is allocated

Initialization:
SelectDC <+ NULL;
BestDC < NULL;
Sort DCj;st in increasing order based on fede'celgT;
SelectDC = DCl;s.head,
if ( (SelectDC ==V M,.currentDC') & (Delay; seiectpc < dThpr) ) then
‘ return V M;.currentDC,
while (resAvail75etPC == 0) do
L SelectDC <+ SelectDC.next;
while ( (SelectDC # NULL) & (BestDC == NULL) ) do
if (Delay; secicctpc < dThpr) then
‘ BestDC = SelectDC;;

else
‘ SelectDC <+ Select DC.next;

if (BestDC == NULL) then

‘ return NULL;
else if (fedPriceBstPC < V M, .currentPrice) then
if (VM;.currentDC == NULL) then

| Allocate(V M;, BestDC);
else

‘ Migrate(V M;, V M;.current DC, Best DC);
V M;.currentDC = BestDC);
V M;.currentPrice < fedPrice35:tPY;
V M;.currentDelay < Delay; estpc;
Update(res Avail%sy., fedPricebs,);
return BestD(C,

delay of V M;, but BestDC' offers lower fedPrice, then V M; is migrated to BestDC to
reduce the cost (lines 31-32). Finally the information of V' M; is updated, F), is updated
with the resource availability and the fedPrice (based on Eq. 4.3) (lines 33-36).

Similar to DSRA, DTRA presented in Algorithm 6, allocates VMs to DT application
requests. It sorts DC;s based on fedPrice to minimize the cost while meeting the delay
requirements (line 4). In case VM, is already placed in the DC with minimum fedprice
and meets dThpr, then the algorithm simply returns the current location of V' M; (lines
5-7). When V M; is a new VM or it needs to be migrated, the algorithm selects BestDC' to
be the DC with shareable VMs to satisfy dT’hpr with lowest possible fedPrice (lines 8-13).
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If no DC satisfies the delay threshold, the request is dropped (lines 14-15). Otherwise, the
algorithm checks whether the fedPrice of the selected BestDC' is less than the current price
of V.M;. If yes, it allocates (or migrates) V M; to BestDC and updates V' M;’s information,

along with the resource availability and fedPrice (lines 16-24).

Time and Space Complexity: Let M be the number of DCs in the federation and N
be the total number of VMs, bounded by the number of users (vehicles) multiplied by the
number of applications (N >> M). In the proposed algorithm, all operations on RsMap
including search, get, insert, and update can be done in O(1). DSRA and DTRA use
sorting of DCy;se in O(M log(M)), and scanning of DCj;s; in O(M). Therefore, the overall
time complexity of the algorithm is in O(M log(M)). The algorithm needs to store the
list of data centers DCp; and the table RsMap with an entry for each VM. So the space
complexity is in O(M + N).

4.3 Simulation Results

This section discusses the results from implementing the proposed algorithm (termed
CDRAM) for the FVCC architecture using a Java-based discrete event simulator running
on a server with an Intel Xeon processor and 128GB RAM. We consider a road of length
200 km with multiple lanes. Vehicles travel in both directions with various speeds, and
RSUs are deployed uniformly to cover the entire area [134]. We consider two types of
VM instances; {2 vCPUs, 8 GB RAM} and {4 vCPUs, 16 GB RAM} to serve DT and
DS services, respectively. We assume that all requests of an application have the same
QoS and CPU requirements which are defined by the desired delay threshold and the task
size in terms of millions of instructions (MIs), respectively [115, 114]. We considered a
federated cloud with 12 DCs belonging to three CPs, as shown in Figure. 4.4 where each
DC is represented by a tuple that includes the owner CP, the DC location, and the user
price in $/h [60, 61, 71]. Each DC has 15000-20000 vCPUs and 60000-80000 GB memory.
All vCPUs have the same processing speed [114]. We assume on-demand price based on
dynamic pricing model defined in Eq. (4.3). The mean Round Trip Time (RTT) in the cloud

is estimated to vary between 10-433 ms '. Simulation parameters are listed in Table 4.2.

! https://apimetrics.io/apimetrics-free-api-tools-resources/cross-cloud-api-latency-analysis/
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Federated Cloud

AWS

(AWS, Mumbai, 0.089)
L) (AWS, Singapore, 0.105)
(AWS, California, 0.099)
(AWS, Paris, 0.094)

Google
(Google, Sao Paulo, 0.150)

(Google, Mumbai, 0.114)
E’G’ (Google, Hong Kong, 0.132)

(Google, London, 0.122)

Azure
(Azure, Australia, 0.106)
(Azure, Germany, 0.058)
(Azure, Switzerland, 0.115)
(Azure, Mumbai, 0.118)

Figure 4.4: Federated cloud scenario for simulation

Table 4.2: Simulation parameters

Parameter Value
Vehicles speed 30-100 km/h
Transmission range 300 m

RSU coverage range 1 km

Packet length 100 Byte
Data rate 6 Mbps

Delay threshold of DS services dT"hps | 100 ms
Cost threshold of DS services ¢Thpg 0.180 $/h
Average DS task size 1500 MIs
Delay threshold of DT services dT’"hpy | 400 ms
Cost threshold of DT services cThpr | 0.90 $/h

Average DT task size 750 M1s
Packet generation rate 10 Packets/s
Processing speed of vCPU 20000 MIPS
Mean RTT in cloud 10-433 ms

Impact of federation: To analyse the benefits of federation in VCC, we evaluated
CDRAM for DS and DT applications in federated and non-federated scenarios. We assume
CP; (Google) to be the vehicular services provider in Figure. 4.4 and vary the number of
vehicles per km (vehicles/km) from 10 to 50. As shown in Figure. 4.5a, in non-federated
scenario the delay increases rapidly as number of vehicles increases. In federated environment,

CDRAM gives lower delay and it satisfies QoS requirements of both DS and DT services.
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From Figure. 4.5b we can observe that using federation CDRAM is able to serve requests in
all the cases, while about 50% of DS requests and 20% of DT requests are dropped when
vehicles/km reaches 50 in the non-federated scenario. Furthermore, the average cost per
VM exceeds the corresponding cost threshold for DS and DT services without federation
(see Figure. 4.5¢c.) In federated cloud, the cost for both DS and DT services is reduced
significantly and all the requests are served within the threshold, because the CP has more

choice in finding a DC that meets the delay requirements with lower cost.

Impact of vehicle density: Next, we varied vehicles/km to reflect different traffic
density scenarios and compare CDRAM with two baseline approaches Delay-Aware (DA),
an algorithm that assigns the requests to a DC serving with least delay and Cost-Aware
(CA), an algorithm that assigns the request to a DC operating with least cost [115]. We
show the results for DS and DT applications separately to show the impact of application
awareness. Figure. 4.6a shows that CDRAM-DS achieves the best delay for DS applications
as the algorithm always allocates and migrates VMs to the DC with minimum delay. Though
DA allocates VMs to DC with minimum delay, it shows a higher average delay because
DA allocates all VMs in the same way. It is also observed that CDRAM-DT gives higher
delay than CDRAM-DS and DA, because it tries to reduce the cost of the service while
meeting dThpp. Nevertheless, CDRAM-DT satisfies dT'hpr for all DT requests even with
large number of requests. CA gives the highest delay as it cares only about minimizing the
cost rather than the delay. Figure. 4.6b shows that CDRAM can serve all the DT requests
and drops less than 10% of DS requests in case of high traffic (vehicles/km more than 80).
This could be avoided by placing more RSUs to reduce the channel access contention [132].
CA drops about 40% of total requests even with low traffic (vehicles/km is 10) and it
accepts only 40% of the requests when vehicles/km is 100, because CA tries to minimize
only the cost. DA accepts all the requests for low traffic but fails with medium and high
traffic. Figure. 4.6¢c demonstrates that the average cost per VM increases with the number
of vehicles, due to the increased resource utilization leading to a higher fedprice. We can
see that the cost with CDRAM-DT is the minimum since it allocates and migrates VMs
to the cheaper DC that satisfies dT’hpr. Since dT'hpr is relatively high, CDRAM-DT can
serve all requests within the threshold ¢T"hpr. CDRAM-DS gives higher cost than CA and
CDRAM-DT, since it trades off QoS with cost. With high density, CDRAM-DS may accept
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Figure 4.5: Impact of federation on the delay, the served requests, and the cost
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Figure 4.6: Impact of vehicle density on the delay, the served requests, and the cost
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Figure 4.7: Number of migrations

a price higher than ¢T'"hpg to satisfy the delay requirement and serve maximum number of
DS requests. However, CDRAM-DS still performs better than DA, as it tries to reduce the
extra cost above ¢cT’hps. CDRAM performs better since it classifies the requests based on

the delay and balances the load across the DCs.

Number of migrations: Figure. 4.7 shows that CDRAM reduces the VM migrations up
to 72% and 90% for DS and DT services, respectively. It is because CA and DA checks
the migration decision for every request of a user (causing unnecessary migrations), while
CDRAM checks if migration is required only when the vehicle moves to another RSU.
CDRAM considers both delay and cost thresholds for migration. CDRAM-DS migrates
only if it finds a cheaper DC or that gives lesser delay, while CDRAM-DT only migrates
VM to a cheaper DC that satisfies dI’hpr. Hence, CDRAM-DT leads to fewer migrations
than CDRAM-DS.

Impact of Delay Threshold: To study the impact of the delay threshold on the cost
and the requests served, we fixed the vehicle density at 50 vehicles/km, and varied dThpg
between 100 and 50 ms, and dT'hpr between 400 and 150 ms. Figure. 4.8a shows that
there is a trade-off between the delay and the cost. As the delay threshold decreases, the

cost increases for both DS and DT services. We can observe that the service provider still
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Figure 4.8: Impact of delay threshold on the cost and the served requests

could match the cost threshold while serving DT requests, while it has to bear an extra
cost for the DS services as dT'hpg reduces beyond 80 ms. Figure. 4.8b depicts that all DT
requests are served as dI'hpr is relatively large even after decreasing it, and the service
provider has more DC choices. Some of the DS requests have to be dropped when dThpr
decreases below 80, as there are limited DCs to choose from that can serve all DS requests

within the delay threshold with the DCs available.
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4.4 Summary

In this chapter, we introduced the concept of federation in vehicular cloud computing and
termed the architecture FVCC. We formulated the problem of dynamic resource allocation
in FVCC to satisfy the delay requirements of user requests and at the same time, minimize
the operating cost of the service provider. We presented a practical dynamic pricing model
for sharing resources across CPs and a cost-efficient and delay-aware algorithm for hosting
vehicular services in a federated cloud. The proposed algorithm is in polynomial time and
works online to migrate VMs to cater to QoS requirements. Experimental evaluation shows
that FVCC balances the requirements of both the users and the service provider. The
proposed algorithm outperforms baseline approaches in terms of delay and cost and helps to
serve more requests. In this chapter, inter-DC VM migration has been utilized in FVCC to
minimize the cost and the delay. We tried to reduce VM migration overhead by minimizing
the number of migrations and migrating a VM only when required. However, understanding
the exact impact of the VM migration across the data centers in a federated cloud is very
important. In the next chapter, we will discuss inter-DC migration performance. We will

also consider the impact of various parameters that affect migration performance.

Qo3& >-enen
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CHAPTER

Towards Cost-aware VM Migration to
Maximize the Profit in Federated Clouds

T'he previous chapters have focused on resource management for hosting various applications
in federated cloud. In Chapter 3, we discussed the static resource allocation for data-intensive
applications without including migration. In Chapter 4, we studied the dynamic resource
allocation for vehicular applications where migration is utilized to tackle user mobility
and meet the delay requirements of user applications and the cost constraints of the CP.
However, VM migration across geographically distributed data centers of a federation is
challenging and it comes with lots of extra overhead. In this chapter, we address the problem
of cost-aware inter-DC VM migration where we model the performance of VM migration
across DCs. We propose an inter-DC VM migration algorithm for maximizing the profit of
the CP while considering the migration overhead in terms of cost and time.

As already discussed in Chapter 1, live VM migration is a key technique used for
dynamic resource management in cloud data centers. Inter-DC VM migration has emerged
as a challenging problem to take advantage of the diversity among DCs and to optimize
the resource allocation for objectives, such as load balancing, improving the QoS, and
minimizing the cost [20]. However, VM migration between DCs is a challenging task for
the CP as it requires not only the transfer of memory image but also the data stored by a
VM, that could result in a large amount of data to be migrated over WAN links. For some
applications, such as data-intensive applications, inter-DC migration incurs huge bandwidth
cost and causes longer downtime. Therefore, analysing the performance of VM migration in

a federated setup is very essential.
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Motivation Though the problem of live VM migration has been widely studied in the
literature, most of them focused on only a single DC, wherein the migration happens over
LAN with minimum migration overhead. Only a few works addressed the live VM migration
between the DCs over WAN links, mostly without considering the migration cost. Inter-DC
VM migration in a federation poses new challenges due to the variations in resource prices,
network bandwidth, and data transfer prices. As mentioned earlier, the main concern of
the CP in a federation is to reduce its own TCO. Live VM migration can be exploited in a
federated cloud to minimize the cost of the CP by migrating VMs from DCs with higher
resource price to a DC with lower prices. However, it brings in extra cost which might
surpass the profit gained due to the migration. It also might lead to longer migration time
which may degrade the performance. Most of the works that addressed the problem of live
VM migration also assumed the VMs to be homogeneous. However, the characteristics of
the VM and the features of the workload highly affect the migration overhead. Therefore,
studying the exact impact of these parameters on the migration in terms of cost and time
are essential. Furthermore, the destination DC should not be selected based on only the
resource prices, but also by considering the cost of data transfer between the DCs. An
efficient migration algorithm needs to consider migration overhead while minimizing the
cost of the CP. It should intelligently select the VM to be migrated and the destination DC
for migration to maximize the migration profit with minimum migration overhead.

In this chapter, we address the problem of inter-DC VM migration in federated cloud
to minimize the TCO of the CP. The problem at hand is how to use inter-DC live migration
effectively to maximize the profit of the CP, while minimizing the migration cost, the number
of migrations, the migration time, and the downtime. We model VM cost in federated cloud
considering two cases; the VMs hosted locally and outsourced VMs. We also present a model
to estimate the migration performance including total migrated data, migration cost, and
migration time and downtime. Based on the proposed cost models, we formulate the problem
of inter-DC VM migration as an optimization problem with an objective to minimize the
TCO and the migration time. We introduce three heuristics for selecting the source and
destination DCs for migration and the VM to be migrated considering several parameters.
Based on these heuristics, We propose a polynomial-time VM migration algorithm that

migrates only eligible VMs whose migration maximizes the benefit of migration.
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Organization of the Chapter: The rest of this chapter is structured as follows. Sec-
tion 5.1 discusses the system model, including the models for VM cost and migration
performance, and then discusses the problem formulation. The proposed heuristics and the
proposed algorithm to solve the problem are described in section 5.2. Section 5.3 discusses

the simulation results, and then the chapter is summarized in Section 5.4.

5.1 System Model and Problem Formulation

In this section, we describe the system model, present a pricing model for VM costing, a
model for migration cost, migration time and migration downtime in a federated cloud.
Then, we formulate the problem of cost-aware inter-DC VM migration in federated cloud as

an optimization model.

5.1.1 System Model

Figure. 5.1 shows the architecture of a federated cloud with multiple CPs, where each CP
in turn has several DCs distributed across different geographical regions. The hierarchical
management framework presented in Section 3.1 is used for resource management where
each DC has a DCM, and each CP has a FCM. The DCM handles VM scheduling within
its DC while the FCM manages the resource allocation at the federation level through
coordination between its DCMs and FCMs of other CPs. The FCM is also responsible for
resource re-allocation and VM migration across the DCs based on the objectives of the CP
and to minimize its operating cost.

Let IP and D be the set of CPs and the set of all the data centers in a federated cloud,
respectively. Let D, be the set of DCs in a CP, p € P and D, € D, be the kth data
center of the pt CP. Each DC in a federation D,y is characterized by its resource capacity;
number of virtual CPUs (vCPUs) D;ﬁ”, memory D™, and storage capacity D;’;f. Let the
bandwidth of the WAN link between two data centers of a federation, say Dy, and Dy
be denoted by BW, 4 and the corresponding data transfer price be DPy 4. CPs offers
several types of VMs to meet the requirements of different applications, such as, standard
VM with balanced resources, compute-optimized, memory-optimized, and storage-optimized
VMs [60, 61]. Let V be the set of all VMs allocated across the DCs of a federation. Each

virtual machine VM; € V has a resource configuration, denoted by VM”* vCPU cores,

TH-2862_166101017 101



5.1. SYSTEM MODEL AND PROBLEM FORMULATION

Federated Cloud

& > FCM2

Qf

FCM1

L BWaL1z -
D11 D1z
CP1

Figure 5.1: Federated cloud system model

VM™™ memory, and VMF*" storage. Let VM! be the lifetime of a V M;. We also use

D,ql

three binary variables; y;, such that y; = 1 if the V' M; is eligible for migration, z;"* and

m Rl g represent the placement and the migration of V M;, respectively, defined below:

1, if V.M; is placed in Dy by CP p, p,q € P

0, Otherwise

1, if V.M; is migrated from D,y to Dy

0, Otherwise

5.1.2 VM Cost Model

We model the operating cost of a VM based on its power consumption. Since CPU is the
main component contributing to the power consumption [41, 141|, we express the power

consumption of a VM V M; running on a server v as

SP,

power __
V M = —go
v

VM (5.1)

cpu

where SP, is the power consumption of the server v (in KWh) [57], S’ is the number
of vCPU cores in v, and VM" is the number of vCPU cores of VM;. To consider the

power consumed by other facilities, such as the cooling system, PUE is normally included
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in calculation of the operating cost of a VM. Since the electricity price and PUE could vary
across the DCs of a federation, the cost of a VM also might depend on the location. We

express the operating cost of VM, when it is running in a data center Dy, (in $/h) as
opCost!™ = VMP*" PUE,; E,y, (5.2)

where PUE,, is the PUE of Dy, and E,, is the electricity price in D, ($/KWh). In a
federated cloud system, a CP can maximize its profit by renting-out its free resources to
other CPs based on the dynamic pricing model which has been introduced in previous
chapter (see Section 4.1.3). The price offered to other CPs, fedprice is less than that offered
to the end users, and it ranges between the operating cost and the user price based on the
resource availability. fedprice! k, the price of renting V M; hosted in D,y to other CPs (in

$/h) is expressed as
fedPricefk = opC’ostflC + Upk(userPricefk - opCostfk) (5.3)

where UP* € [0 — 1] is the resource utilization at D, and userPrice! " is the price offered
(to the users) for hosting V M; at D,y ($/h).

We combine Eq. 5.2 and Eq. 5.3 to present a comprehensive price model for hosting a VM,
VM; in a DC, Dy as

pricefk — opCostfk + x?’pkUpk(userPricefk — opCostfk), (54)
Vi€ V, Dy, € Dy, pq€P,pF#gq

This equation indicates that, when a VM is placed in an own DC, then the operating cost

is considered. Otherwise, if the VM is rented to another CP, then fedPrice is considered.

5.1.3 VM Migration Performance Model

In this work, we assume the most common technique used in live migration, pre — copy
migration, discussed in Chapter 2 (see Section 2.3). It includes mainly two stages as
illustrated in Figure. 5.2 [20]. In the pre-copy stage, the basic image of the VM, including
memory and storage data, is transmitted from the source to the destination DC. Then, the

dirty data is transferred iteratively till reaching the termination condition. At this point,
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Source Server destination Server

Migration
Time

Stop

Downtime

Start

Figure 5.2: Precopy live migration

the second stage, stop-and-copy, starts. It suspends the migrated VM in the source DC and
transfers the remaining data to the destination DC. Then the new VM is resumed in the
destination DC, and the VM in the source DC is released.

Based on the stop condition defined in the migration algorithm of Xen platform [20],
we set the termination condition using three criteria: (i) number of iterations in pre-copy
stage reached 29, (ii) less than 500 MB was modified during the last pre-copy iteration, and
(iii) more than three times the size of the VM has been transferred to the destination DC.

The performance of VM migration is typically measured by the total migrated data,
the migration time and the downtime. Next, we model the total migrated data, and based
on that we model the migration cost, the migration time, and the downtime of a VM.
Total migrated data: The size of data transferred for i** VM, in j** iteration, denoted by
V' M; gata(j) depends on the link bandwidth, the duration of the previous iteration, and the
PDR of the VM. The PDR varies across VMs based on the application being executed on
the VM. We can express V. M; jq1q(;) by

VMi,data(j—l)

VMFIPE viell 1 5.5
BWSTC,D@S ’ , J [ A ] ( )

VMi,data(j) =

TH-2862_166101017 104



5. VM MIGRATION FOR PROFIT MAXIMIZATION IN FEDERATED CLOUD

where VMZ-PDR is the PDR of VM; (GB/sec), and BWgy pes is the bandwidth between the
source and the destination (GBps). Note that the PDR should be less than the bandwidth
for effective migration, otherwise the modified data in each iteration will be more than
the transmitted data. We express the total size of the transmitted data (in GB) during
migration of V. M; by
ntl
VMM = VM o) + > VM datas) (5.6)
j=1
where V M, jq1q(0) is the size of basic image of V' M; (including memory and storage data), n
is the number of iterations for transferring dirty data till the termination condition is met,
and n + 1 is the last iteration after suspending the VM.
Migration Cost: We define the cost of migration to be the cost of data transfer resulting
from the migration process. Hence, we express the cost of inter-DC migration of V' M; from
Dy, to Dy (in $) as
MCPRT = ypMdata PR Dy (5.7)

where V MMdata ig the total migrated data of VM; (in GB), DPy 4 is the price of data
transfer (in $/GB).

Migration Time: It is the duration between the time when the migration process starts and
the time when the source VM can be discarded [20]. The time required to migrate VM,
from D,y to Dy (in s) is expressed as

Mdata
VM

MTPH =
v BWr g

mPkd (5.8)

where BW,,j, 1 is the available link bandwidth between D, and Dy (in GBps).
Downtime: It is the time for which the VM is suspended [20]. The downtime of V' M; while

migrating it between Dy, and Dy (in Sec) can be expressed as

V' M; gata(n+1)
DTPHI = ) Pkt 5.9
' BWopk qi (59)

where VM; jqtq(n+1) 18 the remaining dirty data after last round of iterative data transfer

(in GB).
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5.1.4 Problem Formulation

We formulate the problem of cost-aware VM migration to maximize the profit of the cloud
provider in a federated cloud. To maximize its own profit, a cloud provider, p can allocate
and migrate its VMs to any data center Dy € D, that might be a local one (p = ¢) or
an outsourced one (p # ¢q). The TCO of p* cloud provider, TCO, includes the operating
cost of all its VMs and the cost of their migration as well. In this work, we propose an
optimization model for the addressed problem with an objective of minimizing both the
TCO, and the migration time, subject to a set of constraints. Table 5.1 summarizes the
notation used in the system model and the problem formulation.

We define TV (), the total VM cost of the pt" CP, as the operational expenses of all
VMs served by p. Due to migration, a VM may be placed in different DCs at different times
and thus T'VC), is expressed as

TVC, =Y > P pricel ¢ (5.10)
i€V DyeD

where pricegl is the price of hosting V' M; at Dy, and tgl is the duration of running V' M; at
Dy

We calculate the total migration cost of pt* CP, denoted by T'M Cp as the sum of the costs
of all VM migrations done by p* CP from any of its DCs (Dpi, € Dy,) to any other DC in

the federation. Therefore,

TMCy= > > > mf pcrt (5.11)

Dpk EDp Dql eD eV
Dpk7£Dql

Consequently, the TCO of the pt"* CP is written as
TCO, = TVC, + TMC, (5.12)

Similarly, we define the total migration time of the CP p, denoted by TMT,, as

TMT,= Y Y 3w prh (5.13)

DyrED, DyED i€V
Dpk7éDql
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Table 5.1: Notation used in the system model

Symbol Description

P Set of all cloud providers in the federation
D Set of all data centers in the federation
D, Set of the data centers of a cloud provider p
Dy, k" data center of cloud provider p

D;]Z“ CPU capacity of data center Dy,

D;’}fm Memory capacity of data center D,y

Dz}?’ Storage capacity of data center Dy,
PUE PUE of data center D,y

Epy Electricity price in Dpy,

BWyk.q Link bandwidth between D, and Dy
DPy. a1 Data transfer price between D, and Dy
Vv Set of all VMs in the federation

Vpru CPU demand of V M;

Ve Memory demand of V M;

VM Storage demand of V' M;

VM ZP DR Page dirty rate of V M;

VM Life time of V M;

VMO Power consumption of V M;

opCost? & Operating cost of V M; at Dy,

user Price? F | User price of V M; at Dpy,

price! F Cloud provider price of VM; at D,y

Yi V' M; is eligible for migration

P V' M; is placed in Dy by CP p

mfk’ql V' M; is migrated from D,y to Dy

M Cf F.dl Migration cost of V M; between Dy and Dy
MTZ-pk’ql Migration time of V M; between D, and Dy,
DTR? Downtime of V M; between D,y and Dy
TVC, Total operating cost of all VMs of CP p
TMC, Total migration cost of all VMs of CP p
TCO, Total cost of operation of CP p

TMT, Total migration time of CP p

«Q, Weight factors
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Finally, we formulate the problem as

min o TCO, + B TMT, (5.14)
subject to
Pkl t, . Pk t .. gl pk.ql

yim; " (VM price; VM price]’) > MC; (5.15)
Z x§7ql Vpru + Z mfk’ql V M;P < DZm (5.16)

i€V eV
Z l’?’ql VM;nem + Z m]iJkyql VMimem < ngrlLem (517)

i€V 2%
Z xf,ql VMftr + mekﬂl VMistr < :D;}fr (518)

1€V i€V

> oalit =1 (5.19)

DgieD

2P € {0,1}, Vie V, Vp,q € P, YDy, Dy € D (5.20)

Eq. 5.14 defines the objective as a joint minimization of the TCO and the migration time
for the p* CP, where o and 3 are the weight parameters. Constraint (5.15) indicates that
the migration of any VM should be profitable, i.e. the cost saving due to migration of V M;
from D, to Dy should be greater than the cost of its migration between these two DCs.
We include y; to ensure migrating only VMs that are eligible for migration. If a VM is
not eligible for migration (y; = 0) then the left side of constraint (5.15) (the migration
profit) would be zero, definitely less than the migration cost. Thus, this constraint is not
satisfied and V' M; is not migrated. For any DC, Dy € D, the constraint (5.16) states that
the accumulated compute resources of all VMs that are placed and those that are migrated
to a DC should not exceed the compute capacity of this DC. Similarly, constraints (5.17)
and (5.18) define the constraints of resource availability with respect to the memory and
storage resources. Eq. 5.19 ensures that, at any time, every VM of the pt” CP must be placed

in one and only one DC of the federation. Eq. 5.20 defines the domain of the variables.
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The above formulation is a variant of dynamic bin packing problem which is NP-hard,
where VMs are the items and DCs are the bins, and VMs can be migrated across the
DCs [131]. Hence, the formulated problem is NP-hard. We propose a heuristic algorithm to

solve the problem in polynomial time.

5.2 Proposed Algorithm

A VM migration algorithm is very crucial in meeting the objectives of the CP, as it is used
to select the source and the destination of the migration and also the VM to be migrated.
The proposed algorithm tries to minimize the TCO of p!* CP by migrating some VMs
considering the variation in the cost across the DCs, while considering the migration cost
and time. We select the source DC, SreDC € D), as the one that has the highest operating

cost (based on electricity prices and PUE), using a heuristic as follows
hsrepe = Epr, PU Eyy, (5.21)

Next, we select the VM from the source DC, whose migration returns the highest benefit
with least migration time. Since the operating cost of a VM is directly related to its energy
consumption, which in turn depends on the CPU usage, migrating a VM with higher CPU
leads to larger cost saving. However, considering only CPU configuration of a VM is not
enough, because VMs with higher data size need more migration time. Hence, we also
consider the VM data size in the decision making process. In live migration, the migration
time is not only affected by the data size but also by the PDR. Accordingly, the best VM
for migration is the one with larger number of vCPU cores, lower data size, and lower PDR.

Therefore, we propose the a heuristic to select the source VM as follows:

VAP
VMi,data(O) VMiPDR

hsrevn = (522)

To choose a destination DC for the VM to be migrated, we utilize the price variation across
DCs to maximize the profit. However, the cost of migration resulting from transferring the
data of the migrated VM may exceed the profit gained from the migration. Therefore, we

do not only consider the VM prices at the destination, but also the data transfer cost that
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ALGORITHM 7: CAVMA Cost Aware VM Migration Algorithm
Input: D,: The list of DCs of CP p
V: The list of virtual machines

Output: ResMap(VM;,Dy)

Initialization:
SrcDC <+ NULL;
SrcVM <+ NULL;
DesDC < NULL;
Sort Dy, in desc order based on hgr.pc;
SrcDC' < Dy, head;
while (SreDC # NULL) do
Sort Vg,.pc in desc order based on hg.cv ar;
SrcVM <+ Vs,..pc.head;
while (Sr¢VM # NULL) do
if (ysrevmr # 0) then
DesDC=SelectDesDC(SrcV M, SreDC);
if (DesDC # NULL) then
Migrate (SrcV M, SreDC, DesDC);
Update ResMap(SrcV M, DesDC);
SrcV M <+ SrcV M .next;

| SreDC <= SreDC.next;
return ResMap;

© o N O A W N
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impacts the migration cost. We define migration benefit, M BY 4l 6 indicate the profit that
can be obtained by migrating V M; from D,y to Dy after subtracting the cost of migration
as

MBZ-D”]“’D"Z =V M} (pricefk - pricegl) - MCZpk'ql (5.23)
where the life time of V' M; is taken as a factor since the migration profit increases for VMs
with longer life time. We use Eq.5.23 to select the potential destination DC (Dy;).

We propose Cost-Aware VM Migration Algorithm (CAVMA) to select the source
DC, the source VM, and the destination DC for migration based on the aforementioned
heuristics. Algorithm 7 shows the steps in the algorithm. It takes as input D), the list of
DCs of CP p and V, the list of VMs, to return ResMap, the updated VM placement after

migration (ResMap maps VMs to DCs). The steps of the algorithm are as follows:

1. First, the algorithm initializes the variables SrcDc, SrcV M, and DesDc for migration
(lines 1-4). It then sorts D, in decreasing order based on hg,.pc (computed using

Eq.5.21). Then, it selects the first DC in sorted D), as SrcDC, that gives the highest
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operating cost (lines 5-6).

2. It sorts Vgrecpc, the list of VMs placed in SrcDC' in decreasing order based on hgycy s
(using Eq.5.22) and then takes the first VM as SrcV M (lines 8-9).

3. If SrcV M is eligible for migration (y; = 1), then select the destination DC for

migration DesDC, otherwise the algorithm moves to the next VM (line 11).

4. The algorithm selects DesDC' by calling SelectDesDC algorithm (explained later)
(line 12).

5. If a suitable DesDC' is found that makes the migration of SrcV M beneficial with
a relatively short migration time, the algorithm migrates SrcV M from SrcDC' to
DesDC, and then updates the location of SrcV M in ResMap (lines 13-15).

6. It repeats Steps (3) to (5) for all VMs in SrcDC by checking sorted Vs,.pc sequentially,
and it migrates only VMs that are eligible for migration and whose migration is

beneficial (lines 10-16).

7. The algorithm repeats Steps (2) to (6) for all DCs of CP p in order (V SrcDC' € Dp)
(lines 7-17).

8. Finally, the execution of the migration algorithm returns ResMap, the updated
location of VMs of CP p (line 18).

Next, we discuss the algorithm, SelectDesDC to select the best destination DC for
migrating a VM, that returns the highest profit with a relatively short migration time.
Algorithm 8 shows the steps of the proposed algorithm. It takes as input, SrcV M and
SrcDC', the source VM and the source DC for migration, respectively, and F—the list of
FCMs of the CPs in the federation. It returns DesDC', the selected Destination DC in the
federation (DesDC' € D) to migrate SrcV M. We describe the steps of the algorithm below:

1. The algorithm defines DClist as the list of DCs in the federation which includes
initially only local DCs D,,, and it initializes DesDC to NULL (lines 1-3).

2. F, contacts FCMs and requests information of their DCs (resource availability and

price), based on which it updates DClist (lines 4-7).
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ALGORITHM 8: SelectDesDC

Input: SrcV M: The source VM to be migrated
SrcDC': The source DC of migration
FF: List of FCMs

Output: DesDC'": The selected destination DC

Initialization:
DClist <— Dy;
DesDC < NULL;
for each F; € IF do
Request(res Avail?, fede'cegl) of all Dy € Dy;
Receive(Dy, resAvail?, fedPricegl) from F;
Update DClist;
for each D, € DClist do
L Calculate MBg:g‘?g[’Dql;
. . SreDC, D
Sort DClist in Desc order based on M Byg, /a7 *
DesDC + DClist.head;
if (DesDC == SrcDC') then
‘ return NULL;
while (M B3r<lPP > 0) do
if ((resAvailPesPC > Srcy MresPemand)  a (VMgre‘I/?M < BWgrene,Despc)) then
‘ return DesDC'
else
‘ DesDC < DesDC.next;

return NULL;

3. The algorithm calculates the benefit of migrating SrcV M to each DC in DClist using
Eq.5.23. Then, it sorts DClist in decreasing order of migration benefit and selects
the first DC that gives the highest migration benefit as potential DesDC' (lines 8-11).

4. If DesDC' is same as SrcDC, it means that the current DC of SrcV M is the best
location for it and there is no benefit in migrating SrcV M to any other DC. The
algorithm returns NULL (line 12-13). In this case, there might be profit due to
migrating SrcV M to another DC, but the migration cost is more than the profit; that

leads to a negative migration benefit increasing the TCO instead of decreasing it.

5. Otherwise, the algorithm scans the sorted DClist and selects DesDC' as the first DC
with (i) positive migration benefit, (ii) it has enough resources for SrcV M, and (iii)
the available bandwidth between SrcDC and this DesDC is larger than the PDR of

SrcV M, which is to minimize the migration time and the downtime (lines 14-18).
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Figure 5.3: Federated cloud system for simulation

6. The algorithm returns NULL if there is no DC that meets the previous conditions
(line 19).

In summary, the proposed algorithm minimizes the cost of the CP p by migrating only
the VMs, whose migration gives a profit by selecting the VMs to give the highest migration
benefit. While deciding the destination DC, it considers the network bandwidth and data

transfer price to minimize the migration time, downtime, and the migration cost.

Time and Space Complexity: Let L be the number of DCs of the CP p (|D,l|), M
be the of number DCs in the federation (|D|), and N be the number of VMs (|V|) where
(L < M << N). The algorithm first sorts D), in O(L log(L)), then it sorts V in O(N log(N)).
Next, for every VM, € V, SelectDesDC sorts D, that takes O(NM log(M)). Therefore,
the time complexity of the algorithm is O(N(log N + M log M)). The space complexity is
O(L + M + N); that is O(N).

5.3 Simulation Results

In this section, we present the results from an evaluation of the proposed algorithm

(CAVMA) using CloudSim toolkit, the most common simulator for cloud environment [81].
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Table 5.2: Simulation parameters

Parameter | Description Value

D;z“ Data center CPU capacity 20000-100000 vCPU
D;?fm Data center memory capacity | 50000 - 500000 GB
D;};’" Data center storage capacity 1000-10000 TB
BWpk.qi Link bandwidth between DCs | 10-100 Gbps
DPyi.qi Bandwidth price between DCs | 0.01-0.08 $/GB
VMY CPU demand of V M; 2-96 vCPU
Ve Memory demand of V M; 2-624 GB

VM Storage demand of VM; 10-10000 GB

VM ZP DR Page dirty rate of V M; 0-30 Gbps

VM Life time of V' M; (in hours) 1 hour- 6 months

Figure. 5.3 shows the federated cloud system considered in the simulation. It includes
eleven DCs distributed across four different geographical regions (North America, South
America, Europe, and Asia), owned by three CPs. Each DC is characterized by its owner
CP, its location, and its resource price. DCs have different resource capacities, and they are
connected through WAN links with diverse bandwidths and data transfer prices. According
to VM types offered by major CPs, we consider several types of VMs with various resource
demands and prices ! [60, 61, 71]. All the parameters used in the simulation are listed in

Table 5.2 [51, 128, 20].

Impact of federation: First, we conducted some experiments to understand the benefits
of VM migration in a federation. We evaluated the proposed algorithm using the system
setup shown in Figure. 5.3, with two different scenarios; federated (CAVMA-Fed) and
non-federated (CAVMA-NonFed). We compared the results with those for the initial state
without migration (NoMigration). We considered C'P; (Google) to execute the migration
algorithm, where the VMs (ranging between 500 and 2500) were initially distributed randomly
across its DCs.

Figure. 5.4 shows the results demonstrating the benefit of federation in terms of the cost to
the CP and on the performance with respect to the migration parameters. In a non-federated
case, C'P; can migrate its VMs across only its DCs, while in a federated case C'P; has

more choices to select a destination DC for migration. This naturally lowers the TCO of

L VM price is proportional to the resource demand and we show in Figure.5.3 the price of a standard VM
with 2vCPU, 8GB RAM, and 10GB Storage.
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Figure 5.4: Impact of federation on the cost and the performance of migration-related
metrics
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the VMs hosted by C'P; (using Eq. 5.10). The reduction in the VM cost reaches up to
45% in federated case compared to less than 20% in a non-federated case, as inferred from
Figure. 5.4a. In a federated case, C' Py can migrates its VMs to a DC within a region with low
data transfer price to minimize the migration cost (using Eq. 5.11). On the other hand, in a
non-federated case, C'P; may be forced to migrate its VMs across its own regions, albeit with
a high data transfer price. That leads to higher migration cost as observed in Figure. 5.4b.
Consequently, we observe from Figure. 5.4c that CAVMA reduces the TCO (calculated by
Eq. 5.12 as the sum of VM cost and migration cost) significantly. C'P; can achieve a profit
of about 40% in federated system compared to less than 10% in non-federated scenario.
Again, as seen from Figure. 5.4d, CAVMA also transfers less data in a federated environment
as it could select a destination DC with larger available bandwidth for migration. This
decreases the data transferred in each iteration of the pre-copy stage of migration and the
data transferred in the last iteration, i.e., stop-and-copy stage (see Eq. 5.5). This directly
affects the migration performance and we observe that CAVMA-Fed gives lower migration

time and downtime as seen from Figure. 5.4e and Figure. 5.4f, respectively.

Comparison with baseline approaches: Next, we compare the performance of the the
proposed algorithm with two baseline approaches; MMT (Minimum Migration Time) [142]
and PAM (Price Aware Migration) [45], apart from the initial case without migration
(NoMigration). MMT sorts VMs in increasing order of the VM size and then it migrates
them sequentially to a destination DC, connected with a larger available bandwidth to
minimize the migration time. PAM sorts the VMs in decreasing order based on the CPU
usage and then it migrates the VMs to a DC with the least pricing. All the algorithms for
comparison have also been implemented in CloudSim using the same federation setup in
Figure. 5.3. In this experiment, we varied the number of VMs between 500 to 5000.

Figure. 5.5, presents the results demonstrating the efficncy of the proposed algorithm
compared to baseline algorithms. Figure. 5.5a shows the total cost of VMs, from where
we observe that the proposed algorithm (CAVMA) reduces the total VM cost significantly,
giving a cost very close to that with PAM, which aims to minimize the operating cost of
VMs. CAVMA considers not only the least price while selecting the destination DC, but also
considers the link bandwidth and the data transfer price between the DCs, thereby reducing

the migration time and cost. MMT recorded higher VM cost as it does not consider the
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Figure 5.5: Comparison of proposed migration algorithm and baseline approaches in terms
of cost and migration performance
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price at all while selecting the destination DC. Figure. 5.5b shows a comparison of the total
cost of migration. Although PAM achieves minimum VM cost, it gives the highest migration
cost as it only considers minimizing the operating cost of VMs, while ignoring the migration
cost and time. CAVMA gives the minimum migration cost, because MMT considers only
the link bandwidth while selecting the destination DC, whereas CAVMA considers both the
bandwidth cost and the data transfer price. It also includes migration cost while calculating
the migration benefit (see Eq. 5.23). Consequently, we see from Figure. 5.5¢ that CAVMA
gives the minimum TCO (up to 50% of the initial cost without migration) while MMT gives
a TCO very near to the initial cost, because it tries to reduce only the migration time and
ignores the cost.

We also compared the performance of the migration in terms of the other metrics. Figure. 5.5d
shows that CAVMA leads to minimum data transfer, because it selects the VM with smaller
size and lower PDR for migration. MMT only consider the VM size, but ignores PDR which
causes a significant increase in the data transferred. However, PAM neither consider the VM
size nor the PDR while selecting the migrated VM. This could lead to migration of VMs
with very large memory, storage requirement, and high PDR resulting in more migration
data. Accordingly, CAVMA achieves minimum total migration time and minimum total
downtime as can be seen from Figure. 5.5e and Figure. 5.5f, respectively. We also note
that the down time obtained by MMT is very close to that with CAVMA, because both
the algorithms consider link bandwidth availability for migration. This helps to transfer
most of the data from a migrated VM during pre-copy stage and lesser data transfer in

stop-and-copy stage.

Number of migrations: We also compare the number of VMs migrated with the proposed
algorithm and with the other baseline methods. That is another critical metric in migration
that needs to be minimized. Figure. 5.6 shows that CAVMA reduces VM migrations up to
67% as it considers multiple factors while taking the decision to migrate a VM. It selects for
migration VMs with high CPU capacity and small data size to migrate fewer VMs whose
migration returns the highest profit. It migrates VMs with high CPU capacity and low It
also triggers migration only if the migration is profitable considering migration cost. While,
MMT performs the highest number of migrations as it selects VMs based on only the size,

causing the migration of a large number of smaller-sized VMs. Similarly, PAM considers
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only the CPU demand of a VM. Contrarily, CAVMA considers the trade-off between higher
CPU and lower data size, apart from the PDR. Both MMT and PAM ignore the migration

cost while taking the migration decision.
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Figure 5.6: Comparison of the algorithms in terms of number of migrations

Impact of bandwidth and PDR on migration performance: Finally, we studied
the impact of the available link bandwidth for migration and the PDR of the migrated VM
on the performance. Note that migration time and downtime are inversely proportional
to the bandwidth (see Eq. 5.8 and Eq. 5.9) and that PDR directly affects the size of data
transferred in each iteration of the pre-copy stage (see Eq. 5.5). Larger PDR increases the
data transfer in each iteration, increases the number of iterations, and increases downtime
(causes more data to be sent in the stop-and-copy stage). Figure. 5.7 shows the impact
of varying the bandwidth on the migration time and downtime for different PDR values.
We run the migration algorithm with PDR values set to {1,10,20, and 40} Gbps (all the
VMs had the same PDR). We also varied the migration bandwidth between 10 Gbps and
100 Gbps for each PDR value. While the PDR is below the bandwidth, the algorithm can
transfer all the dirty data in a timely fashion, resulting in low migration time and downtime.
When the PDR is closer to the bandwidth, the performance degrades, and the migration
time and the downtime increase significantly. Figure. 5.7a shows that the migration time
increases with decreasing bandwidth, as expected. It also shows higher migration time for
VMs with larger PDR, as more data is transferred in each iteration of the pre-copy stage.

The migration algorithm also needs more iterations, trying to reduce the migrated data in
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Figure 5.7: Impact of bandwidth and PDR on migration performance

the last iteration (i.e., stop-and-copy stage) to reduce downtime. When the bandwidth is
near the PDR value, the migration time increases to the highest level, as the migration
stops the pre-copy stage and moves to the stop-and-copy stage when the data transferred is
three times the VM size (set as the termination condition).

Figure. 5.7b shows the downtime which remains almost constant when the PDR is small
compared to the bandwidth. This is because the migration algorithm is able to transfer
most of dirty data during the iterations of pre-copy stage (due to sufficient bandwidth),

leading to very short stop-and-copy stage. When the bandwidth decreases closer to the
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PDR value, the algorithm is forced to move to stop-and-copy stage with a large amount
of dirty data yet to be transferred and the downtime increases accordingly. Therefore, to
achieve better migration performance, the CP needs to ensure that enough bandwidth is

available for migration and also needs to consider the PDR of migrated VMs.

5.4 Summary

In this chapter, we studied inter-DC live migration in a federated cloud with an objective
of minimizing the TCO of the CP. We presented a simple model for VM cost in federated
cloud considering various parameters that affect the migration, such as network bandwidth,
data transfer price, VM size, and the PDR. We proposed a model to estimate the migration
overhead in terms of cost and time, based on which we formulated the problem of cost-aware
inter-DC VM migration as an optimization problem. We used an objective of minimizing
the TCO of the CP, including the cost of migration and the migration time. To solve the
NP-hard problem, we introduced three heuristics to decide the source and the destination
DCs for migration, and the VM to migrate. We proposed an algorithm for VM migration
across DCs of the federation to improve the migration benefit. The proposed algorithm has
been implemented in CloudSim and evaluated with different scenarios. Results demonstrate
the benefits of live migration in a federated cloud and show that the proposed algorithm
outperforms other baseline approaches in terms of TCO, migration cost and time, and
migration downtime. It also minimizes the number of migrations. We also studied the

impact of the PDR and the bandwidth on the migration time and downtime.
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CHAPTER

Conclusions and Future Directions

The federated cloud paradigm is likely to be the future of the cloud, since it allows
multiple cloud providers to collaborate and share their resources into a single platform.
Despite the advantages offered by a federated cloud, one of the major concerns of a provider
in the federation is how to minimize their own TCO while managing the resource allocation
across the data centers. This work has made a few major research contributions to the
area of cost-aware resource management in a federated cloud. Our objective was to help
the cloud provider in minimizing its operating cost by considering the features of various
applications while allocating the resources.

First, we designed a hierarchical framework for resource management and workload
allocation in a federated cloud. It is useful in managing the resources at data center level and
cloud provider level. It also meets the requirements of a federation with minimal communi-
cation overhead. Using the framework, we addressed cost-aware resource management for
data-intensive applications, that require enormous resources and involve bulk data transfer
across the DCs. The problem was formulated as an optimization model, with the main
objective to minimize the total cost of operation (TCO) of the cloud provider, including
the energy consumption cost and inter-data center communication cost. We proposed a
two-phase algorithm for solving the problem. The first phase partitions the application
requests into clusters of highly correlated virtual components to reduce the communication
cost. The second phase allocates these clusters to data centers of the federation, leveraging

the variation in electricity price and PUE to minimize the cost of energy consumption.
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The proposed algorithm runs in polynomial-time with a negligible cost compared to the
saving it could achieve while placing a data-intensive application. Using real-world data, we
evaluated the proposed algorithm (CAVCA) across different scenarios. CAVCA was seen
to perform better than other baseline approaches in terms of energy, communication, and
total costs. It could reduce the total operating cost by 60% compared to other baseline
approaches. Even for an application with 10000 virtual components, CAVCA did not need
more than three minutes of running time.

Next, we addressed the resource management problem for hosting vehicular applications
in federated cloud. We presented the FVCC architecture, which introduced the concept
of the federation in VCC. We introduced a dynamic pricing model for resource sharing
among various cloud providers in a federated cloud. We formulated an optimization problem,
wherein the main objective was to minimize the service provider’s cost while meeting the
delay requirements of various applications. We proposed an algorithm to solve the problem
also utilizing VM migration across data centers to handle user mobility and to reduce the
delay of user requests. The proposed algorithm (CDRAM) was evaluated with federated
and non-federated scenarios; to show the benefits of the federated cloud in satisfying the
requirements of the service provider and end users, alike. We compared the proposed
algorithm with other baseline approaches in terms of delay, cost, number of served requests,
and number of migrations. The proposed algorithm could serve more than 90% of requests
with a lower cost and fewer VM migrations.

Finally, we addressed the problem of cost-aware inter-data center VM migration to
maximize the profit of the cloud provider by minimizing its operating cost while considering
the cost of migration. We modeled inter-data center VM migration, including migration cost,
migration time and downtime. We presented an optimization model with an objective to
minimize the TCO of the cloud provider (considering VM cost and migration cost) and the
migration time. We analysed the various parameters that affect the migration performance
and formulated three heuristics for selecting the source data center, the destination data
center, and the source VM for migration. Accordingly, we proposed an algorithm for
inter-data center VM migration (CAVMA) to maximize the profit of migration. Simulation
results demonstrated the benefits of utilizing VM migration in a federated cloud. The

proposed algorithm is shown to reduce the TCO by 40% in the federated system compared
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to less than 10% in the non-federated scenario, also with lower migration time and cost.
The proposed algorithm was shown to outperform other baseline methods in terms of TCO,
the size of migrated data, migration time, migration cost, migration downtime, and the
number of migrations. We observed that CAVMA reduced the VM migrations by up to
67%.

Conclusions: From the work in this thesis, we conclude that exploiting federation for
hosting cloud applications brings many benefits for the cloud provider and end users. For
instance, leveraging the resource price variation among data centers of a federated system
reduces the cost of the cloud provider significantly. We demonstrated that it is not effective
for the cloud provider to handle all types of applications in the same way. For data-intensive
applications, we argued that the cost of energy consumption and communication have
to be minimized together to minimize the TCO. We also observed that CAVCA is more
useful when the DCs do not operate at their peak utilization, which often is the case. We
concluded that CAVCA algorithm achieved better cost reduction when the cost factors
vary significantly across the CPs in a federation and the correlated virtual components are
scheduled together. We conclude that the federation system gives the balanced solution for
cost and global coverage at the same time.

With respect to hosting vehicular applications, we found that a federation gives more
choices in finding a data center that meets the delay requirements at a lower cost. We
showed that FVCC is a promising platform for hosting vehicular applications. The proposed
algorithm CDRAM demonstrated the advantages of jointly optimizing the cost and the
delay for vehicular applications. We also showed that CDRAM handles vehicle mobility and
improves the QoS by monitoring the performance and migrating the VM to a data center
that services with a lower delay. Our results showed that CDRAM considered the trade-off
between the cost and the delay to support vehicular applications effectively in a federated
cloud.

Our work utilized live migration in a federated cloud for maximizing the profit of the
cloud provider. We observed that the migration cost affects the TCO significantly and
that the inter-data center migration degrades the performance, unless the migration time is
lowered. We conclude that examining the impact of migration in terms of cost and time is a

critical issue for the cloud provider. We found that inter-data center migration is not a good
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choice for data-intensive applications. We concluded that considering the metrics related
to migration improves the efficiency of the migration algorithm significantly. We came to
the conclusion that the selection of a VM for migration must consider VM type, residual
time, PDR, and eligibility for migration. From the simulation results, we concluded that to
achieve better migration performance, the cloud provider must consider the bandwidth for

migration and the PDR of migrated VMs.

Future Directions: There are several possible directions in which the work in this thesis

can be extended. We list a few directions in what follows:

e In the problem of cost-aware placement of data-intensive applications, we focused only
on static allocation of virtual components without considering migration, as online
data migration requires long time. However, data is typically replicated across two (or
more) data centers for high availability and fault tolerance [143, 144]. This problem
can be extended to include live migration of only compute VMs with pre-planned
data replication. Usually the price of electricity varies over time. In forward pricing
approach, the cloud provider knows the price in advance. Accordingly, to utilize the
spatio-temporal variation in electricity price, the cloud provider can replicate the
data blocks of a cluster during (or after) the initial placement to a data center where

electricity price will be cheaper after some time to migrate the cluster of VMs.

e [t is interesting to exploit the concept of "MultiCloud Tournament" [145] for resource
management in federated cloud using reputation-driven approach where cloud providers
are ranked based on their performance. This concept can be used for selection of
the best data center for the resource allocation, by assigning a score for data centers
according to the rank of the cloud provider (the performance) and the resource price.
Other parameters such as the amount of available resources, processing delay, and the

location or the network latency, could be included in the score computation.

e The emergence of fog/edge computing reduces the network latency and the response
time. However, still large applications need to be offloaded to the cloud. FVCC
architecture can be extended further to include fog/edge computing to take advantages
of various recent computing paradigms. The resource management problem needs to be

handled at multiple levels with each level having different ranges of network latency and

TH-2862_166101017 126



6. CONCLUSIONS AND FUTURE DIRECTIONS

resource prices. The resource management algorithm could select the appropriate level
and the most efficient resources within the level based on the application requirements

and the cost.

e In the problem of cost-and-delay aware resource allocation for vehicular applications,
we assumed the VMs to be independent. Many vehicular applications require VMs of
multiple vehicles to communicate and exchange data. When these applications are
hosted in the cloud, minimizing the communication delay becomes a major objective
for the cloud provider and the user. Accordingly, the problem addressed in this
thesis can be extended to cost-and-communication aware resource management for
vehicular services. The problem would be non-trivial since we have to consider the
delay between VMs and the delay to the end user, which may conflict while minimizing

the communication cost.

e We could design a penalty-based model for performance degradation due to migration
and reconsider the problem by adding this penalty to the TCO. Also, it could be an
interesting challenge to consider the communication between VMs during migration,
as migrating a VM out of a group of correlated VMs may increase inter-DC traffic
resulting in large delay and communication cost. We could also address the problem of
interactive service migration in federated cloud to minimize the TCO while considering

the access delay to the end-user.

e Security and privacy of the federated cloud system and securing the communication in
the proposed resource management framework are other important issues. Blockchain
technology can be utilized to protect the communication from attackers and to
implement a trust relationship among cloud providers of the federation. This increases

the reliability of a federated system.
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