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Abstract

The achievements we have made in the field of varied technology have largely fueled modern human
growth. Data and digital information based innovations are playing a major role in the accelerated
growth. Personal and other important secret data are considered vital asset since historical time
and have become prime focus for the current information and digital generation. Various rudimentary
data encryption methodologies, such as, Caesar cipher, Scytale cipher, Vigenere cipher, Steganography,
Enigma machine were introduced in the past. With the invention of digital computers, to introduce
greater resilience in security newer symmetric (e.g. DES, AES etc.) and asymmetric (e.g. RSA, ECC
etc.) cryptography schemes are formulated in late '90s, which are acting as the primary protector of
data against adversary and unwanted intruders.

The rapid advancements of powerful and efficient hardware, data processing and computation are
getting stronger, and breaking encryption has become simpler. To deal with new and stronger attacks,
larger keys are being deploying to existing algorithms and more advance encryption schemes are get-
ting developed. Moreover, it is theoretically proven that a sufficiently large quantum computer can
easily break encryption based on asymmetric key cryptosystems employing Shor’s algorithm and is
able to exponentially shorten the time to determine key in symmetric cryptosystems using Grover’s al-
gorithm. According to Moscas inequality, there is a technical race persists between developing stronger
encryption and actual scalable quantum computer. A security system that is completely secure against
all types of attacks, is practically nearly impossible to implement. Therefore, in order to maintain a
leading position in the race against advanced and efficient sophisticated quantum computing, better
and stronger data security methodologies are of prime focus of the researchers.

A fully quantum cryptosystem can resists attacks generated from a quantum computer, which
employs quantum channels and qubit as the medium of communication and computational units, re-

spectively. To implement fully quantum security algorithms, massive changes need to be incorporated
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within current communication infrastructure, which is not feasible in the recent times. Therefore, we
need to adopt an alternative path to design cryptography algorithms called as post quantum cryp-
tography (PQC) algorithms, which can overcome the vulnerability of classical as well as quantum
computing based crypto attacks. Although, several PQC algorithms are developed recently, but due
to hardware resource constraints, these algorithms were never deployed in any major cryptography
applications. Thus, in the proposed work, we aim to resolve these issues.

In order to develop PQC algorithms, building blocks, such as, custom Pseudo-Random Number
Generators (PRNGs) and polynomial modulo multiplier of finite field arithmetic are realized on FPGA
platform. We propose two PRNGs in this thesis; BluXor for general purpose applications and MPCG
for low-power IoT applications, which are inspired from Blum-Blum-Shub (BBS), Xorshift and Per-
muted Congruential PRNGs. The dynamic power consumption of the proposed PRNGs is 17mW at
48.31Mhz and 16mW at 42.90M hz while generating 4.83 x 107 and 4.29 x 107 random 32-bit numbers
per-second, respectively. The proposed PRNGs pass all the benchmark tests of standard NIST-SP
800 — 22 and Diehard battery suite benchmark test for the analysis of randomness quality. These
proposed PRNGs are further used during implementation cryptosystems.

Thereafter, a tensor based novel modulo multiplication method for multivariate polynomials over
GF(2™) is realized, which is an essential building block while designing lattice LWE cryptosystem.
The proposed method utilizes 6% lower resources, 6.5x less power consumption and achieves more
than 6x speedup with respect to other contemporary single variable polynomial multiplication imple-
mentations. Its total power consumption is estimated to be approximately 0.2 and 0.492W at 100
MHz and 197 MHz while implement on Zyng-7000-Z020 and Artix-7-200T FPGA board, respectively.
For multivariate polynomial of 9 variables having maximum degree of 128 for each variable, chip area,
power and delay estimated for the proposed multiplier are 50113.9um?, 1.485 W and 8.812 ns during
its ASIC realizing. The computational complexity of single variable and multivariate polynomial mul-
tiplications are O(n) and O(np), respectively, where n is the maximum degree of a polynomial having
p variables.

Finally, employing the above building blocks two PQC schemes, chaotic triple pendulum based
cryptosystem and polynomial lattice based cryptosystem, are developed. A novel nonlinear chaos gen-
erator scheme is derived from a mechanical model depicting nonlinear dynamics of a triple pendulum

physical system and a its effectiveness is validated against various standard tests, such as Lyapunov ex-
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ponents test, bifurcation diagrams, sensitivity to parametric and to initial values, ergodicity, collision
test, NIST randomness test etc. The proposed chaotic generator is utilized to develop a symmetric
key encryption scheme, which is secure against various crypto attacks. The cryptosystem is verified
through an FPGA implementation to assess its usage in low power high throughput applications, where
its power consumption, resource utilization and throughput are 1.785x, 1.825x and 2.396x better as
compared to other known contemporary methods. Further, it is observed that the proposed design
can work efficiently with various wide range of applications. The average power and area of its ASIC
implementation at 180-nm technology are 61.8836 mW and 0.20374 mm? at 250 MHz, respectively
while realizing with SCL’s 180-nm CMOS technology node. Moreover, the stable power consumption
profile is generated by varying the operating frequency ranging from 1 KHz to 500 MHz.

Further, two lattice based fully homomorphic encryption (FHE) schemes are designed and imple-
mented using software hardware co-design (on ARM-SoC and FPGA) approach, which provide strong
resistance against quantum as well as classical computer based adversary security attacks. It is to
mention that all the proposed algorithms and building blocks are compared with the best known con-
temporary methodologies. The proposed first scheme takes {6.88us, 16.18us, 2.84us} and {1.65us,
4.38us, 0.72us} for encryption, decryption and recryption using Zedboard and Virtex-7 FPGA plat-
forms, respectively. Similarly, the second scheme consumes {1.44pus, 0.96us, 0.22us} and {0.35us,
0.225us, 0.055us}, respectively for encryption, decryption and recryption on the above mentioned
FPGA platforms, respectively. The best implementation of the proposed FHE scheme is found to be
52.71x more resource efficient than another contemporary method based on BGV RLWE. The cumu-
lative throughput of the proposed scheme is 6523.752 Mbps exhibiting 43% and 29% improvement over
non-pipelined and pipelined BGV RLWE schemes, respectively, on Virtex-7 FPGA board. Similarly,
the cumulative delay of our proposed FHE scheme developed for IoT enabled hardware applications
is 0.63us, which is 23x lower than the BGV RLWE based FHE schemes. Since the proposed methods
are having lowest area and delay footprints among the other contemporary schemes, they are the most

suitable candidates for providing edge security to enabled IoT devices and other applications.
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1. Introduction

1.1 Data Security: Evolution of Cryptography

Cryptography is derived from two Greek words “kryptos”, which means “secret”, and “graphos”,

[43

which means “writing”; thus it literally means “secret writing”. Cryptography is the science of secret
writing, with the goal of securing data, such that, only the intended recipients can decrypt and read
it. From the time it was probably first used by the Egyptians of ancient Indian culture until now,
cryptography has evolved manyfolds. It is unthinkable nowadays to have private or secret material
without encryption. As the current peer-to-peer communication has shifted mostly through Internet,
we now have sensitive information or data stored digitally all over the web. Due to their vulnerability
to interception, transmitted, received or stored data rely entirely on the encryption to keep their
communication private. Therefore, cryptography methods employed have to be strong enough to check
various cryptanalytic attacks, so that data is protected against any malicious adversary. Academicians

have segmented cryptography history and development into three chronological time periods as given

below.

(i) Ancient (until 1918): A few example of ancient cryposystems are Caesar cipher [5], Scytale
cipher [6], Vigenere cipher [7], Atbash cipher [8], Steganography [9] etc., which are mostly based

on substitution, repetitions and shifting operations.

(ii) Technical (1919 — 1975): During World War I and World War II, mechanical machinery were
utilised to execute encryption, marking the start of cryptography’s technical age. Hagelin ma-
chine [10], Enigma machine [11], Biuro Szyfréw cipher [12], Lorenz cipher [13] etc. were being

used to encrypt and decrypt messages transmitted and received, respectively.

(iii) Paradoxical (from 1976—mnow): After the invention of computers and digital devices, data
was started getting stored in it in the digital form. Therefore, various sophisticated algorithm
driven cryptosystems were designed, such as, RSA [14], ECC [15], DES [16], DiffieHellman [16],
AES [17] etc.

Encryption and decryption are two complementary functions of a cryptography scheme. Encryp-
tion transforms plaintext into an incomprehensible form depend on the input key. Decryption, on the
other hand, works with ciphertext to retrieve the original message with the help of either the same

key (symmetric encryption) or a different key (asymmetric encryption). Cryptanalysis, on the other
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hand, is the reversed process of an encryption, which focused only to overcome security without pre-
knowledge of the encryption key. Cryptography and cryptanalysis are two separate scientific pursuits
that compete with one another, with the first attempting to conceal a secret, while the latter attempts
to reveal it. In this regard, Shannon’s theory of “Confusion” and “Diffusion”, and Kerchoff’s principle
are very important. In a 1949 paper [18], Claude E. Shannon explained two aspects of encryption that
thwart frequency analysis: “confusion” and “diffusion”. Confusion is used to obscure the relationship
between the plaintext and the ciphertext, and it can be accomplished via a sophisticated substitution
algorithm. Diffusion, on the other hand, seeks to distribute the statistics throughout the message
to prevent cryptanalysts from exploiting any existing redundancy generated through repeated per-
mutations. Auguste Kerchoff von Nieuwenhof, a Dutch linguist, mentioned in his 1883’s book “La
Cryptographie Militaire” [19], that the security of a cryptosystem must be entirely based on the se-
crecy of the key, not the algorithm’s secrecy. This is known as the Kerchoff principle, and it is still
relevant and useful while designing modern cryptography algorithms.

The gradual evolution of technology was not only limited to cryptography domain, but also various
innovations has propelled the computation methodologies better and robust. Recent advancements
in quantum computing encourage researchers to develop innovative solutions to accelerate parallel
computations and execute powerful quantum algorithms. These rapid developments in the field of
quantum computer have pushed the conventional classical cryptosystem on verge of hefty security
threats. Most widely used symmetric and asymmetric cryptosystems, such as, RSA [14], ECC [15],
DES [16], DiffieHellman [16], AES [17] etc. are vulnerable to quantum Shor’s factoring algorithm
and Grover’s search algorithm operating on quantum computers. According to “Moscas inequality”,
D+ T > Q. [20], there is a technical race persists between stronger encryption scheme and the
development of actual multi qubit quantum computer. In the above relation, “D” is the total time
to keep the data secured against quantum computer generated threat. “I™” is the time required to
develop theoretically unbreakable classical algorithm or to port the conventional security system from
classical to quantum or post-quantum domain, and “Q).” is time to develop sufficiently large quantum
computer. To address these issues, there are two alternatives; the first one is quantum cryptography,
which uses qubits in quantum channels and employ quantum algorithms to process them on quantum
computers. This requires massive investment and also have to change entire data communication

infrastructure at a large scale and is less feasible in the practical standpoint. The second approach is
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to implement an alternative cryptosystem, named as post quantum cryptography (PQC), which can
be realized by classical logic circuits and can easily be implemented on the classical systems. The main
advantage of PQC algorithms are to provide strong resistance against classical as well as quantum
computer generated crypto attacks. PQC algorithms are attack resilient against quantum computers
because they are deigned based on specific mathematical problems, which are equally hard to solve

on the classical as well as quantum computers.

1.2 Quantum Computing: Impact on Security

With the advancement in the field of engineering, we can harness quantum mechanical properties of
photons, ions and other smaller particles. The basic concept of computation using quantum properties
is not new, rather it is first introduced by Richard Feynman [21] in early 70’s. Quantum Computing
opens a completely new dimension of computations, which employs the fascinating laws of quantum
mechanics and can solve compute intensive and possibly intractable problems with more ease as
compared to existing ones. Conventional or classical computers only use a small subset of these
possibilities. Quantum computers follow the quantum physical laws and gain huge boost in the
computational power due to its ability to be in the multiple states at same time, which is called
superposition of quantum particles. With the help of quantum superposition, quantum computer
can perform multiple tasks using all possible permutations simultaneously in the same time a single
operational unit takes in a conventional processing unit. The above mentioned property is utilized to
analyze various computationally complex problems [22] in mathematics, physics, chemistry, biology
and cryptography, which are practically intractable using classical computers.

Unlike deterministic classical computers, where algorithmic logic leads to microarchitecture consist
of classical gates and registers, quantum computers (QC) compute information non-deterministically
[23,24]. Deterministic classical machines always produce same set of results for the same inputs
using a particular algorithm, whereas, QC generates statistical and probabilistic output based on
quantum interactions between qubits. Quantum gates follow quantum arithmetic [25-27], which can
be expressed in the form of complex matrix transformations. Qubits can hold “0” or “1” or both
due to superposition property and, due to that, 2" distinct quantum states can be accommodated in
n qubits. It is necessary to translate all the steps of quantum algorithm into appropriate physical

qubits [28-30], which give massive parallelism in the computations.
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Quantum computation challenges many intriguing problems and divides them in two separate
categories, such as, tractable and intractable problems. Breaking a cryptosystem is the most signifi-
cant example of quantum algorithms, which was previously believed that it was practically impossible
to be cracked using classical counterparts [31]. Large prime number factoring and discrete loga-
rithm problems [32], which are the cornerstone of many classical encryption algorithms, such as, RSA
cryptosystem [33] and Diffie-Hellman key-exchange [34] can be solved by using Shor’s quantum algo-
rithm [35]. The main security features of conventional classical cryptography are based on the data
encryption, symmetric or asymmetric key distribution, digital signatures, one way or trapdoor func-
tions, pseudo-random number generation, zero-previous knowledge proofs etc. Strength of classical
cryptography is measured on the basis of time to find solution of a mathematical problem, which
has exponentially time computation complexity on a classical computer. Contrary to that, quantum
computations use quantum Fourier transform (QFT) [36], which can perform exponentially faster as
compared to classical computers. Table 1.1 exhibits current standing of various cryposystems against

QC generated attacks or QC assist cryptanalysis.

Table 1.1: Current Status of Various Cryptosystems

Encryption Schemes gil:szjzlgzisszgz
RSA Public key encryption Cracked
Diffie-Hellman Key-exchange Cracked
Elliptic curve cryptography Cracked
Buchmann- Williams key-exchange Cracked
Algebraically Homomorphic Cracked
McEliece public key encryption haven’t broken yet
NTRU public key encryption haven’t broken yet
Chaos-based symmetric key encryption haven’t broken yet
Lattice-based public key encryption Not broken till date

For example, factoring large number is long-studied mathematical problem and many algorithms
have proposed to accelerate the process, such as, Lehman’s method, Pollard’s method, and Shanks’s
class group method [37]. After the invention of RSA public-key cryptosystem several sub-exponential
time algorithms were invented to factor larger numbers. The number field sieve [38,39] devel-
oped in 1989 is the best known classical algorithm for the factorization and has time complexity
exp (c (10g(n))% (log log(n))%>, where c is a constant. It is to mention Shors algorithm on a quantum

computer can solve this problem in polynomial time.
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1.2.1 HSP Problems: Abelian and Non-Abelian Groups

Peter Shor’s factoring and discrete log algorithms can solve efficiently many hidden subgroup
problem (HSP) [40] with the help of quantum computer [41]. The HSP problems are defined as follows.
Given a group and a function that is constant and distinct on co-sets of some unknown subgroup,
find a set of generators for the subgroup. Fourier sampling, which is employed for computing Fourier
transform and measuring, is the main algorithm for solving HSP when underlying group in finite and
abelian. There exist some non-abelian cases, for example, an extension to Pells equation [42], which
can also be solved by reducing them to the abelian case. The table below presents the current status

of the abelian HSP.

Table 1.2: Current Status of Abelian HSPs [1]

Abelian Group G Related HSP Problem | Quantum Algorithm
Ly - Susceptible
The integers Z Factoring Susceptible
Finite groups Discrete Log Susceptible
The reals R Pell’s equation Susceptible
The reals R€, ¢ is constant | Unit group of number field Susceptible
The reals R™, n arbitrary Unit group, general case Resistant

If Fourier transform over abelian group G is efficient when hidden subgroup is normal and, if the
computation of intersection of a set of representations can be done efficiently, then we can conclude
that the non-abelian HSP [43] can also be solved. The following table shows the status of selected

non-abelian HSPs.

Table 1.3: Current Status of Non-Abelian HSPs [1]

Nonabelian Group G Associated Problem Quantum Algorithm
Heisenberg group - Yes
Loy X Ly, 1 is constant Yes
Zy X L, p is prime number Yes
Extra special groups Yes
Dihedral group D,, = Z,, X Zy | Unique shortest lattice vector | sub-exponential-time [44]
Symmetric group S, Graph isomorphism Evidence of hardness

We can compute a set of generators for an HSP in polynomial time, if finite group instances
of an associated HSP is given [45]. There exists standard methods based on Shor’s algorithm and
Simon’s algorithm for the above-mentioned problems. Tables 1.2 and 1.3 present the current position

of various HSP problems against QC based cryptanalysis. For the nonabelian HSP cases, whether
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a standard method can provide a solution or not, is determined by an underlying group. Although
we can extract some information about the solution from the subgroups, but it may be difficult to
compute the solutions from the samples. As we know that polynomially many co-sets can provide

enough information to compute the subgroup or to convert a nonabelian HSP to a simpler problem.
1.2.2 Quantum Search Algorithms

Grovers search algorithm [46] is a quantum algorithm, which demonstrates how the qualities of
quantum systems can be used to improve the lower runtime bounds of conventional classical algorithms.
If a boolean function f has value s, whose structure or circuit is not known, Grover search algorithm
can provide at least one pre-image [47]. This search algorithm can also find whether a particular
given value is a pre-image of a given boolean function f or not. This property can be utilized to
find collisions test for one or two functions. The quantum Grover search algorithm is presented in

algorithm 1 for completeness.

Algorithm 1: Grover’s Search Algorithm

1 Input: Boolean function f :[Fj; — Fy given by the associated operator
Us :F3 xFo = F3 xF5 : |z) |y) — |z) |y & f(x)), and M =card f~'(1).
2 Output: Some y € F} with f(y) = 1.

3
1: If M > 1.2", then chose y randomly and uniformly from F} and returny.

M
2: Compute 6 satisfying sin’ 0 = on’ and set r « LI—HJ

3: Transform

H®(n+1) 1 Gr 1
10) 1) W; ) (|0) = 1)) — W% ag |z) (10) — [1)),

where G = U;.(H®™+1)(20) (0| — 1) H®")® Id.

4: Measure and output the first n bits of the result.

As we know, the collision test for a function is very much important for the cryptanalysis, i.e.
searching for two arguments giving same function value. For this purpose, we assume a subset M
as a domain of the boolean function f. Further, M can be stored in the memory and Grover search

algorithm can be applied to the function below to detect collisions.
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1 if thereisa ye M with z#y and f(z)= f(y),
g:Fy = TFy:z—

0 else.

1.2.3 Cryptanalysis of classical algorithms

As we know, quantum computing possesses a serious threat to conventional security systems based
on current cryptography algorithms. RSA and other conventional cryptography algorithms are resilient
against classical computer based attacks. In the present era, General Number Field Sieve (GNFS)
algorithm [48] is the best known algorithm for factoring large integers with computation complexity
0(1.923n§ln(n%)). In Tables 1.4 and 1.5, total time in cracking RSA algorithm are showcased using

conventional computing machines.

Table 1.4: Factoring times in MIPS-years for various moduli using GNFS [2]

RSA Key Size (bits)
Factoring time (MIPS-years)

512
2 x 10%

1024
2 x 1012

2048
6 x 1022

4096
3 x 1036

Table 1.5: Projected future factoring times using GNFS for various moduli using 1000 workstations [2]

RSA Key Size (bits) 1024 2048 4096
Factoring time in 1997 | 107 years | 3 x 10! years | 2 x 10%! years
Factoring time in 2006 | 10° years | 5 x 10! years | 3 x 10%? years
Factoring time in 2015 | 2500 years | 7 x 10'3 years | 4 x 10?7 years
Factoring time in 2024 | 38 years 10'2 years 7 x 10%° years
Factoring time in 2033 | 7 months | 2 x 10'° years 10%* years
Factoring time in 2042 3 days 3 x 108 years | 2 x 10?2 years

With the advancement of large practical quantum computer, Shor’s and Grover’s algorithms can
solve mathematical trapdoor functions and lead classical cryptography in jeopardy. Grovers Algo-
rithm can solve black box search problem in O(log(n)) making DES, AES and other symmetric key
cryptosystems vulnerable to quantum computers. Similarly, Shors algorithm can find prime factors for
large numbers and due to that RSA and other asymmetric key cryptosystems become vulnerable to
quantum computers in the near future. The factoring time of prime numbers on the classical computer

O(n%log(n%)

ise ), whereas an equivalent quantum computer takes only e?(29(") gteps. Table 1.6 depicts

factorization time using a 100-MHz theoretical Quantum Computer [2].
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Table 1.6: Quantum factoring times on a 100-MHz theoretical Quantum Computer

RSA Key Size (bits) 512 1024 2048 4096
Quantum memory (qubits) 2564 5124 10244 20484
Number of quantum gates 3 x 109 3 x 1010 2 x 101 2 x 1012

Quantum factoring time 33 seconds | 4.5 minutes | 36 minutes | 4.8 hours

Since it is anticipated that the quantum computer having sufficiently qubits can be developed
in near future, in order to keep information and data security intact, the need of the hour is to
develop cryptography algorithms, which cannot be cracked by quantum computers, i.e. post-quantum-
cryptography algorithms. In the next section, a survey of post-quantum cryptography schemes is

presented for completeness.

1.3 Survey of Post Quantum Cryptography Algorithms

According to Shannon’s information theorem [49,50], one-time generated key having same size as
that of the message makes an absolute secure system. It is observed that the algorithms based on Shan-
non’s information theorem are practically very inefficient. Therefore, various practical and efficient
one-time signature schemes are proposed based on hash based methods. In this regard, Lamport-Diffie
one time signature scheme (LD-OTS) [51] and Winternitz one-time signature algorithm (W-OTS) [52]
are among the notable schemes. LD-OTS employs one-way function f and a cryptographic hash
function g, where f : {0,1}" — {0,1}" and ¢ : {0,1}* — {0,1}". Here, n is a positive integer.
Since W-OTS applies one string in one signature key and generates several message digests, therefore,
it generates a smaller signature compared to LD-OTS. The limitation of one-time signature scheme
is the incapability to reuse same key-pair. This issue is addressed by introducing Merkle signature
scheme (MSS) [53], where a binary hash tree is used as a public key for the authentication. With
the generated MSS key pair, 27 number of documents can be signed or verified. Here, H is height
of the Merkle tree and H € N, H > 2. Further, the security features of MSS can be enhanced by
introducing Channing MSS (CMSS) [54] and distributed signature generation or Generalized Merkle
Signature Scheme GMSS [55].

Code-based cryptography facilitates construction of public-key cryptosystems, which are secure

against attacks generated from a quantum computer. Public key code (PKC) based encryption scheme
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is first proposed by Robert J. McEliece [56], where a private key used is a random binary irreducible
Goppa code [57]. Thereafter, a few code based cryptosystems, such as, Niederreiter encryption scheme
[58], Courtois, Finiasz and Sendrier (CFS) signature scheme [59] and various other identification
schemes [60-62], for example, Stern’s scheme [63], Gabidulin codes [64], Bose-Chaudhuri-Hocquenghem
(BCH) codes [65], Reed-Muller codes [66], GRS codes [67], algebraic geometric codes [68], Graph based
low-density parity-check code (LDPC), Luby transform (LT) or turbo code, Goppa/alternate codes [69]
etc. are developed as code based PQCs. Although code based cryptosystems are known for their lower
algorithmic complexity in encryption and decryption, but their disadvantage is the longer key length
and malleability of the ciphertext.

Lattice based cryptography is an integrated part of PQC algorithms and many lattice based cryp-
tosystems are presently being used in various security applications. In Ajtai [70], a family of lattice
one-way trapdoor function, SWIFFT hash function [71] based on cyclic hash function, is introduced.
Security of this scheme depends upon the worst-case hardness of shortest vector problem (SVP) of
n¢, where c is a constant parameter of n x n lattice. There are three basic categories of lattice PQCs,
viz., Goldreich, Goldwasser and Halevi/ Hermite normal form (GGH/HNF) public key cryptosystem,
NTRU scheme and Learning with errors based (LWE) cryptosystem. GGH/ HNF [72,73] is derived
from the hardness of decoding linear codes over finite fields, whereas NTRU [74,75] is based on ring-
based lattice cryptosystem. The most efficient lattice based cryptosystem is Regev’s learning with
errors (LWE) scheme [76,77] and homomorphic property introduced by Gentry [78].

The piece-wise linear chaotic map (PLCM) [79-81], piece-wise nonlinear chaotic maps, logistic
maps [82,83], various polynomial chaotic maps based systems can be implemented, which are consid-
ered as PQCs. Now-a-days, physical chaotic dynamical systems have become an active area of research
in the chaos based cryptography [84,85]. For strengthening the security and to increase the speed
of chaotic cryptosystems, a combination of multiple algorithms are presented in [86-89]. Symmetric
block cipher encryption scheme applying multi-dimensional chaotic maps are elaborated in [90-93].
Moreover, only a few chaotic map-based multimedia encryption schemes have been developed based
on hyperchaotic temperature fluctuation model [84], peanut-shaped symmetric equilibrium curve [94]
and multistability of two circles of equilibrium [95] etc.

Multivariate public key cryptography (MPKC) schemes, first proposed by Shigeo and Hideki [102],

are preferred due to N P-hardness in solving quadratic polynomial over a finite field, which are an
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extension of lattice based PQCs. Trapdoor functions in the multivariate PKC cryptosystems are con-
verted in the form of multivariate quadratic polynomial map over a specific finite field. The Rainbow
(28,18, 12,12) [96], Perturbed Matsumoto-Imai plus PMI+ (136, 6,18, 8) [97], QUARTZ [98] or HFEv-
(2,129,103, 3, 4) signature scheme [99] are Tame transformation signature (TTS) based cryptosystem.
Another lesser known MPKC algorithm is the unbalanced oil and vinegar (UOV) algorithm [100]. Re-
cently, a few public-key cryptosystem based on isogenies [101] are proposed in the literature. Among
them, fast modular multiplier based supersingular isogeny [103], Diffie-Hellman (SIDH) [104], super-
singular elliptic curve isogenies (SECI) [105] are the most notable ones. In Table 1.7 a comparison of
various PQC algorithms is presented briefly. It can be concluded from this table, chaos and lattice
based cryptosystems can be implemented efficiently using conventional computing machines as well

as in the hardware.

1.4 Motivation and Research Contributions

In the previous section, the issues related with conventional cryposystems are discussed. The
PQCs can be employed to mitigate these issue and it is found that lattice and chaos based PQCs are
the most suitable candidates among all. The reason behind choosing these two PQCs are presented
below. A n-dimensional lattice means a periodic structure comprised of n-linearly independent vectors
ai,-.-.,an € R™ which can be represented as equation 1.1, where, the vectors aq,...,a, are called

basis of that n dimensional space.

L(ay,...,ap) = {inai :mieZ} (1.1)
i=1

The reason behind selecting lattice based encryption systems to be a suitable candidate among all
PQC algorithms is the quantum computer’s inability to solve lattice problems. It is to mention that
quantum Shor’s algorithm achieves a very little success in finding periods in lattice. Till date, there are
no polynomial time quantum algorithms that can approximate the lattice problems. Computationally

hard lattice problems are depicted below for the reference.

* Shortest Vector problem (SVP) [106] [107]: Finding the shortest nonzero vector £(A) for a given

lattice basis vector A

* Closest Vector Problem (CVP) [108] [109]: For a fixed target vector ¢, which is not necessarily

incorporated in the given lattice, finding lattice point v € L(A) closest to the target vector ¢,
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where A in the basis vector for a given lattice

* Shortest Independent Vector Problem (SIVP): Find n linearly independent lattice vectors S =

[$1,...,8n] (Where s; € L(A) for all ¢ ), minimizing the value of ||S|| = maz;||s;||

Finding the exact solutions for SVP or approximate factors in the polynomial time poly(n), and

the time complexity of the best-known algorithm is 200
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Figure 1.1: Cryptography and Quantum Computing and Research Area

Similarly, nonlinear chaotic physical dynamic systems can be utilized to formulate cryptosystems.
Chaotic dynamic system based algorithms can be categorized as PQC algorithms and also be a viable
solution to quantum computing generated attacks as there are no known successful attacks against
them [110]. These systems are distinguished by their high sensitivity to initial conditions, statistical
similarity to random signals and a continuous broadband power spectrum [111-113]. All this has
garnered interest from cryptanalyst to propose various chaos based cryptographic systems [114,115]
and can be subdivided into two classes. In the first class, a chaotic system is numerically iterated
over a period employing a message as an initial data [116], whereas, in the second class, a message

is scrambled with a chaotic dynamic function. The relevance and usefulness of chaos have been
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demonstrated through comparative studies employing characteristics of a chaotic system and the
requirement of a strong cipher [115,116].

Design and implementation of above two categories of PQC on classical machine is simple and
provide resilience against quantum computer generated attacks. Therefore, in the proposed research
work, we focused on the development of two PQC cryptosystem based on lattice and nonlinear chaotic
physical dynamic systems, which are also highlighted in Figure 1.1. The main research goal is to
develop PQC algorithm and to implement it over conventional hardware available with us for resisting
both classical and quantum computer based security attacks. In order to achieve above mentioned
goals, it is imperative to design various essential building blocks efficiently, which are elaborated in

the next section briefly.
1.4.1 Research Contributions
e Custom pseudo random number generator (PRNG)

— Two PRNGs, BluXor (a combination of BBS and Xorshift) and MPCG (a modifica-
tion of the conventional PCGs) are designed on the and hardware platforms, ZedBoard
Zynq™—7000 FPGA. It is observed, BluXor can be employed for general purpose cryp-
tographic applications, whereas, MPCG can be used in low-power and area-constrained

applications.

— BluXor and MPCG generate 4.83 x 107 and 4.29 x 107 random numbers each seconds,
consuming 17mW at 48.31Mhz and 16mW at 42.90M hz with a maximum throughput of
184.288M Bps and 163.651M Bps, respectively.

— The randomness quality of the proposed PRNGs and existing PRNGs (AES, KISS, MT19937,
LCG, Modular exponentiation, BBS and Xorshift) are evaluated using standard Diehard
battery suite and NIST SP 800 — 22 suite.

e Tensor based polynomial modulo multiplier

— A novel design methodology of multivariate polynomial modulo multiplication based on
tensors is developed, which outperforms other multipliers in terms of resource utilization
and power consumption. The proposed multiplier is embarrassingly parallel and scalable,
and performs linearly for single variable polynomial multiplication and quadratically for

multivariate polynomial multiplication in the worst case.
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— For single variable polynomial multiplication, the proposed multiplier utilizes minimum 6%
less resources, consumes 6.5x less power and more than 6x faster as compared to other
polynomial modulo multipliers. As per our knowledge, a multivariate polynomial modulo
multiplier is realized first time on the hardware platform and its performance is analyzed
with the multivariate polynomial of 9 variables, where the maximum degree of each variable

is 128.

— Performance of the multivariate multiplier is linear with respect to various parameters and
it is successfully validated using a LWE based lattice multivariate encryption scheme to
measure its efficacy. Further the usability of the multiplier is an ideal choice for efficient

homomorphic encryption algorithms implementation on various low power devices.
e Chaos based cryposystem development

— A new symmetric key cryptography scheme based on a nonlinear triple pendulum chaotic
map is discussed with a detailed analysis and standard tests of the proposed method classify

it to be considered as a potential PQC algorithm.

— The generated chaotic map is ratified as a cryptographically secure pseudo random number
generator through various standard benchmark tests viz. sensitivity to parametric and to
initial values, ergodicity, collision test, NIST randomness test etc. The proposed chaotic
generator is utilized to develop a symmetric key encryption scheme and is realized on FPGA
platform whose overall power consumption, delay and throughput are 0.186 W, 1.592 ns

and 2396.164 MBps, respectively.

— The highly nonlinear and interdependent unpredictable nature of our proposed scheme
makes it difficult to breach the security without complete knowledge of its key. It is also
unbreakable practically with the partial knowledge of its key because of high sensitivity of
chaotic maps to key values. Encryption algorithm is tested against various attacks to prove

it’s cryptographic strength.

— The chaos dynamic system based algorithm derived from nonlinear triple pendulum can
encrypt both text and multimedia as input data. The cryptosystem is further implemented
using 180nm Bulk CMOS technology occupying 0.20374 mm? die area and consuming 61.88

mW power at 250MHz at 180nm and it can operate from low (at least 100KHz) to high
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operating frequencies efficiently without showing any logic error or performance deteriora-

tion.
e Lattice based partially homomorphic encryption (PHE) scheme

— A software hardware co-design of two variants of learning with error (LWE) based lattice
PHE schemes employing an ARM-SoC and an FPGA, which provides necessary acceleration
to PHE schemes, are designed. The first PHE variant is developed for generic homomor-
phic encryption, while second variant is aimed for resource optimal lightweight IoT driven
applications. It is to mention that LWE PHE scheme is analyzed for its algorithmic cor-
rectness. The first variant takes {6.88us, 16.18us, 2.84us} and {1.65us, 4.38us, 0.72us}
for encryption, decryption and recryption using Zedboard and Virtex-7 FPGA platforms,
respectively. Similarly, the second variant consumes {1.44us, 0.96us, 0.22us} and {0.35us,
0.225us, 0.055us}, respectively for encryption, decryption and recryption on the above

mentioned FPGA platforms, respectively.

— A robust and reliable low latency data transfer protocol is developed between FPGA based
accelerator TP and ARM-SoC host system for their seamless assimilation. Moreover, a
Linux based embedded operating system is customized with board support package (BSP),
device-tree and first stage boot loader (FSBL) to enable all the essential functionalities

required to communicate cross platform devices for performing encryption and decryption.

— The best implementation of the proposed PHE scheme is found to be 52.71x more resource
efficient than another contemporary method based on BGV RLWE. The cumulative delay
and throughput of developed scheme is 0.63us and 6523.752 Mbps exhibiting 43% and 29%
speed improvement and 23x lower delay over non-pipelined and pipelined BGV RLWE
schemes on Virtex-7 FPGA board.

1.5 Organization of the Thesis

The proposed research work is organized into six chapters in this thesis work. The summary of

each chapter is given below.

e The second chapter presents PRNGs, which is the most important building block in the secu-

rity algorithms. Two custom PRNGs, BLUXOR and MPCG, are proposed and their detailed
TH-2920 146102038
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description, comparison with other well-known standard PRNGs are also elaborated in this

chapter.

e The third chapter discusses a tensor matrix based multivariate polynomial modulo multiplier.
This optimally designed multiplier is first mathematically analyzed and is designed both on
software (MATLAB) as well as on hardware (FPGA) platforms. Later, it is compared with
contemporary multiplier implementations on various parameters to establish its efficacy. A

lattice based PQC is implemented using the proposed multiplier to showcase its effectiveness.

e The forth chapter elaborates a novel encryption scheme based on triple pendulum chaotic physi-
cal dynamic system in details. The mathematical construction, software hardware (both FPGA
and ASIC) implementation, bifurcation proof of chaotic attractors and examples of image and
text encryption-decryption are depicted in this chapter. The symmetric encryption algorithm

proposed in this chapter presents its security against various cryptanalytic attacks.

e The fifth chapter explores the formulation and implementation of another PQC algorithm based
on LWE lattice architecture with partially homomorphic property. Further, two variants of
this scheme is developed, one for general purpose application and another for low power IoT
applications. Finally, the whole algorithm is realized as a hardware accelerator and is integrated
on an ARM enabled Zynq SoC with high-speed data transfer protocol and design semi-custom

software stack.

e The sixth chapter summarizes the work presented in this thesis highlighting the main contribu-

tions of the work and the directions for future research.
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2. Pseudo Random Number Generators

Objective

Pseudo-Random Number Generators (PRNGSs) are an integral part of cryptographic applications,
such as key generations, digital signatures, Internet-of-Things (IoT') security, etc. These applications
require low-power and high-throughput PRNGs along with statistically secure random numbers capa-
bility. In this chapter we propose two PRNGs, BluXor and MPCG, inspired from Blum-Blum-Shub
(BBS), Xorshift and Permuted Congruential PRNGs. BluXor and MPCG are elaborated in this

chapter in detail.

2.1 Introduction to PRNGs

Pseudo-Random Number Generators (PRNGs) [117,118] are deterministic and reproducible algo-
rithms, which are used to generate sequences of random numbers for various cryptographic applica-
tions. Data and network security domains require PRNGs having various statistical properties, such
as low autocorrelation values, secure, irreproachable and high linear span with non-repeatability. The
key design challenge is to develop secure PRNGs, which can generate random numbers with high
throughput as well as can stand against malicious attacks. In other words, an attacker should not
differentiate between number generated from PRNGs and truly random number sequences.

In the recent years, a few random number generators, especially hardware True Random Number
Generators (TRNGs) [119-122] have been proposed for cryptographic applications. As compared
to PRNGs, the quality of randomness is better in TRNGs, but due to the lower speed and non-
reproducible with unknown period, it is difficult to use them in most of the cryptographic applications,
although TRNGs are useful in few low-speed cryptographic applications. On the other hand, PRNGs
are the most commonly used in encryption schemes and security-related systems due to higher speed,
less complexity and fewer hardware requirements.

At hardware level of abstraction, there are different approaches used to design PRNGs, such as
Linear Feedback Shift Registers (LFSRs) [123], Linear Congruential Generators (LCGSs) [124,125],
Multiple Recursive Generators (MRGs) [126], modular explanation based generators [127], nonlinear
chaos based generators [128] etc. LFSRs are represented by a single variable polynomial equations,
which provide a simple means for generating random lists of numbers very fast. Generating the pseudo-
random numbers using LFSRs requires right/left-shift and XOR operations only. LCGs are the oldest

and widely used PRNGs, which generate a sequence of pseudo-random numbers using several dis-
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continuous weighted linear equations that can be implemented easily. Modular exponentiation based
PRNGs perform exponentiation over a modulus and it is very useful in public-key cryptographic ap-
plications. The operation of modular exponentiation produces larger periods by calculating remainder
when an integer base is raised to some power of exponent, which is divided by a positive integer or the
modulus. Some of the standard PRNGs are also designed based on the concepts of chaotic dynamic
system, whose main benefits are unpredictable, disordered and sensible to its particular seed. Prior
to use PRNGs in any application, they should be checked for statistically perfection, which can be
determined using Diehard battery tests [129] and NIST tests [130]. These tests are globally considered
and accepted as the standard statistical evaluation tests for any random number generators.

In this chapter, two PRNGs derived from BBS, Xorshift and PCG algorithms, which are based on
modular exponent, and LFSR and LCGs approaches, respectively. The key feature of the proposed
PRNGs is that they are highly secure consuming low-power and delivering high-throughput. In Section
2.2, BBS, Xorshift and PCG algorithms are discussed. Subsequently, PRNGs, BluXor (combining
BBS and Xorshift) and Modified PCG (MPCG), which is derived from the conventional PCGs, are
presented. The hardware implementation on ZedBoard (Zynq™™ 7000 FPGA) is elaborated in section
2.3. In section 2.4, the proposed PRNGs are compared with existing well-known PRNGs based on

Diehard battery and NIST SP800 — 22 tests to showcase their efficacy.

2.2 Proposed Pseudo Random Number Generators

In this section, proposed pseudo random number generators (PRNGs), BluXor and MPCG, are

discussed in detail.
2.2.1 BluXor PRNG

BBS is a non-permutation algorithm proposed by Lenore Blum, Manuel Blum and Michael Shub
in 1986 [131]. BBS generates pseudo-random number of size logs(logaM) using quadratic residue
congruence, where M = pq is a Blum integer. The special primes p and ¢ are derived from other
prime integers which decide period of the sequence. The security of BBS generator depends on Blum
integer M > 264 which is hard to factorize. The pseudo-random numbers generated using BBS shown
in equation 2.1.

X1 = X2modM. (2.1)
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Here, M is the product of two large distinct prime numbers called Blum primes. Blum primes are
prime numbers p, such that, p = 3(mod4). BBS algorithm for generating a pseudo random sequence

of length 32-bit is given in algorithm 2.

Algorithm 2: Blum Blum Shub Algorithm.

1 Input: b: 32-bit word;

2 Output: z: 32-bit word;

3 Parameters: M = pq: product of 2 large primes p and g¢;
4 begin

5 b < b>modM

6 L z4b

Xorshift is a fast uniform random number generator proposed by George Marsaglia in 2003 [132].
The next state of a Xorshift is obtained by applying a certain number of Xorshift operations to n-bit
blocks in the current state. Xorshift operation involves bitwise XOR of n-bit block with a shifted
version of itself by a position. Xorshift algorithm for generating a pseudo-random sequence of length

64-bit is presented in algorithm 3.

Algorithm 3: Xorshift Algorithm.

1 Input: y: 64-bit word;

2 Output: t: 64-bit word;

3 Parameters: a, b, c: all are integers;
4 begin

y+ysd(y<a)

Yy yd(y>0b)

yyo(y<o)

t—vy

® N o o

BBS is based on solving quadratic residue problems, therefore, it has greater strength to resist
malicious prediction based attacks. However, the throughput of BBS is very low. Additionally,
statistical quality of BBS is lower due to its smaller period. Thus, BBS fails to pass many Diehard
battery and NIST tests. On the other hand, Xorshift can generate random numbers at a very high
rate, but due to its less complex architecture, it is predictable under various adversary attacks. In
order to maintain statistical quality along with high throughput at the same time, a combination of
BBS and Xorshift is proposed in this thesis. This PRNG derived from BBS and Xorshift is named
as BluXor, which can be applicable for general purpose applications. As shown in figure 2.1, one
32-bit BBS module and three 64-bit Xorshift modules are utilized to design BluXor. Here, output
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Y =<
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Figure 2.1: Block diagram of: (a) BBS; (b) Xorshift; and (¢) BluXor PRNGs.

of the BBS module is applied to generate initial seed values, which are fed to Xorshift modules to
produce pseudo random number sequence. Based on the preconditions, Xorshift modules right shift
the outputs. It can be seen from figure 2.1 that BluXor takes few clock cycles for the initialization and
then at every clock cycle, it produces a 32-bit random number. The sequence predictability problem is
resolved by feeding new seeds in Xorshift module from BBS. n-LSBs of BBS act as switches for Xorshift
outputs and, at every iteration, n-LSBs of BBS are checked. It is to be noted that n is arbitrarily
chosen as 5 in the proposed design. If these n-bits are set, then the higher 32-bit of Xorshift output

becomes the new state, otherwise, the lower 32-bit of Xorshift output becomes the new state. In this
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way, the limitations of BBS and Xorshift are resolved in BluXor. BluXor algorithm for generating a

pseudo-random sequence of length 32-bit is stated in algorithm 4.

Algorithm 4: BluXor Algorithm
1 Input: z: 32-bit word;
Output: r: 32-bit word;
begin
t1 < Xorshift
to < Xorshift
ts < Xorshift
z <+ BBS
if (2&1! =0) then

L x < x@(t1 > 32)

)
(
10 if (2&2! =0) then
11 Ll‘<—l'@(tl&0xffffffff)
)
(
)

© 0 N o Uk WN

12 if (2&4! =0) then

13 Lxex@ to > 32)

14 | if (2&8! =0) then

15 Lx%x@(h&oxffffffff)
16 if (2&16! = 0) then

17 Lx%x@(t1>>32)

18 =z @ (t3&0 < fFFFFS)

19 r<—x

2.2.2 Modified PCG PRNG

PCG is a standard PRNG algorithm proposed by Raj S. Katti Rajesh, G. Kavasseri and Vyasa
Sai in 2010 [133]. PCG involves transformation of random numbers generated by LCG. The transfor-
mations, such as, bitwise rotation, shifting and XOR are applied to the outputs of LCG. The reasons

that drive to the selection of PCG are as follows.
(i) PCG is easy to use, flexible and can be designed with less resource as compared to other PRNGs.
(ii) Due to smaller block size, PCG has high throughput.
(iii) The statistical quality of PCG is better as compared to other PRNGs.

There are a number of variants in PCG family and among them, the most significant variants are
discussed below.
PCG-XSH-RR (64-bit input, 32-bit output): The strategy is to perform Xorshift to improve

randomness of high order bits. The output is then randomly rotated so that all the bits occupy full
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period. Thus, it mnemonics as Permuted Congruential Generator Xorshift Right Rotate (PCG-XSH-
RR). A PCG-XSH-RR function with 64-bit input and 32-bit output can be denoted as mentioned in
equation 2.2.

out = rot32((in & (in >> 18)) >> 27,in >> 59). (2.2)

PCG-XSH-RS (64-bit input, 32-bit output): This variant trade-offs statistical quality for
throughput by replacing the rotation operation with shift operation in PCG-XSH-RR. Thus, it is
known as Permuted Congruential Generator Xorshift Right Shift (PCG-XSH-RS). A PCG-XSH-RS

function with 64-bit input and 32-bit output is expressed as equation 2.3 below.
out = (in & (in >> 22)) >> (22 + (in >> 61)). (2.3)

Here, attackers have access to sufficient number of random sequences to predict the governing
permutation of PCGs using supercomputer based brute-force attack. Therefore, there is a scope of
improvement in the security of PCGs using intelligent approaches for permutation. It is to mention that
Modified PCG (MPCG) is proposed with modifications in the conventional PCGs. MPCG generates
pseudo-random sequences of 32-bits, which is given in algorithm 5. In MPCG, the permutation
technique utilized is based on the tuples that improves the security of PCG. As shown in algorithm 5,
MPCG introduced several bitwise XOR and shift transformations and parameters (a, b and ¢). The
algorithm starts with a seed value, kg and then the first random number, ki, is generated employing
kg. Thereafter, the second random number, ko, is generated using ki, and this process continues until
i =n—1, where i = n—1 and k;11 = k,. In the end of MPCG algorithm, a stream of (n — 1)
32-bit random numbers are generated. It is to be noted that the selected seed value should generate a
statistically secure random number. Further, the parameters should be set according to the standard

PCG algorithm.

2.3 Hardware Implementation

The proposed PRNGs, BluXor and MPCG, are realized on ZedBoard Zynq™ —7000 FPGA plat-
form [134] using Xilinx Vivado EDA tool. For hardware implementation of algorithms 4 and 5, Verilog
Hardware Description Language (HDL) is employed. The following subsections describe the imple-

mentation process step by step.
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Algorithm 5: MPCG Algorithm
1 Input: ky: 64-bit word;

2 Output: k;11: 32-bit stream word;

3 Parameters: a,b, c: all are integers;
4 begin

5 ko < 64-bit-seed;

6 for (i=0 ton)do
7

8

9

kiv1 = ((a x k; - b) mod c);
kiv1 = kiy1 & (kiy1 >> 12);
output < kit1;

2.3.1 BluXor Implementation

Figure 2.1 exhibits a generalized block diagram of the proposed BluXor, where combination of
BBS and Xorshift to form BluXor is showcased. The three basic modules utilized during hardware
implementation are described as follows. First, BBS module is implemented as shown in figure 2.1(a),
and uses 32-bit long seed value for the initialization. Here, the values of modulus M and seed are
hard-coded. BBS algorithm requires two 32-bit inputs, By and M, which are taken as, 2132 and 3149,
respectively. A 64-bit register is used to store the square of the present state. After squaring, modulo
operation is performed and finally, the five LSBs from output are returned.

As shown in figure 2.1(b), it can be observed that Xorshift module requires one 64-bit input seed
and three parameters. The implementation process is similar as the above mentioned BBS module
and the parameters employed in the process are a = 13, b = 17, ¢ = 15. In BluXor as illustrated in
figure 2.1(c), three modules of Xorshift, 77, T and T3 are employed with different seed values. These
seed values are 1145, 3256 and 78945 for T, Ts and T3, respectively. At each clock cycle, all the three
Xorshift provide corresponding outputs.

One BBS and three Xorshift modules are required to implement BluXor, which are depicted in
figure 2.1(c). The five LSB bits of BBS act as the switches for Xorshift outputs. The seed value is
provided as an input parameter and in every iteration, five LSBs bits of BBS output are checked.
Xorshift output is separated into two 32-bit modules. If an odd positioned bit of BBS is set, then
higher order 32-bit of Xorshift modules are XORed with the current state. For an even positioned
bit, lower order 32-bit of Xorshift modules are XORed with the current state. For each computation

of BluXor, one clock cycle is required to process BBS and Xorshift outputs.
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Seed
Bitwise
XOR
Output

a b C
Figure 2.2: Block diagram of the proposed MPCG PRNG.

2.3.2 MPCG Implementation

Figure 2.2 exhibits block diagram of the proposed MPCG. Initially, a seed value is stored in a
64-bit register. The seed value is fed to multiplier block and the output of multiplier is input to
the subtracter block. The second operands of these blocks are parameters a and b. The output of
subtracter block is mod(c) and the remainder is restored in a 32-bit register. The remainder is further
shifted or rotated right by 12 bits. Subsequently, the shifted/rotated value and previous restored
value are passed as inputs to a bitwise XOR block. Finally, a 32-bit random number is obtained as

an output from the bitwise XOR block.

2.4 Results and Discussion

As mentioned earlier, BluXor and MPCG are realized on ZedBoard Zynq ™ —7000 FPGA platform
[134] and generate a dataset of random numbers. The binary outputs, generated by FPGA, are
converted to single precision floating point values according to I EEE — 754 format. Subsequently, the
floating point values are normalized w.r.t. the maximum value and are plotted using MATLAB. For
illustration, the first 25000 random numbers are taken for scattered plot, which is shown for BluXor
and MPCG in figure 2.3 and 2.4, respectively. It can be seen from figures 2.3 and 2.4 that quality
of the randomness and distribution of the number generated using BluXor and MPCG are quantified

below showcasing its efficacy.
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2. Pseudo Random Number Generators

Table 2.1: Hardware Implementation Results For The Proposed PRNGs

Parameters Proposed PRNGs
BluXor \ MPCG
LUTs 1267 (2.38%) | 1371 (2.58%)
Resources Registers 730 (0.69%) 430 (0.40%)
DSP Blocks 3 (2.38%) none
Dynamic Logic 6 mW 7 mW
Power Other 11 mW 9 mW
Static 120 mW 120 mW
Logic Path 13.409 nS 12.974 nS
Delay Network Delay 7.291 nS 10.337 nS
Critical Path 10.407 nS 11.7125 nS
Speed in Mhz 48.31 MhZ 42.90 MhZ
Generation 4.83 x 10" /sec | 4.29 x 107 /sec
Throughput Memory 184.288 M%ps 163.651 Méps

Table 2.1 elaborates hardware implementation results for the proposed BluXor and MPCG on
ZedBoard Zynq™ —7000 FPGA platform [134]. It can be observed from Table 2.1 that the proposed
PRNGs consume low power and require less resources. Among both the proposed PRNGs, BluXor is
faster, but it dynamic power consumption is more (17mW) and also requires more number of registers
(730) and DSP blocks (3) as compared to MPCG. On the other hand, MPCG consumes less dynamic
power (16mW) and requires less number of registers (430), which is good for light-weight low power
security applications. It is to mention that the throughput of BluXor and MPCG are 184.288M Bps
at 48.31Mhz and 163.651M Bps at 42.9M hz, respectively.

In order to evaluate and compare the randomness quality, the proposed PRNGs are tested against
existing PRNGs using the standard Diehard battery suite [129] and NIST SP 800 — 22 suite [130].
The test results for Diehard battery suite and NIST SP 800 — 22 suite are tabulated in Table 2.2 and
Table 4.7, respectively. A particular PRNG is considered to pass a test, if 0.01 < p-value < 1. For
Diehard battery tests, three well-known PRNGs used in the industry are selected, which are Advance
Encryption System (AES) [135], Keep it Simple Stupid (KISS) [136] and Mersenne Twister (MT)
19937 [137]. It can be seen from Table 2.2 that BluXor passes all the 29 tests and MPCG passes
28 tests. Although MT) 19937 and KISS also clear all the test, but due to algorithmic complexity,
they tend to require more resources as compared to BluXor and MPCG. Similarly, NIST SP 800 — 22
tests are performed, where LCG [125], Modular exponentiation [127], BBS [138] and Xorshift [138]
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2.4 Results and D

Comparison Of The Proposed PRNGs With Existing PRNGs Based On Diehard Battery Test

Table 2.2
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2. Pseudo Random Number Generators

Comparison Of The Proposed PRNGs With Existing PRNGs Based On NIST SP800 — 22 Test

Table 2.3
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2.5 Conclusion

PRNGs are chosen for the comparison. Table 4.7 exhibits that BluXor and MPCG passes all the 15
NIST tests. The proposed BluXor performs better than BBS and Xorshift compared in the terms
of p values. Although MPCG fails marginally in one test of Diehard battery suite only, it consumes
low power and requires fewer resources (Table 2.1). Therefore, MPCG is recommended for the light-
weighted security applications, in which low power and area are the key requirements. On the other
hand, BluXor is recommended for general purpose cryptographic applications, in which security is the

foremost requirement.

2.5 Conclusion

In this chapter, design and realization of two PRNGs, BluXor and MPCG, are elaborated. BluXor
is a combination of BBS and Xorshift, and MPCG is a modification of the conventional PCGs. BluXor
and MPCG generate 4.83x 107 and 4.29 x 107 random numbers each seconds, respectively. Further, the
proposed PRNGs consume 17mW at 48.31 M hz and 16mW at 42.90M hz with a maximum throughput
of 184.288M Bps and 163.651 M Bps, respectively. The efficacy of randomness of the proposed PRNGs
are ratified using standard Diehard battery suite and NIST SP 800 — 22 suite. These PRNGs are

utilized in the realization of various PQC algorithms proposed in this thesis.
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3. Tensor Based Polynomial Modulo Multiplier

Objective

Modulo polynomial multiplication is an important mathematical operation in the area of finite
field arithmetic. Polynomial functions can be represented as tensors, which can be utilized as basic
building blocks for various lattice based post quantum cryptography schemes. A tensor based novel
modulo multiplication method for multivariate polynomials over GF'(2™) proposed and is realized on
the hardware platform (FPGA). This proposed multiplier is an essential building block while designing

further lattice LWE cryptosystem.

3.1 Introduction to Polynomial Modulo Multipliers

With the rapid advancement of computational capabilities, modern cloud computations, network
data transactions etc. are facing tremendous security threats against various unwanted adversaries.
Post quantum cryptography (PQC) schemes exhibit stronger resistance to classical as well as quantum
computing based attacks and also have become of prime interest to cryptograpy community. Among
various classes of PQC (hash-based, lattice-based, code-based, supersingular isogeny, chaotic dynamic
system based etc.) lattice-based encryption schemes have got the most attention, while designing
alternate cryptosystems due to its easy implementation ability on the hardware. Many different
security related applications, such as, homomorphic encryption, key generation, encapsulation and
hash or signature generation protocols etc., for post quantum cryptosystems can be derived from the
polynomial lattice. In general, the lattice-based cryptosystems are implemented using polynomial
rings and, execute modulo multiplications and additions of two large-degree polynomials over GF'(2™)
(Galois Field) basis, which is a compute intense process.

As we know, many efficient polynomial modulo multipliers are proposed in the literature, which
play a critical role in the lattice based encryption schemes. Among them, Bit-parallel canonical
methods [139-144], systolic multipliers based on Montgomery techniques [145, 146], digit-serial and
systolic Karatsuba methods [147-149], digit-serial dual basis multipliers [150, 151], number theoretic
transform (NTT) based multipliers [152, 153], matrix-vector based Hankel and Toeplitz multiples
[154-157] etc. are quite well-known. The salient features and limitations of the above mentioned
multipliers are listed in Table 3.1 for the ready reference. Majority of these works primarily focus
on the implementation of single variable polynomials and, deal with trinomials and pentanomials

only, whereas, the method proposed by us is generic in nature and is optimally implemented on the
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3.2 Motivation and Related Works

FPGA. Various FPGA hardware implementations of polynomial modulo multipliers can be found
in [147-149,153,155-164]. Further, the efficiency of our proposed multiplier is estimated using various
parameters, such as computational complexity, resource utilization and scalability with polynomial
degree. It is found that the proposed method has less computational complexity as compared to
[144,165] and consumes less hardware resources with respect to [149,153,156-158]. It also exhibits
higher scalability with polynomial degree than the methods presented in [147,148,155,159].

We developed a generic scalable power efficient multivariate polynomial multiplier, which can pro-
vide less delay and optimal area and can be used in various low power time critical applications. Our
proposed multiplier works efficiently with Learning-with-Errors (LWE) and Ring-LWE (RWE) based
homomorphic encryption schemes. This method is embarrassingly parallel and improves throughput
of the proposed method substantially. Along with sequential design we present 4-parallel column mul-
tiplication (PCM) and 16-PCM implementation showcased in Table 3.10. Further, the computational
complexity of the proposed modulo multiplier is linear for single variable polynomial multiplications.
The tensor matrices and input vectors employed in this method are sparse, which optimizes space re-
quirement of the proposed method. Due to its low power consumption, IoT based embedded systems,
surveillance drones based smart fencing systems etc. can utilize proposed multiplier for the efficient

implementation of lattice based PQC homomorphic encryption algorithms.

3.2 Motivation and Related Works

Almost all the existing implementations are based on a single variable polynomial and are limited
to a few number of polynomial coefficients, such as trinomials and pentanomials. In security appli-
cations, larger arithmetic fields constructed on multiple variables assure less susceptibility against
cryptographic attacks. Grobner basis is constructed with special algorithmic properties to provide
easy solutions for many fundamental problems in a polynomial ring over a field. Lets assume F' be a
set of polynomials in the ring R, i.e. fi(z1,x2," -, Tn), fo(x1, 22, -, n), ..., fu(z1, 22, - -, 2yn). The
Grobner basis G is constructed using above mentioned conditions by ordering [166] monomials in a
set of polynomials. The proposed method is based on lexicographic ordering [167-169] of monomials.

Polynomials over the field GF(2") have coefficients from domain {0,1} and the highest degree
of the polynomial is (m — 1). For m = 16, a GF (2!6) multiplier for a single variable polynomial is

presented in [170]. Figure 3.1 exhibits structural organization of a single variable polynomial operation.
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3. Tensor Based Polynomial Modulo Multiplier

Table 3.1: Comparison of Existing Polynomial Modulo Multiplication Methodologies

tecture

als ring

Existing multi-
plier Methodolo- | Salient Features Limitations Reference
gies
Multiplexer based approach
Bit-parallel Canoni- | in the construction of sub- | Only irreducible trinomial is
. . . . . [139-143]
cal Multiplier quadratic complex space mul- | employed in this scheme.
tipliers
Produces estimated value of
Efficient implementation of | quotients, which is useful for
Systolic Mont- | Montgomery  multiplication | RSA and DiffieHellman key (145, 146]
gomery Multiplier over GF(2"™) for all-one | exchange, but it is not appli- ’
polynomials cable for lattice based PQC
algorithms
This method is based on
. Tl . ol
jpducible trmor‘ma (imd % | Limited to irreducible trino-
e look-ahead technique in the .
Dual-basis digit se- . . mial only, and cannot be ap-
. o dual basis multiplication, pro- . L. [150,151]
rial multiplier plied for general multivariate
cessed by one cell of tree olvnomial oberations
structure in the most signifi- PR P
cant digit.
This is an iterative Fast
Hankel matrix- e Tr.ansform‘ .baged Slower throughput as com-
vector Multiplier R R pared to most of the methods [154-156]
method with high degree of
accuracy
This is a fast multiplication
Digit-serial ~ Karat- | algorithm for multi-precision | Less throughput due to longer (147, 148]
suba Multiplier numbers with O(m!9®) com- | gate delays ’
plexity
The  multiplication  block
is  decomposed in four | Less scalability and more
Chiou’s Multiplier mutually independent sub- | hardware resource intense [159]
multiplication wunits, which | process
improves theperformance
Toeplitz matrix- A 51ngle digit 1s repre sented Higher resource utilization for
. by 2-bits and polynomial mul- . . [157]
vector Multiplier o .. hardware implementation
tiplication in every clock cycle
Systolic Karatsuba Eﬂic1ent ‘1mplementat1on of Less throughput, less scalable
o single variable NIST polyno- . [149]
Multiplier . .. and more power consumption
mial based multiplier
Number  Theoretic Efficient implementation of | Only works for CRYSTALS-
. | single variable Kyber scheme | KYBER PQC scheme and
Transform  Multi- & Y . . [152,153]
plier polynomial for FFT like archi- | limited for 2™ + 1 polynomi-
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Figure 3.1: The structural construction of GF (2'6) multiplier for a single variable polynomial

According to Galois field, multiplication and addition are the main operations in polynomial mod-
ular multiplication [170]. Therefore, if a(y) and b(y) be two polynomials in GF(2™), the product

polynomial ¢(y) can be expressed as equation 3.1.

c(y) = a(y).b(y) mod f(y) (3.1)

Initially, a(y) is multiplied with the coefficients of b(y) sequentially. In this procedure, a(y) is
multiplied first with y, thereafter a(y)y modulo f(y) is determined. Subsequently, a(y) is multiplied
with y? and a(y)y? modulo f(y) is calculated. This process continues until the limit of Galois field

dimension is reached. Multiplying a(y) with b(y) and then division by f(y) results into equation 3.2.

(a15f15 + a14)y™® + (ar5fra + a1)y™ ...+ (a15.f1 + a0)y + ais fo (3.2)

An univariate SISO (serial-in-serial-out) modulo multiplier for polynomial modulo multiplication
is proposed in [171]. The computational complexity of SISO multiplier is O(m). This algorithm is
suitable for cryptographic applications due to less area utilization and higher output rate. All the
relevant data and parameters related with SISO multiplier over GF (2™) can be found in [171].

The multivariate polynomial residue number system (MPRNS) based algorithm is presented in

[172] to compute equation 3.3 mentioned below, where, A(x), B(z) and C(z) € R[z].

L
C(z) = A(z).B(z). mod [N £1) (3.3)
=1
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3. Tensor Based Polynomial Modulo Multiplier

The quotient polynomial ring, R[z] = Z,/ [, (z)" £ 1), has coefficients from modular ring Z,.

for L-variate polynomials.

by
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Figure 3.2: The Structural Construction of GF (2'6) Multiplier for Multivariate Polynomial

The Figure 3.2 exhibits basic structural organization of the multiplication of two polynomials.
This architecture can be scaled up theoretically for multiple polynomials by implementing identical
blocks. Because of its sequential architecture, throughput of this method is limited and, area, delay
and power penalties are imposed.

The motivation of the proposed work is to design an area, power and delay efficient scalable generic
multivariate polynomial multiplier to improvise performance of post quantum lattice cryptography al-

gorithms. The primary advantage of the proposed approach is the efficient management of polynomial
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3.3 Tensor Based Polynomial Modulo Multiplication

coeflicients, which is achieved by employing tensor based methods. In this method, tensor matrix
is computed only once and is used repeatedly to perform any modular multiplication. Therefore,
hardware complexity of this operation reduces significantly by incorporating tensor matrix method

for polynomial modulo operations, which is discussed comprehensively in the next section.
3.3 Tensor Based Polynomial Modulo Multiplication
3.3.1 Tensor Basics

A tensor, T, is a multi-linear map, such that 7" : V; x Vo x ... V,, = W, where Vi, V5,...,V,, and
W are the vector spaces of finite dimensions. If vector spaces have a fixed base, then tensor can be
expressed as a multidimensional array. For a bilinear map, one element each from two vector spaces
maps into an element in the third vector space. Let V; and Vs be two vector spaces, a bilinear map B,
takes one element each from the vector Vi and V5 and maps it to a third vector V3 using the following

steps.
(i) B:Vix Ve Vs
(ii) If v1 € V3 is fixed, then v — B(v1,v2) is a linear function from V3 — V3
(iii) If vy € V4 is fixed, then vy — B(v1,v2) is a linear function from Vo — V3

Here, tensor product of the linear maps is described briefly for the completeness. Let L1 : Vi — V5
and Lo : W7 — W5 be two linear maps, then the tensor product of two linear maps is a linear map,

L1 ® Ly : Vi @ W1 — Vo ® Wy, can be expressed by equation 3.4.
(L1 ® Lo)(vi @ wy) — Li(v1) ® La(wy) (3.4)

A tensor product of two linear maps, A and B, can be represented as shown below.

annB ai2B -+ a1p,B

anB ai3B -+ a9, B
A® B = "

am1 B amaB - ampB

Therefore, it can be stated that the polynomial multiplication is a tensor map, because polynomials

can be expressed as vectors in polynomial space of n variables (i.e x1,xo,...,z, with the maximum
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3. Tensor Based Polynomial Modulo Multiplier

degree of each variable < d). This in turn forms a vector space, V, of dimension d". Multiplication
of polynomials in V' modulo P can be considered as a function, f, which maps two elements of V'
into another element of V. Here, p € Fy [x1, 22, ..., x,], such that the degree of x,z2,...,x, in any
monomial is d, i.e. f:V xV — V. It is to mention that P is an irreducible polynomial in Fo. This
manifests f to a bilinear map enabling it to be employed for the tensor formulation.

The general modulo multiplication method requires multiplication of polynomials, if quotienting
polynomial or reducible polynomial is changed. In this section, an alternative tensor matrix based
method for modulo multiplication is discussed, which considerably reduces computational effort. As
stated above, the main advantage of tensor matrix method is to compute tensor only once for a
particular reducible polynomial to perform modulo multiplication. For a given reducible polynomial
and the corresponding possible set of quotienting polynomials, a set of tensor coefficients is determined,
which is employed to compute all the modulo multiplications until reducible polynomial is changed.
In case of lattice polly cracker based methods, for a particular key-pair and the security parameters,
the reducible polynomials do not alter much. Therefore, tensor matrix method can be of a great
advantage to reduce compute intensive matrix operations. This method is elaborated below with a

suitable example for the completeness.
3.3.2 The Tensor Matrix Method

The proposed tensor based multiplication technique is derived from fully homomorphic encryption

scheme reported in [173]. The generic description of our proposed method is given below.

n

¢» where Z is an integer and ¢ is a prime

Let p1, p2 are the polynomials in ideal Z<4 and y € Z
number. Z, denotes a finite field of cardinality ¢ and pi(y).p2(y) = pip2(y) = p(y). Therefore,
p1.-p2 € T<aq, which is a vector subspace of Zg[z1, ..., x]<2q4. Here, dimensions [ and d are less than
the dimension of subspace n. After the multiplication, let assume that the dimension of this subspace

be n', where n’ > n. We now choose (n’ — n) additional points in Z<94, which span the vector space

ZZL/ to evaluate the polynomial and are given below.

n n/+1
p(ynt1) = Y Bip(y) + D Bip(y) (3.5)
=1 1=n-+2

There exists 7{ forn+2 <i<n'+1and 1 <j <mn,such that for all p € Z;. Here, X, ; are the

coefficients of each terms and 'yg are the constants. Thus, equation 3.5 can be represented as equation
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3.3 Tensor Based Polynomial Modulo Multiplication

3.6.

n
pyi) =D W Assp(y;) for n+2<i<n'+1 (3.6)
j=1

From the above mentioned steps, we can observe that a linear transformation from Z<4 to Z<q4

can be obtained, which is depicted in the form of a matrix L in Zénﬂ)x(nlﬂ) below.

nxn nx1 1x(n'—n)
A% Ly 0 Ly e ZnFx(n'+1)
1 1x(n'— ¥
Ly a1 e
To formulate p(y) having dimension n/, an integer is added to (n + 1) entry of p(y). This is

equivalent to p1pa2(yn+1) mod g and is being obtained using a transformation matrix, B, as shown

below.
/Lo, 0 0

B=1p1...80 1 Bny2-. Bt
0 0 i,

Now, the vector p(y) is multiplied with L, which generates p’ = A;LB.p(y). Further, modular
multiplication of p’ is obtained using ppu = |[p'] mod q € ZZH. Here, A; is a diagonal coefficient
matrix.

In order to validate correctnes of the above mentioned method, a tensor matrix, M, based scheme
is formulated. Lets consider a bilinear map By : Q1) x Q1) — Q1) which can be represented
by a tensor M € Q@A+ B, () po) = [pf Mipa,...... , P M, 1p2]T, where Q is a rational

number. Mi,...... , M,, 11 are the slices of tensor M and is depicted as M = N x1(I)T xo(1)T x3AsLB.

Here, I is an identity matrix and, N (i,4,14) ()\;1)2 ViEn+1, Nn+1l,n+1ln+1) = % and
N (i, j, k) = 0 everywhere else. Further, By((p1p2) = p1p2 mod q, therefore, ppu = [Bam(p1-p2)]. The
vector Bag(pip2) is the sum of two vectors v and v’, where v is a vector with integer entries, which is

equivalent p(y) mod q. v/ is (0,0,...,0,n), where 1 can be described as follows.

2
n= g(pl LgJ +e1+ qu)(pQLgJ + e2 + qJ2)
-1
= pmzL%J — % + qT(p1€2 + poer) + (2e1 — p1)Jo+

2
(2e2 — p1)J1 + 56162 + q(p1J2 + p2J1 + 2J1J2)

Therefore, | Ba(pip2)| mod ¢ = |n] mod q. Here, e; and ey are residue error terms due to performing
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3. Tensor Based Polynomial Modulo Multiplier

operations in Q space, and the values of |.J;| and |.Jz| are less than the norm of an identity matrix.
In our proposed work, the above mentioned modulo multiplication method is implemented over
binary field. Therefore, coefficients are represented as either 0 or 1 in the proposed method and
modulo multiplication is performed by multiplying input vectors with tensor matrix directly. It is to
mention that all the other parameters during multiplication, i.e. ey, es, J1, J2, are considered zero due

to GF(2™). An example is given below depicting steps taken by the proposed modulo multiplier.
An Example of the Complete Tensor Operation

Lets consider two multivariate polynomials, a = (zy + 1) and b = (zy? + z), and a quotienting
polynomial f = x?y + xy + 1. For polynomial ring {f1), the reducible polynomial is taken as y® + 1

and {1, v, (1+y), (v?), (1+v?), (y+¥?), (1 +y+y?)} are the elements of (f;) (for reference see

Table 3.2).
Table 3.2: Table to Find Elements in (f7)
1 1 y 1+y v 1+ [y+y2 [ 1+y+y° |
1 1 y 1+y v? |14+ |y+9? | 1+y+9°
y Y 12 y + y? 1 1+y [1+¢? [1+y+9°
1+y 1+y Y+ y° 1+ 42 1+42 | y+¢2 | 14y 0
y* y* 1 1+y° y ly+y’ | 14+y [1+y+y?
14+ y° 14 y° 1+y Y+ y° y+y? | 14y | 14+¢° 0
Y+ 12 Y+ 3> 1+92 1+y 1+y [ 1+4° |y+y 0
I+y+y? [ 1+y+? [1+y+® [ 1+y+9° 0 0 0 1+y+y?
(zy+1)*(zy*+x)

Therefore, to perform modular multiplication, the expression, is to be computed,

(x2y+zy+1)
which results xy? + xy +y? + 1 as an output. As we know that the outcome of modular multiplication
should always be less than the quotienting polynomial f = z?y + xy + 1, its output comprises of the
following coefficients only, i.e. {zy?, 22, 2y, 3, z, y, 1}. These coefficients are the part of either
f or (f1), and the total number of coefficients is equal to the cardinality of (f1). This leads to the
formulation of seven tensor matrices for the above mentioned seven coefficients. It can be seen that
the computation of each tensor is performed independently, and each element of a particular tensor is
evaluated in parallel as well, making this entire process embarrassingly parallel. The tensor elements

are computed by finding remainder, which is obtained by dividing all the monomials of Table 3.3 by

f = 2%y +xy + 1. It is to mention that the monomials are generated by using above mentioned seven
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3.3 Tensor Based Polynomial Modulo Multiplication

coefficients.

Table 3.3: Table to Find the Product of Monomials

a2 Jay [ ] o [y | 1]
xyZ $2y4 ZL‘SyQ .’E2y3 ny4 $2y2 CL'yS ZL‘yQ
l’2 .’L‘SyQ ZL‘4 $3y x2y2 33‘3 SL'Qy 1:2
vy | 2P | 2%y | 227 | o | 2% | o2 | xy
yQ $y4 .’I/'2y2 .,L.y3 y4 ny y3 y2
x | 2%y? | 23 22y | xy? z? Ty | x
y = [ 2%y [a? | 2 | oy [ | v
1 21y x? Ty y? x Y 1

In the tensor matrix, presence of an element in the remainder is marked by 1 or else as 0. The two
main operations of tensor matrix method are described below.

Multiply: Each element of the vector is multiplied with other elements in all possible ways, which
is tabulated in Table 3.3.

Quotienting: After the multiplication, products are divided by the quotienting polynomial to get
a modular output. This operation is a critical step in the tensor formation followed by multiplication
of the next polynomial. All the steps of this process are depicted below using various examples in
Figure 3.3. In Fig : 3(a), an example of dividing the product by a quotienting polynomial is presented.
The division continues until a leading term of the remainder is no longer divisible by the quotienting
polynomial. Thereafter, it is ascertained whether the leading term is further divisible by a reducible
polynomial or not. Once the division is over, remainder is recorded. Here, it is analyzed whether x>
is present in the remainder or not, and accordingly it is set to 1 or 0 in the tensor matrix. The Table
3.4 exhibits detailed output of Fig : 3(a). In Fig : 3(b), polynomial, z*, is divided by a reducible

polynomial 32 + 1 = 0. In order to perform division, z*

is multiplied with 32, so that it becomes
divisible by the quotienting polynomial. In Fig : 3(c), it can be observed that zy* is not divisible by
quotienting polynomial, but is directly divisible by reducible polynomial. Therefore, if the product is

neither divisible by quotienting polynomial nor by reducible polynomial, it is considered as remainder,

and accordingly tensor matrix elements are formulated.
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y3+ l
Xy + 1
Fig: (a)
4.3 2,2
X X
x2y+xy+ 1 ‘ y J
x4y3 + x3y3 + X2y2
3,3 2,2 2
X + X X
x2y+xy+ 1 ¥ y y
x3y3 + x2y3 + xy2
203 4 2,2 2 ‘
X + X + X
x2y+xy+ 1 ‘ 7 7 y y2
x2y3 + xy3 + y2
2,2 3 2 2
X + X + X +
x2y+xy+ 1 2y2 y2 v 3 ’
X“y< + Xy< +y
y3+ 1 xy3+y2+y X
xy3 + X
y3 +1 xy4 Xy y2 + X +y
xy4+ Xy
Xy Fig: (b)
Fig: (c)

Figure 3.3: Fig: (a) Divide by quotienting and reducible polynomial. Fig: (b)Append the product with y3
and then proceed. Fig: (c) Divide directly by reducible.

Table 3.4: Remainders for construction of Tensor Matrices

Indices | Check for remainder | Remainder | Indices

aoo x2y4/<x2y +ay+1) xy + 1 0

aot Py /(aPy+ay+1) |yt +ayty 1
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a2 2?y3 {2y + 2y + 1) v+ 0
ap3 xyt ) (2%y + zy + 1) Ty 0
o4 22y [ (xPy + xy + 1) ry? +y 1
aos zy? [ (z?y + 2y + 1) T 0
aos zy®[(x*y + zy + 1) xy? 1
aio By Py +ay+ 1) |t +ayty 1
aiy /@y +ay+1) | Yoty 0
aro 23y /(2?y + 2y + 1) xy+a+1 0
a3 2y?/(2?y + zy + 1) ry? +y 1
aia x3y3 [ {x?y + zy + 1) zy? + oy’ 4w 1
as z2y/(x?y + 2y + 1) xy +1 0
a6 23 /(2?y + 2y + 1) v+ 0
aso 23 /(2?y + 2y + 1) v+ 0
a1 By /(x?y + zy + 1) xy+a+1 0
ag 22y? ) (2?y + 2y + 1) ry? +y 1
as3 zy3/(2?y + zy + 1) T 0
a4 22y /(2?y + zy + 1) zy+1 0
ags zy? /{2y + 2y + 1) ay? 1
asg zy/(x?y + 2y + 1) xy 0
azo zyt/(zPy + xy + 1) zy 0
azy 2y? /(2%y + 2y + 1) Ty’ +y 1
aszo zy3 ) (2%y + 2y + 1) x 0
as3 yt/(x?y + 2y + 1) Y 0
as4 zy?/(2%y + 2y + 1) zy? 1
ass y3/(x?y + 2y + 1) 1 0
ase y? /{2y + 2y + 1) > 0
aso 22y? ) (2?y + 2y + 1) ry? +y 1
as1 x3y3/(m2y +axy+1) zy? oy’ 4o 1
4o 22y /(2%y + 2y + 1) ry+1 0
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3. Tensor Based Polynomial Modulo Multiplier

a43 zy?/(2%y + 2y + 1) zy? 1
a44 22y [(x?y + zy + 1) i+ 0
aqs ry/(2?y + zy + 1) xy 0
a46 z/{z?y + zy + 1) x 0
aso zy3 ) (2%y + 2y + 1) T 0
as1 22y /(2?y + 2y + 1) zy+1 0
aso zy?/(2%y + 2y + 1) zy? 1
as3 y3 [ (x?y + xy + 1) 1 0
asy ry/(x?y + zy + 1) xy 0
ass y?/(x2y + xy + 1) y? 0
ase y/(z?y + xy + 1) Yy 0
ago xy?/{z?y + 2y + 1) zy? 1
a1 223 /(2?y + 2y + 1) vtz 0
ago ry/{(x?y + zy + 1) xy 0
a63 y2/(xy + zy + 1) y? 0
ag4 z/{z?y + zy + 1) x 0
aes y/(x*y + zy +1) Yy 0
ags 1/(z%y + 2y + 1) 1 0

The remainders can be tabulated as shown in Table 3.4, and as mentioned earlier, each of these
step can be calculated in parallel. For generating tensor for a particular coefficient, if it appears in
the remainder of a monomial after getting it divided by the quotienting polynomial, that particular
monomial index in the tensor is marked as “17, else “0”. For example, to generate the tensor of zy?,
elements ag1, agp4, agg, a0, a13, 14, A22, A25, A31, A34, G40, A41, A43, G52 and agg are marked as “1” in
the tensor matrix of zy?, because xy? term is present in these tensor elements corresponding to the

remainders of monomials in Table 3.4. The tensor matrix for zy? is given below as a reference.
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3.3 Tensor Based Polynomial Modulo Multiplication

Similarly for 22, xy, y?, z, y and 1, the tensor matrices generated using Table 3.4 are shown

below.

o

o o o o o o o

0
0

1

The (Ev-Dx(y*+2)

0

O e O 9O 2O

0
1

o o o o o o o

0
0

(aZy+ay+1)

o o o o o o o

o o o o

is further analyzed using above mentioned tensors. After lexicographic ordering,

o o o o o o o

1

o © O oOosFE o O

o o o o o O

0

g\l

0

1

0

o O

0

o o o o

a= (ry+1) and b = 2y? + x can be expressed as,

As we know that the product of modular multiplication can be represented as the combination of
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3. Tensor Based Polynomial Modulo Multiplier

{xy?, 22, xy, ¥*, , y, 1}. In order to find whether terms are present in the final output or not, a
and b are multiplied with each tensor, i.e. @ x T x bT. Here, T is a tensor. For example, to find the
presence of xy? in the final output, following steps can be taken. If the result is “1”, it indicates that

the term is present in final output, otherwise not.
ax Tppexb=1
By applying similar steps, the presence of other coefficients can also be determined.
22 = axTexb=0; Y = a X Tpy x b= 1,

y2:=>a><7;/2><b:1; T:=>aXxX T, xb=0;
y:=axTyxb=0; 1l:=axT xb=0.

Using the above mentioned steps, the output of modulo multiplication is determined as zy? + zy +

y? + 1, which matches with the algebraic output.
3.3.3 Complexity Analysis

The proposed method can be divided into three steps for the complexity analysis. The first step
is ordering random multivariate polynomial equations in graded lexicographic order. The second step
is to generate a tensor matrix, and the last step is to multiply it with multivariate polynomials to get
the modular output. The most recent works in the polynomial modulo multiplication domain only
deal with single variable polynomial equations, whereas our proposed scheme can also be applied to
multivariate polynomials. The dimension of the tensor matrix is related to the number of variables
and the degree of the polynomials.

For lexicographic ordering, the time complexity for a single variable polynomial with n-terms is
(n — 1) or O(n), whereas the time complexity of the polynomial having n-terms of m-variables is
(nm — 1) or O(mn). For ordering, monomials are generated using coefficients taken from reducing
and quotienting polynomials for generating tensor matrices. Later, every monomial is divided by a
quotienting polynomial, and a table is generated for storing the remainders of the individual monomial.
Further, a n x n binary tensor matrix for each coefficient is generated individually by finding its
presence in the remainders. Monomials can be generated in parallel using n? processing elements in a

single step. Similarly, remainders for each monomial are also computed in parallel using n? processing
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3.3 Tensor Based Polynomial Modulo Multiplication

elements. The time complexities of finding monomials and remainders are O(1) and O([logen]|) [174],
respectively. It is to mention that for multivariate polynomials, the time complexity to find the
remainder is O(m[logan]). Since each tensor can be computed in parallel for all the coefficients, total
time complexity for generating all the tensors is O([logan]) for m = 1, i.e. single variable polynomials.
As we know, each tensor and input polynomial vectors (a and b) are represented in binary. Therefore,
the step a x T x bL employed for finding the output of the modular multiplier can be performed
in (k+ 1)n + 2 steps. The multiplication of row vector a with a column of 7 takes O(1) using n
processing elements. Later, the addition of the binary partial products is also performed in O(k),
where k is the depth of LUTs mimicking XOR operations. Further, the resultant row vector after
performing a x T is multiplied with the column vector b, and it takes O(1 + k) to compute the final
result of the modular multiplication. Thus, the worst-case time complexity of modular multiplication
is (n—1)+[logan]+(k+1)n+(k+1) or O(n)+[logan]+(k+1)n+(k+1) or O(n)+[logan]+(k+1)(n+1).
In our case, for a single variable with 256 terms input, where the maximum degree of the variable is
256, modulo multiplication is performed in O(1), i.e., k = 1. This is because of performing additions
of 256 bits in a single clock cycle. It is to be noted that k& < n in general, thus, (k+1)(n+1) = (n+1).
This transforms the overall time complexity of modular multiplication to O(n) + [logan| + 2n + 2,
which can also be validated using Table 3.9 by analyzing the delay and number of variables.

As we know, a tensor matrix is sparse and stored using sparse matrix storage formats, such as
Compressed Row Storage, Harwell-Boeing etc., having space complexity O(n,,). Here n,, is the
total number of “1” in a given tensor matrix. Thus, space complexity is O(n,,n) for all the tensors.
Similarly, for storing monomials, the space complexity is O(n?) and for storing lexicographically
ordered inputs, the space requirement is O(n). Thus, the worst case space complexity of modular
multiplication is O(n? 4 np.n + n), i.e., O(n?) for a single variable polynomial.

Area complexity can be determined by the total number of gates utilized in designing a particular
algorithm. The most resource-intensive part of the proposed multiplier is tensor generation operation,
where the remainder is evaluated for every possible monomial by dividing it using an irreducible
polynomial, taking logan steps to compute. Every step utilizes n AND and (n—1) XOR operations to
produce a remainder in logon steps, and there are n such monomial divisions computed simultaneously.
Therefore, the total space required for a tensor computation is A4[n2logan] + Ax[(n(n — 1))logan),

where Ay and Ax are the area required for single 2-input AND and XOR gates. Subsequently,
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3. Tensor Based Polynomial Modulo Multiplier

Table 3.5: Comparison of Time and Space Complexities, and Latency
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3.3 Tensor Based Polynomial Modulo Multiplication

from Figure 3.4 it can be observed that the space complexity of the input vector and tensor matrix
multiplication is Aan(r +1) + Ax(n — 1)(r + 1) for a single multiplication, where r is the number of
parallel column multiplications (r-PCM). Similar to tensor generation, this step is also implemented
in parallel, and for n such blocks, the total space complexity is Aan?(r + 1) + Ax(n? — n)(r + 1).
Therefore, the overall space complexity of our proposed modulo multiplication method for a single
variable polynomial is A[n?(logan + (r +1))]+ Ax[(n? —n)(logan + (r +1))] and for multiple variable
polynomials is A [n?m(loganm+ (r +1))] + Ax[(nm(n—1)(loganm + (r+1))], where m is the number
of variables. Time delay in terms of T4 (2-input AND gate delay), and Tx (2-input XOR gate delay)
can be calculated after aggregating the total time taken by all the AND and XOR gate delays. Here,
generation of individual tensor matrices and vector-matrix multiplication of input polynomials with
tensors are mutually exclusive processes. The time delay of a single and multiple variable polynomials
are Ty + T'x[(* — logan + 1)], and Ty + Tx [("™ — loganm + 1)]. Note that n is the maximum degree
of the input polynomial.

The comparison of time and space complexities and latency of the proposed method with [144],
[165], [175], and [176] is presented in Table 3.5. Ana, Axn, Tna, and Txy in [175] are area and
gate delays of 2-input NAND and XNOR gates. The comparison of the methods reported in [144],
[165], [175], and [176] for specific values of n are presented in Table 3.6. It can be seen that for
{(r,n)} = {(16,128); (32,256); (32,512) } latencies are (T4 + 2Tx), (Ta + Tx) and (T4 + 8Tx). These
are the optimal latencies of the proposed multiplier for n = 128, 256 and 512, and are the least
among all the other multipliers. It is to mention that the practical limit of latency cannot be reduced
further even if more PCMs are employed. This would only increase dynamic power consumption
without further reduction of the latency. Note that our proposed method does not depend on the

polynomial expression of a single variable and can be easily extended to multivariate polynomials. It

Table 3.6: Complexity Comparison for Specific Values of n

Trinomial (2" + 2™ + 1, where n > m > 1); r-PCM is used
Method n = 128; r = 16; n = 256; r = 32; n =512; r = 32;
#AND | #XOR Delay #AND | #XOR Delay #AND | #XOR Delay
[176] 3888 9145 (Ta + 14Tx) 11664 | 29360 (T4 + 16Tx) 34992 90124 (T4 + 18Tx)
[144] 16384 | 16383 (Ta+9Tx) 65536 | 65535 (T4 + 10Tx) 262144 | 262143 (Ta+11Tx)
[165] 16384 | 16383 (Ta +8Tx) 65536 | 65535 (Ta +9Tx) 262144 | 262143 (T + 10Tx)
Proposed | 131072 | 130048 | T4 + (% —6)Tx | 589824 | 587520 | T4 + (@ — 7)Tx | 2621440 | 2616320 | T4 + (iﬁ —8)Tx
= (Ta+2Tx) =(Ta+Tx) = (Ta + 8Tx)
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can be observed from Table 3.5 that the time complexity and latency are linear, whereas the existing
methods are quadratic or subquadratic. Further, the space complexity of many existing single variable
polynomial multipliers is O(n'*¢) [175] [176], whereas the space complexity of the proposed multiplier
is O(nlogn). Here, 0.5 < ¢ < 1. This is due to not considering the sparsity of the tensors, which

results in the quadratic space complexity.

3.4 Implementation Details

The proposed multiplier is implemented using MATLAB (software) and on FPGA platform (hard-

ware). MATLAB based implementation is described in detail below.
3.4.1 MATLAB Implementation

A multivariate polynomial is represented as,

Ey B, By ... E,

where, Ej represents constant term and, rest of the terms in the polynomial and FE; hold information
about the maximum degree of i** variable for i+ = 1---n. For example discussed in the previous
section, Ey, F1 and F» are equal to 1, 2 and 2, respectively. Thus, the program takes an input in
the vector form [Ey, By, Es, ... E,]. It is followed by lexicographic ordering of the polynomials and,
subsequently multiplication and quotienting operations are performed.

The following modules are designed to meet the desired goal. Their brief descriptions and algo-
rithmic descriptions are given below.

e Monomial Ordering Module: In the proposed work, graded lexicographic ordering method
is applied, where degree of a polynomial is given more weightage than the individual order of a
variable. The algorithm 6 exhibits steps of the module implementation. We have modified standard
lexicographic ordering algorithm [167-169] and have employed it to generate ordered input polynomial
vectors for our proposed tensor multiplication. Let assume that the number of polynomial variables is
m and the maximum degree of the each variable is n. This results in the total number of possible coeffi-
cients | = (n+1)". A(X1,X2...,X,,) and B(X1, X5 ..., X,,) denote unsorted and sorted polynomials
of degree n, respectively. The algorithm which performs lexicographic ordering of A(X3, Xo ..., X;,),
is described in Algorithm 6. Output of this algorithm is a binary array S = {si, s2,...,s;}, which is

employed in all the subsequent operations in our proposed modulo multiplier. It is to mention that in
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our proposed method, lexicographic ordered output exhibits the presence of any particular coefficient

in the input polynomial vectors.

Algorithm 6: Graded Lexicographic Ordering
Input: A(Xy, Xo,...,Xn), m,n
Output: S={s1, s2,...,8}, where [ = (n 4+ 1)™
1 Initialize: p=number of coefficients in A(X;, Xo,..., Xy); S={0,...,0}; temp = 0;
2 Ak:]_[;":l(X;) and0<i<n, 1<k<p
3 Initialize d[m|: An integer array of size m to hold degree of each variable in Ag;
4 begin

5 for (k=1 top) do
6 for (j=1tom) do
7 L dj = degree of X; € Ay;
8 temp =Y {(n+1)""(n—d;)} + 1;
i=1
9 Stemp = 1;
10 | Re-initialize d[m];
11 | returnS

Correctness of lexicographic ordering: Employing our lexicographic ordering algorithm on an
unsorted m-variable and n-degree generic polynomial, the final ordered polynomial is B(X1, Xo, ..., X))
= {(XPXD... X", (XpXp. . XP=h) o (XPXR L X0, e, (XOXS LX), (XX X)) In
Algorithm 6, it can be observed that the initialization of d[m] can be performed in O(m). Steps men-
tioned in Lines 8 — 11 extract degree of individual variable in Ay and stores it in d[m]. This can also
be conducted in O(m). Steps stated in Lines 12 — 13 determine location of Ay in B(X1, Xa, ..., Xy)
in O(1). Also, re-initialization of d[m]| is performed in O(m). The whole process, i.e. Lines 6 — 15,
repeats p times taking O(pm) steps. Thus, the total time complexity of Algorithm 6 is O(pm)+ O(m)
or O(pm). For single variable polynomials, m = 1, which enables Algorithm 6 to perform in O(p)
or in linear time. In reality, very less number of coefficients is present in the polynomial, i.e. p < [,
which reduces computation time drastically. It is to be noted that B(Xi, Xo,...,X,,) is an ordered
polynomial and a one-to-one map, S, exists between B and S for all of its ordered terms. It can be
proved inductively that for p terms, if there is a linear mapping exists between B and S, then for
Bpi1 W B, Spy1 is uniquely determined assuming that no two terms in A or B are same, and each
term € B has a unique image in S.

For instance, we take two variables (z and y) and the maximum degree of a variable in the

polynomial as three, i.e. m =2, n =3 and [ = (n +1)™ = (3 +1)? = 16. Here, all the possible
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3. Tensor Based Polynomial Modulo Multiplier

coefficients ordered lexicographically can be expressed as B={x3y?, 232, 23y, 23, 223, 2%¢?, 2%y, 22,
xy3, xy?, xy, x, y3, ¥%, y, 1}. These coefficients are uniquely mapped from 1 to 16 in S in an ordered
manner. Now consider an input polynomial (zy3 + 32 + 23 + 1), where p = 4. Thus, in the output
vector, there should be four “1s” only. Using Algorithm 6, four array indices can be computed using
the expression temp = ((n + 1)™"L.(n —dy) + (n 4+ 1)"2.(n — do) + 1), where {dy,ds} for p=1— 4
are ({2,3}, {0,2},{3,0} and {0,0}), respectively. The array indices, thus calculated, are {4, 5, 14 and
16} for 23 + 22y + y? + 1, which constitute the final binary output in graded lexicographic format as
{0001100000000101}.

e Monomial Multiplication Module: This module multiplies two monomials to generate their

product as shown in Table 3.3. The details of this module has already been explained in section 3.3.

Algorithm 7: Polynomial Quotienting Operation
Input: D(z); R(x); Divi(z);
Output: Remainder Rem = 224 104 R(z);

D(z)
1 Initialize: A = D(z); B = R(z); C = Divi(z); E =0; Rem = 0;
2 begin
3 while (B # 0) do
4 while(ag == 0) or (bp == 0) do
5 if (ap ==0) then
6 A= %;
7 i C = C+COI.R($);
8 if (bp ==0) then
9 B = g;
10 = E+e(?E.R(z);
11 end while
12 if (A > B) then
13 A= DB+ A;
14 C=C+F,
15 else
16 B =B+ A;
17 E=C+F;
18 end while
19 Rem =C — A.E;
20 return Rem

e Quotienting Module: We employ a well-known Euclid’s polynomial division algorithm to
obtain remainders to generate tensor matrices. The algorithm 7 depicts the steps taken to perform

quotienting operation. Since Euclid’s polynomial division method is widely known, its detailed mathe-
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matical description and hardware implementation can be found in [177-179]. In the Algorithm 7, D(z),
R(z) and Divi(z) denote quotienting, reducible polynomial and input polynomial to be quotiented,
respectively. Here, Rem is the final remainder of the quotienting operation.

The ordering of the input vectors are determined using the by following steps of Algorithm 6.
Thereafter, multiplier module is called recursively followed by quotienting module (Algorithm 7) until
all the input polynomials are evaluated and tensor matrices are formulated. It is to mention that
tensor matrices shown above are generated using our MATLAB based implementation incorporating

all the above mentioned steps.
3.4.2 FPGA Implementation

Modulo multiplication of multivariate polynomials is designed using Verilog HDL. All the modules
are synthesized and analyzed using Xiling Vivado platform [180] and, are implemented on Zyng-7000-
7020 and Artix-7-200T Xilinx FPGA boards. Detailed description of these modules are given below.

e Top module: This module receives two multivariate polynomials as input. This module is the
main control unit of the proposed multiplier. Top module calls following modules in the hierarchy,
which are multipoly, divpoly, tensorPoly and mulVectMat. These modules multiply monomials, di-
vide the product by quotienting polynomial obtained from the previous module and formulate tensor
matrices, which finally get multiplied by the input polynomials. The finite state machine (FSM) of
multivariate polynomial modulo multiplication method is presented in Figure 3.5.

e MultiPoly: This module takes two monomials simultaneously as inputs and generates their
product. Iteratively, it produces product of every combination of the monomials.

e Divpoly: This modules receives product obtained from MultiPoly module as an input and
divides it first by quotienting polynomial. If the product is not divisible by quotienting polynomial,
either reducible or irreducible polynomials are chosen to divide the product. In each iteration, this
module generates division of every product obtained from MultiPoly module.

e TensorPoly: This module receives output of DivPoly module and generates tensor matrices.

e MulVectMat: Finally, modulo multiplication of polynomials employing tensors is performed

by this module.
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3.4.3 Vector Tensor Vector Multiplication

The architecture of multiplication unit of input polynomial vector and tensor matrix is presented
in Figure 3.4. Initially, it is needed to generate tensor matrices ' = {T1,T5, ..., Ty, ..., T,} specific to
an irreducible polynomial, which is generated once if this polynomial is unchanged while performing
different polynomial multiplications. The first polynomial A = {4, Ag,..., A,} is multiplied with
a tensor matrix 7} of dimension (n x n) column-wise and then multiplied with a second polynomial

T ={B1,Bs,,...,B,}" to determine the presence of corresponding coefficient in the output.

Here, each column of T, is multiplied with all the coefficient of polynomial A, which takes two
clock cycles to compute the result. This implementation is noted as one parallel column multiplications
(1-PCM) and can be performed upto r-PCM, where r < n. As all the coefficient of A, B and a tensor
matrix T, is known to us and stored in BRAM, therefore, all the operations related to PCM can
be perform simultaneously. Therefore, as we increase the number of PCM operations we can reduce
time requirement drastically with increase in minimal resource utilization and in Figure 3.4, 2-PCM

is marked in green.

| r- PCM N
1st Columni42nd Columni; ... [nth Columni|-
of Tensor T,|| |lof Tensor T, of TensorT
A ? ?
A2 Qg Qg
S R 5
X
Q?%J .
X
<
Bl B2 > n

Figure 3.4: r-Parallel Column Multiplication (r-PCM) Architecture

Tables 3.7 and 3.8 present description of all the probable states and transitions with respect to
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Table 3.7: State Description of the FSM and Dependency on Flag Registers

State | Specific Description Flag
Xo Check for valid data Val, End
X1 Compute monomial multiplication Val, En0
X Quotienting operation to generate remainders | En0O, Enl, Ovr
X3 Formulate tensors from X3 Enl, En2
X4 Vector tensor matrix En2, En3
X5 Check for further modulo division En3, Ovr
X Produce multiplication output Ovr, End

Figure 3.5: Finite State Machine of Main Module

7-bit flag register F'={Val, En0, Enl, En2, En3, Ovr, End}. It can be observed that there are no

ambiguous state transitions, and for all the possible values of flag register, there is a unique transition

from the present state to the next state. It is to mention that all inputs to the main multiplication

module are assumed to be lexicographically ordered, therefore, ordering is not included in the main

module of FSM. The X remains in the same state until it gets lexicographically ordered inputs. As

per the state diagram of top module described in Figure 3.5, state Xy receives input and, checks

for valid data and forward it to the next state. If data is not valid, the flag Val is set to “0” and

it waits for a valid input until the valid input Val flag is set, and enters into state X;. State X3

computes multiplication of elements and stores it in a vector, if En0 is set. After completion of the

multiplication, EFn0 flag resets to zero and state Xo is activated. Based on the status of flag Enl,
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3. Tensor Based Polynomial Modulo Multiplier

Table 3.8: State Transition of the FSM of Proposed Modulo Multiplier

Flag Present State
register XO X1 X2 X3 X4 X5 X6
0| Xo | x X X X X X
Val 1| X | x X X X X X
0| x | Xo| x X X X X
En0 1| x | X7 ]| x X X X X
0| x x | X3 | x X X X
Enl
n Te) W x | Xo| x X X X
Next 0| x X x | X4 | x X X
En2
State 1] x X x | X3 | x X X
0| x X X x | X5 | x X
Eng 1| x X X x | Xa| x e
0| x X X X x | Xg | x
A 1| x X X X x | Xo| x
0| x X X X X x | Xo
End 1| x X X X X x | Xg

“x” is Don’t Care condition

the division operation is performed in state Xs. Thereafter, if En2 is set, state X3 formulates tensors
and advances FSM into the next state. Subsequently, when En3 is set, state Xy multiplies tensor
with input polynomials. State X5 checks whether modulo division is needed to constrain the output
in the desired range or not. If it is affirmative, then it sets flag Ovr to “1” advancing FSM to state
Xo, or else move to state Xg. The flag End is set to “1”, which implies Xg is ready to generate and
to produce an output. If an external circuit is ready to take the output, then the flag End is reset
from “1” to “0” and FSM re-enters into an initial state Xy. Additionally, an overview of the hardware
implementation is shown in Figure 3.6.

There are two ways to prove correctness of an finite state machine (FSM) as mentioned in [181].
In the first method, an FSM can be split at two abstraction levels, i.e., high and low. The high level
abstraction specifies abstract behaviour of an FSM, while the low level illustrates detailed hardware
implementation of the FSM. Therefore, the correctness of an FSM can be addressed employing be-
havioural equivalence between these two processes, i.e. the abstract specifications and its hardware
implementation. The second method is based on algebraic computational methodology, in which FSM
algebraic techniques based on semantic transitions or syntactic transformations can be analysed for its
correctness. The intermediate results obtained through hardware implementation match with Tables
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__ Random Setup
Polynomial P?Iynomlals
¥ Y Y
TensorPoly [ |MultiPoly| 5
o
Y 3
i o)
DivPoly | 8
Y =1
)
> MulVectMat

\
Modulo Multiplication Output
Figure 3.6: Block-level view basic process flow of the FSM

3.3 and 3.4 for the same polynomial inputs. It is to be noted that FPGA implementation outcome
is ratified step by step with the theoretical analysis of our proposed modulo multiplier. This fulfills
equivalence criterion of the correctness of FSM as stated in [181]. In the next section, experimental

details of the proposed multiplier are presented.

3.5 Results and Discussion

In this section, results of FPGA implementation are presented. The proposed modulo multiplier is
realized on Zyng-7000-Z020 and Artix-7-200T Xilinx FPGA boards. Each slice of the FPGA contains
two types of LUTSs; 6-input and 2-output, and 4-input and 2-output LUTs. Every slice contains four
such types of LUTs. The Artix and Zynq architecture also has eight flip-flops, one MUX and one
look-a-head carry logic cell per slice. Since most of the logic is implemented using pass-transistor
logic, total estimated transistor count is around 222 per slice. The proposed multiplier implemented
on FPGA is validated with the vast range of inputs. Number of variables in inputs are varied from
two to nine, and the maximum degree for each variable ranges from 16 to 128. It is to mention
that the experiments are performed over field size ranging from 32 to 1152. The resource, power,
area, delay information is presented in Table 3.9 and comparison of the proposed multiplier with
the recent multipliers are depicted in Table 3.10 and Table 3.11. From the basic structural diagram
for multivariate polynomial multiplication shown in Figure 3.2, the total functional blocks required

for the operations can be calculated using equation 3.7. The main polynomial multiplier block, a
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3. Tensor Based Polynomial Modulo Multiplier

vector-matrix multiplier block, and vector addition block are denoted by Multp, Multy and Addy,
respectively. If total number of variables is V' and the maximum degree of a variable is D, then the

arithmetic functional block utilization can be formulated as equation 3.7.

Multp x D+ Multy x D x V 4+ Addy x (D — 1) (3.7)

The Table 3.9 presents detailed physical aspect of the proposed multiplier. In this table, overall
transistor count, area, delay, power, power-delay product (PDP), power-delay-area product (PDAP)
and area-delay product (ADP) are stated. Transistor count can easily be estimated using total slice
count and other resource utilization indicators. For the total area estimation of the proposed multiplier,
first, we consider area of a single 22-nm transistor based on Intel Standard library [182] and then
multiply it by the total number of transistors. This provides a close estimation of actual ASIC
implementation. Power and delay are estimated by employing synthesis reports of the proposed
multiplier. It is to mention that delays shown in Table 3.9 are cumulative delay of logic path and
net delays only. Due to hardware resource constraints, HDL analyzer may generate different delays
for different underlying hardware architectures because of distinctive performance of its synthesis,
placement and routing algorithms.

For an FPGA implementation, block level logic path delays can be estimated using Tysp = 0.9ns,
Tys = 0.1ns and Tag = 0.056ns, which is obtained using synthesis report of FPGA implementation.
Using these delays, generic delays can also be computed. Using Figure 3.2, the total delay can be
formulated as mentioned in equation 3.8, where Th;p, Tyrs and Tag are the total delay of individ-
ual polynomial multiplier, delay of individual vector-matrix multiplier and delay of vector addition
unit, respectively. It can be observed that FPGA based implementation matches with the analytical

observations.

Tarp + (V — 1) x Targ + [logl] x Tag (3.8)

In the Table 3.10, comparison with recent multipliers is presented. It is found that our proposed
multiplier is faster as well as power efficient and utilizes lesser resources as compared to other mul-
tipliers. The experimental results presented in [149] is for 4-bit power array of two variables. They
have implemented single variable NIST polynomials to showcase performance of their proposed mul-
tiplier. In [156], the vector-matrix multiplier is implemented specifically for DSP and communication

TH-2920_ 146102038

62



1scussion

3.5 Results and D

Table 3.9: Resource Utilization For Various Inputs

eI e09Ivy 99€€L8GG9 | 89'L8OET | TCG8VT | CIR'Y 6°€TT0S ¢0T¥8LC | T¥GCT | 8C1
72¢'9960€T 79C8GTS0T | 8L°L6TYV | S6°¢08 | 8¢ S 0°TS0%¢ 8TLTIGET | 6929 | 79 6
06°910€Y VEGGI86T | 8L'98GT | TI8'TI9V | 9EF'E g'614cl 9¢e969 | €E€Ie (43
0S788GT €12989¥ 9L66L | SCI66 | ¥9'C 8'€4C9 0€vLyvE | 9941 91
91°66€50¥ 188684¢9¢ | ¢0°060CT | SL°L8ET | CIL'S G'ees9r 061€8G¢C | V91T | 81
96°08¢61T 769¢9668 | 6S°298€ | T¢¥SL | 8CT'S 8°09¢€c ¢9¢c6al | TT8S 79 g
88'8LLSE €LYEI6IT | TE6SYIT | G¥LEV | 9EE°C V¥eoTl 86.579 | 606¢ (43

0T L9T¥T EEVES6E 06°089 | 90°6L¢ | ¥¥'¢ ¢'908¢ 99¢cce | €971 91
8C T1669€ 9TLL8CLLY | 98'TTTIIT | 8G'06¢T | ¢19°8 1'€568V 8LCI8EC | 6VLO0T | 8T
GL'€G6L0T I798GT9L | €T°L¥SE | 87'G0L | 8¢0'G 9°0L¥1¢ 908¢6IT | €LEG 79 )
68°61.L7¢E €68TVEVL | TL9CET | 80E€TV | 9€C€E €62L01 020965 | 489¢ (49
16°6€5¢1 68€9VEE 6V 769 | 88°99¢ | ¥E'C L'8G€S 60LL6C | TVET 91
LY 6ETSEE 687LGL66€ | 0C'€STOT | T8'COIT | CIS°8 9°CLEGE 99€L8T¢ | €986 | 8T
¢5'78696 6GL€69€9 | €7°9€cE | GL°999 | 8C6'F € 08961 0S€E60T | Gc6v | 79 9
¢6°6€80€ 60LL86TT | 66'8T¢T | TL'88E | 9€T°€E G €86 oreIrs | 19¥¢ (49
€8°000TT 8081086 16048 | 0L¥SG | ¥C°C I'TT6V 8€E8CLC | 6acl 91
9L°€8010€ L1868L6C¢ | €0'7IC6 | G€'G60T | CI¥'S G C6LGE VSV886T | LG68 | 8T
LEELEIY 60LSTGCS | Ly'S€6C | T0'809 | 8G8'¥ 1T°068LT V68€66 | LLVV | V9 G
L6°8ETLC €€8.886 | VI'90TT | SE€TIE | 9€0°€ 1°6€68 V1996¥ | LETC (44

961456 0S¥91€S L6°'8TS 16°¢¥¢ | V1'C 9°E€9%¥ VLOLYG | LTTI 91
CL'V9.LLI9C GTEGLTL9C | GEF6C8 | 88°L66 | CIE'S 8°TTcce GVE68LT | T908 | 8CI
9¢0cT9L GelclLScy | 9CVVIC | 8¢69S | 8CL'¥ 666091 8EYV68 | 660V | V9 b
¥0°'LT9€C 0816208 L1'866 | 86°6EE | 9€6°C 07708 9889177 | €10¢ (44

09°¢618 GS6988T L8697 | €€°0€C | 70'C 0°910% 0TT€cE | S00T 91
LG'0CTSET 109V0LT1¢ | 9T'¥6€EL | T¥'006 | CIT'S 7' T1€98¢ 0€906ST | SG9TL | 8l
61°6¢299 G8901I8EE | 6L°¢9€C | GG0T1S | 8C9¥ L'60€VT 6861764 | T18GE | ¥9 m
€1'¥,¢0c 79986¢€9 L0°G68 19°GTE | 9€8°¢ 6871 8GTL6E | 68LT (43

9.°¢¢69 [4582Xq! 600V | LTLOG | V6T 6°891€ 9V09LT €64 91
0T"€TCe0c €6C89T€EIT | LV'ETS9 | S6°¢08 | CIT'8 0°TS0%¢ 8TLT6GET | 6909 | 8CI
91°8899¢ L206L19¢ | L0°160C | T8'T9¥ | 8¢SV g'614cl 904869 | €E€1€ | 79 z
VS OTTLT L6TESGY V896L | GCI6C | 9EL'C 8°€9¢9 0€yLYE | 9941 (43

oyevLs 1692811 L6'8LE | 96°G0C | T8I 6°0CI€ GBEELT 184 91

uno,) [uno
(su wnl) gav dvad r NMMN MM_M_»MN %Mo@m (guurl) vIIY upwwmggr@r i @o:w 9I189(] | So[qRLIBA

1152, PDP

384, (4 x 128)

1024, (9 x 128)

power-delay-product, PDAP = power-delay-area-product, ADP = area-delay-product.

896, (8 x 128) =

63

768, (7 x 128)

640, (6 x 128)

2, 3, 4 & 5 Variables Maximum cumulative degree is (2 x 128) = 256, (3 x 128)

512, (5 x 128)
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Comparison of Existing Multipliers with the Proposed Multiplier
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Polynomial coefficients in the form of * 225 4 ..

polynomials x163 + :137 + 1,6 + .'L'3 + 1 and LL'233 + 1,74 + 1’ ***1256 + 1’ respectively. “o” and “—”

Tldégg?@i%@;%%eciﬁed” and “Resource not utilized”, respectively.
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applications, whereas, in [157] Toeplitz matrix-vector product-based method is proposed. In [157], a
single digit is represented by 2-bits to perform polynomial multiplication in every clock cycle. In [158]
a flexible architecture for large binary polynomial multiplier is demonstrated by combining iterative
Karatsuba and Comba algorithms. Lastly, in [153] number theoretic transform (NTT) and inverse-
NTT (INTT) based multiplication techniques are presented, which exploits the concept of nt" root of
unity to find multiplication and only optimized for NIST finalist CRYSTALS-KYBER PQC scheme.
Considering all these factors, the experimental results of our proposed multiplier are better as com-
pared with the above mentioned methods. It is to mention that multiplier proposed to design state-of-
the-art Learning-with-Errors (LWE) and Ring-LWE (RWE) cryptographic homomorphic encryption
algorithms efficiently.

The Figure 3.4 is the depiction of vector-matrix operation in the proposed multiplication method.
As stated above that the architecture of this vector-matrix-vector operations is realized in the hardware
and it is validated with various polynomial inputs. Later, its outcome is compared with other state-
of-the-art methods. We realized r-PCM architecture and compare with [153] for their performance
analysis. This architecture enables multiplication of r columns of T, in parallel, where r < n. Thus,
the multiplication can be performed in ((2 x %) + 2) steps. Since all the coefficients of A, B and a
tensor matrix T}, is known to us and are stored in BRAM, it can be utilized to perform r-PCM as
stated above. In Figure 3.4, two PCMs are marked in green for completeness. Therefore, increase in
the number of PCM operations reduces computational steps drastically with a minimal increase in
the resource utilization. Thus, the computational complexity employing r-PCM is logan + (2 x %) 4-2.
Along with a sequential implementation, two parallel implementations, 4-PCM and 16-PCM, are also
realized to compare the performance of the proposed modulo multiplier with [153] and other methods
presented in Table 3.10. Using Table 1 in [153], it can be observed that the overall latency of the
multiplier proposed in [153] are 3359, 864 and 256 clock cycles using 1-BTFs, 4-BTFs and 16-BTFs,
respectively, whereas the proposed multiplier takes 522, 138 and 42 clock cycles only while employing
1-PCM, 4-PCM and 16-PCM, respectively. It can be seen that these implementations are 6.43x,
6.26x and 6.09x faster than the hardware realizations proposed in [153] using 1-BTFs, 4-BTFs and
16-BTF's, respectively.

For an input irreducible polynomial mentioned in Table 3.10, tensor matrix generation consumes

average {8649-LUT, 6367-REG, 6-DSP, 6-BRAM} and {8638-LUT, 2412-REG, 7-DSP, 25-BRAM}
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resources in Zyng-XC7Z020 and Artix-7-200T FPGAs, respectively, which is approximately 94% of
the total resource utilization. A detailed description of vector-matrix-vector multiplication of our
proposed multivariate polynomial multiplier is given below for the ready reference of the reviewer. It
is to mention that this module consumes very less resources as compared to tensor generation module.
Its parallel implementation, i.e. r-PCM blocks, increases overall resource utilization a little, but it
reduces computation steps by a factor r. It can be observed that the resource utilization increases
by 0.059x for r-PCM in our proposed multiplier, whereas resource utilization escalates by 9.39x by
r-BTF in [153], when 7 changes from 1 to 16. It can be stated that the performance of our proposed
multiplier increases with an increase in r at the minimal expense of resources. It is to mention that
the work presented in [153] and our proposed work report latencies (computational steps) excluding
the steps taken in loading data into BRAM.

Table 3.11: Comparison of Delay and Area and Cycle Requirement of Proposed Multiplier With Existing
Multipliers

Multiplier H m ‘ Delay (ns) ‘ Area (um?) ‘ Cycle (no.)j
163 3.046 9029 334
233 3.266 10998 474
Sropdd 283 3.426 12430 574
409 3.816 15921 826
571 4.326 20486 1150
1223 6.366 38747 2454
163 439 13544 4458
233 4032 19448 6108
283 4576 19692 7596
Chen at el [147) =5 7392 20670 12908
571 21216 127450 22100
1223 50656 270214 91762
163 90 4481 1203
233 161 4715 2337
e = - ——
571 816 6186 13163
1223 3832 9195 60181
163 5 61637 32
233 7 78893 45
ST T
571 14 202323 105
1223 34 262175 227

Polynomial expression applied is ™ + 2™ ... +1
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As shown in Table 3.10, total LUT logic slices, total flip-flops, MUX and BRAM utilized during
implementation of our proposed multiplier on Zyng-7000-Z020 board are 8993, 6479, 6 and 6, re-
spectively, at 100 MHz. Similarly, total LUT logic slices, total flip-flops, MUX and BRAM utilized
realizing the same design on Artix-7-200T FPGA board are 8982, 2497, 7 and 25, respectively, at 197
MHz. A comparative resource utilization of all the multipliers is presented in Table 3.10. It can be
observed that the resource utilization of our proposed multiplier is optimal and its average critical path
is also reduced resulting into higher operating frequency. Its total power consumption is estimated
to be approximately 0.2W and 0.492W at 100 MHz and 197 MHz, respectively, which are minimum
6.5% less as compared to the existing multipliers. For further reduction of power in ASIC, input clock
frequency and supply voltage can be reduced.

The static power consumption is higher in our proposed implementation because of storing ini-
tial polynomial coefficients and tensors. It is also found that on Artix-7 series FPGA board with
XCT7A200T, the latencies of our multiplier and the multiplier based on [153] are 2.65us and 2.31us
at the clock frequencies of 197 MHz and 172MHz, respectively, which are quite close. It can be seen
in Table 3.10, the multiplier proposed in [153] employs DSP blocks, while our proposed design does
not use it. Also, multiplier proposed in [153] utilizes FFT type of operations, which can be performed
easily using DSP blocks [183]. This helps in reducing overall latency of the design. Thus, there is a
marginal difference in the latencies of both the multipliers. It can also be observed in Table 3.10 that
the power consumption of the proposed multiplier is the least among all the other multipliers in the
worst case scenario. Thus, our proposed multiplier can be considered area and power optimal with
respect to other multipliers, and can be utilized in low power applications including lattice based PQC
algorithms, drone based surveillance systems etc.

In Table 3.11, three more well-known multiplication schemes are compared over parameters, such
as, area delay and latency in terms of clock cycles with varying polynomial degree. Multiplier based
on systolic dual basis is depicted in [147]. In [148] and [155], low complexity systolic multipliers based
on Hankel matrix and Karatsuba algorithm are presented, respectively. In [159], multiplication unit is
decomposed in four mutually independent sub-multiplication units, which improves the performance
as compared to the prior methods. In Table 3.11, a comparison of specific polynomial multipliers
having polynomial degrees m = {163,233, 283,409,571,1223}, is presented. It is observed that the

reduction of area-delay product (ADP) with respect to Chiou’s method [159] are 91%, 93.5%, 93.9%,
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95.8%, 96.8%, 95.5% for different m, while average reduction in ADP is 94.42%. It can also be seen
that the delay improvement for different m are 39.1%, 53.3%, 51.1%, 65.3%, 69.1%, 81.3% and an
average delay improvement is 59.87%.

The subsequent section demonstrates an application of our proposed polynomial modulo multiplier.
A polynomial based lattice homomorphic encrypting scheme utilizing the proposed tensor method
to calculate modulo operations is realized. The detailed formulation, implementation with security

parameter analysis is elaborated in the next section.

3.6 Application of Proposed Modulo Multipliers over Lattice Ho-
momorphic Encryption Scheme

Lattice based PQC is one of the alternatives to build a strong resistance against various malicious
intrusions. Lattices are discrete subgroups of R™. A lattice L is a set of linearly independent basis
vectors (b1, ...,b,) in R™, such that, L(b1,...,by) = > i @ibi, x; € Z, V integer linear combinations
of b;. Here, n is the dimension of L. If ¢ represents function to be evaluated over plaintexts m;
and mg, then homomorphic encryption scheme computes ¢(my,ms) using encryption Enc(m;) and
Enc(mg) without the knowledge of m; and my.

The modulo polynomial operations are employed to formulate lattice homomorphic encryption

scheme [184] and are summarized in the following steps.
e First, a message m € F, is mapped to p(m), i.e, a polynomial in the polynomial ring Fy[z1, ..., z,].

e Second, the coefficient vector of the polynomial obtained in the above step is mapped to a
ciphertext matrix C, where F is a field and F, is a field of cardinality ¢. It is to mention that ¢

is a prime number or integer power.

Considering F, as a plaintext space, n € N is the number of variables and ¢ = f(\), where A is the

security parameter. m € F, is mapped to p(m) as depicted in equation 3.9.

n
p(m) =m+ Z Tigi (3.9)
i=1
where, 7; € Fglx1,...,2,] and g; is chosen randomly from Fy[zq,. .., 2,]. The coefficients of p(m) are

mapped to matrix C' as described below.

e A random matrix C of dimension N x N is chosen, where N = (d+1)" and d is the size of vector
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space. One column is chosen randomly at a time, using a column shift operator . Thereafter,

6th column of the matrix C is replaced with a coefficient vector.

e Later, two random invertible matrices, M and R, are chosen to construct the final ciphertext

C,C=M.C.R

The homomorphic scheme employing same value of § is used to evaluate ciphertexts. While encrypt-

ing zeros with this J, the resulting ciphertext can span an entire subspace of . The upper limit

NXxN
Fq
of ciphertexts during homomorphic encryption is equal to the dimension of this subspace. For ho-
momorphic multiplication, the product of ciphertexts is computed using a bilinear mapping. Public

evaluation key comprises of this map along with the linear maps M and R. The product of two

ciphertexts, C7 and Cj, is determined by using a bilinear map B and is represented by equation 3.10.

Blp(ma1),p(m2)] = p(m1).p(ma) mod fp (3.10)

To calculate fp, a chain of rings is constructed. Ry C Ry C ....R,_1 and the it" term can be expressed
as equation 3.11.

R;, = lel[l‘@]/(fﬁ, l<i<n-—-1 (3.11)

The polynomials, p;(m), in all the stages are the members of a ring. Considering all symbols with
their usual meaning, the product of two ciphertexts, C; and Cs, based on the proposed tensor matrix
method can be expressed as equations 3.12 and 3.13, where cl1 and ci1 are the columns vectors of C

and Cy, respectively.

T(Cy,Cs) = [T1(C1, C2), To(Ch, Cs) . .. T (Cy, C)] (3.12)
n

Ty(Ch, Co) = [T . e T | (3.13)
i

The security of such encryption schemes depends on an arithmetic field, in which ciphertexts
are mapped and perform operations. If the number of variables increases along with their degree
of polynomials, i.e. field, it enhances the security. The relationship between field and security is

illustrated in Table 3.12. The relationship of security parameters is expressed as equation 3.14 [3].

TH-2920_ 146102038

69



3. Tensor Based Polynomial Modulo Multiplier

Table 3.12: Security Parameters Comparison [3] for Different Field Sizes (for b = 2; k = 1/2l0og(100))
A Jpfn | N a q | aq>2VN |
32 | 1]16 | 140 0.0041666666667 3277 False
32 | 2] 22| 256 0.0001302083333 104858 False
32 | 3| 28| 344 | 4.069010416667E-06 3355444 False
64 [ 1|18 | 160 0.0017361111111 26215 True
64 | 2| 22| 519 | 2.712673611111E-05 1677722 False
64 | 3|26 | 575 | 4.238552517361E-07 107374183 False
128 | 1 124 | 310 0.0007440476191 209716 True
128 | 2 |1 26 | 350 | 5.81287202381E-06 26843546 True
128 | 3 | 28 | 378 | 4.541306268602E-08 3435973837 True
256 | 1139 | 790 0.0003255208333 1677722 True
256 | 2 | 42 | 915 | 1.271565755208E-06 429496730 True
256 | 3 | 45 | 1003 | 4.967053731283E-09 | 109951162778 True
512 | 1 | 66 | 2225 0.000144675926 13421773 True
512 | 2 | 68 | 2460 | 2.825701678241E-07 6871947674 True
512 | 3 | 70 | 2598 | 5.518948590314E-10 | 3518437208884 True
q~ pas

Description of various parameters in Table 3.12 is as follows.
polynomials over a finite field of prime size g()\), where ¢ is a prime number. n is the number of
variables and « is the parameter to generate discrete Gaussian distribution (o > 0). p states levels
of multiplication, while IV is the number of elements in the polynomial ring. False in the last column
states that the scheme based on the parameters in a particular row is not strong enough against

quantum computer based attacks, whereas, True shows a good measure of resistance against such

attacks.

All the polynomial multiplications mentioned above are modulo operations and integral part of

lattice cryptosystems.

o= 1/()\“log£‘ﬁ)

(3.14)

A is the parameter to generate

Therefore, polynomial modulo multipliers proposed in this chapter can be

utilized to implement a secure and efficient lattice homomorphic encryption scheme.
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3.7 Conclusion

In this chapter, a novel design methodology of multivariate polynomial modulo multiplication
based on tensors is presented. The proposed multiplier outperforms other multipliers in terms of re-
source utilization and power consumption. An embarrassingly parallel and scalable architecture of the
propsoed multiplier is described, which performs linearly for single variable polynomial multiplication
and quadratically for multivariate polynomial multiplication in the worst case. However, its average
and best case computational complexity is linear for both the single variable as well as multivariate
polynomials. For single variable polynomial multiplication, the proposed multiplier utilizes minimum
6% less resources, consumes 6.5x less power and more than 6x faster as compared to other polynomial
modulo multipliers. As per our knowledge, a multivariate polynomial modulo multiplier is realized
first time on the hardware platform and its performance is analyzed with the multivariate polynomial
of 9 variables, where the maximum degree of each variable is 128. For this polynomial, chip area,
power and delay estimated by our proposed multiplier are 50113.9um?, 1.485 W and 8.812 ns, respec-
tively. It is found that the performance of our multivariate multiplier is linear with respect to above
mentioned parameters. This multiplier is successfully validated using a LWE based lattice multivariate
encryption scheme to measure its efficacy. This indicates that our proposed multiplier may be an ideal
choice for an efficient implementation of homomorphic encryption algorithms on various low power

devices.
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4. Chaos Triple Pendulum Based Cryptosystem

Objective

Recent advancements in the domain of quantum computing are posing a security threat to the clas-
sical cryptography algorithms. Popular symmetric and asymmetric cryptosystems including Rivest-
Shamir-Adleman RSA, Elliptic Curve Cryptography ECC, Data Encryption Standard DES, Diffie-
Hellman etc. can be broken by a quantum computer executing Shor’s and Grover’s algorithms. This
motivated scientific community to design newer encryption schemes to address security vulnerabilities.
Hash, Code, Lattice, Multivariate Polynomial based cryptography algorithms, known as post-quantum
cryptography algorithms (PQC), exhibit resistance against classical as well as quantum crypto-attacks.
Apart from these PQC algorithms, a relatively new method of constructing cryptosystems utilizing
the unpredictability property of discrete chaotic dynamic systems has become noteworthy from the
practical perspective. A encryption scheme based on the chaotic dynamic physical system derived
from a mechanical model depicting nonlinear dynamics is proposed, which exhibits resistance against
various attacks. The effectiveness of the proposed chaotic map is validated against various standard
tests, such as Lyapunov exponents test, bifurcation diagrams, sensitivity to parametric and to initial
values, ergodicity, collision test, NIST randomness test etc. The triple pendulum based chaotic gen-
erator is utilized to develop a symmetric key encryption scheme and it is realized on FPGA platform.
The proposed cryptosystem is verified through an FPGA implementation to assess its usage in low

power high throughput applications.

4.1 Introduction to Chaos Based Cryptography

The enhancement of computing power and the rise of quantum computing have made many widely
adopted conventional encryption schemes vulnerable. Due to this scientific community is compel to find
a suitable solution to address this issue. Chaotic dynamic system based algorithms, can be categorized
as post-quantum cryptography algorithms (PQC) algorithms and also be a viable solution to quantum
computing generated attacks as there are no known successful attacks against them [110]. The main
advantages of deterministic chaotic systems are higher degree of unpredictability, ergodicity, high
sensitivity to initial conditions and control parameters, close resemblance with true randomness and
unstable long aperiodic orbits. Chaotic properties can be employed in synchronization and control,
communication, cryptography, neural network, etc. [111-113]. These systems are distinguished by

their high sensitivity to initial conditions, statistical similarity to random signals and a continuous
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4.1 Introduction to Chaos Based Cryptography

broadband power spectrum. All this has garnered interest from cryptanalysts to propose various chaos
based cryptographic systems [114,115] and can be subdivided into two classes. In the first class, a
chaotic system is numerically iterated over a period employing a message as an initial data [116],
whereas, in the second class, a message is scrambled with a chaotic dynamic function. The relevance
and usefulness of chaos have been demonstrated through comparative studies employing characteristics
of a chaotic system and the requirement of a strong cipher [115,116].

Designing cryptographic schemes based on chaotic dynamics can be divided into two steps. In the
first step, an encryption algorithm is modeled based on analog chaotic dynamic systems. Thereafter,
discretization with finite-precision is introduced during hardware implementation. It is to mention
that discretization is the main trade-off between security and resource utilization. As we know, the
method of synchronization of multiple chaotic systems is applied in some of the earliest cryptography
applications. The piece-wise linear chaotic map (PLCM) [79-81] based chaotic maps are simple and
one-dimensional system and can be implemented easily, but they are prone to security vulnerabilities
due to their smaller keyspace. Various modifications and variants of 1—-D PLCM, such as piece-
wise nonlinear chaotic maps, algorithms based on logistic maps [82, 83], polynomial chaotic maps are
reported in literature to improve their limitations. Now-a-days, many real world chaotic phenomenon
are being modeled to generate ideal chaotic characteristics; therefore, physical chaotic dynamical
systems have become an imperative area of research in chaos based cryptography [84] [85].

For strengthening the security and to increase the speed of chaotic cryptosystems, a combination
of multiple one dimensional algorithms are used. For example, in [86], a combination of polynomial
chaotic map and the piecewise nonlinear chaotic map is employed to enhance the speed and security
of a cryptosystem. It is to mention that various chaotic block cipher encryption schemes are also
developed. A chaotic tent map based single iterative encryption scheme is proposed in [87], which is
further generalized in [88], and multiple iterative based dynamical chaotic system models are presented
in [89]. A novel symmetric block cipher algorithm based on invertible two dimensional chaotic maps
on a torus is presented in [90], whereas, schemes formulated by employing iterative logistic equation
and synchronized chaotic systems are discussed in [91] and [92], respectively. In another approach,
different chaotic attractors for a random chunk of binary plain-text data is presented [93] in order to
implement chaotic based encryption scheme.

As per our knowledge, only a few chaotic map-based image and video encryption schemes have been
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developed in the past. Some of these methods are mentioned as follows. In [84], a new hyperchaotic
temperature fluctuation model based on the circuit analysis is proposed for an image encryption.
Simple first order differential equations (& = z; § = —z(ay + by? + x2); 2 = 22 + y? — || — 1) based
a new 3D chaotic system employing a peanut-shaped symmetric equilibrium curve is reported in [94].
A nonlinear continuous-time dynamical chaotic system based on two circles of equilibrium points
and its multistability is discussed in [95]. As mentioned above, all these chaotic systems are utilized
for image and video encryption only and there is no general-purpose chaotic dynamic system based
cryptosystem exist. With the advent of smart systems incorporating Internet-of-Things (IoT) devices,
data (or information) security has become of utmost importance. Internet of Everything (IoE) is the
future and it demands a system to have very high security, energy efficiency and reliability. Therefore,
it has become imperative to design a general purpose low power cryptosystem, which can be used in
various applications ranging from IoT based smart systems to high throughput low latency systems.

In this chapter, a novel and generic chaos-based low power cryptosystem is proposed to address
above mentioned issues, which is based on a chaotic triple pendulum system. This novel algorithm is
also implemented on FPGA as well as on ASIC and is compared with other state of the art methods
reported in the literature. Details of our proposed algorithm is presented in the subsequent sections.
The rest of the chapter is organized as follows. In the next section illustrates a step-wise approach
and methodology to design a triple pendulum based cryptography algorithm. Then the formulations
of chaotic double and triple pendulum dynamic systems are presented with case studies. Thereafter,
Lyapunov exponents test and bifurcation diagrams to test chaotic behavior of the proposed triple
pendulum based chaotic dynamic system is displayed. Later, encryption and decryption algorithms
are also depicted in the same section. The details of hardware implementation and their the results
obtained on FPGA and ASIC is also discussed to validate effectiveness of the proposed method. Then
various tests, such as sensitivity to parametric and to initial values, ergodicity, collision test, NIST

randomness test conducted to assure chaotic nature of the proposed method.

4.2 Step-wise Design Methodology

The proposed research in the current chapter focuses on implementing a new chaos-based encryption-
decryption technique on Field Programmable Gate Array (FPGA) and as an Application Specific

Integrated Circuit (ASIC). We aim to design a system in such a way that it should be less resource-
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intense, computationally efficient and with a strong security. For achieving this goal, necessary steps

to be performed along with design and implementation are given below.

Choose encryption Triple pendulum
strategy based on 5| simulation using
chaotic map state-space

method
Encryption and ;
Decryption algo Valid keys
formation generation
A
Variable precision E dn:crypttlfonn&
ALU and Control > mt:zzle
unit implement i
implement
y
ASIC realization
using SCL < FP_GA_
180nm CMOS realization

Figure 4.1: Design steps of the proposed method

Verification of Encryption-Decryption Algorithm: Validity of chaotic properties of the proposed

scheme

e Hardware-level optimization of the Algorithm: Efficient pipelining of the proposed algorithm for

fast response in practical scenarios

o Key Generation € Management: Storage and maintenance of valid keys, and efficient key ex-

change strategies

o Security Analysis of the Cryptosystem: Analysis of randomness and complexity of the proposed

System

Figure 4.1 depicts design and implementation steps of the proposed cryptosystem. The motivation

behind employing the proposed algorithms for encryption and decryption is based on Baptista-type
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encryption-decryption scheme. It is described using an interval-partitioning of chaotic orbits of a
1D logistic map, which enables construction of very fast and secure encryption-decryption schemes,
because of its less complex structure. The main objective of our scheme is to first map text characters to
numerical values and, then algorithms are applied to encrypt the message. Decryption is performed by
iterating a chaotic map and, then corresponding symbols for numerical values are obtained by inverting
the process. After referring literature, we have decided to employ a compound triple-pendulum model
for creating desired chaotic map in our cryptosystem. Since, input to the system is a plain message,
the system parameter(s) and additionally the initial conditions of a dynamical system are assumed
to be the part of the secret key. After analyzing a triple-pendulum system, a valid set of keys for
encryption and decryption is generated. The entire mechanical model is implemented on an FPGA
along with a custom ALU and a control unit adhering to the specifications of our proposed system.
After successful validation of the design on an FPGA, it is realized using Semi Conductor Laboratory

(SCL) 180nm Bulk CMOS technology.

4.3 Mathematical Modeling of Multi Pendulum System

4.3.1 Formulation of Double Pendulum System

The formulation of a nonlinear triple pendulum chaotic system is similar to a double-pendulum
system. For simplicity and to limit usage of the variables in mathematical formulation, the construction
of differential equations of a double pendulum system is demonstrated below [185]. Figure 4.2 exhibits
a basic double pendulum pictorially.

The basic position relations from the above figure are denoted as the equation 4.1 and 4.2.
x1 = Lysinby; xo = Lisinfy + Losinfs; (4.1)

y1 = —L1cosOy; yo = —Lqicost; — Locosts; (4.2)

The expressions of potential (P) and kinetic (K) energies, as mentioned in equation 4.3 and 4.4,

are obtained by analyzing position relations of equations 4.1 and 4.2.
P = —mygLicost; — mag(Licosty + Lacosts) (4.3)

1 . 1 ) ) o
K = 5m1912L% + 5mg(efL% + 05" L2 + 26, L102 Lacos(61 — 62)) (4.4)

Later, Euler-Lagrange condition %(a—L) — g—g = 0 is applied to relation L = K — P and the obtained

Bl
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Figure 4.2: Basic double pendulum setup

expression is denoted by equation 4.5.
1 .o 1 .9 ..
L= §(m1 +mg)L36; +§m2L%62 +mg Ly Lo6102c0s(01+02)+ (mi+ma)gLicosd+maLagcosty (4.5)

Thereafter, substituting L into above mentioned Euler-Lagrange equation and solving the resultant
expression for 61 and 65 as second order differential equations are obtained which are given in equation

4.6 and 4.7.
—m2L19123in(91 — 63)cos(0y — 02) + gmasinbacos(0; — 63) —

mQLQGQZSin(el — 02) — (m1 + mg)gsinel
[Ll(ml + m2) — m2L16082(91 — 92)

61

I
—~~
~
=2
~

mQLgégzsin(é’l — 02)cos(01 — 02) + gsinbicos(6y — 02)(my1 + m2) +

92 _ L1912sin(91 — 92)(m1 + mg) — gsin@z(ml + mg) (4 7)
Lg(ml + mg) — m2L20032(91 — (92) '

4.3.2 Formulation of Compound Triple Pendulum System

As stated above, the steps of mathematical formulation of a triple pendulum system is similar to
the double pendulum system. In this section, an abstract representation of mathematical formulation

TH-2920_ 146102038

79



4. Chaos Triple Pendulum Based Cryptosystem

Figure 4.3: Basic triple pendulum setup

of triple pendulum system is presented [185]. The bars of a triple-pendulum have significant mass, so
that it can be modeled as a compound pendulum. Damping factors are also included in the model to
introduce higher degree of chaos and nonlinearity in the system. Each bar 7 is defined by a set of four
parameters mentioned below and the figure 4.3 is the stick diagram representation of that where m;
is the mass of the bar, [; is the length of the bar, I; is the moment of inertia of the bar and k; is the
damping coefficient of the bar rotating about its upper joint.

The position and velocity of the bars are defined by six system state variables, 61, 02, 03, 61, 6o,

g3. The relevant governing equations to deduce these variable are given below.

l

v = 5 costy (4.8)
l
Yo = l1cosfy + 5200302 (4.9)
l
y3 = l1cosfy + lacosts + 5300593 (4.10)
L.
1 = 2 sind) (4.11)
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l
r9 = l1sinb; + gsin«% (4.12)
l
x3 = l1sinfy + lasinfy + gsz’nﬂg (4.13)

The magnitude of the velocity of each bar can be expressed as

v; = /2% + i (4.14)

The translational and rotational kinetic energies, T K E; and RK E;, respectively, are depicted by

7

TKE; = %mw? (4.15)

1 .
RKE; = ;16; (4.16)

The gravitational potential energy, GPFE;, can be presented as
GPEZ' = m;qYy; (4.17)

Lagrangian of the system is expressed below.

3
L=T-V =) TKE; + RKE; — GPE; (4.18)
=1

Lagrange’s equation can be defined as

d dC,  dC  dD

—)=—— - — 4.19
dt( qi ) dgi 4 (4.19)
Rayleigh Dissipation Function, D, is described below.
i -2
D= 2(2 kib;) (4.20)
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01 = —(2((13m3sin(20; — 2603)(4ls — 13my) + 13sin(20; — 262)(my +
9ms)(mamsl? + A3(ma + 2m3))26:° + (la(sin(6r — 02)((mams(ma +
3mg3)l3 + 413(m3 + 6mams + 8m3))l5 + 41x(ms(mg + mg3)l3 + 413(ma +
2m3))) + 13m3sin(01 + 0o — 203)(41y — 13m3)) ... 02% — 4kola(cos(fy —
02)(ms3(ma + m3)l3 + 4l3(mg + 2m3)) — 2micos(01 + 62 — 263))6,
Isms(sin(01 — 03)(8Ismsly + 4l3msl3 + 161513) + (3sin(0; — 209
03)(mamsl? + 4I3(ma + 2m3)))bs. — 4dkslyms(cos(6r — 63)(2mal3
4Iy) — B3cos(B; — 205 + 03)(ma + 2m3))03 — g(sin(6y)((ms3(mima

+ + + o+ o+

2mims + 3moms + m%)l% + 4]3(771% + 6maomsg + mimo + 4m§
dmim3))l3 + 4lh(ms(my + 2ma + mg3)l3 + 4I3(my + 2msg + 2ms3))) +
13m3(sin(6y — 203)(41213ma) — 2l5c0s(205 — 205)sin(01)(my + ma)) +
135in(61 —202) (ma+2mg3) (mamal3 +413(ma+2m3))))l1 +2k; (413 (m3l3 +
4I3) + 13(m3(mg + 2m3)l3 + 4l3(me + 4mg)) — 21313m3cos(20, —
203))601)) /(64111515 + 8131213m3 + 8111313m3 + 8151213m3 + 32151315m3 +
16[2[3l%m1+16[1]3l§m2—l—411l§l2m2m3+16[2l%l§m2m3—|—48]31%l%mgm3—
8111312m3cos (205 — 203) — 2(213cos(201 — 202)(ma + 2m3)(mamsl3 +
4I3(ma + 2m3)) — 20213m3cos(201 — 203)(—mal3 + 415) + 2[21313mym3 +
6l%l%l m2m3 + 2121312 m2m3 + l2l2l3m1m2m3 2l2l2l3m1m3cos(292 —

203) — 4131312mam3cos(202 — 203)) o
4.21
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0y = (2((IPsin(201 — 205)(ma + 2m3)(momsl? + 4I3(mz + 2m3)) —
Bm3sin(20, — 203)((m1 + 2me)l3 + 4]1))l§922 + li(sin(6y —
02)((m3(mi(ma + m3) + 2ma(2mg + 3m3))l5 + 413(mg + 2ms)(my +
4ma + 4m3))I? + 411 (mg(me +m3)l3 + 413(ma + 2mg3))) — [3m2sin(6; +
0y — 203)((m1 + 2mo)l2 + AL))lab; + Akyli(cos(0r — 62)(ms(ma +
m3 )13 4 413(ma +2m3)) — 13m3cos (01 + 02 — 203))126; + (—I3ms(sin(fy —
03)((mg(my + 3m2)l3 + 4I5(my + 3ma + 2mg3))I% + 411 (msl3 + 413)) —
125in(201 — 0y — 03)(maomsl3 + 4I3(ms + 2m3)))é32 + 4kslsms(cos(0y —
03)((m1 + 3ma + 2m3)l3 + 41) — 12c0s(201 — 0y — 03)(my + 2m3))bs +
g(sin(02)((mams(2mg + 3m3)l3 + 8I3(m3 + 3mams + 2m3))l3 +
411 (m3(ma + mg3)l3 + 413(ma + 2mg3))) — 13sin(201 — O2)(ms(mq(me +
m3) + ma(2ma + 3mg3))I3 + 4l3(ma + 2m3)(m1 + 2ms + 2mg3)) +
13m3(sin(fy — 203)(mal? + 411) + 135in(201 + 02 — 203)(m1 + m2))))l2 —
ko (411 (msl3 + 4I3) + 1Z(mg(my + 4ma + 2m3)l3 + 4I5(my + 4mg +
4mg)) — 21313m3cos (201 — 263))62)) /(6411 Io T3 + 8131313m3 + 8111313m3 +
32131213m34+-16 15 I312my + 1611 I313mymg+4111312maoms+16 12 12mams +
48131313 mams — 8[1l2l3m3cos(26’2 — 203) — 312I3cos(201 — 202)(ms +
2mg) (mamgl3 + 413(ma + 2m3)) — 20213m3cos (201 — 205)(—mal3 +415) +
2031313mym3 + 6131313mam3 + 2031313m3ms + 1B1313mymams — 2031313 —

2121313m1m3cos(20 — 203) — 4121313mam3cos(20 — 203))
(4.22)
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93 = —(2(32[1]2]{?39.3 — l2l3m3922(8in)91 — 93)(([%(17117712 + 4m1m3 + 6m2m3 +
m3) + 4ly(m1 + 3mao + 2m3))I? + 41 (41 + 13(mg + 4m3))) + [3sin(20; — O —

5)
03 (m2 + 2m3)(412 — mgl%)) — l1l3m3912($in(91 — 93)(8]1 (mgl% =+ 2[2) + 2l%((m1m3 —
)5

)
m3)13 + 215 (my + 4ma + 4mg))) — l3sin(0y — 202 + 03)(ma + 2m3)((m1 + 2ma)l? +
411)) + 4k3l213m303 + 16131313m3203 + 8Izksl?my 03 + 811 k3l3mabs + 321zksl?mabs +
32[1k3l%m393 + 32[2k3l%m303 — 4kqlyksmsb; (cos(6y — 03)(2m3l3 + 415) — 13cos(0s —
2% + 03)(ms + 2m3)) — 161 Lglymssin(f3) — 4LI21EM205 sin(20; — 203) —
4]1l2l3m393sm(292 — 203) + 8Ixgl3lsm3sin(20; — 03) + 811gl3lsm3sin(20y — 05) +
2k‘3l%l%m1m203 +8k3l%l2m1m393 + 24k3l%l%m2m303 — 4k2l2l3m392(cos(02 —03)((mq +
3mg + 2mg3)l? + 4I1) — 3cos(201 — 02 — 03)(ma + 2m3)) — 811 gl3lsm3sin(fs) —
8Iogl3lsm3sin(0s) — 4ksl?13m363cos(20) — 209) — 16ksl13m303cos(20; — 265) —
8fggl%l3m2m33in((93)—16k3l212m2m393008(29—202)—l2l2l2m1m393 sin(202 —203) +
l2l2l3m2m393 sin(207 — 203) — l2l2l3m2m303 sin(262203) + 29l2l2l3m1m33m(292
03) — gl313l3m3mssin(20y — 03) + 2gl31313mam3sin(202 — 03) + gl31513mamzsin (202 —
03)+4I2gl313mimssin(201 —03)+81sgl3lsmamssin(201 —03)+411 gl3lsmomszsin (20—
03) — 2gl%l%l3m1m§sin(201 — 20y + 03) — 2gl%l%l3m2m§3in(291 — 205 + 03) —
gl3121sm3masin(201 — 20 + 03) + gl313l3m3masin(63) — gl313l3mimaomsasin(20; —
209+03)))/ (6411 Iy I3 +8131313m3 + 811 1313m3 + 8 [11213m3 + 32131313m3 + 16 I I312my +
1611 I313ma + 6415 1313ms + 1611 Isl3ms + 6411 I313m3 + 6411512 mg + 4151213myms +
ALE2EZmims + 1613138 myms + ALB2mams + 165123 mams + 48I31213mams —
8111313m3cos(209 — 203) — 21315c08(2601 — 202) (ma + 2ms3) (mamgl3 +413(ma +2m3)) —
20213m3cos(201 — 203) (415 — mol3) + 2131313mym3 + 6131313mam3 + 2121313m3ms +

l2l§l§m1m2m3 - 2l%l§l§m1m§cos(292 — 203) — 4l%l§l§m2m§cos(202 — 203))

(4.23)
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91 (t+1) _ f1(9§t), Hét), Hét), 9‘1 (t)7 9'2(07 0‘3@))
t+1 _ f2( 6 ’9:(;)7 9-1(t),9-2(t)7 0-3(t))
t+1 _ ( 2),eét),él(t),ég(t),ég(t))
9'1(t+1) 4, ® L g, (1) Ay
6, 6, 4 6, A (4.24)
9‘3(t+1) b ® L 93(t+1)At
oD g® 4 g YA

otD o) 4 6,V At

9§t+1)

09 46, A

Table 4.1: Key parameters value and initial condition

Parameter/ Condition ‘ Value Unit
my, Ma, Mo 0.2944,0.1756, 0.0947 kg
li,la,13 0.508,0.254,0.127 m
I, I, I3 (9.526,1.625,1.848) x 1073, kg.m?
ki, ko, ks (5,0,0.8) x 103 N.m.s/rad
01,062,063 —0.4603, —1.2051, —1.5165 rad
O 0 rad/s

Based on the above mentioned equations, a compound triple-pendulum model is numerically ana-

lyzed using MATLAB [186] employing ordinary differential equations (ODEs) used to describe random

motions. The parameters and initial conditions of these ODEs are given in Table 4.1. For the analysis,

numerical methods are utilized to solve a state-space model of differential equations, which are given

in equation 4.21, 4.22 and 4.23. The numerical values corresponding to angular positions of the bars

are obtained within a certain duration as per the predefined precision. This generates a chaotic map

for an encryption module. The equations of 91, 65 and 63 stated in equation 4.21, 4.22 and 4.23 can

be simplified as follows. 01, 65 and 05 are evaluated using differential equations by iterating from ¢t = 0

tot=N, WhereN:%.
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Later, 6 are stored in a vector y denoted as equation 4.25.

y' = {609,600 6N VY fori=1,2,3 and N = % (4.25)

Subsequently, y is phase wrapped in the range [0,27] (or [—7,7]) to achieve following optimized

expression equation 4.26.

iy Ay s R . ()
yi={0,6,6® .. 6N for i =1,2,3 where, 6 = 6 — L%J x 2 (4.26)
T

7 (2

It is to mention that state variables 91, 92 and 93 are used to generate a one-to-one function F
denoted by equation 4.27.
y=F@F',3%5%) (4.27)

The Figure 4.4 presents a circular auto-correlation, estimated power of 03 with respect to its
periodicity for periodic and nonperiodic trajectories. Periodic nature of circular auto-correlation
signifies overall periodic nature of the trajectories and vice-versa. It can be observed from Figure
4.4(a) and Figure 4.4(b) that the power is concentrated around a few frequencies for periodic signals,
whereas, power is distributed in the whole domain for aperiodic signals as shown in Figure 4.4(c) and
Figure 4.4(d), respectively.

Fisher’s G-statistic tests are also performed to further visualize similar properties of periodic and
non-periodic trajectories, which are depicted in Figure 4.5. These tests, which are illustrated in
Figure 4.5, are periodogram, bob’s path traced and the time variation of angles. Periodogram is
the power spectral density at each frequency of a bob. Bob’s path traced during chaotic oscillations
presents an actual physical path traced in 2D plane. The time variation of angles exhibits variations
in (01, 62, 63) with respect to time. The numerical values obtained from periodicity test, circular
auto-correlation and other analyses clearly differentiates parameters and initial values, which leads
to periodic and aperiodic nature of the motion. Thus, by iterating through all possibles parameters
emphasizing nonperiodicity in the selection, a set of keys are generated. In the following section, an
implementation of our proposed triple pendulum system is presented to validate its correctness along

with a study on its chaotic behavior.
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Figure 4.4: Circular auto-correlation and periodicity test for two trajectories of 03
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4.5: Fisher’s G-statistic test with a periodic trajectory (a,b,c) and with a nonperiodic trajectory (d,e,f)
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4.4 Key generation and encryption-decryption methodology

In this section, main constituents of our proposed cryptosystem, i.e. key generation and encryption-
decryption methodology, are described in detail. The proposed triple pendulum system is implemented
using MATLAB in order to validate correctness of the mathematical model presented in section 4.2.
Employing initial conditions given in the Table 4.1, the phase wrapped angular displacement profiles
of 61,0, and 65 are generated. It can be observed that the proposed system is chaotic in nature because

of aperiodicity of angular displacements.

40 T T T T T T T
91
0
2
30 .
03
d/at( 6, )
520 drelt( 6,) | |
- d/at( 6)
c
o
% P At e
X 10 —
>
o
G
s
o O |
>
—
210k i
-20 I I I I I | |
0 1 2 3 4 5 6 7 8

Time (tin sec)

Figure 4.6: Dynamics of Lyapunov exponents time ¢ = 0 to 8 sec.

Lyapunov exponents [187] and bifurcation tests [188] for all the key parameters are presented in
Figures 4.6 4.7, 4.8 and 4.9 to verify chaotic nature of our proposed system. The encryption scheme
based on chaotic dynamic system presented in section 4.2 is validated by attractor profiling obtained
using Lyapunov exponents and bifurcation diagrams. The chaotic nature of a dynamic system is
estimated by the presence of positive exponents in the Lyapunov test, which implies exponential

divergence of the system. It is to mention that chaotic systems do not synchronize with any other
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physical system in reality, although their synchronization conditions can be formulated mathematically
iff all the initial conditions and parameters resemble exactly with the actual physical systems, which
is only possible in an ideal scenario. Thus, two similar chaotic systems produce significantly different
outputs, when initial conditions and parameters are marginally different. For estimating Lyapunov
exponents [189] for an oscillating chaotic system, a 3D Lorenz equation 4.28 is formulated and is
compared with different parameters of our proposed dynamic system. It can be observed from Figure
4.6 that our proposed triple pendulum based dynamic system fulfills Lyapunov criteria and can be

considered as a chaotic system.

&=oa(y—x)
j=az(p=2) -y (4.28)
Z=xy— Bz

Thereafter, a bifurcation diagrams are generated for all the independent parameters my, meo, ms,
l1, lo, I3, ko and kg for 64, 91, 0, 92, 03 and 93 each. It is to mention that generally chaotic nature
of systems depends on a single parameter and its bifurcation diagram is produced by changing the
value of that particular parameter. Our proposed chaotic dynamic system has total 12 parameters
constituting an entire encryption space, and eight parameters among them exhibit highly chaotic
behavior. All the bifurcation diagrams illustrated in Figure 4.7, 4.8 and 4.9 are generated by solving 0
using initial conditions of Table 4.1. Using Figure 4.7, 4.8 and 4.9, range of each key values employed
for encryption and decryption can be determined. It is to mention that in Figure 4.7, 4.8 and 4.9, 6;

and 61, 62 and 6o, and 03 and 63 are indicated with green, red and blue colors, respectively.
4.4.1 Key Generation

The key, K, of proposed symmetric cryptosystem includes parameters, such as initial conditions,
time duration, time step, the minimum value of ¥, and e. The € is a mapping interval and can be

expressed as € =

(ym”]\,%ymm) There are total 21 variables constituting basic key structure shown in

c

equation 4.29.

K = {950)7 9§0)7 9§0)7 é§O)a 9§0)a é§O)a mi,ma, M3, lla l27 l3a Ila -[27 -[37 kl? k27 k3>g’ ymina ?)mm/e} (429)
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Table 4.2: Size of the key for various PQC algorithms [4]

. Symmetric Asymmetric
Algorithm Key size (bits) | Key size (bits) Key Memory

Lattice Multivariate 14000 6595 <1KB
NTRU 6743 6130 <1KB
Rainbow 740000 991000 125KB

Hash Signature 36000 36000 5KB
Goppa McEliece 92027 8373911 1MB
Quasi-cyclic MDPC McEliece 4384 65542 8KB
SIDH 6144 6144 <1KB

Proposed (single precision)* 672 - <1KB
Proposed (double precision)* 1344 — <1KB

x implement for symmetric key

Table 4.2 presents a comparison of key size and key memory for various PQC algorithms. It
can be observed that the key size generated by our proposed method is the least amongst all other
PQCs. It can be seen that for certain specific parameters or initial conditions, motion of the bobs of
a triple-pendulum exhibits periodic nature after a certain span of time. Hence, it becomes imperative
to eliminate those parameters or initial conditions for which motion is periodic to preserve chaotic
behavior of the system. Therefore, Fisher’s g-statistic test [190], is employed to extract prominent
period of the signal using statistical analysis on the spectrum of a signal. This test exploits periodic
components of the signal derived from its periodogram, which is used to identify hidden periods (or
frequencies) of a time series. This is helpful in identifying dominant periodic behavior in a series.
The periodogram indicates relative occurrence of possible frequencies oscillating in between a given
interval repeatedly. It estimates Power Spectral Density of a signal xp,(n) of length L, which is defined
below. Here, Fy is the sampling frequency.

L-1

1 _
| ZxL(n)e—jQan/Fs |2
n=0

LF,

Prw(f) = (4.30)

The computation of P,,(f) can be performed only at a finite number of discrete frequency points

given by
kF

fr= 2 k=0,1,..

N -1
N )

(4.31)

Fisher’s g—statistic is defined as the ratio of the maximum periodogram value (P, (fx) or I(wg)) to
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the sum of all periodogram values of a signal.

g— maxy, I (wg) (4.32)

Z[N/ 2] I(wr)
where, I(wy) are periodogram values. Using the values of g, dominant periods of a signal are calcu-
lated. Thus, after removing the range of the parameters, in which a signal exhibits possible periodic
behavior, remaining values of the parameters can be utilized to span key space. Further, based
on the bifurcation diagrams, the strongest key may be chosen for encryption and decryption steps.
Since bifurcation is a resource intensive process, there is a tradeoff between power and choosing a
stronger key for an application. In the following subsection encryption and decryption methods are
explained in detail. Key generation of the proposed cryptosystem is presented in the Algorithm 8.
Here, “get_tp_trajectory” function generates the trajectory of triple pendulum based on the input
arguments, “is_periodic” performs the Fisher’s statistical tests, “get_lyapunov_exp” obtains lyapunov

exponents and stores in A(t), S is the overall set of keys, and s denotes individual key.

Algorithm 8: Key Generation for the Proposed Cryptosystem
InI)Ut: Mminv Mmam Lmina Lmaw: Kmina Kma:ca Imin’ Ima:ca A7 tstart, tend, tA
Output: K
1 Initialize M = {Mpin : A : Myaz}, L={Lmin: A: Linazts I = {Lnin : A : Iz }s
K = {Kpmin: A Knag}, S={}
2 Fori=1to M
3 Forj=1to L
4 Fork=1to [
5
6

Forl=1to K
key:mli, m2i, m3i, Llj, L2j, L3j, Ilk, I?k, I3k, Kll, KQl, K?’l
(y7 t):getftpftrajeCtOI‘Y(key’ starts tend, tA )
7 IF is_periodic(y, t)==True
continues the loop
Calculate A\(t)=get_lyapunov_exp(y,t)
IF A(t) >0V ¢
S =S key;
continues the loop
10 K = choose random s € S
11 Return K

4.4.2 Encryption - Decryption

The approach discussed here is to convert plain text of M characters into an ASCII format and map
it to the intervals formulated using state variables of the proposed triple-pendulum system. Figure 4.10

exhibits flow of this approach. The initial conditions and parameters of different equations constitute
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a part of the private key. The differential equations are numerically integrated to get state variable
01, 02, 65 followed by phase wrapping in the range of [0, 27] or [—7, 7]. Later, employing Baptista-type
method, an entire range of chaotic function [Jmin, Ymaz| is partitioned into a number of intervals equal
to the number of characters (IV.). Each character in the plain-text P is first mapped to a specific
interval (k) and is stamped with a time point (i) randomly selected from this interval. A permutation
map w(k) is employed to determine interval identifiers for each character’s ASCII value. Proposed

encryption scheme is depicted in Algorithm 9. Here, 1 is a constant and C is cipher text.

Kiy K@y

INPUT| chaotic Loenee N S Chaotic | o (omarmon Y 0 T
. MaP yMapping Map (Inverse Map) )

(plaintext) (plaintext)

Figure 4.10: Encryption-Decryption Strategy

Algorithm 9: Proposed Encryption Algorithm
Input: y, P, K, N., n
Output: C
Initialize D = {}, k = size(K)
Find Jmaz = HzaxlgigN(:)gi) s Umin = Mini<;<n (¥;)
Ymaz —Ymin
N,

c

1
2
3 Calculate € =
4 For each g; in y
Calculate d = LWJ
D(r(d)) « D(r(d)) U {i}
5 Form=1to M
Initialize j = 0, p = P(m)
Calculate p = ASCII(p), | = size(D(xw(p)))
Generate random number r, 0 <r <1
While r <1, do j = (j+ 1)%l
6 Else Calculate f = hal f(K(m%k)), where half(n) converts n to Half-Precision Floating
Point format
7 t = ROL(D(w(p),j + 1), m) where ROL(n,b) rotates n left by b-bits
8 c=th fk
9 C(m)=c
10 Return C

In the decryption module, an interval, in which an encrypted value lies, is computed using the same

symmetric key. By applying inverse permutation map (7~!(k)), corresponding indices are converted

back to clear-text (P). The message can be decoded by converting P into characters. Proposed

decryption scheme is presented in Algorithm 10.
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Algorithm 10: Proposed decryption algorithm
Input: y,C, K
Output: P
Initialize k = size(K)
Find §mar = maxi<i<n (¥i); Umin = minj<i<n(7;)
Calculate € = —(gm“”’]\i@m"")
For m=1to M
Initialize ¢ = C(m)
Calculate f, = hal f(K(m%k)), where half(n) converts n to Half-Precision Floating Point
format
5 t=c® f
6 C = ROR(t,m), where ROR(n, b) rotates n right by b-bits
7 Calculate k = LEG’”MJ
Compute k = m (k)
P(m) « CHAR(k)

N VN

8 Return P
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(a) Initial 6000 ASCII characters distribution of plain-text (b) Corresponding cipher distribution of the plain-text

Figure 4.11: Text data encryption example for 100KB plain text based on the key value listed in Table 4.1

Figure 4.11 showcases encryption of text data, where Figure 4.11(a) shows ASCII distribution of
1st 6000 characters (plain-text) and the Figure 4.11(b) is the generated ciphertext after applying our
proposed encryption algorithm. In addition to the plain text encryption, the proposed method can

also be applied to images with RGB values ranging from 0 to 255. The parameter N, in Algorithm 9
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Figure 4.12: Encryption decryption example image 1 for key value of Table 4.1
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Figure 4.13: Encryption decryption example image 2 for key value of Table 4.1
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Figure 4.14: Encryption decryption example image 3 for key value of Table 4.1

can be set to 256 and a serialized image is fed as an input for image encryption. This algorithm can be
extended for video encryption as well by treating each frame as an independent image. The proposed
encryption and decryption algorithms are demonstrated on three set of images. The original, encrypted
and decrypted images are illustrated with their corresponding histograms presented in Figure 4.12,
4.13 and 4.14. Parameters of the key used for encryption and decryption in both types of applications,
text and image, are m; = 0.2944, mo = 0.8756, m3 = 0.0947, [y = 0.508, Iy = 0.254, I3 = 0.127,
ki1 = 0.005, ko = 0, k3 = 0.0008, I; = 9.526 x 1073, I, = 1.625 x 1073, I3 = 1.848 x 107%, g = 9.81.
Selection of these parameters for a key is accomplished using bifurcation diagram shown in Figure 4.7,
4.8 and 4.9. Although, histograms of input images are vastly different, but histograms of encrypted
images are similar in nature. This makes proposed scheme less vulnerable as compared to other
methods, because it is hard to determine input just by using an encrypted histogram without knowing
key. It is to mention that the proposed scheme has wide range of applicability.

The encryption and decryption algorithm are validated with text and various image inputs. The
correctness of the decryption can only proven is a message encrypted with a key and generate cipher-

text and operating over the same ciphertext if the decryption produces identical message which is
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denoted by decryption(encryption(message))=message. From Algorithm 9, step no 4 to 8 are followed
chronologically to generate ciphertexts. In step 4 intervals are calculated in which plaintext to cipher-
texts mapping would be performed, then in step 5 then actual mapping from ASCII to chaotic map
is completed. Step 6 is for floating point to integer conversion and step 7 and 8 is for rotating the
intermediate ciphertexts left by certain bit position and XORing with the key to generate the final
ciphertext. Now for the decryption algorithm we can observe that above mentioned are computed
in opposite sequence. In decryption operation first we XOR with symmetric key to nullify the XOR
operation done in encryption side and subsequently rotate right by the same bit position and lastly

map to the range to obtain message text.
4.4.3 Complexity Analysis

The computational complexity of the proposed scheme is described below.

e The computation of state variables (f) for a duration ¢ and time step AT requires N iterations,
where N = A%. In each iteration, only six equations are analyzed to find six state variables
(01,03,03,01,05,63) in O(1) time. Thus, the time required for generating an asymptotical map
is O(N).

e The space complexity for storing state variables is O(V).

e Baptista type partitioning takes constant time, if range of the variables is already computed
in the previous step. For assigning variables to corresponding intervals, O(N) time is required
for each variable. The K. = 21 variables constituting symmetric key in our proposed method,

K.O(N) time is required.

e The encryption of a plain-text having M characters utilizes M iterations. In each iteration,
an encrypted value is selected randomly in an interval in a constant time. Therefore, time
complexities for setting up of an encryption module and processing each plaintext through are

O(N) and O(M), respectively.
e Space complexity of an encryption module is O(N).

e The time complexities of setting up decryption module and its execution are O(N) and O(M),

respectively. The information rate of the proposed cryptosystem is defined as the ratio of the
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size of plain-text, SZp, to the size of cipher-text, SZ., which is defined below.

_SZpt_ 8x M 8

k= SZ4  [logg N1+ M - [logy N

(4.33)

The overall time complexity of the complete encryption and decryption methods is the sum of
individual complexities mentioned above, which add upto O(NN). Therefore, it can be utilized in
many applications efficiently to make them secure. Since, both time and space complexities of the
proposed method are linear, it offers a very good scope for its parallelization to boost performance
at hardware level as well. Due to its immunity to quantum computing based attacks, scalability
and being computationally simple, our proposed method becomes a prominent candidate to provide
much needed security to various wide range of applications, such as IoT based smart systems, high

throughput low latency systems etc.
4.5 Hardware Implementation

The proposed design has been implemented using System Verilog HDL on Digilent Zed-Board
having Xilinx Zyng-7 FPGA. Its synthesized netlist is generated by Synopsis Design Compiler (DC)
employing SCL’s 180nm design libraries. For simplicity and to validate the proposed algorithms,
permutation map (m(k)) is fixed as an identity map and maximum three state variables are stored in a
particular interval for each character during an encryption phase. As a result, it is required to search
over total number of characters, N, for an interval during decryption cycle. For evaluating equation
4.24, its RHS expression is converted into a postfix format and the resultant postfix expression is
stored in a ROM on an FPGA board. Later, this expression is evaluated using a stack-based postfix
evaluation technique. The angle combinations of sinusoidal terms present in the expressions are cached
in an LUT and are appropriately decoded while evaluating these expression. The overall block diagram
of this scheme is presented in Figure 4.15.The hardware design can be segregated into three main parts,
viz. LUT and Memory, ALU and Control Unit. A brief description of these units are elaborated in

the following subsections.
4.5.1 Look Up Table (LUT) and Memory

In the FPGA implementation, five LUTs and a stack memory are utilized for solving differential
equations by evaluating postfix expressions, which depends on angle combinations presented in Table

4.3. These five LUTs are used to store Parameters, Angle Combinations, State Variables, Numeric
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Figure 4.15: Overall block diagram of proposed scheme

Constants and Postfix Fvaluations. Parameters represented in Table 4.1 are employed for the above

mentioned purpose.

Table 4.3: LUT Details

Angle Combinations t=20 H Angle Combinations t=20

201 — 205 2.1124 0 5.0781
2601 — 20, 1.4896 0y — O3 0.3114

) 0.7448 201 — 05 — 03 1.801

01 + 05 — 205 1.3676 201 — 0, 6.5677
01 — 65 1.0562 0y — 205 —4.4553

01 — 205 + 05 0.4334 201 + 05 — 204 7.1905
01 5.8229 03 4.7667

01 — 203 —3.7105 201 — 63 6.8791
209 — 203 0.6228 205 — 03 5.3895
01 — 20 —4.3333 201 — 205 + 03 6.2563

As it is mentioned earlier, in the implementation of postfix evaluations, RHS expressions in equation
4.24 are converted into postfix format. The resultant postfix expression constitutes numeric constants,
state variables or parameters, operations and sinusoidal terms. Each of these terms is encoded to a

8-bit code and an entire postfix expression is stored in an LUT in the coded format. During postfix
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evaluation, these codes are decoded and an appropriate data value is fetched from a corresponding
address. The 8-bit encoding format can be expressed as shown below.

0 1 2 3 4 5 6 7

Type |T/A Address/Op

The mathematical model of triple pendulum system presented in equation 4.21, 4.22 and 4.23 are
parsed and evaluated using information presented in Table 4.4. Thereafter, stack memory is configured

to execute encryption and decryption modules.

Table 4.4: Encoding for mathematical operations using 8-bit postfix format

Type | T/A | Address/Operation Remarks
00 X XXXXX Constant terms
01 0 0x00 to 0x1F (addr.) | Parameters from Table I & II
1 0x00 to 0x1F (addr.) State variables
10 0 0x00 to 0x1F (addr.) Sine values from Table IV
1 0x00 to 0x1F (addr.) | Cosine values from Table IV
XX000 (op.) Exponentiation
XX001 (op.) Multiplication
01 X XX010 (op.) Division
XX011 (op.) Addition
XX100 (op.) Subtraction
11 1 11111 (op.) End of expressions

X = don’t care; op. = operation; addr. = memory location of LUT

Stack: A stack consisting of two immediate registers and a memory is implemented for the
evaluation of postfix expressions. The immediate registers store top two values of the stack. An
operation is performed in an expression employing these two immediate registers and its result is
stored in the first register. Another register is again filled with a value popped from top of the stack
for next operation. It continues until all the operations related with a mathematical expression are
completed.

When a complex operation requires more resources than two immediate registers, then this op-
eration is performed in two or more than two steps. In this operation, value stored in the second
immediate register is pushed onto the stack and, corresponding memory location and program counter
are updated. This process repeats until a complex operation is executed producing a correct output.
This approach reduces resource utilization while performing a complex operation. Another advantage

of using stack-based push-pop architecture is that it can be used for solving any differential equa-

TH-2920_ 146102038

103



4. Chaos Triple Pendulum Based Cryptosystem

tion expressed in the form of state-space equation. For this operation, only angle combinations and
mnemonics stored in the stack need to be changed keeping hardware architecture identical for all the
operations. The brief discussion on Arithmetic and Logic Unit (ALU) is presented in the following

section.

4.5.2 Arithmetic and Logic Unit (ALU)

In the proposed design, an arithmetic and logical unit (ALU) consists of two addition, one mul-
tiplication, one exponentiation and one division modules. All these modules perform floating point
operations in the standard IEEE-754 format. The datapath in the addition module is split into four
stages. The clock frequency of this operation is fixed at 100 MHz to meet timing constraints of
the FPGA employed in validation of the proposed design. The datapath in multiplication module
is divided into five stages to achieve above mentioned clock frequency. Moreover, if required, the
multiplication module can be configured to function in a pipelined mode. FExponentiation module
evaluates value of a floating point input raised to an integer as an exponent. It instantiates multi-
plication module internally for the evaluation of an exponent. Datapath of division module is sliced
into multiple stages to meet the target clock frequency of 100 MHz. However, the division operation
requires significant clock cycles as compared to other operations, therefore, the design of proposed

algorithms is optimized to keep the number of division operations as less as possible.
4.5.3 Control Unit

The control unit of the proposed design is essentially a finite state machine (FSM), which performs
required tasks in a well-defined sequence. In order to implement it efficiently, the complete FSM is
factored into smaller state machines hierarchically. The top level FSM serves as a controller for all

the smaller FSMs. Detailed descriptions for these state machines are given below.

(i) Top Level State Machine: Figure 4.16 exhibits a simplified FSM of the top module. Descrip-

tion of each state is given below.

e DEFAULT: It is an initial state of FSM after reset.

e RECEIVE_KEY: It receives encryption or decryption keys through USB or Ethernet inter-

faces.
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Figure 4.16: Top-Level FSM

e EVALUATE_EXPRESSION: It evaluates state-space expression using given initial condi-

tions for a chaotic dynamic system.

e MODIFY_STATE_VARIABLES: In this state, state variables are updated based on the

previous state. It involves multiply and addition modules to perform updated operations.

e OBTAIN_CHAOTIC_MAP: It evaluates a chaotic map through a linear combination of all
state variables and calculates a linear combination of 6, 0 and 6. It is to mention that @
corresponds to the chaotic map. Further, it calculates intervals, in which 6 lies and adds it

to corresponding address in LUT.

e GENERATE_CIPHERTEXT: It generates a ciphertext for a particular plaintext string

using a generated chaotic map and utilizes LUT to convert plaintext to ciphertext.

(ii) Evaluate State-Space Expression: Figure 4.17 exhibits an FSM of a state space solver

module and its detailed description is presented below.

e DEFAULT: This is an initial state of FSM after reset.

e FETCH_INITIAL_CONDITIONS: It fetches required initial conditions, 8 and 6, from

Block-RAM (BRAM).
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Figure 4.17: FSM for State-Space solver

e ANGLE_COMBINATION_CALC: This state generates linear combinations of state vari-

ables.

e ANGLE_ NORMALIZATION: In this state, trigonometric inputs are normalized in the

range of [—m, x|

e POSTFIX_TERM_ACCUMULATE: It evaluates a state-space expression stored in the post-

fix form.

e STORE_OUTPUT_DATA: This state stores state-space expression obtained in the previous

state in the memory.

(iii) Postfix Expression Evaluation: Figure 4.18 presents an FSM of postfix expression evaluation,

which outputs encrypted/decrypted values. A description of each state is described below.

e DEFAULT: This is an initial state of FSM after reset.

e READ _POSTFIX_CODE: In this state, mnemonic of the next term of a postfix expression

is fetched from the stack.

e DATA OR OPERATOR: This state checks whether a fetched code corresponds to data or

an operator.
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Figure 4.18: FSM for Postfix Evaluator

e OPERATE_ON_TOP_TWO_STACK_VALUES: It performs an operation based on top two

data values stored in a stack.

e PUSH DATA _TO_STACK: It pushes data in a postfix expression or result of an ALU

operation onto the stack.

It is to mention that the differentiating factor between encryption and decryption operations in
Postfix Expression Evaluation FSM depends on postfix expressions, which are stored in postfix evalu-
ation LUTs. Employing the above mentioned FSMs, encryption and decryption algorithms proposed
in this chapter are implemented and validated against various benchmarks. In the next section, im-

plementation results of these methods on various platforms are compared and discussed in detail.

4.6 Results and Analysis

In this section, we present hardware implementation results and relevant tests for the randomness

quality of a chaotic map generated by the proposed approach.
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4.6.1 FPGA and ASIC Implementation Results

The detailed analysis of the proposed encryption and decryption algorithms is presented in pre-
vious section to validate their correctness and efficacy. Later, these methods are implemented on
hardware using System Verilog and is synthesized using Xilinx Vivado [191]. It is to mention that
the results obtained using hardware implementation of these algorithms match with their MATLAB

based implementations accurately.

Table 4.5: Comparison With Existing Chaos Based Cryptosystem

LUT/FF/Slice/BRAM/| Comparative | p,yol pelay| PDP? | Throughput
‘Work Resource
DSP/ BUFG y (mW)| (ns) | (nJ) (MBps)

xdo r Utilization

al“&gﬁ 10943/3629,/ 3190/* /144/* 1.825x% 332 | 192 | 63.744 1000
Pérez-

Resa et | 16978/11127/ 563677 /*/* 3.446 % 75 8 6.2 1000
al. [193]
Richard-1 L
ot al. [104] | 7426/11285/ 3268/343/%) 2.275x% ~ ~ ~ 41.1
Richard-2 « /%
et al. [191] | 3957/5592/ 1596/170/%/ 1.115x ~ ~ ~ 109.6
Proposed | 3042/3519/ 3237/5/8/2 1x 186 | 1.592 | 0.206 | 2396.164

~: not specified; *: Resource not utilized; ¢: Power-delay-product.

Table 4.5 exhibits a detailed comparison and resource utilization of our hardware implementation
with other prior art work, such as Adridn et al. [192], Pérez-Resa et al. [193] and two variants of
Richard et al. [194] etc., reported in the literature. It can be observed that the proposed design
consumes 1.825x, 3.446x, 2.275x and 1.115x lesser resource and produces 2.396x, 2.396x, 58.3 %
and 21.863x greater throughput than [192], [193] and two variants presented in [194], respectively.
Further, the proposed scheme is 1.785x and 4.167x power efficient and 120.6x and 5.025x less delay
while compared with [192] and [193], respectively. It is to mention that our proposed method exploits
maximum hardware resources, memory and LUTS, in storing state variables only. Although it enables
proposed design to be memory optimized and most of the static power is consumed for the memory.
Since FPGA is the target device, a few DSP slices (DSP48) are employed during synthesis of the
proposed design, which enable efficient implementation of trigonometric functions. Therefore, it can
be summarized that the proposed scheme is resource optimal, delay efficient and presents better
throughput than other state-of-the-art methods.

It can be observed further that the power consumption of our proposed design is 186 mW. Its

TH-2920_ 146102038

108



4.6 Results and Analysis

Table 4.6: Actual resource utilization for proposed scheme on SCL’s 180nm technology node at 250MHz

’ Parameters H Value
Total std. cells 6229
Combinational cells 5086
Sequential cells 1105
Number of buf/inv 1075
Number of references 38

Combinational area

113800.501382 um?

Buf/Inv area

9217.829951 pm?

Non combinational area

83402.028854 pim?

Net Interconnect area

6533.662340 pm?

197202.530237 pm?
203736.192577 um?

Total cell area

Total area

Internal Power 51.1217 mW
Switching Power 10.7619 mW
Leakage Power 1.0772 uW
Total Power 61.8836 mW

throughput and theoretical operating frequency are 2396.164 MBps and 628.14 MHz, respectively.
It has the least power-delay product when compared with other designs, which indicates that our
proposed design is energy efficient as well. Thus, the high throughput of our design along with a very
high energy efficiency and very high strength against attacks make it a suitable candidate to be used in
the wide range of electronics systems ranging from smart IoT devices to low latency high performance
systems.

Further, the proposed design is realized employing 180nm Bulk CMOS technology available with
Semi-Conductor Lab, India. Table 4.6 presents actual physical area, power and resource utilization
estimated using above mentioned technology node at 250MHz clock. The chip layout of the proposed
design illustrated in Figure 4.19 is developed by using Electronic Design Automation (EDA) tool,
IC Compiler, provided by Synopsys Inc. Similarly, the synthesized design netlist is generated by
employing Design Complier provided by Synopsys Inc. It is to mention that all the design parameters
exhibited in Table 4.6 are extracted through IC Compiler.

In order to validate usage of our proposed design in various applications, its power profile is
analyzed by varying operating frequency from 1KHz to 500 MHz, which is presented in Figure 4.20.
The total power measured at a particular frequency is the sum of static, dynamic and leakage power.

It can be also be observed in Figure 4.20 that the static power contributes significantly to the total
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Figure 4.19: Chip layout at 180nm Bulk CMOS technology node

power. Below 100 KHz, leakage power becomes comparable to the dynamic power, which is not
recommended for reliable circuit performance at 180nm technology. Above 100 KHz, leakage power
is not significant as compared to static and dynamic power. It is to further mention that the leakage
power does not rise substantially at 500 MHz as well. This implies that our proposed design can be
used reliably at more than 100 KHz to high operating frequencies at 180-nm technology node. With

the smaller technology nodes, the operating range is anticipated to be different.
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Figure 4.20: Power profile of the proposed design at various operating frequencies (1KHz to 500MHz)

4.6.2 Chaos Analysis for Security Estimation

In order to test randomness of a chaotic map generated in the proposed method, various statistical

tests are performed. These statistical tests are generally employed to validate randomness in pseudo

random-number generators. As we know, these chaotic maps are used to generate keys for encryption

and decryption schemes. Therefore, the statistical tests can ensure whether the keys generated in our

proposed scheme are ideally indistinguishable from any true random sequence or not. The statistical

tests, which are conducted to support our claims, are described below.

Test for Randomness

NIST suite [130] is employed to test randomness properties of a chaotic map. The information

about tests performed on the chaotic map generated during analysis and the corresponding results

obtained are presented in Table 4.7, respectively. In the NIST test, our proposed chaotic generator
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is compared with two recently published methods described in [195] and [196] to test its randomness.
In [195], a sine chaotification model is employed to generate 1-D chaotic map, whereas, [196] presents
physically unclonable functions (PUF) based chaotic maps. The [195] and [196] are used so that our
proposed method is compared fairly with widely used chaotic schemes. From Table 4.7, it can be
concluded that the proposed chaotic map generator performs well among all the tests. This is largely
due to nonlinear dynamics of chaotic map. The outcome of these tests indicate that the proposed
chaotic map is indistinguishable with respect to any other random sequence generators depicted in [195]

and [196].

Table 4.7: Comparison of proposed scheme with other existing ones’ on NIST S P800 — 22 test suite

p-value (0.01 < p-value < 1)

NIST Tests Hua et al [195] | Srisubha et al [196] | Proposed
Frequency 0.364146 0.49 0.394808
Block Frequency 0.427274 0.33 0.783942
Cumulative Sums 0.670408 0.59 0.197764
Runs 0.213309 0.45 0.335584
Longest Run of 1’s 0.204076 0.53 0.284067
Rank 0.819544 0.39 0.197764

DFT /Spectral 0.407091 0.41 0.769057
Non-periodic T.M. 0.472933 0.49 0.278074
Overlapping T.M. 0.602458 0.61 0.554566
Universal Statistical 0.772760 0.29 0.477911
Approx. Entropy 0.287306 0.60 0.365177
Random Excursions 0.442347 0.38 0.513954
Random Excursions Variant 0.356540 0.35 0.242148
Serial 0.175321 0.57 0.156848

Linear Complexity 0.264458 0.58 0.129930

Test for Chaos

There are a few essential conditions, which need to be met by any chaos based cryptosystem. These
conditions include ergodicity, sensitivity to parametric values and sensitivity to initial condition to be

as unpredictable as possible. For completeness, these essential conditions are described below.

(i) Sensitivity to Parametric values: A small perturbation in one of the system parameters,
for example mq, is enough to create two exponential diverging trajectories starting at the same

initial point. This is reflected in Figure 4.21(a) and Figure 4.21(b) for the parameters given in
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Figure 4.21: Sensitivity to parameter value m; and 6; with Am = 107% and Ag; = 1076
Table 4.1.

(ii) Sensitivity to Initial Condition: Two trajectories starting at two different but arbitrar-
ily close initial points denoted by 6; diverge from each other at an exponential rate. This is

illustrated in Figure 4.21(a) and Figure 4.21(c) for the initial conditions given in Table 4.1.

(iii) Ergodicity: Ergodicity is the phase space exploration either uniformly or randomly by a chaotic
system. Here, phase space is defined as a relationship between angular velocity, w, and the angle

of pendulum’s bob, ¢. The triple pendulum system exhibits ergodic nature because phase space
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4. Chaos Triple Pendulum Based Cryptosystem

is sparse and is not cluttered in any specific region. The phase space of the bottom bob of the
proposed triple pendulum system illustrated in Figure 4.22 under conditions given in Table 4.1
exhibits a trajectory, which satisfies ergodicity criteria. This leads to a conclusion that a system

under specific conditions can be considered ergodic.
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Figure 4.22: Phase space plot for ergodicity test for 03

The proposed triple pendulum based cryptosystem holds above mentioned properties, which are clearly
evident in Figure 4.22 and Figure 4.21. It is to mention that the map generated using proposed
compound triple pendulum model possesses essential chaotic properties to be employed in a general

cryptosystem.
Collision Test

Collision resistance is the property of cryptographic algorithms, which makes it difficult to find two
inputs that give the same encrypted output. It is well known that finding collisions is computationally
very hard. In this chapter, it is demonstrated that the proposed algorithm is fully collision resistant.
As it is discussed earlier, an entire range of y are partitioned according to number of characters. For

example, N, = 256, i.e. [§min + k€, Ymin + (K + 1)€) for £ = 0,1, ..., 255, which are mapped to different
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intervals. In the proposed method, two different inputs having different characters are mapped to
different intervals always. Thus, it can be considered as collision resistant.

Based on the experimental and analytical results, it can be emphasized that the proposed scheme
is better as compared to any other chaos based PQC algorithms. Because of smaller key size, optimal
area, high throughput and low power consumption, it can also be used efficiently to enhance security

of IoT devices as well as any low latency high performance secure application.

4.7 Conclusion

The work presented in this chapter discusses a novel symmetric key cryptography scheme based
on a nonlinear triple pendulum chaotic map. The detailed analysis and standard tests of the proposed
method classify it to be considered as a potential post quantum cryptography (PQC) algorithm.
The proposed encryption scheme is compared with various other chaos based schemes over standard
security parameters to prove its effectiveness. The highly nonlinear and interdependent unpredictable
nature of our proposed scheme makes it difficult to breach the security without complete knowledge
of its key. It is also unbreakable practically with the partial knowledge of its key because of high
sensitivity of chaotic maps to key values. Design methodology and analytical proofs of the generator
are presented here, such as bifurcation diagrams and Lyapunov exponent test to verify its chaotic
property. The generated chaotic map is ratified as a cryptographically secure pseudo random number
generator through various standard benchmark tests viz. sensitivity to parametric and to initial
values, ergodicity, collision test, NIST randomness test etc. The proposed chaotic generator is utilized
to develop a symmetric key encryption scheme and is realized on FPGA platform whose overall power
consumption, delay and throughput are 0.186 W, 1.592 ns and 2396.164 MBps, respectively. The
power consumption, resource utilization and throughput of the encryption scheme are 1.785x, 1.825x
and 2.396 x better when it is compared to the best known algorithm among the contemporary methods.
The proposed cryptosystem is further implemented using 180nm Bulk CMOS technology occupying
0.20374 mm? die area and consuming 61.88 mW power at 250MHz at 180nm. It is shown that
this system can operate from low (at least 100KHz) to high operating frequencies efficiently without
showing any performance deterioration. The efficient area utilization of the proposed post quantum
cryptosystem with high throughput at a very low power enables us to utilize it not only in the IoT

based systems but also in the high performance applications to provide them desired strength against
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any malicious attack.
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Objective

Lattice based partially homomorphic encryption (PHE) schemes provide strong resistance against
quantum as well as classical computer based adversary security attacks. Here, we present a soft-
ware hardware co-design of two variants of an PHE scheme employing an ARM-SoC and an FPGA,
which provides necessary acceleration to PHE methods in the above-mentioned ecosystem. First PHE
variant is designed for generic homomorphic encryption, while second variant is aimed for resource
optimal lightweight IoT driven applications. A robust and reliable low latency data transfer protocol
is developed between FPGA based accelerator IP and ARM-SoC host system for their seamless as-
similation. Moreover, a Linux based embedded operating system is customized with board support
package (BSP), device-tree and first stage boot loader (FSBL) to enable all the essential functionali-
ties required to communicate cross platform devices for performing encryption and decryption. The
proposed PHE variants are realized using Verilog HDL on multiple FPGA platforms and are efficient

alternatives to enhance security in edge enabled IoT devices.

5.1 Introduction to Lattice Homomorphic Cryptography

With the advent of Internet-of-Things (IoT), device to device communication, edge analytics etc.,
conventional systems are being transformed into data driven smart systems. Data generated using
IoT enabled devices in a smart world is huge in nature and requires special techniques or devices to
handle and process it. In the pool of peer-to-peer communicating devices, it is imperative to transfer
data securely, otherwise the loss of vital information may affect data communication adversely. It
is anticipated that the transformation to Internet-of-Everything (IoE) would increase complexity of
the systems immensely and emphasis on the security of the systems would enhance greatly along
with the need of real time data analytics. Further, the rise of quantum computing also makes the
systems vulnerable. Thus, in order to address above mentioned issues, the need of the hour is to
design area, form factor, speed and power efficient post quantum computing (PQC) secure systems.
Here, we depict resource efficient realization of a hardware accelerator of a lattice based homomorphic
algorithm on an FPGA.

The lattice based fully homomorphic encryption (FHE) scheme proposed by Gentry [78] present
solutions for the security in the cloud computing and preserves data privacy against various malicious

adversaries. FHE can perform computations over ciphertexts without decryption and reviling any
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personal information, where one can evaluate mathematical functions on a ciphertext and modify it
without decryption. If ¢ is a mathematical function to be performed over plaintexts m; and mo, then
1 (mq,mg) can be calculated from their encrypted ciphertext (Enc(mq) and Enc(ms)). Broadly there
are two categories of homomorphic cryptography schemes, FHE and somewhat homomorphic encryp-
tion schemes. The main difference between them is that, FHE can evaluate a mathematical function
with arbitrary complexity, while the latter one can only compute simple mathematical operations. The
initial formulations of an FHE scheme is described in [78] and various similar classes of algorithms can
be found in [197-204]. Most of the above mentioned algorithms are converted to FHE from somewhat
homomorphic scheme by using bootstrapping for various key lengths. Thereafter, some alternative
FHE schemes based on various hidden subspace membership (HSM) problems have been formulated
without employing bootstrapping can be found in [205-208].

A well-known HSM problem, Learning with errors (LWE), based homomorphic encryption scheme
is initially propose in [209,210]. Here, the plaintext is recovered by finding the inner product of the
ciphertext and a secret key. It is to mention that homomorphic multiplication of two ciphertexts are
performed by their tensor product, and homomorphic key for the decryption of recrypted ciphertext
is generated using an original secret key. In this process, the final ciphertext is larger as compared
to input plaintext, and to reduce its size, relinearization is employed. Relinearization of ciphertext
requires one more set of evaluation key consist of L. matrices, where L is the circuit depth. Another
limitation of the schemes proposed in [206,207] is the inclusion of noise while performing homomorphic
multiplication, which can be addressed by introducing a modulus switching technique [211] in the above
mentioned schemes.

An LWE-based FHE scheme is proposed in [208], which is realized by incorporating approximate
eigen-vectors. In this scheme, relinearization is not required while performing homomorphic addition
and multiplication. Therefore, this method do not require bootstrapping and L-depth evaluation keys,
which reduce hardware and computational overheads. Further, ring-LWE homomorphic encryption
schemes are developed [212,213] modifying the above mentioned scheme, where bootstrapping is an
optional feature only to enhance security. It is to mention that all these methods are compute intensive,
thus, the need of the hour is to expedite their computations either by employing standard means or by
a suitable custom approach. In order to address this issue, many hardware implementations of FHE

schemes are presented in the literature, which are summarized below.
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5.1.1 Brief Literature Review

In the last decade, a few hardware accelerators are proposed for FHE schemes, which can be found
in [214-225]. A hardware implementation of Gentry-Halevi FHE algorithm [200, 201] using 90-nm
CMOS technology is presented in [215], which takes 18.1 ms, 16.1 ms and 3.1 ms for encryption,
decryption and recryption respectively. The architecture proposed in [215] consumes a large number
of resources (around 30M gates) and takes more time to generate output. In [214], an FHE scheme
utilizing iterative number theoretic transform (NTT) modular polynomial multiplier technique is im-
plemented on an FPGA platform. Although the work presented in [214] is one of the latest works and
depicts fast ring-LWE (RLWE) based FPGA implementation, but this work is not resource optimal,
which makes it less suitable for low power security applications.

An accelerator for somewhat FHE (SFHE) proposed in [219] mainly focuses on the optimization of
NTT base polynomial multiplier using Cooley-Tukey FFT technique, and not only consumes higher
resources but also exhibits higher delay. A Brakerski/Fan-Vercauteren (BFV) FHE accelerator is real-
ized in [197,216] on Xilinx Virtex-7 using PCle interconnect protocol and simple encrypted arithmetic
library (SEAL). In [216] implementation, there are three main components, i.e. Montgomery modu-
lar multiplier, SEAL based four step for encryption-decryption modules and iterative NTT operation
module, to perform partial encryption-decryption. Thereafter, SEAL software is deployed to complete
remaining operations of encryption and decryption, which makes the method resource intensive and
become complex while hardware realization.

Further, integer multiplication architectures employing FFT and Low Hamming Weight (LHW)
designs are proposed in [217] to gain significant speedup while implementing them on Xilinx Virtex-7
FPGA platform. In [217], partial modifications of FHE are proposed by realizing an integer-FFT
multiplier with LHW parameters and a large number of DSP blocks and LUTs are required to im-
plement this multiplier, which is not suitable for low power IoT applications. A 16 to 32-bit Torus
fully homomorphic encryption (TFHE) scheme on CPU as well as on GPU is proposed in [218] to
reduce computational time of data encryption and decryption. It is to mention that FHE method
proposed in [218] is optimized for 16 to 32-bit multi-CPU cores and GPUs only. Thus, its hardware
realization is complex and resource intensive. A general NTRU like lattice FHE scheme designed
using AXI-interconnect is presented in [220], and an FFT/iFFT based method is depicted in [221].

The work presented in [220] proposes to use this scheme on generic high level FPGAs theoretically.
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In [221] feasibility of various multiplication methods on Virtex-7 class FPGAs for FHE is delineated
and it is observed that it requires huge number of DSP blocks and LUTs for its realization.

An integer multiplier designed using NTT and inverse-NTT (INTT) based on radix-r butterfly units
is stated in [222] to implement FHE algorithm. The above method design works for of large integer
multiplications and it manipulates data by BRAM and SRAM memory operations. It is implemented
using 90-nm CMOS technology, which spans substantial area and consumes more cycles because of
repeated memory access. This makes it infeasible for low power IoT devices. A hardware accelerator
implementation of integer-based FHE utilizing Comba multiplication technique is presented in [223],
which exhibits an architecture only for the encryption and takes 159 seconds to encrypt a large integer
input using the proposed technique. It is also infeasible to implement decryption and homomorphic
operations using the above mentioned method. Thus, the proposed method cannot be employed in

the realization of real time IoT applications.
5.1.2 Motivation and Overview of the LWE PHE Accelerator Design

From the above mentioned works it can be observed that the hardware implementations consume
large resources, which are not suitable for low power IoT system design. Delay, area and power
are significantly higher in most of these methods, which are the limiting factors in the real-time
applications. Thus, there is a need of low latency resource optimal methodology for encryption and
decryption for IoT applications. Further, as per best of our knowledge, there is no generic methodology
found in the literature to integrate PHE hardware accelerator IP with an ARM-SoC in software-
hardware co-design. Thus, in the proposed work, the primary focus is to develop a simple lightweight
LWE based PHE accelerator IP core on FPGA platform, which consumes lower resource and exhibits
less delay with significant throughput in the real-time operations.

Here in this chapter we develop an LWE PHE algorithm and optimally realized on FPGA platform.
In this regard, two variants of PHE hardware accelerators are proposed based on LWE-HSM problem,
which make the system secure against classical as well as quantum computer based attacks. Although,
both the designs are resource optimized, the first variant aims more on the security aspect, while the
second variant is designed mainly for high-speed low-power IoT applications. The other notable
contribution here is to develop generic custom AXI slave IP for seamless integration of programmable
system (PS) and custom FPGA core design. Moreover, an embedded Linux kernel is customized,

which is hosted on an ARM processor to facilitate easy integration of cross platform communication
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devices via standard Ethernet protocol, efficient memory management etc.

In this chapter first the preliminaries required to describe the proposed PHE algorithm is explained
along with its mathematical formulations. Thereafter resource optimal FPGA implementation details
of both the variants of the LWE PHE algorithms and their mathematical formulations are elaborated.
Later a detailed ARM based Zyng-SoC setup, custom embedded operating system and integration of
FPGA accelerator with the ARM-host are explained. Lastly, discussion of the results obtained during
analysis of the proposed scheme and its comparison with already existing contemporary hardware

implementations are reported.

5.2 Formulation of First Variant of LWE PHE Algorithm

Various notations used for the description of algorithms are presented in the acronym section of the
thesis for ceaseless navigation through the chapter and reference to mathematical terms. Also for easy
understanding of the proposed method, few basic definitions are presented below for completeness.

Learning With Errors: For {p,n} € N, the probability distribution is X over Z and s € Loy
is a secret vector from a; & Ly, €i & x Ita given polynomial times many samples of the form
(a;, bi) € Zy X Zp, where b; = (a;,s) +e; (mod p), then LW E, , x problem is to determine an output
vector s € Z; with overwhelming probability.

Hidden Subspace Membership: For positive integers n, q, £ € N, where ¢ is prime and £ > 1, let
S be an (-dimensional subspace of the vector space V := Z;,. Let N ={0,X n—t } be a noise distribution
on V, where X = X,, is zero mean distribution on Z, and 0 is all zero vector of size ¢. Further, the HSM

problem denoted by HSMj,, 4 nv can be defined by equation 5.1, where a probabilistic polynomial time

adversary (PPT adversary) A can guess the value of ¢ € {0, 1} with a significant probability.

SM,A 1
Advg PN (V) = [ PrHSMZ, , (N = 1] — 5| (5.1)

The LWE, , x is a specific case of HSM problem, namely, HSM, {1, A, where N' = (0, X).
Therefore, if an adversary is able to solve HSM; ,, , »v problem, it implies that same strategy can be
employed to solve LW E,, ,, v problem.

The security of LWE based encryption schemes can be assured by its equivalence in mathematical
hardness with the shortest vector finding problem in lattice architectures. Lets assume a discretized

LWE based PHE, where X is mean noise distribution profile with a Gaussian distribution with ¢ >
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2y/n (n is dimension of the field). Therefore, there certainly exists a quantum reduction method
to solve an LWE problem, which approximates to decisional Shortest Vector Problem (GapSVP,)
[226, 227], where approximation factor is denoted by 7. Further, [228] and [229] exhibit classical
reductions of LWE problem from the worst-case lattice problems using an exponential modulus and
a polynomial modulus, respectively. The time complexity of best known algorithms for GapSVP,
problem is 2¢(n/logy) [230, 231] to find any solution with non-negligible probability. Therefore, it
can be understood that the encryption algorithms based on LWE problems are secure against both
quantum as well as classical computer generated cryptographic attacks, because these attacks consume
exponential time to analyze the network. The following subsection describes key generation, which
is the most important part of an PHE scheme followed by encryption, decryption and recryption

operations. It is to mention that the proposed scheme is derived from [232,233].
5.2.1 Key Generation

Lets consider p to be an odd prime number and Z is an ideal of the polynomial ring [z, ..., 2.

I+r

") for r € N. I, represents set of a

Here, Fplz1,..., 2], is a vector space with dimension D:(
polynomial in 7 with degree < r, such that Z<, is a d dimensional subspace of F[x1,....,z1],. A
denotes the set of distinct points [aq, ....,a,] in IF;, such that d < n < D. The polynomials f €
Fplx1,..., 2], from the given basis BIST:(fl, ..., f1) of subspace Z<, are evaluated at points in set
A to get the basis B for S7_ , where matrix B € ngl. Following Lemma 1, constraints of set A can
be laid out. It can be seen that a basis for the perpendicular subspace (SIST)L has a specific form in
equation 5.1. The numerical method to obtain basis matrix for the subspace (SIST)L is described in
Algorithm 12. It is to mention that basis matrix is an essential part of the secret key matrix (s SM ).
Lemma 1:

The HSM;y , 4, problem for an /-dimensional subspace S can be reduced to LW Ey , » problem with

multiple secrets {S,}1<i<n—¢. A basis for the subspace S can be formulated in terms of a matrix as

equation 5.2.

B

] ezt (5.2)

)x £

Here, B; € Zg” is a full rank matrix and every row of By € Z((In_g is a linear combination of

the rows of By. Then, for v = (vy,v2) € ST, the equation 5.3 can be depicted.
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Algorithm 11: keyGen (B,n,d)

1 Input: B=Basis matrix of subspace Sz_,,
2 n = |Al, d=dimension (Sz_, ).

3 Output: Matrix s5M ¢ Z;S,nfd)xn

a set I,,_4 = Identity matrix of size (n — d)

set B1 € Z" and B2 € Z" """, such that B= [ BL |

set integer ¢ = 1
repeat for 1 <i < (n —d)
begin
vy =I,_4(i,:)*B2
10 Vo = (Bl_l)*vl
11 sTSM (i )= [vq | vi]
12 end

© W N o w;

’1)131 = —1)232 (53)

This implies that for a given wvo g Zg_f , we can find v; € Zf;, such that equation 5.3 is satisfied.

Therefore, we can find a basis {S),,,...,S,} for S*, such that

+10°
4 T
Spi1 = (Sti1s---»S41,1,0, ..., 0)T,

4
Siia=ASr, - - hSia 0,1 . 0)™

S =(Sk,...,8,0,0,...,1)7

for S} € Zgand, 1 <i < /land (+1 < j <n. Given asample v = (v1,...,0, Vp41+€p41,...,0n+ey) €
{8+ N7} for £+ 1 < j <mn, the following expressed by equation 5.4 can be met.
l

(V,S)) = Z VL'S; —Vi+e; =0 (mod q) (5.4)
i=1

where, Zle ViS; —V; = 0, hence, V; = Zle V;SJZ Thus, a query to the sample oracle of
LWE problem with multiple secrets {.S;}1<i<n—¢ can be answered with (a, b1,...,b,—y) € Zf;“, where
a=WV,...,Vp) and b; = Vpy; for 1 < i < n —{. Tt is to mention that LWE secret S; is the vector
Si= (S} Spyy) for 1 <i<n—¢.

If 0(;,—aqyxaq denotes a zero matrix of dimension (n — d) x d and M1 be a matrix of dimension
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d x (n —d), such that the elements of M1 are sampled randomly from Z,, then the matrix M € Z;*"

is formulated as given below.

| ] ‘ M1
M =

(5.5)
O(n—d)xda ‘ L—a

If M~! denotes inverse matrix of M, then M~! can be represented in the following manner

mentioned below.

-M1

1,

M= (5.6)

O(n—dyxd ‘ Ln—a

HSM

For the overall scheme, ideal Z, matrix s , matrix M1 and set of point A together form the

secret key, whereas, d,[l and p are the public parameters of the key.
5.2.2 Encryption

Algorithm 11 describes the steps of proposed encryption scheme. It inputs a message vector m
and secret key sk, and converts it into a ciphertext matrix C. For the encryption of a message bit
m € {0,1}, a polynomial f of degree < r is sampled uniformly from Z. This polynomial is evaluated
at a point in 4 to obtain f(A). Matrix F is formulated using random polynomials f at all the point in
A. Noise vector e is of the order I, where all the non-zero elements of e are constituted using uniform
samples taken from discrete Gaussian distribution y with zero mean and standard deviation o = ap,
for some real o > 0. For each message bit m, a ciphertext vector ¢ € Fé is calculated employing

equation 5.7. Its computational complexity is depicted in section 5.3.

c={(m+ f(A) +e) M} mod p (5.7)

5.2.3 Decryption

Algorithm 10 describes the scheme of recovering message vector m from ciphertext matrix C
employing equation 5.8 given below. It also takes secret key sk as an input and generates m. Com-

putational complexity of this method is described in section 5.3.

m = L%J(((sHSM,@) mod p)1 mod 2 (5.8)
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Algorithm 12: Encrypt(m,sk)

N

N O >

10
11

Input: Message vector m,
Secret key (Matrix M1 and F)
Output: ciphertext C = {c’ € IFfU |1<i<lid}
begin
Sample polynomial f il Z, with degree(f) <r
Evaluate f on A : f(A) = {f(a1), ..., f(a)}*
Form vector m(i) = ((0,m’) . [5])7, with order(0) = d and order(m’) =1 —d
Noise e=(0, €’), with order(0) = d, order(e’) =1 — d, and Ve; €e’, e(7) & Xa
Ciphertext C(i,:) = c'={( m* + f(A) + e) M} mod p
repeat for 1 <:¢<I[l—d
end

Algorithm 13: Decrypt(C,sk)

1
2
3
4
5
6
7
8

9
10

Input: Ciphertext C = cilgigl _d

Secret key sf75M

Output: Plaintext m={ m; | m; € {0,1}, 1 <i<[l—d }
begin

Calculate M~! ¢!

Calculate inner product: » = { s?5M M~! ¢t )
Apply modular reduction: z = (x mod p)
Message m’ = L L:fTJ ] mod 2

repeat for 1 <: <[l —d
end

M

5.2.4 Recryption

only on the schemes exhibiting homomorphism. The validation of homomorphic properties to exhibit
recryption in the proposed PHE is given here. In the proposed PHE, arithmetic operations, such as
addition, can be applied directly on the ciphertext, which translates further to the addition of under-
lying encrypted message bits. This helps in preserving security of message plaintext in homomorphic
encryption scheme. It can be proved that the proposed algorithm is homomorphic with respect to the

arithmetic operations and it is given below. For ciphertexts ci=({( m1 + fi( A) + e1) M} mod p)

As we know, arithmetic operations on encrypted data is known as recryption and it is applicable

and co=({(m2 + f2( A) + e2) M} mod p), cqqq is expressed in equation5.9.
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Cadd = C1 + C2
= {(m1 + f1(A) + e1)M} mod p + {(m1 + f2(A) + €)M} mod p (5.9)
= ((m1+ma2) + (f1(A) + f2(A)) + (e1 + e2))M mod p

Here, (f1(A)+ f2(A)) € Sz, and the secret vector sT5M € SILST, thus, (s75M (f1(A) + f2(A))) =

0 (mod p). If e1(5) and ez(j) represent j* entries of noise vectors e; and eg, respectively, for d + 1 <

j < n, then decryption of c,4q can be expressed by equation 5.10.

(™M, M~ Cqaa) = (m1 + m2).| 5] + (e1(j) + ea(j)) (mod p)

(5.10)
= (m; ® mg).L

J = 3l0m +m) — (my & ma)] + (ea(s) + e2(7)) (mod p)

If €qq = —3(my + my) — (my & my) + (e1(j) + ex2(j))mod p, then Decrypt(cqga, sk) recovers the
message sum bit, if additive noise is bounded, i.e. e,qq < 1 + 2B, where B < |p/2]/2.

It is to mention that Sage-Math [234] is employed for the verification and analysis of the proposed
scheme. Its block level overview is shown in Fig. 5.1. A prime number p, degree of polynomial ideal
Z r, number of polynomial variables [ and number of input message bits n are given as input to the
encryption block. The proposed design is tested for a set of input parameters, for example p=131, [=4,
r=2, n=10 and message bits={1,0,1,0,1}. Details of the hardware implementation of the proposed

encryption, decryption and recryption schemes are given in the subsequent sections.

r > Key gHsM
| —» Generation [ L » -
—>> Decrypton —+» Plaintexts
f(A) Matrix M1
' .
: . Homomorphic | | Homomorohi
H C h g H p Ic
MeSiStigei Encryption |Ciphertexts| | = A dition ——> Addition
Unit Unit . Ciphertext
Noise (e)

Figure 5.1: Proposed Software Flow of the PHE Scheme
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5.3 Hardware Implementation of first PHE Scheme

The proposed design is implemented in Register-Transfer Level (RTL) using System Verilog HDL
and Xilinx Vivado is employed for the logic synthesis. All the major functional blocks of the proposed

PHE are presented below.
5.3.1 Encryption Unit

The encryption module is designed using a finite state machine (FSM), in which input message
bits are processed bitwise. It can be seen from equation 5.11 that M is generated using M1, I,,, and
0,,. Storing the entire M matrix requires BRAM of depth n x n. However, the structure of M can be
used to optimize input memory requirements. The main information in M lies in the sub-matrix M1.
Thus, the storage is optimized by storing only M1 as an input. It requires only d x (n — d) BRAM
depth, which reduces memory footprint by n(n — d) + d2. Further, the matrix-vector multiplication is
optimized by exploiting the sparsity of M. For each input message bit, using the rows of secret key
matrix F, f(A) is generated as stated in the previous section and then added with noise vector e.
Later, this vector is multiplied with M to generate the final ciphertext. Note that while performing
these operations, the dimension of ciphertext becomes more (> n) than the individual dimensions of
matrices F, M and E. Here, E is the noise matrix. Therefore, a modular operation is performed
using Algorithm 2 to bind the output in the range. Here z, p, and 7,04, are the input, modularity,
and output. The modular operation ensures that the elements of ciphertext are within |-£] to | 5],
which leads to the generation of an n-dimensional cipher vector by the encryption unit.

I ‘Ml
M =

(5.11)
O(n—d)xd ‘ | F—

The main arithmetic computation in encryption is depicted by step 6 in Algorithm 11. Its
hardware implementation is performed in three stages, which are vector-vector addition (tempye. =
m; + F[i;0] 4+ e), vector-matrix multiplication (tempeipher = tempyec X M), and modular operation
(C[i;0] = tempeipher mod p). Figure 5.2 presents an overall architecture of the encryption module,
which contains basic arithmetic units, a matrix multiplier, and a modular function unit. Note that
the term in square brackets can either be an individual element, an entire column, or a row of a

particular matrix implemented on the hardware. Parentheses are used during algorithmic descriptions
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Algorithm 14: Modular Operation

1 Input: z, p
2 Output: T4,
1: procedure BEGIN
-
3 while (Ziemp > p) do (Tiemp = Tiemp — D)
4 if (z <0) then (Ttemp =D — Ztemp)
5: if (Ziemp > |5]) then (iemp = Tiemp — P)
6: return Ty,od, = Ttemp
7 END
8: end procedure

s I
Lg B A— B/ temp,. [0] "
! : .
) 1 m E . .
Les siief |, i \_2J Bl L~ temp,[d-1]— .
Tl | tenip, .| Matrix
' 11 e qe
Sy 7K \ 6/': > temp, . [d] Multiplier|
.':@::-;: I I I temp,.[n-1] - tempciphe‘\f:\\
LUT
N 14! = Modular
| =
'.1}/.[.];: 4 A:Fli:0l.. Fli:d1l Function
Control Unit (Master) B : FF 2 d]] . F%l E '1}
b N ... (1§ n- S
l---. ---- ]
IR 1Cli; 0l

Figure 5.2: Overall Encryption Architecture of the First Scheme

and mathematical formulations, whereas square brackets are employed while describing hardware

implementations.
Vector-Vector Addition

For optimizing memory storage, only nonzero elements of vector m; and e are stored in BRAM,
which reduces input BRAM depth by n—1+d. From Figure 5.3, the following relation can be derived
by observing the structure of vectors m(i), F[i;], and e.

Fli; k]; 0<k<d
te vec —
emp mingj—kF[i;k]—i—e’[k—d]; d<k<(n—1-d)
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fremeneldl |

0
0

\L AL

tenlp.vec [d-l] — F[i:d'l]
ten’lpvec [d] T my L%J —I_ F [i;d] \ —I_ e/

\temp:vec[n-ll/ \mEL%J) i \F[i;ia-l]) JW \e'[n.-l-d]) "

Figure 5.3: Vector Addition Operation

As we know, m; is a single bit, and m; x ng is a basic MUX operation; vector addition is

implemented using carry look-ahead adders available with DSP Slices in an FPGA.
Vector Matrix Multiplier Module

Here, the following equation represents vector-matrix multiplication. From matrix M, it can be
deduced, tempeipher(k] = tempyec ¥ [Lal; k] | Ogn—q)xal; k]] for 0 < k < d. Here | is a concatenation
operator. This computation is optimized by introducing an identity matrix; therefore, no actual
multiplication is required to compute tempeipher[k]. Thus, tempeipher k] = tempyec|k] for 0 < k < d

saves (n x d) multiplication and (n — 1) x d addition operations.

Iy ‘ M1 45 (n—a)

[tempyec|0] . . . tempyec[n — 1]] X

1xn

0(n—d)xd ‘ In—a

nxn

Subsequently, to compute tempeipher[k] = tempyec X [M1(axm-ay[; k] | I(n —d)[; k]] for d < k < n,
the MAC DSP unit of FPGA is employed. The architecture of this multiplier is depicted in Figure
5.4. Vector-matrix multiplication is implemented by choosing corresponding elements of tempye. and

I(n—d) .
Modular Operation

Here, the modular operation is described using modular function flow and its bitwise architecture
to provide complete details of the architecture. Note that a generic modular block is realized instead
of Montgomery or Barret reduction [235,236].

Modular Function Flow: Figure 5.5 depicts the flow diagram of modular function implemen-

tation. Here, x and y are 32-bit input and output, such that y = x mod p. Internal one-bit register

TH-2920_ 146102038

130



5.3 Hardware Implementation of first PHE Scheme

[ I
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temp, .. [0]
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Figure 5.4: Matrix Multiplier Module Architecture
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flag is employed to indicate whether x is a positive or a negative number. This information is used
later to calculate modular operation appropriately.

Modular Function Bitwise Architecture: Figure 5.6 represents the bitwise architecture of
the modular function block. Here, x is a 32-bit input register; flag is a one-bit internal register,
and  mod p is a 32-bit output register. The dotted rectangles are temporary registers used to store
intermediate results, and the blocks marked as LUT are implemented on the FPGA fabric. The 2's
complement unit is utilized to obtain the absolute value of negative input x. For p = 131, 32-bit input
register bit-width is sufficiently large to accommodate all the internal computations to avoid overflow

or underflow. Here, p is chosen based on the analysis provided in [233].

Input Input
(31 : 0] 160
Y rur

com%l efnent 1 ! bl

Output
L0/ med
| ot T—
yfa

LUT
rT—0p >£E>12)

x> p—ﬁ\l 0/ L, 0
_*- LUT L L] LUT
E_g;' ' — 1> [a: — > 1

Figure 5.6: Modular Function Bitwise Architecture

The time complexity of encryption depends on three vector additions, one matrix multiplication,
and one modular operation. The time complexity of addition is O(1) because of the usage of n parallel
adders. The complexity of matrix multiplication is (O(n) + 1) due to n parallel MAC units, whereas
modular operation requires O(logan) steps [174]. Therefore, the overall computational complexity of

the proposed encryption unit is O(1) + (O(n) + 1) + O(logan) = O(n).
5.3.2 Decryption Unit

The decryption unit comprises a control unit, a matrix-vector multiplier, an inner-product calcula-

tor, a modular operation block, and a division and rounding-off module, as shown in Figure 5.7. The

TH-2920_ 146102038

132



5.3 Hardware Implementation of first PHE Scheme

HSM " and a matrix -M1.

input to this decryption block is a ciphertext vector ¢;, a secret key vector s
For matrix-vector multiplication, rather than storing the entire M~!, only -M1 is stored in BRAM,
similar to the encryption block. This reduces memory footprint by n(n — d) + d? and improvises

resource utilization of the first method.

VoS IC M cHsM
HSM
e | S e (DSP)
0<k<n
=== . Y —
V. ' r
\Cipher 11
e | tempm Modular Function
il - Matrix-Vector
s
;_]_\{ 1:——” Multiplication L
. Division and
. .
y P M| | Control Unit Rounding off
==
BRAM : m
. )

Figure 5.7: Overall Decryption Module Architecture

Matrix-Vector Multiplication

cipher|0]
I | Mlg g y :

M~ x cipher =
P O—ayxd | Yn—a)

cipher'[n —1]

It can be seen from the above equation that for computing matrix M~ x cipher for 0 < k < d,
tempm (k] = [Lalk;] | — M 14y (n—q)lk;]] ¥ cipher is performed. It is implemented using a multiply-and-
accumulate (MAC) unit of the FPGA, and its architecture is depicted in Figure 5.8. Matrix-Vector
multiplication with [(,,_4) is performed using corresponding elements of the cipher vector. For d < k <
n, tempm[k] = [0(n—ayxalk;] | In—alk;]] ¥ cipher. Because of an identity matrix, tempy,[k] = cipher k]

for d < k < n saves n x (n — d) multiplications and (n — 1) x (n — d) additions.
Vector-Vector Inner Product

Vector-vector inner product, z = < s5M temp,, >, is implemented using one MAC unit having

HSM

32-bit carry look-ahead adders along with 32-bit multiplication units. The elements of s and
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cipher|k]
\ tempy, [0]
====== | cipher|d|=t+=>
A
-M1[k; O]===
cipher[n -1 Mpm [d_l]
BRAM MAC
-M1[k; n-d-1j— (DSP)
J$ 0<k<d—1 tempn, |d]
(I i ] cipher[d] - - . cipher[n-1] s .)
CoRnE 7 tempyn-1

Figure 5.8: Architecture of Matrix-Vector Multiplication Module

temp,, are provided as input to the MAC unit.
Modular Operation

The hardware implementation of the modular function unit used in the decryption block is similar

to the modular function unit utilized in the encryption block. It is denoted as x = 2’ mod p.
Division and Rounding-off Module

The main function of the division and rounding-off module is implementing step-5 of Algorithm 10.
The three major stages in the realization of division and rounding-off operation are converting x into
a 32-bit single precision floating point number fp,, its floating point division of by L%’j, and finally,
rounding off the division quotient to the nearest integer and taking mod 2 to the output. Detailed
descriptions of these stages are given below.

Convert z into 32-bit single precision floating point number: A bitwise flow diagram of
the conversion of 32-bit integer x to 32-bit single precision floating point number fp, is illustrated in
Figure 5.9. Here, fp,[31] is a sign bit, fp,[30 : 23] is an exponent and fp,[22 : 0] is a mantissa. First,
fpe is initialized to 32'60, and then the sign bit of fp, is set. Variable shift, is used to mark the

location of the first set bit in z[30 : 0], which helps in calculating exponent bits fp,[30 : 23]. Later,
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e = 32/60 Yes _ |z[30: 0] =~ x[30: 0] + 1’d1
shift, =30 fo:[31] =1

'}
shi ft,—-

Y
\

z[shift,] == 1'b17

Yes

fp[30 : 23] = 8 f127 + shift,
shift, — —;index = 22

fpzlindex] = x[shift,]
shift, — —;index — —;

Figure 5.9: Conversion of z into Floating Point
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shift, is used to assign fp,[22 : 0] starting from MSB.

Floating-point division of fp, by 5] is carried out by employing an internal 32-bit single
precision floating point divider of DSP slices available on the FPGA.

Rounding off the division quotient to the nearest integer and taking mod 2: As given
in step-4 of Algorithm 5, the result of the division is stored in 32-bit register yiemp. The following
equation is employed for the floating point to integer conversion.

23

Flopny = (—1)%197 x 2B=127 5 (1 4 Zytemp[23 —1]27)
i—1

The position of decimal point, decPoint in Yiemp, is calculated as given in step-5 of Algorithm 5. If
decPoint is < —1, the absolute value of yiemyp is less than 0.5, which rounds off to 0. If decPoint is
—1, the absolute value of yiemp > 0.5 rounds off to 1. If decPoint is equal to 1, the absolute value
of Ytemp is 1. For decPoint > 0, the rounded-off integer value of yiemy is calculated as given in the
bitwise flow diagram shown in Figure 5.10. Later, mod 2 on y is performed after rounding it off, and

the LSB of output is considered as the final decrypted message bit.

Algorithm 15: : Division & Rounding off
1 Input: Integer x, odd prime p

2 Output: Integer y = [é-‘ mod 2

1: procedure BEGIN

2 | 5] = right shift p by 1-bit
3 convert x, [§] to 32-bit single precision floating point
4 32-bit floating point division: ytemp:%
5: decPoint = Ytemp[30 : 23]-127
6: if (decPoint==0 || decPoint==-1) then y=1;
7 else if (decPoint<-1) then y=0;
8
9

else
: Integral Yiemp int(Yiemp) using {mantissa, decPoint}
10: if (next bit of decPoint==1) then y = int(ysemp) + 1
11: else y = LSB of int(yiemp)
12: return y
13: end

14: end procedure

The modular operation illustrated in equation 5.8 is equivalent to selecting the least significant
bit (LSB). Thus, the LSB of rounded integer produces a decrypted message m. The complexity of
the decryption module depends on three modules: a matrix multiplier, a modular function block,

and a division and rounding-off unit. Their computational complexities are (O(n) + 1), O(logan),
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Yint = 32'd1 . >

index — 22 decPoint > 0
Ytemp

> No Yint = {yznt [30 . 0], 1/b1}
— >
decPoint #
index — —
decPoint — —

_>|y = Yint T 1|

M
Y

Figure 5.10: Rounding-off Division Quotient to Nearest Integer

and O([n]) [237] using n parallel blocks. Therefore, the overall complexity of decryption module is
(O(n) + 1) + O(logan) + O([n])) = O(n).

5.3.3 Recryption Unit

Here, Algorithm 2 presents hardware implementation steps of homomorphic addition for two input
ciphertexts. This addition translates to bitwise-XOR. operation on the input message bits. The homo-
morphic addition block performs arithmetic addition of input ciphertexts generating an intermediate
vector named X,q44. Later, the modular function block executes a “mod p” operation on each element
of X444 vector to obtain the final ciphertext c,qq. The cumulative complexity of homomorphic addition

(with n addition blocks) and modular operation is O(n) 4+ O(logan) =~ O(n).

Algorithm 16: : Homomorphic Addition
1 Input: C= Cilgigl—d

2 Output: c,qg

1: procedure BEGIN

2 xadd:{ZcizlgiS(l—d)}
3 Cadd ‘= Xadd mod p

4: return c,qy
5
6:

end
end procedure
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Table 5.1: Timing, Resource-Utilization and Complexity of the First PHE Scheme

Unit Operation 8;0(31; ](:])ﬂesl)ay Complexity Mbps | Resource Utilization
o@1) + LUT (as logic) 6881
Matrix Multiplier 255 5100 | (O(n) + LUT (as memory) 741
Encryption | Modular Function 78 1560 | 1) + 5.814 Register (as Flip 7058
O(logan) =~ Flops)
Total (5 message bits | 344 6880 | O(n) DSP (DSP48E1) 3
encryption)
Block RAM 13.5
Matrix Multiplier 229 4580 | (O(n) + LUT (as logic) 6118
Modular Function 544 10880 | 1) o LUT (as memory) 822
Decryption | Division & Rounding | 35 700 | O(logen)+ | 2.472 Register (as Flip 7865
off O([n]) =~ Flops)
Floating Point Division | 27 540 | O(n) DSP (DSP48E1) 3
Total (5 ciphertexts de- | 809 16180 Block RAM 12.5
cryption)
Adder Block 110 2200 | O(n) + LUT (as logic) 938
Recryption | Modular Function 31 620 | O(logan) = | 14.084 | Register (as Flip 365
O(n) Flops)
Total (5 ciphertexts) 142 2840

The proposed PHE is emulated with parameters p = 131, [ = 4, r = 2, n = 10, and input message
bits= {1,0,1,0,1} using Xilinx Zynq-7000 FPGA operating at 50 MHz. The detailed timing and
resource utilization of encryption, decryption, and recryption units are shown in Table 5.1. The next

section describes the proposed resource-efficient second PHE scheme.

5.4 Resource-Efficient Second PHE Scheme

In this section, we propose a lightweight variant of homomorphic algorithm based on lattice LWE
based PHE algorithm discussed in [232]. For the description of algorithms, following notations are
depicted. Here, A is a security parameter employed in an algorithm. R, N and Z denote real, natural
and integer numbers, respectively. x ﬁ S states x is sampled from a set S, which is uniformly random.
[F, is a finite field of order ¢, where ¢ is a prime number. Further, F,[z]<; denotes a polynomial set of
x variables, whose degree is < d, such that d € N. Here {A, B, ...} denote tensor matrices. The ith
column and j** row of A are illustrated by A(:,i) and A(j,:), respectively. A function f(z): N — R

is negligible, iff Vw € N, 3 an integer n,,, such that |f(x)| < z% YV > ny,.
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5.4.1 Algorithm Formulation

The details of basic building blocks of low power IoT variant of the proposed PHE scheme, viz.

key generation, encryption, decryption and recryption are described below.
5.4.1.1 Key Generation

A set of binary matrices L and R is chosen as cryptographic keys, with dimensions dim(L) = m
and dim(R) = n, where m < n. For enhancing the strength of key sk, elements of the rows of L and
R are chosen from the coefficients of an irreducible polynomial. One row of each of these matrices
is selected randomly from the group of irreducible polynomials of degrees (m — 1) and (n —1). The
coefficients of these polynomials lie in Iy, a finite field of order ¢, where ¢ is a prime number. Further,
L and R together form the secret key sk, which is the same for both encryption and decryption
processes. sk is generated using a key generation algorithm presented in Algorithm 2. x &S states
that = is sampled from a set S, which is uniformly random. Further, F,[z]<4 denotes a polynomial
set of x variables, whose degree is < d, such that d € N and \ is a security parameter [232]. The "

column and j™ row of a tensor matrix A are illustrated by A(:,4) and A(j,:), respectively.

Algorithm 17: : GenKey(\, m,n)
1 Input: A\, m, n

2 Output: sk: (L,R)

1: procedure BEGIN

2 L& GLn(F,), RE GLy(F,)
3 sk : (L, R)

4: return sk
5
6:

END
end procedure

5.4.1.2 Encryption

m

q > secret key sk, and a pseudo-random

As we know, the input to encryption module is m € F
number matrix D, which can be stated using equation 5.12. It generates ciphertext C = {C? €
]F;?X”\l < i <mn} for n € N, which lies in [F,. There may be different ciphers for the different random
numbers for a message vector, which are represented by 7.

D ={X e F*"| > X(:,i) = 0 mod ¢'} (5.12)
=1
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Each column of Q is set as (Q'(:, ) + Qi(:, 3) + m), where 3 €¢ [n]. Further, C? can be produced
by equation 5.13.

C'=L.Q"R+c.N', N eF™" (5.13)

As mentioned, random numbers are generated using BluXor PRNG [238]. After that, n ciphers

are generated for every message, out of which only one cipher is free from the noise. This represents

a set of output ciphertexts C = {Cigign}v and a secret key is required to decrypt ciphers to extract

messages. Algorithm 2 describes encryption steps to generate ciphertext from plaintext.

Algorithm 18: : Encrypt (m, sk, D)

1 Input: (m, sk, D)

2 Output: C:{CiEIF"an", 1<i<n}
procedure BEGIN

1:

2 sample Q' il D,

3 set Q?(:,B) — Qi(:,ﬁ) +m for j3 & [n]
4: set C*'=L-0Q"-R

5 return C = {Cigign}

6 END

7: end procedure

5.4.1.3 Decryption

The decryption module takes C and sk having L and R as inputs and generates corresponding
plaintext m as an output. Since the proposed PHE scheme is a symmetric algorithm, an identical
secret key is employed for the encryption and decryption. The decryption operation can be depicted
using equation 5.14, where m = m;, such that m; € F}'. The steps for generating plaintext from

ciphertext are described in Algorithm 2.
m; =Y (L7L.CV.R™Y)(:, 4) (5.14)

Validation of Correctness of Decryption

We are aware, the decryption module should have a non-negligible probability to produce plaintext
from the ciphertext. In the case of our proposed PHE algorithm, the decryption module is valid if the

probability of ciphertext C to plaintext m is [232]. Let us consider A is an event of

1
(n—1).qm=U+1
the decryption of C to m, which lies inside Fy", whereas B is an event where the decrypted outcome

falls in the noisy domain. Thus, the outcome of B is C* = L.Q*.R + N = (L.Qi + Ni)R, where N?
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Algorithm 19: : Decrypt(C,sk)
1 Input: C = {C%Sign}v secret key sk

2 Output: message m
1: procedure BEGIN
set m; = > (L'C'R™N(:, )

j=1
set m = m;
2: return m
3: END

4: end procedure

and N* have one-to-one correspondence and Ni e IE‘Z}X". Therefore, the required probability can be
estimated using equation 5.15.

A|B).P(B)

PB4y = 2 e (5.15)

Here, P(A|B) in equation 5.15 states the probability of getting C to m after decryption in the
noiseless domain lying in F¢*. If there exists at least one noise-free encryption of m from C, P(A|B) =1
and P(B) = % Further, P(A) can be determined employing equation 5.16. P(A|B) is the probability
of decryption from the noisy elements, Fy*. Here, P(A|B) = 4™ — ¢m(=D)  which can be derived

q

using equation 5.16.

P(A) = P(A|B).P(B) + P(A|B).P(B) (5.16)

The probabilities of P(A) and P(B|A) can be determined using equations 5.15 and 5.16, and are

elaborated in equations 5.17 and 5.18. This proves the correctness of the decryption algorithm.

P(A4) = qm“”(”;l) - 717 (5.17)

1

P(BJA) =
B = G =g

(5.18)

5.4.1.4 Recryption Process and Validation of its Correctness

Since homomorphic addition can be applied directly on ciphertexts, it translates to the addition
of underlying encrypted message bits without compromising the security of homomorphic encryp-

tion. The algorithm for recryption of the proposed PHE is illustrated in Algorithm 2 along with its
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correctness below.

Algorithm 20: : Recryption

1 Input: Cq = {Ci(lgz’gn)}’ Coy = {C;agign)}
2 Output: C,yq
1: procedure BEGIN

set T & P([n))

2:

3 set Cuqq := {C{+C§(”:1§z’§n}
4: return C,yq

5: END

6: end procedure

Consider k ciphertexts, C’fo(i), ;l(i), 4 C’;rk_l(i), such that Add(Cy, Cs, ..., Cy) = (C’fo(i)
+ C’g 1) + ...+ C’;rk*l(i)), where decryption of the addition function yields a result in Fy'. From

equation 5.18, it can be observed that the probability of single ciphertext decryption is m.

Therefore, the overall decryption probability of all the elements of Add(Ci, Cs, ..., Ci), which

belong to the noiseless domain, is Let event A denote the decryption of (C] 0® +

1
(P —1)gm=D+41°
C;rl(i) + ...+ Cgk_l(z)), which belong to Fi'. Let event B denote at least one of C;jfl(l) to be from
the noisy domain, where j € [k] and B C A. This leads to P(B|A) to be expressed as equation 5.19,

where P(B) = L for each noiseless C;j, 1 < j < k, and P(A|B) = 1 and P(A|B) = %, if the sum
7 J q

of (k — 1) randomly chosen elements lies in F7*. Thus, P(A) can be determined using equation 5.20.

Finally, P(B|A) illustrated in equation 5.21 can be estimated using equations 5.19 and 5.20. This

validates recryption for a general case.

P(BJ|A) = =" (5.19)

5.20
_ (1_i) m(l—l)_|_i ( )
n¥ n*
_ 1

S @ HC + 3R = my +my (mod g) (5.22)

=1

1 1

P(Coaq) = (1 — —)g™" D + = (5.23)

n n
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In Algorithm 2, the recryption operation over two encrypted elements is presented (k = 2), where
Cuada = C1 +Cy = Czi + Cg(i), 1 <4 < 5. Since Cﬁ and Cg(i) lie in the noiseless domain Fg', the
overall recryption operation for two encrypted messages can be depicted by equation 5.22. Further,
by substituting k¥ = 2 in equation 5.20, P(Cguqq) can be found in the range of Fi® given in equation

5.23. Note that the expected number of decryptions needed to find output in Fy* is P(Caqq)~ ! =

7]2
(n?=1)gm=D 41"

5.4.2 Hardware Implementation

The methodology of the second PHE algorithm and its detailed mathematical analysis are presented
in [232]. Figure 5.11 presents a detailed architectural description of the second scheme. Its encryption
process is the combination of two steps, viz., the formation of ) matrix and the matrix multiplication of
secret key matrices L and R. Similarly, the decryption module is composed of a matrix multiplication
unit of secret key L~!, cipher matrix, and secret key R~!. The basic hardware architecture of the
matrix multiplier in encryption and decryption units is identical, and the only difference between these

units is the inputs, key and cipher matrix representation, which are explained below.

addra_transmit, wena_transmit
r_dataa_transmit
Memory addrb_LQR, wrenb_LQR, wdatab_LQR LQR .
Controll addra, wrena LQR Transmit
ontroller rd_dataa_LQR
LQ_ready LQR_ready
addrb_LQ, wrenb_LQ, wdatab_LQ i I
S ]
= LQR Compute
S - LQ Compute : | | 1'b0 Q p LQR
[«d k=4 S —] : tor
=2 F Store Store
ElE =
i A
B

| II:OEL } ccumulator,
-bit
[c32 TORI
Q_ready | C32_LQR |
32-bit
32-bit
C31.R |

Figure 5.11: Architecture of Second PHE Scheme

As parameters, the encryption module requires a secret key sk comprised of two matrices, L and R.
Subsequently, PRNG is employed to populate elements of a random matrix D. As mentioned earlier,

BluXor is selected as a PRNG [238] due to its lower resource consumption and has been validated with
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NIST benchmarks. It generates 64-bit random strings and can simultaneously populate 64 matrix
elements of D in a single clock cycle reducing computation time. After that, an intermediate matrix
Q is formulated depending on the input plaintext bits, such that column-wise addition of the elements
of Q results in a zero vector. Subsequently, a binary message vector m is added with a randomly
chosen column of Q. All the other elements of Q are chosen from D. Finally, L is multiplied with
Q! followed by R to obtain a ciphertext C?, which is i message vector sequence. In this manner,
m-bit plaintext generates an m x n ciphertext. BluXor takes eight clock cycles to generate random
numbers. Further, @ matrix generation and L x @ x R multiplication consume 16 and 48 clock cycles
to produce ciphertexts.

It can be observed in Figure 5.11 that the shaded blocks are the matrix multiplication units
implemented using LUTs and flip-flops. As mentioned above, encryption is the matrix multiplication
of three matrices, L, @, and R. Here, L and R are of specific formats shown in Figure 5.12, and @ is
a 16 x 32 dense matrix. @ is stored in 2 KB BRAM (mem_compute) with 32-bit word size (16 x 32).
The size of every element stored in it is 32-bit. As illustrated in Figure 5.12, two sets of secret keys,
key™ and key® of 16-bit and 32-bit, are employed to generate L (16 x 16) and R (32 x 32), respectively.
Note that key” and key® are stored in a 16-bit register (RY) and a 32-bit register (C4).

As shown in Figure 5.11, there are two multiplication units. The first multiplier performs L@,
which produces P, and later the second multiplier evaluates PR to generate ciphertext C' = LQR.
The first row of L(Q) is evaluated by accumulating nonzero elements of the first row of L and the rows of
Q@ by employing a 32-bit hardware adder until all the rows of ) are utilized in this process. The output
of this adder is temporarily stored in a 32-bit register (ng2 ), and the final output of the iteration is
stored in R{DG during the computation of L@). It can be observed that P is comprised of 16 numbers
of 32-bit words denoted by RY, ... ,Rﬁj. Here, RlLﬁQ acts as a shared memory during the encryption
operation. key’® stored in C?g is multiplied with P and its result is saved in RlQG. As stated in Figure
5.12, 21321 P,-RZR is computed by summing the columns of P corresponding to the nonzero elements of
R. The result of this multiplication is saved in a 32-bit register C?,LQQR temporarily. It is stored later
in the memory location allocated for C}g. After the encryption operation, each column of ciphertext
is transmitted in the burst mode. Further, while writing into the memory of ARM SoC using FPGA
interface, first R% is transmitted, followed by RM R ..., R% . This memory interfacing technique

ensures seamless transfer of encrypted messages from FPGA to ARM SoC for onward transmission.
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Figure 5.12: Matrix Representation and Encryption Steps

All the encryption steps mentioned above are presented in Figure 5.12.

The decryption module takes a ciphertext matrix C with pre-calculated L=! and R~! as inputs.

As stated earlier, L=! is multiplied with C and R™' to evaluate plaintext m. Here, dimensions of

L71, C, and R~! are m x m, m x n, and n x n, respectively. This results in an intermediate matrix of

dimension m x n. Further, the final m-bit plaintext is extracted after the column-wise addition of all

the elements of this intermediate matrix. Note that the decryption steps are identical to encryption

operations, where input L, R, and @ are replaced by L=!, R™!, and C. All the matrix operations

required for the decryption are presented in Figure 5.13 for completeness.

5.4.3 Complexity Analysis

The complexity of the proposed encryption scheme depends on BluXor PRNG, generation of Q,

and the multiplication of L x @ x R. The computational complexities of the steps mentioned above are
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Figure 5.13: Matrix representation of L=! and R~}

(O(2n — 1) 4+ O(logan) + O(2)), O(1), and O(2n + 2), respectively. Therefore, the overall complexity
of encryption operation is (O(2n — 1) + O(logan) + O(2)) + O(1) + O(2n + 2) =~ O(n). The proposed
decryption method comprises two matrix multiplication units, each having computational complexity
O(n + 1). Thus, the overall complexity of the decryption operation is O(2n + 2) &~ O(n).

(

Later, the recryption of two ciphertexts is achieved by adding C? and C;r ) A random permutation

operation is performed on C;r (i), which takes six clock cycles to complete. After that, an addition is

performed using C% and CJ (i), which consumes five clock cycles only. Since the recryption module
has one matrix addition block having computation complexity O(1); therefore, the overall complexity
of the recryption operation is O(1). Thus, the computational complexity of the proposed lightweight
PHE is O(n). It is validated using Xilinx Zyng-7000 FPGA operating at 50 MHz, and timing and
resource utilization of its encryption, decryption, and recryption units are presented in Table 5.2. The

following section presents details of the integration of PHESs realized on the FPGA with an ARM-SoC.

5.5 Integration of FPGA accelerator & ARM-SoC

In the previous sections, algorithmic description and hardware implementation of the proposed

PHE scheme is elaborated. The FPGA-based hardware implementation can be referred as hardware
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Table 5.2: Timing, Resource Utilization and Complexity of the Lightweight High-speed Second PHE Scheme

Unit Operation Clock | Delay | Complexity Resource Utilization
Cycles | (ns) (Mbps)
(O@2n-1)+ LUT (as logic) 5022
Random Number Gen- | 8 160 O(logan) + LUT (as memory) 467
Encryption | eration 0(2)) + | 177.778
Formation of Q 16 320 0o(1) + Register (as Flip 5281
O(2n+2) ~ Flops)
Matrix Multiplier 48 960 O(n) DSP (DSP48E1) 3
Total (for 32 byte mes- | 72 1440 Block RAM 5
sage)
LUT (as logic) 4123
O(2n+2) ~ LUT (as memory) 498
Decryption | Matrix Multiplier 48 960 266.667 | Register (as Flip 5514
O(n)
Flops)
Total (for 32 byte ci- | 48 960 DSP (DSP48E1) 0
phertext)
Block RAM 7
Create Permutation Set | 6 120 LUT (as logic) 375
Recryption | Adder Block 5 100 O(1) 1163.636 Register (as Flip 190
Flops)
Total (for 2 cipher- | 11 220 Block RAM 2
texts)

accelerator, if we employ it in any embedded system to enhance security. In this section, detailed
description of the integration methodology of the proposed accelerator with an ARM based SoC is
presented. As shown in Figure 5.14, the overall design can be broadly segmented into three parts,
which are FPGA accelerator IP core using programmable logic (PL), interconnecting network between
programmable system (PS) and PL IP core, and semi-custom embedded Linux. This embedded
operating system (OS) handles user interface as well as cross device communication over universal
serial bus (USB) or Ethernet protocol. It is to mention that the proposed design utilizes Ethernet
protocols for communication and is an appropriate example of a software-hardware co-design. Details

of the hardware accelerator and software interfaces are depicted below.
5.5.1 Hardware Accelerator

PL and PS shown in Figure 5.14 are realized using Verilog HDL on FPGA. The software of
the proposed design is developed in embedded C. It is to mention that encryption, decryption and
recryption units are implemented in PL. In the previous sections, formulation and implementation
of these units along with their detailed hardware resource utilization and timing are summarized in

Table 5.1 and 5.2, respectively. Further, a custom communication control logic is developed to establish
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Figure 5.14: Overall Design of the Proposed Hardware Accelerator using ARM-SoC

duplex communication channel between FPGA accelerator and embedded OS, which is described below

in detail.
5.5.1.1 Custom Communication Control Module

A communication control module is designed to interface PL with PS using default AXI inter-
connect bus. Its internal signals are shown in Figure 5.15 for completeness. Since the proposed PHE
schemes are realized using FPGA along with Zynq ARM SoC acting as a base processing system, AXI
bus is essential to communicate with other SoC modules, such as clock generator, interrupt controller
etc. ARM SoC enabled Zynq processing system is the master device, which initiates all the transac-
tions via connected slave devices to perform a task. The proposed communication module connect
hardware accelerator with Zyng-ARM SoC via AXI interconnect to have greater control over data
transmissions.

The proposed interconnect IP shown in Figure 5.15 has two slave 1Ps, Custom Slave IP 1 and 2,
which consists of custom input output channels and AXI signals. The custom channels are responsible
for the transfer of data from PS to PL accelerator IP core, whereas, AXI bus provides its default con-
nectivity. There are two 32-bit input channels, i.e. slv_regl PL wdata [31:0] and slv_reg3_PL_wdata
[31:0], and two 32-bit output channels. i.e. slv_reg0_PL_wdata [31:0] and slv_reg2_PL_wdata [31:0]

in the first slave IP along with AXI bus. The input channels carry sk, L and R from PS to PL, and
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output channels provide operation completion status with vital information for hardware debugging.

AXI| Lite/Stream > slv_reg0 _PL rdata [31:0]
Bus Interconnect —slv_reg2_PL _rdata [31:0]
; Custom |«—slv_regl PL wdata [31:0]<——
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Figure 5.15: Internal Custom Communication Control Module

The second slave IP is composed of four input channels, i.e. mem_PL_wren, mem_PL_rden,
mem_PL_addr [4:0] and mem_PL_wdata [31:0], and two channels dedicated to output signals, i.e.
w-mem_PL_rdata [31:0] and w_wr_clash. Here, mem_PL_wren and mem_PL_rden indicate write
or read status of dual port BRAMs. It is to mention that during encryption and decryption oper-
ations, the status of these signals should be 01 — 10 and 10 — 01, respectively. A 5-bit address
pointer, mem_PL_addr [4:0], provides physical address of the input given to an encryption unit or
the output produced by a decryption unit. It is to mention, for implementing logic on Zynq FPGA,
four memory locations of one byte each are required to represent 32-bit data. Therefore, for encryp-
tion and decryption operations, we need minimum eight addresses to store intermediate data. Here,
mem_PL_addr [4:0] can accommodate 32 addresses, but only eight addresses are used in the proposed
design implementation. It is to be noted that the proposed design is based on memory mapped 1/0O.
This allows each I1/O to connect with Zynq processing system through a unique address, which makes
our proposed implementation a scalable one. As we know, Zynq processing system allocates 64K
addresses to be utilized, thus, for performance driven applications multiple accelerator IP cores can be

employed in parallel easily using memory mapped design methodology. It is to mention that we show-
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case sequential implementations of the proposed PHE schemes to validate their correctness, however,
as mentioned above, these schemes can be parallelized for higher throughput with ease. The 32-bit
input mem_PL_wdata [31:0] is the input message data to be encrypted or recrypted or decrypted.
Similarly, w_mem_PL_rdata [31:0] is a 32-bit output after encryption or recryption or decryption op-
erations. An output flag for error signal w_wr_clash is set, if there is any ambiguity while storing or
reading data from/into mem_PL_wdata or w_mem_PL _rdata, respectively. If there is no clash, then
w_wr_clash is set to “0”. This flag is helpful during debugging operations.

All these 10 channels mentioned in Figure 5.15 are connected to control block of the hardware
accelerator. Based on these signals, the seamless duplex data transfer between PS to PL can be

ensured.
5.5.1.2 Virtual to Physical Memory Mapping

As mentioned earlier, the proposed architecture is based on memory mapped I/O, therefore the
translation of virtual address from OS to physical address of an FPGA and storing in BRAM /register
become its integral part. From the Figure 5.14, it can be observed that the conversion of address
happens twice. The first conversion is performed between OS and SoC interface, whereas in the
second conversion SoC internal variables are mapped to actual memory elements, which is accessed by
our proposed hardware accelerator. Figure 5.16 depicts first conversion of embedded Linux generated
virtual addresses to SoC compatible memory addresses. In order to store input or output data in a
dynamic variable, Linux kernel generates virtual addresses, which later translate to physical addresses
with help of memory page tables. These page tables are generated by translation lookaside buffers
(TLBs), which are the part of memory-management unit (MMU) of Zynqg ARM SoC. It is to mention
that TLB is a temporary memory, which is used to reduce access time of user defined arbitrary memory
locations. Using TLB and memory page table, a corresponding physical address is generated within

the address range defined for each corresponding IP connected as a memory mapped device.
5.5.2 Software Integration

A complete system integration is achieved having semi-custom embedded Linux OS ported on the
ARM host along with PL providing desired hardware acceleration. The essential components of OS

and software-hardware debugging module are discussed in the following sections.
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Figure 5.16: Virtual Address to Physical Address Conversion

5.5.2.1 Booting Process

In order to boot Linux on Zyng-ARM SoC, the following files need to be generated and stored in
ROM, which are mentioned in Figure 5.17. It is to mention that Yocto project, an open-source Linux
operating system [239] is utilized to repackage the semi-custom embedded Linux. The OS is stored
in the ROM available on the FPGA board and, and Linux gets booted using this OS. In order to

complete the boot process, bootloader is required, which is elaborated below.

FSBL (*.elf)

Acitivate all req registers
Compulsory for load an OS

: - Configure IP core for
m(*
Bitstrea ( 'blt) hardware accelerator

User level application for
%
User (*.elf) data encryption decryption

e e e ———————————————————_——————

i BOOTINI

Devicetree(*.dtb) | [Ramdisk (*.image.gz)

Boot Image (zlmage)
Boot Media Content (SD-card)

Figure 5.17: Description of Bootloader for software-hardware environment

Bootloaders: Bootloaders are the primary elements of boot media, which set up necessary en-

vironment to execute Linux kernel on device. First stage bootloader (FSBL) loads all the internal
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registers and components, such as, AXI bus controllers, clocking wizard, MMU, interrupt controller,
and other high speed registers etc. in PS of an FPGA. It is to mention that the custom FSBL in
executable and linkable format (ELF) is generated by Vivado Software Development Kit (SDK) [191].
This FSBL contains Board Support Packages (BSP) provided by Xilinx. Thereafter, BOOT.INI can
be complied using FSBL and other executable files, and is stored on the ROM before booting an
OS. Bitstream generated using an FGPA for a particular hardware IP is also the part of BOOT.INI.
Further, a second stage bootloader (SSBL) is included in BOOT.INI, which contains ARM compatible
executable programs for establishing communication between user and FPGA based hardware accel-
erator. This also enables user to perform encryption, decryption or recryption. It is to be noted that
assimilation of FSBL, bitstream and SSBL into BOOT. INI facilitates seamless integration of hardware
and software on the FPGA board. In order to achieve this goal, BOOT.INI is loaded into DDR RAM
of PS through Xilinx Microprocessor Debugger (XMD) provided by Vivado. Thereafter, it is executed
to load Linux kernel on PS followed by device tree mapping and to build the file system as shown in
Figure 5.17.

Device Tree and File system : Device tree blob file provides information about the physical
hardware addresses and components to embedded Linux OS. The RAM disk image file is loaded into
DDR memory and creates a temporary disk drive in the RAM available on the FPGA board to mount
the root directory.

Connetivity and User Application: After successful boot, Zynq PS interfaces, such as Eth-
ernet, USB etc. are established for high speed data connectivity among multiple devices. ARM
compatible executable files can be executed using Linux terminal on Zynq SoC for user-defined appli-
cations after cross-compiled employing ARM-GCC.

Figure 5.18 showcases step-wise booting process of the custom Yocto based Linux OS on Zyng-
ARM SoC. There are two modes for booting OS from ROM, which are power-on-reset mode (POR)
and Non-POR mode. POR mode is applicable for either the first time boot on a new device or
when the hard reset is required. Non-POR mode boots OS with previously configured registers. In
non-POR mode, the debug control and MMU can be modified while booting the OS. After setting
initial conditions in the first step, Linux OS image file, bootloaders and other files are transfered from
ROM to DDR in the second step. This step ensures that basic kernel is operational, and ramdisk and

device tree point to appropriate physical addresses allocated for SoC components. Thereafter, in the
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Figure 5.18: Operating System Booting Process on PS-PL

third step, FSBL and bitstream are executed to prepare the device to run user applications, such as,

encryption or decryption or recryption on PL.
5.5.2.2 Debugging Process

We know that debugging is imperative while designing any complex system. Figure 5.19 exhibits
the architecture of hardware and software debugging units employed in our proposed design. It is to be
noted that debugging unit is required during designing and verification only. It can be observed from
Figure 5.19 that there are three access points to debug an overall SoC, which are OS level debugging
using UART2 connected at serial terminal, PS and PL debugging through UART1 using Xilinx
Microprocessor Debugger (XMD) and register level debugging via JTAGI channel. These interfaces

allows us to easily rectify design and timing issues, and to check step by step execution of the overall

TH-2920_ 146102038

153



5. Lattice Based Cryptosystem

PS PL

ARM Debug : Xilinx PL Debug :
Instruction level Hardware instruction
CPU debug ILA/soft debugger
PS AXI master PL AXI slave

{ E Output
MIO

ﬁ + »Dedicated
Input MIO jTAGl

Output MIO
FPGA Debug for

A Accelerator Core H/W config.
Input MIO

0]

Input Ml

b

Configurable »r---...---:Output MIO - Configurable
i Design s
UART2 H core UART1

v

>Debug for core process
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schemes on hardware as well as software.
This concludes detailed overall description of the integration of hardware accelerator with Zyng-

ARM SoC and, in the next section, comparison of the proposed PHE algorithms with other contem-

porary methods are presented.
5.6 Results

The proposed PHE variants are implemented on ZedBoard Zyng-XC7Z020 and Virtex-VC707
FPGA boards. ARM-SoC integration with FPGA is performed on ZedBoard to prove correctness of
the proposed schemes. Table 5.3 presents comparative analysis of other contemporary PHE hardware

accelerator implementations. From Table 5.3, it is observed that the proposed RLWE PHE variant
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Comparison With Existing Hardware Accelerator Implementations

Table 5.3
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consumes {7622, 7821} LUTs, {7058, 7159} registers, {3,3} DSP blocks and {13.5,14} BRAM for the
realization of encryption scheme on ZedBoard and Virtex-7 FPGAs, respectively. Decryption and
recryption block of the first variant consumes {6940, 7111} and {938,980} LUTSs, {7865,8085} and
{365,396} registers, {3,3} and {0,0} DSP blocks, {12.5,15} and {0,0} BRAM on ZedBoard and
Virtex-7 FPGA board, respectively. The throughput of encryption, decryption and recryption in
the first PHE variant are {5.814, 2.472 and 14.084} Mbps and {24.242, 9.132 and 55.556} Mbps on
ZedBoard and Virtex-7 FPGAs, respectively.

Similarly, the proposed lightweight LWE PHE variant consumes {5489, 5519} LUTs, {5281, 5298}
registers, {3,3} DSP blocks and {5,6} BRAMs for the encryption scheme on ZedBoard and Virtex-7
FPGA, respectively. The decryption and recryption schemes of this variant consume {4621,4762} and
{375,379} LUTs, {5514,5510} and {190, 192} registers, {7,8} and {2,3} BRAMSs on ZedBoard and
Virtex-7 FPGA, respectively. The throughput of encryption, decryption and recryption schemes in
the proposed lightweight LWE PHE variant are {177.778, 266.667 and 1163.636} Mbps and {731.429,
1137.778 and 4654.545} Mbps on ZedBoard and Virtex-7 FPGA, respectively. It can be observed that
the proposed lightweight LWE PHE variant is 43% more area efficient on Virtex-7 FPGA as compared
to the proposed first variant. This leads to improve average delay of the proposed lightweight LWE
PHE variant by 10.71x than the average delay of proposed first variant.

It is to mention that the proposed PHE schemes are implemented sequentially and their operations
can be parallelized due to their scalable memory mapped architectures. The resource utilization of
our lightweight LWE PHE scheme are 52.71x than BGV RLWE based implementation presented
in [214]. Further, the overall throughput of our proposed lightweight scheme is 1.43x and 1.29x than
the throughputs of non-pipelined and pipelined BGV RLWE scheme, respectively, on Virtex-7 FPGA
board. The overall delay of proposed lightweight LWE PHE scheme is 47.51x and 23.06 x lesser than
the overall delay of non-pipelined and pipelined BGV RLWE scheme, respectively, on Virtex-7 FPGA
board.

It can be observed in Table 5.3 that the proposed PHE schemes are better than the other contem-
porary schemes. Resource consumption of our proposed PHE is lowest among all other contemporary
schemes. ASIC implementation of the basis GF PHE method reported in [215] using TSMC 90 nm
CMOS technology achieves higher clock frequency, but it takes very long time to perform PHE opera-

tions and is slower as compared to our proposed methods. The timing for all the three PHE operations
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in [216] are comparable to our proposed method, but throughput and recourse consumption of our
proposed method are better than [216]. Finally, the work presented in [217] consumes higher hardware
resources and delay. Therefore, it can be summarized that our proposed PHE schemes are resource
optimal, delay efficient and presents better throughput than other state-of-the-art methods. The pro-
posed lightweight PHE scheme exhibits best performance among all the methods and it may be used

to secure edge enabled low power IoT or embedded applications.

5.7 Conclusion

This chapter presented lattice based fully homomorphic encryption schemes based on RLWE
methodology to provide malicious security attacks. These schemes are designed to get integrated
with IoT enabled devices and exhibit low power and resource optimal behavior, when implemented in
a software-hardware co-design environment using a FPGA accelerator and an ARM-SoC. The best im-
plementation of the proposed PHE scheme is found to be 52.71x more resource efficient than another
contemporary method based on BGV RLWE. The cumulative throughput of our proposed scheme is
6523.752 Mbps exhibiting 43% and 29% improvement over non-pipelined and pipelined BGV RLWE
schemes, respectively, on Virtex-7 FPGA board. Similarly, the cumulative delay of our proposed PHE
scheme developed for IoT enabled hardware applications is 0.63us, which is 23x lower than BGV
RLWE based PHE schemes. Since the proposed RLWE PHE methods are immune even to quantum
computer based adversary attacks and have lowest area and delay footprints, these schemes are the
most suitable candidates not only to provide desired security to edge enabled IoT devices but also to

be employed in the wide range of applications.
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Conclusion

Strong and robust cryptosystems are the backbone for retaining privacy, secure transactions and
maintaining overall digital information infrastructure. Due to the leap-frog improvements in the con-
ventional computing capabilities and rise of practical quantum computers, cloud data and network
security protected by classical cryptosystems are facing tremendous challenges against various ad-
versaries. Quantum Shor’s algorithm can solve large prime number factorization, discrete logarithm
problem which causes the reduction in security of the conventional asymmetric key cryptography
schemes, such as, RSA, ECC etc. Similarly, Grover’s quantum search algorithm can break the stan-
dard classical symmetric cryptosystems. Although, by implementing fully quantum cryptosystem,
these security vulnerabilities can be addressed, but complete transformation of classical communi-
cation medium to quantum medium is practically infeasible. Therefore, in this research work, we
proposed post quantum cryptography (PQC) schemes, which are immune against both classical and
quantum computer generated crypto attacks, and realized these PQC algorithms on the hardware
platform.

The research objective was to propose cryptosystems and implement them on a hardware platform
that can resist quantum computer-generated attacks. Therefore, two PQC algorithms belonged two
different classes are developed and realized on hardware. Among these two PQC algorithms, while
designing a lattice-based encryption scheme, we had to develop custom hardware IP for random number
generator and multivariate polynomial modulo multiplication units. Low power, high throughput
PRNGs (BluXor and MPCG) are designed and realized on hardware to implement the lattice-based
cryptography algorithms efficiently. Instead of employing existing ones, custom PRNGs are created
mainly to gain desired throughput resource efficiency and security and acquire new IP cores for PRNGs.
Subsequently, the hardware multivariate polynomial multiplication module is the maiden proposed by
us, which reduces time and resource complexities many folds. Moreover, custom hardware is very
much needed to realize lattice cryptography polynomial modulo operation efficiently.

Based on these two building blocks and a new innovative lattice LWE-based homomorphic al-
gorithm is developed in the research. Two variants of the lattice homomorphic encryption schemes
are derived and realized on hardware whose mathematical foundation and security proofs are well
established in the literature. For this, the main challenge was to develop a custom efficient hardware

accelerator module for lattice LWE PQC, which can be compatible with various software-hardware

TH-2920_ 146102038

160



6.1 Summary of this work

SoC platforms. We demonstrated the software-hardware integration for ARM architecture hosting
Yocto-based Linux embedded OS on ZedBoard. We are working to develop software and hardware
board support packages for other architecture also (RISCV on Polarfire SoC). Finally, outside con-
ventional PQCs, we developed an entirely new cryptosystem based on a chaotic nonlinear map, and
this class of cryptosystems is generally named the Baptista-type encryption decryption technique.
After examining various chaotic map generators, we chose a multi-pendulum dynamic system (a triple
pendulum arrangement is selected) as one of the perfect candidates due to its higher degree of un-
predictability, ergodicity, high sensitivity to initial conditions, and parameters. Unlike most chaotic
systems, the triple pendulum-based chaotic system has multiple chaotic attractors, making this perfect
for key generation and encryption-decryption operations.

Finally, as per the motivation of this research work, we developed two PQCs on the hardware
platform with a few essential building blocks. The following sections present chapter-wise the summary

of the results presented in the thesis and the future directions and scope of our research.

6.1 Summary of this work

Among various PQC schemes, lattice and chaos based encryption algorithms are developed as the
part of current research objective. Two hardware compatible and secure PQCs are proposed in this
work, viz., chaos based PQC and lattice LWE based PHE on both software and hardware platforms.
For realizing these algorithms on the hardware platforms efficiently, two custom PRNGs (BluXor and
MPCG) and a polynomial modulo multiplier are developed. BluXor and MPCG are implemented on
ZedBoard Zynq™—7000 FPGA platform. The quality of the randomness of the proposed PRNGs
are validated using Diehard battery suite and NIST SP 800 — 22 suite. These PRNGs are also
compared with AES, KISS, MT19937, LCG, Modular exponentiation, BBS and Xorshift PRNGs. It
is observed that MPCG can be used in low-power and area-constrained applications, such as light-
weighted security applications for portable stand-alone devices, whereas, BluXor can be utilized in
general purpose cryptographic applications.

A tensor based multivariate polynomial modulo multiplication is proposed as another building
block. The proposed multiplier is embarrassingly parallel and scalable, and has linear and quadratic
time complexities for single variable and multivariate polynomial multiplications, respectively. The

chip area, power and delay estimated of the proposed multiplier are 50113.9um?, 1.485 W and 8.812 ns,
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respectively for 7-degree and 2-variable polynomial expressions. This multiplier is successfully vali-
dated using LWE based lattice multivariate homomorphic encryption scheme to measure its efficacy.

The first proposed PQC algorithm is a novel symmetric key cryptography scheme based on a
nonlinear chaotic map generated utilizing triple pendulum dynamic system. The detailed analysis
and standard tests of the proposed method proves its effectiveness while compared with various chaos
based schemes over standard security parameters. The design methodology and mathematical analysis
of the chaos generator are presented in this thesis, which include bifurcation diagrams and Lyapunov
exponent test, especially to showcase its chaotic property. The generated chaotic map is ratified as
a cryptographically secure through various standard benchmark tests, viz., sensitivity to parametric
and to initial values, ergodicity, collision test, NIST randomness test etc. The proposed chaotic
generator is utilized to develop a symmetric key encryption scheme and is realized on FPGA platform,
whose overall power consumption, delay and throughput are 0.186 W, 1.592 ns and 2396.164 MBps,
respectively. The proposed chaos based PQC core occupies 0.20374 mm? die area and consumes 61.88
mW of power when implemented using SCL 180nm Bulk CMOS technology at 250MHz. It is found
that the power consumption and resource utilization of the encryption scheme are less and has better
throughput as compared to the other best known contemporary methods.

The two variants of lattice based partially homomorphic (PHE) encryption schemes derived from
ring learning with errors (RLWE) hidden subspace membership (HSP) methodology are presented.
Lattice schemes are designed to get integrated with IoT enabled devices and exhibit low power and
resource optimal behavior, when implemented in a software-hardware co-design environment using an
FPGA accelerator and an ARM-SoC. The best implementation of the proposed PHE scheme is found to
be ~ 53x more resource efficient than a contemporary method based on BGV RLWE. The cumulative
throughput of the proposed scheme is 6523.752 Mbps exhibiting 43% and 29% improvement over non-
pipelined and pipelined BGV RLWE schemes, respectively, on FPGA. Similarly, the cumulative delay
of our proposed PHE scheme developed for IoT enabled hardware applications is lower than other
PHE schemes. Since the proposed RLWE PHE schemes have lowest area and delay footprints, these
schemes are the most suitable candidates for providing desired security to edge enabled IoT devices

and can be employed in various data security applications.
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6.2 Directions for future work

From the summary of the work presented above, it can be observed that the thesis is focused on
proposing alternate security solutions in post quantum cryptography (PQC) domain and their efficient
hardware implementations on FPGA board and as an ASIC using SCL 180nm Bulk CMOS technology.
Some of the potential directions to which the contribution of the thesis can be extended are discussed

below.

e Physically uncloneable functions (PUFs) based seed generators can be used during seed gener-
ation step of our proposed PRNGs to further enhance their performance. PUFs are proven to
be very fast in terms of preliminary random sequence generation, which are efficient and can be

realized optimally on the hardware platforms.

e In the current research work, chaos triple pendulum based symmetric encryption system is
proposed. The chaotic maps can further be utilized to develop asymmetric public-private key
cryptosystem. Besides that, the chaotic triple pendulum methodology can be extended to chaotic

n-pendulum system to introduce higher degree of randomness while generating the chaotic map.

e Software support package is an important step of IP integration. In the current work, only
ARM integration is addressed, which may be upgraded to generic IP. Therefore, full board
support package (BSP) for generic purpose can be developed for various cross platform seamless

software-hardware integration.

e Data driven IoT based smart technologies are revolutionizing the healthcare domain. Therefore,
to ensure patients’ biomedical data, such as, ECG, EEG etc., and medical records within a
connected health system can be securely transmitted and stored by employing the proposed
chaos PQC encryption techniques. For biomedical data especially multi-channel ECG data can

be encrypted by a key bound chaotic map to secure sensitive personal data.

e Community power distribution and trading network utilizes classical symmetric or asymmetric
encryption protocols for secure data transfer. Here, the proposed lattice LWE based homo-
morphic PQC algorithms can be adapted as a reliable alternative of tradition cryptosystems to

ensure robust security against the both classical and quantum computer generated attacks.
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