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Abstract

A polynomial over a finite ring R is called a permutation polynomial of R if
it induces a bijection from R to R. Permutation polynomials over finite rings
have several applications in combinatorics, coding theory and cryptography.
For example, the RC6 block cipher uses the permutation polynomial = + 222
over the finite ring Zo», where 2" is the word size of machine. In 2001, Rivest
found an exact characterization of permutation polynomials over finite rings Zsn.
However, using Rivest’s technique it was difficult to characterize permutation
polynomials over finite rings Z,,, for m = 3™, 5". In this thesis, we present some
methods to characterize all permutation polynomials over finite rings Z,, for
m = 2" 3", 5" In addition, we produce a new class of permutation binomials
over the finite fields Z,. Moreover, we show that every polynomial over finite
ring Z,» can be expressed as a triangular map over Z,. Using this representation,
we obtain sufficient conditions for a polynomial over Z,» to be a permutation
polynomial, for any prime p.

Next, we consider permutation polynomials over finite fields. Permutation
polynomials over finite fields have been the subject of study for many years.
There is a considerable interest in finding new classes of permutation polynomi-
als over finite fields. However, only a handful of specific classes of permutation
polynomials are known so far and very few of the known classes have permuta-
tion polynomials commuting with one another. We find certain new classes of
permutation polynomials over finite fields. Some of these classes are commuta-
tive.

Multivariate public key cryptography is a branch of public key cryptography
in which cryptosystems are based on the problem of solving nonlinear equations
over finite fields. This problem is proven to be NP complete. MIC*, the first
practical public key cryptosystem based on this problem, was proposed in 1988
by T. Matsumoto and H. Imai. This cryptosystem was more efficient than RSA
and ECC (Elliptic curve cryptosystems). Unfortunately, this cryptosystem was
broken by Patarin. In 1996 Patarin gave a generalization of MIC* cryptosystem
called HFE. However, in HFE the secret key computation was not as efficient
as in the original MIC* cryptosystem. The basic instance of HFE was broken
in 1999. In recent years, designing a public key cryptosystem based on the
problem of solving system of nonlinear equations has been a challenging area of
research. In this thesis, we have designed two efficient multivariate public key
cryptosystems using permutation polynomials over finite fields. We have shown
that these cryptosystems are secure against all the known attacks.
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Chapter 1

Introduction

1.1 Permutation Polynomials over Finite Rings

A polynomial f(x) = Z?:o a;z" over a finite ring R is called a permutation
polynomial of R if it induces a bijection from R to R. Permutation polynomials
over finite rings have several applications in combinatorics, coding theory and
cryptography, see ([60], [68]). The RC6 block cipher [68] uses the permutation
polynomial z+2x2 over the finite ring Zy», where 2" is the word size of machine.

A ring R is said to be polynomially complete if any function from R into itself
can be represented by a polynomial over R. Kempner [41] showed that the only
residue class rings Z,, that are polynomially complete are the prime finite fields
(see also Bernstein [6]). Heisler [39] proved more generally that finite fields are
the only polynomially complete nonzero rings.

In 2001 [67] Rivest found an exact characterization of permutation polyno-
mials over finite rings Zgn (Theorem 2.2.3). However, the technique used to
prove this theorem was not helpful for characterizing permutation polynomials
over finite rings Zy», p > 3.

In the first part of Chapter 2, we provide a simple proof of Rivest’s theorem
using congruence. Our method enables us to obtain similar results for Z,., p =

3,5. Further, we find a class of permutation binomials over the prime fields Z,.

TH-830_04612304



CHAPTER 1 Introduction

Suppose F denotes a finite field and F” denotes the set of all n-tuples in F.
A map ¢ : F" — F" defined by

f1(331)
fa(w1, 72)

o(zm 73, 4 A, o) 5 f3(z1, 72, T3)

fn<l'1, To, e ,Z‘n)

is called a triangular mapping. One well known family of invertible triangular
maps is the set of de Jonquiéres maps. A map G = F" — F" is a de Jonquieres

map if it is of the form:

5
Iy
Ty + g1 (1)
P(T1, %2, .. -, Tn) = T3 + g2 (w1, Z2)
T, + gn—l(l‘ly Xy ... axn—l)
where F is any field, and ¢; € F[zy,. .., z,] are arbitrary polynomials.

Due to the very special structure of de Jonquieres maps, the inverse can
be easily computed. Moreover, because these maps are invertible, the closure
of this set under composition forms a group. This group is called the group of
tame transformations. Any invertible map which is not tame is called a wild
transformation [26]. It is a highly nontrivial problem to find an example of a

wild transformation, and the famous Nagata problem is such an example [62].

TH-830_04612304



CHAPTER 1 Introduction

A triangular map of the form

T
T
r2.li(21) + g1(71)
Pz, 22,0 20) = 3.l2(11,22) + g2 (21, 72)
mn-ln—l(xla XLy .- w'En—l) Ln gn—1<xn)
where the functions l; € F[xy, zg, ..., x,| are linear (or affine) and the functions

gi € Flxy,z9,...,x,] are quadratic, was used in cryptography by Shamir [71].
Triangular mappings were also used by Moh [58] to construct a multivariate
public key cryptosystem.

In the second part of Chapter 2, we show that every polynomial over a finite
ring Z,» can be expressed as a triangular map over Z;. Using this representation
of the polynomials, we give sufficient conditions for a polynomial over Z,» to be

a permutation polynomial for any prime p.

1.2 Permutation Polynomials over Finite Fields

Throughout this section, ¢ = p", where p is prime number and [F, is the finite
field of order g. Almost all results in this section are cited from Lidl and
Niederreiter’s book [50].

Before we study permutation polynomials over F,, we observe that for every
function ¢ : F, — F,, there is a unique polynomial function f(x) € F,[z] such
that deg f < ¢—1 and p(a) = f(a) for all a € F,. This polynomial f(x) can be

found by the Lagrange’s Interpolation formula described in the next theorem.

Theorem 1.2.1. (Lagrange’s Interpolation Formula) Suppose F denotes an
arbitrary field. For n > 0, let ag,ay,...,a, be distinct elements of F, and
by, b1, ..., b, arbitrary elements of F. Then there exist exactly one polynomial
g € F[x] of degree less that or equal to n such that f(a;) = b; fori=0,1,...,n.

TH-830_04612304



CHAPTER 1 Introduction

This polynomial is given by

n n

g(x) = Z b; '(ai —ag) Hx — ay).

i=0 k=0, ki

Thus, corresponding to a given function ¢ : F, — IF, one gets a polynomial
f@) =) el@=(z—)

having the property that ¢(a) = f(a) for all a € F,,.
We observe that a polynomial f € IF,[z] is a permutation polynomial of F,

if and only if one of the following conditions holds:

1. The function f is onto.

2. The function f is one-to-one.

3. The equation f(x) = a has a solution in F, for each a € F,,.

4. The equation f(z) = a has a unique solution in F, for each a € F,,.

In view of the above observation, we immediately have the following result.

Theorem 1.2.2. (1) Every linear polynomial that is a polynomial of the form
ax + b with a # 0 over F, is a permutation polynomial of F,.

(2) The monomial x* is a permutation polynomial of By if and only if ged(k, q—
1) =1.

For permutation polynomials of I, we have three general characterizations

which are mentioned below. The first one is almost obvious.

Theorem 1.2.3. Let f(x) € F,[z]. Write

D(f) = {—f(biii(a) : a#belﬁ‘q}

Then f(x) is a permutation polynomial of F, if and only if 0 ¢ D(f).

The second characterization uses characters of the field F,. Let G be a

finite abelian group. A character x of G' is a homomorphism from G into the

4
TH-830_04612304



CHAPTER 1 Introduction

multiplicative group of complex numbers of absolute value 1. When we consider
the finite field Fy, we have two kinds of characters defined on F,: the additive
characters defined on the additive group of F, and the multiplicative characters
defined on the multiplicative group F;. The additive character x, of F, satisfying
xo(c) =1 for all ¢ € F, is called the trivial additive character of F,.

Theorem 1.2.4. The polynomial f(x) € F,lx] is a permutation polynomial of
F, if and only if Zceﬁq X (f(¢)) = 0 for all nontrivial additive characters x of
F

g
The third characterization of permutation polynomials over finite fields is

the following.

Theorem 1.2.5. (Hermite’s criterion) A polynomial f(x) € F,[z] is a permu-
tation polynomial of Fy if and only if following two conditions hold:

(1) f(x) has only one root in Fy; and

(2) for each integer t with 1 <t < q—2 and t # 0 mod p, the reduction of
f(x)" mod (29 — z) has degree < q — 2.

The reduction of f(z)* mod (2?—x) is the polynomial g(z) € F,[x] such that
degg(z) < q—1and f(z)" = g(x) mod (2?7 — x). In fact, we have f(c)' = g(c)
for all ¢ € F,, since ¢? = c. As a consequence of Hermite’s criterion, we get the

following result.

Corollary 1.2.6. If d > 1 is a diwvisor of ¢ — 1, then there is no permutation
polynomials of F, of degree d. In particular, for any odd prime p there is no

permutation polynomial of over Z, of degree p — 1.

Theoretically, the above three characterizations are interesting. However, it
is not easy in practice to use them to check whether a given polynomial is a
permutation polynomial or not. Permutation polynomials have been a subject
of study for many years and determining new classes of permutation polynomials
is still an open research problem, see [48] and [49]. Only a handful of classes
of permutation polynomials are known so far. Some known results and known

classes of permutation polynomials over finite fields are described below.
Theorem 1.2.7. [50] Let r € N with ged(r,q — 1) = 1 and let s be a positive
dwisor of ¢ — 1. Let g € F,[z] be such that g(z®) has no nonzero root in F,.
Then f(x) = 2" (g((z*))) ™" is a permutation polynomial of F,.
)
TH-830_04612304
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Theorem 1.2.8. [50] For odd positive integer q, the polynomial 2t/ gy
is a permutation polynomial of F, if and only if n(a* — 1) = 1, where n is the

quadratic character of IF,.

A special class of polynomial was introduced by Dickson [21] (see also Dick-
son [22]). These polynomials, known as Dickson polynomials of first kind, have
some interesting properties and they yield new examples of permutation poly-
nomials. For a € F,, the Dickson polynomial of first kind gy (z,a) is defined
* [k/2]

gr(x,a) = Z % (kf - ]) (—a)Yizh .
—k=i\ J
These polynomials are important in connection with a celebrated conjecture of
Schur which states that any f € Z[z] which is a permutation polynomial of I,
when considered modulo p, for infinitely many primes p must be a composition of
binomials az™ 4+ b and Dickson polynomials. Schur proved the case when deg( f)
is prime and Kurbatov [46] settled the case when deg( f) is a product of at most
four distinct primes or a product of two odd prime powers. Finally, Schur’s
conjecture was proved completely by Fried [33]. Furthermore, it is shown that
if f € Q[z] is a composition of binomials az™ + b and Dickson polynomials and
if deg(f) is coprime to 6, then f is a permutation polynomial of I, for infinitely
many primes p. Some more work related to this can also be found in Fried

[34, 35]. The next theorem characterizes the permutation Dickson polynomials.

Theorem 1.2.9. [50] The Dickson polynomial gi(z,a),a € F; is a permutation
polynomial of ¥, if and only if ged(k,¢* — 1) = 1.

Corollary 1.2.10. If a € F} and ged(k,¢* — 1) = 1, then

Z X (gk(c’ CL)) = Z X (C) )

cely cely

for every nontrivial additive or multiplicative character x of Fy.

For each k, the Dickson polynomial of the second kind fi(x) is defined by

fr(z) = UCZ/QJ (kj__j)(—a)jxk‘j.

Jj=0

TH-830_04612304
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A class of permutation polynomials amongst the Dickson polynomials of second
kind was obtained in [56]. Cohen [10] showed that in prime fields of odd order
and in their degree 2 extensions these are the only examples of such polynomials.
Some classes of permutation polynomials among the Dickson polynomials of
second kind over finite fields of characteristic <5 can be found in [40]. Coulter
and Matthews [13] expanded and simplified the known permutation behaviour
of the Dickson polynomials of the second kind in characteristic 3 case. Some
more results related to Dickson polynomials can be found in [11], 51].

Carlitz [7] found some permutation polynomials of the form ™" + ax over
finite fields F,. Wan and Lidl [74] considered the polynomials of the form
2" f (297 V/4) and gave a criterion for this type of polynomials to be a permuta-
tion polynomials over finite fields. Akbary and Wang [3] gave a general criterion
for permutation polynomials of the form 2" f(2(@=Y/") where r > 1,1 > 1 and
['| (¢ — 1) and employed this criterion to characterize several classes of permu-
tation polynomials of this form. In 2005, Yann Laigle-Chapuy [47] gave some
classes of permutation polynomials of the form " f(2(7~1/?) and their applica-
tions in coding theory. Suppose p; is a prime number such that p; | (¢ — 1)
and b(x) = z%(z" + 1) € F,[z], where u and v are positive integers and the
ged(v,g—1) = qp;ll. Wang [75] characterized b(x) as a permutation polynomial
for p; = 3,5. Later this result was generalized by Akbary and Wang [2] and
was related to Lucas sequences. In 2007, Yuan and Ding [78] investigated four
classes of permutation polynomials of the form (z? + z + §)® + . In 2008,
Yuan, Ding, Wang and Piepryzyk [79] obtained several classes of permutation
polynomials of the form (2 — x4 §)® 4+ L(x), over the finite fields Fym, p = 2, 3,
where § is an element of finite field with nonzero ¢race and L(x) is a linearized
polynomial over finite field as defined in Chapter 3. In 2009, Ding, Xiang,
Yuan and Yuan [24] obtained six classes of linearized permutation polynomi-
als and six classes of nonlinearized permutation polynomials over finite fields
F3sm. Charpin and Kyureghyan [8, 9] studied the permutation polynomials of
the form G(z)+~Tr(H(zx)), where 7 is an element of finite field and Tr(H (z))
denotes the trace of the polynomial H(z) and gave some classes of permutation
polynomials of this form. Some more classes of permutation polynomials over
finite fields can be found in [12], 54, [1], 4].

Ribi¢ [61] considered the problem of finding inverse of a permutation poly-

7
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CHAPTER 1 Introduction

nomial and characterized the coefficients of the inverse polynomials of a known
class of permutation polynomials. In 2009, Wang [77] gave an explicit formula
of the inverse polynomial of a permutation polynomial of the form " f(z*) over
F, where s | ¢ — 1 and generalized Ribi¢’s result.

In 2002, Das [18] related the number of permutation polynomials in F|x] of
degree d < g — 2 to the solutions z1, 79, ..., 2, of a system of linear equations
over Fy, with the added restriction that z; # 0 and x; # x; whenever 7 # j.
Using this he found an expression for the number of permutation polynomials of
degree p—2 in F[z] in terms of the permanent of a Vandermonde matrix whose
entries are the primitive pth roots of unity. This leads to nontrivial bounds for
the number of such permutation polynomials. Some more results related to to
number of permutation polynomials of F,[z] of given degree can be found in
45, 52, 53).

In Chapter 3 of this thesis, we generate some new classes of linearized as well

as non linearized permutation polynomials over the finite fields F,» for p = 2, 3.

1.3 Multivariate Public Key Cryptography

The revolutionary idea of public key cryptography, which has fundamentally
changed our modern communication systems, was discovered by Diffie and Hell-
mann [23]. Before public key cryptography, the traditional symmetric key cryp-
tography used the same key for decryption and encryption. As a result, any two
users of the system who want to communicate using symmetric key cryptosystem
must have exchanged keys in a safe way. In contrast, a public key cryptosystem
uses different keys for encryption and decryption. The encryption key is to be
made public so that anyone can use this public key for encryption, while the
decryption key is kept secret so that only the intended recipient can decrypt the
secret message. Similarly, signature schemes based on public key cryptosystems
use two different keys, one is a public key for verifying signature and other is
a secret key to generate signatures. The first practical realization of public key
cryptography was the famous RSA cryptosystem by Rivest, Shamir and Adle-
mann [69]. Public key cryptography is used in e-commerce for authentication

and secure communication. The most widely used cryptosystems RSA and ECC

TH-830_04612304
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(elliptic curve cryptosystems) are based on the problems of integer factorization
and discrete logarithm respectively. Improvements in factorization algorithm
and computation power demands larger bit size in RSA key. At present the
recommended key size is of 1024 bits which may still have to be increased to
4096 bits by 2015 [70]. Larger key size makes RSA less efficient for practical
applications. ECC are more efficient as compared to RSA, but its shortest sig-
nature is of 320 bits which is still long for many applications [5]. Although
RSA and ECC have these drawbacks, they are still not broken. But in 1999
Peter Shor [72] discovered the polynomial time algorithm for integer factoriza-
tion and computation of discrete logarithm on quantum computers. Thus, once
we have quantum computers the cryptosystems based on these problems can no
longer be considered secure. So, there is a strong motivation to develop public
key cryptosystems based on problems which are secure on both conventional
and quantum computers. Multivariate cryptography can be a possible option
applicable to both conventional and quantum computers [26]. In multivariate
cryptography the public key cryptosystems are based on the problem of solving
system of nonlinear equations which is proven to be NP-complete. MIC*, the
first practical public key cryptosystem based on this problem was proposed in
1988 by T. Matsumoto and H. Imai [55]. The MIC* cryptosystem was based on
the idea of hiding a monomial 22 +1 by two invertible affine transformations.
This cryptosystem was more efficient than RSA and ECC. Unfortunately, this
cryptosystem was broken by Patarin in 1995 [63]. In 1996, Patarin [65] gave a
generalization of MIC* cryptosystem called HFE. However, in HFE the secret
key computation was not as efficient as in the original MIC* cryptosystem. The
basic instance of HFE was broken in 1999 [42]. The attack uses the simple fact
that every homogeneous quadratic multivariate polynomial has a matrix repre-
sentation. Using this representation a highly overdefined system of equations
can be obtained and can be solved by a new technique called relinearization
[42]. Other possible attacks on the HFE scheme can be found in [15, 116, 31].
Patarin [64] investigated whether it is possible to repair MIC* with the same
kind of easy secret key computations. He designed some cryptosystems known
as Dragons with multivariate polynomials of total degree 3 or 4 in public key (in-
stead of 2) with enhanced security and with efficiency comparable to MIC*. In

Dragon cryptosystems the public key was of mixed type of total degree 3 which
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is quadratic in plaintext variables and linear in ciphertext variables. However,
Patarin found [64] that Dragon scheme with one hidden monomial is insecure.

A public key scheme based on the composition of tame transformation meth-
ods (TTM) was proposed in 1999 [58]. This scheme has been broken in 2000
[37], where the cryptanalysis is reduced to an instance of the Min-Rank prob-
lem that can be solved within a reasonable time. In 2004 Ding [25] proposed
a perturbed variant of MIC* cryptosystem called PMI. PMI cryptosystem at-
tempts to increase the complexity of the secret key computations in order to
increase security, using a system of r arbitrary quadratic equations over [F, with
the assumption that r < n, where n is the bit size. PMI cryptosystem was
broken by Fouque, Granboulan and Stern [32]. The trick of the attack on PMI
is to use differential cryptanalysis to reduce the PMI system to the MIC* sys-
tem. A cryptosystem called Medium Field Equation (MFE) was proposed in
2006 [76] and was broken by Ding in 2007 [27] using high order linearization
equation attack. A multivariate public key cryptosystem based on paraunitary
matrices can be found in [20]. A detailed introduction of multivariate public
key cryptography is available in the book by Ding et. al. [26]. An interesting
introduction of hidden monomial cryptosystems can be found in reference [44].
Designing secure and efficient multivariate public key cryptosystem continues
to be a challenging area of research in recent years. In Chapter 4 and Chap-
ter 5 of this thesis, using permutation polynomials over finite fields, we present
new methods for designing efficient multivariate public key cryptosystems by
overcoming all the known attacks. We give a brief review of some multivariate
public key cryptosystems. The following constructions are used by each of these
crystosystems.

Suppose F» is a finite field, where ¢ is a power of 2. Suppose B = {91,792, ...,7,}
is a basis of Fyn over ;. Using the basis B, Fs» can be identified with Fy, the
set of all n-tuples of Fy, by the standard isomorphism ¢ : Fyn +— F} defined by
d(ar191 + agts + ... ax¥y) = (a1, a9, ..., a,).

Given a polynomial f € Fyu[z], let f be the map on [y defined by

f(l’l,ﬂﬂ'g, e ,.ﬁl}'n) = ¢ @) f e} ¢71($1,IE2, Ce ,.an) = (f17 f2, ce fl); (11)
where fi,..., fo € Flz1,29,...,2,]. Suppose L; and Ly are two invertible

10
TH-830_04612304



CHAPTER 1 Introduction

affine transformation of . Define a map on Fy by

F(zy,...,2p) = Loo foLi(zy,...,2n) = (f1,..., fn) (1.2)

where fi,..., fn € Fylz1, ..., 2,

1.3.1 The Cryptosystem MIC*

Matsumoto-Imai public key cryptosystem MIC* chooses integer # so that 0 <
0 < n and ged(g? + 1,¢" — 1) = 1. It uses the polynomial map on Fy. given
by f(z) = 29+, From Theorem 1.2.2| it is clear that f is a bijection and its
inverse map is given by af, where t(¢ +1) = 1 mod (¢"—1). Moreover, we note
that, because of the monomial 27+ used for obtaining them, the polynomials

fi,-.., fn are quadratic.

The Public Key

The public key of MIC* includes the following

1.) The field F, including its additive and multiplicative structure
2.) The n quadratic polynomials fi,..., f, € Fylzq, ..., z,].

The Private Key
The private key includes the two invertible affine transformation L; and L.
There are only a few choices for the parameter # and we can assume that 6 is

known.

Encryption
If somebody wants to send a plaintext message x* = (x1, ..., z,), he substitutes
x; in public equations and find the y;. The y = (y1,...,y,) is the required
ciphertext.

Decryption
One can decrypt the ciphertext by executing the following steps

1) First compute (w1, ..., ws) = Ly (Y1, .-, Yn);

11
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2) Then compute (21, ...,2,) = do f~Lod Hwy,. .., w,);
3) Finally compute (z1,...,7,) = Ly (21, .., 2n).

Patarin’s Attack on MIC* Patarin [63] showed how to break the MIC*
cryptosystem. Suppose u = ¢t o Li(z1,...,2,) and v = ¢~ o Ly (y1, ..., Yn).
The relation between plaintext and ciphertext is v = u? ™. Now raising power

(¢° — 1)-st power, and multiplying both sides by uv, one can get the equation
uv? =u?” (1.3)

Note that v? and u?” are linear maps of F,». Now substituting u = ¢! o
Li(z1,...,2,) and v = ¢~ o Ly (y1,...,Yn), Where L; and L, are unknown
linear transformations of F,», and taking the n-tuple representation using the

basis B, one can get the n equations of the form

( Z aiﬂx@-yj> T4 ( Z (blm T cily¢)> T4 dl = 07 (14)

1<i,j<n i<i<n

Il = 1,2,...,n. The coefficients a;j;, by, c; and d; are unknown. Using the
public key one can generate a large number of plaintext and ciphertext pairs.
Substituting these plaintext and ciphertext pairs in (1.4) one can get the linear
equations in the unknowns coefficients a;j;, bi, ¢, d; and these linear equations
can be solved to find these unknown coefficients. Once we know all the equations
(1.4) satisfied by all the ciphertext-plaintext pairs, after substituting the given
ciphertext, we get linear equations in plaintext variables z; which can be solved
efficiently by Gaussian elimination method. Detail description of this attack
can be found in [63] and [44].

1.3.2 The Cryptosystem HFE

The cryptosystem HFE (Hidden Field Equations) uses the map on Fyn given by

7"2—1 7 7’1—1
F@) =3 aya® ™+ bat +o, (1.5)
i=0 j=0 i=0
12
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where the coefficients a;;, b;, c € Fyn are randomly chosen, and 7,7, are chosen
so that the degree of f is less than some parameter d. Then, the polynomials

fi,..., fn obtained as in (1.2) are quadratic polynomials over the finite field F,.

Public Key

The public key includes the following information:

1) The field F,, including its additive and multiplicative structure

2) The multivariate quadratic polynomials fi, ..., f,) € F lz1, ..., x,].

Private Key
The private key includes the following information:
1) The polynomial f(z)

2) The invertible affine transformations L; and Ls.

Encryption
Encryption is done by evaluating the public polynomials f;(x1,...,z,) at mes-

sagex = (x1,...,2,). lfy; = f;, then corresponding ciphertextisy = (y1,- .., Yn)-

Decryption

Given the ciphertext y = (y1, ..., yn), decryption includes the following steps:
1) Compute (21, .., 2,) = Ly (Y1, - -, Un)-

2) Let 2= ¢ '(21,...,2,). Compute the set

2 = {u € Fpu| f() = 2}.

To compute Z we may use Berlekamp algorithm, a root finding algorithm over
finite fields. Roots finding algorithms are polynomial in the degree of the poly-
nomials so the degree of f(z) should not be too large, otherwise the decryption
process is inefficient. Equivalently, we must not choose r1,ry too large.

3) For each element u; € Z, compute

(Tity -, Tin) = LT 0 ¢(wy)

13
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Although we would like that f(x) is one to one map of finite field Fyn; that is
there is only one element in Z, it is possible that Z has multiple elements. In
this case we can use one of several techniques (hash functions, plus method,

etc.) to detect the plaintext among the solutions.

1.3.3 The Cryptosystem Little Dragon

In the Little Dragon cryptosystem, the exponent of the monomial 2" has slightly
different form than in MIC*, namely, the exponent h, 0 < h < ¢", such that
h+ 1 is a sum of two different powers of ¢, that is, h = ¢’ + ¢¥ — 1. We choose
0 and ¢ from the set {1,...,n — 1} such that ged(h,¢" — 1) = 1. Suppose
r = (z1,...,7,) € Fy denotes the plaintext variable and y = (y1,...,yn) € F}
denotes the cipher text variables. For the invertible linear transformation L,
and Lo of By, Li(wy,...,2,) and Ly(yi, ..., yn) are first computed. Suppose
u=¢ toLi(xy,...,2,) and v = ¢ 1o Ly(yi,...,y,). Now the relation between

plaintext variables and ciphertext variables is
v =yl Tl (1.6)

Note that if z # 0 then u # 0 in field F;». From (1.6) we obtain the following

relation between the plaintext and the ciphertext:
vu = u?’ ut (L.7)

Note that u? and u9® are linear maps of Fyn. Now substituting u = ¢! o
Li(zy,...,2,) and v = ¢~ o Ly *(y1, . .., yn), and taking n-tuple representation

using the basis B, one can get the n equations of the form

Z @ijiTiY; + Z bijixix; =0, (1.8)

1<4,5<n 1<i<n

14
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Public Key
Public key key is the n equations described in (1.8).

Private Key

The private key is the invertible affine transformations L; and Ls.

Encryption

The encryption is done as follows: 1) First, put the plaintext (z1,...,z,) in
(1.8) and obtain n linear equations in the ciphertext variables v;.

2) Solve these linear equations by Gaussian elimination method to get the re-

quired ciphertext (yi,...,yy,).

Decryption

The decryption process includes the following steps:

1) First, compute v = ¢~ 0 Lo(yy, - - -, Yn)-

2) Next, compute z = v, where t(¢’ + ¢ — 1) =1 mod (¢" — 1).

3) Finally, compute z = L;*(¢(z)). Then, © = (x1,...,7,) is the required
plaintext.

Patarin and Coopersmith [64] later found that the Little Dragon cryptosystem
is not secure. The attack on little Dragon cryptosystem can also be found in
[44].

1.3.4 The Cryptosystem Big Dragon

In Big Dragon cryptosystem the exponent of the monomial 2" is an integer of
the form
h = q91 + q92 _ q<P1 _ q<P2

such that ged(h,q™ — 1) = 1. Take a linear map ¢ of Fyn over F, such that

@ is one-to-one map on the set Fy, of nonzero elements of F,.. The relation

between the plaintext and the ciphertext variables is

u' = . (1.9)

15
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Equivalently, we have the following relation between plaintext and ciphertext
variables:
utt ey 4 yf 95 (v) = 0. (1.10)

Now substituting u = ¢=* o Ly(x1,...,2,) and v = ¢~ o Ly (y1,...,9,), and
taking the n-tuple representation using the basis B, one can get n equations
containing terms of the form a;;rz;2;y,, and there might also be terms of the
forms x;yx, x;x;, yi, etc. These n equations will be the public key of the cryp-
tosystem. Note that the public equations are quadratic in plaintext variables x;
and linear in ciphertext variables ;. One substitutes the plaintext in the public
key and solves the resulting system of linear equations by Gaussian elimination
method to get the ciphertext. Given a ciphertext the public equations are non-
linear in the plaintext variables. To decrypt a message one uses the private key
Ly, Ly, v and the relation (1.9).

Unfortunately, as explained in Patarin’s expanded version of the paper [64],
the Big Dragon is often vulnerable to the same type of attacks as in the case of
the Little Dragon, at least when the function ¢ (v) is publicly known [64, 44].
However if ¢(v) is kept secret, there is no known attack on the Big Dragon.

In Chapter 4 and Chapter 5 of this thesis, we have designed two efficient
multivariate public key cryptosystems. Like Big Dragon Cryptosystem, the
public key is mixed type of total degree three; two in plaintext variables and
one in ciphertext variables. However it is possible to reduce the public key size

by writing it as two sets of quadratic equations.

16
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Chapter 2

Permutation Polynomials over

the Finite Ring Z,,

2.1 Introduction

In this chapter, we consider the problem of characterizing permutation poly-
nomials over finite ring Z,». For any positive integer m, Z,, denotes the ring
of integers modulo m. We seek necessary and sufficient conditions on the co-
efficients of a polynomial for it to be a permutation polynomial. In Section
2 of this chapter, we characterize permutation polynomial over finite ring Zn
for p = 2,3,5 and give a class of permutation binomials over finite field Z,.
In Section 3, we show that every polynomial over Z,» can be represented by
a triangular mapping over Z; and using this representation, we find sufficient
conditions for a polynomial to be a permutation polynomial over Z,». Consider

the congruences

=
&
Il

0 mod p", (2.1)
0 mod p" !, (2.2)

=
&
I

where f(x) is any integral polynomial, p is prime and n > 1. Then the following

result on solutions of the above congruences is well-known.

17
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Theorem 2.1.1. (Hardy & Wright [38]) The number of solutions of (2.1) cor-
responding to a solution & of (2.2) is

(a) none, if f'(§) =0 mod p and & is not a solution of (2.1);

(b) one, if f'(£) # 0 mod p;
(c) p,if f'(§) =0 mod p and £ is a solution of (2.1).

The solutions of (2.1) corresponding to & may be derived from £, in case (b)
holds, the solution is &(mod p™), and in case (c) holds, the solutions are by
£+ kp"~(mod p"), 0 <k <p—1.

We will use this classical result extensively to study permutation polynomials

over the finite ring Z,», where p is a prime.

2.2 Congruences modulo prime powers and per-

mutation polynomials of finite rings Z,»

As a consequence of the Theorem 2.1.1, we have the following result.

Proposition 2.2.1. Let p be a prime. Then f(z) is permutation polynomial
of Zyn (n > 1) if and only if it is permutation polynomial of Z, and f'(a) #
0 mod p for all a € Z,.

Proof.  First suppose that f(z) is a permutation polynomial of Z,.. Take
any b € Z,. Suppose b € Zy,» such that, b modulo p = b. There exist a €
Zyn such that f(a) = b. We can take, @ modulo p = a such that f(a) =
b. This proves that f(z) is a permutation polynomial of Z,. Since g(z) =
f(x) — f(a) has only one solution, therefore by the Theorem 2.1.1, we have
g (z) = f'(z) # 0 modulo p. For the converse part, take any b € Zn . Suppose
g(x) = f(z) —b. Then we have g(x) = 0 modulo p has one solution and
g (z) = f(z) # 0 modulo p. Therefore by The Theorem 2.1.1, we have that
g(x) modulo p? has a solution. Repeating the argument, we can say that

=0
g(z) = 0 modulo p™ has a solution, that is, f(z) is a permutation of Zy.. O

18
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In this section we give necessary and sufficient conditions on the coefficients
ag, ay, .. .,aq for f(x) = ag+ a1 + asx® + - - - + agz? to be permutation polyno-
mial modulo p”, for p = 2,3,5. A characterization of permutation polynomials
modulo 2" was given in [67]. Rivest [67] proved that f(z) is a permutation poly-
nomial if and only if a1 is odd, (ay+as+ag+...) is even, and (a3 +as+az+...) is
even. We first give a very short and simple proof of the above characterization.
We also give new characterization of permutation polynomials modulo p” for
p=3,5 and n > 1. A simple characterization of permutation polynomial mod-
ulo 2", n > 1, is given in Theorem 2.2.3 of this section. The theorem requires

the following lemma.

Lemma 2.2.2. A polynomial f(z) = ap+ a1z + asz® + -+ - + aqx® with integral
coefficients is a permutation polynomial modulo 2 if and only if (a1 +as+. . .+ay)

18 odd.

Proof: Since 0° = 0 and 1 = 1 modulo 2 for i > 1, we can write f(z) =
ap + (a1 + az + -+ + ag)xr mod 2. Clearly f(z) is a permutation polynomial
modulo 2 if and only if (a3 +as+---+ag) Z 0 mod 2, that is, (a1 +azs++--+aq)
is odd. ]

Theorem 2.2.3. (Rivest [67]) A polynomial f(z) = ag+ a1z +asx®+- - -+ agz?
with integral coefficients is a permutation polynomial modulo 2", n > 1, if and

only if ay is odd, (ag + as + ag + . ..) is even, and (a3 + as + a7 + ...) is even.

Proof: The proof given here is different from that of Rivest [67] and is relevant
to the proof of theorems to follow. The theorem is proved by making use of
Proposition 2.2.1/and Lemma 2.2.2. By Proposition 2.2.1, f(x) is a permutation
polynomial modulo 2" if and only if it is a permutation polynomial modulo 2
and f'(z) Z 0 mod 2 for every integer x € Zs . By Lemma 2.2.2, f(x) is a
permutation polynomial modulo 2 if and only if (a1 + ag + ... + a4) is odd.
It is easy to cheek that f'(z) = a1 + (a3 + a5 + ...)x mod 2. The condition
f'(x) # 0 mod 2 with = 0 gives a; is odd. The condition f’(z) # 0 mod 2
with = 1 gives (a3 + a3 + as + ...) is odd. Hence the theorem follows. ]

Example 2.2.4. The following are all permutation polynomials modulo 22 of
degree at most 3 and the coefficients are from Z4: x, 3z, x + 222, 3z + 222,
x + 223, 3x 4+ 223, v + 2z + 222 and 3z + 222 + 223,
19
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Lemma 2.2.5. A polynomial f(z) = ag+ a1z + asx® + - - - + agx?® with integral
coefficients is a permutation polynomial modulo 3 if and only if (a1 +asz+...) #
0 mod 3 and (az + a4+ ...) =0 mod 3.

Proof: Since 2%**! = 2 mod 3 and 2% = 22 mod 3 for k¥ > 1, we can write
fx)=ao+ (a1 +a3+...)x+ (aa+as+...)z? mod 3. Letting A = (a1 + a3 +

..)mod 3 and B = (ag + a4 + ...) mod 3, we can write f(z) more compactly
as f(x) = ap + Ax + Bz?. Tt follows from Corollary 1.2.6/ that no permutation
polynomial over Z3 can have degree 2. Therefore, we have B = 0 mod 3. Thus
f(z) is a permutation polynomial modulo 3 if and only if (a3 + a3 + ...) #
0 mod 3 and (az + a4+ ...) =0 mod 3. O

Theorem 2.2.6. A polynomial f(z) = ag+ a1z +asx®+ - - -+ agx? with integral

coefficients is a permutation polynomial modulo 3", n > 1, if and only if
(a) a3 #Z 0 mod 3,
(b) (a4 +asz+...) #0 mod 3,
(¢c) (ag+as+...) =0 mod 3,
(d) (a1 +as+ar+ap+...)+2(a+as+as+a+...) Z 0mod 3, and
(e) (a1 +ag+ar+ag+...)+2(as+as+ajp+a;+...) Z 0mod 3.

Proof: By Proposition 2.2.1, f(x) is a permutation polynomial modulo 3™ if
and only if it is a permutation polynomial modulo 3 and f'(z) # 0 mod 3 for
every integer x € Zs. It is easy to verify that f'(z) = a; + (2a2+ a4+ 2as+ajo+
2014+ a1+ . ) x+(2a5+ar+2a1; +a13+2a17+ag+. . .)xz? mod 3. The condition
f'(x) #Z 0 mod 3 with x = 0 gives a; # 0 mod 3. The condition f’(z) # 0 mod 3
with x = 1 gives a1+ (2as+as+2as+a10+2a14+a16+. . .)+(2a5+a7+2a11 +a13+
2a17 + a9 + ...) Z 0 mod 3. The condition f'(z) # 0 mod 3 with z = 2 gives
a1+ (ag+2a4+ag+2a19+a14+2a16+. . .)+(2a5+ar+2a11 +a13+2a17+a9+. . ) #
0 mod 3. Now the theorem directly follows by combining above conditions and
Lemma 2.2.5. [

Example 2.2.7. The following are some permutation polynomials modulo 9 of
degree 5 and the coefficients are from Zg: 7x + a3 +82°, v+ 2% + 823 +8z* + 7,

20
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Tr + 62% + 82% + 82 and x + Tx? + 83 + 8x* + 72°. There are total 3888
permutation polynomials modulo 9 of degree at most 5 and the coefficients are

from Zgq.

Theorem 2.2.8. (Mollin & Small [59]) Let p be a prime different from 3 such
that p=2 mod 3. Then f(z) = ax® + ba® 4+ cx + d (a # 0) permutes Z, if and
only if b*> = 3ac.

Lemma 2.2.9. A polynomial f(x) = ag + a1x + axx® + - - - + agx® with integral
coefficients is a permutation polynomial modulo 5 if and only if (ay + ag +

a2 ...) =0 mod 5 and

(CL2+CL6+6L10+...)2 = 3(&1+CL5—|—CL9+...)(6L3+CL7+CL11—|—...) mod 5.

4k+1 4k+2 4k+3

Proof: Since x = x mod 5, x = 22 mod 5, z = 23 mod 5, and
% = 2% mod 5 for k > 1, we can write f(z) = ao+ (a1 +as+...)x + (as + ag +
ot +(az+ar+.. )2 + (ag +ag + ... )zt mod 5. Letting A = (a; +as+...),
B=(ag+as+...),C=(ag+ar+...) and D = (aq + ag + ...) we can write
f(x) = ag + Az + Ba? + Cx3 + Dz* mod 5. By corollary 1.2.6, no polynomial
of degree 4 can be a permutation polynomial modulo 5, so D = 0 mod 5. Now
f(z) = ag + Az + Bx? + C2® mod 5 and we are in the situation of Theorem

2.2.8. Hence, f is a permutation if and only if B? = 3AC. O]

Example 2.2.10. The permutation binomials modulo 5 of degree at most 3
are: r, =3, 2o+ 2 + x2, 3z + 22% + 23, 3z +32% + 3, and 2z + 422 + 23.

Theorem 2.2.11. A polynomial f(z) = ap+aix+asz?+- - +agx? with integral

coefficients is a permutation polynomial modulo 5™ if and only if
(a) a3 # 0 mod 5,
(b) (asg + ag + a2 ...) =0 mod 5,
(c) (ag+ ag +ap+...)* =3(ay + a5+ ag + ...)(as + ay + a;; +...) mod 5,
(d) (a1+ag+an+...)+2(ax+ar+ap+...)+3(as+ag+az+...)+4(as+

ag+ajy+...) # 0 mod 5,
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(6) ((11 + 2&6 + 4(111 + 3@16 + a0 + .. ) + 2(2&2 + 4&7 -+ 3@12 + a7 + 2@22 +.. )
+3(4a3+3a8+a13+2a18+4a23+. . .)+4(3CL4+CL9+2CL14+46L19+36LQ4+. . ) ;_é
0 mod 5,

(f) (a1 + 3&6 + 4@11 + 2@16 + a9 + .. ) -+ 2(3(12 +4CL7 + 2(112 + a7 + 3@22 +.. )
+3(4a3+2a8+a13+3a18+4a23+. . .)+4(2a4+a9+3a14+4a19—|—2a24+. . ) §é
0 mod 5, and

(g) (a1—|—4a6+a11+4a16+a21+...)+2(4a2+a7+4a12+a17+4a22+...)
+3(a3—|—4a8+a13+4a18—|—a23—|—...)+4(4a4+a9+4a14+a19+4ag4+...) 7_é
0 mod 5.

Proof. By Proposition 2.2.1, f(z) is a permutation polynomial modulo 5™ if
and only if it is a permutation polynomial modulo 5 and f/(z) # 0 mod 5 for

every integer x € Zs;. We obtain

fl(z) = a1+ Z (4k + 2)agp 0w + Z U e Z (4k)aypr®
% 5 %

aF Z (4k’ - 1)a4k+1x4
k
= a —|—(2a2+a6+4al4+3a18+2a22+...)a:

=F (3&3 + 2a7 + a1 + 4arg + 3as3 + .. ) x2
=4 (4&4 + 3&8 + 2&12 + a1 + 4a24 + .. ) {E3
= (4@9 + 3a13 + 2&17 + a9 + 40,29 + .. ) 1’4 mod 5

Observe that f'(0) #Z 0 mod 5 means a; #Z 0 mod 5;

/(1) £ 0 mod 5 gives (a1 +ag+ a1 +...) +2(as+ar+as+...)+3(az +as+
ajs+...)+4(ag + ag + ajy + ...) Z 0 mod 5;

f'(2) £ 0 mod 5 gives (a1 + 2a¢ +4a11 + 3a16 + a1 + . . .) + 2(2as + 4ay + 3ar2 +
a7 + 2a99 + . ..) +3(4as + 3as + a1z + 2a18 + 4agz + . ..) + 4(3a4 + ag + 2a14 +
dayg + 3azy + ...) Z 0 mod 5;

1/(3) £ 0 mod 5 gives (aj + 3ag + 4a11 + 2a16 + a1 + . . .) + 2(3az + 4a; + 2a12 +
a7 + 3ags + ...) +3(4as + 2as + a1z + 3ais + dasz + . ..) + 4(2a4 + ag + 3a4 +
dayg + 2a94 + . ..) Z 0 mod 5; and

1'(4) £ 0 mod 5 gives (a1 +4ag+ a1 +4aig+as +...)+2(4as+ar+4ap+ a7+
dage+. . .) +3(as+4ag+aiz+4ais+ass+. . .)+4(dag+ag+4ar4+ajg+4ags+. . .) #
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0 mod 5. Now the theorem directly follows by combining above conditions and
Lemma 2.2.9. O

We give one example of a permutation polynomial over Zs», n > 1.

Example 2.2.12. Consider the polynomial f(x) = z + 2* + 22% + 22 + 2° +
2% + 427 + 32% + 2% + 2'% Tt can be easily shown that the conditions (a)-
(g) of Theorem 2.2.11! are satisfied by the coefficients of f(x). Thus f(z) is a

permutation polynomial of Zsn, n > 1.

2.2.1 A new class of permutation binomials over Z,

Suppose p is an odd prime and a is an integer. a is defined to be a quadratic
residue modulo p if @ # 0 (mod p) and the congruence y? = a (mod p) has a
solution y € IF,. a is defined to be a quadratic non-residue modulo p if a # 0

(mod p) and a is not a quadratic residue modulo p.

Theorem 2.2.13. (Euler’s Criterion) An integer a is a quadratic residue

modulo p if and only if a"= =1 mod p.

Theorem 2.2.14. Let p be a prime and f(x) = x“(x% + a), where u is an
integer such that (u,p — 1) = 1 and a is a non-zero element in Z,. Then f(x)

p—1
2

is a permutation binomial over Z, if and only if (a* — 1) =1 mod p.

Proof: It is known that the monomial z* is a permutation polynomial of Z, if

and only if ged(u,p — 1) = 1. Using Euler’s criteria we can rewrite

0, if v =0;
f(@) =4 z¥(a+1), ifzis quadratic residue;

x"(a — 1), if x is quadratic non-residue.

There are 1(p — 1) residues and 1(p — 1) non-residues of an odd prime p. The
product of two residues, or of two non-residues, is a residue, while the product
of a residue and a non-residue is a non-residue. Since u is odd, z" is residue
(resp. mnon-residue) if = is residue (resp. mnon-residue). If both a + 1 and
a—1 are residues, then f(x) maps residues to residues and non-residues to non-

residues and if both a + 1 and a — 1 are non-residues, then f(z) maps residues
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to non-residues and non-residues to residues. On the other hand, if a + 1 is
residue and a — 1 is non-residue then f(x) maps all the non-zero elements to
residues and if @ 4+ 1 is non-residue and a — 1 is residue then f(z) maps all
the non-zero elements to non-residues. Since x" is a permutation polynomial,
therefore f(x) is a permutation polynomial if and only if both a + 1 and a — 1
are either quadratic residues or quadratic non residues. In other words, f(z) is
a permutation polynomial over Z, if and only if (a* — 1);72;1 =1 mod p. ]

It may be noted that if the degree u-+ ’%1 of binomial f(z) of Theorem 2.2.14
is greater than p— 1 for some values of u, then the polynomial is reduced modulo
2P — x to obtain a permutation binomial. We now generate some permutation

binomials of Z, using Theorem 2.2.14. We list these examples in the table

below.

p |u a f(z)

™ | 1 3 z(z® + 3)
= | 1 4 z(x3 + 4)
7 1.0 3 z?(x® + 5)
Tl 5 4 z?(z® + 2)
11 L4 2 z(z’® +2)
113 4 23(2° + 2)
117 4 2?(2° + 3)
119 9 z*(z® +5)
119 2 z4(2° + 6)
1119 4 4 (z® + 3)
1119 7 z(2° + 8)

Table 2.1: Some Permutation Binomials
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2.3 Polynomials over the ring Z,» and Triangu-

lar mappings over Z;

Klimov et. al. [43] showed that every polynomial over Zy» can be expressed as
a triangular mapping on Z. In this section, generalizing this result we show
that every polynomial over Z,» can be represented by a triangular mapping
over Z;. An element x € Zjn can be uniquely expressed as z = S ph
where z; € Z,. Let 0 : Zyn — Z; be the isomorphism of Z» onto Z; defined
by 0(z) = (z1,72,...,7,). We identify x by the n-tuple (z1,7y,...,7,) in Z;.
For a polynomial f(z) over Zy, we have 6(f(x)) = (f1, fa,- .., fn), where each

fi is function of xq,xs, ..., z,. We will denote the i-th coordinate f;(x) of f(z)

by (f());-

Lemma 2.3.1. Let x,y € Zyn and x;,y;, (x + y); and (xy); respectively denote
the i-th coordinates in the n-tuple representation of x,y,x +y and xy over Zy,.
Then

(i) (x+y)1 = (z1 + 1) mod p.

(ii) fori > 2, (x +y); = (x; + y; + ;) mod p, where o; is a function of the

coordinates L1,X2y -, Xi—1,Y1,Y2, - .-, Yi—1.

(iii) fori > 2, (zy); = (vsy1 + 1y + ;) mod p, where B; is a function of the

coordinates L1,X2y -, Ti—1,Y1,Y2, .-, Yi—1.

(iv) for any integer m > 2, (z™)y = (x1)™ mod p and (x™); = (mx;(z1)™ ! +

vi) mod p, ifi > 2, where v; is a function of the coordinates x1,xs, ..., T; 1.

Proof. We have x = Y x;p" ' and y = (Y1, Y2, -, Yn) = Doy Ui
The first assertion in trivial. In (ii) «; is the carry over from the previous
coordinates in the sum, so depends only on the coordinates xy,xs,...,z; 1,
Y1, Y2, - - -, Yi—1. For (iil) we note that xy = z1y1 + (212 + y122)p+ - - - + (xy1 +
Yit1 + Tioaya + o+ oy )p T 4 (T + Taye -+ @1y,)p . from

1

which it follows that (zy); is the sum modulo p of the coefficient of p'~! and

the carry over from the previous coordinates. Finally, the second part of (iv)

follows easily from (iii) by induction on m. O
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Remark 2.3.2. The result (iv) of the above lemma shows that if f(z) is a
monomial 2,1 > 1, then 0(f(z)) = ((f(2))1, (f(x))2,...,(f(x)),) is a triangu-

lar mapping from Z; to Zy;.

Lemma 2.3.3. Letx =Y, a;p" ', k>1, 1<r<p-—1. Then fori>2
(i) (xpk)i = o; mod p,
(i) (xP*7), = ra(z)P"* ! + B; mod p,

where oy, B; are functions of x1,x9, ..., T 1.

Proof. The results follows from (iv) of Lemma 2.3.1. O
Next, we give some examples of triangular mappings obtained from mono-

mials.

Example 2.3.4. Consider the monomials z, 22, 3 over Zys. For v = x1 + 5.2+

x5.2%, we have

H(x) = ($17(L'2,553),
0(x2) = (z1,0,29 + x172), and

G(x?’) = (z1,%1%2, T173).

3

Example 2.3.5. Consider the monomials z, 22, 2% over Zss. For x = x1+22.3+

x5.3%, we have

9<I> = (mlax27$3)7
0({[‘2) N i (x%72$1x2ax§+2x1x3)7 and
o) = (a0,4%0).

5

Example 2.3.6. Consider the monomials =, 2%, z*, 2% over Zs:. For o = 21 +

T9.5 + 13.5% 4+ 4.5, we have

0(x?) = (23,22129, 23 + 22123, 20174 + 22973),
O(z*) = (af,42329, 42523, 2323, 42324 + 22,) and
0(z°) = (29,0, 2120, xizs + 22523).

26
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Theorem 2.3.7. Let f(x) = Z?:o a;x" be a polynomial of degree d over Zyn.
Suppose 0(f(x)) = (f1, fay .-y fn). Then 0(f(x)) is a triangular mapping from
Ly, to Zy,.

Proof. By (i) of Lemma 2.3.1, we have f; = (f(z)); = Zfzo(ai)l(xl)i mod
p. Similarly using Lemmas 2.3.1 and 2.3.3 it is easy to see that for ¢ > 1
(f(x); = fi(x1,29,...,2;) that is i-th coordinate of f(z) is function of first

coordinates of z. O

Example 2.3.8. Suppose f(r) = x + 222 + 23 + 42* + 2° is a polynomial over
Zos, then 0(f(z)) = (x1, X2, T3 + T122).

In view of Theorem 2.3.7 we have the following result.

Proposition 2.3.9. Let f(z) = Z?:o a;x" be a polynomial over Zyn. Then f(x)
is a permutation polynomial of Zyn if and only if the corresponding triangular

mapping 0(f(x)) is permutation of Zy,.

fl(l'l)

fo(@1, 22)
Lemma 2.3.10. Suppose ¥ (x1,Ta,...,T,) = f3(x1, 22, 23) . Then v

fn(xbx% R 7xn)
is an invertible mapping from Z; to Zy if and only if each f; as a function of

x; is invertible over Z,, for fized x;, j < 1.

Proof. First suppose that ¢ is invertible over Z, that is, given any y € Zj
where y = (y1,%2,...,¥n) there exists = (x1,29,...,2,) € Z such that
(x) = y. Thus we can write fi(z1) = y1, fo(x1,22) = Yo, ..., fu(T1, 22, ..., 2y) =
yn. Note that given y; € Z, there exist x1 € Z, such that fi(z1) = y; or equiv-
alently we can say that f; is invertible over Z,. Now fixing ;1 = a;,we have
fa(ar,x2) = yo. Thus given y, € Z, there is x5 € Z, such that fo(aq,z2) = yo
or in other word we can say that fy(ay,x2) is invertible over Z,. In a similar
way we can prove that each f; as a function of z; is invertible over Z, for fixed

xj, 7 <. It is easy to see the converse. O
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In the following section we give sufficient conditions to be a permutation
polynomial over finite ring Z,» for all prime number p.
Now, we use the triangular mapping method to give sufficient conditions for

a polynomial over the ring Z,», n > 1, to be a permutation polynomial.

Theorem 2.3.11. Let p be a prime and f(x) = ag+ a1 + azx?® + - - - + aqz? be
a polynomial with integral coefficients. Then f(z) is a permutation polynomial
over Zyn, n > 1, if

Z akp-1)+1 7 0 mod p, (2.3)
k=1
Z App—1)4r = 0 mod p, forr =0,2,3,...,p—2, and (2.4)
k=1
p—1 I.%J
TakarTEkarr_l # Omodp forl=0,1,2,....,p—1. (2.5)
r=1 k=0

Proof. Consider the triangular mapping 0(f(z)) and let (f(x)); denote its
i-th coordinate function. We show that each (f(z));, as a function of z; and for

fixed x;, j < i, is invertible. For ¢ = 1 we note that (:vk)l = (21)* mod p and

(z1)F®P=D+" = (21)" modp, for 1 < r < p — 2. Therefore, we get

(f(@), = (ao+ a1z +ax®+---+ adxd)l

= (ao)l-+-(a1)1$1«+-(a2)1(x1)2 +—(a3)1(x1)3—+--- +—(ad)1(x1)d HlOd.p

= (a0l + Y (arg-n), (@)™ + 37 (arponya) (22) 0 4
k=1 k=1

+ Z (ak(p—l)ﬂa—z)l (21)*P~ D+ mod p
k=1

= (a0)1 + <Z (ak(p_l))1> (‘fl)k(P*l) —+ <Z (ak(p_1)+1)1) xry+ -

k=1 k=1

+ <Z (ak<p—1>+p—2)1> (21)"*  mod p. (2.6)

k=1

If >, 1 (akp-1+1), # Omodp and >, (akp-1)+r), = Omod p for r =
0,2, 3......p — 2, then the mapping in equation (2.6) will be invertible.
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Now for the ith coordinate ¢ > 1, using the part (ii) of Lemma 2.3.1 recursively,

we have
(f(x); = (ao+ alx +asz® + ...+ admd)-
— 1 I_d r
= | ao+ Z Aok F Z Z Appo 5 HT
r=1 k=0 i
\_% p—1 Ld;rj
+ (apk:cpk)i + (apkﬂxpk”)i + /31 mod p.
k=1 r=1 k=0

where 3, is a function of first ¢ — 1 coordinates of x. Using Lemma 2.3.1 and

Lemma 2.3.3 we get

(apa™), = (apm); (z*), + (@), (mpk)i + 6, modp
= f,

where ' is a function of first i — 1 coordinates of x. For the powers of x, that

are of the form r (mod p), we get

(akarrxpkH)i = (apk+r)i<xpk+r)l + (apk+r> ( karT) + B3 mod p
= (aphsn)i(@ 7)1 + (aprr) (T(Il)pkwflxi 4 54) + 035  mod p
i— T(apk+r)1($1)pk+r_l$i + 7/ mod p,

where 3,3, and +' are functions of first ¢ — 1 coordinates of x. Note that

v = (apksr)i(@P*T)1 + (aprsr )14 + B5. Bringing them all together, we have

1 &)
p P
(f(x))z = T<apk+r)1(x1)pk+r_1xi + G* mod p
1 k=0
1 15
= 23 Y r(aprgr)r (@) 455 mod p,
r=1 k=0

—_

Ed

ﬁ
Il

where 5* is function of first i — 1 coordinates of x. For f(x) to be permutation
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polynomial this mapping should be invertible for all values of x;. Thus we get

the conditions

1 Ld;rJ
r(apk+r)1<x1)pk+r_1 7é 0 mod p
1 k=0

p

\3
I

Suppose ¢ = x1, then we can rewrite it in the form

Py PP 220 mod p

for £'=204., . 4@ — 1. Il

Example 2.3.12. We give an example of a permutation polynomial satisfy-
ing the conditions given in Theorem 2.3.11. Consider the polynomial f(x) =
x4+ 1122 + 723 + 11210 + 22 + 4213 + 6221, It can be seen easily that the coef-
ficients of f(x) satisfy (2.3) and (2.4). Moreover, the condition (2.5) amounts to

1+2110+3707+101171° +2.41" +10.61* £ 0 mod 11,
for [ = 0,1,...,10. This can be easily verified to be true, noting that ['° =
1 mod 11 for 1 <1 < 10. Hence, f(z) is a permutation polynomial of Z;» for

all n > 1.
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Permutation Polynomials over

Finite Fields

3.1 Introduction

Let ¢ be a prime power and let F, denote the finite field of order ¢. We will
denote an extension of F, of degree m by F;m. An element ¥ € F,m is said to be
normal over [, if the elements ¥, 99, . .. ,19qu1 form a basis of F,m over F,. In
that case the set B = {0,919, .. ,ﬂqul} is called a normal basis of F,m over F,.
Any element 2 of Fum can be expressed as z = o' 209 where z; € F,. Thus
Fym can be identified by Fi", the set of all m-tuples over F,, and 2 € F;m can
be written as (zg, 1, ...Tn,_1). If ¢ =2, then z; € {0,1} and in this case the
weight of z is defined to be the number of 1’s in (xg, z1,...,2mn_1), and denote
it by w(z).

A polynomial L(z) € Fym[z] is called a linearized polynomial or p- polynomial

over [F, if
k
L(z) =) . (3.1)
=0
See [50]. The linearized polynomial L(z) satisfies the following: L(8 + v) =

L(B) + L(v) and L(aB) = aL(pB) for all 3,7 € Fym and a € F,. Thus, L(x)

is a linear operator of the vector space F,m over F,. Consequently, L(z) is a
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permutation polynomial of F m if and only if the only root of L(z) in Fym is 0.

Corresponding to an element o = (ag, a1, . .., Qm_1) of finite field Fym, we

define a polynomial function L, on Fym as

L) = Z ozt (3.2)

Since each function on F,» is given by a unique polynomial of degree at most
¢™ — 1 and because the polynomial L, () is of degree at most ¢™ ™!, the distinct
polynomials L, (z) are all distinct as functions on F,m. Note that L,(z) are
linearized or p-polynomials in finite fields Fgm.

“Convolution” operation is well known. In the next definition we define the

convolution of finite fields elements which will be needed in the sequel.

Definition 3.1.1. Suppose o = (ap, 1, ..., ;1) and B = (8o, b1, - -, Bm-1),
a;, B € F,, are two elements of finite fields F,m. The convolution o * (3 of o and
[ is defined by

m—1
axfB=(Y0,7,---,Ym-1), Where v = Z Oéiﬁ(k—i) mod m- (3.3)
i=0

Definition 3.1.2. A polynomial f(x) € F;m[x] which is not linearized is called

a nonlinear polynomial.

In Section 2 of this chapter we characterize a group of linearized permutation
polynomials and give some classes of linearized permutation polynomials. In
Section 3 we generate two classes of permutation polynomials, which are not

linearized.
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Permutation Polynomials over Finite Fields

3.2 Some Classes of Linearized Permutation Poly-

nomials of Fom.

Let p be a prime and ¢ is a power of p. To prove our results systematically first

we need a lemma.

Lemma 3.2.1. Suppose L, o Lg denotes the composition of linearized polyno-
mials Lo(x) and Lg(x). Then Ly o Lz = Lasg.

Proof.

For a = (ag,...,am-1) and 8 = (0o, ...

, Bm—1), we have L,(x) =

St and Ly(z) = Z;nz_ol B;2¢ . Now we have

LaOLg

Suppose i+j = k, that is, j = k—1, we have L,oLg =

m—1m—1
giti
Oéiﬁj.f

o (0 i) 2t

Note that 27" = z = 27, therefore the suffix & — i will be under modulo m.

Thus in view of equation (3.3), we have L, 0 Lg = Ly.p. O

In view of above lemma we conclude that the linearized polynomials L, (z)

form a semigroup with identity. Let £(m) denote the group of all invertible lin-

earized polynomials L, (z) over F m. We will identify £(m) with an appropriate

subgroup of the general linear group GL(m,F,). Moreover we will characterize

elements of L(m) for certain values of m and thereby show that the groups

L(m) are quite large.

TH-830_04612304

33



CHAPTER 3 Permutation Polynomials over Finite Fields

3.2.1 Characterization of the group L(m), for m = p*.

A characterization of a linearized polynomial to be a permutation was given by

Dickson [21], which is as follows:

Theorem 3.2.2. [21] The linearized polynomial

m—1
L(z) = Z csx? € Fym|a]
s=0

is a permutation polynomial of Fem if and only if

2 m—1
q q q
Co Cp1 Cpo " C
2 m—1
q q q
R L i () (3.4)
2 m—1
q q
Cm—1 Cp_9 Cp_3 Co

An m x m matrix A over a field F is said to be circulant if it has the form

Co Cm—1 Cm—-2 - C
& Co Cm—1 *+° C2

A= . (3.5)
Cm—-1 Cpm—2 Cp—3 - (o

Let ej, denote the k* column of the identity matrix I and R be the matrix
(€9,€3,...,em,e1). Clearly, m is the least positive integer such that R™ = I.
Let ¢ denote the vector (cy,ci,...,cm-1)7 and A the circulant matrix as in

equation (3.5). Then we have

A = (¢,Rc,R%,...,R™ '¢) (3.6)

= Co[ + ClR -+ 62R2+, c. 7cm71Rm71. (37)

We will denote the circulant matrix A by cir(co, c1, ..., ¢m—1). The product of

any two circulant matrices A = cir(ao, ai, az, . . ., ayy—1) and B = cir(bg, by, bo, . . .,
34

TH-830_04612304



CHAPTER 3 Permutation Polynomials over Finite Fields

by—1) is circulant and is given by

AB = cir(cg, c1,C2, ..., 1), where ¢ = Z ;ib(k—i)(mod m) (3.8)

It is known that the inverse of a nonsingular circulant matrix is circulant (see
[19]). Thus the nonsingular circulant matrices over a field F form a subgroup of
the general linear group of F. In view of equation (3.7), we note that this group

is abelian. We denote this group by C(F,m).

Lemma 3.2.3. For m > 1, the groups C(IF,,m) and L(m) are isomorphic.

Proof. We define a mapping ¢ : L(m) — C(F,,m) as follows: for a =
(o, 01y e vy Q1)
d(Lo(z)) = cir(ag, aq,y - -+ y Q1)

Since a; € F, in Theorem [3.2.2, the determinant in (3.4) is that of the circulant
matrix cir(ag, aq, ..., @yn_1). Thus L, is invertible if and only if the circulant
matrix cir(ag, g, . .., @y_1) is nonsingular. In other words, ¢ is a bijection. It

follows from Lemma 3.2.1 and equation (3.8) that ¢ is a group homomorphism.
O

Proposition 3.2.4. Let o = (ao, ooy Q1) € Fym. If the polynomial L, (z)
is a permutation of Fym then > " Yoy £ 0 in F,. The converse is also true if
m=7p" (k>1)

Proof. Let L, = Y7 az?. If Y7  ; = 0, then Ly (z) has bothOand
1 as roots, and therefore is not a permutation. Next suppose that Zz o @i #0
in F,. Then

. k 2 m—1\pF
ClI‘(Oéo,Oél,OéQ,...,Oém_l)p = (a01+a1R+a2R ,...+Oém_1R )p

== O[()I + OélRm + OZQ(Rm)2 + ...+ Oém_l(Rm)m_l

m—1
= Oéo[+0(1[+0(2]+...+0[m_112 (ZO&Z> I
1=0
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This implies that cir(ag, aq,...,a;,-1) is invertible and therefore in view of
Lemma [3.2.3, L,(x) is a permutation polynomial. O

In view of above proposition we immediately have the following corollaries:

Corollary 3.2.5. If m = p¥, then #C(F,,m) = #L(m) = ¢™ — ¢™ ', where
#L(m) denotes the cardinality of the group L(m).

Corollary 3.2.6. If m = 2% for some k > 0 and a = (g, ..., 0n_1) € Fom.
Then the polynomial L. (x) is a permutation of Fom if and only if w(a) is odd.

Corollary 3.2.7. Let Fym is a finite field, with m = ¢*, k > 0. Let LI (z)
denote the jth times composition of Lo (x) with itself. If Lo(x) is permutation

polynomial of F,m, then the inverse polynomial of L, (x) is Lgk_l(x).
Proof. The result follows by noting that (cir(ag, o, . . ., Qm_1))? = I. O

Corollary 3.2.8. Let Fym is a finite field, with m = ¢*, k > 0. Suppose we
are taking normal basis representation of finite field elements with respect to
normal basis B = {9,909, ... ,ﬁqm_l}. Suppose a = (ap, ..., Qn—1) € Fgm such
that 7 oy # 0 in F,. Then we have L™ (x) = Lg(x)

Proof.  First note that Ly = z, since ¥ = (1,0,0,...,0). By Proposition
3.2.4, L,(x) is permutation polynomial of F,» and from Proposition [3.2.4 and
the Lemma [3.2.3, we have L7 (xz) = z, the identity of the group L(m). Thus
the proof follows. O

Remark 3.2.9. We note that ¢ = (1,0,0,...,0) is the identity of convolution,
that is, a * ¥ = a, for all a € Fym. Moreover, since Liyym(v) = L7 (x) = Ly(x),

we have (a)™ = 9.

Lemma 3.2.3 implies, in particular, that the group L(m) is abelian. Since
there are 21 different o with odd weight, £(m) has order 2™~! when m = 2*.
For ¢ = 2, the converse of Proposition 3.2.4 is true and can be seen in the

following Proposition.

Proposition 3.2.10. Let the integer m be such that Ly (x), o = (g, 0, ., 1),
is a permutation polynomial over Fom whenever w(a) is odd. Then m = 2% for
some k > 0.
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Proof. Since L,(x) is not a permutation polynomial when w(«) is even, we
have 2™~ as the order of £(m) and therefore that of C(Fy, m).

Now R = (eg,e3,...,€m,€1) is an element of C(Fy, m) of order m. Thus m
divides 2™~! and has the required form. Il
Here we give some examples of linearized permutation polynomials and their

inverses. We list these examples in the table given below.

Field | « Lo () L (z)

Foa | (1,1,1,0) T+ x? .t e or Pt

Foa (1,1,0,1) z+ z% + 28 7 28

Fye | (0,1,1,1) z2 + ot + 18 z? + ot + 28

Fys (1,1,1,0,0,0,0,0) z + % + z* z2 4+ o V6 T2 |
128

Fos | (1,1,0,1,0,0,0,0) T+ 22+ 28 z+zt + 232 4 2% +
kg

Fes | (1,1,1,1,1,0,0,0) z+z®+ri+28+2 || 22 + 28 + 2%

Table 3.1: Some Linearized Permutation Polynomials and their inverses.

Lemma 3.2.11. If we take the normal basis representation of finite fields ele-

ments and let o = (@, ..., xm-1), B = (Bo,--,Bm-1) € Fgm. Then L,(3) =
T

(Cir(ao, . ,am_l)ﬁT) .

Proof. Since we are taking the normal basis representation, therefore we have

ﬁq - (ﬁm—laﬁﬁa s 7ﬁm—2)7 ﬁq2 - (ﬁm—%ﬁm—laﬁOa s 7ﬁm—3> and so on. Thus

we have

m—1

Zazﬂql

=0

0 ﬁ()u s 7ﬁm*1) + al(ﬁmflaﬁm oo 7ﬁm72) + ...
+ am—l(ﬁh 627 o 7ﬁm—160>

(cir(ao, . ,am_l)ﬁT)T O

La(B)

I
Q
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CHAPTER 3 Permutation Polynomials over Finite Fields

Lemma 3.2.12. Let o, € Fym. Then L,(8) = Lg(a).

Proof. Let a = (ag,...,am-1), 8= (0o, Bm-1). Then

Lo(8) = (cir(ag,...,cn-1)5T)"
=—Lein( o, #g ,ﬁm—l)aT)T

Proposition 3.2.13. An element o of Fym is a normal element of Fym over Fy

if and only if Lo(x) is a permutation polynomial of Fym.

Proof. Suppose a is a normal element of Fym over Fy. Let y € Fym. Then y =
Syl for some y; € By If 2 = S0 y09 ) where B = {0, 99,...,99" '}
is the fixed normal basis of F,m over F,. Then y = L,(«) = Lo(2). Thus L,
is surjective and therefore L, () is permutation polynomial of F,m. Conversely
suppose that L,(z) is permutation of Fym. Then L,(z) = L,(o) = y has a
unique solution for all y € Fym. This implies that « is a normal element of Fm
over F,. O

Thus we see that there is a one-one correspondence between normal elements
of F,m over I, and the linear permutation polynomials of the form L, (z). Using

the above proposition we can easily count the normal elements of F,» over F,.

Corollary 3.2.14. Let Fyn is a finite field, with m = p*, k > 0. Then total

m—1

number of normal elements of Fym over F, is ¢™ — ¢™ . In particular, when

q =2 and m = 2%, the number of normal elements is 2™~ 1, O

Lemma 3.2.15. Suppose Lz € L(m). If o is a normal element of Fym over Fy,
then so is Lg(a).

Proof. The set {a,a?,... ,oﬂm_l} is a basis of F,m over IF,. Since Lg is an in-
vertible linear operator of Fym, therefore the set {Lz(a), Lg(a9), ..., La(a?" ")}

is also a basis of Fym over F,. The proof is complete by noting the fact that

Ly(a”) = (Lg(a))".
In view of above Lemma and Proposition 3.2.13, we immediately have the

following Proposition.
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Proposition 3.2.16. Suppose for a € Fym, L, (x) is permutation polynomial of
Fgm and f € L(m) is any arbitrary element, then Ly (x) is also a permutation

polynomial of Fgm.

3.2.2 Two more classes of linearized permutation poly-
nomials

In this section we will give two more classes of linearized polynomials over finite
field Fym for ¢ = 2,3. Two prove our results systematically first we give a
definition from [50].

Definition 3.2.17. For a € Fym, the trace Tr(a) of a over F, is defined as

=1l

Tria)=a+al+...+ a1

It is easy to see that T'r(x) is a linear function from F;m to F,, and also note
that Tr(a?) = Tr(a) (see chapter 3 of [50]). The following Lemma will be used
in the proof of Theorem 3.2.19.

Lemma 3.2.18. If L,(z) € L(m), then Tr(L.(B8)) =Tr(B) for all B € Fam.

Proof. For 8 € Fom, Tr(3) = B+ 0%+ ...+ 527" Suppose a =
(g, ..., m_1), where a; € Fy. Then L, () = z;i_ol ;3% . Now Tr (Lo(B)) =
Tr <Z:’:01 ozZﬂQi). Since T'r(z) is a linear function, we have Tr (Lo(5)) =
St Tr(6Y). Since Tr(3%) = Tr(B), we have Tr (La(6)) = w(a)Tr(3) =
Tr(0), as w(a) is odd. O

Theorem 3.2.19. If L,(x) is a permutation polynomial of Fom and a is an
element of Fom, with Tr(a) =0 then

1 a permutation polynomial of Fom .
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CHAPTER 3 Permutation Polynomials over Finite Fields

Proof. Let (3,7 be two distinct elements of Fom such that f(5) = f(v), since
Lo(B) # La(7y), we have Tr(3) # Tr(y). Without loss of generality assume
that Tr(8) = 0 and Tr(y) = 1. Then f(8) = f(v) implies that

that is,
Lo(B+7)=a

By Lemma 3.2.18, this implies that

Tr(B+7) =Tr(La(B+7)) =Tr(a) =0

that is
Tr(B) =Tr(v)

Which is a contradiction. Hence the result follows. O
Here we generate one example for the above class of linearized permutation

polynomial.

Example 3.2.20. The polynomial 2* + x + 1 is irreducible over Fy. Suppose 3
is a root of x* + x + 1 in the splitting field of Fy. Then Fou = {a + b3 + c3* +
d3la,b,c € Fo,3* + 8+ 1 =0} We take a = 3+ 32 € Foa as Tr(B+ 3?) =0
and Lo(x) = v+ 2% + 2%, Then x + 22 + 2* + (B8 + ) (v + 22 + 2* + 2%) =
1+ 8+8)z+ (1+B+62)22+ (1+ 8+ 3)at+ (8 + 32)2® is a permutation
polynomial of Faa.

Theorem 3.2.21. Suppose Fsm is a finite field and k is a positive integer such
that ged(k,m) = 1 and suppose a € {0,1,2}. Suppose k,«, and m are positive
integers such that k 4+ am is not multiple of 3. Then

f(x) = Z:B?’ + aT'r(zx)

1s permutation polynomial of Fzm.

Proof.  First note that ged(3* — 1,3™ — 1) = 39dkm) 1 = 2. We have

40
TH-830_04612304



CHAPTER 3 Permutation Polynomials over Finite Fields

f(x)? = f(x) = 23" — . We note that, 0 and 1 are always roots of f(z)? — f(x).
Moreover, any root of f(x) is a root of f(z)?— f(x). If 3 is root of f(x)> — f(x)
other than 0 and 1, then we have 63k_1 = 1. Suppose a denotes the order of
B in F%., where 5., denotes the group of nonzero elements of finite field Fsm.
Then a divides 3* — 1 and also a divides 3™ — 1, that is, a divides 2 or a = 2.
This implies that 3 = —1. Thus 0, 1 and —1 are the only roots of f(x)* — f(z).
But 1 and —1 are not the roots of f(z) since 3 does not divide k + am. Thus
0 is the only root of f(x). Hence the result follows. O

3.3 Some Classes of Nonlinear Permutation Poly-

nomials

Theorem 3.3.1. Let m be an odd positive integer, and 5 = (Bo,- .., Bm-1)
be an element of Fom such that w(B) is even and that 0 and 1 are the only
roots of Lg(x) in Fom. Suppose ki and ky are non negative integers such that
ged(2F 4 2k2 2m — 1) = 1. Let £ be any positive integer with (2% + 2k2).¢ =
1 mod 2™ — 1 and ~y be an element of Fom with Tr(y) = 1. Then

f(@) = (Lg(@) + )" + Tr(z)

1s a permutation polynomial of Fom.

Proof. First note that Tr(Lg(z)) = 0 and hence Tr(Lg(x) +) =Tr(y) = 1.
Thus Lg(z) +7v # 0 in Fom.

Suppose, if possible, z and y are distinct elements of Fym such that f(z) =
f(y). First, suppose that Tr(z) = Tr(y). Then f(z) = f(y) gives

(Lp(x) +7)" = (La(y) + )"

Raising each of the two sides to the power 2F + 2%2 we get

Lg(z) +~v = Lg(y) +~
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that is Lg(x +y) = 0. Since 0 and 1 are the only roots of Lg(z), and because
x # y,we get © +y = 1. Then Tr(x +y) = Tr(l) = 1, since m is odd. That is
Tr(x) # Tr(y), a contradiction.

Without loss of generality assume that Tr(z) = 0 and Tr(y) = 1. Then

f(x) = f(y) implies that
(Lp(z) +7)" = (La(y) +7)° +1
and therefore

Lo(x) +7 = [(La(y) +7)" + 12" +27
= () + 1™ +1) ((Lsw) + 1) +1)
= (La(y) + 7)) + (La(y) +7)82" + (Lo(y) + )42 + 1
= Lgly) + v+ (Lely) + )2 + (Lply) + 1) + 1,

since (2" + 2%2) ¢ =1 mod 2™ — 1. Further, Tr(Lg(x)) = 0 and

Tr ((Laly) + 1)) = Tr ((La(y) + )2 )= Tr ((La(y) +7)%). Now apply-
ing the trace function to both sides of the above equation, we get

Tr(y) =Tr(y) +Tr(1),

which implies that Tr(1) = 0, a contradiction since m is odd. O
Now we generate some examples for the above class of permutation polyno-

mial.

Example 3.3.2. The polynomial 22 + 2 has only roots 0 and 1 in Fom, so we
are taking Lg(z) = 2? +z. We take v =1, m = 3, ko = 0, ky = 1, this gives
2k 4 9k2 = 3 and ¢ = 5. Thus (22 +2+1)"+Tr(z) is a permutation polynomial
of IF23.

It is easy to see that 0 and 1 are the only roots of 22 + 2 in Fym if and
only if k£ and m are relatively prime. In the next lemma, we construct another

linearized polynomial having only roots 0 and 1 in Fom.
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Lemma 3.3.3. Let k be an even integer, with ged(k,m) = 1. Then, 0 and 1

k-1
are the only roots of h(x) = wa in Fom.
i=0

Proof. Consider hy(z) = h(x)*+ h(z) = h(z)(h(z) +1). Clearly, each root of

2

h(z) is a root of hy(z). Moreover, hy(z) = 22° + 2 and has 0 and 1 as its only

roots. O

Example 3.3.4. We consider the field Fos and k = 4, then from above lemma
x+ 2%+ 2* + 2® has only roots 0, 1 in the finite field Fys. Now suppose Lg(x) =
r+x?+ 2+ 28 We take ky = 0,k = 2, this gives 21 422 = 5and ¢ = 3,7 = 1.
Thus by Theorem 3.3.1, (1 + z + 2 + 2 + 28)% + Tr(z) is permutation of Fys.

Lemma 3.3.5. The polynomial f(z) = 22 *¥ + 22" + 22", where r and k
are positive integers, is a permutation polynomial of Fom if and only if 28%" + 27

and 2™ — 1 are co-prime.

Proof. First, note that there exist integers  and k such that 22"*4-2" and 2™ —1
are co-prime. It is known that composition of two polynomials is a permutation
polynomial if and only if both the polynomials are permutation polynomials
(see chapter 7 of [50]). It is easy to check that f(z + 1) = 2?¥ 42 1. By
Theorem 1.2.2, f(z + 1) is a permutation polynomial if and only if 2%'% + 2
and 2™ — 1 are co-prime. Since x + 1 is always a permutation of Fom, therefore
f(x) is a permutation polynomial of Fyn if and only if 252" + 2" and 2™ — 1 are
co-prime.

As a consequence of above lemma we have the following result.

Theorem 3.3.6. The polynomial g(z) = (:1:2k2T + 22" + a)t + z is permutation
polynomial of Fym if Tr(a) =1 and (2**" +27).0 =1 mod 2™ — 1.

Proof. Since Tr(z?” + 22 +a) = Tr(a) = 1, 22 + 27 + a # 0 for all
x € Fom. Let 3 be an element of Fom. Then g(z) = [ implies

2k2r

(7 +2¥ +a) =2 +p.

Raising both sides to the power 282" + 2" we get

2k2r

(% +2% +a)=(z+ ﬁ)QkQTHT,
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2k2r

e, (2 +2¥ +a)+ (z+ B)QWJFT =0.

Suppose h(z) = (952k2r +2¥ +a)+ (z+ ﬂ)QkQT”T. It is enough to show that for
any [ € Fom the equation h(x) = 0 has a unique solution. Note that h(xz) =0
and h(z + #) = 0 have the same number of solutions. Now h(z + ) = 0 is

equivalent to
m2k2 LD + x2k2 + aj2r + 62k2 + 62T + o — 0

By Lemma 3.3.5, 22 +2" + 22 4+ 22" is a permutation polynomial of Foum.

Hence the equation h(x + () = 0 has a unique solution for any § € Fam. [

Example 3.3.7. We consider the finite field Fys. We take r =0,k =2, a =1,
this gives 282" + 27 = 5 and [ = 3. Then we have, (22 +2¥ + o)l + 2 =
27+ 2° 4+ 2* + 2% + 4+ 1. Thus the polynomial 2" +2° +z* + 234+ 2 +1is a

permutation polynomial of Fos.
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Chapter 4

Public Key Cryptography Using

Permutation p-Polynomials

4.1 Introduction

In this chapter we propose an efficient multivariate public key cryptosystem
based on permutation p-polynomials over finite fields. We will use the group
L(m) of permutation p-polynomials which we introduced in Chapter 3. We
construct nonlinear trapdoor function based on the problem of solving nonlin-
ear equations. The complexity of encryption in our public key cryptosystem is
O(m?) multiplications which is equivalent to those of other multivariate public
key cryptosystems. But the decryption in our proposed cryptosystem is much
faster than in the other such existing cryptosystems. For decryption we need
O(m?) left cyclic shifts and O(m?) xor operations. In Section 2, we present our
public key cryptosystem and in Section 3 we give its security analysis. In Sec-
tion 4 we discuss the efficiency of our public key cryptosystem and in Section 5
we compare our public key cryptosystem with HFE. Finally, in Section 6 we

give a toy example of our cryptosystem.

45
TH-830_04612304



CHAPTER 4 Public Key Cryptography Using Permutation p-Polynomials

4.2 Public key Cryptosystem

In this section we present our multivariate public key cryptosystem using some
results from the previous chapter. Suppose B = {0,97,...,99" '} is a nor-
mal basis of Fyn over F,. Using the representation with respect to this basis,
suppose ¢ = (Zo,Z1,...Tm-1) € Fym, where z; € F,. Then, the operation
x +— 27 transforms z to (-1, %0, ..., Tm_2) which is just one left cyclic shift
of (xg,1,...,%,_1). Hence the cost of exponentiating by ¢ is negligible. From
now on we will take the normal basis representation of the elements of the finite
field Fym over IF, with respect to the fixed normal basis B. Though the cryp-
tosystem we are proposing will work in any finite field F m, m = p*, for practical
point of view we consider ¢ = 2 and m = 2*. To obtain quadratic polynomials
we use convolution of bits. We have seen in Chapter 3 that convolution of binary
bits is equivalent to the composition of corresponding p-polynomials. Moreover,
composition of two permutation p-polynomials is a permutation p-polynomial.
For « € Fom let (z)" denote the ¢ times convolution of z with itself. From now
on words we will denote the linearized polynomials L, (z) by simply L,. Let
the set of all odd weight element of Fy' be denoted by OF5'. To describe our

cryptosystem systematically, we need a few results which are discussed below.

Lemma 4.2.1. For a = (ag,..., 1) € Fom, if (@) = (Bo,. .., Bm-1), then
Baiy1 =0 and Ba; = 0 + Apmy2)4i, where 0 < i < (m —2)/2.

Proof. We have, 6, = Z?Z)l «;.ay_;, where the suffices will be modulo m. For
0 <i < (m—2)/2, we have foiy1 = qpQoip1 +0q00;+. . .+ a9ip100+ 2200, 1+
..+, _1a9; 0. All the terms will be canceled out in pairs, so we have 35,1 = 0.
In a similar manner By; = qgig; + 0 Qg1 4. . .+ . Ao + Qg Q1 +
coo Tt Qo piQmyoyi o Q1041 = oz% + a%m/2)+i = & + Q(m/2)+i, 88 x? =z
for z; € Fy. O

2

Above lemma implies that (z)° is a linear function on the finite field Fam.

In general, it can be proved that (x)Qk is a linear function on Fam.

Lemma 4.2.2. Suppose © = (xg, 1, ...,Tm_1) is an element of Fy. If (z)' =
(ho, hi, ..., hm_1), then each h; is a nonlinear function of x; of degree w(t),

where w(t) denotes the weight of t.
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Proof: Suppose G = (90,91, -,9m-1), where each g¢; is a linear polyno-
mial in variables z; and suppose ()2 = (g0, 91,-.., 0, ,) and (G)¥+?" =

(90,915 - . g0 1), where k > 1 > 1. Then by lemma 4.2.1, degrees of g; and g;

are 1 and 2, respectively. This proves the lemma. O]

Lemma 4.2.3. The function defined by h(z) = (z)t, where t is co-prime to m,

15 a bijection from OFY onto OFF.

Proof. Since (z)" is of odd weight whenever x is so, h(z) is a function from
OF7" into OF%'. Now, since ¢ and m are co-prime, there exist positive integers r
and k such that tk = 14+rm. Let y € OFy". Consider x = (y)*. Then z € OFy".
Moreover,

S _ 7kt _ 714rm __
Liay = L = Ly = Liyy™ = Ly,

Since by the Lemma 3.2.1, we have L, = L’(“;) and from the Corollary 3.2.8,
Ly = Lg. This implies that h(z) = (z)* = y. Thus, h(z) is surjective, and the

result follows. O

Lemma 4.2.4. Convolution is distributive over addition in finite fields, that is,
ax(B+7)=axB+axy, forala,(,v € Fam.

Proof. Suppose a = (ag,...,am-1), 8= (Bo,--,Bm-1) and vy = (Y0, - -, Ym—1)-
Then, 8+ = (Bo+ 0, - Bm-1+ Ym_1). Now, we have

3
i

Q * (ﬁ + 7) = Q; (ﬂ(k—z) mod m T V(k—i) mod m) )

I
o

or equivalently we can write

-1
o * (ﬂ + ’Y) = (azﬁ(kfz) mod m 1 &7 (k—i) mod m) )

3

-
Il
=)

that is,
ax(B+y)=axf+ax~y.
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Lemma 4.2.5. [fm =2*k > 1 and o, 3 € OFY, then ax 3 € OFY, that is, if
the bit size is a power of 2 then the convolution of two odd weight binary strings

15 an odd weight binary string.

Proof. By Corollary 3.2.6, the linearized polynomials L, and Lg are per-
mutation of Fom. Since the composition of two permutation polynomials is a
permutation polynomial, therefore L, o Lg is a permutation of Fom. But by
Lemma 3.2.1, L, o Lg = Ly, therefore L.z is a permutation of Fom. Now the
result follows by Corollary 3.2.6.

4.2.1 Public key generation

Consider a message of m — 1 bit string (zo,z1,...,%y,_2), where m is of the
form 2%. We are adjoining one more bit x,,_; to make the weight odd. After
decryption one needs to remove the last bit z,,_;. So we can assume that
message X = (zg, X1, ..., Tm_1) is an m bit odd weight element of the finite field
Fom. Suppose Ly, Lg, L, Ls, L, are elements of the group L(m) and L¢, L; are
elements of the group L(2m). Let my,my, w3, T4, 75 are random permutations of
{0,1,2,...,m—1} and 7, w7 are random permutations of {0,1,2,...,2m —1}.
Now compute T} = Loomy, Ty = Lgoms, i, = L,oms, T, = Lsomy, Ty = L,oms
and Té = L¢ o 7, T7/ = L o w7, where o denotes the composition of mappings.
Now, define the affine transformation 7,.(X) = T..(X) + o, for 1 <r < 7, where
o, for 1 < r < 5 is an even weight element of Fom and og, 07 are even weight
element of Fy2m. We note that if X is an odd weight element of Fym, then T).(X)
and T,.(X) are odd weight element of Fom. Thus, T,.(X) is a bijection of OFgm.
Next, compute X = T;(X), X" = T (X). Again, compute T3 ((X')?* X")
and T} (X "x X ”) +T5 ((X N2xX "). Suppose the quadratic polynomials f; and
fm+i denote the i bits of T3 ((X')? * X") and Ty (X * X" ) +T5 (X')?* X"),
respectively, in their normal basis representations. Suppose ¥ is the normal
element of Fa2m and B’ denotes the normal basis of Fozm over Fy corresponding
to 9. Now, consider the 2m bits (fo, f1,..., fam—1) as an element of Fyom
corresponding to the basis B'. Suppose Y = (Yo, Y1, - - - Y2m—1, ) is the ciphertext
which is to be computed using the algorithm described in the sequel. Let Z =

Ts (Y) and suppose A and o are elements of Fo2m of even and odd weights,
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respectively. Then, by Lemma 4.2.3 the function A + o * (Z)*™~! is a bijection
of OF52m. The relation between the plaintext and the ciphertext is:

T7(f07f17"~7f2m71):)‘+O’*(Z)2mil (41)

We note that the ciphertext Y is an odd weight element of Fy2m. It follows from
Remark [3.2.9 that (Z)*" = ¥', the identity of convolution. Taking convolution
with Z of each of the two sides of (4.1) and using Lemma [4.2.4, we have the

following relation between the plaintext and the ciphertext:

T7 (fos frs- ooy fom1) ¥ Z + Ax Z +0 =0 (4.2)

Equation (4.2) gives the 2m polynomial equations of total degree 3 in variables
L0, L1,y Tine1; Yo, Y1, - - - s Yom—1, but of degree 1 in variables y;. Thus, we get

2m equations of the form

Z ik T T Yk + Z b,»jmiyj -+ Z Cij ;T + Z dkyk + Z erry + fl =0. (43)

The terms a;jux;x;yr, bijiziy; and dpyr will always have nonzero coefficients
in the above equation. Each of the equations is of degree three with O(m?)
terms. Since we have 2m equations, number of terms in the system will be of
O(m*), which is large. However, it is possible to reduce the number of terms in
the polynomial equations (4.3) up to O(m?) by writing it as a two sets of pub-
lic polynomials containing only quadratic terms without changing the security,
since this can be done in polynomial time (see [64]). Thus, the public key will

be two sets of 2m quadratic equations of the form:

Z GkYr Z bijviy; + Z dryr + Z extr + fi =0
where

gk = Z hz’jkxﬂj-

The results in Section 3.2 are true for any arbitrary prime power ¢q. Therefore,

the public key size can be further reduced by taking m not too large (for example
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m = 32) and ¢ not too small.

4.2.2 Secret key

The linear transformations (74,75, T3, Ty, 15, Ts,T7) and finite fields elements

(A, o) are the required secret keys.

4.2.3 Encryption

For encrypting a plaintext M = (zg,%1,...,%T,_1), one substitutes the plain-
text vector in the public key and solves the resulting linear equations for the
ciphertext Y = (Yo, ¥1,---,%m-1). One will get a unique ciphertext because
our encryption function is injective. Given a ciphertext Y, the public equations
are nonlinear in x;. It follows from equation (4.1) that the encryption function

is given by
B(X) =Y = T3 ((F(X) + 1) * ()" )" 7) |

where F(X) = T7(fo, f1,-- -, fom—1)-

Theorem 4.2.6. The encryption function E is well defined and bijective from
OFgm to E(OFgm), where E(OFqm) denotes the range of E in OFg2m.

Proof. Suppose X, X5 € OFyn. It is easy to verify that X; = X5 implies
E(X;) = E(X3). Now, we assume that F(X;) = E(X3y), that is,

Tyt (((PO0) 4 2) 07 ) = Ty ((F(Xa) 4 3) % (0)) ™).
Therefore

2m—1 o

(FX3) +X) (@) )™ = ((F(X2) + A) ()™ )

2m—1

Since (F(X1) + A) * (0)?™ ! and (F(X3) + A) % (o)™~ are elements of OF2m,
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so by Lemma 4.2.3 we have

(F(X1) +A) * (o)1 = (F(X2) + A) x (o)™ .

’

Now, taking the convolution of both sides with ¢ and noting that (¢)?™ = 9
we have F'(X;) = F(X3), which implies

T ((X0)? % X)) =T (X)) # X)
and
T, (X; * X{’) . ((X;)2 R X;’) _ T, (X; x XQ) 4Ty ((X;f ! XQ) .
From the above two relations, we have
(X)?* X, =(Xy)?* X, and X, *X, =X, *X,,

that is,

/ 1"

X« Xox X, = (X5)2 % X, .

This implies X; = X5. ]

4.2.4 Decryption

The decryption algorithm for the cryptosystem is as follows.

Input: Ciphertext Y = (yo, ..., ¥m_1) and secret parameters (11, Ts, T3, T},
Ts,Ts,T7, A\, 0) and an element of o € Fy2m such that w(«) is odd.
Output: Message X

2 7 —Ts(Y).

(2t L (L2 (a)).

7 = ANtox(Z)m

C N = TN D).

: (00y -y 0om_1) — A\

: ANy — (00, oy Om—1) and Ag «— (O - oy O2p—1)-

I L O N
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7. Ny Ty (D) and Ay« T5(A3).
8: Ay« Ng+ Ay
9: Ng «— T471(A5).
10: Ay «— Lag(a).
11: Ag «— La,(a).
12: Ng — L7H(Ag).
13: X « T (D).
14: Return X.
We now prove that the above algorithm gives valid plaintext X as the output

for a ciphertext Y.

Theorem 4.2.7. Given ciphertext Y, the output X given by the decryption

algorithm is a valid plaintext.

Proof. Using the Lemma 3.2.1 and 3.2.12, first note that

LN (L7 N a) = Ly (Lizypzm-1())
= Ly (La ((2)*))
= (")

where Z = Ty(Y). Now suppose Z = A+ o * (Z)*™~1. Now from relation 4.1,

we have

!

T7(f0, .. .,fgmfl) =A+0 % (Z)Qmil — A

that is,

’

(an 38 i 7f2m71) = T7_1(Z ) = e (50, . 762m71)'
This implies,

(an---yfm—l) = (507~~75m—1) and (fm,...,fgm_l) = (6m7-'-752m—1)

that is, we have,

T ((X’)2 x X”) — A, (4.4)
and
T (X’ ¥ X”) T ((X’)2 * X”) — A, (4.5)
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From relation (4.4), we have
(X« X" =Ty (A1) = Dy (4.6)

and
T ((X’)2 * X”) — Ty(Ds) = Ay (4.7)

Adding relation (4.5) and (4.7), we get Tu(X * X') = Ay + Ay = A5 or

equivalently, we have
X« X' =T D+ Ay) = D (4.8)

Suppose « is an odd weight element of Fom. Now from relation (4.8) and (4.6),
we have Ly, (o) = La(a) = A7 and Ly, xr(a) = Lag(a) = As. Now
from the Lemma 3.2.1, we have L yys, x7 (@) = Ly (Ly,x (). Thus we have
Ly/(A7) = As. Since by the Lemma 3.2.12, Ly (A7) = La, (X'), therefore
we have X' = LE(AS). Since by Corollary 3.2.7, we know that LE = LTA”;I,
therefore we have X' = LR (Ag) = Ag. Thus we have X = T; (D). O

4.3 Security of the proposed cryptosystem

In this section we discuss the security of the proposed cryptosystem. In general
it is very difficult to prove the security of a public key cryptosystem [57], [73].
For example if the public modulus of RSA is decomposed into its prime factors
then RSA is broken. However, it is not proved that breaking RSA is equivalent
to factoring its modulus, see [36]. In this section we will give some security ar-
guments and evidence that our cryptosystem is secure. Most of the multivariate
public key cryptosystems use the structure ¢(f(s(x))), where ¢ and s are secret
invertible linear transformation and f(z) is a quadratic nonlinear function. Hid-
ing f(x) by two linear transformations does not work very effectively (see the
attack of Kipnis and Shamir on HFE [42]). We are using a different structure and
we will prove that our structure is at least as secure as the t(f(s(x))) structure.
In our cryptosystem the function f(z) is (xxz*x, rxx+x*xz*x) so t(f(s(x))) =

t(s(z) * s(x) x s(x), s(x)*s(x)+ s(x)*s(x)*s(x)). We take the simpler case,
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suppose we are not using the transformations 73, T, and T5. Then, our structure
is T7 (Th(x) * Ty (x) * To(x), Ti(x) * To(x) + T (z) * T (z) * Ta(x)). It is clear
that if 73 = Ty, then our structure is equivalent to ¢(f(s(z))) structure. Thus, if
it is possible to attack our structure, then it is also possible to attack ¢(f(s(x)))
structure. This proves that our structure is at least as secure as the com-
monly used structures ¢(f(s(x))) in multivariate cryptography. Moreover, our
quadratic part of the plaintext is hidden, because in this case the public poly-
nomials are the m bit representation of F'(X) x Z + A\ % Z 4+ o, where F(X) =
T:(fo, f1s- -y fom—1) and Z = T4(Y). From F(X) % Z 4+ A * Z + o it is not pos-
sible to compute either F'(X), Z, A or g, because F(X) x Z is equivalent to the
composition of corresponding p-polynomials and in general it is very difficult
to decompose the composition of two functions. We are using affine transfor-
mations, so the bitwise representation of F'(X) * Z will also give the terms of
the form dpyr + . So it is not possible to find A and ¢ from the public key.
In the rest of this section, we discuss some known attacks developed for multi-
variate cryptosystems and we will show that those attacks are not applicable to
our cryptosystem. The attacks discussed in this section are Grobner basis, uni-
variate polynomial representation, Linearization, Relinearization, XL and FXL

algorithms.

4.3.1 Linearization equation attacks.

Let F' = {fo, f1,..-, fm-1} be any set of m polynomials in F [zo, 21, ..., Tpm_1].
A linearization equation for F'is any polynomial in IF,[zo, 1, . .., Zm-1,Y0, Y1, - - -,

Ym—1] of the form

m—1m—1 m—1 m—1
Z QiiT;Y; + Z bax; + Z ciiy; +dy (4.9)
i=0 j=0 i=0 =0

where [ = 0,1,...,m — 1, where y; = f;.

Linear equation attack was first successfully applied by Patarin in [63] to break
the cryptosystem MIC* [55]. The idea of Patarin was to notice that if a
function is defined as F : © — z7%!, then a relation between the plaintext

(x0,21,...,2m_1) and the ciphertext (yo,%1,--.,Ym—_1) of the form shown in
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equations (4.9) can be established, where a;;,b;, ¢; and d; are unknown coetfi-
cients. By taking at least (m + 1)? different plaintext-ciphertext pairs a linear
system of equations can be established and solved.

Ou cryptosystem does not use any function of the form z7+!. Moreover,
here the plaintext and the ciphertext are connected by the relation (4.1), and
T, A and o are secrets. So, in this case it is not possible to obtain a relation of
the form (4.9). One may try to find a relation which is linear in z; and nonlinear
in y;. However, this line of attack is not possible as the degree of the inverse
function is very high. From the relation (4.1) we have (fo, fi,..., fom-1) =
T-1(Z"). Note that Z' = A+ o * (Z2)*™ ' and Z = T5 (Y) so T (Z') will give
nonlinear polynomials of degree w(2m — 1) in the ciphertext variables. Suppose
T{l(Z') = (Zo,Z1, ..., Zam—1). Then we have the following relations between
the plaintext and the ciphertext

T (X’ « X * X”) — (G T o )

and
T, (Xl *XH) + T5 <X/ * XI *X") = (Zm-;Zm-I-la o '7Z2m71) .

Using these two relations one can get the following relation between the plaintext
and the ciphertext:

1"

X +TrloTy <Z> T (Zony Zonsts -y Zome1) = 2", (4.10)

where X' =T, (X), Z" =15 (Zo,Z —1,..., Zp_1) and Ty, Ty, T3, Ty, Ts, Tt are
unknown linear transformations. Note that the relation (4.10) is of total degree
w(2m — 1) + 1; of degree w(2m — 1) degree in the ciphertext variables and of
degree one degree in the plaintext variable. Most crucially, the degree of relation
(4.10) is not constant but a function of m. Thus, to attack the cryptosystem

w(2m—1)+1)

one will need Gaussisn reduction on O(m terms, which is impractical

for the bit size 64 or more, because for m = 64, w(2m — 1) + 1 = 8.
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4.3.2 Attacks with Differential Cryptanalysis

Differential cryptanalysis has been successfully used earlier to attack the sym-
metric cryptosystem. In recent years differential cryptanalysis has emerged as a
powerful tool to attack the multivariate public key cryptosystems too. In 2005
[32] Fouque, Granboulan and Sterm used differential cryptanalysis to attack
the multivariate cryptosystems. The key point of this attack is that in case of
quadratic polynomials the differential of public key is a linear map and its kernel
or its rank can be analyzed to get some information on the secret key. For any
multivariate quadratic function G : Fy — Fi* the differential operator between
any two points x, k € Iy can be expressed as Lg xG(z+k)—G(x) —G(k) +G(0)
and in fact that operator is a bilinear function. By knowing the public key of a
given multivariate quadratic scheme and by knowing the information about the
nonlinear part (z¢+!) they showed that for certain parameters it is possible to
recover the kernel of Lg . This attack was successfully applied on Ding’s cryp-
tosystem [25] and afterwards using the same technique Dubois, Fouque, Shamir
and Sterm in 2007 [28] have completely broken all versions of the SFLASH
signature scheme proposed by Patarin, Courtois, and Goubin [66]. In our cryp-
tosystem we are not using any polynomial of the form z¢*'. Moreover the
public key in our system is not quadratic but of total degree 3, quadratic in
plaintext variables and degree one in ciphertext variables. Substituting the ci-
phertext gives quadratic plaintext variables but in that case it will be different
for different ciphertexts. So to attack our cryptosystem by the methods of [32]
and [28] is not feasible.

4.3.3 Attacks using the univariate polynomial represen-
tation of multivariate public polynomials

The fact that any function from a finite field into itself can be represented by
a univariate polynomial is sometime used to attack multivariate cryptosystem
(see [26] for example). In our case, the encryption function is from the finite field
Fom to the finite field Fy2m, and therefore we cannot represent the encryption
function by a polynomial directly. It is possible to have such a representation

by introducing dummy variables ,,, Tpyi1, ..., Zon. In our cryptosystem the
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relation between the plaintext and ciphertext is F(X) = XA+ o % (Z)?*™~!, where
F(X) = Ti(fo, fis - fomr). Suppose G(X) = ((F(X)+ ) = g1y,
Then, we have Y = T; ' (G(X)). Note that F(X) is nonlinear of degree 2, so
that Ty ' (G(X)) will give 2m multivariate polynomials of degree 2.w(2m — 1).
By Lemma 3.3 of [42], the degree of the univariate polynomial representation
is not constant but it is function of m. Thus, the degree and the number of
nonzero terms of the univariate polynomial representation of encryption func-
tion are both O(m™). The complexity of root finding algorithms, Berlekamp
algorithm for example, is polynomial in the degree of the polynomial. This re-
sults in an exponential time algorithm to find the roots of univariate polynomial.

Therefore, this approach is less efficient than the exhaustive search.

4.3.4 Grobner basis attacks

After substituting the ciphertext in the public key, one can get 2m quadratic
equations in m variables and then Grobner basis techniques can be applied to
solve the system. The classical algorithms for solving systems of multivariate
equations is Buchberger’s algorithm for constructing Grébner basis (see [17]).
Theoretically, it can solve all the multivariate quadratic equations. However,
its complexity is exponential in the number of variables, although there is no
closed-form formula for it. In the worst case the Buchberger’s algorithm is
known to run in double exponential time and on average its running time seems
to be single exponential (see [14]). There are some efficient variants F and Fj
of Buchberger’s algorithm given by Jean-Charles Faugere (see [29] and [30]).
The complexity of computing a Grobner basis for the public polynomials of
the basic HFE scheme is not feasible using Buchberger’s algorithm. However,
it is completely feasible using the algorithm Fj;. The complexities of solving
the public polynomials of several instances of the HFE using the algorithm Fj
are provided in [31]. Moreover, it has been expressed in [31], “A crucial point
in the cryptanalysis of HFE is the ability to distinguish a randomly algebraic
system from an algebraic system coming from HFE”. Instead of using any
polynomial of special form we are using convolution operation to construct the
public polynomials. Moreover our public key is of mixed type, this means,

for different ciphertexts we will get different system of quadratic polynomial
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equations, so in our public key the quadratic polynomials look random. We
have already seen that the degree of the univariate polynomial representation
of the encryption function is proportional to m. It is explained in [31] that in
this case there does not seem to exist polynomial time algorithm to compute the
Grobner basis. Hence, attack on our cryptosystem by Grobner basis method is

not feasible.

4.3.5 Relinearization, XL and FXL Algorithms

Relinearization, XL or FXL algorithm are some techniques to solve the quadratic
equations directly. The relinearization technique is developed in [42] for solving
an overdefined system of quadratic equations. However, it is shown in [14] that
the Relinearization technique is not as efficient as one may expect since many
of newly generated equations are dependent. Therefore, a technique called XL
(extended relinearization) has been proposed in [14]. It is claimed to be the
best algorithm for solving overdefined multivariate equations. However, when
the number of equations is m + r for some 1 < r < m, then it is proved in [14]
that XL has exponential complexity. A variant of the XL algorithm called FXL,
was introduced in [14]. In this algorithm some variables are guessed to make
the system slightly overdefined. Then the XL algorithm is applied. The main
question is how many variables must be guessed. Although more guesses make
the system more unbalanced, they add to the complexity of the algorithm. The
optimum number of guesses is provided in [14].

One will find it difficult to attack our cryptosystem by solving the quadratic
equations directly with the help of the above techniques, because our public key
is of mixed type, which means that for different ciphertexts one will have to
solve different systems of quadratic nonlinear equations.

In case of applying XL, r = m for our cryptosystem. Hence, XL algorithm
cannot be used directly to attack our cryptosystem, since it has exponential
complexity.

Even using the optimum value for the number of variables guessed in the
nonlinear equation, FXL has the exponential complexity for solving the system
of public polynomials in the proposed cryptosystem. Hence, the FXL algorithm

is not applicable to our cryptosystem.
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4.4 Complexity and number of operations for

encryption and decryption

In this section we discuss the complexities of the encryption and the decryption

of our cryptosystem.

4.4.1 Encryption

The public key in our cryptosystem consists of 2m equations of the form (4.3).
There are O(m?) terms of the form x;x; in each of the 2m equations of the public
key. So the complexity of evaluating public key at message block g, 1, ..., Tpm_1
is O(m?). The next step of encryption is to solve the 2m linear equation in 2m
ciphertext variables yo, ¥1, ..., y2m_1. This can be done efficiently by Gaussian
elimination with O(m?) complexity. Hence, the total complexity of encryption
is O(m?).

4.4.2 Decryption

In our cryptosystem decryption is very fast. For decryption we are using the
following operations: permutation of bits, xor and left cyclic shifts of bits. We
count the total number of operations to describe the exact efficiency of our
cryptosystem. To operate 7; or Ti_l, 0 <17 <5 on am bit string we need one
permutation on bits and at most m — 2 left cyclic shifts and m xor operations.
To operate T; or T; !, for i = 6,7 on a 2m bit string we need one permutation on
2m bits and at most 2m — 2 left cyclic shifts and 2m xor operations. To compute
(Z)*™1 where Z is a 2m bit string, we need at most (2m —1)(2m —2) +2m —2
left cyclic shifts and at most (2m—1)%+2m—1 xor operations. Thus, to compute
L," where 6 is m bit binary string we need at most (m — 1)(m — 2) +m — 2
left cyclic shifts and at most (m — 1)? + m — 1 xor operations. Thus, we see
that for decryption we need O(m?) xor operations and O(m?) left cyclic shifts

operations.
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4.5 Comparison with HFE

In our cryptosystem the complexity of encryption is O(m?), i.e., equivalent to
that of HFE. But the decryption is faster than HFE. In HFE the decryption is
slow because one needs to compute the roots of a polynomial. The decryption
complexity of HFE is O(nd*log(d)), where d is the degree of the HFE poly-
nomial. Note that for security reasons one cannot take smaller degree. Due to
this the decryption process in HFE is slow. In our cryptosystem we are using
left cyclic shifts and xor operations resulting much faster decryption process.
In our cryptosystem we need O(m?) left cyclic shifts and O(m?) xor operations
to decrypt a message. Public key size of HFE is of O(m?) terms. In our cryp-
tosystem public key size is bigger than HFE but it is also of O(m?) terms as
it is possible to write the public key as two sets of quadratic public polynomi-
als. Secret key generation in our public key cryptosystem is faster than HFE,
because for secret keys we have to select random odd weight and even weight

binary strings and random permutations only.

4.6 A toy example of cryptosystem

Example 4.6.1. We consider finite field Fou, A =0 and o = (1,0,0,0,0,

0,0,0). Suppose ¥’ is the normal element of Fys and we take the normal basis

/ 012 3
representation of Fes with respect to 9. Suppose 17 = m =
2 0 31
gyl 2 3
and T, = my = and T3,Ty, Ty are v + 2% + 2%, 2% + 2* +
3 2110

, 01234567
2, x4+ 22 + 28 respectively, Ty = mg = and Ty =
31504267

01234567 '
T . Message M = (xg, 71, 72,73), TH(M) = M =
5 3 721046

(29, 2o, 3, 21) and To(M) = M’ = (3, T, To, x1). We compute all the bits of
M x M". Suppose [M' x M"]; denotes the ith bit of M x M". We obtain,
[M/ * MN]O — T3 + Zo + 31 + T1T9, [M/ x M//]l = Ty + X1, [Ml * M”]Q =
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T3+ X120 + Loy + ToXa, [M’ * M//]g = Toxg + Tox1 + Tox3 + x1x3. Now compute
all the bits M+ M’ x M". The bits of M x« M« M" are [M M x M), =
Loty + xoxy + 23 + 21, [M % M % M|} = 20 + 29 + 2021 + T3, [M % M *
M"]y = wows + 2119, [M % M % M"|5 = zox3 + 2129 (fo, f1, f2, f3) denotes
the bits of T5(M * M+ M") and (f4, fs, fs, fr) denotes the bits of Ty(M' x
M"Y + Ts(M « M« M"), we have fy = x329 + 2021 + 23 + 21, f1 = 1 +
Torsz + T1T9, fo = 14 xoxs + xoT1, f3 = To + T2 + X379 + X112, f1 = 1o +
ToT3 + T3%9 + 1173, f5 = 1 + Xg + T3 + T30, fo = T3 + ToTo + T1T2 + ToT1,
fr =1+ xox1 + Tox2 + 2371 + 2ox3. Ciphertext Y = (yo, Y1, Y2, Y3, Y4, Ys, Y6, Y7)
is an element of Fozn. T5(Y) = Z = (s, Y1, Vs, Yo, Y4, Y2, Ys, Y7). Note that
¥ = (1,0,0,0,0,0,0,0). Suppose Py, P, Ps, Ps, Py, P5, Ps, P; denote the bits of
T (fo, f1, for f3, [, [5, fo f2) * Z + 9. We compute all the P;, so the required
public key is :

Py = 1+ yo(xox1 + 122) + y1(Tox2) + y2(xoxs + T223) + ys3(xoxs + xozs) +
ys(zoxs + 2123) + ys5(Tox3 + Toxs + T123) + Ys(122 + T2x3 + x123) + yr(zoz1 +
T173)ToY3 + T1Y3 + Toyr + Tayr + Tays + ToYe + Y2 + Ya + T1Y0 + T3yo + Toys + T141
Py = yo(zaxs + 2ow3 + 2123) + y1(T0Ts + 2273) + Ya(@ow3 + 2173) + y3(Toz) +
1%9) + ya(xox1 + T122) + ys(o22) + Ys(Tors + x2x3) + yr(T2x3 + 122 + Tox2 +
T173) 4+ ToYo + Ty + ToYs + ToYr +T1Y1 +T1Ya +T1Ys + Toys + ToYr + T3ys + Y2+ Yo
Py = yo(wox2) + y1(@o®1 + 2122) + Y2(Tow1 + 2122) + y3(Tex3 + 2123 + ToT2 +
T1T2) + ya(Toxs + Tox3 + T123) + Ys(Taws + Tox3) + ys(zors + x123) + yr (023 +
T93) 4+ ToY1 + ToYs + ToYa + ToYs + 1Yo+ T1Y2 +T1Ys + Tays + Toys + T3y + s+ Y7
Py = yo(wow3+x073) +y1 (002 + 2120 +2203) + 12 (ToT3 + 1273+ T173) +y3 (2203 +
2073) + Ya(ToT2) + Y5 (T0T1 + 2122) + Yo(ToT1 + T172) + y7(Tox3 + 2173) + Toyo +
Zoy1 + ToY2 + ToYs + T1Yo + T1Ya + T1Ye + ToY1 + T2Ys + T3Ys + Y3 + Yz

Py = yo(zow1 +x122) + 1 (v223 +20x3) + Y2 (Tow2) + ys(z123 + Tox3) + ya(woxs +
T9x3) +Ys(ToT3+ToTa + 1173+ T1T2) + Y6 (2123 + Tax3 + T023) + Y7 (ToT3 +ToT3) +
ToYo + ToYs + ToYs + ToYe + T1Ys4 + T1Y2 + T1Y7 + T2Yo + T2Ys + T3yr + Y1 + Y3
Ps = yo(zor2+ 2102+ 2173+ 2973) + Y1 (ToT3+2173) + Y2 (P03 +223) + Y3 (w071 +
T122) + Ya(ToT1 + 1172) + Y5 (T2w3 + Tow3) + Yo (ToT2) + Y7 (w23 + w03 + T173) +
ToYo + ToY2 + ToYa + ToYr + T1Y2 + T1Ys + T1Ye + TaYo + TaYs + T3ys + Y1 + Ys
Ps = yo(ox3+2273) + 41 (P21 +2122) + Y2 (ToT1 +212T9) + Y3 (D223 +ToT3+T123) +
Ya(oxa + 2123 + ToT3 + T129) + Ys(Toxs + T123) + Ys(ToT3 + xows) + yr(xoxe) +

ToY2 + ToYs + ToYs + ToYs + T1Y1 + T1Ys + T1Y7 + TaYo + ToYs + T3Y1 + Yo + Ys
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Pr = yo(xos + 1123) + Y1 (00T + 103 + 22x3) + Y2 (ToT2 + Tox3 + 1109 + 1123) +
Y3(wow2) +ya(T2w3 + 1023+ ToT2) + Y5 (2122 + ToT1) + Y6 (Tor1 +T102) + Y7 (T2T3 +
Tox3) +Toy1 + Toy2 + ToYs + Toyr +T1Y3 +T1Ys +T1Y7 + ToYe + TaYs +T3Ys + Yo+ Ya
The public key looks large, however it is possible to reduce the size of public
key containing only quadratic terms. The public key can be written as two sets
of public polynomials containing only quadratic terms. We have

Py =1+ yog1 + 190 + Y291 + Y394 + Yags + Y593 + Yeb + Y795 + Toys + z1ys +
ToYr + T2Y7 + TaYe + ToYe + Y2 + Ya + T1Yo + T3Yo + ToYs + L1y

Py = yogs + Y194 + Y295 + Y391 + Yag + Ysgo + Yega + Y92 + ToYo + Toy1 + Toys +
ToYr + T1Y1 + T1Ys + X1Ys5 + ToY3 + Tay7 + T3Ys + Y2 + Ys

Py = yogo + Y191 + Y291 + Y392 + Yags + Ysga + Yegs + yrga + Toyr + Toys + Toys +
ToYs + T1Yo + T1Y2 + T1Ys + T2Y1 + Tays + T3Y2 + Yo + Y7

Py = yoga + Y196 + Y293 + Y394 + Yago + Ysg1 + Yeg1 + Yrgs + ToYo + Toy1 + Toye +
ToYs + T1Yo + T1Ys + T1Ye + T2y + T2Ys + T3Ys + Y3 + Y7

Py = yog1 + Y191 + Y290 + Y395 + Yaga + Ysg2 + Yegs + Y794 + ToYo + Toya + Toys +
ZoYe + T1Ys + T1Y2 + T1Y7 + To2yo + ToYs + T3Yr + Y1 + Y3

Pl = yoga + Y195 + Y2ga + Ysg1 + Yagy + Ysga + Yego + ¥rgs + Toyo + Toyz + Toya +
ToY7 + T1Y2 + T1Y3 + T1Ye + T2Yo + T2Ya + T3Y3 + Y1 + Ys

Pg = yoga + Y191 + Y291 + Y393 + Yage + Ysgs + Yega + Yro + Toy2 + Toys + Toys +
ToYe + T1Y1 + T1Ye + T1Y7 + TaY2 + TaYs + T3y1 + Yo + Ys

P} = yogs + Y193 + Y292 + Ysgo + Yagr + Ysg1 + Yeg1 + Yrga + Toyr + Toyz + Toys +
ToYr + T1Ys + T1Ys + T1Y7 + TaY2 + Ta2lYs + T3Ys + Yo + Ya

Where gy = xox2, g1 = xoT1 + 122, g2 = ToX3 + 19 + ToXy + T1X3, g3 =
T3+ ToT3 + X123, ga = T2x3 + ToT3, g5 = LT3 + T1T3, g6 = T2T3 + T1T2 + ToT2,
g7 = ToX3+Tor3+xore and b = go+ go. Suppose M = (0,0,0, 1) is the plaintext
message. Substituting this in above public equation we get linear equations,
Yot+ystyo =1, y2+tystys =0, vot+ys+yr = 0, ys+ys+yr =0, y1 +ys+yr =0,
yi+ys+ys =0, yo+y1+y5 =0, yo+ys+ys = 0. Solving these linear equations
by Gaussian-elimination we get (o, y1, Y2, Y3, Y, s, ¥s, ¥7) = (0,1,0,0,1,1,1,1),
which is the required ciphertext.
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Chapter 5

Poly-Dragon:
An Efficient Multivariate

Public Key Cryptosystem

5.1 Intrduction

In this chapter we propose another multivariate public key cryptosystem. The
public key of our cryptosystem contains polynomials of total degree three in
plaintext and ciphertext variables, two in plaintext variables and one in cipher-
text variables. However, it is possible to reduce the public key size by writing
it as two sets of quadratic multivariate polynomials. The complexity of encryp-
tion in this public key cryptosystem is O(m?), where m is bit size, equivalent
to other multivariate public key cryptosystems. For decryption we need only
four exponentiations in the binary field. The public key algorithm is bijective
and can be used for encryption as well as for signatures. We will use nonlin-
ear permutation polynomials from Chapter 3. In Section 2 of this chapter we
present the cryptosystem and in Section 3, we give a toy example of the cryp-
tosystem. In Section 4, we give the security analysis and in Section 5 we discuss

the efficiency of the cryptosystem.
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5.2 The Cryptosystem Poly-Dragon

5.2.1 Public key generation.

For the public key cryptosystem we will use permutation polynomials g(x) =
2 42 4 o) +xand f(z) = (Ls(x)+7)"+Tr(x) obtained in Theorem 3.3.1

and Theorem [3.3.6. For quadratic public key size, we cannot take all the per-

(x

mutation polynomials of the form (:vzkzr + 22" + a)! + z. But the permutation
polynomials in which [ is of the form 2/ 4+ 1 or 2 — 1 can be used to design
the multivariate public key cryptosystem with quadratic public key size. For [
is of the form 2° + 1 it is not clear whether g(x) is a permutation polynomial
or not. But, forr =0, m=2n—1,k=mn, ks =n, ky =0, =2"—1 and
¢ =2"—1, g(x) and f(z) are permutation polynomials because in this case
27k por = on 1,2k £ 9k2 = 9" 1+ 1 and (2" — 1)(2" + 1) = 1 mod 2™ — 1.
So, for public key generation we will take g(z) = (z*" + 2 + a)*" 7! + 2 and
f(x) = (Lg(z) +7)* '+ Tr(x), where «, 3,7 are secret. Suppose s and ¢ are
two invertible affine transformations. The relation between the plaintext and the
ciphertext is g(s(z)) = f(t(y)), where variable 2 denotes the plaintext and y the
ciphertext. Suppose s(z) = u and t(y) = v. Thus we have the following relation
between plaintext and ciphertext: (u?"+u+a)? 14+u = (Lg(v)+7)* 1 +Tr(v).

Since u*" +u+ a and Lg(v) + 7 are nonzero in the field Fam, this relation gives

(u” +u+ ) (Lg(v) +7) + uu® +u+a)(Ls(v) +7)
+(u* +u+a)(Lg(v) +9)” + Tr()(” +u+a)(Ls(v) +7) = 0.
Suppose Tr(v) = ¢, € {0,1}. Using a fixed basis B = {Jo,...,0,,—1} of Fom
over Fy, we identify the field Fom by F2'. Substituting u = s(z) and v = t(y),

where x = (xg,...,Tm_1) and y = (Yo, - - -, Ym—1), We get m nonlinear polynomial

equations of the form

> agpmiiye + Y bz + Y (e + G)Tiy;

+ 3 (e + Gy + > (en + Glae+ i = 0, (5.1)
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where a;;, bi;, ci, di,, er, € Fo. These equations are of degree three and therefore
each of them contains O(m?) terms. Since we have m equations, total size will
be of O(m?), which is large. It is possible to reduce the size of polynomial equa-
tions (5.1) to O(m?) by writing it as two sets of public polynomials containing
only quadratic terms without changing the security since this can be done in
polynomial time (see [64]). Thus, the public key will be two sets of m quadratic

equations of the form:

> gk + D (i + Gy + Y (dk+ Gk + > (en + G+ fi =0,

where g, = > hyjiaix;.

5.2.2 Secret Key

The invertible affine transformations (s, t) and the field elements «, 3, vy are the

secret keys.

5.2.3 Encryption

If Bob wants to send a plaintext message © = (2, ..., Zn,_1) to Alice, he does

the following:

1. Bob substitutes the plaintext (zo,...,Zm-1) and ¢, = 0 in public key
and gets n linear equations in ciphertext variables yo, ..., yn_1. Bob solve

these linear equations by Gaussian elimination and gets y" = (yo, .. ., Ym—1)

2. In the second step of encryption Bob substitutes the plaintext (xq, ..., Zy_1)
and ¢, = 1 in public key and gets m linear equations in ciphertext vari-
ables 4o,...,Ym_1. Now Bob solve these linear equations by Gaussian

climination method to gets 4" = (Yo, . . ., Ym—1)-

3. The ordered pair (y,y") is the required ciphertext.
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5.2.4 Decryption

The decryption algorithm of the cryptosystem is as follows.
Input: Ciphertext (y',y") and secret parameters (s,t, a, 3,7).
Output: Message (xq, ..., Tm_1)-
1: vy — t(y) and vy — t(y").
: 21« Lg(v1) + v and 23 < Lg(v2) + 7.

Land 2, « (29)%" 7L

2
3 2y (1)
4: 23 — 25+ Tr(vy) and zy < 2z, + Tr(vy).
5: 25 <—z§m+z3—|—a+1 and zg < 23 +z+a+1.
6: 27— 22 ~rand zg — zgm'l.

70 X1 — s Nz +1), Xo— sz +1), Xz« s (23 + 27+ 1) and

Xy — s Yz + 28+ 1).
8: Return (X7, Xo, X3, Xy).
Out of X, Xo, X3, Xy, one will be the correct message. There are only four

choices for the message, and it will be easy to identify the correct one.

Theorem 5.2.1. Given ciphertext, the decryption algorithm outputs a valid

plaintext.

Proof. We prove that the procedure described above outputs a valid plaintext.
The relation between the plaintext and the ciphertext is (u?" +u+a)* ! +u =
(Ls(v) +~)>" 7" + Tr(v), or equivalently, u*" + u + a = (u + 2)*"*!, where
z = (L) + ) =" + Tr(v), and this can be converted to the form (u + z +
1?4+ 24+ 2% + a+1 = 0. There are only two possibilities: either u = z + 1
oru#z+1. Ifu=z+1,then x =s5(2+1). If u# 2+ 1, then raising both
sides to power 2™ — 1 in the relation (u+ 2z + 1)2"*! = 2 4+ 2% + a + 1, we get
(ut+z+1)=0E+2"+a+ 1) toru=2+1+(z+2* +a+1)*"7! which
implies z = s~ ! (z +1+(z+2"" +a+ 1)2n_1) . O

5.3 A Toy Example

Here is a toy example for our cryptosystem. We consider the finite field Fos,
that is, n = 2 and m = 3. The polynomial x® + x + 1 is irreducible over
Fy. Suppose 9 is the root of this polynomial in the extension field of Fs, i.e.,
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9?2 +9+1=0. Using the basis {1,9,9?} the finite field Fys can be expressed as
Fys = {0,1,9,9% 149, 1+92,9+9%, 1+9+9?}. We are taking a = v = 1+09+192,
as tr(1 + 9 +9%) # 0, and 8 = 1 + 1. Corresponding to 3 =1+9 = (1,1,0),
Ls = z + 2%, We are taking invertible transformation s(z) = Ajz + ¢; and
t(x) = Asx + co, where

110 ¢ TTT
Ai=lo1 1 |, A=]1011],a=(0010" and ¢ =(0,1,0)".
00 1 00 1

Suppose = € Fys, then o can be expressed as = z¢+ 19 + 2992, where z; € F,.
Taking © = (zg, 71, 22)T, we have Ajx +c¢; = (o + o1 + 1,21 + o, 10 + 1)T
and Ayx + co = (19 + @1 + @9, 71 + 23 + 1,29)T. For the plaintext variable
x = (xg, 1, T2) the corresponding ciphertext variable is y = (yo, Y1, y2). We have
u = (zotx1+1)+(21+29) 9+ (22+1)9? and v = (yo+y1+ya)+ (y1+y2+1)0+y292.
The relation between the plaintext and the ciphertext is

(W +u+a)* (Ls(v) +7) + uw® +u+ a)(Ls(v) +7)
+@? +u+ @) (Lp(v) + )" + Tr(v)(u® +u+a)(Ls(v) +7) = 0.

Substituting v and v and @ = y = 1+94+9%, and Lg(z) = z+2* and Tr(v) = ¢,

we have the following relation between the plaintext and the ciphertext:

{1+ G+ (T4 G)raye + (1 + G)zayr + Ga1ys + To + Y1 + 2122 + ToT1y1+
ToZoys + ToxaYa } + V{x1 + (¢ + Dys + y2 + (2 + Grayr + (¢ + 1)zaye+
CyT1Y2 + To%a + ToY1 + ToZaYa + ToT1Y1 + T1Y1 + T122Y2 }+

{1+ 29 + (¢ + Dy + Qa1 + Gy + (¢ + Dzays + Gy + (¢ + 1) zayn+
Taya + To1 + Toy1 + ToYz + ToT1Y1 + ToT1Y2 + ToTays + T122y1 } = 0,

or, equivalently,
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L+ Gy + (14 Gy)mayz + (1 + Gy)ways + (yriyn+
To + Y1 + x1T2 + Tox1Y1 + ToT2y1 + Tox2y2 =0,

1+ (G + Dyr + y2 + Gxa + Grayr + (¢ + 1) zays + (a1ya+
ToZ2 + Toy1 + ToTaye + ToX1y + T1y1 + 2122y2 = 0,

L+ x9 + (G + Dy + G + Gyn + (G + Daays + Qe + (G + D) zayn
+x2y2 + ToT1 + Toy1 + Toy2 + ToT1y1 + ToTrYe + ToTayr + T122y1 = 0.

Above equations represent the required public key. Note that the above equa-
tions are nonlinear in the plaintext variables (zg,x1,22) and linear in the ci-

phertext variables (yo, 1, y2)-

5.4 Security of the proposed Cryptosystem

In this section, we discuss the security of the proposed cryptosystem. We give
some security arguments and evidence that our cryptosystem is secure. We are
using the polynomials (22" +z+a)*" ' +z, and (Lg(z)+7)*" ' +Tr(x) where
«, 3 and ~y are secret. Thus, if we write the polynomial (22" +z +«)?" ! +x in
the form Z?:o piz’ then some of coefficients will be 0 and 1 and the rest will be
some functions of a. Since « is secret, most of the coefficients of this polynomial
are also secret. Similarly, if we write the polynomial (Lg(x)++)*" ' +Tr(z) in
the form Z?:o p;a’ then all the coefficients of this polynomial are secret because
G and v both are secret. One important point is that the degrees of these
polynomials are not constant but are functions of n, as m = (n + 1)/2. The
Coppersmith-Patarin attack on Little Dragon cryptosystem [44] is due to the use
of the monomial " to design the Little Dragon cryptosystem, so this attack
is not applicable to our cryptosystem. Here we discuss some known attacks
developed for multivariate cryptosystems and we will show that those attacks
are not applicable to our cryptosystem. The attacks discussed in this section
are Linearization equation, Grobner basis, univariate polynomial representation,

Differential cryptanalysis, Relinearization, XL, and FXL algorithms attacks.
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5.4.1 Linearization Equation Attacks

We are not using the monomial 29 1. Moreover, in our cryptosystem the plain-
text and ciphertext are connected by the relation (u*” + u + «)*" 7! +u =
(Lg(v) +9)*" 7' + Tr(v) where a, 3, v are secret. So, in this case it is not
possible to obtain a relation of the form (4.9). However, one can try to find a
relation which is linear in ; and nonlinear in y;. We will prove that this line of
attack is not possible as the degree of the inverse function is very high. Suppose
(Lg(v)+~)?" ' +Tr(v) = z, then our relation between plaintext and ciphertext
is (u?" +u+a)?" 1 +u = z or equivalently we have (u?” +u+a) = (z +u)*" !
which is further equivalent to (z4u+1)?"*! = 22" +2+a+1. If z+u+1 # 0 then
raising both sides to the power 2™ —1 we get (2 +u+1) = (2*" +2+a+1)" L.
If 22" + 2+ a+1 # 0, then we have the following relation between plaintext
and ciphertext (z +u + 1)(2*" + z+a+ 1)+ (22" + 2+ a +1)*" = 0. This
relation gives equations which are linear in plaintext variables x; and non-linear
in ciphertext variables y;. Note that z = (Lg(v) +v)*" ' + Tr(v) will give non
linear equations of degree w(2™ — 1), where w(2™ — 1) denotes the weight of
2™ —1 so the relation (z +u+1)(2*" +z+a+1)+ (2*" + 2+ a+1)?" =0 gives
equations of non linear degree 2w(2™ — 1) in ciphertext variables y;. Thus, this

line of attack is completely infeasible.

5.4.2 Attacks with Differential Cryptanalysis

We are using the polynomials (22" + 2 + a)?"~!' + z and (Lg(v) + )" ' +
Tr(v), where «, (3, v are secret. Clearly the degree of these polynomial are
not quadratic. Moreover, the public key in our cryptosystem is of mixed type.
Substituting the ciphertext gives quadratic equations in plaintext variables but
in that case, they will be different for different ciphertexts. So, attacking our
cryptosystem by the methods of [32] and [28] is not feasible.

5.4.3 Grobner Basis Attacks

Our public key is of mixed type, this mean for different ciphertexts we will
get different system of quadratic polynomial equations, so in our public key

the quadratic polynomials look random. We are using a polynomial which has
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degree proportional to n. It is explained in [31] that in this case there does not
seem to exist polynomial time algorithm to compute the Grobner basis. Hence,

Grobner basis attacks on our cryptosystem are not feasible.

5.4.4 Relinearization, XL and FXL Algorithms.

Our polynomials are not quadratic. Moreover, the degrees of our polynomials
are not constant, but are functions of m. So, the attack as given in [42] is not
feasible to our cryptosystem. Adversary can not use directly Relinearization,
XL or FXL algorithms to attack our cryptosystem, because when the num-
ber of equations is equal to the number of variables, the complexities of these

algorithms is 2™.

5.5 Efficiency of the proposed cryptosystem

In this section we discuss complexities of the encryption and decryption of our

cryptosystem.

5.5.1 Encryption

There are O(m?) terms of the form z;2; in each m equations of the public key. So
the complexity of evaluating public key at message block g, . .., T, is O(m3).
The next step of encryption is to solve the m linear equations in m ciphertext
variables g, ...,ym_1. This can be done efficiently by Gaussian elimination

with complexity O(m?). Hence the complexity of encryption is O(m?).

5.5.2 Decryption

For decryption in the proposed cryptosystem we need four exponentiations

, - -
)2t )2t "and zg « 25 '. So the

namely z; < (2 L 2y — (2 , 2 e 2
complexity of decryption is equivalent to Dragon cryptosystems [44], [64]. Note
that for exponentiation in finite fields Fom, there are several efficient algorithms,
so the exponentiation can be performed very efficiently. The exact complexity

of exponentiation will depend on the algorithm used for exponentiation.
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Chapter 6
Conclusion

In the thesis we have studied permutation polynomials over finite rings Z,» and
finite fields, and obtained some new results. We have used permutation polyno-
mials over finite fields to design two efficient multivariate public key cryptosys-
tems which we have shown to be secure against all the known attacks.

We have characterized permutation polynomials over finite ring Z,», for
p = 2,3,5. Moreover, we have given sufficient conditions for a polynomial over
Zyn for any p to be a permutation polynomial. However, it is not clear at
this stage how to characterize permutation polynomials over finite rings Z, for
primes p > 7. From our results, it is clear that the main difficulty arises in the
case n = 1.

We have found some new classes of permutation polynomials over finite fields
Fym, for p = 2, 3. In particular, we have introduced and characterized L£(m),
a commutative group of linearized permutation polynomials over finite fields
Fym. Computations with the group £(m) are efficient, which makes it suitable
for cryptographic applications. We have constructed nonlinear trapdoor func-
tion using the group L(m). However, we believe that the group L(m) is of
independent interest. We have also obtained some classes of nonlinear permu-
tation polynomials and have used them to design another efficient multivariate
public key cryptosystem. Like in Big Dragon Cryptosystem, the public key in
our cryptosystems is of mixed type with total degree three; two in plaintext
variables and one in ciphertext variables. The public key size can be reduced
by writing it as two sets of quadratic equations. The efficiency of encryption in

both the cryptosystems is equivalent to those of other multivariate public key
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cryptosystems, that is, O(m?), where m is the bit size. The decryption in both
the cryptosystem is more efficient than any other existing multivariate public
key cryptosystem. We have shown that our cryptosystems are secure against
all the known attacks.

It is not clear at this stage how to design a secure Little Dragon type cryp-
tosystems having public key of mixed type but quadratic. It will be an interest-
ing topic of future work to investigate how one can use permutation polynomials

over finite fields to devise such cryptosystems.
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