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Abstract

The advancements in image editing and manipulation techniques have enabled people to
create visually plausible forged images with little effort. These forged images can then be
published on social or electronic media with malicious intentions. Image forensics utilizes
computer vision and machine learning techniques to check the authenticity of images.

This thesis proposes a number of forensics methods for detecting and localizing various
types of forgeries present in images. The first method focuses on exposing splicing forgeries
involving human faces in the front pose. It utilizes the inconsistencies in the lighting environ-
ments (LEs) in different faces present in the image under investigation. A novel LE estimation
method is proposed based on a low-dimensional lighting model, created from a set of front pose
face images captured under different directional light sources. The limitation of the method is
that it can detect splicing forgeries only in images containing front-pose faces. This limitation is
overcome by the proposed second method that can detect spliced faces of any pose. It is based
on extracting an illumination-signature that captures the information regarding the illumination
source colours from all the faces and checking the inconsistencies in them for exposing the
spliced faces. The dichromatic plane histogram, which is created by utilizing the dichromatic
reflection model and 3D Hough transform, is proposed as the illumination-signature. Although
this method can detect spliced faces of any pose, it assumes that the skin colours of different
faces are the same and hence fails in images containing persons of different races. To de-
tect spliced faces of any pose and skin colour, a deep learning-based method is proposed, that
checks the inconsistencies in the visual features present in the face regions of the illumination
map (face-IM) computed from the input image. A siamese convolutional neural network (CNN)
is employed for comparing the face-IMs in a pair-wise manner and trained on a set of authentic
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and artificially-created spliced face-IM pairs. After the training, the CNN part of the siamese
network is used for extracting features from the face-IMs. Then, a support vector machine
(SVM) is employed for classifying the concatenated features of face-IMs of a pair.

In an attempt to detect different types of image editing operations and also to detect and
localize various forgeries in a single framework, a universal forensics method is proposed. The
method trains a siamese CNN for checking whether a pair of image patches is modified using the
same type of editing operation or not. The trained siamese network is then used for classifying
images modified using image editing operations present in the training phase and also those
not present in the training stage in a one-shot learning framework. Using the trained siamese
network, a method is proposed for localizing and detecting various types of forgeries. To further
improve the forgery localization performance, a method is proposed, that trains a two-steam
encoder-decoder network specifically for localizing different types of forgeries. One stream of
the network learns low-level image manipulation-related features and the other stream learns
high-level manipulation-related features. The outputs of the decoders of both the streams are

fused using the late-fusion technique for generating a single output prediction map.
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1. Introduction

Images have become one of the most important tools to convey news and stories in social
and print media nowadays. An image draws greater attention than texts and can spread infor-
mation more quickly. However, digital images are more vulnerable to forgery. The availability
of numerous image manipulating software, e.g., Adobe Photoshop and Gimp, has made the cre-
ation of visually plausible forgery a simple task. These forged images, when used in platforms
like electronic media or courts, may mislead people and sometimes create chaos in the society.
These concerns necessitate the development of image forensics techniques that can check the
authenticity of images before using them as critical information.

Image forensics aims to detect forged or manipulated images by utilizing computer vision
and machine learning techniques. The existing literature has utilized various types of traces
for exposing forgeries. These are discussed in more detail in Section 1.2. Among the different
traces, the illumination traces have proven to be very effective in detecting splicing forgeries,
particularly those involving human faces, due to the difficulty in matching the exact illumination
condition in the forged images [7], [8]], [9ll.

Deep learning (DL) techniques [10], [11], [12] have become the most effective strategy
for learning optimal features from speech, text, and image data for different types of tasks,
such as prediction and classification. For instance, convolutional neural networks (CNNs) [10]
have outperformed the hand-crafted feature-based methods by large margins in various image
classification tasks, such as medical image classification [13] and road scene segmentation [[14]].
These successes of DL in various computer vision tasks have inspired the forensics community
to develop DL-based methods for exposing various types of forgeries. DL techniques, such as
CNNss, generative adversarial networks (GANs) [12]], long short-term memory (LSTM) network
[11]], and encoder-decoder networks [15], [14], have been utilized by many researchers for
detecting and localizing forged regions in images [16], [17], [6].

This thesis focuses on developing forensics methods that exploit the illumination traces and

DL techniques for the detection and localization of various types of forgeries.
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1.1 Image Forgeries

1.1 TImage Forgeries

There are various ways of creating image forgeries. Depending upon the creation procedure,
the forgeries can be broadly divided into various categories. The most common forgeries are
the following: 1) splicing, ii) copy-move, iii) retouching, and iv) content-removal. They are
described below.

1.1.1 Splicing Forgery

In splicing forgery, parts from different images are copied and pasted onto a single image
to create a scene that never took place. Various post-processing operations, e.g., brightness or
contrast change, colour change, and rotation, are carried out to make the parts from different
images look visually similar. Figure [I.1] shows an example of a splicing forgery depicting
American politician John Kerry sharing a stage with anti-Vietnam war activist Jane Fonda [1]].
The forged image was circulated via the Internet around the world and created a political storm

in America. This incident shows the impact of forgeries on society.

Figure 1.1: A famous example of the splicing forgery involving American politician and diplo-
mat John Kerry and political activist Jane Fonda. The spliced image (on the right side of the
arrow) was created by copying Jane Fonda (the person on the right side in the spliced image)
from a different image and pasted on the left image with John Kerry .

1.1.2 Copy-Move Forgery

In copy-move forgery, regions from an image are copied to a different location to either
clone some objects or hide some regions in the image. The copied regions are additionally

post-processed with different image processing operations like resizing, rotating, brightness or
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contrast change. Figure[I.2]shows a copy-move forgery example (Figure[I.2h) and the authentic
image (Figure[I.2b) from which the forgery was created. The forged image was shared by Iran’s
state media showing the successful launch of four missiles. However, the same media later
shared another image, presumably authentic (Figure [I.2p)), captured from the same vantage
point at the same time [2]. In the forged image, the missile and the smoke regions encircled by

red colour are cloned from the authentic regions encircled by orange colour.

a) Forged Image b) Authentic Image

Figure 1.2: An example of copy-move forgery , where a rocket is clonned to create the forged
image.

1.1.3 Retouching Forgery

Image retouching does not change the content of an image significantly. It enhances certain
attributes of parts of an image, such as texture, shape, lighting, brightness, contrast, and colour.
A famous example of the retouching forgery is shown in Figure [I.3h), where the mugshot of
former American football star O. J. Simpson was darkened, and the lighting was modified by

Time magazine to give him a more menacing look. Figure[I.3p) shows the original mug shot of
Simpson [1].
1.1.4 Content-Removal Forgery

In content-removal forgery, regions from an image are removed and filled with inpainted
pixels. This type of forgery is done to hide some critical information in an image. Figure [I.4]
shows an example of a content-removal forgery, where former Soviet Union’s dictator Stalin

managed to remove one of his aides, Nikola Yezhov, a secret police officer from the photo-
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a) Retouched Image b) Authentic Image

Figure 1.3: An example of retouching forgery. The skin tone of the famous American football
star and a murder convict O. J. Simpson is changed in the forged image by Time magazine to
incite negative sentiment about him [1].

graphic records [3]]. Yezhovm, who is seen standing left to Stalin in the authentic image shown
in Figure [I.4p), is removed in the forged image shown in Figure [I.4p) and the missing pixels

are filled from surrounding pixels using image inpainting techniques.

a) Original Image b) Content-Removed Image

Figure 1.4: An example of content-removal forgery. Figure a) shows an authentic image where
former Soviet Union’s dictator Stalin is seen with Nikola Yezhov, a secret police official, on
his left. In the content-removed image in Figure b), Stalin’s censors removed Yezhov from the
image and filled the region with surrounded pixels using inpainting techniques [3]].

In addition to the aforementioned forgery techniques, different types of image editing or
image manipulation operations are applied to images for various reasons. For instance, image
editing operations, such as Gaussian blurring, median filtering, gamma corrections, are applied
to artificially enhance some features from images to make them look visually different from

their raw versions captured by the camera devices. Most of the time, these image editing oper-
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ations are carried out for harmless reasons, such as to denoise an image or change the contrast
of the image. However, these operations can also be applied for malicious purposes. For ex-
ample, in creating forgeries, various image editing operations are applied as a post-processing
operations to make the forged image look visually undetectable. The image editing operations
can also used to fool certain image forensics methods, as discussed in Section [[.3]

1.2 Image Forensics

A perfectly curated forged image looks authentic to the human eyes. However, every forgery
process leaves behind a unique trace of manipulation in the forged image. For example, in a
spliced image, there may be regions copied from different images captured under different
camera models. This will introduce inconsistencies in the camera sensor-based features, such
as sensor noise [ 18] and camera response functions [[19]], between the authentic and the forged
regions. In a copy-move forgery, the forged regions may be resized and rotated to make the
image look visually plausible. These resizing and rotation operations will introduce resampling
traces in the forged regions. The goal of image forensics is to develop various techniques to
expose forgeries by utilizing these manipulation-related traces.

The image forensics methods can be broadly divided into two categories: a) active and b)
passive. In active image forensics, a signature or watermark is embedded imperceptibly in an
image at the time of its acquisition. If any manipulation is performed on the image later, the
signature will change. The authenticity of the image can be decided by matching the earlier
and the later signatures. Passive image forensics methods do not require any prior knowledge
about the image. They check the authenticity of an image using its visual contents only. Since
most of the image capturing devices, such as digital cameras and smartphones, do not embed
any signature while capturing an image, the passive forensics approaches are more suitable for
detecting the forgeries involving the images captured by these devices.

H. Farid led the pioneering work in passive image forensics by introducing the usage of
different types of manipulation-related traces, that are left behind in forged images. Popescu
and Farid proposed one of the earliest passive forensics methods in [20], where they introduced

the idea of detecting the resampling traces for detecting images that have undergone resizing
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operations. In [21]], Popescu and Farid introduced the usage of the correlation of image pixels
due to colour filter array interpolation for forgery detection. Johnson and Farid [22] proposed
the first forensics method that utilizes the inconsistencies in illumination for exposing splicing
forgeries.

Based on the type of traces utilized to expose the forgeries, the image forensics methods can
be further divided into various categories, e.g., JPEG compression-based 23|, [24], noise-based
[25], [26], lighting environment-based [27], [22], [7], [28], illumination colour-based [29], 9],
8], resampling-based [20] and camera sensor-based [30], [31]. Furthermore, a number of
deep learning-based data-driven methods [32]], [16]], [17] have been proposed recently that do
not assume any prior knowledge about a particular type of trace but rather learn the traces from
the training data itself. These methods are briefly explained below.

1.2.1 JPEG Compression-based Methods

Since a large proportion of digital images available are compressed and stored in JPEG
format, many forensics methods have focused on utilizing the JPEG-related traces to expose
forgeries. For instance, in [23], the mismatch in the JPEG quality factors (QFs) used for com-
pressing the spliced and authentic regions of a forged image is used as a cue of the forgery.
In [33], the misalignment of the 8 X 8 block grids is utilized for localizing the splicing and
copy-move forgeries.

1.2.2 Noise-based Methods

The noise-based methods work based on the assumption that different parts of an authentic
image will have similar noise characteristics. The noise is introduced to images during either
acquisition or in-camera processing stage. The types of noise that get introduced during ac-
quisition are thermal noise, shot noise, efc. The in-camera processing of the raw pixel values
introduces various types of noise to the image, such as impulse noise due to analog-to-digital
conversion error and noise due to errors during quantization of the pixel values. In an authentic
image, it is reasonable to assume that the noise level will be almost similar at different parts.
In a spliced image, the forged regions will have different noise characteristics than that of the
authentic regions. Therefore, by checking the inconsistencies in the noise statistics at different
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parts of an image, the forged regions can be identified. For instance, in [25]] and [34]], the mis-
match in the local variances of noise extracted from the authentic and spliced regions is utilized
for exposing the forgery.
1.2.3 Lighting Environment-based Methods

The formation of images in a camera is a very complex process, which is largely determined
by the interaction of light sources with the surfaces present in the scene. Given a surface of
known geometry, it is possible to estimate the light source directions with respect to the camera,
under certain assumptions. In an authentic image, captured under distant light sources, all the
different objects are captured under the light sources from the same directions. However, in a
spliced image, there is a high chance that the spliced regions is captured under light sources
at different locations than the authentic regions. The lighting environment-based methods are
based on checking the inconsistencies in the lighting environments or the light source directions
that illuminates the objects present in an image. The methods proposed in [22], [8] estimates
the lighting environments in terms of the spherical harmonics coefficients [35] from different
objects present in an image and then compares them to check the inconsistencies for exposing
the splicing forgery. The limitation of the approaches proposed in [22] and [{8] is that they
require the knowledge of the 3D geometry of the surfaces present in the scene, finding which is
an ill-posed problem.
1.2.4 Illumination Colour-based Methods

The colours reflected by surfaces present in an image are determined by the colours of the
illumination sources and the surface albedos. There are various methods available in computa-
tional colour constancy [36]], [37]], [38]] that can estimate the colour of the illumination source by
making some assumptions about the surface albedos. Since the spliced regions in a forged im-
age come from different images, there is a high chance that they were captured under different
illumination sources. Therefore, the source illumination colours estimated from the authentic
parts of a spliced image will be different from those estimated from the spliced parts. Based on
this motivation, in illumination colour-based methods, the mismatch in the illumination source

colour is exploited for revealing the splicing forgeries. In [29], [39], [40]], the illumination
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colour estimated from different parts of an image is used for exposing the splicing forgery.
Since these methods assume a single illumination throughout the image, they cannot be applied
to images under multiple illuminations. In [9], [41], the illumination colours estimated from the
face regions of the persons present in an image are used for creating an intermediate represen-
tation of the face images. Then, various hand-crafted features are extracted and classified using
different pattern recognition techniques for detecting the spliced faces. In [42]], a pre-trained
CNN is used extract features from the intermediate representation, which are classified using
a support vector machine (SVM) to detect the spliced faces. The limitation of the approaches,
proposed in [9], [41]] and [42], is that the features extracted are not optimal for image forensics.
1.2.5 Resampling-based Methods

While creating a realistic-looking forgery, it is almost necessary to resize, rotate or stretch
the forged regions to match the authentic region. The resampling-based methods detect the
artificial correlation traces introduced due to the resizing, rotating, and stretching of the ma-
nipulated regions. For example, a resampling-based method is proposed in [20], where the
periodic pixels in a resampled regions in a forged image are detected using the expectation-
maximization (EM) algorithm. In [43], the resampled images are detected by computing the
Radon transformation [44]] of the derivative of the image pixels.
1.2.6 Camera sensor-based Methods

In a camera, an image is formed when the sensor records the pixel values from the input light
that falls on it. While recording the image pixel values, the sensor introduces various unique
fingerprints, such as the photo response non-uniformity (PRNU) noise and the colour filter array
(CFA) interpolation algorithms, camera response function (CRF), etc. The PRNU is a type of
fixed pattern noise present in images due to the imperfections in the sensor, which results in a
deterministic pattern of bright and dark pixels in the images. Most of the digital cameras record
only one colour information out of the RGB colours, in each sensor by employing a single 2D
array of sensors in conjunction with a CFA, e.g., the Bayer filter [45]]. The missing two colour
information are computed by applying a demosaicing algorithm, i.e., by interpolating the ad-
jacent pixel values. This interpolation introduces specific correlations among the neighbouring
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pixels, which can be used as a unique fingerprint for the camera model. Every image captur-
ing device employs a CRF to map the scene irradiance to pixel intensity values non-linearly.
Since the sensor of each camera model have a unique CREF, it is also used as a camera model
fingerprint. The camera sensor-based methods expose forgeries by checking the inconsistencies
in these sensor-based fingerprints. For instance, Chen et al. uses the PRNU noise for detect-
ing the source camera device and locate forgeries. In [46] and [47], the inconsistencies in the
reconstruction error of the demosaicing algorithms, known as the CFA artefacts, is utilized for
detecting forgeries. In [48]], the consistency in the CRFs at different edges of an image is used
for exposing splicing and copy-move forgeries.
1.2.7 Deep learning-based data-driven methods

Following the successful application of DL techniques, such as CNNs, encoder-decoder net-
works, and GANSs, in various computer vision tasks, the forensics community has focused on
developing deep learning-based methods for detecting various image manipulations and forg-
eries [49], (501, [32], [6], [51], [17]. Unlike the methods that assume the knowledge about the
type of forensics traces, the DL-based methods learn directly from the training data without us-
ing any hand-crafted features to detect the manipulation traces. Hence, these methods can learn
more optimal forgery-related features than the methods that extract hand-crafted features to de-
tect particular forensics traces. In [49], a method is proposed to classify images that are edited
using median filtering operation by using a CNN, where the first layer has a fixed set of weights
for computing median filtering residuals. In [50], a method is proposed that can detect multiple
image editing operations in a single framework using a CNN, where the first layer learns a set of
filters adaptively from training data for computing high-pass residuals. However, this method
has the limitation that all the image editing operations have to be known a priori during the
training stage. Furthermore, the DL-based methods can learn and fuse multiple forensics cues
in a single end-to-end framework to expose various types of forgeries. In [32], a multi-task
fully-CNN is employed to localize splicing forgeries. A two-stream forensics method is pro-
posed in [[6], where the first stream employs the Radon transform [44] and the long short-term
memory (LSTM) network [/11]] for computing the low-level feature related to resampling traces,
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and the second steam employs a CNN for learning high-level features related to artificial con-
trast and unnatural object edges. Then a single decoder is employed to localize various types
of forgeries, i.e., splicing, copy-move, and content-removal, in a single framework. In [17], a
GAN-based discriminative segmentation model is trained in a mixed adversarial setting to lo-
calize different types of forgeries. In [[16], a two-stream region-based CNN (R-CNN) is utilized
for learning both the high-level features and the low-level features automatically from the train-
ing data for localizing the above-mentioned forgeries. In [52], a siamese neural network-based
method is proposed to extract the camera sensor noise (i.e., PRNU) from a single image itself,
and use it to localize the splicing forgeries. Although the above two-stream methods show that
the fusion of high-level and low-level features are more effective in localizing forgeries, they
have the following limitations: 1) the low-level feature computed in [6] is a hand-crafted one
and hence may not be optimal, 2) the method proposed in [[16] can only give bounding box-level
localization of the forged regions.

1.3 Image Anti-Forensics

Although the image forensics methods are developed to expose the forgeries in images,
many anti-forensics methods are available in the literature, that can fool the forensics meth-
ods. The anti-forensics methods apply various image editing operations on the forged image
to remove the traces of manipulations left by the forgery process. For example, the traces of
resizing operation, which is generally applied on forged regions to make them look visually
undetectable, can be erased by applying median filtering [S3]].

1.4 Research Motivation and Problem Statement

Although image forensics is a well-researched area, there are several research issues. We
have identified a number of research challenges. Our research is motivated by the following:

1) The lighting environment-based and the illumination colour-based forensics methods are
more effective in detecting face splicing forgeries in real-life images, i.e., highly compressed
and low-resolution images. Also, it is hard to match the exact illumination condition in a spliced
image [9], [54] as human eyes are not very good at judging the inconsistencies in the illumi-

nation condition in images [S5], [56]. Furthermore, various anti-forensics methods have been
TH-2553 136102029
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proposed to fool different types of forensics methods, such as the compression-based and the
camera-based forensics methods [57], [58]]. In our opinion, the traces related to lighting envi-
ronment and illumination colour are more likely to be present in a spliced image. Hence, the
lighting environment-based and the illumination colour methods are more reliable in detecting
perfectly curated realistic-looking splicing forgeries. As already mentioned, the existing light-
ing environment-based methods require the knowledge of 3D surface geometry for accurately
estimating the lighting environment. On the other hand, the existing illumination colour-based
methods have the following limitations: i) some of these methods are applicable only to images
captured under a single illumination source, ii) the illumination colour-related features extracted
by these methods are not optimal for forgery detection. Therefore, there is scopes for research
in lighting environment and illumination colour-based image forensics.

2) It also an essential task in image forensics to detect other types of forgeries, such as copy-
move, retouching, and content-removal, that involve arbitrary regions in a forged image. This is
important because, in real-life forensics scenarios, the type of forgery and the region involving
the forgeries are generally not known a prioi. Thus, there is a need to develop forensics methods
that can detect all types of forgeries, involving arbitrary regions, in a single framework.

3) Another important task in image forensics is to detect the image editing operations on
images as it helps in exposing various forgeries and also in checking whether an image has
gone through image anti-forensics operations. As discussed in Section the DL-based
methods are very effective in detecting various types of image editing operations carried out on
images and also in detecting and localizing various forgeries involving arbitrary image regions.
However, there are certain limitations of the existing methods: 1) the existing image editing
operation detection methods cannot detect manipulations not present in the training stage, and
i1) there is room for developing end-to-end forensics methods that learn the high-level and
the low-level manipulation-related features for a more precise pixel-wise localization of the

forgeries.
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1.5 Research Contributions and Thesis Organization

Based on these motivations, this thesis focuses on the following points:

(1) Developing lighting environment-based forensics methods that can estimate the lighting
environments from the 2D images more precisely without requiring any 3D surface infor-

mation, and hence can detect forgeries more accurately.

(i) Developing illumination colour-based methods to detect splicing forgeries in images un-
der single or multiple illumination sources and also can learn optimal illumination colour-
related features automatically from training data, therefore removing the need to compute

hand-crafted features.

(iii)) Developing DL-based forensics methods for detecting various types of image editing

operations carried out on images, that may not be known during the training stage.

(iv) Developing DL-based methods localizing various types of forgeries involving arbitrary
image regions by learning more optimal high-level and low-level manipulation-related

features.

1.5 Research Contributions and Thesis Organization

The thesis has four major research contributions. They are presented in the following chap-

ters.

e Chapter 2: Estimation of Lighting Environment for Exposing Image Splicing Forg-

eries

In this chapter, a forensics method is proposed for detecting splicing forgeries involving
human faces in the front pose, e.g., those in formal group portraits. The method is based
on checking the inconsistencies in the lighting environments (LEs) estimated from the
faces present in the image under investigation. Firstly, a low-dimensional lighting model
is created from a set of front pose face images of a single individual under different
directional lighting environments. For this, the set of images is decomposed using the

principal component analysis. This low-dimensional model, which captures the lighting
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variation in faces, is then used to estimate the LE from a given near-front pose face image.
In a spliced image, the LE estimated from the spliced face will be different from that
estimated from the original faces. Therefore, finding the inconsistencies among the LEs
estimated from different faces could reveal the splicing forgery. The experimental results
on Yale Face Database B and a set of authentic and forged real-life images show the

efficacy of the proposed method.

e Chapter 3: Exposing Splicing Forgeries in Digital Images through the Discrepancies

in Dichromatic Plane Histograms

This chapter proposes a forensics method to detect spliced human faces of any pose uti-
lizing the source illumination colour as a cue. The method is based on extracting an
illumination-signature from the faces of the persons present in an image using the dichro-
matic reflection model. The dichromatic plane histogram (DPH), which is computed
by applying the 3D Hough Transform on the face images, is used as the illumination-
signature. It is assumed that the skin colours of different persons’ faces are the same. The
correlation measure is employed to compute the similarity between the DPHs obtained
from different faces present in an image. Finally, a simple threshold on this similarity
measure exposes splicing forgeries in an image. Experimental results on two standard

splicing datasets, DSO-1 and DSI-1, show the efficacy of the proposed method.

e Chapter 4: Deep Learning-based Classification of Illumination Maps for Detecting

Spliced Faces

This chapter proposes a novel image forensics method that can detect splicing forgeries
group portraits involving faces of any pose and skin colour. The method converts an input
image to an illumination map (IM), and the facial regions of the IM are compared in a
pair-wise manner using machine learning techniques to check the presence of splicing
forgery. A siamese convolutional neural network (CNN) is first trained on an external
training set to differentiate between face-IM pairs coming from similar and different il-

lumination environments (IEs). Once trained, the CNN part of the siamese network is
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used as a feature extractor for each face present in a test image. The pair-wise features
are concatenated and classified using a support vector machine classifier for forgery de-
tection. The advantage of the proposed method is its ability to learn features capable of
differentiating faces coming from different IEs. The experimental results on two public
datasets, DSO-1 and DSI-1, show the efficacy of the proposed method with respect to the

state-of-the-art.

e Chapter 5: A Siamese Convolutional Neural Network-based Approach towards Uni-

versal Image Forensics

This chapter proposes a novel deep learning-based method that can detect different types
of image editing operations carried out on images. Unlike most of the existing methods,
which can only detect the editing operations considered in the training stage, the proposed
method can generalize to manipulations not seen in the training stage. The method is
based on the classification of image pairs as either similarly or differently processed using
a deep siamese neural network. Once the network learns features that can discriminate
different editing operations, it can check whether an image is processed with an editing
operation, not present in the training stage, using the one-shot classification strategy. An
image forgery detection and localization technique is also proposed using the trained
siamese network. The experimental results on multiple datasets show the efficacy of the
proposed method in detecting different editing operations and also show the ability in

detecting and localizing image forgeries.

e Chapter 6: Two-stream Encoder-Decoder Network for Localizing Image Forgeries

In this chapter, a novel two-stream encoder-decoder network is proposed, which utilizes
both the high-level and the low-level image features for precisely localizing forged re-
gions in a manipulated image. This is motivated by the fact that the forgery creation pro-
cess generally introduces both the low-level and the high-level artefacts to the forged im-
ages. In the proposed two-stream network, one stream learns the low-level manipulation-

related features in the encoder side by extracting noise residuals through a set of high-pass
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filters in the first layer of the encoder network. In the second stream, the encoder learns
the high-level image manipulation features from the input image RGB values. The coarse
feature maps of both the encoders are upsampled by their corresponding decoder network
to produce dense feature maps. The dense feature maps of the two streams are con-
catenated and fed to a final convolutional layer with sigmoidal activation to produce the
pixel-wise prediction. We have carried out experimental analyses on multiple standard
forensics datasets to evaluate the performance of the proposed method. The experimental

results show the efficacy of the proposed method with respect to the state-of-the-art.

The thesis is concluded in Chapter 7 with a summary of the research and an outline of the

possible future research.
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2. Estimation of Lighting Environment for Exposing Image Splicing Forgeries

A common type of image forgery is splicing. In this forgery, a composite image is created
by copying objects from multiple images. Splicing forgeries containing human faces are of
greater concern, as their impact on society may be more serious. Therefore, image forensics to
detect spliced human faces is an important research issue.

Among the different approaches available in the literature to detect splicing forgeries dis-
cussed in the earlier chapter, the lighting environment (LE)-based forensics methods are more
applicable to real-life images like highly compressed and low-resolution images. The human
visual system is not very good at judging the inconsistencies in the LEs in images [355], [56],
and it is very hard to match the illumination conditions of the spliced and the authentic parts of a
composite image [9]], [54]]. In addition to that, there are several anti-forensics methods proposed
to counter different types of forensics methods, such as the compression-based and the camera-
based forensics methods [57], [58]]. To the best of our knowledge, no anti-forensics method has
been proposed to counter the LE-based forensics techniques. Based on these motivations, this
chapter proposes a novel LE-based forensics technique for detecting spliced images involving
human faces.

The rest of the chapter is organized as follows. Section[2.1|describes the related work and the
motivation. Section [2.2] explains the low-dimensional lighting model. Section [2.3|presents the
proposed LE estimation and splicing detection methods. Section [2.4] presents the experimental
results for the lighting environment estimation and the forgery detection methods. Section
discusses the effectiveness of the proposed method with respect to the state-of-the-art. Finally,

Section [2.6] presents a summary of the chapter.

2.1 Related Work and Research Gap

In lighting environment-based image forensics, the mismatch in the LE [22]] of one part of
the image with the rest is exploited to check its authenticity. The assumption here is that the
LEs estimated from different parts of an authentic image are similar. In a composite image,
there may be some spliced parts that were captured under different LEs.

Johnson and Farid [27]] proposed the first LE-based forensics method, which compares the
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light directions estimated from different parts of an image. Assuming the surfaces to be Lamber-
tian and illuminated by a point light source, the authors could estimate the 2D lighting directions
from the pixel intensity and occluding contour normals. Riess et al. [59]] extended the method
by estimating the lighting directions from multiple coloured surfaces, resulting in improved ac-
curacy and broader applicability of the method. These two methods, however, work only in
images with a single dominant light source, and can estimate 2D lighting directions only and
hence have the 3D ambiguity.

To estimate an arbitrarily complex LE, Johnson and Farid [22] proposed to use spherical
harmonics (SH) analysis [35] and represented the LE and the surface reflectance function in
terms of the SH coefficients. The SHs form an orthonormal basis for functions defined on the
surface of a sphere. They are analogous to the Fourier series for functions defined on lines or
circles. Let F(a, 8) denote a function on the unit sphere, where @ and g are the spherical angular

coordinate. In the SH domain, the function can be expressed as

(o8]

l
F@.B)= ) > FinYin(a,p) 2.1)

=0 m=-1

where Y, is the mth SH of order [, F,, is the corresponding SH coefficient.

Johnson and Farid [22]] applied the SH analysis and showed that, under certain assumptions,
the LE could be estimated using a low-dimensional model, i.e., using only the SH coefficients
up to order 2. The authors made the following assumptions: 1) linear camera response function,
and 2) convex and Lambertian object with constant surface reflectance. This method could also
estimate the 2D LE only because the 3D surface normals of objects are not readily available
in 2D images. Kee and Farid [7]] proposed the first 3D LE-based forensics method, which was
aimed at exposing face splicing forgeries. They created a 3D morphable face model from a set
of frontal and profile-view face images and fitted this model to each face to obtain the 3D surface
normals. These 3D normals were used to estimate the 3D LE in terms of the SH coefficients.
Fan et al. [60] extended the work of Kee and Farid [7]] by estimating the 3D LEs from arbitrary
objects, utilizing a shape-from-shading method [61] to obtain the 3D surface normals. Peng et

al. [8]] proposed a method to estimate the 3D LE more accurately by relaxing some less realistic
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2. Estimation of Lighting Environment for Exposing Image Splicing Forgeries

assumptions about human faces.

Although the above-mentioned 3D SH methods are good at estimating the LEs from faces,
their estimation accuracy depends heavily on the accuracy of the 3D face model. In addition,
these methods are difficult to implement as there are multiple modules in the algorithms [62],
i.e., 3D face model fitting, face texture (albedo) estimation, and the SH coefficients estimation,
etc. An error in any of these modules may lead to the incorrect estimation of the LE. For
example, the construction of a 3D face model requires a face that is lit from the front and with
a normal facial expression. These conditions are not always satisfied in forensics applications.
Therefore, there is a need to develop forensics methods that can check the inconsistencies in the
LEs estimated from test faces without requiring any prior knowledge about their 3D shapes.
2.1.1 Low-dimensional lighting subspace

Epstein et al. [63] and Hallinan [64] empirically showed that the set of images of an object in
a fixed-pose viewed under different point sources lies on a low-dimensional subspace. The low-
dimensional subspace is spanned by the first few eigenvectors (principal components), com-
puted from the set of images of the object using principal component analysis (PCA). In [63]
and [64], the authors experimented with human faces and other objects and reported that the
first 5 — 6 eigenvectors are in general sufficient to capture 90-98% of the variation in the sets
of images. Therefore, they concluded that the set of images of a Lambertian object captured
under different LEs lies on a low-dimensional subspace. These results are confirmed by other
researchers also [[65]], [[66]].

The initial theoretical works explaining this low-dimensional subspace were proposed by
Shashua [67] and Murase and Nayar [68]. They showed that in the absence of shadows, a 3D
subspace 1s sufficient to describe the set of images of a Lambertian object under distant illumi-
nation. However, the absence of shadow is not a very practical assumption as attached shadows
are always present in a real-life scene under complex illumination. Therefore, these methods
are too simple to explain the empirical low-dimensional subspace. Basri and Jacob [69] and
Ramamoorthi and Hanrahan [70] independently derived an analytical formula for the irradiance
of a Lambertian convex object in the SH domain, considering the attached shadows explicitly.
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They showed that the irradiance is the convolution of incident illumination with the Lambertian
reflectance function. If the illumination and the reflectance functions are represented in SH
domain, the convolution becomes multiplication of the SH coefficients of both the functions.
More importantly, they proved that the Lambertian reflection acts as a low-pass filter, and the
first 9 SH coefficients are sufficient to capture 99% of the irradiance. However, the connection
between the low-dimensional SH subspace and the empirical eigen subspace is not obvious.
Later, Ramamoorthi [71]] provided a theoretical connection between the SH subspace and the
eigen subspace through the analytic PCA construction and hence proved that the first 5 — 6
eigenvectors are sufficient to capture 98% of the lighting variations in the face. The proposed
LE estimation method utilizes this concept to create the lighting model comprising the first few
eigenvectors, and it is later used to estimate the LE from any test face.

This chapter proposes a novel LE-based image forensics method that can expose splic-
ing forgeries present in images of front pose human faces. The method detects the spliced
faces through the inconsistencies in the LEs estimated from the facial regions of the individuals
present in the image under investigation. For this, a novel LE estimation method is proposed,
which can estimate the LE from any test face without requiring to create a 3D model for that
face. This is an important advantage of the proposed method over the state-of-the-art, as the ex-
isting methods required to create a specific 3D face model for each individual for the accurate
estimation of the LE.

The main contributions of this chapter are as follows: 1) It proposes a novel method to
estimate the LEs from human faces without requiring to create the 3D face models. The pro-
posed method can estimate the LEs more accurately than the state-of-the-art with the advantage
of being simple. 2) Based on the LE estimation method, a forensics technique is proposed,
which can expose splicing forgeries present in images involving human faces in the front pose.
The proposed method is appropriate for detecting splicing forgeries in real-life forged images

involving any individual, as it does not need to create any 3D face model for LE estimation.
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2.2 Lighting Model

In this section, we describe the low-dimensional lighting model for human face images.
This is used by the proposed method for estimating the LE from human faces present in an
image under investigation. The inconsistencies among the LEs estimated from different face
images can indicate the presence of splicing forgeries in the image.

In a real-life scene, lighting can be very complex. For example, there may be multiple
light sources located at different locations in the scene. Epstein et al. [63]] and Hallinan [64]]
empirically showed that the set of images of a (nearly) Lambertian object (e.g., human faces) in
a fixed pose viewed under different LEs lies on a low-dimensional subspace. This subspace is
spanned by the first few eigenvectors of the set of face images.

An arbitrary light source can be expressed as a summation of point light sources at infinity
[63]], [64]. Therefore, an image of a Lambertian object under an arbitrary LE can be written as
a linear combination of the images of the object due to different point sources at infinity [72].
Let B,s = B,43(0, ¢) be an image, called the boundary image, captured under the point light
source located at infinity, where (a, ) and (0, ¢) are the spherical angular coordinates of the
light source and surface normals respectively. If the irradiance of the scene is bounded by a
fixed value, the set P of all possible images will be compact and convex [[72]], [[64]. Now, a finite
set of boundary images {B,, s, : i < M, j < N} can be created by uniformly sampling the set P,
where M and N, are the numbers of the longitudes and the latitudes corresponding to the finite
set of boundary images. An image Z of the object under an arbitrary LE can be synthesized by

adding the boundary images corresponding to each point light source [|64]]

M Ny

7= Z Z w(@i, BB, (2.2)

=1 j=
where w(a;, 8;) is the weighting factor for each light source.
An orthogonal basis {u}, k = 1,2, ..., K for the finite set of boundary images {Bai’ﬂj 1 <

M, j < Ni} can be found by applying PCA on the set. These bases are the first K dominant

eigenvectors, and can be used to approximate B, g, as
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K
B, = Z Vi, j Uk (2.3)
k=1

where v; ; 1s the weighting factor for each eigenvector uy. Therefore, using Equations (2.2)

and (2.3), Z can be approximated as

7~ Z by, 2.4)
k

where

M N
by = Z Z W@, B)Yijk 2.5)

i=1 j=1

These basis vectors, being the eigenvectors of the covariance matrix, point to the directions
of variation in the set of boundary images. As the boundary images are of the same object
captured under different LEs, the dominant variations in these images are because of lighting
only. Therefore, these basis vectors capture the lighting variations in the set of boundary images.
The first few eigenvectors form a low-dimensional lighting model. Figure [2.2a] shows the first
six eigenfaces computed from a set of front pose face images of a male individual. These
eigenfaces can be interpreted as faces lit from front, side, top/bottom, extreme side, corner, and
extreme corner [64]]. This lighting model is used in the later sections to estimate the LEs from
any test face image.

2.2.1 Theoretical Analysis of the Low-dimensional Lighting Model

As already defined, B, 3(6, ¢) denotes the intensity of a single pixel in the boundary image
B, s. Assume that the surface in the image is Lambertian and convex, the point light source
is at infinity, the camera response is linear, and the surface albedo is uniform. Under these
assumptions, B, (6, ¢) becomes proportional to the irradiance due to a point light source at
(@,p).

A low-dimensional lighting model can be constructed by applying the PCA on the set of
boundary images. First, an observation matrix Q, which contains all the observations, is created
by uniformly sampling the light source positions («,,[,) and the surface normal coordinates

(6;, ¢) of the boundary image B, g. The matrix Q has the form
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(b)

Figure 2.1: Examples of images of a single subject under different light sources from (a) Ex-
tended Yale B database IEI] and (b) Multi-PIE [E]] dataset.

Oip = Ba,5,(6:, 92) (2.6)

where i indexes the pixels in the boundary image, and p indexes the light source positions.
To find the principal components or eigenimages, we have to compute the eigensystem of the
covariance matrix T = (Q — u1)(Q — u1)”, where 1 is the all-ones matrix and u is the mean

irradiance obtained by averaging over the pixels and all the light sources. Each element of T is
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computed as

Tij= ) (Ba,s, 6 d0) — 1) (B, 5,6, ) — 1) 2.7)
)4

Note that u is same for all the pixels. This is because of the assumption that the surface is
convex and the light sources are uniformly sampled over the entire sphere.
The SH domain representation of B, (6, ¢) is given by [69], [70]
c
Bos(t,9) = > > ALyl B)Y1n(0,¢) (2.8)

1=0 m=-1
where Y, is the mth SH of order /, L;,, is the corresponding SH coefficient of the LE and A, is
the normalised /th order SH coefficient of the reflectance function. In [69]] and [70]], the authors
showed that A; decays rapidly for Lambertian surfaces, and 99% energy of the Lambertian

reflection is captured by the first 9 SH coefficients of the LE up to / = 2.
Plugging Equation (2.8) in Equation (2.7), we get
00 /
T = (A)F = 4mvi®) Yoo 0, ) Yo0(05 ) + > > (A)* V(0 0)Yin(0),6))  (2.9)

1=0 m=—1

where v is the number of images taken with different light source positions. Equation (2.9)

is the analytic form of the elements of the covariance matrix T. The PCA is used for finding

the principal components, which are the eigenvectors of T computed by solving the following

eigensystem:
Tu = Au (2.10)
where A is the eigenvalue. Representing the eigenvector in terms of SHs and substituting the

value of T;; from Equation (2.9), we get

Z Ml,m:p,qcp,q = /lcl,m (21 1)
P4

where c¢;,, 1s the coefficient corresponding to mth SH of order / of the eigen vector u, and
Ml,m:p,q = Z Yl,m(9j7 ¢j)Yp,q(0ja ¢j) (212)
J

Assuming that the light source samples are infinitely dense, the summation operation in
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Equation (2.12)) becomes integration over the angular coordinates (6, ¢) given by

T 21
Ml,m:p,q = L_O L;_O Yl,m(e’ ¢)Yp7q(9’ ¢) sinf d6 d¢ (213)

Here, the term M, ., , captures the orthogonality between various SHs. When the image pixels
correspond uniformly to the entire sphere of surface normals, the SHs will be orthogonal to
one another. Thus, the eigenvectors will simply be the SHs themselves, and the first 9 eigen-
vectors will capture 99% of irradiance. However, in the case of a single image, where only
the front-facing surface normals are visible, the pixels will be distributed over the upper hemi-
sphere only. While the orthonormality of SHs guarantees that none of their linear combination
can have norm 0, Ramamoorthy [71] showed that the norm of certain linear combinations come
very close to 0 when the domain of integration is restricted to the upper hemisphere. There-
fore, the eigenvectors will be the linear combinations of SHs with the same value of m, i.e.,
m=0,m =1and m = —1. SHs corresponding to m = £2, i.e.,, Y, and Yg, are not affected
by this rearrangement and become eigenvectors alone. Because of this intermingling of SHs,
fewer eigenvectors will now capture most of the irradiance. The first six eigenvectors now cap-
ture about 98% of the irradiance, and thereby proving the empirical low-dimensional model
proposed by Hallinan [64].
2.2.2 Computation of Low-dimensional Lighting Model

To create the lighting model, a set of front pose face images of a single individual captured
under different point light sources is collected. The face parts are cropped from these images
and geometrically aligned so that all the images have identical eye locations. Then, the PCA
is applied to this set to get the principal components. The principal components are the eigen-
vectors of the covariance matrix of the set of face images represented as vectors. As reported
in [64] and [63], we have also observed that the eigenvectors corresponding to the first few
significant eigenvalues are sufficient to capture the lighting variations in the image set. Hence,
these eigenvectors can be used as a lighting model to estimate the LE from a test face image.

Let F|,F,,...,F; be Z face images in the image set, each of size M x N. Each face F; is

rearranged as a vector I; of dimension MN. The PCA is applied on this set to find the orthonor-
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mal vectors u, kK = 1,2,..., MN, along which the face vectors are varying. The eigenvalue Ay
associated with the eigenvector u; represents the amount of variations in the set of I;s along the

eigenvector u;. The covariance matrix C of the set of face vectors is given by

z
1 T

C=_ Z} J.Ji (2.14)

where J; = I, —TI' is the mean subtracted face vector and I'' = % Z,.Z: | I; is the mean face vector and

the symbol T represents transpose operation. The eigenvectors and eigenvalues are computed

by decomposing the covariance matrix C as

C = uzu’ (2.15)

where U = [uju; ... uyy] is a matrix with each column representing an eigenvector, and X =
diag(Ay, Ay, ..., Ayy) 1s a diagonal matrix containing the eigenvalues in its leading diagonal po-
sitions. The eigenvalues in X are arranged in a descending order, i.e., 4 > A, > ... > Ay, and
the eigenvectors in U are arranged in the decreasing order of their corresponding eigenvalues.
The first eigenvector is the most significant as it captures the largest variation in the dataset. If

L number of eigenfaces are sufficient to capture most of the lighting variations, the matrix
W;: =[uuy ... uz] (2.16)

can be used as the low-dimensional lighting model.

2.3 Proposed method

This section explains the proposed LE estimation and the splicing detection methods.
2.3.1 Estimation of Lighting Environment

We propose to estimate the LEs from near front pose face images using the low-dimensional
lighting model computed from a set of front pose face images. The intuition behind this is that
the first few eigenfaces point to the directions of changes in the LEs of the faces in the image
set, and hence projecting a front pose face of any individual on the low-dimensional subspace

results in the LE only.
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The dominant L eigenfaces span an L-dimensional subspace of the original M N-dimensional
image space. Using these L eigenfaces, we create the low-dimensional lighting model W, as
shown in Equation (2.16). Given a test face image F, it is converted to grayscale and resized to
a dimension of M x N. The image is then rearranged as an M N-dimensional vector, I. This face

vector I is then projected onto the L-dimensional subspace as

Q=W/1I (2.17)

where Q7 = [wjws ... wy] is the lighting coefficient (LC) vector, wy representing the contribu-
tion of u, to the LE in the input face image. Thus,  gives the estimate of the LE in the test
face image. For example, if we project a face image with frontal LE, the first eigenface (shown
in Figure 2.2a)) will have the highest correlation, and hence the LC corresponding to this eigen-
face will be the largest. Algorithm 2.1 shows the steps for computing the lighting model, and

Algorithm 2.2 shows the steps involved in the proposed LE estimation method.

Algorithm 2.1

9%Lighting Model Computation%

Input: M, N and L; A set of face images, {F; : i = 1,2,...,Z} of dimension M X N, of a single
person under different LEs

Output: Low-dimensional lighting model W,

Steps:

(i) For each i€fl, 2, ..., Z}, convert F; to gray-scale and then rearrange it as the vector, I;, of

dimension MN.
(i1)) Compute the covariance matrix C of the set of face vectors using Equation (2.14))

(iii) Compute the matrix U of MN eigenfaces using Equation (2.15)) and construct the L-

dimensional lighting model W, = [u;u; ... u;] using the L dominant eigenfaces.
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Algorithm 2.2

%LE Estimation%

Input: M, N; A face image F of dimension M X N
Output: LC vector

Steps:
(i) Get the low-dimensional lighting model W, from Algorithm 2.1.

(i) Convert F to a gray-scale image of dimension M X N and rearrange as a M N-dimensional

vector 1.
(iii) Project I onto the L-dimensional subspace using Equation (2.17) to get the LC vector Q.

The LC vector Q is used for detecting the splicing forgeries present in images containing

human faces as described below.

2.3.2 Splicing Detection

We propose a forgery detection method that can expose splicing forgeries in images contain-
ing at least two near-front pose human faces. The method is based on the following assumptions:
1) in an authentic image, the LEs are similar at different parts of the image, and 2) in a spliced
image, there will be objects from images captured under different LEs. Therefore, the compar-
ison of the LEs estimated from different parts of an image gives a clue about the authenticity of
the image.

In the proposed method, first, the faces are manually extracted from the image under in-
vestigation. Although various automated face detection methods are available in the literature,
we prefer manual face cropping. This is because the automated face detection methods some-
times may give false positive or false negative results, in which case the proposed method will
produce inaccurate results. Suppose there are D faces, Fy, F», ..., Fp, present in the image, and
their corresponding LC vectors are 4, Q,, ..., Qp. The proposed method detects forgeries by

comparing the LEs estimated from the faces present in the image in a pair-wise manner. Since
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D(D-1)
2

there are D faces, there will be comparisons. The distance between any two LC vectors

Q; and ; is calculated using a correlation-based distance measure [22] given by

1
d(Q, Q) = 5 (1 - corr (2, 2)) (2.18)
where
QITQ ’
corr (Q,., Q j) =1 (2.19)
il |2,
represents the normalized correlation measure between €; and €, and ||.||, represents the L,

norm of a vector. This distance measure is invariant to multiplicative factors in the coefficient
vectors and produces a value in the range [0, 1].

If the two faces F; and F; come from two different LESs, the distance d between £; and Q;
will be large. Otherwise, it will be small. In an authentic image, all the ;s will point almost to
the same direction as all the faces come from the same LE. So, the distance d between all the
pairs {€2;,€;; i, j < D} will be small. In a spliced image, there will be at least one pair {Q;, Q J-}
for which the distance will be higher as there will be at least one face coming from a different
image (i.e., a different LE). Therefore, the image will be considered spliced if the maximum

distance among all the pairs is more than a predefined threshold. Thus, if
n(l,a,)X(d(Qi, Q) > ry, (2.20)
L,J

the image is considered to be spliced. The discrimination threshold r;, is set through experi-
mentation as explained in a later section.

The steps of the proposed method is outlined in Algorithm 2.3.

Algorithm 2.3
Input: Image under investigation, ry,
Output: Decision about the authenticity of the test image.

Steps:

(i) Extract the faces Fy, F», ..., Fp from the test image. Note the number of faces D.
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>

=

Figure 2.2: First six eigenfaces computed from the set of images of |(a)] a male individual and
()] female individual.

(b)

(i) Get W, from Algorithm 2.1.
(ii1) For each F;, estimate the LC vector €; using Algorithm 2.2.

(iv) Compute the pair-wise distance between the Q;s using Equation (2.18). For D number of

faces present in the image there will be @ distances.

(v) Decide the image as spliced if the inequality in Equation (2.20) is satisfied. Otherwise,

decide the image as authentic.

2.4 Experimental Results and Analysis

A number of experiments were carried out to validate the efficacy of the proposed method.
Subsection [2.4.T|describes the experimental results on the lighting model computation. Subsec-
tion[2.4.2]discusses the results on LE estimation. Subsection[2.4.3] presents the experimental re-
sults on the classification of consistent and inconsistent LEs. The performance of the proposed
method in discriminating the consistent and the inconsistent LEs estimated from near-frontal
face images is explained in Subsection[2.4.4] Subsection[2.4.3|presents the experimental results
on real-life splicing forgery detection.

2.4.1 Lighting Model Computation
To compute the lighting model, we have used the images in the Extended Yale Face Database

B [4], [73]. The database contains 16, 128 single light source images of 28 different subjects,
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each seen under 9 poses and 64 lighting conditions. We have used the front pose images only
to compute the lighting model. Figure [2.1(a) shows 10 images of a single subject in the dataset
under different directional light sources.

We have computed the lighting model from the face images of all the individuals separately.
Figure [2.2] shows the first six eigenfaces computed from the image sets of two individuals.
Except for the changes in the sign of the eigenfaces and the change in their order, these six
eigenfaces are similar across individuals. These eigenfaces can be interpreted as faces lit from
front, side, top/bottom, extreme side, corner, and extreme corner (not necessarily in this order),
as pointed out in [64]. On the other hand, the next eigenfaces are not similar for different
individuals, as can be seen in Figure 2.3] This is because the higher-order eigenfaces capture
the variations due to the change in the face geometry or noise in the training images.

To see the number of eigenfaces required to represent the lighting variations in the image
set of the subject shown in Figure [2.1[(a), we have carried out the variance accounted for (VAF)
analysis [64]. The VAF is the sum of the eigenvalues corresponding to the eigenvectors consid-
ered in the analysis. The VAF represents the percentage of lighting variance on the set of face
images explained by the first k dominant eigenvectors corresponding to the largest k eigenval-

ues, and is given by the following equation:

AL+ A+ .+ A

VAF(uy,uy, ..., =
(w, vy ue) A+ + ..+ Ay

(2.21)

Figure [2.4] shows the VAF plot against the number of the eigenvectors. The plot clearly
shows that the first six eigenfaces capture around 96% of the lighting variations in the image
set, which is in accordance with the analytical results provided by Ramamoorthy [71]]. Because
of these reasons, we use the first six eigenfaces (i.e., L = 6) to create the low-dimensional
lighting model.

We have performed the following experiment for visual verification of the 6-dimensional
lighting model. We have reconstructed the face vector I for different values of L using Iy =
W, Q. Figure shows the reconstruction of the LE from a face image using different values

of L. In this case, the test image and the training images are of the same individual. As shown in
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(b)
Figure 2.3: The 7th, 9th and 10th eigenfaces next to |(a)| eigenfaces shown in Figure and
[(b) eigenfaces shown in Figure 2(b)}
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Figure 2.4: VAF analysis of the eigenvectors computed from the image set of the subject shown
in Figure[2.1{a).

the figure, the first three eigenfaces cannot fully reconstruct the LE (Figure [2.5b), whereas the
first six eigenfaces capture the LE very well (Figure [2.5¢)). Figure[2.5d|shows the reconstructed
face using the first ten eigenfaces. It can be observed from the figure that the faces reconstructed
by the first six and the first ten eigenfaces are similar. On the other hand, the faces reconstructed
by the first three and the first six eigenfaces are significantly different. This confirms visually
that the first six eigenfaces are sufficient to represent the lighting variations in the set of images

used to compute the lighting model.
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(a) (b) (© (d)

Figure 2.5: Reconstruction of LE of a face image using different numbers of eigenfaces. is
the original image, and [(b)] [(c)| and [(d)] are reconstructed using 3, 6 and 10 eigenfaces respec-
tively.

|
f %
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() (b) (©) (d)
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Figure 2.6: Reconstruction of the LEs estimated from face images of an individual different
from the one used in the computation of the lighting model. (a)-(d) are the original images, and
(e)-(h) are the corresponding reconstructed images.

ki
(h)

2.4.2 Lighting Environment Estimation

To see the efficacy of the proposed method in estimating the LE from face images, we have
applied the method on two datasets: (1) Yale Face Database B [4]], and (2) Multi-PIE dataset [5].
Figure [2.1] shows 10 examples of front pose face cropped images from both datasets. Yale B
dataset contains images of 10 individuals under 9 different poses and 64 different directional

lighting conditions. The images are captured under a single strong light source without any
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(b) (©) (d)

Figure 2.7: Test images used for demonstrating the contribution of eigenfaces in capturing the
LEs.

ambient light. We have used the front pose images of all the 10 individuals. Thus, we have a
total of 10 X 64 = 640 images. Multi-PIE dataset [5]] includes images of 330 individuals under
19 different lighting conditions and 15 different face poses. The images in this dataset are
captured under single light sources and also have an ambient light source. For our experiments,
we have used 30 individuals. We convert the images to gray-scale, crop the face parts (as shown
in Figure and then resize them to 100 X 80 pixels. The six eigenfaces of an arbitrarily
selected subject, shown in Figure [2.2a] are used to create the low-dimensional lighting model,
and the LE from each face is estimated using Algorithm 2.2.

To visualize the performance of the proposed LE estimation method, we have reconstructed
the LEs, estimated from the front pose face images of different individuals of Yale B dataset,
using the six eigenfaces shown in Figure Figure [2.6] shows the reconstruction of the LEs
estimated from four face images of an individual other than the one used for computing the
lighting model. The first row shows four images of an individual under different LEs, and the
second row shows the reconstruction of the LEs of the face images of the individual, projected
on the low-dimensional model created from the face images of a different individual. It is seen
that the proposed method can estimate the LEs from the faces very well. From the figure, it is
clear that the lighting model captures only the LE information and not other features such as
shadows, face geometry, and noise.

We have considered four images of different individuals from Yale B dataset captured under

different LEs and estimated the LC vectors from each of them to show the contribution of
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Table 2.1: Contributions of eigenfaces to capture the LEs for the images shown in Figure

1 2 3 4 5 6

(a) | 0.34 | 0.38 | 0.04 | 0.21 | 0.02 | 0.03
(b) | 0.67 | 0.1 |0.09 | 0.13 | 0.01 | 0.02
(¢) | 0.150.29 | 0.05 | 0.34 | 0.16 | 0.18
(d) | 0.16 | 0.22 | 0.09 | 0.22 | 0.05 | 0.25

different eigenfaces in capturing the LEs. Figure shows these images. Table [2.1| shows
the LCs representing the contribution of each of the eigenfaces in the estimation of the LEs for
these images. Each column of the table shows the contribution of each of the 6 eigenfaces to the
estimation of the LEs of the images shown in Figure The image in Figure is captured
under a side lighting condition, and the second eigenface, which captures the side lighting
condition, has the highest coefficient value. Likewise, the faces in Figure [2.7b{and Figure [2.7¢
are captured under front lighting and extreme-side lighting conditions, respectively, and it can
be seen that the eigenfaces corresponding to these two LEs have the highest LCs. The face in
Figure [2.7d|is captured under an extreme corner-lighting condition, which is well represented
by the sixth eigenface as indicated by the large value of the sixth coefficient in the table. From
this analysis, it can be argued that different directional lighting conditions are captured by the
different eigenfaces, and hence any complex lighting condition will be captured by the linear
combination of the six eigenfaces.
2.4.3 Classification of consistent and inconsistent LEs

Experiments were carried out to see the effectiveness of the proposed method in discrimi-
nating consistent and inconsistent LEs. We have randomly sampled 10000 pairs of images with
different LEs and 10000 pairs with the same LEs for each of Yale B and Multi-PIE datasets,
as in [[8]. The pairs from different lighting conditions are considered inconsistent and the pairs
from the same lighting condition are considered consistent. For each pair of faces, we have
calculated the distance between the LC vectors, estimated from the two images, using Equa-
tion (2.18). We have computed the receiver operating characteristic (ROC) curve to show the
discrimination ability of the proposed LE estimation method. The ROC curve is created by

plotting the true positive rate (TPR) against the false positive rate (FPR) at different thresholds,
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Figure 2.8: ROC curves for different methods showing the ability to discriminate the consistent
and the inconsistent LEs on (a) Yale B dataset and (b) Multi-PIE dataset, when using the specific
3D model for each individual in Kee and Farid’s and Peng et al.’s methods.
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Figure 2.9: ROC curves for different methods showing the ability to discriminate the consistent
and the inconsistent LEs on (a) Yale B dataset and (b) Multi-PIE dataset, when using a generic
3D face model for all the individuals in Kee and Farid’s and Peng et al.’s methods.
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Table 2.2: Comparison of the discriminative power of the proposed method with the state-of-
the-art methods on Yale B and Multi-PIE datasets, when the specific 3D face model is used for

each individual in Kee and Farid’s and Peng et al.’s methods.

Yale B Multi-PIE
AUC (%) | DR(%)@10%FAR | AUC (%) | DR(%)@10%FAR
Kee and Farid 96.1 89.4 92.3 76.2
Peng et al. 97.7 93.9 97.4 93.3
Proposed 98.1 97.4 97.7 94.5

Table 2.3: Comparison of the discriminative power of the proposed method with the state-of-
the-art methods on Yale B and Multi-PIE datasets, when a generic 3D face model is used for all

the individuals in Kee and Farid’s and Peng et al.’s methods.

Yale B Multi-PIE
AUC (%) | DR(%)@10%FAR | AUC (%) | DR(%)@ 10%FAR
Kee and Farid 93.2 82.9 90.8 70.0
Peng et al. 96.4 90.9 95.8 90.5
Proposed 98.1 97.4 97.7 94.5

separating the consistent and the inconsistent pairs. We consider the inconsistent case as the
positive class and the consistent case as the negative class.

We have compared our method with two existing methods, namely Kee and Farid’s [7] and
Peng et al.’s [[8] methods. These methods are also specifically designed to detect composite
images containing human faces. The ROC curves of the three methods on Yale B and Multi-
PIE datasets are shown in Figure [2.84] and [2.8b] respectively. In the case of Kee and Farid’s
and Peng ef al.’s methods, specific 3D models are used for each of the 10 subjects. The area
under the curve (AUC) values computed from the ROC curves and the detection rate at 10%
false alarm rate (DR(%)@ 10%FAR) are shown in Table 2. On Yale B dataset, Kee and Farid’s
method achieves an AUC of 96.1% and a DR of 89.4%, and Peng et al.’s method achieves an
AUC of 97.7% and a DR of 93.9%. The proposed method achieves an AUC of 98.1% and a DR
of 97.4% on Yale B dataset. On Multi-PIE dataset, Kee and Farid’s method achieves an AUC
of 92.3% and a DR of 76.2%, and Peng et al.’s method achieves an AUC of 97.4% and a DR
of 93.3%. The proposed method achieves an AUC of 97.7% and a DR of 94.5% on Multi-PIE
dataset. This implies that the proposed method can discriminate the consistent and inconsistent

LEs well and perform better than the state-of-the-arts.
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2.4 Experimental Results and Analysis

Another set of experiments is performed to see the effect of using a single 3D face model
for all subjects in the discriminative power of the methods by Kee and Farid and Peng et al.
This is important as in real forensics scenarios, it may be difficult to create specific 3D face
models for each individual present in an image. We have applied these two methods on Yale
B and Multi-PIE datasets using a single generic 3D face model for all individuals. The ROC
curves for three methods on Yale B and Multi-PIE datasets are shown in Figure[2.9a) and Figure
[2.9b] respectively. The AUC values and DRs at 10% FAR are listed in Table 3. As can be seen
from Table and Table[2.3] the AUC value achieved by Kee and Farid’s method drops from
96.1% to 93.2%, and the DR drops from 89.4% to 82.9% on Yale B dataset, when a generic
3D face model instead of a specific model for each individual. On Multi-PIE dataset, the AUC
value of Kee and Farid’s method drops from 92.3% to 90.8%, and the DR drops from 76.2% to
70.0% when a single 3D model is used instead of specific 3D models. The AUC value achieved
by Peng et al.’s method drops from 97.7% to 96.4%, and DR drops from 93.9% to 90.9% on
Yale B dataset. On Multi-PIE dataset, AUC value achieved by Peng ef al.’s method drops from
97.4% to 95.8%, and DR drops from 93.3% to 90.5% when a generic 3D face model is used.
The drop in the accuracy of Kee and Farid’s and Peng ef al.’s methods in the case of a single
generic 3D face model is expected as the computed 3D normals are not accurate in this case.
On the othe hand, the proposed method’s AUC and DR values are same as the earlier case,
i.e., AUC of 98.1%, DR of 97.4% and AUC of 97.7%, DR of 94.5% on Yale B and Multi-PIE
datasets, respectively. This is because the proposed method does not depend on any specific
face models. Therefore, in real-life forensics scenarios, the proposed method is more reliable
than the state-of-the-art methods.

2.4.4 Performance on non-frontal face images

A set of experiments is carried out to see the performance of the proposed method in dis-
criminating the consistent and the inconsistent LEs when faces are not in the front pose. In
the first experiment, we have estimated the LEs from the images of all the 10 individuals of
Yale Face Database B with a near-frontal pose as shown in Figure We use the lighting
model, created using the front pose face images (i.e., the six eigenfaces shown in Figure [2.2a)),
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(b)

(©)

Figure 2.10: Examples of (a) near front pose faces and (b) non-frontal faces used to test the
performance of the proposed method in detecting LEs from faces with poses different from the
frontal pose.

to estimate the LEs from the nearly fronta face images. The ROC is computed using the pair-
wise distance of LEs estimated from 10000 spliced face pairs and 10000 authentic face pairs,
as already explained. From the ROC, the AUC value is found to be 96.6%, which is not very
different from the AUC value calculated from frontal pose faces. This experiment suggests that
the proposed method can accurately estimate the LE even in the case of nearly pose images.

However, it is observed that the performance of the proposed method drops as the face poses
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Figure 2.11: In the figure: (a)-(e) are five authentic images, and (f)-(j) are five spliced images
created using the authentic images.

deviates from the front pose. For example, the method achieves an AUC of 91.16% when ap-
plied to face images with moderate side-view pose as shown in Figure 2.10bf When applied
to a more extreme side-view pose, as shown in Figure the AUC drops to 68.81%. This
is expected as the proposed method is based on the assumption that the major variations in the
face images are because of lighting differences only. In the case of a test face with a pose signif-
icantly different from the front pose, the variation due to facial geometry is more than that due
to lighting difference. Therefore, projecting the non-frontal test face onto the low-dimensional
subspace, constructed from front pose faces, will not give the accurate LE.
2.4.5 Performance in Splicing Detection

We have performed a set of experiments to see the performance of the proposed method in
detecting realistic forged images. We have created a dataset that contains 15 authentic images
and 15 spliced images. Figure 2.11] shows 10 images from the dataset. The images contain
more than two persons with near frontal pose faces. The spliced images are created by copying

the head of at least one person from an image and pasting it onto another image.

Table 2.4: Forgery detection accuracy on the images shown in Figure

Method | Kee and Farid | Peng et al. | Proposed
TNR(%) 0.8 0.93 1
FNR(%) 0.4 0.2 0.07
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Figure 2.12: An example of a famous forged image, where former US president Bill Clinton
(left) is seen shaking hands with Dimitry de Angelis, a conman from Australia.

Table 2.5: Pair-wise distances between the faces present in the spliced image shown in Figure

133

ID1 | ID2 | ID3
ID_1 0 0.19 | 0.18
ID2 | 0.19 0 0.07
ID3 | 0.18 | 0.07 0

To check the authenticity of an image, the distance d(£€2;, €2 ;) between the lighting coefficient
vectors €; and €; for each pair of faces is calculated and compared with a threshold, r,,, as
explained in Section [2.3.2] In this experiment, we have used a single generic face model for
Kee and Farid’s, and Peng et al.’s methods. We use the threshold which corresponds to 10%
FAR in the ROC curves, shown in Figure [2.8b] as ry used in Equation (2.20). In the ROC
curves, the thresholds corresponding to 10% FAR are 0.16, 0.11 and 0.15 for Kee and Farid’s,
Peng et al.’s and proposed methods, respectively. Table 3 shows the true negative rate (TNR),
which is the probability of classifying the authentic image as authentic, and false negative rate
(FNR), which is the probability of classifying the spliced as authentic for the three methods.
The TNR of the proposed method is 100% i.e., all the authentic images are correctly classified
as authentic and the FNR is 7%, i.e., the proposed method misclassified one spliced image as
authentic. On the other hand, Kee and Farid’s method classifies 12 out of 15 authentic images
correctly (i.e., TNR of 80%) and 9 out of 15 (i.e., FNR of 40%) spliced images correctly. Peng
et al.’s method classifies 14 out of 15 authentic images correctly (i.e., TNR of 93%), and 12 out
of 15 spliced images correctly (i.e., FNR of 20%). Hence, in case of real forged images also,

our method outperforms the state-of-the-art methods.
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Figure 2.13: (a) A forged image depicting former Brazil president Luiz Inacio Lula da Silva
(center) with a gang leader Rosemary de Noronha (left). (b) The authentic image from which
the forged image (a) was created.

Table 2.6: Pair-wise distances between the faces present in the authentic image shown in Figure

P-135}

ID1|ID2 |ID3|ID4
ID_1 0 0.05 | 0.07 | 0.04
ID_2 | 0.05 0 0.10 | 0.06
ID3 | 0.07 | 0.10 0 0.09
ID_4 | 0.04 | 0.06 | 0.09 0

We have analysed two famous splicing forgeries downloaded from the Internet ﬂ The first
forged image involves former US president Bill Clinton and Dimitry de Angelis, a conman
from Australia, and is shown in Figure [2.12] To check the authenticity of the image, we have
computed the lighting coefficient vectors from both faces and then calculated the distance d
between them using Equation (2.18). The distance d is found to be 0.17, which is bigger than the
threshold r,, = 0.15 computed from the ROC curve. Therefore, the proposed method correctly
classifies the image to be forged. The second forged image we analyze is shown in Figure
[2.13((a) depicting former Brazil president Luiz Inacio Lula da Silva (center) with Rosemary de
Noronha (left), an undercover gang leader. However, Noronha was not present in the authentic
image, shown in Figure[2.13b). To check the authenticity of both the images, we have analysed
them using Algorithm 2.3. The pair-wise distances between the LEs estimated from the faces
present in the spliced and authentic images are listed in Table [2.5] and Table [2.6] respectively.
It is clear from Table [2.5] that the pair-wise distance between the lighting coefficient vectors

estimated from the fake face (i.e., ID_1 in Figure 2.13((a)) and the other two faces are greater

I'These images are also analyzed in
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than r,;,, and the distance between the authentic faces (i.e., ID_2 and ID_3) are very small. The
maximum distance d among the lighting coefficient vectors estimated from the faces present in
the forged image (Figure[2.13((a)) is 0.19, which is more than the threshold value r,;,. Therefore,
the forged image is correctly classified as forged. On the other hand, all the pair-wise distances
in the authentic image (Figure [2.13](b)) are below the threshold r,,, as can be seen in Table [2.6]
The maximum distance d for the authentic image is found to be 0.10, which is less than ry,.
Hence, the authentic image is also correctly classified as authentic by the proposed method.

2.5 Discussions

From the experimental results, it is clear that the proposed method can estimate the LE more
accurately than the state-of-the-art methods [7], [8]. To estimate the LE accurately from a test
face image, the state-of-the-art methods need a specific 3D face model for that face. In forensics
scenarios, however, it may be difficult to create a specific 3D face model for each individual.
This is because the existing 3D face modeling software (e.g., FaceGen used by Peng et al.)
needs a well-lit and expressionless front pose (sometimes both the front and the side-view) face
image to create an accurate 3D face model of each subject. Most of the time, these conditions
are hardly met, and a single generic 3D face model has to be used to fit each subject present in an
image under investigation. When a single generic 3D face model is used for all the individuals,
the estimation accuracies of these methods drop significantly. The proposed method, on the
other hand, does not need any specific face model and can estimate the LE from any face using
a single lighting model. Another advantage of the proposed method is that it is simpler and
hence easier to implement than the method [{].

The obvious limitation of the proposed method is that it is applicable only to images con-
taining near front pose human faces. Nevertheless, it can find application in many scenarios
where the frontal views of the faces are available, e.g., in formal group photos.

2.6 Summary

This chapter proposed a new LE-based forensics method that can detect splicing forgeries
in images involving human faces in the front pose. The proposed method checks the incon-

sistencies in the LEs, estimated from different faces present in the image under investigation.
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2.6 Summary

The LEs are estimated by projecting the front pose face images onto a low-dimensional lighting
model, computed from a set of front pose face images of a single individual through the PCA.
While the state-of-the-art methods need to create a specific 3D face model to estimate the LE
from a test face image accurately, the proposed method can estimate the LE from any test face
using a single lighting model. The experimental results on Yale Face Database B, Multi-PIE,
and our own database show the efficacy of the proposed method with respect to the state-of-the-
art. The limitation of the proposed method is that it can detect splicing forgeries only in images
containing near-front pose human faces. When the faces deviate from the front pose, the LE

estimation of the proposed method gives inaccurate results.
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Exposing Splicing Forgeries in Digital
Images through the Discrepancies in
Dichromatic Plane Histograms
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The last chapter proposed an LE-based forensics method for detecting spliced faces present
in images. The method extracted the LEs from the face regions of the persons present in the
image using a subspace-based LE estimation method. The method is applicable only to human
portraits involving near front-pose faces. This chapter proposes a forensics method to detect
spliced faces of any pose utilizing the source illumination colour as a cue.

The knowledge of source illumination colour is very useful in many computer vision tasks.
For instance, in human-computer interaction [[74], the ability to remove the effect of illumi-
nation colour from the input images and videos, known as colour constancy, is desirable for
better performance. This is because the colours of object surfaces change as the illumination
colour changes, which affects the computer vision systems that rely on the object colour in-
formation. Most of the computational colour constancy methods [75], [36]], [37] achieve the
colour constancy by first estimating the illumination colours from the input images and then
normalizing them using the illumination colours to produce the canonical images under a white
light source [[76]]. In image forensics, the illumination colour has proven to be an effective cue
for detecting splicing forgeries [29], [9]. The current and the next chapters will discuss more
about the use of illumination colour for exposing splicing forgeries.

Similar to LE-based forensics methods, the illumination colour-based methods are consid-
ered to be effective since it is not easy to match the exact illumination colour in a composite
image [9]], [54]]. As in the case of LE-based methods, there is no anti-forensics method avail-
able to counter the illumination colour-based forensics techniques. These observations motivate
us to propose an illumination colour-based forensics method for detecting splicing forgeries in
human group portraits.

The proposed method extracts a novel illumination-signature from the face region of each
person present in an image. To be effective in forensics, this illumination-signature should be
similar for the faces coming from the same illumination environment and different for the faces
coming from different illumination environments. This chapter proposes to use the dichromatic
plane histogram (DPH) [7'7] as the illumination-signature for detecting the face splicing forg-
eries. It is computed from the facial region of each person present in the image by applying the
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3D Hough transform. The dichromatic reflection model (DRM) [78] is exploited for computing
this histogram. Assuming the skin material of the facial region to be the same for all persons,
the DPHs are expected to be similar for faces coming from the same illumination colour. On
the other hand, for faces coming from different illumination environments, the DPHs will show
inconsistency.

The rest of the chapter is organized as follows. Section|3.1|provides an overview of illumina-
tion colour-based forensics methods. Section [3.2] gives a detailed background on the DRM and
the DPH. Section [3.3|presents the proposed method, and Section [3.4]discusses the experimental

results on splicing detection. Finally, Section [3.5]presents a summary of the chapter.

3.1 An Overview of Illumination Colour-based Image Forensics

In illumination colour-based image forensics, the source illumination colours extracted from
different parts of an image are utilized for detecting splicing forgeries. The motivations for
using the illumination colour as a cue for detecting splicing are as follows. In an authentic
image, all the different parts are lit by the same illumination sources. A spliced image may
include parts copied from images captured under different illumination sources. Therefore,
comparing the illumination colours estimated from different parts of an image could reveal the
splicing forgery. Here, the key assumption is that the spliced and the authentic parts of a forged
image may look visually similar, but the illumination colour extracted from them will differ.

Gholap and Bora [29] introduced the use of illumination colour as a cue for detecting splic-
ing forgeries. This method estimates the illumination colour from different parts of an image
using the DRM [[78]]. This model is elaborated in Subsection For estimating the illumi-
nation colours from the image, the method requires specular regions to be manually extracted
from the image. If there is more than one illumination colours present in the image, the method
decides it as a spliced image. The limitation of this method are the following: 1) it fails in
images that are captured under multiple illumination sources, as it assumes the presence of a
single illumination source, and 2) it requires the presence of specular highlights in the images,

which are manually selected.
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Francis et al. [40] proposed a method, where the illuminat colour is estimated from the nose-
tip of each person present in the image using the DRM. The illuminant colours, extracted from
different persons present in an image, are compared with each other to judge the authenticity
of the image. This method has limitations similar to those of Gholap and Bora’s method. More
specifically, it also assumes the presence of a single illumination and requires manual selection
of the nose-tip from the faces. Wu and Fang [39] proposed another method where an image
is divided into different non-overlapping blocks. Then, the illuminant colour is estimated from
each block using the generalized grey-edge (GGE) method [37]. Assuming one block as the
reference block, the angular error between the illuminant colours estimated from each block
and the reference block is computed. If the angular error is more than a pre-defined threshold,
the image is decided as spliced. Since the method requires the manual selection of a reference
block, the result changes when a different reference block is selected.

Riess and Angelopoulou [79] proposed to create a new image, called the illuminant map
(IM), using the illumination colours estimated from the input image. First, the input image is
segmented into homogenous regions, called superpixels, using the graph-based segmentation
method [[80]]. Then, the illumination colour from each superpixel is estimated using a modifi-
cation of the inverse-intensity chromaticity (IIC) method [38]], and the superpixel is recoloured
using the estimated illumination colour. The intuition behind this method is that the parts in the
IM of an authentic image will have similar colour features, as all the parts of an authentic image
are captured under the same illumination sources. The spliced regions in the IM of a spliced
image will have colour features different from those in the authentic regions. In this method, as
the forgery is detected manually by observing the IM, it might introduce human errors.

Carvalho et al. [9]] proposed a method for automatic detection of face splicing forgeries by
classifying the face regions of the IM (face-IM) using a machine learning-based classifier. The
authors created two IMs from each image using two different illumination estimation methods,
namely the IIC [38]] and the GGE [37] methods. The authors observed that the face-IMs com-
puted from an authentic image have similar visual features. On the other hand, in a spliced

image, the spliced faces have visual features different from those of the authentic faces. Based
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on this observation, the authors proposed to extract texture [81] and gradient-based [82] de-
scriptors from the face regions of the IM. The IM is converted to YCbCr colour space, and
the Y channel is utilized for computing both the descriptors. Then, the features are classified
in a pair-wise manner using a support vector machine (SVM) classifier. More specifically, for
each face-IM pair, computed using the same illumination estimation method, the same type of
features extracted from the two face-IMs are concatenated and classified using the SVM. In
their follow-up work, Carvalho et al. [41] proposed to extract three types of features from the
face-IMs, namely texture, shape and colour features. More specifically, the authors proposed
to compute three texture descriptors in [81], [83]], [84], two shape descriptors in [85], [86], and
four colour descriptors in [87], [88]], [89], [90]. Also, in this work, Carvalho et al. proposed to
convert the IM to three different colour spaces, namely Lab, HSV, and normalized RGB colour
spaces. Similar to [9]], here also, the features are classified in a pair-wise manner by concate-
nating similar features of the two face-IMs computed from the same type IM converted to the
same colour space. The k-nearest neighbour classifier is utilized for classifying the features. Al-
though these methods are very effective, their performances drop in low-resolution and highly
compressed images. This is because in the case of low-resolution and highly compressed im-
ages, the IM computation becomes less accurate and hence the features computed from them

become less discriminative.

3.2 Background

This section presents a background on the DRM, which is utilized to compute the proposed
illumination-signature, DPH.

3.2.1 Dichromatic Reflection Model (DRM)

In computer vision and computer graphics, substances are divided into two general cat-
egories on the basis of optical properties: a) homogeneous and b) non-homogeneous. Non-
homogeneous substances are composed of vehicle particles at the surface layer and colourant
particles in the layer below this [91]. Typical examples of non-homogeneous substances are

human skin, most paints, paper, plastic, etc. For these substances, light interacts with both
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Y

Surface reflection

Body reflection

Figure 3.1: Surface and body reflections from a non-homogeneous surface according to the
DRM.

the surface and the body. Shafer [[78] proposed the DRM to explain the reflections from non-
homogeneous substances. Homogeneous substances, e.g., metals and many crystals, do not
exhibit the two types of reflections as exhibited by the non-homogeneous surfaces.

According to the DRM [[78]], the total radiance of the light reflected from a non-homogeneous
material is the sum of radiances of the light reflected from the surface and the body. Figure
shows these two reflections. The surface or specular reflection is the mirror-like reflection at the
surface of the object. The body or diffused reflection occurs when the incident light penetrates
through the surface and suffers scattering by the colourant particles present beneath the surface.
The scattered light finally re-emitted through the surface. Thus, the total radiance L(0, 1) is
given by

L(6, ) = m(B)CiA) + my(B)Cy(D) 3.1)

where 6 is the angle between the incident light and the viewing directions; A is the wavelength
of light; C; and C,, are the spectral power distributions, and m; and m;, are the geometric factors
of surface and body reflections, respectively. The two vectors C; and C;, span a two-dimensional
space, known as the dichromatic plane. In RGB colour space, Equation (3.1 can be expressed

as

fr(X) Jr(X) Sr(X)
JoX)| = mi| fo(xX)| T M| fe(X) (3.2)

f8(X) /(%) ; (%) b
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where fr(X), fo(X), and fp(X) are the sensor responses for the red, green and blue colour channels
respectively at the pixel location x, and the subscript i and b represent the interface and body
reflection components respectively. According to neutral interface reflection [92], the spectral
power density of the interface reflection is the same as that of the illuminant source. Thus,
the RGB values of an object lie on the dichromatic plane defined by the illuminant colour and
the object colour, as expressed by Equation (3.2)). Under uniform illumination, the dichromatic
planes of two differently coloured surfaces in the same scene intersect at the illumination colour.
This is because the illumination colour is common for both the dichromatic planes estimated
from the two surfaces. Therefore, the intersection of different dichromatic planes gives the
estimate of the illuminant colour. However, in real-life noisy images, this method fails to give
the true illuminant colour. This is because the noise may cause the pixels, belonging to a single
dichromatic plane, to lie on multiple dichromatic planes. Hence, the intersection of these planes
may not give the true illuminant colour.
3.2.2 Dichromatic Plane Histogram (DPH)

In [77], the authors proposed to use the 2D Hough transform [93]] to find the dichromatic
planes in the RGB colour space. According to the DRM, all the dichromatic planes pass through

the origin. Therefore, in the RGB space, the equation of the dichromatic plane is given as

fr(x) sin(#) cos(¢) + f5(x) sin(#) sin(¢) + f(x) cos(d) = 0 (3.3)

where 6 and ¢ are respectively the polar and azimuth angles of the plane in a spherical coordinate
system. All the pixels satisfying Equation for a specific pair of (6, ¢) lie on the same
dichromatic plane defined by the pair (6, ¢). A DPH, H;(6, ¢), represents the distribution of
pixel values lying on different dichromatic planes. H,(0, ¢) is created by applying a 2D Hough
transform, where each bin represents the number of pixels belonging to a dichromatic plane
specified by the pair (6, ¢). Therefore, H;(6, ¢) gives the likelihood of the presence of different
dichromatic planes in an image corresponding to different pairs of angles (6, ¢). In this chapter,

the DPH is used as the illumination-signature, as shown in the following section.
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3.3 Proposed Method

Illumination colour-based image forensics methods work under the assumption that, in a
forged image, the spliced and the original parts are captured under different illuminant colours.
Therefore, it is a common practice in most of the illumination based image forensics meth-
ods [29], [39], [40], to use the illumination colour as the illumination signature, and directly
compare these signatures extracted from different parts (image patches) of an image to check
its authenticity. However, in real forensic scenarios, it does not produce a very convincing

result. The reasons are as follows:

e The forgery detection method relies solely on the accuracy of the illuminant estimation
method. But, due to the presence of noise in real images and the small size of the image

patch, the illuminant estimation methods hardly give the true illuminant colour.

e The majority of the illuminant estimation methods assume the presence of a single illumi-
nant in the scene. But in real-life images, there may be more than one illuminant. In this
case, the illuminant estimation methods will fail to give the true scene illuminant colour.
Therefore, using the illuminant colour as the only feature/signature for forgery detection

may not produce reliable results.

In this work, we propose to use H, as the illumination-signature for detecting splicing
forgery. More specifically, we extract H, from each face present in the test image as our aim is
to detect face splicing forgeries. Since a dichromatic plane is spanned by the illuminant colour
vector and body colour vector, it contains the illuminant colour information. If we consider
two faces of the same skin colours illuminated by a single light source, the dichromatic planes
estimated from the two faces should ideally be same as both the dichromatic planes are spanned
by the same vectors. On the other hand, if we consider two faces of the same skin colours illu-
minated by two different light sources, the dichromatic planes estimated from these two faces
will be different as the planes are spanned by different vectors.

Extending this idea to multiple illumination conditions, we will have more than one dichro-

TH-2553 13 6%58 é)éane for a single face image as there will be more than one illumination colour. These
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dichromatic planes will be captured in the DPH. Therefore, H,s estimated from the faces present
in an authentic image will be similar. However, in the case of a spliced image, where one or
more faces may come from different images, H;s computed from different faces will not match
with each other. This is because the faces coming from different images may not have the same
illumination colours. Moreover, since the noise is almost similar in all parts of an authentic
image, it will affect H,;, computed for each of the faces present in the images, in the same way.

To calculate the DPH, we use Equation (3.3) with a little modification. The right-hand
side of this equation is zero only in the ideal case, i.e., without any noise and with a single
illumination. But, in real-life images, these conditions are hardly satisfied. Therefore, to relax

these two conditions, Equation (3.3)) is modified to an inequality as following:

| fr(x) sin(6) cos(p) + f5(x) sin(0) sin(¢) + fz(X) cos(6)| < 6 (3.4

where ¢ is a small positive constant. Assigning a very small value to ¢ will exclude the true
pixels that belong to a particular dichromatic plane, and assigning a very high value will include
pixels that originally do not belong to the plane. Therefore, ¢ has to be chosen carefully through
experimentation.

To calculate the DPHs from all the faces present in the image, as in Chapter 2, the faces
are manually cropped. We have not employed the automated face detection methods as these
methods sometimes detect non-face regions as faces or include non-face regions in the face
bounding box. In these cases, the method will produce inaccurate results. After calculating H;s
for all the faces present in a given image, they are compared with one another. If there are M
faces present in an image, then there will be total w comparisons. To compare any two
H,s, the similarity between them is computed by employing the correlation measure, given by

Yo 2p(Hy @, f) = Hy)(Hy(@, B) = Hy) 3.5)

r(H}, H)) = -

where H"' and H'} are H,s of the m™ and n™ face respectively, and H_:l" and FZ are their respective

means, and o, and o, are given by
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T = \/Z > (H(a, B) - HY?
@ B

o, = \/Z > (Hy,p) - Hy)?
a p

In the case of an authentic image, the Hys of all the faces will be similar as they come from

(3.6)

the same illumination condition. Therefore, the correlation, r(HY, H);), will be high. However,
in the case of a spliced image, at least one face will come from a different image (i.e., different
illumination colour). So all the H;s will not be similar, and at least one pair of H;s will have a
very small correlation. Therefore, an image is decided as forged if the minimum among all the

correlations is less than a pre-defined threshold. Formally, if

{nir;(r(H’", HY)) < ry, (3.7)

the image under investigation is decided as forged. Otherwise, the image is considered au-
thentic. The threshold r;, is computed from the ROC curve obtained by applying the proposed
method on a set of images. In this work, we have selected the threshold as the one which gives
the optimal operating point in the ROC curve. This is explained in detail in Experiment 1 in
Section[3.41

Although our method can differentiate faces from different illumination conditions effec-
tively, it also has limitations. For instance, it will fail in images that contain people from dif-
ferent ethnicities, e.g., European and African, where the difference in skin colour is very large.
This 1s because our method assumes that all faces are made of similar material. Nevertheless,
our method can be applied to images containing people of almost the same skin colours.

The proposed method is summarized in Algorithm 3.1.
Algorithm 3.1
Input: Image under investigation I, 0, ry,
Output: Decision about the authenticity of the image.

Steps:
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Authentic Image Forged Image

DSO-1

DSI-1

Own

Figure 3.2: Example images from the three datasets used in this chapter.

(i) Extract all the faces present in the image under investigation. Suppose there are M faces.
(ii) Compute the DPH, H™, for each face using Equation @

(iii) Compute the correlation r(H’, H);)) between the DPHs of each face pair, (H)], H), using

Equation (3.3).
(iv) Compute {nir)l(r(H’”, HY)),(m,n) € {1,2,..., M} x{1,2, .., M},m # n.
(v) Decide the image to be forged if the inequality in Equation (3.7)) satisfied.

3.4 Experimental Results

We have tested our proposed method on four different datasets which contain images involv-

ing human faces. These are (i) DSO-1 dataset [9], (ii) DSI-1 dataset [9], (iii) our own image
TH-2553 136102029
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Figure 3.3: Performance of the proposed method on the “Combined” dataset, created by com-
bining images of people of similar skin colours from DSO-1 and DSI-1 datasets.

dataset, and (iv) a dataset containing some famous forged images downloaded from the Internet.
The DSO-1 dataset contains 100 authentic images and 100 forged images with the resolution
of 2048 x 1536. The DSI-1 dataset contains 25 authentic and 25 spliced images of different
resolutions downloaded from the Internet. The third dataset is our own dataset, which contains
40 authentic images and 40 spliced images of different resolutions. Here, the spliced images are
created by copying one or more persons from different source images and pasting them onto a
single image using the GIMP software. Figure shows some example images from each of
these datasets.

Experiment 1: As already mentioned, the proposed method cannot handle images containing
people of very different skin colours. Therefore, in the first experiment, we see the performance
of the proposed method on images containing persons of similar skin colours. We have removed
60 images that contain people from different ethnicities from the DSO-1 dataset. As our method
requires a parameter to be tuned, we have created two sets of images from the DSO-1 and DSI-1
datasets. From the remaining 140 images in the DSO-1 datasets, 55 authentic and 55 spliced
images are selected randomly, downsampled the size by half and JPEG compressed with quality
factor 50, and merged with the DSI-1 dataset to create a single dataset. The reason for resizing
and compressing the images from DSO-1 dataset is to make them similar to DSI-1 dataset
images as the images in DSI-1 datasets are mostly of low resolution and highly compressed.

This “combined dataset”, which contains 80 authentic and 80 forged images, is used for testing
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(a) Authentic

(b) ()

®

Figure 3.4: Figure (a) shows an authentic image from the DSO-1 dataset, while (b) and (c) are

the DPHs of the two persons present in the image. The correlation value between the two DPHs

is 0.92. Figure (d) shows a forged image, while (e) and (f) are the DPHs of the two people, and
TH-2653rt8hitir0B& ween the two DPHs is 0.73.
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Figure 3.5: Figure (a) shows an authentic image from the DSI-1 dataset, and (b) and (c) are the

DPHs of the two persons present in the image. The correlation value between the two DPH is

0.97. Figure (d) shows a forged image from the same dataset, while (e) and (f) are the DPHs of
TH-2553 13dheswmopeople, and the correlation between the two DPHSs is 0.39.
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the proposed method. The rest 30 images in the DSO-1 dataset are used to tune the parameter
0. After a number of experiments, we have set the parameter 6 = 0.5.

In the test phase, we have calculated the ROC curve for evaluating the proposed method on
the combined dataset created by taking the images from both the DSO-1 and the DSI-1 datasets,
as already explained. The ROC curve is calculated by varying the threshold on the correlation
values in Equation (3.7). Figure shows the performance of the proposed method on this
dataset. The AUC value is computed to evaluate the performance of the method quantitatively.
On this dataset, the proposed method resulted in an AUC of 91.2%. The optimal threshold, r,,,
is selected as the one which yields the optimal operating point in the ROC curve. From the ROC
curve, shown in Figure [3.3] the optimal operating point is found to be the one with 16% FPR
and 92% TPR, and the threshold which generates this optimal operating point is r,, = 0.8. This
threshold is used in the later sections to decide whether an image is authentic or forged.

In Figure[3.4] one authentic image and one forged image from the DSO-1 dataset are shown
along with their DPHs. The correlation value between the DPHs of the two persons in the
authentic image is 0.92, whereas it is 0.73 between the DPHs of the two persons in the forged
image. In Figure [3.5] one authentic and one forged images from the DSI-1 dataset are shown
along with their DPHs. The correlation value between the DPHs of the two persons in the
authentic image is 0.97, whereas it is 0.39 between the DPHs of the two persons in the forged
image. Therefore, in these cases, the correlation values between the DPHs of authentic images
are above the optimal threshold r;;, and that of the DPHs of spliced images are below r;,.

Experiment 2: In this experiment, we have tested the performance of our proposed method
on the dataset created by us. The dataset contains 40 authentic and 40 spliced images, as already
mentioned. This dataset comprises images of people from India. The skin tone of Indians is
brown with some amount of variations. Hence, the results on this dataset show the performance
of the proposed method on images involving skin tone different from that of the DSO-1 dataset,
where the skin tones of the people were mostly white with only a few dark faces.

We have compared the proposed method with the existing two methods, i.e., Francis et

al. [40] and Gholap and Bora [29], as these two methods are also based on the DRM. Since
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Table 3.1: AUC values achieved by the proposed method on our own dataset.

‘ Method ‘ AUC (%) ‘
Gholap and Bora [29] 66.6
Francis et al. [40] 72.6
Proposed 90.8

(b) (©

Figure 3.8: In the image (a) Dimitri (right) is shown to be side by side with former US president
Bill Clinton (left); (b) DPH of Bill Clinton, and (c) DPH of Dimitri

the original work in [29] is not intended for face images, for evaluation purposes, we have
calculated the dichromatic line for each face present in an image, and then the angular error
between the pair of faces is used for forgery detection. The ROC curve for the three methods
are shown in Figure @] and the AUC values are listed in Table As can be seen, the ROC
curve for the proposed method is well above the other two methods. The AUC value calculated
from the ROC curve is 90.8% for the proposed method, while for Francis et al., and Gholap and
Bora methods AUC is 66.6% and 72.6% respectively. Therefore, the proposed method clearly
outperforms the two existing methods. Moreover, applying the optimal threshold, i.e., r;;, = 0.8,
computed in Section 4.1, on this dataset produces a TPR of 75% and an FPR of 5%.

To evaluate the robustness of the proposed method against the JPEG compression, we have
created three more versions of our own dataset by JPEG compressing it with QFs 70, 80 and

90. The AUC values are found to be 90.8%, 90.6%, and 89.6% for JPEG QFs 90, 80, and 70 re-
TH-2553 136102029
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Table 3.2: Performance of the proposed method at different JPEG compression levels on own
dataset.

| Quality Factor | AUC (%) |

70 89.6
80 90.6
90 90.8

spectively, also shown in Table[3.2] Figure[3.7|shows the ROC curves for different compression
levels are shown. This again shows the robustness of the proposed method against the JPEG
compression.

Experiment 3: Another experiment is carried out to compare the performance of the pro-
posed method with the machine learning-based state-of-the-art methods, i.e., Carvalho et al. [9]],
[41]]. In this experiment, we have used all the images of DSO-1. Similar to the last experiment,
we have used 30 images from DSO-1 dataset for determining the optimal value ¢, and these are
not used for computing the performance of the proposed method. The AUC values and clas-
sification accuracies achieved by the proposed and two recent state-of-the-art methods are pre-
sented in Table On DSO-1 dataset, the Carvalho et al. methods [9] and [41] achieve AUC
values of 97.2% and 86.3%, respectively, and classification accuracies of 94.0% and 79.0%
respectively. The proposed method achieves an AUC of 78.5% and classification accuracy of
71.6%. As can be seen, the performances of the state-of-the-art methods [9], [41] are better
than that of the proposed method. This is due to the fact that the proposed method assumes the
faces of all the persons present in an image to be of the same skin colour. However, there are
many images in DSO-1 where persons from different skin colours are present. Therefore, from
the previous and the current experiment, it is evident that the proposed method’s performance
drop by a large margin when applied to images with persons of different ethnicities, i.e., skin
colours.

We have also studied the comparative performance of the proposed method on images with
different compression levels, i.e., JPEG compression with different QFs. We have compressed
the images in DSO-1 dataset, with QFs 70, 80, and 90. Table @ shows the classification accu-
racies achieved by the proposed and Carvalho et al.’s [9] methods. The classification accuracies

of Carvalho et al.’s are taken from [9]. It can be seen that when the images undergo JPEG
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Table 3.3: AUC values achieved by the proposed method on DSO-1 dataset.

\ Method | AUC (%) | Accuracy (%) |
Carvalho et al. [41] 97.2 94.0
Carvalho et al. 9] 86.3 79.0

Proposed 78.5 71.6

Table 3.4: Performance of the proposed method at different JPEG compression levels on DSO-1
dataset.

| Quality Factor | Carvalho et al. [9] | Proposed |

70 63.5 69.3
80 64.0 70.2
90 69.0 71.4

compression, the performance of the method by Carvalho ef al. drops by a large margin. On
the other hand, the proposed method is not affected by JPEG compression that much and out-
performs Carvalho et al. at QFs 70, 80, and 90. This indicates the robustness of the proposed
method against JPEG compression. This is expected because the JPEG compression affects the
different faces present in an authentic image in the same way. Hence, the effect of compression
on the DPH of each face will be almost similar. On the other hand, the difference in the illumi-
nation environment in a spliced image will be present even after it is compressed. Therefore, the
DPHs computed from the original and the spliced faces present in a compressed spliced image
will also show inconsistencies.

These experiments show that the proposed method is more applicable to real-life forensics
scenarios, as most of the real-life forgeries undergo multiple compressions.
3.4.1 Analysis of Some Famous Forged Images

There are numerous forged images available on the Internet, which involve some famous
persons. The first forged image that we analyze is downloaded from the Internet and shown
in Figure [3.8] The image shows Dimitri de Angelis (right), a conman from Sydney, shaking
hands with former United States president Bill Clinton (left). The DPHs calculated from the
faces of both persons are shown in Figure [3.8(a) and [3.§(b). Although it is almost impossible
to judge the authenticity of the image visually, the DPHs calculated from the two persons are
clearly different from each other. The correlation value between these two histograms is found

to be 0.77, which is below the threshold r;;,, computed in Experiment 1. Therefore, the proposed
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b) (©

Figure 3.9: (a) An authentic image of Nelson Mandela (left) with Muhammad Ali (right), (b)
DPH of Mandela’s face, and (c) DPH of Ali’s face

method classifies the image to be forged, which is true.

The second forged image analyzed is shown in Figure [3.10(a). In this image, a Kanyan
senator named Mike Sonko is seen along with famous South African politician Nelson Man-
dela. The original image, however, contains Nelson Mandela and boxer Muhammad Ali, as
shown in Figure [3.9(a). The forged image was created by Mike Sonko by replacing the head
of Muhammod Ali in the original image with his head. The DPHs of the two persons in the
authentic image are shown in Figure [3.10(b), and [3.10(c), and those of the forged image are
shown in Figure [3.9(b), and [3.9(c). The DPHs computed from the two persons in the authentic
image are almost similar, as shown in Figure [32} On the other hand, the DPHs calculated from
the two persons in the forged image are different from each other, as shown in Figure The
correlation value computed between the two histograms in the authentic image is 0.97, which is
above the threshold r,. Therefore, the proposed algorithm classifies it to be an authentic image.
The correlation value computed between the two histograms in the spliced image is 0.76, which
is lower than the threshold r,,. Hence, the image is truly classified as spliced by our algorithm.

As already seen, the correlation values between the DPHs of the authentic faces are higher

than 0.9 and those between the DPHs of the spliced and authentic faces of real-life forged
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Figure 3.10: (a) A forged image which was created by replacing the head of Muhammad Ali by
the head of Mike Sonko, (b) DPH of Mandela, and (c) DPH of Sonko

images are less than 0.8. Although the correlation values between the DPHs of the authentic
and the spliced faces for both the forged images are below the threshold r,, = 0.8, they are very
close. Hence, a better threshold seems to be the one at the midway point between 0.8 and 0.9.
Since ry;, is obtained from the ROC curves computed from the images of DSO-1 and DSI-1, it
comes down to 0.8. This is because the correlation values between the DPHs of authentic and
forged faces of DSI-1 images are very low, as can be seen in Figure 3.5] However, if we can
compute the threshold from the ROC curves of more visually plausible forgeries, we expect the
threshold to come somewhere in the middle of the range 0.8 — 1.0.

3.5 Summary

This chapter proposed a new illumination colour-based forensics method to expose the splic-
ing forgery in digital images containing human faces. The DPH, computed from the face region
by applying 2D Hough transform based on the DRM, is used as the illumination-signature. To
calculate the similarity between these histograms, the correlation between the DPHs of each pair
of faces is computed. A threshold on this correlation measure is employed to expose the forgery.
The proposed method outperformed other illumination colour-based forensics methods, which

also utilize the DRM for the illumination-signature extraction. Although the proposed method
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works perfectly fine for images containing people of different skin tones, it may fail in cases
where the skin tones of two persons are very different from each other, e.g., people from differ-
ent ethnicities. This is because the method assumes the skin colour of the facial regions to be

the same for all persons.
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Chapter 3 proposed an illumination colour-based forensics method for exposing splicing
forgeries involving human faces of any pose. Assuming the skin colours of all the persons
present in an authentic image to be the same, the method extracts an illumination-signature
from each face. The illumination-signatures from different faces are compared for detecting
the spliced face. The limitation of this method is that it is not applicable to images containing
persons of different ethnicities with different skin colours. Also, the method proposed in Chap-
ter 3 assumes that the whole face part is lit by either a single illumination or a combination of
multiple illumination sources. However, in real-life scenarios, different parts of a face can be lit
by different illumination sources due to spatially varying illumination conditions. In this case,
the method in Chapter 3 will not be able to estimate the illumination-signatures from the faces
accurately.

The method proposed in Chapter 3 extracts an illumination colour-related histogram-based
feature from the face parts for detecting the splicing forgery. It is nowadays well-known that
hand-crafted features are not optimal for many computer vision tasks. Therefore, the fea-
tures extracted by the method may not be optimal for detecting the splicing forgery. The deep
learning-based methods can learn better features automatically from the training images, which
are optimal for the considered tasks.

Considering the above points, this chapter proposes a novel illumination colour-based foren-
sics method that can detect face splicing forgeries in human portrait images containing faces of
different skin colours and poses. Motivated by the effectiveness of the illumination map (IM)
as an intermediate representation of the input image for splicing detection [41]], [42], the pro-
posed method converts the input image to the IM and extracts forgery-related features from it
using a convolutional neural network (CNN), trained in a siamese framework [94]. The siamese
CNN is trained to classify the consistent and the inconsistent face-IM pairs present in a training
dataset. Once trained, the CNN part of the siamese network is used to extract features from
the face-IMs. A support vector machine (SVM) classifier is used to classify these features for
splicing detection. The main contributions of this chapter are as follows: A siamese network

is utilized for learning more effective features to discriminate face pairs coming similar and
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different illumination conditions. The CNN part of the siamese network is then used to extract
features from test face-IMs for exposing splicing forgery.

The rest of the chapter is organized as follows. Section {.1] discusses the related work and
highlights the research gap. Section|4.2]presents the proposed method, and Section|4.3]discusses
the experimental results on splicing detection. Finally, Section [4.4] presents a summary of the

chapter.
4.1 Related Work and Research Gap

[llumination colour is one of the important cues for detecting splicing forgeries. This is
because the illumination colours estimated from the spliced regions will be different from that
of the authentic regions, as already discussed in Chapter 3. The illumination colour-based
forensics methods can be divided into two groups: 1) global illumination estimation-based and
2) local illumination estimation-based methods. The first group includes the methods proposed
in [29], [40], [39]], where the illumination colours are estimated from each face image globally.
The illumination colours are then directly used for forgery detection. The method proposed in
Chapter 3 belongs to this group. The second group includes the methods proposed in [79], [9],
[41]], [42]. In these methods, the illumination colours are estimated locally from small patches
of the face images. An intermediate representation of the input image, i.e., the IM, is created
by using the estimated illumination colours. The IM is used for discriminating the authentic
images from the forged ones. The advantage of the methods in the latter group is that they can
take the spatial distribution of illumination into consideration and hence are more applicable to
images captured under spatially varying illumination sources.

4.1.1 Illumination Colour Estimation

There are mainly two types of illumination colour estimation methods available in the liter-
ature [75]): (a) the statistics-based [37]], [95]] and (b) the physics-based methods [78]], [92], [38]].
Although various techniques are available from each type of illumination colour estimation
methods, the following two techniques are used by the existing forensics methods for creat-
ing the IM: 1) statistics-based generalized gray-edge (GGE) method [37] and 2) physics-based

inverse-intensity chromaticity (IIC) method [38]. These two methods are elaborated below.
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1) Generalized gray-edge (GGE) method: The statistics-based illuminant colour estimation
methods exploit the relationship between the image pixel distributions and the statistical knowl-
edge about common surfaces and illumination sources. The GGE method [37/] is based on the
gray-edge hypothesis, according to which the average reflectance colour difference in a scene
is achromatic. This is inspired by the classical gray-world hypothesis [36], according to which
the average reflectance colour in a scene is achromatic.

Consider a Lambertian surface under an illumination source e (4, X). The image pixel value

f(x) = [fr(X) fo(x) fB(x)]T formed at pixel location x is given by

f(x) = f (e(4,x) s () c(A)dA. 4.1)

Here w is the visible spectrum of light, A is the wavelength of the incident light, s (1) is the sur-
face reflectance and ¢ (1) = [cx (1) ¢ (D) ¢ (D] is the camera response functions. In [37]], the
authors incorporated Minkowski norm and local smoothing in the gray-edge hypothesis yield-
ing the following generalized gray-edge hypothesis: the pth Minkowski norm of the derivative

of the reflectance in a scene is achromatic. Mathematically,

f|s§’(/l, X)|p dx\’ . 4.2)
fdx

where the integration is over the image pixel domain, k is a constant term, p is a non-negative
real number, the subscript x denotes the spatial derivative, and the superscript o denotes the lo-
cal smoothing with a Gaussian filter, G, with standard deviation o~. With the GGE hypothesis,

the illuminant colour e is estimated as the pth Minkowski norm of the derivative of the image

1
npo _ _
¢ k(f

where |.| is the absolute value, % is the partial derivative operator, and  is the order of derivative.

pixels. Mathematically,
07 (x)
ox"

Y
dX) 4.3)

By varying the values of n, p, and o, different illuminant estimation algorithms can be obtained.
For instance, setting n = 0, p = 1,0 = 0 leads to the gray-world algorithm, settingn = 1, p =
7,0 =5 leads to first-order gray-edge algorithm, and so on.
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2) Inverse-intensity chromaticity (1IC) method: The physics-based methods depend on the
physical process of reflections and image formation. Tan et al. [38]] proposed a method, called
the IIC, for estimating the illumination colour. It is based on the DRM [78] for non-homogenous
materials, e.g., human faces. The DRM is explained in detail in Chapter 3. According to
DRM, the light reflected from a non-homogenous surface (i.e., specular surface) comprises
two different types of reflection: interface reflection and body reflection. The body reflection
component contains the information about the colour of the object, while the interface reflection
contains the illumination colour information. Under the DRM, the pixel value f(x) recorded by

the camera sensor is given by

f(x) = f (e(A,x) +e(d,x)s(1)c(d)da 4.4)

Using the above equation, Tan et al. showed that there exists a linear relationship between
the inverse of the pixel intensity, the pixel chromaticity (i.e., normalized RGB-value), and the

illumination chromaticity as shown below.

1
XC(X) = pc(X)m + Fc(X) (45)

where f.(x) is the sensor response at pixel location x for each colour filter ¢ € {R, G, B}, x.(X)
is the image chromaticity, and I'.(x) is the specular or illuminant chromaticity, and p.(x) is a
parameter that depends mainly on the surface geometry. The illumination chromaticity, /.(x),

is estimated using Equation 4.5] The equation shows a linear relationship between the inverse-

1
intensity, m, and chromaticity, y.(x). Therefore, a per colour channel 2D space, called
1 J1 1
IIC-space, can be created by taking S as the horizontal axis and y.(x) as the vertical axis.

If the image pixels are projected on the IIC plane, the vertical intercept gives the illumination
chromaticity.

However, the IIC method may not give the proper estimate of the illumination colour in
real-life images due to the presence of noise. To solve this issue, Riess and Angellopolou [79]]

proposed a modification of the IIC method. The authors proposed to compute the illuminant
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chromaticities over a large number of small image patches and do majority voting to get the
final estimate. It helps the illumination estimation method to become more robust against the
noise present in images.
4.1.2 Illumination Map (IM)-based Image Forensics

Riess and Angelopoulou [79] first proposed to use the IM as a visual cue for detecting
splicing forgeries manually. To create the IM, the input image is segmented into homogenous
regions, and a new image is created by recolouring each homogenous region by the estimated
illumination colour from that region. The IM suppresses the surface information and highlights
only the illumination colour information. Therefore, if two faces are captured under the same
illumination source, they will have similar visual features in the IMs. Figure 4.1 shows an
authentic image containing two faces and its corresponding IM. Although the faces in the figure
have different skin colours, the face regions in the IM have similar visual features. On the other
hand, if two faces are captured under different illumination sources, they will have different
visual features in the IMs. For example, Figure 4.2 shows a spliced image containing two faces
and the corresponding IM. Although both the faces present in the spliced image have the same

skin colour, the face regions in the IM look different, i.e., they have different visual features.

(b)
Figure 4.1: An authentic image (a) and its corresponding IM (b).

Carvalho et al. [9]], [41]] have shown that the IM serves as an effective intermediate repre-
sentation for exposing the splicing forgeries, particularly those involving human faces. As can
be seen in the authentic image and its corresponding IM in Figure the two faces have sim-

TH-2553 13 é]ﬁfz\éiﬁgal features, i.e., colour, shape, and texture, in the corresponding IM. However, in case
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(b)
Figure 4.2: A spliced image (a) and its corresponding IM (b).

of the spliced image shown in Figure [4.2] the two faces do not have similar visual features in
their corresponding IMs. Based on this observation, Carvalho et al. [9], proposed to ex-
tract shape, texture, and colour features from the face parts of the IMs (face-IMs) using various
feature descriptors. More specifically, proposed to extract 12 shape features, 18 texture
features, and 24 different colour features. Then, for each face-IM pair, the features extracted
from both the face-IMs using the same feature descriptor are concatenated and classified using
machine learning-based classifiers.

Inspired by the success of deep CNNs in computer vision, a number of deep learning-based
forensics methods have been proposed in the literature [96], [5O0], [32], [51]], [97], [17]. For
instance, in and [50], CNN-based methods are proposed for detecting image editing opera-
tions carried out on images. In [32]], a multi-task fully-convolutional network is proposed for lo-
calizing different types of forgeries. Recently, Pomari et al. proposed a deep learning-based
method that removes the need to extract hand-crafted features from the IMs. They extracted fea-
tures using a residual network (ResNet-50 [98]]), pre-trained for the object recognition task, and
classified them using an SVM classifier. However, the features extracted are not optimal for
forgery detection as the CNN was trained for the object recognition task, which is completely
different from splicing detection.

Based on the above literature survey, the following open problem is identified: The existing
IM-based methods extract either hand-crafted features or deep features using a pre-trained net-

work from the IMs. However, neither the hand-crafted features nor the deep features extracted
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using a pre-trained network are optimal for extracting forgery-related features from the IMs.
Therefore, there is room for learning more accurate features from the face-IM by training a

network specifically for face splicing detection.

4.2 Proposed Method

We propose a method for detecting face splicing forgeries by extracting more accurate and
optimal features from the face-IMs through a deep neural network, which is trained to dis-
criminate similar and different face-IM pairs. As other illumination colour-based forensics

methods [29] [9], the proposed method is based on the following assumptions:

e All the objects in an authentic image are captured under the same illumination sources.
Hence, the illumination colours-related features estimated from different objects in the

authentic image should be similar.

e Since the spliced objects in a forged image come from different images, there is a high
probability that they were captured under a different illumination environment than that
of the authentic objects. Therefore, there will be a mismatch in the illumination colour
information estimated from the spliced object and that estimated from the authentic ob-

jects.

The proposed method extracts features from the face-IMs that capture the illumination colour-
related information useful for exposing the spliced faces.
4.2.1 Overview of the Method

The main steps of the proposed methods are:
(1) IM Computation and Face Extraction: First, the input image is converted to an IM, as
objects coming from different images (i.e., different illumination sources) become more distinct
in the IM [9], [41]. Since our focus is on face splicing forgery, the face parts from the IMs are
manually extracted.
(2) Face-IM Pair Classification for Splicing Detection: Once the face-IMs are extracted, they
are pair-wise classified for the detection of possible splicing forgery. If two faces come from

TH-2553 13 é% 58%@ image (i.e., the same illumination source), their IMs will have the same set of features.
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On the other hand, if they come from two different images, their IMs will have different sets
of features. We consider a pair of face-IMs as an authentic pair if they come from the same
illumination source (i.e., the same image) and as a spliced pair if they come from two different
illumination sources.

To differentiate between the authentic and the spliced face-IM pairs, we employ a siamese
neural network [94]], which takes pairs of face-IMs as inputs and predicts the class label of the
pairs, i.e., either authentic or spliced. The siamese network has twin CNNs, sharing the same
set of parameters. The CNNs learn features that can discriminate the spliced pairs from the
authentic ones. Once the siamese network is trained, we use the CNN part to extract features
from the face-IMs. The features are later classified using an SVM classifier for the detection of
spliced faces present in a test image. A test image is considered as spliced if at least one face
pair is classified as spliced; otherwise, the image is considered as authentic.

The above steps are elaborated below.

4.2.2 IM Computation and Face Extraction

The methods proposed in [79], [9], [41] establish the effectiveness of the IM as an interme-
diate representation for checking the inconsistencies in the illumination environments. Inspired
by this, we propose to transform the input image to the IM. To compute the IM, the input image
is first segmented into homogenous regions, called superpixels, using the graph-based segmen-
tation method proposed by Felzenszwalb and Huttenlocher [80]. The illumination colours are
then estimated from each of the superpixels. In this work, we have experimented with two
methods: 1) statistics-based GGE method [37]] withn = 1, p = 1,0 = 3 and 2) physics-based
IIC method [38]]. After that, each superpixel is recoloured using the estimated illumination
colour. As already discussed, the IM suppresses the surface information and enhances the il-
lumination colour information. Therefore, the spliced parts become more prominent in the IM
representation.

Once the IM is created, the facial regions are manually extracted from the IMs. As in [9],
[41]], we have also extracted the faces manually. This is because we have observed empirically

that automated face detection methods sometimes give incorrect results. For example, in many
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Figure 4.3: Siamese network for face-IM pair classification.

cases, the automated face detection methods detect non-faces as faces or miss to detect faces.
Also, the automated methods often include non-face regions in the detected face bounding
box. Since the proposed method is based on comparing the visual features in the face-IMs,
any mistake in detecting the facial region will lead to misclassification of authentic and forged
images. Due to these reasons, in the proposed method, we manually select the bounding boxes
around the faces present in the images.
4.2.3 Face-IM Pair Classification for Splicing Detection

It has been observed that the face images captured under the same illumination environment
will have the same visual features (i.e., texture, shape, and colour) in their corresponding IMs
[O], [41]]. In case the faces come from different illumination environments, these features will
be different. Therefore, by checking the consistencies of these visual features in a pair-wise
manner, the authenticity of an image can be decided. If there are N faces present in an image,
there will be N(N — 1)/2 pairs. An image is considered as spliced if at least one face pair is
classified as spliced; else, the image is considered as authentic.
4.2.3.1 Siamese Network for Feature Learning

A siamese neural network-based method was first proposed by Broomley et al. [99] for
solving the signature verification problem. A siamese network consists of two identical sub-
neural networks accepting one input each. The outputs of the two sub-networks are passed to a
distance layer, which computes a distance metric between them. The distance metric produces
a high value if the two images in a pair come from two different classes and a low value if they
come from the same class.

To learn features from the face-IMs that can differentiate the authentic face pairs from the

spliced ones, we propose to employ a siamese network consisting of twin CNNs [94]. In this
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way, the CNN part of the network learns the features helpful for detecting the spliced faces
automatically from the training data itself. The proposed siamese network takes two inputs, F
and F,, one for each of the CNNs and the outputs are fed to the distance layer [94]. The distance
layer computes a distance metric between the feature vectors learned by the twin networks. The
weight sharing ensures that the same set of features are learned from both inputs. Figure 4.3
shows the block diagram of the siamese network. It contains twin CNNss, i.e., CNN1 and CNN2,
which compute the features f; and f, from the input face-IM pairs. The distance layer first finds a
difference vector by computing the absolute difference between the corresponding components
of the features f; and f,. The difference vector is then fed to a fully-connected layer consisting
of a single neuron with sigmoidal activation function. The output of the distance layer is in the
range [0, 1]. Hence, it can be considered as the class prediction of the pair of face-IMs. A high
value of this prediction indicates that the face-IMs in the pair have different visual features, and
in turn indicates that the two faces come from different illumination environments, i.e., spliced
pair. Similarly, a low value of this prediction indicates that the two face-IMs are similar and
hence are from the same illumination environment, i.e., authentic pair.
4.2.3.2 Network Architecture
1) CNN

The CNN part of the siamese network is responsible for learning visual features from the
training face-IM pairs. These features help in discriminating the spliced pairs from the authentic
ones. Each of the twin CNNs used in this method takes an input image of size 155 X 155. We
have experimented with smaller input sizes, such as 32 x 32 and 64 X 64. However, the results
on these smaller input sizes were worse than on 155 X 155. The reason for this might be the
following: Since our focus is on extracting features from face-IMs, we have to keep as much
illumination-related information as possible. When the image size is reduced, the illumination
estimation from the superpixels becomes less accurate due to the lower number of pixels in the
superpixels. The number of superpixels in the face regions also reduces with the reduced input
size. This results in homogenous face-IMs with only a few illuminant colours over the face

regions. The dataset we use for training the siamese network contains images where the face
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Figure 4.4: The convolutional network architecture used in the siamese network.

regions are at least of the resolution 155 X 155. In case the face regions in the test images are of
different sizes, we resize the face-IMs to 155 X 155.

In the initial investigations, we experimented with deep CNNs, similar to the one proposed
in [100] (VGGNet) with 16 layers. However, due to a large number of parameters, the deep
CNNGs overfitted the training data. This is because our training set contains a small number of
images (as discussed in Section 4.3, below) compared to the number of images in datasets used
to train deep networks like VGGNet [[100]. Therefore, we have proposed to employ a shallow
CNN containing only a few convolutional layers. The shallow CNNs with a few layers have
shown to be effective in other computer vision tasks, e.g., as in [101]. Finally, the CNN part
of the proposed siamese network is designed to have 4 convolutional layers and 4 max-pooling
layers, as shown in Figure @ The number of filters in the first, second, third, and fourth
convolutional layers are 16, 32, 32, and 16, respectively, with a kernel of size 3 X 3 and stride 1
in all the layers. The batch normalization technique [[102] is used after each convolutional layer,
and it is followed by rectified linear unit (ReLU) nonlinearity being applied on the output. All
the four max-pooling layers employ kernels of size 2 X 2 with stride 2.

2) Distance Layer

The distance layer computes the weighted-L; distance between the features f; and f,, com-
puted by CNN1 and CNN2, respectively. The sigmoid nonlinearity is applied to this layer to
map it to the range [0, 1]. Hence, the output of this layer can be considered to be the class predic-
tion of the input face-IM pair. For this, a new vector first is formed by computing the element-
wise absolute difference between f; and f,. The difference vector is fed to a fully-connected
single neuron with the sigmoid activation function. So, this layer outputs the weighted-L, dis-

tance between the features as p = o(}; @; |f{ - f£|), where o(.) and |.| denote the sigmoidal
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activation function and the absolute value, respectively. The a;s are the learnable weights of
the final fully-connected layer, representing the importance of each component of the difference
vector. There are 256 parameters in the distance layer.
3) Learning

The proposed siamese network is trained by minimizing the cross-entropy loss over a mini-
batch of face-IM pairs. As the sigmoid activation function is used in the final layer of our
siamese network, the cross-entropy loss is the preferred cost function to train the network. We
assign the ground-truth label g(Fy, F;) = 0 when both the images, F; and F,, in the pair, come

from the same image. Otherwise, we assign g(F, F,) = 1. The cross-entropy loss is given by

it < - _— A
Lcg=— Z g(F,F;)log p(F,F;) + (1 — g(F},F,)) log(1 — p(F', F5)) (4.6)

M =
where p(F;, F,) is the prediction of the network and M is the number of face pairs in the mini-
batch.
4.2.3.3 Feature Extraction

There is no face splicing dataset that contains a sufficient number of authentic and spliced
face pairs to train the siamese network. Therefore, we propose to generate the authentic and the
spliced pairs artificially from a set of authentic images. We convert the images to IMs, extract
the face parts, and create pairs of face-IMs. If both faces of a pair come from the same image,
we label the pair as authentic. If the two faces of a pair come from two different images, the
pair is labeled as spliced. The siamese network is trained on these artificially created spliced
and authentic face-IM pairs.

After the training process, the CNN part of the network is used to extract features from the
face-IMs present in real-life spliced and authentic images. Though the siamese network learns
to differentiate between the authentic and the artificially-created spliced face pairs present in
the training set, the difference in the artificial spliced face-IM pairs is more as compared to
the spliced face pairs present in real-life spliced images. The siamese network trained on the

artificial training dataset will not be able to correctly classify the real spliced faces. It is experi-

mentally found that the siamese network trained on the artificiall-created spliced and authentic
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face pairs performed poorly in real-life splicing detection. Therefore, we do not employ the
whole siamese network to classify real spliced faces. Also, it is not possible to fine-tune the
network on real splicing forgeries as there is no big dataset available that contains a sufficient
number of spliced faces. Due to these reasons, the CNN part of the trained siamese network is
used as a feature extractor. More specifically, a face-IM is fed to the CNN, and its output is the
feature of the face-IM, as shown in Figure
4.2.3.4 Splicing Detection using an SVM

Once the feature vectors are extracted from each of the faces present in an image, they
are classified in a pair-wise manner for detecting the splicing forgery. If there are N faces in
an input image, we create N(N — 1)/2 joint features by concatenating the feature vector of
each face of the pairs. More specifically, if £; = [fi1fi2...fiz]7 and £, = [fo1fo...for]" are
the L-dimensional feature vectors of the two faces of a pair, the joint feature is created as
fioine = [fi1f12---fiofo1 fo2... f>21F. An SVM with a radial basis function kernel is trained on the
joint features, f;,;,;, of the training face pairs. The trained SVM is later used for classifying the
face-IM pairs present in the test images. We decide an input image as spliced if at least one face
pair is classified as spliced. Otherwise, we consider the input image as authentic.

4.3 Experiments and Results

The proposed method comprises two main steps: 1) feature extraction from face-IMs using
a CNN, which is trained in a siamese network framework, and ii) classification of the features
of face-IMs in a pair-wise manner using an SVM. The siamese network part is implemented
using Python 3.6, Keras 2.2.4 [103]. The SVM part is implemented using Matlab 2017b. The
hyperparameters of the SVM are tuned using the grid search technique. For the classification
using the SVM, a 10-fold cross-validation protocol is followed.
4.3.1 Dataset

To show the efficacy of our method in exposing splicing forgeries, we have used two publicly
available standard splicing datasets: DSO-1 [9] and DSI-1 [9]. The details of the datasets are as

follows:
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e The DSO-1 dataset contains 100 authentic and 100 spliced images of resolution 2, 048 x

1,536. Each of the images contains group portraits of at least two persons.

e The DSI-1 dataset contains 25 authentic and 25 spliced images of various resolutions.
The images are collected from various sources on the Internet.

4.3.2 Training the siamese network

To train the siamese network, we have collected a set of 6,660 human group photos from
different sources. There are 2 — 10 persons in each of these images. The IMs are computed from
these images using the GGE and the IIC methods, and the face parts are extracted manually.
The authentic and the spliced face-IM pairs, required to train the siamese network, are created
as follows. The authentic pairs are created by taking pairs of faces coming from the same
image, and the spliced pairs are created by taking pairs of faces coming from two different
images selected randomly. We created 57,024 authentic pairs and 1, 103, 160 spliced pairs in
this manner. Out of these pairs, we have randomly selected 50, 000 authentic pairs and 50, 000
spliced pairs for training, and rest of the pairs are used for testing. The siamese network is
trained separately using two different representations of the face images: (1) face-IMs computed
using the GGE method, (ii) face-IMs computed using the IIC method. For the case of face-IMs
computed using the GGE and the IIC methods, the network is trained for around 125,000
iterations, and the training is stopped when the network converged. Also, we have tried to train
the network using raw face images. For the case of raw face images, however, the network did
not converge till 500, 000 iterations. Hence, we could not obtain a trained model for the raw
face images. Figure [4.5(a) shows the plots of the training loss against the number of iteration
for the network trained on IIC and GGE face-IMs, and Figure 4.5(b) shows the plot for the raw
face images. As can be seen, the losses for the network trained on IIC and GGE face-IMs start
to saturate at around 10, 000 iteration. On the other hand, the network trained on raw faces did
not show convergence behavior. Hence a trained model could not be achieved for the raw face
images.

Once the network is trained on GGE and IIC face-IMs, we test the performance of both

TH-%B?_CH%%% 2(61 the test set of the artificially created authentic and spliced face-IM pairs.
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Figure 4.5: Plot of training loss versus number of iteration for the network trained on (a) IIC
and GGE face-IMs, and (b) Raw face images.
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This set contains 7,024 authentic pairs and 1,053, 160 spliced pairs. The network trained on
GGE face-IMs achieved a classification accuracy of 95.31% on the GGE face-IM pairs of the
test set. On the IIC face-IM pairs of the test set, the network trained on IIC face-IMs achieved
an accuracies of 97.44%. These results suggest that the siamese network has learnt features
from the IMs, that can discriminate the authentic and the spliced face-IM pairs.
4.3.3 Splicing Detection

We have carried out a set of experiments to see the performance of the two face-IM types,
i.e., GGE and IIC face-IMs, and the raw face images in splicing forgery detection. The perfor-
mance of the proposed method in detecting the splicing forgeries are reported for DSO-1 and
DSI-1 datasets.
4.3.3.1 Performance on DSO-1 dataset

Firstly, we see the performance of the features extracted using the CNN (siamese network)
trained on GGE-IMs. We extract the features from GGE-IMs, IIC-IMs, and raw face images
and train an SVM for each case. After the SVMs are trained, each type of feature is classified
using the SVM trained for the corresponding feature type. For instance, the GGE face-IM
pairs are classified using the SVM trained on GGE face-IMs only. For this trained model, we
achieved detection accuracies of 79.0%, 91.0%, and 77.0% for the case of GGE-IM, IIC-IM,

and raw faces, respectively. Then, we extract the features using the CNN trained on IIC-IMs
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Table 4.1: Classification accuracies on DSO-1 dataset for different IM computation methods.

Testing

GGE | IIC | Raw
Training | GGE | 79.0 | 91.0 | 77.0
Ic | 81.0 [ 97.0 | 77.0

Table 4.2: Classification accuracies on DSI-1 dataset for different IM computation methods.

Testing

GGE | IIC | Raw
Training | GGE | 83.0 | 90.0 | 84.0
C | 82.0 | 94.0 | 84.0

from GGE-IMs, IIC-IMs and raw face images. Again, an SVM is trained for each of the feature
types, and the trained SVMs are used for classifying the corresponding type of features. In this
case, the detection accuracies achieved are 81.0%, 97.0%, and 77.0% for GGE-IM, I1IC-IM and
raw faces, respectively. Table 4.1|shows the performance for all these cases on DSO-1 dataset.
As can be seen, the method gives the best performance when the CNN trained on the IIC-IMs
and the features are extracted from the IIC-IMs.
4.3.3.2 Performance on DSI-1 dataset

A set of experiments is carried out on DSI-1 dataset to see the performance achieved by
the proposed method when the two face-IM types, i.e., GGE and IIC-IMs, and the raw face
images are used for testing. Here also, we first extract the features using the CNN trained on
GGE-IMs from all three image representations. An SVM is trained for each type of feature and
then used for forgery detection. In this case, we have achieved detection accuracies of 83.0%,
90.0%, and 84.0% for GGE, IIC, and RGB representations. Then we test the performance of
the features extracted from GGE-IMs, IIC-IMs, and raw face images using the CNN trained
on IIC-IMs. In this case, we achieved detection accuracies of 82.0%, 94.0%, and 84.0% for
respective cases. Table 4.2/ summarizes the detection accuracies for each of the cases on this
dataset. One important point to be noted here is that the performance of the features extracted
from raw faces is better than that of the features extracted from GGE face-IMs. One possible
explanation for this behavior is as follows. As the images in DSI-1 are of low resolution and in

compressed version, the IM computation from them may not be that accurate. In addition to that
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Figure 4.6: ROC curves of the proposed method for DSO-1 and DSI-1 datasets.
GGE method assumes the faces to be Lambertian. However, human faces are in real-life exhibit
specular reflections and hence are not Lambertian. The combined effect of these two factors
contributes to the worse performance of the GGE face-IMs in comparison to IIC and even to
raw faces. Therefore, on this dataset as well, the proposed method performs better when the
features are extracted from the IIC-IMs using the CNN trained on IIC-IMs.

From the results on both datasets, it is clear that the CNN trained on IIC-IMs and tested
on IIC-IMs achieves the best detection accuracy among all the combinations. This is expected
as the IIC method can estimate the illumination colour from face images better than the GGE
method. This is because the human face is non-homogeneous, and the physics-based illuminant
estimation methods assume the underlying surface to be non-homogeneous, whereas statistics-
based methods assume the surface to be Lambertian.

We have also computed the ROC curves for the proposed method on DSO-1 and DSI-1
datasets and computed the AUC values. Figure §.6] shows the ROC curves for the proposed
method.
4.3.3.3 Comparison to the state-of-the-arts

To show the relative merits, we have compared the performance of the proposed method
with that of the state-of-the-art methods, i.e., Carvalho et al. [9]], [41]], and Pomari et al. [42].
We have used the best performing face-IM representation, i.e., [IC-IMs, in the proposed method

to compare with the state-of-the-art. We refer to this method as I/C-IM-DL method. Table
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Table 4.3: Classification accuracies achieved by the proposed and the existing methods on
DSO-1 and DSI-1 datasets.

| Method | DSO-1 | DSI-1 |
Carvalho et al. [9] 80.0 76.0

Carvalho et al. [41] 93.0 84.0
Pomari et al. [42) 96.0 92.0

Proposed 97.0 94.0

Table 4.4: AUC values achived by the proposed and existing methods.

] Method | DSO-1 | DSI-1 |
Carvalho et al. [9] 86.3 82.6
Carvalho et al. [41] 97.2 91.9

Proposed 98.1 96.7

shows the splicing detection accuracies of the methods on DSO-1 and DSI-1. It is clear from the
table that IIC-IM-DL method outperforms the existing methods in terms of detection accuracy.
Table shows the AUC values achieved by the proposed and the competing methods. The
table clearly shows that the proposed method could outperform the the methods by Carvalho et
al. [9], [41] in terms of AUC values by a large margin. Since Pomari et al. [42] did not report
the AUC values, we could not compare with their method. The accuracies and the AUC values
of the existing methods presented here are taken from the respective papers.

We believe that the superior performance of the proposed method is due to the effective-
ness of the proposed CNN in extracting more accurate visual features than those extracted by
Pomari et al. [42]. The authors used a pre-trained network trained for another task to extract
features from the IMs. The proposed method extracts features using the CNN (siamese net-
work) specifically trained to differentiate between authentic and spliced face-IM pairs. Since
Carvalho et al. 9], [41] extracted hand-crafted features from the face-IMs, these features are
not that effective compared to the features learned by the proposed method.
4.3.3.4 Robustness to JPEG compression

We have carried out a set of experiments to see the robustness of the proposed method to
JPEG compression. In real-forensics scenarios, the images generally go through various levels
of compressions. Therefore, this robustness is very important from a practical point of view.

We have created 3 versions of the DSO-1 dataset by compressing the images in the dataset at
TH-2553_ 136102029
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Table 4.5: Performance of the proposed method at different JPEG compression levels on DSO-1
dataset.

| Quality Factor | Carvalho ef al. [9] | DPH-based method Chapter 3 [ Proposed IIC-IM-DL Method |

70 63.5 69.3 91.0
80 64.0 70.2 93.0
90 69.0 71.4 95.0

three JPEG QFs, i.e., 70, 80, and 90. Carvalho et al. also report the results at these QFs. We
extract the features from the IIC face-IMs using the CNN trained on IIC-IMs. Then, we use the
SVM trained using the IIC face-IMs of the uncompressed DSO-1 images to classify the face-
IM pairs in the compressed versions of the datasets. Table [4.5] shows the detection accuracies
achieved by the proposed method on the three compressed versions of the dataset. On the same
table, we also show the detection accuracies achieved by Carvalho et al. [9] and the method
proposed in Chapter 4. We could not compare the performance of the proposed method with
that of the methods by Carvalho ef al. [41] and Pomari et al. [42] as these methods did not
report results for compressed images. The table shows the higher robustness of the proposed
method compared to [9]. Although our method proposed in Chapter 4, i.e., DPH-based method,
also shows robustness to JPEG compression, its performance is inferior to that of the proposed
method of this chapter by a large margin. The detection accuracy of the Carvalho et al.’s method
drops from 80.0% to 69%, 64.0%, and 63.5% in the case of the compressions with QFs 90, 80,
and 70, respectively. This drop in the accuracy of Carvalho et al.’s method [9]] is due to the
fact that the authors extracted hand-crafted features from the face-IMs, which are generally not
robust against compressions. On the other hand, the proposed method learns optimal features
using a siamese network, which is trained on real-life images downloaded from the Internet. In
this way, the proposed method learns features present in compressed images also, as the images
downloaded from the Internet are mostly JPEG compressed.

4.4 Summary

This chapter proposed a novel forensics method for the detection of face splicing forgeries
through deep learning-based extraction of features from face-IMs. The method first trained a
siamese-CNN to discriminate face-IM pairs coming from the same image and those coming

TH-2553 13 gi%%ggo different images. Once the siamese network is trained, the CNN part of the network
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is used to extract features from the face-IMs present in a test image. An SVM is employed on
these features to classify the real-life spliced faces present in the test images. We experimented
with different types of IM computation methods and found that the IIC method performs the
best among them. The experimental results on two public datasets show that the proposed is

able to outperform the state-of-the-art.
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5. Siamese Convolutional Neural Network-based Approach to Universal Image Forensics

The methods proposed in Chapters 2, 3, and 4 focused on detecting spliced faces present
in images. The limitations of these methods are: 1) they can only detect the splicing forgery,
and 2) they fail in case the spliced regions are not human faces. In real forensics scenarios,
the splicing forgery may involve any arbitrary regions in an image, other than the human face.
Also, there may be other forgery types like copy-move and retouching. In addition to these
forgery techniques, there are different image processing operations that are applied on images
for various reasons, such as to enhance the contrast or brightness of an image and to denoise an
image. Therefore, it has become an important task in image forensics to detect both the forgeries
and the image processing operations carried out in images. Based on these motivations, this
chapter proposes a universal forensics method that can detect the presence of different image
editing operations and also detect and localize forgeries in a single framework.

The detection of different types of image editing operations carried out on an image is an
important part of image forensics. This is because of the following reasons: 1) images can
be processed using different editing operations to artificially enhance or remove some features
to make them look visually different from their raw versions, captured by the camera devices,
and 2) the manipulated images are generally post-processed by different types of image editing
operations to remove the traces of manipulations left by the forgery process. For example,
median filtering can be applied to remove the traces of JPEG blocking artefacts present in an
image [58]]. However, each editing operation leaves behind a unique signature, which is utilized
by researchers to detect the type of operations carried out on the image. There are many methods
available in the literature, which focus on the detection of image editing operations applied
to images. For example, the methods, proposed in [104], [105], [106], extracted features for
detecting the traces left by the resizing and the resampling operations. The methods proposed
in [107], [108], [109] extracted features related to median filtering traces. The features related
to the contrast-enhancement operation are extracted in the methods proposed in [110], [111]],
and the JPEG artefact-related features are extracted in [[112].

The processing history of an image can also expose different types of forgeries present in

images. This is because the forged parts are often processed through various image editing
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operations, such as resizing, blurring, and contrast enhancement, to make them look visually
plausible. On the other hand, the authentic parts may not go through the same type of editing
operations as the forged parts. Therefore, the presence of different types of image editing
operations at different parts of an image can give a clue about its authenticity.

Although the methods proposed in [104]- [112] are capable of detecting specific types of
manipulations, methods from each of the categories work only under their own assumptions
about the traces of manipulations left by the forgery process. For example, the median filtering
detection methods cannot detect traces left by the resampling operation. To address this limi-
tation, researchers have focused on developing universal forensics methods, which can detect
multiple manipulations in a single framework. The first universal forensics method was pro-
posed by Qiu et al. [113], where different steganalysis features were used to detect different
types of image processing operations. Fan et al. [[114] proposed a general-purpose forensics
method for detecting different types of image editing operations by creating a Gaussian mixture
model (GMM) from image patches corresponding to each editing operation.

Inspired by the success in other computer vision areas, the forensics community has focused
on applying DL-based methods for image manipulation detection. Chen et al. [49]] proposed the
first DL-based method for the detection of image editing operations. The authors employed a
CNN [10] for detecting the median filtering operation carried out on images. In this method, the
first layer of the CNN computes the median filtering residual, and the subsequent layers extract
and classify the features useful for median filtering detection. Bayar and Stamm [50] proposed
a DL-based universal forensics method for detecting different types of image manipulating
operations. The image editing features are automatically learned from the training data by
employing a CNN. The authors proposed a new convolutional layer, which suppresses the image
content and enhances the features important for detecting different editing operations.

Although these universal manipulation detection methods perform well, all the manipulation
operations have to be known before training the network. A large number of image editing
operations are included in the image editing software, like Adobe Photoshop and GIMP. Newer

image editing operations are also being developed and incorporated in these editing software.
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Further, there may be multiple editing operations performed subsequently to make the forged
parts look similar to the authentic parts. Therefore, it is not practical to incorporate all the
editing operations in the training process as required by the existing universal manipulation
detection methods, i.e., [113], [114], [SO]. This necessitates the development of a universal
forensics method that can detect not only the image editing operations considered in the training
stage but also can generalize to editing operations unknown in the training stage.

This chapter proposes a novel deep learning-based forensics method that can not only detect
known manipulations but also can check the presence of manipulations not considered in the
training stage. The proposed method takes two images as inputs and checks whether they
have undergone the same or different manipulation operations. Also, a forgery detection and
localization technique is proposed using the trained siamese network. The method first divides
the image under investigation into a number of patches and then compare them in a pair-wise
manner using the siamese network for localizing the forgeries.

The main contributions of this chapter are as follows:

1) A novel siamese network-based manipulation detection technique is proposed, which can
1) detect image editing operations considered in the training stage, ii) detect known editing
operations not considered in the training stage using the one-shot classification technique,

and ii1) check whether a test image has undergone any unknown image editing operation.

2) Based on the above method, an image forensics technique is proposed to localize and detect

different image forgeries effectively.

The rest of the chapter is organized as follows: Section describes the related forensics
methods and outlines the research gaps. Section [5.2] presents the proposed manipulation detec-
tion method. Section [5.3|presents a novel forgery localization and detection technique. Section
[5.4] discusses the results of the experiments carried out to show the efficacy of the proposed

method. Section [5.5] presents a summary of the chapter.
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5.1 Related Work and Research Gap

The forensics methods proposed for detecting image editing operations are based on the
assumption that each editing operation leaves behind a unique trace of its manipulation in the
image. These traces can be detected by examining the relationship between the neighboring
pixels, as any image manipulation destroys the natural statistics of pixels and modifies them in
a unique way [113]]. Qiu et al. [113]] proposed a universal forensics method for detecting image
editing operations, namely Gaussian blurring, median filtering, JPEG compression, resampling,
and gamma correction. The author explored various steganalytic features, such as subtractive
pixel adjacency matrix (SPAM) [115], spatial-domain rich model (SRM) [116]], and local binary
pattern (LBP) [117], to detect different types of image processing operations. The method is
based on the observation that different image editing operations destroy the natural statistics of
the pixels of an authentic image in the same way steganography methods do while manipulating
the pixels for embedding a message. Fan et al. [|114] proposed to create a GMM from small
image patches corresponding to each editing operation. Then, the average log-likelihood of the
patches of an image under the different GMMs corresponding to different classes are compared
to decide the editing operation applied to the image. The authors also showed that the forgery
localization can be done by checking the presence of more than one editing operation in different
parts of the input image.

CNNs have proven to be very good in different computer vision tasks, e.g., object detec-
tion and recognition [118]]. However, they did not perform well when applied directly to image
manipulation detection [49]. This is because the conventional CNNs capture the image content
rather than important forensics features. Therefore, to suppress the image content and enhance
the relationship between neighboring pixels, most of the forensics methods employ prediction
error filters in the first layer of the CNNs. These prediction error filters perform high-pass filter-
ing on the input image and produce noise residuals which are then fed to the subsequent layers
of the CNN. For instance, Chen et al. [49]] proposed to train a CNN for differentiating images
modified by applying median filtering from the original unaltered version. The authors first

extracted the median filtering residuals for detecting median filtering operation. They experi-
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mentally showed that the CNN is able to learn features that can differentiate the median filtered
images from the unaltered ones. Using the trained CNN, Chen et al. proposed a splicing forgery
localization method. Bayar and Stamm [50] proposed a CNN-based technique for classifying
multiple image editing operations in a single framework. For this, the authors proposed a new
convolutional layer, named constrained convolutional layer, as the first layer in their proposed
CNN to adaptively suppress the image content for detecting different image editing operations.
The constrained convolutional layer learns a set of K prediction error filters by constraining the

weights in each filter as

wi(0,0) = —1
5.1
and > wi(l,m) = 1 G-

1Lm#0

where w,l(l, m) denotes the weight at position (/, m) of the kth filter and w,i(O, 0) denotes the
weight at the center of the corresponding filter kernel. This procedure is repeated for all the
pixels by moving the kernels throughout the image. This prediction error layer extracts the
local dependency of pixels with their neighbours, which is the important information from the
forensics point of view [[113]. The authors showed that the CNN can learn features automati-
cally through the training process for detecting various common image editing operations, such
as Gaussian filtering, median filtering, gamma correction, and JPEG compression. The authors
also showed that the CNN can learn to detect multiple editing operations applied subsequently
on images, e.g., applying Gaussian blurring followed by gamma correction.

The idea of using the prediction error filters in the first layer is motivated by different image
forensics and steganalysis methods. Steganalysis methods like the SRM [|116] and the SPAM
[115] utilize different prediction filters for computing the prediction errors, which are later used
as features to detect hidden messages present in the stago images. In forensics, Rao et al. [97]
proposed to initialize the first layer of a CNN with the SRM filters. Recently, Zhou et al. [119]]
proposed a forensics method, where they used 3 SRM filters as the first layer of a CNN. They
also showed that increasing the number of filters does not necessarily boost performance.

The universal forensics method proposed by Bayar and Stamm [50] shows that CNNs can

TH-%%@{T}%%?&&%EH features important for detecting different image editing operations. How-
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ever, there are some limitations of the method. For training the CNN, all the image editing
operations should be known a priori. If an image is subjected to an operation other than the
ones used for training, the method will not be able to detect it. This is a critical limitation of
the method proposed by Bayar and Stamm [50], as the knowledge about the type of editing
operations carried out on images is generally not available in practical forensics scenarios. Fur-
ther, since Bayar and Stamm’s method cannot detect unknown manipulations, it cannot be used
for localizing forgeries. This is because in a forged image, the forged regions can be manipu-
lated using any image editing operations, which may not be considered while training the CNN.

Based on these points, the following research gaps are identified:

1) There is room for developing forensics methods that can not only detect the image manipu-
lations considered in the training stage but also check whether an image is being processed

by manipulations unknown during the training stage.

2) A forgery localization and detection method can be developed utilizing the traces left by var-

ious imaged editing operations, which are generally applied as post-processing operations.

Recently, Mayer and Stamm [120] have, independently of our work, proposed their siamese
network-based Forensics Similarity (F'S) method for checking whether a pair of images has
the same forensic trace or not. More specifically, they have trained a siamese network to check
whether a pair of images are 1) captured by the same or different camera models and 2) modified
by the same or different image editing operations. They have also shown the ability of the
trained siamese network in detecting and localizing forgeries, such as splicing. Although both
the proposed and the FS methods use siamese networks for manipulation detection, there are
a number of differences in the network architectures. More notably, the proposed method uses
a constrained convolution layer operating on the green channel of the input images. On the
other hand, the FS method processes all the three RGB channels of the input images and relaxes
the constraint imposed on the first convolutional layer. Also, the proposed method computes
a distance metric between the twin CNN features, whereas the FS method concatenates the

twin CNN features along with their element-wise multiplications. We propose to employ the
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one-shot classification technique to check the presence of unknown manipulations in an image
under investigation.

There are various image forgery localization and detection methods available in the litera-
ture. These methods utilize different traces for detecting the forgeries. For instance, the methods
proposed in [46] (CFA1) and [47]] (CFA2) utilizes the mismatch in the colour filter array (CFA)
de-mosaicing artefacts present in the manipulated and the authentic regions of a forged image.
The method proposed in [121] (ADQ1) exposes the forged regions by detecting the presence
of aligned double JPEG quantization in a forged image. In [122] (DCT), the authors proposed
to check the inconsistencies in distribution of the discrete cosine transformation coefficients
computed from different parts of an image for exposing the forgery. In [33] (BLK), the non-
alignment of the 8 x 8 block grids in a region of an image is used as a cue of forgeries. The
method proposed in [123]] (ELA) detects the forged regions present in an image by checking
the inconsistencies in the amount of JPEG compression that different regions have undergone.
the method proposed in [124] (NOI1) extracts the noise pattern using a wavelet-based filtering
method, and the variance of the noise of different parts are compared to detect the forged re-
gion. The method proposed in [52] (Noiseprint) first trains a siamese network to differentiate
images coming from different camera models and then use the trained network to detect spliced
regions present in a forged image. This is based on the assumption that the spliced regions will
come from images captured by camera models that are different from the one used to capture
the authentic regions. In [32] (MFCN), a deep learning-based multi-task fully-convolutional
neural network is trained specifically for localizing the splicing forgeries present in images.

5.2 Proposed Manipulation Detection Method

The proposed method is inspired by the works of Chen et al. [49] and Bayar and Stamm [50],
where they showed that CNNs are capable of learning image manipulation features automati-
cally from the training data. However, instead of learning features to classify images to different
manipulation classes, the proposed method learns the features which can discriminate various
image editing operations. To achieve this, we employ a siamese network-based metric learning

technique [94]]. This technique is capable of learning generic image features that can generalize
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to unknown classes. The siamese network has twin CNNs accepting two images as the input
and classifies the image pair as either similarly processed (SP) or differently processed (DP).
Once the network learns to differentiate between SP and DP image pairs, we use it to detect im-
age editing operations present in a gallery of manipulations in a one-shot classification fashion.
The gallery contains images edited using the image processing operations commonly used in the
anti-forensics methods. The gallery may contain images edited using manipulations that are not
present in the training stage. Therefore, it can be augmented by adding more and more image
processing operations, which may be required by a forensics analyst at the time of analysis. We
assume that we have at least one image from each manipulation class considered in the gallery.
Given a test image, we first check whether the image is unaltered or manipulated by comparing
it with a reference unaltered image using the trained siamese network. If the image is classified
as manipulated, we check whether it is manipulated using any of the editing operations present
in the test gallery.

As already stated, the proposed method is based on the classification of image patch pairs as
either SP or DP through a metric learning-based technique using a siamese network [99], [[125].
More specifically, the siamese network learns a distance metric to check whether two image
patches have gone through the same type of editing operations or not. The reasons for the

siamese network-based classification of patch pairs are as follows:

(i) Unlike the CNN-based methods, e.g., [S0], [49], the siamese network can learn more
generic image manipulation features through a distance metric learning-based approach.
This is an important advantage of the proposed method, as it allows to discriminate/detect

manipulations not present in the training stage.

(i1) Since the methods in [113], [114], and [50] learn class-specific features to classify the
images into one of the different but fixed types of manipulations, they are more vulnerable
to anti-forensics. Anti-forensics methods can be developed to hide the traces left by each
of the operations considered in these methods [126]. On the other hand, the proposed

method learns a distance metric to check whether two image patches have undergone the
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Image patch 1

Prediction {p)

Shared Weights Distance Layer

Image patch 2

Figure 5.1: Framework of the siamese network that takes a pair of input image patches and
produce prediction p indicating whether the pair is SP or DP.

same type of manipulation or not. Hence, developing anti-forensics techniques to counter

the proposed method will be more difficult.

(i11) In a forged image, the tempered regions are generally post-processed with different image
editing operations to make them look visually plausible. As a result, there are differences
between the editing operations present in the manipulated and the authentic regions in the
forged image. Therefore, checking the differences in the editing operations might expose

the forgery.

The proposed manipulation detection method using siamese network-based patch pair clas-
sification is described below.
5.2.1 Siamese Convolutional Neural Network for Image Editing Operation Detection

Figure|5.1{shows the block diagram of the proposed framework. It has twin neural networks
CNNI1 and CNN2 sharing the same set of weights. It accepts two input image patches F; and
F,, which are parallelly processed by CNN1 and CNN2, producing two feature vectors f; and
f,. The distance layer [94] computes a distance metric between f; and f,, and the sigmoid
nonlinearity then maps the output to the range [0, 1] to produce the prediction p. Because of
the sharing of weights, CNN1 and CNN2 map two similar input images to very close points in
the feature space. The proposed siamese CNN automatically learns the features that can check

whether a pair of image patches is SP or DP.

TH-2553_136102029

98



5.2 Proposed Manipulation Detection Method

Fully-connected  Fully-connected
Constrained Convolution Convolution Convolution + Sigmoid + Sigmoid
Convolution +RelU +RelU +RelU 1024 1024
3 @ 5%5 64 @ 5x5 Average- ni@in Average- 128 @ 3x3 Average- M ]

pooling poaling pooling
@ 3x3
Input ——»

@33 @3x3
Figure 5.2: The CNN architecture used in the proposed siamese network.
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5.2.2 Network Architecture
5.2.2.1 CNN

The CNN part of the siamese network has the architecture shown in Figure [5.2] The input
to the CNN is a gray-scale image of size 150 x 150. We have experimented with other input
sizes as well, namely 64 X 64 and 32 x 32. We did not experiment with input size bigger than
150 x 150 due to computational constraints. We empirically found that the network performs
slightly better when the input size is 150 X 150 than the other two sizes. One possible reason for
this is that the network has more number of pixels for learning the features related to the image
editing operations when the input size is 150 X 150 than the other two. In the initial investiga-
tions, we have experimented with deep CNNs with more than 10 layers, such as ResNet-50 [98]
and VGGNet-16 [[127]. Although the performances of the deep CNNs were found to be good
in detecting the manipulations considered in the training stage, they did not perform well in
detecting manipulations not considered in training. This suggests the overfitting of the deep
CNNs. After a set of experimentation, we found that the CNN with 1 constrained convolutional
layer, 3 convolutional layers, 3 average-pooling layers, and 2 fully-connected layers performed
the best in detecting editing operations considered in the training stage as well as unknown op-
erations. The other hyper-parameters, namely the type HPF layer and activation function, used
in the proposed CNN are based on empirical results, which are presented in the experimental
section.

The block diagram of the CNN is shown in Figure The constrained convolutional layer
contains 3 constrained convolutional filters [SO] whose weights follow the constraints given by

Equation (5.1). This layer is followed by a convolutional layer with 64 filters of size 5 X 5
TH-2553_136102029 ’ g ’
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5. Siamese Convolutional Neural Network-based Approach to Universal Image Forensics

with stride 1. The ReLU nonlinearity is applied element-wise to the output of this layer. It is
followed by an average-pooling layer with a kernel size 3 X 3 and stride 3. The output of this
layer is fed to another convolutional layer with 128 filters of size 1 X 1 and stride 1. The ReLU
nonlinearity is applied element-wise to the output of this layer. It is followed by an average-
pooling layer with a kernel size 3 X 3 and stride 3. The reason for using 1 X 1 convolution filters
are: 1) it has fewer parameters than the bigger filters, therefore reduces the chance of overfitting
and 2) it combines the features present at the same location across different feature maps. The
output of this layer is fed to another convolutional layer with 128 filters of size 3 x 3 and stride
1. The ReLU nonlinearity is applied element-wise to the output of this layer. It is followed by
an average-pooling layer with a kernel size 3 X 3 and stride 3. This layer is followed by two
fully-connected layers, each with 1024 neurons. The sigmoid nonlinearity is used in each of
these layers. The neurons in the fully-connected layers are dropped out [128]] with a probability
of 0.5 at each iteration of the training process. The output of the final fully-connected layer
represents the features learned by the CNN.
5.2.2.2 Distance Layer

After the feature vectors, f; and f,, are computed from a pair of image patches F; and F, by
CNNI1 and CNN2, respectively, the distance layer computes a distance metric between them.
More specifically, the distance layer first computes the weighted-L; distance between f; and f,,
and then maps it to the range [0, 1] by applying the sigmoid non-linearity. Therefore, the output
of this layer can be considered as the class prediction of the input image patch pair. Firstly,
a difference vector is formed by computing the element-wise absolute difference between f;
and f,. Then, the difference vector is fed to a fully-connected single neuron with the sigmoid

activation function. This neuron computes the prediction of the input image pair as
p =0 lA) = A (5.2)
J

where o7(.) is the sigmoid nonlinearity function, and «; is a learnable parameter representing the

importance of each component of the feature vectors in the classification of the patch pair.
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5.2 Proposed Manipulation Detection Method

5.2.3 Learning

The siamese network is trained by minimizing the cross-entropy loss over a mini-batch of
image patch pairs. We assign the ground-truth label g(F;, F,) = 0 when both the image patches
F, and F;, in the pair come from the same image. Otherwise, we assign g(F;,F,) = 1. The

cross-entropy loss Lcg is given by

sl . l » .
Lee =4, > g(Fi, Fh)log p(Fi, F3) + (1 = g(Fi, Fi) log(1 - p(F}, F})) (5-3)
i=1

where p(Fy, F,) is the prediction of the network, M is the number of image patch pairs in the
mini-batch, and i is the index of the pair.

The network is trained until the loss value starts to saturate. Once the network is trained, the
model weights are stored for inference.
5.2.4 Manipulation detection using One-shot Classification

Once the siamese network learns to discriminate between the SP and the DP image patch
pairs, we use it to detect different image editing operations in a pair-wise manner. More specif-
ically, given a test image patch I and a set of image patches {Ic}fz1 coming from each of the
editing operations present in a gallery of manipulations, we first compute the pair-wise predic-
tion p. of I and I.. The prediction p. represents the similarity between the types of editing
operations applied on I and I.. Thus, the type of operation c¢* applied on I is given by the class

for which prediction is maximum. Mathematically,

¢* = argmax_p.. (5.4)

The main advantage of using a siamese network is that once it learns to discriminate/detect
different classes present in the training stage, it can generalize to unseen classes with very
few images per class. This is because the siamese network learns more generic discriminative
features than simple CNNs by learning a distance metric from the training data [94]]. Once the
network learns the metric, it can be used to compare images coming from classes not present

in the training stage [[125]. In the extreme case, given only one example per unseen class, the
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5. Siamese Convolutional Neural Network-based Approach to Universal Image Forensics

network can check whether a test image patch has undergone any of these manipulations. This
is the one-shot classification method. Therefore, once we train the proposed siamese CNN to
discriminate different editing operations present in the training stage, it learns features that are
capable of detecting/discriminating unseen editing operations.

Now, given a test image patch, we first compare it with a reference unaltered image using
the trained siamese network. If the pair-wise prediction p is more than 0.5, the test patch
is classified as unaltered. Otherwise, the test patch is considered to be manipulated, and the
type of manipulation is detected using one-shot classification. We assume to have at least one
reference image patch from each manipulation class included in the gallery of manipulations.
We want to check whether the editing operation in the gallery is applied on the test image
patch or not. To achieve this, we compare the test image patch in a pair-wise manner with
one reference image patch from each class. The class of the test image patch is given by the
class of the reference image corresponding to the maximum prediction score p, as given by
Equation (5.4). However, we need to ensure that the maximum prediction score is sufficiently
high. In this work, we assume that it is bigger than 0.5. This is because in case the test image
patch is manipulated using an editing operation not present in the gallery of manipulations, the
maximum prediction score will not correspond to the true manipulation class. Also, in this case,
the maximum prediction score will not be very high. Hence, if the maximum prediction score
is less than 0.5, we do not assign any class to the image patch and consider it as a manipulated

image only. The proposed manipulation detection method is presented in Algorithm 5.1.

Algorithm 5.1

9% Algorithm for detecting the class of manipulation applied on a test image patch %

Input: Test image patch I, gallery G containing a reference unaltered image patch I, and a set
of reference image patches {I.}°_, manipulated using the image editing operations considered
in the testing phase.

Output: Decision about the authenticity of I/manipulation class of I

Steps:

TH_%%OIII?&I[% 516% grediction score p for the pair I and I, using the trained siamese network.
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2) If p > 0.5, decide I to be unaltered and go to step 6.
3) Forc =1,2,...,C, compute the prediction score p. of the pair consisting of I and I..
4) Compute ¢* using Equation [5.4]and find the corresponding p.-.

5) If p > 0.5, assign the manipulation class ¢* to I. Else, decide I as a manipulated image

patch with an unknown editing operation.

6) Stop.
5.3 Forgery Localization and Detection

We now describe the method to localize and detect different forgeries present in images

using the proposed siamese network. The method is based on the following assumptions:
(i) All the parts of an authentic image go through the same types of editing operations.

(i) While creating a forged image, there are often different image editing operations carried

out on the forged parts to make them look visually plausible.
(i11) The area of the forged parts is less than the area of the authentic parts.

For example, in splicing forgery, the spliced objects may come from a different noisy environ-
ment or may be manipulated using various image editing operations. In the case of copy-move
forgery, one region may be copied and pasted at a different location after performing some pro-
cessing operations like up/downsampling. Therefore, detecting the presence of more than one
type of image editing operation in an image can give a clue about the authenticity of the image.

To check the presence forgery in a test image, it is first divided into a number of overlapping
patches, B;,i = 1,2, ..., N where N is the number of patches. We consider 50% overlap between
two adjacent patches. One of these patches is randomly selected as a reference patch, B,, and
others are compared with B, in a pair-wise fashion using the trained siamese network. The
siamese network is trained to classify a pair of patches as either SP or DP, as explained in the
previous section. Since it gives the probability p of classifying a pair as SP, ideally, all the pairs

TH-2553_13 é)lfog%tﬁges in an authentic image will have higher values of p. In the case of a forged image,
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the reference patch may come either from the authentic part or from the forged part. If the
reference patch comes from the forged part, there will be high pair-wise probabilities for forged
patches and low pair-wise probabilities for authentic patches. On the other hand, if the reference
patch comes from the authentic part, the forged patches will have low pair-wise probabilities,
and the authentic patches will have high pair-wise probabilities. Therefore, we first decide the
class of the reference patch, i.e., whether authentic or forged, and then detect the forged patches
accordingly.

Suppose p; represents the p value for patch B; with respect to the patch B,, and pery, repre-

sents the percentage of patches having p values lower than a predefined threshold #4. Then,

N

pergy = ) 1(pi < th)/N (5.5)

i=1
where 1(.) is an indicator function that gives 1 whenever its argument is true and O otherwise.
If pery, < 0.5, the reference patch B, is considered as authentic. Otherwise, B, is considered as
forged. Once the class of the reference patch is decided, the forged patches are detected as per

the following two cases:

e Case-1: If B, is authentic, the patches corresponding to the pairs having p values less
than th is considered as the forged patches. This is based on the assumption that the area

of the forged region is less than the area of the authentic region.

e Case-2: 1f B, is forged, the patches corresponding to the pairs with p values greater than

th 1s considered as forged patches.

Once the forged patches are detected, a binary mask image is created by assigning the
pixels in the forged patches a value of 0 and pixels in the authentic regions a value of 1. The
binary mask helps in the qualitative and quantitative analysis of the effectiveness of the forgery
localization technique.

We have experimented with different image patch sizes, i.e., 150x 150, 64 x 64, and 32 x 32,
and found that patches of size 64 x 64 with a stride of 32 pixels is the best option among

them. Although the manipulation detection accuracy increases as the patch size increases, the
TH-2553_136102029
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5.3 Forgery Localization and Detection

localization ability of the forgery detection method reduces with increasing patch size. If the
patch size is too small, the manipulation detection will not be reliable, and hence it will produce
many false alarms in the forgery detection process.

The steps of the forgery localization technique are outlined in the following algorithm.
Algorithm 5.2

% Algorithm for forgery localization using the siamese network trained to discriminate
different image editing operations %
Input: Test image I and threshold h

Output: Binary mask image Iz showing the forged regions as black and authentic regions as
white.

Steps:
(1) Divide I into N patches B;,i = 1,2, ..., N of size 64 X 64 with a stride of 32.
(i1)) Randomly select one patch B, as a reference patch.

(iii) Fori = 1,2, ..., N compute the prediction p; of each patch B; with respect B, using the

trained siamese network.
(iv) Compute pery, using Equation (5.5).
(v) If pery, < 0.5, decide the B, as forged. Else decide it as authentic.

(vi) If B, is forged, decide B;s for which 1(p; > th) = 1 as forged and the rest as authentic.

Else, decide B;s for which 1(p; < th) = 1 as forged and the rest as authentic.

(vii) Generate a binary mask image Iz, where the pixels in the forged patches are set to 0, and

the authentic pixels are set to 1.

Once the forged regions are computed from an image under investigation, we can take the
image-level decision, i.e., whether forged or authentic. This is important as there may be false
detection of forged regions, even in authentic images. The image-level decision is made based

TH-2553 13 é)ibtibezgercentage of forged regions present in an image. For this, we compute the percentage of
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Table 5.1: Different manipulations considered in this work

| Editing Operation | Detail ‘
Gaussian blurring (GB) Kernel size (K;) = 5, standard deviation (07) = 1.1
Median filtering (MF) Kernel size (K) =5
Resampling (RS) Scaling = 1.5, bilinear interpolation
Noise addition (AWGN) AWGN with standard deviation (o) = 2
Gamma correction (GC) Parameter (y) = 1.5
JPEG compression (JPEG) QF =70

forged pixels, per,, in the computed binary mask, Is. The test image I is decided to be forged

if pery, is greater than a predefined threshold th;,,,. Formally, I is decided as forged, if

peryg > ﬂ’ll’mg. (56)

Here, the threshold th;,,, indicates the percentage of pixels to be classified as forged in order to
decide I to be forged.
5.4 Experimental Results

For experimentation, a dataset was created using the unprocessed raw images taken from
the Dresden Image Database [129]. The database contains more than 14,000 images with res-
olutions of about 2000 X 3000 captured by 73 different digital cameras. A set of 1566 raw
images were compressed in JPEG format with a QF of 100. The green channel of the images
is considered in the experimentation. We cropped image patches of size 150 X 150 from these
images, resulting in 114, 000 unaltered (UA) image patches.

The proposed system was implemented using the Keras [[103] deep learning library on a
Tesla K20c GPU with 5 GB of RAM. The Nadam optimizer [[130] was used with the pa-
rameters set as: learning rate(n) = 0.002, momentum(u) = 0.002 and decay = 0.005 and
regularization term(d) = 0.0001. The learning rate decay technique is used for reducing the
fluctuations in convergence [131]. The training batch size was set to 16 images. We have used
the batch normalization technique [102] as it helps in achieving faster convergence and higher

generalization accuracy.
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5.4.1 Manipulation Detection Results

A series of experiments were carried out to test the performance of the proposed siamese
network in detecting/discriminating different image editing operations. For this, six different
versions of the 114,000 UA patches are created by editing them with the following operations:
Gaussian blurring (GB), median filtering (MF), resampling (RS), corrupting with the additive
white Gaussian noise (AWGN), gamma correction (GC), and JPEG compression (JPEG). The
details of the manipulations are listed in Table[5.1] This way, we obtain 114, 000 patches from
the unaltered as well as each of the editing operations. The experiments are described below.
5.4.1.1 Discrimination of Different Image Editing Operations

In the first experiment, we test the ability of the proposed method in detecting/discriminating
different image editing operations. For this, we have trained the siamese network on SP and DP
image pairs, where the images come from seven different classes: UA, GB, MF, JPEG, GC,
AWGN and RS. We randomly selected 40, 000 patches from each class to create the training
set. 500,000 SP pairs of patches are randomly selected with both patches of a pair coming
from the same class (i.e., both patches of a pair come from one of the seven manipulations).
Similarly 500,000 DP pairs are randomly selected, with one patch of the pair coming from one
of the seven classes and the other patch coming from a different class (e.g., if one patch of
pair comes from GB class, the other may come from MF class). To monitor the classification
performance of the network during training, we apply it on a validation set that contains 10, 000
SP pairs and 10, 000 DP pairs that are not in the training set.

We monitored the losses and accuracies in the training process and stopped when the net-
work converged. It was observed that after about 8, 000 iterations, the training loss and training
accuracy start saturating, indicating the convergence of the network. The validation accuracy
also reaches about 99% after 8, 000 iterations and saturates. The training process is stopped at
10, 000 iterations and the final parameters of the model are saved for future use. To evaluate the
performance of the model, the trained model was tested on the test set, which consists of 50, 000
SP pairs and 50, 000 DP pairs. The test SP and DP pairs are also created in the same manner as

the training pairs are created. Note that the test image patches also come from the same seven
TH-2553_136102029
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classes only. On this test set, the model achieves an accuracy of 99.58%. It shows that the
proposed siamese network can discriminate the different types of image editing operations.

In the second experiment, we check the ability of the proposed method to classify SP/DP
pairs when only two manipulations are considered. In this case, we consider two manipulations
at a time out of the five classes, UA, GB, MF, JPEG, RS, created in the previous experiment.
For example, the SP/DP pairs for the manipulation pair UA vs. GB are created by considering
the images coming from these two manipulations only. We consider 50, 000 SP and 50, 000 DP
pairs for each manipulation pair. We have also checked the classification performance of the FS
method [120] on these SP/DP pair Table [5.2| shows the classification of the proposed and the
FS methods. The proposed method achieves more than 99% classification accuracies for all the
manipulation pairs. The FS method achieves 100% classification accuracies and outperforms
the proposed method for 6 manipulation pairs. However, the proposed method outperforms the
FS method for 3 manipulation pairs, i.e., UA vs. GB, UA vs. MF, and MF vs. GB. For the
manipulation pair MF vs. GB, the proposed method achieves an accuracy of 99.27%, whereas

the FS method achieves only 95%.

Table 5.2: SP/DP pair classification accuracies achieved by the proposed and the FS methods
when considering two manipulations at a time

| Manipulation Pair | Proposed Method | Forensics Similarity [120] |

UA vs. GB 99.76 % 99.46%
UA vs. MF 99.87 % 98.05%
UAvs. R 99.63% 100.0%
JPEG vs. AU 99.53% 100.0 %
JPEG vs. GB 99.53% 100.0%
JPEG vs. MF 99.67% 100.0 %
GBvs.R 99.52% 100.0 %
MF vs. GB 99.27% 95.0%
MF vs. R 99.45% 100.0 %

These results show that the proposed method can effectively differentiate image patches
manipulated by different image editing operations.
5.4.1.2 Detection of different Image Editing Operations

An experiment is carried out to check the ability of the proposed method in classifying each

of the seven manipulation types, including the UA class considered during training. This is

TH-25 15%76 fé\éellésfg élg)e source code and trained model weights provided by the authors.
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Table 5.3: Confusion matrix for the classification of different manipulation classes

Predicted Class

OR GB MF RS AWGN GC JPEG

OR 99.63% | 0.00 % 0.09 % 0.08 % 0.04 % 0.11 % 0.03 %

GB 0.00% | 99.53 % 0.16 % 0.27 % | 0.00 % 0.02% | 0.01 %

True Class MF 0.08% 0.09 % 99.67 % 0.08 % 0.00 % 0.07 % 0.00 %
RS 0.10% 0.20 % 0.11 % 99.52 % | 0.00 % 0.00 % 0.06 %

AWGN | 0.18% | 0.00 % 0.00 % 0.00% |99.63% | 0.1% 0.07 %

GC 0.00% | 0.00 % 0.00 % 0.00 % 0.00% |9991 % | 0.00 %
JPEG | 0.14 % | 0.04 % 0.02 % 0.26 % 0.08 % 0.01 % | 99.45 %

Table 5.4: Classification accuracies on different manipulation classes

| Manipulation | Proposed Method | Bayar and Stamm [50] |

UA 99.63 % 99.01%
GB 99.53% 99.22%
MF 99.67 % 99.34%
RS 99.52% 98.88%
AWGN 99.63% 99.92%
GC 99.91% 98.53%
JPEG 99.45% 99.72%

accomplished by using a one-shot classification approach, presented in Algorithm 5.1. The test
set contains 50, 000 images from each of the seven classes. Table [5.3|shows the confusion ma-
trix for the task of classification of the seven manipulations. It can be seen that the proposed
method detects all the seven classes with high accuracies, achieving a maximum of 99.91%
accuracy for gamma correction manipulation and a minimum of 99.45% for JPEG compression
detection. For comparison, we have implemented Bayar and Stamm’s method [50] and tested its
performance on this test set. The size of the image patches used in this experiment is 150 x 150.
The classification results are shown in Table The proposed method classifies UA, GB,
ME, RS, AWGN, GC, and JPEG manipulations with accuracies of 99.63%, 99.53%, 99.67%,
99.52%, 99.63%, 99.91%, and 99.45%, respectively, whereas Bayar and Stamm’s method clas-
sified with accuracies of 99.01%, 99.22%, 99.34%, 98.88%, 99.92%, 98.53%, and 99.72%,
respectively. These results show that the proposed siamese network outperforms Bayar and
Stamm’s method [50] on manipulations excepting the AWGN and JPEG classes. We believe
that the superior performance of the proposed method is due to the ability of the siamese net-

work in learning more discriminative features than a simple CNN.
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Table 5.5: Classification accuracies on manipulations not present in the
training stage

Manipulation | AWGN GC JPEG
Accuracy 96.61% | 95.24% | 97.91%

5.4.1.3 Generalization to Unseen Manipulations

a) An experiment is carried out to check the generalization ability of the proposed method
in detecting manipulations not considered in the training phase. For this, we have trained the
network on SP and DP pairs of patches, where the patches come from four classes, i.e., UA,
GB, MF, and RS. There are 500, 000 training pairs of both SP and DP images, sampled from the
four classes in the same way as explained in the first experiment. Once, the network is trained,
we test it on a set of image patches coming from image editing operations not present in the
training stage, i.e., AWGN, GC, and JPEG. The test set includes 50,000 image patches from
each of the three classes. To check the performance of the network in classifying these editing
operations, we perform the one-shot classification by applying Algorithm 5.1. For this, we have
one image patch from each of these three manipulation classes as references. We also have one
reference image from each of the four classes used in the training stage. Table [5.5] shows the
accuracies of the proposed method in detecting the patches coming from manipulations not seen
in the training stage. It can be seen that the network classifies images coming from AWGN, GC,
and JPEG classes with accuracies 96.61%, 95.24%, and 97.91% respectively. This shows the
generalization capability of the proposed method to unknown types of image editing operations.
This is an important advantage of the proposed method over Bayar and Stamm’s method [S0],
as their method can only detect manipulations present in the training stage.

b) An experiment is carried out to see the generalization performance of the network in de-
tecting editing operations with arbitrary values of the parameters. This is a practical scenario
as any parameter value can be used while manipulating an image with a particular editing op-
eration. A test set is created by manipulating the UA patches using the six manipulations with
arbitrary values of the parameters, as shown in Table [5.6] This test set contains 50, 000 images
for each manipulation, where the values of the parameters for the manipulations are selected

randomly. In this experiment, we use the pre-trained siamese network from the first experi-
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110



5.4 Experimental Results

Table 5.6: Editing operations with variour parameters considered in this work

‘ Editing Operation ‘ Detail ‘
Gaussian blurring (GB) o=1.1,1.5,2 foreach K; = 3 and 5
Median filtering (MF) K,=3,57
Resampling (RS) Scaling = 1.2, 1.5, 1.7, 2, bilinear interpolation
Noise addition (AWGN) o=15,1.7,2
Gamma correction (GC) Parameter (y) =1.5,1.7,2
JPEG compression (JPEG) QF =170,80,90

ment, which was trained on the UA class and six manipulations listed in Table [5.1| with a single
parameter value for each manipulation. The manipulations are detected using the one-shot clas-
sification technique, where the reference image for each class is created using the manipulations
listed in Table[5.1} i.e., using a single parameter value for each manipulation. The classification
accuracies are shown in Table The network achieves a maximum accuracy of 95% for the
MF class and a minimum accuracy of 85% for the GC class. This establishes the generalization
power of the network in detecting manipulations with values of parameters other than the ones

used during training.

Table 5.7: Genealization accuracies on single manipulations with arbitrary parameters

Manipulation | GB MF RS AWGN | GC JPEG
Accuracy 90.96% | 95.70% | 87.64% | 90.42% | 85.56% | 90.44%

c) An experiment is carried out to test the generalization ability of the network in detecting
multiple editing operations applied on a single image. The ability to detect/discriminate mul-
tiple manipulations in images is important from the forensics point of view. This is because
1) it gives the information regarding the processing history of an image, and ii) it can expose
forgeries, such as splicing, copy-move, and retouching, as the forged image parts are generally
processed by multiple editing operations to make them look visually plausible. We have created
six more versions of the dataset by manipulating each image patch present in the UA class by
two subsequent editing operations. In this way, the following six versions of manipulations were
created: Gaussian blurring-median filtering (GB-MF), median filtering-Gaussian blurring (MF-
GB), Gaussian blurring-resampling (GB-RS), resampling-Gaussian blurring (RS-GB), median
filtering-resampling (MF-RS), resampling-median filtering (RS-MF). Here, the manipulation

A-B means an image patch is first manipulated using the editing operation A and then edited
TH-2553_136102029
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Table 5.8: Genealization accuracies on double manipulations with seven training manipulation
classes

Manipulation | GB-MF | MF-GB | GB-RS | RS-GB | MF-RS | RS-MF | Average
Accuracy 94.85% | 93.60% | 94.16% | 90.42% | 95.82% | 95.53% | 94.06%

using the operation B.

For this experiment, we use the network trained on images undergoing the single manip-
ulation operations listed in Table The double manipulations are then detected using the
one-shot classification strategy by applying Algorithm 5.1. We assume to have one image from
each of the double manipulation classes as required in the one-shot classification technique.
The accuracies of the network on these double manipulation classes are listed in Table [5.8]
The network classifies GB-MF, MF-GB, GB-RS, RS-GB, MF-RS, and RS-MF manipulations
with accuracies 94.85%, 93.60%, 94.16%, 90.42%, 95.82%, and 95.53%, respectively. This
shows that even though the network was trained only to detect single editing operations, it can
generalize well to double manipulations detection with accuracies of more than 90%.

d) In this experiment, we test the generalization ability of the proposed method in detecting
single and multiple manipulations after re-compression. For this, we create another version
of each of the seven single manipulations and six double manipulations by re-compressing
them using JPEG compression with a QF of 90. More specifically, this new version contains
the manipulations as follows: OR-JPEG, GB-JPEG, MF-JPEG, RS-JPEG, AWGN-JPEG, GC-
JPEG, GB-MF-JPEG, MF-GB-JPEG, GB-RS-JPEG, RS-GB-JPEG, MF-RS-JPEG, RS-MF-
JPEG. Then, these manipulations are detected through one-shot classification by applying the
pre-trained siamese network from the first experiment. Table shows the detection accura-
cies for these manipulations. The network is able to achieve an average accuracy of 82.91%
with a maximum accuracy of 87.86% for MF-JPEG manipulation and a minimum accuracy
of 79.29% for MF-GB-JPEG manipulation. It is observed that the accuracies achieved by the

proposed method on the double manipulations followed re-compression are lower than those

Table 5.9: Generalization accuracies on different manipulations followed by re-compression
with a QF of 90

[ UA-JPEG [ GB-JPEG | MF-JPEG | RS-JPEG | AWGN-JPEG | GC-JPEG | GB-MF-JPEG | MF-GB-JPEG | GB-RS-JPEG | RS-GB-JPEG | MF-RS-JPEG | RS-MF-JPEG |
| 8423% | 86.46% | 8186% | 84.23% | 84.59% | 8394% | 7961% | 7929% | 8183% | 7946% | 8174% | 81.76% |
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on the single manipulations followed by re-compression. This is expected as the application of
the second manipulation may remove the trace of the first manipulation. When the images are
re-compressed with a QF of 70, the average detection accuracy over all the 12 classes drops
down to 75.25%. These results suggest that the siamese network, trained on singly manipulated
images, can detect the singly and doubly manipulated images after re-compression with decent
accuracies.
5.4.1.4 Dependence of Generalization Accuracy on Number of Training Manipulations
An experiment is performed to check the effect of varying the number of manipulations
present in the training stage on the generalization accuracy of the network. For this, we use
the siamese network trained on pairs of image patches coming from the UA class and three
single manipulation classes, namely GB, MF, and RS. Then, the network is used to detect the
six double manipulations, as mentioned above, using the one-shot classification technique. The
detection accuracies are listed in Table[5.10] A comparison of Table [5.8] and Table [5.10] shows
that increasing the number of manipulations in the training stage helps the network to generalize
more.

Table 5.10: Generalization accuracies on double manipulations with four single manipulation
classes during training

Manipulation | GB-MF | MF-GB | GB-RS | RS-GB | MF-RS | RS-MF | Average
Accuracy 83.58% | 83.94% | 83.87% | 84.06% | 83.88% | 83.35% | 83.78%

5.4.1.5 Detection of Unknown Manipulations

In this experiment, we test the ability of the proposed method in differentiating an unknown
manipulation from the manipulations present in the test gallery. In this case, we do not assume
any knowledge about the processing operation, and hence we do not have any reference image
to perform the one-shot classification. We create a new set of manipulated images by adding
motion blur, with a length of 9 pixels in the horizontal direction, to the 50,000 UA test patches.
Then, we applied Algorithm 5.1 on this test set to see how the method differentiates this manip-
ulation from those present in the test gallery. We found that the method decides these images to

be manipulated by an unknown editing operation with an accuracy of 91%.
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5.4.2 Selection of Hyper-parameters of the Proposed CNN

A set of experiments are performed by varying the hyper-parameters of the CNN to select
the best performing architecture. In the first experiment, we have varied the pooling type,
i.e., max-pooling and average-pooling, used in the network and applied on the test set used
in Section 5.1.1. Figure shows the test accuracy with respect to training iteration for both
pooling types. It is seen that average-pooling helps the network achieve higher test accuracy
than max-pooling. Quantitatively, the networks with average-pooling and max-pooling achieve
test accuracies of 99.58% and 98.9%, respectively. One possible explanation for this is that
average-pooling takes into consideration all the values present in the pool window, which might
help the network learn more accurate features than for max-pooling.
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Figure 5.3: Testing accuracy versus training iteration for the network with max-pooling and
average pooling.
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Next, we experiment with different noise residual computation strategies in the first layer
of the CNN. We tested the effect of employing fixed SRM filters and constrained filters in the
first layer. In this study, we have used the 3 SRM filters used in [119] and three constrained
filters. Using each of these sets of filters in the first layer, we train the siamese network on the
dataset of seven single manipulations used in Section [5.4.1] We test the performance of the
network on the UA images and the images modified using the six single manipulations listed in
Table [5.1] and the six double manipulation operations, i.e., GB-MF, MF-GB, GB-RS, RS-GB,
ME-RS, RS-MF. Figure shows the test accuracy with respect to the training iteration for
the network with fixed SRM filters and constrained filters. From the figure, it is clear that the

network with constrained filters converges faster than the one with fixed SRM filters. Table
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[5.11] shows the detection and generalization accuracies for the constrained and the fixed filter
type. Column 2 and Column 3 in the table represent the average detection accuracies of the
method on the single manipulation classes and the double manipulation classes, respectively.
The method achieves the average accuracies of 98.12% and 99.40% by using the fixed SRM
filters and the constrained convolution filters, respectively. In the case of double manipulation
detection, the method achieves the average accuracies of 92.01% and 93.64% by using the fixed
SRM filters and the constrained convolution filters, respectively. These results show that the
network with constrained filters achieves better test and generalization accuracy than the one

that uses the fixed SRM filters.
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Figure 5.4: Testing accuracy versus training iteration for the network with constrained versus
fixed SRM filters.

Table 5.11: Generalization accuracies of the proposed method with different types
filters in the first layer of the CNN.

Filters Test Accuracy | Generalization Accuracy
Fixed SRM 98.12% 92.01%
Constrained 99.40% 93.64%

5.4.3 Forgery Localization and Detection Results

A set of experiments are conducted to test the performance of the proposed forgery detection
method. We show the localization results on three forgery types, namely splicing, copy-move
and retouching.

For showing localization ability on real-life splicing forgeries, we use the DSO-1 [9] and the
NIST-16 [132] datasets. The DSO-1 dataset is one of the popular datasets for splicing detection
and contains 100 realistic spliced images of resolution 2048 x 1536 pixels, along with ground

truth binary masks representing authentic and spliced parts. The NIST-16 dataset contains 564
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high resolution forged images along with the corresponding binary masks. We have computed
the F1-score and the Matthews correlation coefficient (MCC) [133]] to quantitatively assess
the forgery localization ability of the proposed method. These two measures give pixel-level
forgery detection score. For the computation of these two measures, a binary mask is created
for each test image by classifying the pixels in the image using Algorithm 5.2. Once the ground
truth and the computed binary masks are available, the F'1 and the MCC measures are computed

as follows:
y 2TP
~ 2TP+FN +FP

F1 (5.7)

and TPXTN — FP x FN
MCC = (5.8)
(TP + FPYTP + FN)TN + FP) (TN + FN)

where TP, TN, FP, FN represent the true positive, the true negative, the false positive, and the
false negative counts, respectively. We consider the forged pixels as the positive class and the
authentic pixels as the negative class. Therefore, true positives mean forged pixels classified
correctly as forged, true negatives mean authentic pixels correctly classified as authentic, false
positives mean authentic pixels wrongly classified as forged, and false negatives mean forged
pixels misclassified as authentic.

To show the relative merits of the proposed method with respect to the existing splicing
detection methods, we have compared it with the following techniques: Noiseprint [52], MFCN
[32], NOI1 [124]], CFA2 [47], DCT [122], BLK [33], ELA [123]], ADQI [121], CFA1 [46]]
and [34]]. The source codes of these methods are made publicly available by Zampoglou et
al. [134]. Table shows the average F'1-scores and the average MCC values achieved by
the different methods on the DSO-1 images. The F1-scores and MCC values of the existing
methods are taken from [32]. In [32]] and [[119]], the authors varied the threshold and selected
the one which corresponds to the highest value of F1 and MCC for each image. For a fair
comparison, we have also followed the same testing protocol in this work. As can be seen in
the table, the proposed method achieves an average F'1-score of 0.4790 and an average MCC
value of 0.4211. On the other hand, the state-of-the-art method, MFCN, achieves the average

F1-score and the average MCC value of 0.4795 and 0.4074, respectively. Therefore, in terms
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Figure 5.5: Performance of the proposed method in localizing forgeries in NIST-16 dataset.
Each row shows a forged image, the ground truth binary mask and computed binary mask.

of MCC measure, the proposed method outperforms the existing methods shown in Table
on the DSO-1 dataset. Although the proposed method could not outperform MFCN in terms
of Fl-score, it outperforms all the other existing methods. It should be noted that MFCN is
explicitly trained on real splicing forgeries, whereas the proposed method is trained only to
differentiate/detect different types of image editing operations. We further applied the method
to the authentic 100 images of the DSO-1 dataset. On these images, the proposed method
achieves an average F'1-score of 0.9901, which shows that the method can reliably differentiate
authentic images from forged ones. Table [5.13] shows the average F1-scores and the average
MCC values achieved by the different methods on the NIST-16 dataset [[135]. The F'1-scores
and MCC values of the existing methods are taken from [52]. It can be seen in Table [5.13]
that the proposed method achieves an average F'1-score of 0.2916 and an average MCC value
of 0.2901. However, the best performing method, Noiseprint [52f], achieves an average F'1-
score of 0.395 and an average MCC value of 0.387. Although the proposed method does not
outperform Noiseprint and NOI2, it outperforms the other methods in terms of both F'1-score

and MCC value.
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Table 5.12: F1-scores and MCC values achieved by the proposed and the existing methods on
DSO-1 dataset.

Method F1 MCC

Proposed 0.4790 0.4211
MFCN 04795 0.4074
NOI1  0.3430 0.2454
CFA2  0.3124 0.1976
DCT  0.3066 0.1892
BLK  0.3069 0.1768
ELA 0.2756 0.1111
ADQ1  0.2943 0.1493
CFA1  0.2932 0.1614
NOI2  0.3155 0.1919

Table 5.13: F1-scores and MCC values achieved by the proposed and the existing methods on
NIST-16 dataset.

Method F1 MCC

Proposed 0.292  0.290
Noiseprint 0.395  0.387
NOI1 0.260 0.235
CFA2 0.227 0.184
DCT 0.234 0.195
BLK 0.233 0.204
ELA 0.184 0.145
ADQI1 0.275 0.262
CFA1 0.225 0.185
NOI2 0.314 0.296

TH-2553_136102029

118



5.4 Experimental Results
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Figure 5.6: Effect of varying the threshold 74 in the splicing localization accuracy of the pro-
posed method. Each row shows a forged image along with the ground truth binary mask image,
and three computed binary mask images corresponding to thresholds th = 0.1, th = 0.5, and
th = 0.9, respectively.

We have also carried out an experiment to see the sensitivity of the proposed method to the
threshold i used to compute the output binary mask. Figure[5.6|shows the effect of varying the
threshold in the F'1-score on two spliced images. From the figure, it is clear that although the
false positive and the false negative vary with the threshold, the overall forged area is detected in
almost all the cases. Also, we have checked the performance of the method in detecting patches
present in authentic images with different threshold values. Figure|5.7|shows the results on two
authentic images with different thresholds. It can be observed that the method detects authentic
patches as authentic with high precision even for threshold as high as #42 = 0.9 (which tends to
increase false alarms more).

We also demonstrate the effectiveness of the proposed method in detecting and localizing
retouched and copy-move forgeries. For this, we created a set of retouched and copy-move
forgeries, and applied the proposed forgery localization method. Here we show the result for
one example each from the retouched and the copy-move forgeries in Figure The retouched
image was created by applying the Gaussian blurring effect on the facial region of the girl in the
image using GIMP software. The copy-move forgery was created by copying the rightmost car
and then upsampling and pasting it in between the leftmost and the rightmost cars. The second

and the third column show the ground truth binary mask and the computed binary mask along
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Authentic Image th =0.1 th =0.5 th =09
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Figure 5.7: Effect of varying the threshold 74 in the false detection of forged patches in authentic
images. Each row shows an authentic image along with the three binary images corresponding
to thresholds th = 0.1, th = 0.5, and th = 0.9, respectively.

Forged Image Ground Truth Computed Binary Mask
Retouched F1 = 0.946

image

Copy-move forgery F1 = 0.817

Figure 5.8: Ability of the proposed method to detect retouched and copy-move forgeries. Each
row shows a forged image, the ground truth binary mask, and computed binary mask along with
the F'1-score.
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with the corresponding F1-score. As can be seen in the figure, the proposed method could
correctly localize the retouched region in the forged image with an F'1-score of 0.946. In the
case of the copy-move forgery, the proposed method could detect the forged region (middle car)
with an F'1-score of 0.817.

We have also carried out an experiment to show the efficacy of the proposed method in
the image-level forgery detection task. To show the relative performance of the method, we
have compared it with two state-of-the-art forgery detection methods: the FS method [[120] and
Bondi et al. [136] method. For this, we have computed the area under the curve (AUC) on
DSO-1 dataset by varying the threshold in Equation (5.6). Table shows the AUC values
achieved by the proposed and state-of-the-art methods. The AUC values achieved by the state-
of-the-art methods are taken from [120]. Although the proposed method could not outperform
the FS method, it beats Bondi ef al. by a large margin. One possible reason for the superior
performance of the FS method is that it learns more subtle forensic traces, i.e., camera traces,
by training the siamese network for the camera model identification task. On the other hand,
the proposed method learns manipulation traces by training the siamese network to differentiate
different types of image processing operations. In case a forgery contains forged regions, that
have not gone through any post-processing operation, the manipulation traces may not be able

to expose the forgery.

Table 5.14: Image-level detection accuracies (in terms of AUCs) achieved by the proposed and
the state-of-the-art methods on DSO-1 dataset.

Method AUC
Proposed 0.86
Forensics Similarity [[120]  0.91
Bondi et al. [[136] 0.76

The above results show the ability of the proposed siamese network-based approach in de-
tecting different types of image editing operations and forgeries and hence establish its effec-

tiveness as universal image forensics.
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5.5 Summary

This chapter proposed a novel image forensics method to detect/discriminate different types
of manipulations carried out on images. The method employed deep siamese CNNs, which
take a pair of image patches as inputs and decide whether they are SP or DP. Unlike the existing
methods, which detect images that are manipulated by some fixed types of manipulations, the
proposed method checks whether two image patches are processed through the same operation
or not. For this, a distance metric is learned, which gives a high value if the pairs of patches
are manipulated by different editing operations, and a low value if they are manipulated by the
same editing operation. Because of this, the network could learn more generic manipulation
features than simple CNN-based methods, which helped it to generalize to manipulations not
considered in the training stage. For detecting the manipulations not considered in the training
stage, the one-shot classification technique is employed. Based on this manipulation detection
technique, a splicing detection and localization method is proposed. For localizing the splic-
ing forgeries present in an image, the image is divided into a number of overlapping patches.
The pair-wise classifications of the patches are then utilized to detect and localize the forgery.
The experimental results show the efficacy of the proposed method in detecting/differentiating

different manipulations and detecting real-life splicing forgeries.

TH-2553_136102029

122



Two-stream Encoder-Decoder Network for
Localizing Image Forgeries

TH-2553_136102029

123



6. Two-stream Encoder-Decoder Network for Localizing Image Forgeries

The method proposed in Chapter 5 focused on developing a universal image forensics
method that can detect various image editing operations carried out on images using a siamese
CNN. A forgery detection and localization method is also proposed using the siamese network.
The method could outperform the state-of-the-art methods in the detection of image editing
operations. However, the forgery localization performance of the proposed method was below
that of the state-of-the-art. This is because the method utilizes only the image editing operation-
related features for detecting the forged region. Further, the method was not trained specifically
for localizing the forgeries. This chapter addresses this drawback and proposes a forensics
method that is specifically designed and trained for localizing various types of forgeries in a
single framework.

A perfectly curated forged image looks visually plausible; nevertheless, the forgery creation
process introduces various high-level and low-level artefacts in the forged image. The high-level
artefacts include unnatural contrast and edges, inconsistent out-of-focus blur, ezc. The low-level
artefacts are inconsistent noise levels in different parts of a forged image, traces related to double
JPEG-compression, and different types of post-processing operations carried out on the forged
regions, etc. Different image forensics methods utilize these high-level and low-level artefacts
to expose various types of forgeries.

Most of the previous forensics methods have focused on detecting a single type of forgery,
e.g., detecting splicing or copy-move forgeries. These works are based on some assumptions
about the type of forgery. The methods developed for detecting splicing assume that the spliced
parts will have certain features (i.e., high-level or low-level artefacts) that will not match with
those of the authentic parts. For example, in [41]] and [18], the illumination-based high-level
features and the camera sensor-based low-level features, respectively, are utilized to expose
splicing forgery. The methods, aimed at detecting copy-move forgeries, assume the presence of
cloned objects in the forged image. For example, Popescu and Farid [[137] proposed to use a
high-level image feature to find the duplicate regions present in a forged image.

Although the above-mentioned methods are effective in detecting a single type of forgery,

they may not be able to detect other forgeries. This is because the methods developed to detect a
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particular type of forgery make some assumptions about the forgery. To tackle this limitation, a
number of methods [[16]], [[6], [51]], [[17] have been proposed recently, which can detect multiple
forgeries, such as splicing, copy-move, and content-removal, in a single framework. These
methods are based on learning different high-level and low-level features using different deep
learning-based techniques.

This chapter proposes a novel two-stream encoder-decoder network to detect and localize
multiple forgeries in a single framework. The encoder of one stream learns to differentiate
between the authentic and forged parts based on the high-level image features. The other stream
learns the inconsistencies in the low-level image features between the authentic and forged
regions present in forged images. The outputs of the decoders of the two streams are fused
to produce the final prediction map for localizing the forgeries. The main contributions of the

chapter are as follows:

1) The proposed method learns both the high-level and the low-level manipulation-related fea-

tures in an encoder-decoder framework for pixel-wise forgery localization.

2) Instead of fusing the features learned by the encoders, we propose to perform the late-fusion

of the outputs of the two decoder streams.

3) The whole method can be trained end-to-end without any human intervention and hence is

a completely data-driven approach.

The rest of the chapter is organized as follows: Section describes the existing forensics
methods for detecting different types of forgeries and highlights the research gap. Section [6.2]
presents the proposed forensics method. Section [6.3] discusses the experimental results and

Section [6.4] presents a summary of the chapter.
6.1 Related Work and Research Gap

As mentioned in previous chapters, many methods have been proposed in the image foren-
sics literature for the detection of different types of forgeries. The earlier approaches were

aimed at detecting or localizing a specific type of forgery, e.g., detecting splicing or copy-move
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forgery. These methods were based on the detection of forgery-specific traces present in the
manipulated images.

For the detection of splicing forgeries, traces such as the differences in the local noise-
levels [34]], [124] and the JPEG compression levels [121], [33]], [[122] at different locations in
an image, the mismatch in the colour filter array (CFA) interpolation methods [46], [47], and
the error levels between an image and its resaved JPEG version [[123]] are used as hand-crafted
features. Recently, deep learning-based methods have been proposed, which learn the splicing-
related traces by training convolutional neural networks (CNNs) [[138]], [139]], [32], and siamese
networks [[140]. For example, Salloum ef al. [32] proposed a multi-task fully-convolutional
network (MFCN) to localize the forged regions present in a manipulated image. Cozzolino
and Verdoliva [[140] proposed to localize splicing forgeries by learning camera-related traces,
through training a siamese network to differentiate between image patches coming from the
same and different images.

For the detection of copy-move forgery, visual features are computed from different parts
of an image and checked for the presence of duplicate regions [137]. Ardizzone et al. [|141]
proposed to detect cloned regions by matching triangles of keypoints. Wu et al. [142] proposed
a two-branch CNN, where one branch learns to check for cloned objects based on visual simi-
larities, and the other branch learns to check for manipulated regions based on visual artifacts.

Although the above methods can detect/localize splicing and copy-move forgeries effec-
tively, they have the limitation of being able to detect a single type of forgery only. However,
in real forensics scenarios, the type of forgery is generally unknown beforehand. There might
be more than one type of forgeries present in a single manipulated image. These concerns ne-
cessitate the development of forensics techniques that can detect different types of forgeries in
a single framework.

The image forensics community is currently focusing on developing deep learning-based
methods to detect and localize multiple forgeries in a single framework. Zhou et al. [16] pro-
posed a two-stream faster R-CNN network (RGB-N) for localizing different forgeries. One

stream of the network learns the high-level manipulation-related features, while the other stream
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learns the low-level manipulation-related features. Bappy et al. [6] proposed a two-stream
method (LSTM-EnDec), where one stream applies an LSTM network [[11] on the hand-crafted
resampling features to produce the final low-level features, and the other stream learns the
high-level features using a CNN-based encoder network. The resampling features, computed
using the Radon transform [44]] and the Laplacian filters [143]], help detect different types of
operations carried out on the forged regions while creating a forgery. The encoder network
learns various high-level manipulation-related traces, such as unnatural contrast. Finally, the
features of both streams are concatenated, and then a single decoder network is applied to pro-
duce a pixel-wise prediction map. Wu et al. [S1] proposed another deep learning-based method
(ManTra Net) that first extracts image manipulation trace-related features from a test image
and then checks the consistency between the features extracted from different image parts to
localize the forged regions. Kniaz et al. [17] have proposed a method, called mixed adversarial
generators (MAG), where a discriminative segmentation model is trained in a mixed adversarial
setting using a GAN [12] to localize different types of forgeries.

The state-of-the-art methods [16]], [6] have shown that the fusion of high-level and low-level
manipulation-related traces helps in detecting and localizing different forgeries more effectively.
For example, Zhou et al. [[16] showed the effectiveness of the fusion of the high-level and the
low-level features, learned from the training examples, in an R-CNN framework. However,
the method can give only the bounding box-level localization of the forged regions, and hence
not a true pixel-wise localization. The bounding box-level localization may include many au-
thentic pixels inside the forged bounding box depending upon the shape of the forged regions.
The LSTM-EnDec fuses the low-level features, computed using Radon transform and LSTM
network, and the high-level features, computed using the CNN-based encoder network, for
pixel-wise localization of forged regions. However, as the low-level manipulation traces are
hand-crafted features, they may not be optimal for the forgery localization task. To address the
above issues, this chapter proposes to employ a two-stream encoder-decoder network that learns
both the low-level and high-level manipulation-related traces automatically from the training

images and can perform pixel-wise forgery localization.
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6.2 Proposed Method

The proposed method aims at localizing forgeries present in a manipulated image through a
two-stream encoder-decoder neural network. One stream of the encoder-decoder network is the
image-stream, which learns the high-level manipulation traces present in forged images. The
other stream is the noise-stream, which learns the low-level manipulation traces from the noise
residuals computed from the input image. The motivation for employing a two-stream network
comes from the nature of artefacts present in a forged image. When an image is manipulated to
create forgeries, such as splicing, different types of artefacts are introduced in the forged image.

These artefacts can be broadly divided into the following two categories:

(i) High-level artefacts: The high-level artefacts, generally introduced in a forged image,
include artificial edges, unnatural contrasts, inconsistent blur, efc. For example, the forged
regions in a splicing or a copy-move forgery may have slightly higher contrasts than the
rest of the image. When an object is copied and pasted on a different location of an image,

the edges around the pasted object tend to be different from the natural object edges.

(i) Low-level artefacts: The low-level artefacts present in forged images are the inconsisten-
cies in the noise levels in the forged and the authentic regions. For example, in a spliced
image, the spliced regions may come from different images, and possibly with noise lev-
els different from the rest of the image. Also, the application of various image editing
operations, such as Gaussian blurring and contrast enhancement, changes the local de-
pendencies between the neighbouring pixels in unique ways. This, in turn, modifies the
noise residuals present in the images distinctively for different editing operations. In a
forged image, the forged regions are generally edited using different post-processing op-
erations to make it look visually plausible. Therefore, the application of different editing

operations on a forged image also contributes to the low-level artefacts.

The proposed two-stream encoder-decoder network learns the features related to both the
high-level and the low-level manipulation traces at the encoder side and upsamples these fea-

TH-%E% t(?L gé(ig%ﬁ éiense feature maps at the decoder side. The dense feature maps from both the

128



6.2 Proposed Method

Image-Stream Encoder Image-Stream Decoder P
7

7
7 Z Vi
B %H IS | (Y || S | S —
I Jl Output Binary Mask

Dense Feature
Concatenation

7 Noise-Stream Encoder Noise-Stream Decoder

2 7

(. -
, |

Convolution Residual Unit Max-pooling Up-sampling

High-pass filter 1x1 Convolution + Image decoder Noise decoder
layer Sigmoid dense feature maps  dense feature maps

Figure 6.1: Block diagram of the proposed two-stream encoder-decoder network. The encoder
in the image-stream learns high-level manipulation traces, such as artificial contrast. The en-
coder in the noise-stream learns the low-level traces, such as noise inconsistency, by employing
a high-pass filter layer at the beginning of the network. The decoders in both the streams up-
sample the coarse feature maps of the encoders to produce dense feature maps, which are then
concatenated and fed to a 1 X 1 sigmoidal convolutional layer for performing the pixel-wise
classification.

streams are concatenated and fed to another convolution layer to produce the output prediction
map, representing the forged and authentic pixels.

Figure [6.1 shows the block diagram of the proposed network. As shown in the figure, there
are two encoder-decoder streams in the proposed network, namely the image-stream encoder-
decoder (ISED) and the noise-stream encoder-decoder (NSED). Given a test image as input, it
is processed by both the ISED and the NSED. The encoder in each stream performs a series of
convolution, non-linear mapping, and max-pooling operations on the input image and produces
the coarse feature maps. The coarse feature maps capture the relevant information about the
high-level and the low-level manipulation-related traces. The corresponding decoder for each
stream then performs upsampling and convolution operations on the coarse feature maps to
produce the dense feature maps. The dense feature maps are of the same resolution as the
input image and helpful for pixel-wise classification. The output dense feature maps of both
stream decoders are concatenated and fed to a convolutional layer with a kernel of size 1 X 1

and sigmoid activation to produce the pixel-wise probability map. The pixel-wise probability
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map gives the probability of each pixel belonging to the authentic and the forged classes.
Both the streams of the encoder-decoder network are described below.
6.2.1 Image-Stream Encoder-Decoder (ISED)

The proposed ISED architecture is inspired by SegNet architecture [14]. As in SegNet,
the encoder of the ISED is a fully-convolutional neural network (FCN) [[15]], i.e., it is a CNN
without the fully-connected layers. We employ the ResNet [98] architecture instead of the
VGGNet [127] architecture, used in the encoder of the SegNet. This is motivated by the fact
that ResNet is easier to train than VGGNet [98] due to the presence of skip connections between
convolutional layers. These help the ResNet propagate the gradients towards the initial layer
without vanishing. As the aim of this stream is to learn the high-level manipulation traces
that are left behind by different forgeries, the ISED operates on the RGB values of the input
image. We have experimented with various numbers of the convolutional layers and residual
blocks for the encoder of the ISED. From the experimental results, we fixed the architecture
that gives the optimum train-test accuracies. It consists of 4 convolutional layers, 4 residual
blocks, and 4 max-pooling layers. The architectures with more number of convolutional and
residual layers overfitted the training data, and the ones with fewer layers could not achieve the
expected training accuracies, i.e., they underfitted the training data. At each convolutional layer
of the proposed encoder, the ReLU activation and the batch normalization technique are used.
Each residual block has 3 convolutional layers along with the RelLU activation and the batch
normalization applied after each convolution operation. The output of each residual block is
downsampled using the max-pooling operation. The sizes of the kernels in the convolutional
and the max-pooling layers are set as 3 X 3 and 2 X 2, respectively. The number of filters in the 4
convolutional layers (and 4 residual blocks) are 32, 64, 128, and 256, respectively. The encoder
takes an image of size 256x256x3 as the input and produces coarse feature maps of size 16x16x
256 as the output. An input image of any other size is first resized to 256 X 256 x 3. The high-
level artefacts present in forged images, such as inconsistent blur, artificial edges, unnatural
contrast, will be affected by the image prefiltering operation in downsampling. For example,

artificial edges present in the forged images will be smoothened by the downsampling operation,
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such as bilinear averaging. However, we have trained the proposed network on images that are
downsized to 256 x 256 from larger sizes. Because of this, the network learns the high-level
artefacts present on the resized images. Also, the deep learning-based methods have proven
to perform well on classifying small resolution images, such as 32 x 32 [144]. The high-
level artefact learning task of the proposed method is similar to the learning in other computer
vision tasks, such as object classification and segmentation. We have experimented with input
size smaller than 256 x 256, namely 128 X 128, but the performance achieved was poor. The
possible reason is that as the input image is downsized by a larger factor, the effect of prefiltering
operation due to downsampling will also be larger. We did not perform any experiment with
an input size bigger than 256 X 256 due to computational memory constraints. However, we
believe that the performance of the network will be better as the resizing factor comes close to
1 due to the minimum amount of prefiltering operation being carried out on the input image.

The decoder takes the coarse feature maps as inputs and performs upsampling and convo-
lution operations to produce dense feature maps to accommodate pixel-wise classification into
forged and authentic classes. Following the symmetry in the encoder and decoder architecture
as in SegNet [14], we also employed the same number of upsampling and convolutional layers
in the decoder side as in the encoder side. The proposed decoder has 4 upsampling layers and
4 convolutional layers. The upsampling layers upsample the input feature maps and then con-
volve with trainable filters in the convolutional layers to produce the dense feature maps. In this
work, we use an upsampling factor of 2 at each upsampling layer. The numbers of filters in the
decoder convolutional layers are 32, 32, 16, and 16, respectively. The kernels in all the convo-
lutional layers are of size 3 X 3. At each convolutional layer, the ReLLU activation and the batch
normalization are applied. The decoder produces the dense feature maps of size 256 x 256 x 32.
6.2.2 Noise-Stream Encoder-Decoder (NSED)

This stream focuses on learning low-level manipulation-related features. The low-level im-
age features are proven to be helpful in distinguishing different types of image manipulation
operations [50]. These features are also shown to be able to localize different types of forg-

eries [[16]. In splicing forgeries, the spliced parts are likely to have noise levels different from
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those in the authentic regions. In copy-move and content-removal forgeries, the forged regions
are generally passed through different types of post-processing operations to make them look
visually undetectable. These post-processing operations change the local dependencies of the
pixels present in the forged regions and hence introduce low-level artefacts.

The NSED takes the green colour channel of the input image to the encoder. The green
channel is selected for extracting the low-level artefacts because there are 25% more green
pixels than the red and the blue ones in the Bayar filters, which are used by most camera devices
as the preferred CFA [45], [[145]. Due to this reason, the green channel contains the least noise
among the 3 colour channels. Hence, the low-level artefact extraction from this channel is
more reliable [50]]. The encoder in this stream is similar to the one in the ISED. However, it
employs an additional convolutional layer, called the high-pass filter (HPF) layer [96], [S0],
[16]], before the normal convolutional layer. The HPF layer computes the high-pass residuals
from the input image to suppress the image contents and enhance the noise contents. The kernels
in the HPF layer follow certain constraints to compute the high-pass residuals. Depending upon
the constraints put on the kernels, the HPF layers available in the literature can be categorized
as: (i) the median filter residual layer, (i1) the constrained convolutional layer, and (iii) the
SRM filter layer. The median filter residual layer [96] employs a fixed set of weights in the
kernels to compute the median filtered residuals as the output of the HPF layer. The constrained
convolutional layer [50] extracts content-adaptive high-pass residuals by learning weights under

a pre-defined constraint, given by

wi(0,0) = —1
(6.1)
and > wi(l,m) = 1
1,m#0

where w,l(l, m) denotes the weight at position (I, m) of the kth filter and w,‘((O, 0) denotes the
weight at the center of the corresponding filter kernel. This constraint in Equation is
enforced on the weights of the constrained layer during the training stage. More specifically, at
the end of each training iteration, the central filter weight of each constrained filter kernel is set

to -1, and the non-central filter weights are normalized by dividing by their sum.
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The SRM filter layer computes high pass residuals from the input image by applying a
fixed set of SRM filters [[116]. The constrained high-pass filters and the SRM filters have re-
cently been shown to be effective in different forensics problems [16], [51]. In this work, we
have experimented with the constrained convolutional and the SRM filter layers and found that
the constrained high-pass filters perform better than the SRM filters. This is also intuitive as
the constrained convolutional layer’s content-adaptive filters learn the kernel weights from the
training data itself. As the SRM filters are fixed filters, they may not be able to extract optimal
features for forgery detection tasks. Hence, we have preferred to use the constrained filters for
all the experiments reported in this chapter.

Therefore, the first layer of the encoder is a constrained convolutional layer with 3 filters of
size 5 X 5. The rest of the encoder has 4 convolutional layers, 4 residual blocks, and 4 max-
pooling layers. The sizes of the kernels in the normal convolutional and the max-pooling layers
are 3 X 3 and 2 X 2, respectively. The numbers of filters in the normal convolutional layers
are 32, 64, 128, and 256. An input image of size 256 X 256 X 1 is fed to the encoder, and the
feature map of size 16 X 16 X 256 is produced as the output. For any other sizes, the input
image is first resized to 256 X 256 X 1. The low-level artefacts present in forged images, i.e.,
the inconsistencies in the noise level and traces related to various image processing operations,
are more affected by the image resizing operation compared to the high-level artefacts. In this
work, we assume the forged regions to be sufficiently large. Then, there will be sufficiently
many forged pixels in the resized image, which are obtained by performing the downsampling
operation (e.g., bilinear averaging) on the forged pixels only. Under these conditions, the low-
level artefacts of the forged regions will still be available in the downsampled images. Since
we train the proposed network on downsampled images, it will learn the additional low-level
artefacts present in them.

The coarse feature maps produced by the encoder are then fed to the decoder, which per-
forms upsampling and convolution to produce the dense feature maps. The decoder of this
stream has the same architecture as the one in the image-stream. Therefore, the output of the

NSED is the feature maps of size 256 x 256 x 32
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6.2.3 Feature Concatenation and Prediction Layer

The output dense feature maps of both the streams are concatenated and fed to a single
convolutional layer to produce the final prediction. This way of concatenating features is known
as the late-fusion technique. This is because the decoder of each stream processes the coarse
features from the corresponding encoder to generate the dense features, which can be thought
of as raw decisions about the authenticity of each pixel in the input images.

More specifically, the decoder outputs of both the streams are first concatenated to create
the combined feature maps of size 256 X 256 X 64. These feature maps are then fed to the final
pixel-wise prediction layer, which is a 1 X 1 convolutional layer with sigmoid nonlinearity that
produces class probability for each pixel. This layer produces a single probability map of size
equal to that of the input image. The map provides the probability of each pixel being classified
as either authentic or forged.

6.2.4 Learning

The encoder-decoder network parameters are learned in the training process by minimizing
a loss function computed between the ground-truth and the predicted binary masks over a mini-
batch of images. There are generally more authentic pixels than the forged ones in a forged
image. The classical cross-entropy loss, which is computed over all the pixels, is more biased
towards the authentic classes. This results in poor performance in classifying the forged pixels
while maintaining good performance in classifying the authentic pixels. To handle this class-
imbalance issue, we have experimented with two different loss functions, namely the weighted

cross-entropy loss [[146] and the Dice loss [147]], given by the following equations:

1 2 M
Luce = =77 ) > wege(i) log pu(i) (6.2)
c=1 i=1
and
2 M . .
Lo =1 Z 2 Xiz1 8(Dpe(i) 6.3)

M 20 + XM p2(i)

where L, is the weighted cross-entropy loss, L. is the Dice loss, w,. is the weighting factor

for the class ¢, g.(i) and p.(i) are the ground-truth and predicted values for the pixel i being
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class ¢, and M is the total number of pixels in the batch of images.

The weighted cross-entropy loss handles class-imbalance by assigning larger weights to
the forged pixels and smaller weights to the authentic ones. We have used the median class
weighting [146[], where the weight of each class is computed as the ratio between the median of
all the class frequencies and its own class frequency computed over the entire training dataset.
The Dice loss maximizes the overlap between the predicted mask and the ground truth mask
for each of the manipulated and the authentic classes. The value of the Dice loss always lies
in the range [0, 1] irrespective of the number of pixels in each class, and hence solves class-
imbalance. We have experimentally found that the Dice loss outperforms the weighted cross-
entropy in terms of generalization accuracy. This is reported in the experimental section. The
superior performance of the Dice loss is also reported for different problems, e.g., [148]], where
the class-imbalance is present. Hence, we propose to use the Dice loss as the preferred loss
function for training the proposed network. We also tried the linear combination of the two loss
functions, as in [[148]], but did not observe any improvement over the Dice loss.

The entire network is trained end-to-end on pairs of input images and the corresponding
binary masks till it converges. Once the network is trained, we perform the inference on test
images for predicting the forged pixels.

6.3 Experimental Results

To show the effectiveness of the proposed method in localizing different types of forg-
eries, experiments are performed on the following standard forgery datasets: NIST Nimble
2016 (NIST 16) [132] , NIST Media Forensics Challenge (MFC) 2018 [149], IEEE Forensics
Challenge (IFC) [150], Columbia [151], DSO-1 [9], CASIA v1 and CASIA v2 [152] datasets.

The details about the datasets are as follows:

e NISTI16 dataset contains 564 forged images and their corresponding ground-truth binary
masks covering the three types of manipulations: splicing, copy-move, and content-

removal.

e MFC2018 dataset includes 4,541 forged images and their corresponding ground-truth
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binary masks.

o [FC dataset includes 450 forged images and their corresponding binary masks. The forged

images are created using splicing and copy-move operations.

e Columbia dataset comprises 180 spliced images and their corresponding binary masks.

e DSO-1 dataset is a popular splicing dataset and contains 100 spliced forgeries along with

their corresponding ground-truth binary masks.

e CASIA vl and CASIA v2 are two splicing datasets containing 921 and 5, 123 spliced

images, respectively.

The network is implemented in Keras with Tensorflow backend. We have used the adam
optimizer with a learning rate of 0.00005.The training batch size is fixed to be 16 pairs of images
and their corresponding binary masks.

We have used the following metrics to measure the forgery localization ability of the pro-
posed method the F1-score, the pixel-wise classification accuracy, the area over ROC curve
(AUC) and per-class intersection-over-union (cloU) [17]. We have already discussed about the
computation of the F'1-score and the ROC in previous chapters. The pixel-wise classification

accuracy is computed as follows:

TP+ TN 64)
accuracy = .
YT TP+FP+TN+FN

where TP, TN, FP, FN represent the true positive, the true negative, the false positive, and the
false negative counts, respectively. The cloU is the per-class loU computed for the forged class,

and is given as

(6.5)

where |.|, N and U represent the cardinality, intersection and union operations respectively. P

and G are the predicted and the ground-truth masks, respectively.
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6.3.1 Pre-training on Synthetic Dataset

There is no standard forgery dataset available, which includes a sufficiently large number of
forged images to train deep neural networks. Therefore, we have first pre-trained the proposed
network on a synthetic dataset. This dataset contains artificially created forgeries without any
post-processing. The forged images present in this dataset imitate real-life forgeries and help
the network learn different manipulation-related traces.

In this work, we have used the spliced images from the synthetic dataset created by Bappy et
al. [6] from DRESDEN [129], COCO [153]], and NIST16 datasets. To create the spliced images,
the authors have copied objects from COCO dataset and pasted on different authentic images
in DRESDEN and NIST16 datasets. From this dataset, we have used 13,470 spliced images
and their corresponding ground-truth binary masks. We have trained the proposed network on
this synthetic dataset by using 90% for training and 10% for validation. Once the network
converges on this dataset, we save the model for further fine-tuning and testing on different
standard forgery datasets.

The proposed network gives a probability map as output, which is further thresholded to
generate the binary map for localizing the forged regions. We have experimented with various
thresholds in the range 0.2 — 0.8 and have observed that the results are not affected by any
noticeable amount. This is because the probability values corresponding to the authentic pixels
are very close to 0, i.e. mostly below 0.01, and the probability values corresponding to forged
regions are very close to 1, i.e., mostly higher than 0.9. In this chapter, we have used the
mid-value, i.e. 0.5, as the threshold for all the experiments.

To see the generalization ability of the pre-trained network, we have checked its perfor-
mance on NIST16, IFC, Columbia, and DSO-1 datasets. The cloU values on these datasets are
presented in Table[6.1] We have also shown the cIoU values achieved by three recent methods,
i.e. MFCN [32], ManTra Net [51]] and MAG [[17], on Columbia and DSO-1 datasets, for com-
parative analysis. The results reported for these three methods correspond to their respective
models trained/fine-tuned on real-life forgeries. The proposed method achieves the cloU values

of 0.50, 0.47, 0.43, and 0.46 on NIST16, IFC, Columbia, and DSO-1 datasets, respectively.
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On the other hand, on Columbia and DSO-1 datasets, MFCN [32]] achieves the cloU values of
0.42 and 0.37 respectively, ManTra Net [51] achieves the cloU values of 0.58 and 0.38 respec-
tively, and MAG [17] achieves the cloU values of 0.77 and 0.56 respectively. Although the
proposed pre-trained network could not outperform MAG, it outperformed MFCN on DSO-1
and Columbia datasets and ManTra Net on DSO-1 dataset. It is important to note that the results
achieved by MFCN, Mantra Net, and MAG methods correspond to models trained on realistic
forged images, i.e., created manually. On the other hand, the results achieved by the proposed
method correspond to the model trained on synthetically generated forgeries. These results in-
dicate the ability of the proposed method to learn important forensics features from synthetic

forged images that can localize real-life complex forgeries.

Table 6.1: cloU values achieved by the proposed network, pre-trained on the synthetic dataset,
and two other existing methods. ’-’ denotes the values that are not reported.

CASIA vl NIST16 IFC Columbia DSO-1

MECN [32] - - - 0.42 0.37
ManTra Net [51]] - - - 0.58 0.38
MAG [17] - - - 0.77 0.56
Proposed (pre-trained)  0.55 0.50 0.47 0.51 0.46

6.3.2 Fine-tuning and Evaluation on Standard Forgery Datasets

The pre-trained network is fine-tuned on a training set created from NIST16, IFC, and CA-
SIA v2 datasets. We have split NIST16 and IFC datasets into train (70%), validation (5%),
and test (25%) subsets, following the same train-test split protocol as in [16], [6], and used all
the spliced images of CASIA v2 for training, resulting in a total of 6,093 images for training.
Additionally, we have performed data augmentation by (1) flipping the images both horizon-
tally and vertically, and (2) cropping the images randomly around the manipulated regions to
get a zoomed-in version of the images. In this way, we have generated around 40, 000 training
images, which help the network learn more diverse manipulation-related features and reduce
overfitting. After the model is fine-tuned on these datasets, we have checked the test accura-

cies on the test images of the above-mentioned datasets using the aforementioned quantitative
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Authentic Image Forged Image Ground-truth Prediction Overlap
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Figure 6.2: Forgery localization results of the proposed method for splicing, copy-move, and
removal forgeries present in NIST16 dataset. The columns from the left show the authentic
image which is used for creating the forgery, the forged image, the ground-truth binary mask, the
predicted binary map, and the overlap of the ground-truth binary mask and the predicted binary
map, respectively. The ground-truth, the prediction, and overlapped regions are represented by
red, yellow, and green colours, respectively, on the overlap image.

A number of experiments are performed to show the forgery localization ability of the pro-
posed method on various datasets containing different types of forgeries.

1) We show the localization ability of the proposed method on the three types of forgeries
from NIST16 dataset. Figure [6.2] shows the localization results on one example image from
each manipulation type, i.e., splicing, copy-move, and content-removal. We have first com-
puted the pixel-wise accuracies achieved by the proposed method on NIST16 and IFC datasets
for quantitative analysis. We have also compared the performance of the proposed method
and LSTM-EnDec, as this method also employs an encoder-decoder network along with an
LSTM network. Table [6.2] shows the pixel-wise accuracies of the proposed method on these

two datasets. It also shows the accuracies achieved by LSTM-EnDec [6] on these datasets. The
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Ground-truth LSTM-EnDec Proposed Method

Figure 6.3: Examples of qualitative forgery localization results of LSTM-EnDec and the pro-
posed method on NIST16 and IFC datasets. First two rows show the results on images from
NIST16 and last two rows show the results on images from IFC dataset. The results of LSTM-
EnDec shown in the third column are taken from [|6].

proposed method achieves the pixel-wise accuracies of 95.74% and 92.32% on NIST16 and
IFC datasets, respectively. On the other hand, LSTM-EnDec achieves accuracies of 94.80%
and 91.19% on NIST16 and IFC datasets, respectively. These results quantitatively show the
superior performance of the proposed method over LSTM-EnDec on these datasets. Figure [6.3]
shows some of the qualitative results of LSTM-EnDec and the proposed method on NIST16
and IFC datasets. It can be seen that the proposed method can localize the forged regions better

than LSTM-EnDec. The quantitative and qualitative results indicate the ability of the proposed
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Table 6.2: Comparison of the performance of the proposed method with LSTM-EnDec [6] on
two standard datasets in terms of pixel-wise accuracy.

NIST16 IFC
LSTM-EnDec [6] 94.80% 91.19%
Proposed 95.74% 92.32%

method to learn more discriminative low-level features by employing an encoder network than

the hand-crafted features proposed in LSTM-EnDec [6].

Table 6.3: cloU values on DSO-1 and Columbia datasets. ’-’ denotes the values that are not
available in the literature.

DSO-1 Columbia MFC2018

CFAl [46] 0.33 0.44 -
NOI1 [124] 0.21 0.40 -
DCT [122] 0.24 0.41 -
MFCN [32] 0.37 0.42 -
ManTra Net [51]  0.38 0.58 -
MAG [17]  0.56 0.77 -
Proposed  0.52 0.83 0.49

2) To show the relative merits of the proposed method with respect to other existing foren-
sics methods, we have considered the following methods: ELA [[123]], DCT [122]], CFA1 [46],
NOI1 [124]], MFCN [32], RGB-N [[16]], ManTra Net [|51], and MAG [[17]]. Table |6.3|shows the
cloU values achieved by the proposed and the competing methods on DSO-1, Columbia, and
MFC2018 datasets. The cloU values of the existing methods are taken from [17]. As can be
seen in the table, the proposed method achieves the cloU values of 0.52 and 0.83 on DSO-1 and
Columbia, respectively, whereas the best performing method MAG achieves 0.56 and 0.77. Al-
though MAG slightly outperforms the proposed method on DSO-1 dataset, it outperforms MAG
on Columbia dataset by a large margin. On MFC2018 dataset, the proposed method achieves
the cloU value of 0.49. We could not compare this performance of the proposed method with
state-of-the-art methods, as these methods have not reported experimental results on this dataset.
Since these three datasets, i.e., DSO-1, Columbia, and MFC2018, are not used in fine-tuning

the proposed network, these analyses show the generalization ability of the proposed method to
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unseen datasets.

Table 6.4: F1-scores and AUCs on three datasets, ’-’ denotes the values that are not available
in the literature

NIST16 CASIA vl Columbia
F1 AUC F1 AUC F1 AUC

ELA [123] 0.24 0.43 0.21 0.61 047 0.58
NOII [124] 0.29 0.49 0.26 0.61 0.57 0.55
CFA1l [46] 0.17 0.50 0.21 0.52 047 0.72

MECN [32] 0.57 - 0.54 - 0.57 -
RGB-N [16] 0.72 0.94 0.41 0.80 0.69 0.86
ManTra Net [51]] - 0.80 - 0.82 - 0.82
Proposed 0.62 0.95 0.41 0.81 0.86 0.88

Table [6.4] shows the performance of the proposed method in terms of the F1-score and the
AUC value on three datasets. It also shows the performance of other existing forgery localiza-
tion methods for comparisons. The F'1-scores and the AUC values of the existing methods are
taken from [|16] and [S1]]. As shown in the table, the proposed method outperforms all the exist-
ing methods on Columbia dataset in terms of both measures. On NIST16 dataset, the proposed
method is outperformed by RGB-N method in terms of the F'1-score. However, in terms of
the AUC value, the proposed method outperforms all the existing methods on NIST16 dataset.
These results quantitatively show the superior performance of the proposed method in localiz-
ing forgeries over the state-of-the-art. We believe that the superior performance of the proposed
network over the state-of-the-art methods is due to the ability to learn both the low-level and the
high-level artefacts for pixel-wise forgery localization in a more effective way. Figure[6.4]shows
two examples of forgery localization from DSO-1, IFC, CASIA v1, Columbia, and MFC2018
datasets. These results qualitatively show the ability of the proposed network in localizing
different forgeries present in multiple datasets.

3) To see the robustness of the proposed method against JPEG compression, we have com-
pressed the images in NIST16 and Columbia datasets with QFs 50, 70, and 90. Then, we have
checked the performance of the method on these compressed versions of the datasets. Table

shows the cloU values achieved by the proposed method on these versions. Although the
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Prediction Prediction

Figure 6.4: Qualitative results showing the localization ability of the proposed method on dif-
ferent datasets. The rows from the top are results from DSO-1, IFC, CASIA v1, Columbia, and
MFC2018 respectively.
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performance of the method degrades as the QF reduces, it can still achieve a decent cloU score
of at least 0.4 at a QF as low as 50. This is more than the cloU values achieved by the non-deep
learning methods reported in Table [6.4, The degradation of performance with respect to high
JPEG compression (i.e., low QF) is expected as most of the low-level image manipulation traces

are lost when the image is compressed with a low QF.

Table 6.5: cloU values for different compression levels.

Compression Level NIST16 Columbia

QF_50 0.46 0.40
QF_70 0.47 0.44
QF_90 0.51 0.55

QF_100 0.72 0.83

4) We have also carried out an experiment to show the performance of the proposed method
on pristine images. We have used the pristine images from DSO-1 dataset for this analysis.
Figure [6.5]shows two authentic images and their corresponding predicted masks. We have also
computed the cloU values for the authentic images for a quantitative measureﬂ The proposed
method achieved a cloU of 0.965 on the authentic images of DSO-1. From the analysis, it can
be argued that the proposed method does not produce many false positives in the case of pristine
images.

6.3.3 Ablation Study

We have experimented with different network settings and loss functions to find out the best-

performing one. Firstly, we have varied the number of encoders and decoders in the proposed

method. More specifically, we have experimented with three network settings:
(i) NSED: It is a single noise-stream encoder-decoder network (shown in Figure[6.6(a)).

(i1) ISE-NSE-1-Dec: It employs two-stream encoders, i.e., noise and image-streams, and then
the features of both the streams are fused (early-fusion), and a single decoder is employed

to compute the prediction (shown in Figure [6.6(b))

IThe cloU computation of the authentic images is done for the authentic class
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Image Predicted Mask

Figure 6.5: Prediction results on two pristine images from DSO-1 dataset. As can be seen,
except for a few small regions, there is not much false positive in the predicted masks.

NSE
Feature Maps

Input Image ———> NSE ——> Single Decoder ———> Prediction Map

(a)

) ISE
Feature Maps

Feature
Input Image Ccnca(ena(ion@ ———> Single Decoder 3 prediction Map

NSE
Feature Maps

(b)

Figure 6.6: Different variants of encode-decoder architecture experimented in the work: (a)
NSED and (b) ISE-NSE-1-Dec

(iii) Proposed (two-stream encoder-decoder): It has two parallel encoder-decoder networks,
i.e., noise and image-stream encoder-decoder, and performs fusion of the decoder feature

maps of both the streams (late-fusion) for producing the prediction.

Table shows the performance of the three network variants on NIST16 and Columbia
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Table 6.6: Performance comparison of the ablated versions of the proposed network on two
datasets

NIST16 Columbia
F1 AUC F1 AUC
NSED 0.51 0.93 0.75 0.85

NSE-ISE-1-Dec  0.50 0.92 0.77 0.88
proposed 0.62 0.95 0.86 0.88

datasets in terms of the F'1-score and the AUC value. As can be seen, the proposed architecture
performs the best on both datasets in terms of both measures. These results indicate the neces-
sity of learning both the low-level and high-level features for accurately localizing the forgeries.
The results also suggest that the late-fusion technique performs better than early-fusion.

The possible reason for this is that the features computed by the noise-stream and the image-
stream encoders may have different distributions. Hence, in the case of early-fusion, a single
decoder operating on the concatenated features may not be effective in computing the dense
feature maps for accurate predictions. On the other hand, in the late-fusion technique, each
stream first computes the dense feature maps individually, which are then concatenated and fed
to a final convolutional layer. Hence, the difference in the distributions of the features of the
two encoder streams does not affect the performance of the network.

Therefore, it can be argued that the superior performance of the proposed method with
respect to RGB-N [16] and LSTM-EnDec [6] is due to the incorporation of the constrained
convolutional layer and the late-fusion of the dense feature maps.

Finally, we have checked the performance of the network when trained with the weighted
cross-entropy loss instead of the Dice loss. Table shows the performance of the proposed
(i.e., two-stream encoder-decoder) method on IFC and DSO-1 datasets, when trained using the
weighted cross-entropy and the Dice losses. The results show that the network trained using
the Dice loss performs better than the one trained using the weighted cross-entropy loss on both

datasets. Figure shows the qualitative results of the ablation study.
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NSED ISE-NSE-1-Dec Proposed W. Cross-Entropy Dice Loss

Figure 6.7: Ablation study of the proposed network, with different network settings and loss
functions. The images in the first three columns are examples of predictions by NSED, ISE-
NSE-1-Dec and the proposed networks with the Dice loss respectively on NIST datasets. The
images in the last two columns are predictions of the proposed network using the weighted
cross-entropy and the Dice losses, respectively, on IFS dataset.

Table 6.7: Comparison of cloU values for weighted cross-entropy and Dice losses

Loss Function IFC DSO-1
Weighted Cross-Entropy 0.64 0.49
Dice 0.68 0.52
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6.4 Summary

This chapter proposed a novel two-stream encoder-decoder network for localizing different
types of forgeries, namely splicing, copy-move, and content-removal. One of the streams learns
the high-level manipulation-related traces, such as unnatural contrast, from the RGB pixel val-
ues in the encoder side. The encoder of the other stream learns the low-level features, such as
noise inconsistencies, by employing a high-pass filtering layer as the first layer of the encoder
CNN. The decoders of both the streams perform upsampling and convolution on the coarse
feature maps computed by the encoders and produce dense feature maps of the same resolution
as the input. The dense feature maps of both the streams are concatenated and fed to a single
convolutional layer with the sigmoid nonlinearity to produce the pixel-wise probability map.
The probability map gives the probability of each pixel being classified as forged or authentic.
The experimental results on multiple standard forgery datasets show the effectiveness of the

proposed method with respect to the state-of-the-art methods.
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7. Conclusions and Future Works

The thesis investigated the digital image forensics problem and proposed a number of meth-
ods for the detection and localization of various types of forgeries present in images. This
chapter summarizes the main contributions of the thesis and provides some possible directions
for future research.

7.1 Summary

Detecting spliced human faces in images is an important forensics task. The first method,
presented in Chapter 2, focused on detecting splicing forgeries in images containing human
faces in the front pose. The method first estimated the lighting environments (LEs) from the face
regions of the persons present in an image using a novel LE estimation method. The estimation
method is based on creating a low-dimensional lighting model from a set of front pose face
images of a single individual under different directional LEs. The principal component analysis
(PCA) is used for decomposing the set of face images, and the first six dominant eigenvectors
are used for creating the lighting model, as they capture most of the lighting variation in the
set of the face images. The LE of a face image is estimated by projecting the face onto the
lighting model. The angular errors between LEs, estimated from all the faces, are computed in
a pair-wise manner. If the angular error for any pair of LEs is more than a predefined threshold,
the image is decided as spliced. Although the method is effective, it has the limitation that it
can detect splicing forgeries in images containing front pose faces only.

To overcome the above limitation, Chapter 3 proposed a method that can detect spliced faces
of any pose present in a forged image. The method extracted a novel illumination-signature
from each face by utilizing the illumination colour as a cue of splicing forgery. We propose
the dichromatic plane histogram (DPH) as the illumination-signature. It is computed by apply-
ing 3D Hough transform on the face images. The dichromatic reflection model is utilized for
computing the DPH. The DPHs of all the faces are compared pair-wise using the correlation
measure between them. The image is decided as spliced if the correlation value of any pair of
DPHs is below a predefined threshold. The spliced face is detected as the one whose DPH has
the values of correlation with the majority of other DPHs less than a predefined threshold. The

limitation of this method is that it assumes all the faces to be of the same skin colour, and hence
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it fails in cases where the difference of skin tones of the faces are large, e.g., faces of people
from different ethnicities.

Deep learning-based methods, such as CNNs, have proven to be effective in many computer
vision applications. Chapter 4 presented a deep learning-based method for detecting splicing
forgeries involving faces of any pose and skin colour. The method created an illumination map
(IM) from the input image by first segmenting it into homogeneous regions and then recolouring
the segments by the illumination colours estimated from them. The illumination colours are
estimated using the physics-based inverse-intensity chromaticity (IIC) method and statistics-
based generalized gray-edge (GGE) method. The face parts of the IM (face-IM) are extracted,
and a siamese CNN is trained to discriminate face-IM pairs coming from the same and different
images. Once the siamese CNN is trained, the CNN part of the network is used for extracting
features from the face-IMs present in an image. The features extracted from the face-IMs of the
image are concatenated in a pair-wise manner and classified using an SVM. The method was
successful in detecting spliced faces of any pose and skin colour.

To detect various image editing operations and different forgeries involving arbitrary image
regions, a universal forensics method is proposed in Chapter 5. The method employs a siamese
CNN for differentiating image patches modified using different image editing operations. The
siamese network is trained to classify pairs of image patches as either similarly or differently
processed. The trained siamese network is used for classifying image patches processed with
operations, either considered or not considered in the training stage, using the one-shot classi-
fication technique. Based on this trained siamese network, a forgery detection and localization
technique is proposed. It can detect and localize various types of forgeries, such as splicing,
copy-move and retouching, involving arbitary image regions.

A method is proposed in Chapter 6 that employs a two-stream encoder-decoder network for
utilizing both the high-level and the low-level image manipulation-related traces for localizing
various types of forgeries in a single framework. The encoder in one stream of the network
learns the high-level manipulation-related traces or artefacts, such as unnatural contrasts, and

that in the other stream learns the low-level artefacts, such as noise inconsistencies. The de-
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coder in each stream upsamples the coarse features learned by the corresponding encoder and
produces dense feature maps. The dense feature maps of both the streams are then fed to a
1 X 1 convolutional layer to produce the final prediction map, representing the forged and the
authentic pixels.

7.2 Future Research Directions

We have identified several possible research directions that can be pursued for extending the
works of this thesis. These are discussed below.

1) In chapter 3, a siamese CNN-based method is proposed to classify the face-IMs in a
pair-wise manner for detecting face splicing forgeries. The method has several modules, i.e.,
segmentation and illumination colour estimation, for creating the IMs from the input images.
This increases the complexity of the method. In addition to this, in the case of low-resolution
images, the accuracy of the illumination estimation methods drops. This leads to less accu-
rate IMs, which in turn leads to less accurate splicing detection. As GANs have shown their
excellence in generating artificial images, they can be utilized for generating the IMs. Em-
ploying GANs for computing the IMs will remove the need for performing segmentation and
illumination colour estimation, and hence will make the method simpler. This might also help
to generate the IMs more accurately even when the images are of low-resolution as GANs are
effective in generating high-quality images of any resolution.

2) Chapter 6 proposed a two-stream encoder-decoder network for localizing various types
of forgeries. It combined the high-level and low-level manipulation-related features through
the late-fusion technique. It is also shown that late-fusion performed better than the early-
fusion technique. It is open to explore the hybrid fusion techniques that take advantage of
both the early and late-fusion techniques. Further, many recent works, e.g., [154], [155]], have
shown that employing the attention module in the encoder-decoder framework improves the
network’s ability in many computer vision tasks. Along similar lines, the attention module can
be incorporated to the two-stream encoder-decoder network, which will help the network to
focus on the forged regions more than the authentic ones.

3) It has been established that adding small imperceptible non-random perturbation to input
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images can fool deep neural networks to give incorrect class predictions [156], [[157], [158].
This is known as the adversarial attack, and the perturbed image is known as the adversarial ex-
ample [[156]. An important open problem for future research is to check the vulnerability of the
deep learning-based forensics methods proposed in Chapters 4, 5, and 6 against the adversarial
attacks. In case the performances of the proposed methods are found to be degraded greatly due
to the adversarial attacks, various techniques to improve the robustness of the methods to the
adversarial attacks could be explored. For instance, the gradient penalty technique, proposed
in [159], can be incorporated in the loss functions of the proposed networks. The gradient
panalty technique ensures that the loss functions do not change significantly when there is a
slight change in the inputs, and thereby increases the robustness of the networks to the adver-
sarial examples. In addition to that, the networks can be trained with adversarial examples, as

proposed in [160], to increase the robustness of them against the adversarial attacks.
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