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Abstract

Intrusion Detection System, a hardware or software that monitors network or host ac-
tivities for malicious behavior, is an indispensable component of system security. If an
IDS deals with network activities (host activities) then it is called network based IDS (host
based IDS). While signature and event based IDSs can detect known attacks only, anomaly
based systems can detect both known and unknown attacks. An IDS is characterized by
many parameters namely, effectiveness, efficiency, ease of use, security, transparency,
interoperability etc. The thesis focusses at effectiveness, also called effective alarm gener-
ation, for all variants of network based IDSs namely, signature based, event based, header
anomaly based and payload anomaly based systems. In signature based IDS, most of the
alarms generated are false positives because signatures are generic and alarms are gener-
ated for all attack traffic which match some signature irrespective of the fact whether the
attack could successfully exploit any vulnerability. To address this issue a false positive
tiltering scheme for signature based IDS has been proposed, which correlates alarms with
network context information. As an enhancement to this filter, criticality of the applica-
tion being targeted by an attack is examined, before eliminating the corresponding alarm
estimated to be false positive. There is certain class of known attacks for which signatures
cannot be written and so signature based IDSs cannot detect them. A novel event based
IDS has been proposed for such attacks using the failure detection and diagnosis theory of
discrete event systems. The working of the event based IDS has been illustrated on address
resolution protocol based attacks. In header anomaly based IDSs, fairly high Detection Rate
and Accuracy can be achieved for attacks detectable by header statistics. When the datasets
to be processed by such systems are large, data summarization algorithms are applied.
However, Detection Rate and Accuracy are not high in the systems that use data summa-
rization algorithms compared to the ones which do not. A header anomaly based IDS for
handling voluminous network traffic yet maintaining high Detection Rate and Accuracy
has been proposed. Issues of effective alarm generation are more involved in payload
anomaly based IDSs compared to the header based counterparts, which become more se-
vere when training dataset has impurities. An impurity tolerant payload anomaly based
IDS has been proposed using n-gram based statistical models. Tolerance is achieved by

higher order n-grams and keeping their frequency information.
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Chapter 1

Introduction

1.1 Network security

In the past computers were not networked globally as they are today or were connected in a
small geography such as small building, office etc. At present as almost every computer is
connected to Internet they become potential targets of network or cyber attacks. A network
or cyber attack can be defined as a malicious attempt to compromise confidentiality,
integrity and availability of data in computers. Attacks can be generated from external
users or generated by internal users. External attacks are carried out by individuals
who themselves do not have any access to the computers being attacked and there is
no assistance from internal users. On the other hand, internal attacks originate from
legitimate users and comprise activities like accessing/modifying data beyond their access
privileges, compromising confidentiality etc. Network attacks involve many activities

some of them are as follows.

e Footprinting and enumeration: This activity involves collection of information re-
garding applications, Operating Systems (OSs), open ports etc. in hosts in a network.

This is basically an initial step in attacking a host in a network.

e Unauthorized data access or data manipulation: Unauthorized data access and
manipulation is the case when an attacker interprets, deletes or modifies data which

is beyond his/her access rights.

e Sniffer attacks or eavesdropping: Attacker monitors or listens to network traffic in
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2 Chapter 1. Introduction

transit (between hosts) and then interprets all unprotected data.

e Identity spoofing: In the Internet hosts are identified by Internet Protocol (IP) ad-
dresses. IP address spoofing occurs when an attacker creates IP packets with a
forged source IP address (of some genuine host) with the purpose of concealing its

identity and impersonating another genuine host.

e Denial of Service (DoS) attack: A denial of service attack prevents legitimate users

from accessing services on the network.

Nowadays as digital data is a major form of data storage, there is an increased need for

network security, i.e., mechanisms that can detect and prevent any malicious activity in
hosts and network. There are number of security components employed in a network by
security administrators like firewall, proxy server, access control list, Intrusion Prevention
System (IPS) and Intrusion Detection System (IDS).
Intrusions and intrusion detection system ([83]): Intrusion is any set of actions that
attempt to compromise confidentiality, integrity or availability of a computer resource
[58]. An IDS is a device or software application that monitors network and/or system
activities for malicious behavior or policy violations and prepares a report for system
administrator. IDS mainly involves detecting whether some entity has attempted or
worse gained access to system resources in an unauthorized way.

An IDS can be host based or network based depending on whether it monitors a
single host or a network. A Host based IDS (HIDS) is an IDS that monitors and analyzes
the internals of a computing system like, executions of applications, system calls etc. to
detect malicious behavior. A Network based IDS (NIDS) is an IDS that detects malicious
behavior by monitoring network traffic. Rest of the thesis mainly deals with NIDS and
henceforth unless otherwise mentioned, the term IDS refers to NIDS.

This chapter is organized as follows. Section 1.2 presents a taxonomy of IDSs based
on types of attacks they can detect. A brief report on major techniques proposed for all
classes of IDSs and issues with such techniques are discussed in Section 1.3. This section
also develops motivation for the work done in the thesis. Section 1.4 highlights the major
contributions of the thesis. In Section 1.5 the organization of the thesis in seven chapters

is discussed.
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1.2. IDS taxonomy based on attack detection 3

1.2 IDS taxonomy based on attack detection

IDSs found in the literature can be grouped into two classes based on the type of attacks

they detect— (i) known attacks only and (ii) known and unknown attacks.

1.2.1 Detecting only known attacks: signature and event based IDSs

Known attacks or exploits are those, whose type and consequences (may be partially) are
available in public domain. Common Vulnerability Exposure (CVE) [9] and Bugtraq [24]
are examples of public databases of known vulnerabilities. These databases are regularly
updated as and when new attacks are discovered. These attacks can be classified into two

types as given below.
e For which a signature can be generated.

e For which a signature cannot be generated. Such attacks are detected by differ-
ence in sequence of events (i.e., network packets) under normal and compromised

situations.

An IDS which uses signatures for detecting attacks is called signature based IDS and
an IDS which monitors events is called event based IDS. For the sake of brevity henceforth
signature based IDS is referred as signature detection system and event based IDS is

referred as event detection system.

1.2.1.1 Signature detection system

A signature is a pattern that is looked for, in network traffic by IDS to detect attacks. A set
of known attack signatures are stored in a database and the network or system activity
is compared with these signatures. If a match is found an alarm (used interchangeably
with “alert” in this thesis) is raised. Number of signature detection systems have been
proposed in the literature. Snort [113] and EMERALD [107] are some of the prominently
used signature detection systems.

A simple example of an attack for which signature can be generated is “land” attack;
the attack results in denial of service. Snort signature for land attack is shown below.

alert ip any any — > any any (msg : "BAD TRAFFIC sameSRC/DST”; sameip; reference :
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4 Chapter 1. Introduction

cve, CVE-1999-0016; reference : url, www.cert.org/advisories| CA—1997-28.html; classtype :
bad — unknown; sid : 527; rev : 3;)

This signature monitors if a network packet has same source and destination IP address.

1.2.1.2 [Event detection system

There is a certain class of known attacks for which signatures cannot be generated be-
cause there is no change in syntax of the network traffic under normal and compromised
situations. Such attacks change the intended behavior of network communication, e.g.,
Address Resolution Protocol (ARP) spoofing attack in a Local Area Network (LAN) [75].
In ARP spoofing attack, a false Media Access Control (MAC) address is associated with
an IP address by the attacker and sent to a host. As ARP is a stateless protocol, ARP cache
of the host (to which the false ARP packet is sent) updates itself with the false I>-MAC
pair. So altering IP-MAC pairing do not change the syntax of ARP message. However,
intended behavior of network communication changes. All traffic to be sent to the host
having the IP address under consideration will be sent to the host having spoofed MAC
address.

For these class of attacks it is not possible to write a signature although what happens
in the attack is exactly known. Detecting such attacks requires keeping track of sequence
of network packets also called events. The sequence under attack is different from that
under normal condition. The IDS is basically an event or state estimator which observes
sequences of events generated in the network to decide whether the states through which
the system traverses correspond to normal or compromised condition. To the best of our
knowledge, “state estimator” based concept has not been used for NIDS. However, the
idea is used for HIDS in [119, 130, 137].

1.2.2 Detection of known and unknown attacks: anomaly based IDSs

Signature and event detection systems can detect only attacks whose syntax or behavior
is known. However if an attack is new or its syntax and behavior is unknown, normally
another class of IDS termed as anomaly based IDS is used. Anomaly based IDS can detect
both known and unknown attacks. It models benign behavior of a system with a profile

and any deviation from the known profile is considered as intrusion. Benign profile is
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1.2. IDS taxonomy based on attack detection 5

represented as a set of parameters (which are also called features) and are extracted from
network packets. For example, number of Transmission Control Protocol (TCP) SYN
packets observed within a time window is a feature. One of the problem with anomaly
based IDS is that it requires a pure training dataset. Any contamination in the dataset
used for profile generation affects the detection accuracy. A review of various anomaly
based IDSs can be found in [44, 100].

Anomaly based IDSs can be classified into two types as follows.

¢ One which models packet headers and offers quick analysis.

e Other models payload of network packets and performs a detailed analysis.

Henceforth, anomaly based IDS is termed as anomaly detection system in this thesis.

1.2.2.1 Header based anomaly detection system

Header based anomaly detection systems use features extracted from network packet
headers for modeling. These features can be either contents of header fields itself or
can be derived from header fields. An example of a directly taken feature is source IP
address. On the other hand, if “number of packets arrived with TCP SYN flag set within
a time window” is used as a feature, then it is an example of a derived feature. Header
based anomaly detection system models only the packet header (which is small in size)
and hence quick analysis can be done. These IDSs perform well in detecting attacks
which either violate network protocol standards or cause denial of service. In case of
denial of service, network traffic pattern changes (e.g., huge bandwidth consumption,
more number of short lived connections etc.) which can be detected by statistics of header
tields. Techniques reported in [25, 63, 88] are the examples of header based anomaly

detection systems.

1.2.2.2 Payload based anomaly detection system

Header based anomaly detection systems do not suffice for detecting application level
attacks because in such cases attack content is inside the payload and protocol behavior
is not violated. In order to detect such application level attacks, features from packet
payloads are used for modeling and analysis; such anomaly detection systems are called

payload based anomaly detection systems [103, 134, 135].
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1.3 Issues in existing IDSs and motivation of the thesis

A typical IDS is characterized in terms of many parameters namely, effectiveness, effi-
ciency, ease of use, security, transparency and interoperability [33]. There are works in
IDS literature to improve one or a subset of these parameters. The work of the thesis
focusses at effectiveness of all three types of IDSs discussed in last section. Effectiveness
measures to what degree IDS can detect the intrusions into the target network (termed as
Detection Rate) and at the same time how many detections are for genuine attacks (termed
as Accuracy). Detection Rate and Accuracy involve three parameters- (i) True Positive (TP),
(ii) False Positive (FP) and (iii) False Negative (FN). TPs are the cases of genuine attacks
for which an IDS raises alarms. FPs are the benign cases for which an IDS raises alarms.
FNs are the attacks for which an IDS does not raise any alarm 1. So, TPs and FPs taken
together gives the number of alarms generated by an IDS. Detection Rate represents the
number of attacks that are detected (and IDS generates an alarm), out of all cases for which
IDS generates an alarm (all of which may not be an attack), i.e., TP/(TP+EFN). Accuracy
represents the percentage of (real) attacks versus all cases detected as attacks by IDS,
i.e., TP/(TP+FP). Research on effectiveness of IDS aims to achieve high Detection Rate and
Accuracy. In other words, effectiveness is achieved by reducing FPs and FNs (in the alarms
generated by IDS), which is also termed as effective alarm generation. In this thesis terms
“reducing FPs and FNs”, “improving Accuracy and Detection Rate”, “effectiveness” and
“effective alarm generation” would imply the same meaning.

Now, in this section, major issues in signature, event and anomaly detection systems
with respect to Detection Rate and Accuracy are discussed and while doing so, motivation

for the work done in the thesis is drawn.

1.3.1 Issues with signature detection systems

For known attacks, signatures are developed and are stored in a database of signature
detection system. For these attacks signature detection systems generally provide a high

Detection Rate [48]. In other words, for known attacks signature detection systems have

1IDS do not generate any alarm in the case of false negatives and they are measured during off line
analysis as number of attack traffic instances for which the signature IDS did not report an alert. However,
to maintain similar phonetics with false positives and true positives, with slight abuse of language, we say
“false negatives are generated by IDS”
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low EN rates. However, a major issue with signature detection systems is of large number
of FPs thereby leading to low Accuracy. Discussion in articles [105, 128] point out that,
sometimes up to 98% alarms generated by commercial sighature detection systems are
FPs.

A FP is generated under two circumstances—first when an attack is launched against
a host in a network and an alarm is generated by the IDS, but the attack fails to exploit
any vulnerability (in the target host). Second, when benign network activity is detected
as attack by IDS. An example of the first situation arises when a windows based attack
is launched against a Linux system. Although an actual attack is seen on the network
traffic (and signature detection system generates an alarm due to signature matching),
this attack fails because it cannot exploit the vulnerability in a Linux system. In general,
signature detection systems are run with default set of signatures. So alarms are generated
for most of the attack attempts irrespective of success or failure to exploit vulnerability in
the network under question. It may be noted that, there is always a limited number of
known vulnerabilities which can be exploited in a network compared to the number of
signatures in a signature database. This is the cause of large number of FPs with signature
detection systems and effective alarm generation requires FP minimization. In view of
this, FP minimization is a relevant dimension of research in signature detection systems.
Techniques to minimize FPs in signature detection systems are of three broad classes as

given below.

¢ Enhancing usual signatures with network context information [92, 121] (i.e., config-

uration of the network in terms of applications/OSs running in hosts etc.)
o Correlating signature detection system alarms with alarms of other IDSs [39, 46].

e Correlating alarms with vulnerabilities in hosts in terms of vulnerability reference

numbers [96].

These schemes increase Accuracy but have some disadvantages. In signature enhance-
ment based scheme, signatures need to be modified and signature detection system is
restarted if the context information is changed. It may be noted that, modifying sig-
natures is tedious. Considering the dynamic context of a network in terms of installa-
tion/unistallation/patching of services and applications in hosts, this technique is not effi-

cient. Improvement in Accuracy by correlating alarms of different IDSs mainly depends
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on correlation engine, which is non-trivial because events of different domains need to be
matched. For example, correlation technique proposed in [46] matches signature detec-
tion system alarms with anomaly detection system alarms generated by HIDS, which is
often difficult because response time of NIDS and HIDS are different. So improvement in
Accuracy using these schemes are not high. The techniques based on correlating alarms
with vulnerabilities in the hosts in terms of vulnerability reference numbers do not require
signature detection system shutdown or signature modification with change in network
context. However, they can improve Accuracy only up to a certain extent because all
signatures of signature detection system (and corresponding alarms) and vulnerabilities

do not have reference numbers [91].

Any scheme that improves Accuracy also leads to drop in Detection Rate [103]. Drop in
Detection Rate canbe tolerated for non-critical applications. However, lowering Detection Rate
for critical applications may lead to serious security threats as some attacks may pass un-
detected. So works reported in [27, 106, 111, 131, 145] proposed to provide a prioritized
list of alarms to the system administrator rather than filtering out some which seems to
be FPs. Now the administrator’s job is to look into the details of top few alarms (based
on a threshold) of appropriate prioritized lists; alarms looked into can be considered as
TPs and the others below in the list are FPs. So effectiveness of prioritization techniques
largely depends on the threshold selected by the administrator and also on the accuracy
of correlation techniques.

From the above discussion it may be stated that an efficient alarm generation scheme
in signature detection systems involves FP minimization and should be based on corre-
lation of alarms with vulnerabilities in the network. However, to cater to the problem
of incompleteness of reference numbers (of vulnerabilities and signatures), more features
that are generated with signature detection system alarms are to be used and suitable
correlation technique is to be developed. Also, while minimizing FPs it must be ensured

that no genuine attack is missed for a critical application.

1.3.2 Issues with event detection systems

Event detection systems basically work by observing sequences of events and then esti-

mating the condition of a system. Such systems can be used for detecting known attacks
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for which signatures cannot be generated. In other words, FNs will be generated by
signature detection systems for such known attacks. So effective alarm generation for
these class of known attacks requires event detection systems. Event detection systems
have been used in HIDS [118, 130, 137], where system calls are considered as events and
then by observing their sequence, the condition of a host is estimated. To the best of our
knowledge, event detection systems have not been applied at the NIDS level. There are
many instances of known attacks at network level for which signature cannot be deter-
mined e.g., ARP spoofing, Internet Control Message Protocol (ICMP) error message based
attacks etc. All the available techniques for detecting such known network attacks are
tailor made. In other words, detection scheme for one category of such (known) attacks
cannot be applied for others, even if they are of similar nature.

Major techniques to detect ARP spoofing attacks and their corresponding limitations are

given below.
e Static IP-MAC pairing. This is not acceptable in a dynamic environment.

e Watch for changes in IP-MAC pairs in traffic [3, 8]. This technique may fail entirely
if the first IP-MAC pair sent in the network is spoofed.

e Cryptographic technique based authentication before accepting any IP-MAC pairs
[57, 85]. Cryptographic techniques increase computation overhead and modifies the
standard ARP.

e Active probing to verify genuineness of new IP-MAC pairs [112]. Active probing in

[112] is done in TCP layer, resulting in violation of network layering architecture.

Further, the schemes for detecting ARP spoofing attacks cannot be applied for other cases
of similar type e.g., ICMP error message based attacks.

The idea of using event detection system in HIDS is generic and can be adapted in
NIDS for many attacks of similar kind (as the ones handled in [118, 130, 137]) e.g., ARP
spoofing, ICMP error message based attacks etc.

So, from the above discussion on ARP spoofing attacks and event detection systems
on HIDS [118, 130], it may be stated that the idea of event detection system can be adapted
to NIDS. This forms a systematic way of analyzing the events to detect attacks and can

be generically applied for all attacks which can be mapped to “difference in sequence
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of events”. Alternatively speaking, these attacks do not lead to change in syntax or
semantics of network traffic nor do they lead to deviation in traffic statistics. So they
cannot be detected using signature IDS or Anomaly IDS. Attacks of such nature can be
better detected using event detection systems which work by sending active probes and
monitor resulting difference in sequence of events under normal and attack situations. So
event detection systems would lead to effective alarm generation for all such attacks. In
case of ARP spoofing, the technique should have some extra properties like, (i) should
support dynamic environment, (ii) should not modify the standard ARP or network
layering architecture, (iii) should generate minimal extra traffic in the network, (iv) should

detect a large set of ARP attacks and (v) hardware cost of the scheme should not be high.

1.3.3 Issues with anomaly detection systems

By the nature of its working anomaly detection systems generate a baseline profile of
normal system activity and any observation of deviations are flagged as intrusions. As
network behavior is dynamic and intrusive activity sometimes differs slightly compared
to normal activity, these methods suffer from both FPs and FNs [56]. So effective alarm
generation for anomaly detection systems require reduction in both FPs and FNs (i.e.,

improvement in both Detection Rate and Accuracy).

1.3.3.1 Issues with header based anomaly detection systems

As the network packet header has a definite structure (i.e., number of fields, their length,
type etc.) it is relatively easy to build a model for normative system behavior. So, in case
of header based anomaly detection systems, fairly high Detection Rate and Accuracy have
been achieved [76, 80, 104] for the attacks detectable by header statistics.

Another important requirement of header based anomaly detection systems is to offer
quick decisions on the analyzed traffic as they need to handle less number of features
compared to payload based anomaly detection systems. Most of the algorithms proposed
for anomaly detection systems fall into cluster analysis category [44]. Asnetworks become
faster in operation, the amount of data that needs to be analyzed becomes huge. Moreover,
many clustering techniques require more than one pass to generate clusters, hence most

of the anomaly detection systems cannot work for such high speed networks. To handle
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this situation, ADWICE [41] proposed a header based anomaly detection system which
is based on the well known data summarization technique BIRCH [152]. Summarization
techniques derive a summary information from the dataset and processing is done on
this summary rather than the whole dataset. This scheme can handle fairly large dataset,
however, false alarms are higher compared to other header based anomaly detection
systems without summarization. So, in header based anomaly detection systems, issues
of false alarms are of more concern when data summarization is used to handle large
dataset. In other words, effective alarm generation is an important issue in header based

anomaly detection systems where data summarization is used.

1.3.3.2 Issues with payload based anomaly detection systems

Modeling normative behavior of packet payload and analysis for anomaly detection is
difficult compared to header based schemes. This is because, unlike header, there is no
defined structure for payload and payload size is large, thereby making any analysis
computationally expensive. Further, payload of different applications differ in nature.
In order to learn the benign behavior of these applications a separate model needs to
be built. Approaches found in the literature for payload based anomaly detection [103,
134, 135, 149] mainly use n-gram analysis technique. These techniques require normal
packets from application specific data for modeling and provide good Detection Rate. In
other words, if pure normal dataset can be made available for training, payload anomaly
detection systems [103, 134, 135, 149] can detect a large number of application level attacks.
However, availability of a dataset that comprises only normal packets is far from reality
in a practical scenario. Detection Rate falls drastically in these systems if the training
dataset is contaminated with attack packets. So, given the practical difficulties in getting
a clean dataset, payload based anomaly detection systems, which can tolerate impurities
in training dataset to some extent is necessary. In other words, effective alarm generation
for payload based anomaly detection systems requires attack detection (i.e., improvement
in Detection Rate) when the training dataset has impurities. The problem of effective
alarm generation in anomaly detection systems with impure training dataset has been
addressed for HIDS (i.e., system calls) in [99]. However, to the best of our knowledge,
there is no payload based network anomaly detection system which can handle impure

training dataset.

TH-1076_NHUBBALLI



12 Chapter 1. Introduction

1.4 Contributions of the thesis

In the last section, issues regarding effective alarm generation with all the three types
of IDSs, signature, event and anomaly detection systems were discussed. This thesis
provides solutions to the issues raised and has the following main contributions leading

to effective alarm generation.

e A FP alarm filtering scheme for signature detection system, taking into account the
network context information is proposed. First a dynamic threat profile representing
the vulnerabilities present in the network being monitored is built. Following that,
a neural network based correlation engine for filtering FPs generated by the sig-
nature detection system is used. The engine correlates network threat profile with
the alarms, in terms of many common parameters like IP address, port number,
vulnerability reference number etc. As an enhancement to this scheme, criticality of
the application being targeted by an attack is examined, before eliminating the cor-
responding alarm estimated to be FP. Criticality of applications are modeled using
Finite State Machine (FSM) based framework. All alarms which are declared as FPs
(by the filter) are evaluated with the criticality of the application against which the
corresponding attack is launched. If the attack is against a critical application, the
corresponding alarm is passed even if it is declared as FP. On the other hand all FP
alarms against non-critical applications are dropped.

The proposed application criticality aware FP filter provides effective alarms in sig-
nature detection systems by achieving high Accuracy yet maintaining 100% Detection Rate

for critical applications.

e A Discrete Event System (DES) based event detection system for ARP attacks is pro-
posed. Certain extensions over the classical failure detection and diagnosis theory
of DES [42] are made in the proposed event detection system namely, (i) incorpora-
tion of timing information in the model transitions and (ii) use of active probes to
differentiate events in normal model compared to faulty model.

This event detection system can detect a large class of ARP attacks (thereby result-
ing in effective alarms), maintains standard ARP and does not have much hard-

ware/software overheads.
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e A header based anomaly detection system for handling voluminous network traffic
is proposed. The anomaly detection system uses a data summarization technique
based on BIRCH, which enables it to handle large datasets. The anomaly detection
system makes some modification in the BIRCH algorithm which achieves better clus-
tering thereby resulting in higher Detection Rate and Accuracy. The modifications in
the BIRCH algorithm involve (i) use of cluster quality indices (instead of threshold),
(ii) comparison of a new point with all clusters for finding the nearest one (instead of
hierarchal comparison) and (iii) capability of handling both categorical and ordinal
attributes (instead of only ordinal attributes).

It is shown experimentally that the proposed anomaly detection system achieves
better clustering and therefore alarms generated are more effective compared to

similar schemes reported in the literature.

e A payload based anomaly detection system which is tolerant to impure training
dataset is proposed using n-gram based statistical models. Tolerance to impure
training dataset is achieved using higher order n-grams and keeping frequency
information of the n-grams seen in the training dataset. However, keeping frequency
information and use of higher order n-grams is complex in terms of time and space
complexity. In the proposed scheme, an efficient data structure termed as n-gram-
tree is used which can store higher order n-grams with frequency information.
Experiments illustrate that level of tolerance to impurity is higher in the proposed
payload based anomaly detection system. This results in alarms generated being

more effective compared to similar schemes reported in the literature.

1.5 Organization of the thesis

The organization of the dissertation is as follows.

Chapter 2: This chapter provides an overview of existing IDS techniques and discusses
their limitations.
The subsequent chapters, Chapter 3 through Chapter 6, deal with one contribution each,

discussed in the last section.
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Chapter 3: This chapter deals with FP minimization technique for signature detection
systems.

Chapter 4: In this chapter the event detection system for detecting ARP attacks is pro-
posed.

Chapter 5: This chapter presents the header based anomaly detection system based on
data summarization technique.

Chapter 6: This chapter proposes the payload based anomaly detection system, which is
tolerant to impure training dataset.

Chapter 7: This chapter summarizes the work described in this thesis and provides direc-

tions to future work in this area.
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Chapter 2

Background and literature survey

2.1 Introduction

Intrusion detection deals with discovering malicious activities (e.g., break-ins, penetra-
tions, and other forms of unauthorized access) in a system. At present as almost every
computer is connected to the Internet, they become potential targets of intrusions (or at-
tacks). In the context of computer networks, Intrusion Detection System (IDS) is a device
or software that monitors network and/or system activities to detect attempts to compro-
mise confidentiality, integrity and availability of network resources. One of the earliest
work on intrusion detection in computer networks is by James. P. Anderson [32]. In the
seminal article the author presented a threat model which describes internal penetrations,
external penetrations and misfeasance. Further, a surveillance system for detecting all
the three types of activities is discussed. In another major work, D. E. Denning [49] de-
scribed that users have a defined set of actions and intrusions can be detected assuming
the intrusions deviate from the defined set of actions. The model is typically an anomaly
detection system as user behavior is profiled and deviations are detected as intrusions.
Several models based on simple statistics, Markov techniques and time series analysis are
discussed to build such a profile.

Since 1980 (after the Anderson’s seminal paper) sophistication of attacks or intrusions
has increased enormously. By contrast, the necessary intruder’s knowledge to create an
attack is decreasing. This is due to the fact that, multiple tools on the Internet are available

(freely), which make generation of attack easier. Figure 2.1 (adapted from [5]) shows
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this development of increasing sophistication of attacks and decreasing requirement of
intruder’s knowledge over time. To cope up with this increasing sophistication and
number of attacks, smart IDSs are becoming indispensable. There are quite a good number
of IDSs available in open source, commercial and research laboratories. Before any IDS
is deployed at a network it is evaluated for some essential performance requirements.
The parameters used for evaluation are summarized by Stefan Axelsson [33] and are

enumerated below.

e Effectiveness: Effectiveness specifies to what degree IDS can detect attacks into the
target network and at the same time how many detections are for genuine attack

cases. Effectiveness is also called effective alarm generation.

e Efficiency: IDS efficiency is measured by many factors like run time utilization of

CPU, hardware and software requirements etc.

e Ease of use: Ease of use of an IDS depends on many factors like, effort required
for installation, up-gradation on change of network context or addition of attacks,

interpretation of alarms etc.

e Security: Security of an IDS pertains to the tolerance of the IDS (software) itself to

attacks.

IDSs found in the literature are generally classified as host based or network based.
Host based IDS (HIDS) analyzes program behavior in terms of system calls, audit log
files etc. to detect attacks. On the other hand, Network based IDS (NIDS) tries to detect

malicious activity by monitoring network traffic.

2.1.1 Host based intrusion detection system

A host based IDS typically monitors and analyzes internals of a computing system like
system calls, log files etc. to detect malicious activities. Some of the major techniques
used by HIDS are discussed below.

2.1.1.1 File integrity checkers

One popular method for detecting intrusions is by checking key system files and exe-

cutables via checksums at regular intervals for unexpected changes. A good example is
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Figure 2.1: Increasing attack sophistication and decreasing attacker’s knowledge (from

[10])

keeping a hash value of an important file which is not supposed to be changed by any
user other than system administrator. File integrity checker periodically computes hash
value of a file and compares it with the stored initial value to detect any alterations. It
raises an alarm if there is a change.

Tripwire [71] is an example of file integrity checker. It compares a designated set of
tiles and directories against information stored in a previously generated database; any
differences are flagged and logged. When it is run against system files on a regular basis,
any changes can be spotted.

Advanced intrusion detection environment [2] is another example of integrity checker.
AIDE generates a database of various file attributes namely file permissions, inode num-
bers, user, group, file size, mtime and ctime, atime, growing size, number of links, link
name etc. It also creates a cryptographic checksum or hash of each file using one or a
combination of the following message digest algorithms— SHA1, SHA256, SHA512, MD5,
RMD160. Similar to Tripwire, changes in stored file attributes and also hash values trigger
alarms.

Osiris [139] is a file integrity monitoring system which monitors a pool of computers.
Each system periodically exports its file snapshots to a central entity. These snapshots are

compared with the snapshots stored in databases of individual hosts in the central entity.
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Any changes in the snapshots are notified with alarms.
Integrit [15] and Afick [13] are other two examples of HIDS, which use file integrity
checking.

2.1.1.2 Log file analysis and pattern matching

In log file analysis, attacks are encoded in terms of regular expressions. HIDS engine
searches these log files for known patterns using regular expressions and upon finding a
match an alarm is issued to administrator. MultiTail [16] is an example of log analyzer.
Simple WATCHer [1] is another log file analysis based HIDS which works with syslog in

Unix systems.

2.1.1.3 Statistical approach

Samba [114] proposed that there are some attributes in a host whose statistics can be used
to characterize normal condition and any deviation can be considered as attack. Examples
of such attributes include session duration, number of files opened, number of print jobs,
CPU usage patterns, login failures by user name/password mismatches etc. The scheme
performs two stage activity for detecting attacks. First is the identification of unusual

activity in the set of observed features and second is performing statistical tests on the set.

2.1.1.4 System call monitoring

These methods assume that a program in execution follows a well defined structure of
generating system calls. Standard or normal sequence of system calls is collected in two
ways — (i) synthetically, by exercising as many normal usage patterns of a program as
possible, (ii) in a live user environment by tracing actual execution of a program. An
attack would change the sequencing of system calls. HIDS monitors the sequence of these
system calls and alerts if the sequence is deviating from the standard format. Stephanie

Forrest et al. have authored series of articles [54, 59, 120] based on system call monitoring.

2.1.1.5 Hybrid methods

Latest HIDSs use all the approaches discussed above in an integrated manner, called
hybrid HIDS. For example, Samhain et al. [22] have developed an HIDS using hybrid

TH-1076_NHUBBALLI



2.1. Introduction 19

NIDS

il

B2 8 8588

Figure 2.2: An example of NIDS deployment

approach comprising file integrity checking, log file analysis and monitoring. It facili-
tates monitoring multiple hosts with different OSs and provides centralized logging and

maintenance.

2.1.2 Network based intrusion detection system

NIDS derives its name from the fact that it monitors a network rather than a host. More
precisely, it monitors an entire network segment consisting of several hosts. An NIDS
attempts to detect malicious activities by monitoring network traffic (series of packets
exchanged in the network segment). NIDS is normally deployed on a host which receives
entire network traffic for analysis. In order to feed all network traffic to NIDS, the network
interface card of the host on which NIDS is running is put in promiscuous mode. ' NIDS
is deployed at every network segment (subnet) as shown in Figure 2.2. In the figure there
are three NIDSs to monitor three subnets. Two of the subnets are having only servers and
third one is having hosts.

Today majority of the attacks come from the Internet. So NIDS becomes an important
security component. The primary focus of this thesis is effective alarm generation of
NIDS and subsequent discussions mainly deal with NIDS. NIDSs are divided into two
types based on the kind of attacks they detect—(i)known attacks only and (ii)known and

In normal mode a NIC card passes only those packets to upper layers (of network stack) whose MAC
address is same as that of the NIC card. In promiscuous mode NIC card passes all received packets to upper
layers.
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unknown attacks. These two techniques are elaborated in the next two subsections.

Rest of the chapter is organized as follows. Section 2.2 presents literature review
of NIDS for known attack detection. This section discuses two such types of NIDSs
namely, signature detection system in Subsection 2.2.1 and event detection system in
Subsection 2.2.2. Section 2.3 highlights works reported in the NIDS literature on unknown
attack detection, termed as anomaly detection system. Subsection 2.3.1 deals with header
based anomaly detection system and Subsection 2.3.2 deals with payload based anomaly

detection system. Finally the chapter is concluded in Section 2.4.

2.2 Known attack detection

Known attacks are the ones whose details in terms of its effects and vulnerable target
OSs/applications etc. are published in the public domain. Common Vulnerability Ex-
posure (CVE) [9], National Vulnerability Database (NVD) [17], Internet Security Systems
(ISS) [14] and Bugtraq [24] are some of the examples of public forums which publish
recently discovered security flaws in various applications and OSs. Almost all of these
databases adopt a standard method of describing and keeping track of reported vulner-
abilities. For instance, CVE has the following format. Each entry in the CVE database is
given a number which uniquely identifies it. This number is also called as identifier. It is
a combination of the word “CVE”, year of discovery and sequential number in that year.
It also includes a short description about the target application and list of all the versions
of application(s)/OS(s) known (till date) to be vulnerable.

An example of a vulnerability as recorded in CVE is given below,

identifier: CVE-1999-0003,

description: Intruder is attempting to exploit the buffer overflow weakness in ToolTalk and
vulnerable software configurations: tritreal:ted_cde:4.3, irix:5.2, irix:5.3, irix:6.0, irix:6.1, irix:6.2,
irix:6.3, irix:6.4.

Based on the detection technique used, IDS for known attacks can be of two types—(i)

signature detection system and (ii) event detection system.
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2.2.1 Signature detection system

Signature detection systems work by examining network traffic for well-known patterns
or signatures to detect attacks. The term signature (also called rules) refers to nothing
more than a basic definition of an attack. In other words, for every known attack a pattern
or signature is stored in the database of signature detection system and network activity
is compared with these signatures. If a match is found an alarm is raised. Many of these
signatures are written by experts after running a known exploit several times, monitoring
the data as it appears on the network and looking for a unique pattern that is repeated
on every execution of the exploit. This method works fairly well at ensuring that the
signature will consistently match an attempt by that particular exploit.

Although thereis no general answer for what exactly is there in an attack signature, they
consist of several components used to uniquely identify an attack. An ideal signature will
be as simple as possible and will be capable of detecting the target attack. If the signature
is simple it is easier to search for a match in the data stream (of network packets). On
the other hand complex signatures may pose a serious processing burden. As there
are varying types of known attacks, there are different types of signatures too. There
are signatures ranging from those which define the characteristics of a single IP option
to others, which define payload of an attack. Some even combine these two. Many
signature detection systems provide support for regular expression pattern matching for
writing signatures. Regular expressions provide wildcard and complex pattern matching
which result in a more accurate representation of an attack. For example, in order to
look for an e-mail message having an executable attachment, typically signature detection
system should look for the pattern name =< some — name > .exe, where “some-name”

“"__rr

may be any valid filename. The difficulty with pattern matching is that, sign can
be preceded or followed by any number of spaces and tabs. For example, the pattern
should match name = run —me.exe. Signature detection systems which are not equipped
with regular expression matching do not have the ability to specify that there can be any

“"__rr

number of spaces and tabs around the “=" and will only look for the standard number of

“__r

spaces around the “=". By surrounding with spaces and tabs, an attacker can send a
virus infected executable, while hiding the attack from a signature detection system (not
equipped with regular expression matching). A classical example of pattern matching for

attack detection is to check for the pattern “/cgi-bin/phf?”, which indicates an attempt to
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access a vulnerable CGI script on a web-server. Snort [113] and Bro [102] are two widely

used signature detection systems.

2.2.1.1 Snort[113]

Snort is an open source signature detection system capable of performing real time traffic
analysis and packet logging in IP networks. It can perform protocol analysis, content
searching/matching and can be used to detect a variety of attacks such as probes, buffer
overflows, stealth port scans, CGI attacks, SMB probes, OS fingerprinting attempts etc.
Snort has four basic components- (i) sniffer (ii) preprocessor (iii) detection engine and
(iv) reporting and logging. In its most basic form, Snort is a packet sniffer. However, it is
designed to take packets and process them through a set of preprocessors and then check
those packets against a series of rules (through the detection engine). If any packet finds
a match with some rule an alarm is triggered. These alarms can be dumped to a database
or can be viewed online. Internal components of Snort are shown in Figure 2.3 and a brief
discussion about each component is as follows.
Sniffer: Packet sniffer collects packets for evaluation by other components. It is written
using libpcap library [21] which is a standard software module adopted for many network
packet sniffers and applications.
Preprocessor: Preprocessing is an evaluation step before the network packets are passed
to the detection engine. Preprocessor contains a set of plug-ins. Plug-ins either detect
particular type of behavior which is not detectable by rules (in detection engine) or convert
packets such that they can be evaluated by rules in the detection engine. For example,
one of the plug-in detects port scans. Detecting port scans require keeping statistical
measures of some attributes over a series of packets. This plug-in raises an alert when
count of some measured attributes exceed a preset threshold. Similarly another plug-in
detects fragmented packets which requires multiple fragments of a packet to be collected.
It reassembles fragments into original packets and hands it over to the detection engine.
The advantage of these plug-ins is, one can turn on any (all) of them based on attack
detection requirements.
Detection engine: It is the main attack detection component of Snort. It uses a database of
rules and each rule pertains to a specific attack. Network packets which are passed from

preprocessor module are matched against these rules. If the packets match any rule, an
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alert is sent to the reporting module.

Reporting module: This module receives the alerts and either dumps them into a database
or sends them to the administrator, if processing is configured as off-line. In case of on-line
configuration, the reporting module sends the alerts to an interface in real time.

Snort is implemented in C in the following five modules.

e decode.c: Packet decoder

rules.c: Rules engine

detect.c: Detection engine

log.c Logging engine

Snort.c Main Snort code

Effectiveness of Snort depends on the quality of rules written. Understanding and
writing rules is an important aspect of Snort. A brief description of rules follows.
Snort rules: A Snort rule can be divided into two main components as rule header and
rule body. Snort rule header is the main portion of a signature, since it identifies what
should be done when the rule is flagged (i.e., its action). The rule header is again divided

into four main parts as follows.

e Rule action: Defines what action should take place when a rule is triggered. One

can configure either to log the alert or to trigger other rules.
e Protocol: It indicates what protocol packet to use for analysis.

e Source information: This specifies the IP address of the source host. There are two

options for specifying the address, either an absolute IP address or an CIDR address.
e Destination information: This field specifies the destination IP address.

Rule body is essentially an extended portion of the rule and mainly specifies options like,
what content is to be searched in the packet payload, message to be displayed when the
rule is triggered etc. Snort allows to search the payload content either in binary or ASCII

format.
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A simple example of a rule which detects “land” attack is shown below. In this attack,
a packet is sent to a victim host with same source and destination IP addresses.
alert ip any any — > any any (msg : ”"Same Source and Destination IP Address”; sameip; ).
The portion of the rule “ip any any — > any any” is the header. It specifies the protocol to
look for is IP. The leftmost “any” (on the left side of arrow) specifies source IP address to
be any valid IP address, meaning the packet can originate from any host. Similarly, the
next “any” specifies the port number to be any valid port number. Finally, “any any” at the
right hand side of arrow signifies the destination IP address and destination port numbers
can be anything. Body of the rule is within the bracket. It simply has a message for the
administrator saying there is a malformed packet having same source and destination IP
address (which is not allowed in TCP/IP suite).

2.2.1.2 Bro[102]

Bro is an open source, Unix-based signature detection system. Similar to Snort, it also first
parses the network traffic to extract application level semantics. It detects intrusions by
comparing network activity with attack patterns specified in rules. Its analysis includes
detection of network attacks (those defined by signatures) and also unusual activities
(e.g., certain hosts connecting to certain services, patterns of failed connection attempts,
network statistics variations etc.). Bro can monitor high bandwidth networks because it
works by eliminating packets from detailed analysis which are not of interest. Bro uses a

custom scripting language to write the rules.

2.2.1.3 Pros and cons with signature detection systems

Intrusion detection community has developed a number of different signature detection
systems, which work in particular domains or networks (e.g., Internet or Intranet), in
specific environments (e.g., Windows NT or Solaris) and at different levels of abstraction
(e.g., only header or full packet). The main advantage of signature detection systems is
that they can detect known attacks or intrusions very well. In other words, most of the
signature detection systems have reasonably acceptable Detection Rate for known attacks.
The biggest disadvantage is that signature detection systems can not detect new or novel

attacks. Further, even in the context of known attacks, the major issue with these systems
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is of large number of False Positives (FPs). Sometimes up to 98% alarms generated by
commercial signature detection systems are FPs [105, 128].

In signature detection systems, FPs are generated because generally these systems are
run with default set of signatures. So whenever there is a match between network traffic
and attack signature an alert is raised, irrespective of the fact whether the attack can exploit
any vulnerability. An example of the situation arises when land, a windows 98 based attack
is launched against a windows 7 machine (where it is patched). In general, there is always
a limited number of known vulnerabilities which can be exploited in a network compared
to the number of signatures in a default database, which is the reason for large number of
FPs. Another major cause for FP generation is loosely written signatures.

Although the issue of FPs is a major problem in signature detection systems, False
Negatives (FNs) are also generated by these systems for known attacks. The main reason
for FNs is, small variations around pertinent attack created by attackers to defeat signature
detection systems. The solution to the problem is to develop good quality signatures
capable of handling these deviations.

In the next Subsection a taxonomy of various techniques found in the literature for
FP minimization in signature detection systems is given. This section also points out the

issues with these methods.

2.2.1.4 False positive minimization in signature detection systems

FP minimization schemes found in the literature can be grouped into three classes —(i)
signature enhancement (ii) alarm mining and (iii) alarm correlation. Subsequently all the

three types are elaborated.

I. Signature enhancement
In the signature enhancement based schemes signatures are basically augmented with
additional evaluation information. This information specify the instances when the par-
ticular signature is applicable. For example, the additional information may be vulnerable
target applications.

Many signature detection systems use network byte sequences as signatures to detect
intrusions (as is the case in the above example of land attack). Sommer etal. [121] proposed

an enhancement to these byte level signatures with network context information. Further,
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they have also enhanced the signatures so that comparison with network packets can
be done efficiently. The two levels of enhancements are—(i) providing regular expression
support to write signatures and (ii) providing connection state information to the detection
engine. It is to be noted that network traffic has to be matched with each signature
separately in the database, which is computationally expensive. Since regular expressions
are closed under union operation, new regular expressions can be obtained by combining
more than one regular expressions. So expressing signatures using regular expressions
facilitates simultaneously matching of more than one signature with network packets.
The second enhancement basically attempts at finding additional information which can
give some insight about the success of an attack before generating an alert (triggered by a
signature match). Authors use Bro as a the signature detection system for demonstrating
the usefulness of their method. Bro has a built in suit known as analyzers. These
analyzers follow a connection between two end points and extract connection specific
information, e.g., http URI’s visited, FTP commands used within a connection etc. So by
passive monitoring of network traffic, information about applications, OSs etc. running
in the hosts are collected. A list of vulnerable applications in each host is generated
using the information collected passively. The idea is to use the additional vulnerability
information along with a signature to determine success of the corresponding attack.
Now, only matching a signature is not enough to trigger an alert. In addition, success of

an attack is also determined before issuing the alert.

A similar approach presented in [92], uses an object oriented paradigm for modeling
signatures along with context information. A prototype version of the signature detection
system called “Passive Network Monitoring Technique (PNMT)” is designed. Context
information in the model is populated by a passive learning mechanism, and hence the
name. For example, when PNMT discovers the target OS of a particular host it creates an
object. Similarly, when an open port is discovered (when data is exchanged on that port)
for the host in question it updates this information in the corresponding object. Signatures
are written with the help of these objects by enforcing constraints on them. As matching
of packets with rules in PNMT is in object oriented paradigm whenever a new packet
arrives an object of the packet is created. A simple example (given below) of how these
signatures differ from Snort signatures is useful in understanding the concept of context

aware signatures.

TH-1076_NHUBBALLI



28 Chapter 2. Background and literature survey

“Microsoft distributed transaction” service is vulnerable to large packets sent by intruders.
This attack generates a buffer overflow which triggers a denial of service for the Microsoft
distributed transaction service. A Snort rule which is used to detect this attack is shown
below.

alert tcp EXTERNAL_NET any — > HOME_NET 3372 (msg : DOS MSDTC attempt; flow :
to server, established; dsize :> 1023;

reference : bugtraq,4006; reference : cve,2002 — 0224; reference : nessus,10939; classtype :
attempted — dos; sid : 1408; vrev : 10;)

This Snort rule searches for TCP packets coming from any external network from any port
to any computer inside the network on port 3372. If one packet with these characteristics
is part of an open TCP session and also if the size of this packet is bigger than 1023 bytes,
then Snort sends a DOS MSDTC attempt (a denial of service attempt on the Microsoft
distributed transaction service) message to the network administrator.

PNMT signature for the above Snort signature is shown in Table 2.1. In the PNMT
signature, p1 represents the object of a packet. It may be noted that this rule describes that,
an alarm is raised if the payload of the packet p1 is bigger than 1023 bytes and if there is an
active session between the source IP address and the destination IP address on port 3372
of the packet p1; this part is same an in case of Snort signature. The difference between
the PNMT signature and Snort signature is that, PNMT rule will raise an alarm only if
it is able to confirm that destination host of the attack has a Windows 2000 or Windows
NT OS. This is enforced with an additional check of OS stack (this step is shown in bold
letters in the PNMT signature in Table 2.1).

Some of the advantages of signature enhancement based methods are as follows.
e Analysis of the traffic with signatures as well as network context leads to low FPs.

e As signature is enhanced, comparison technique (signature and traffic) remains

almost similar as in ordinary signature detection systems.
Some of the disadvantages of the technique are given below.

e Signatures are complex and modifying them is tedious and error prone. For example,
if it is discovered latter that “Microsoft distributed transaction” is vulnerable also in

windows millennium, then PNMT rule shown in Table 2.1 needs to be modified. The
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process of updating signatures selectively in a local environment needs knowledge

and experience.

e Signature detection system needs to be shutdown when signatures are updated, so

the technique leads to system downtime.

Table 2.1: PNMT signature

Context: Packet

inv: Packet.allInstances()— >forAll(pl—p1l.data.size() > 1023 and
pl.tcp.destionationPort = 3372 and
Session::sessionOpen(p1l.ip.destinationAddress,
pl.ip.sourceAddress, pl.tcp.destinationPort,
pl.tcp.sourcePort) and
(IPStack::hasOS(p1l.ip.destinationAddress,
Windows, NT) or
IPStack::hasOS(p1l.ip.destinationAddress,
Windows, 2000)

implies
Alarm::logAttack(pl.ip.sourceAddress,
pl.ip.destinationAddress,
pl.tcp.sourcePort, pl.tcp.destinationPort,
pl.time, DOS MSDTC attempt)

II. Alarm mining
Data mining pertains to the act of analyzing data from different perspectives and sum-
marizing into useful information. In the context of false alarm minimization, a database
of signature detection system alarms are mined to identify FPs and TPs. Data mining
techniques can be applied to alarms generated by signature detection systems because
these alarms are rich in information in terms of attributes related with an attack like, IP
addresses, port numbers, protocol etc. The idea here is to use these attributes and mine
all the alarms for summarizing them into either TPs or FPs. These characteristics learnt
during the mining stage may be used to classify future signature detection system alarms.
Kim et al. in [70] generates a decision tree model for alarm classification. This classifier
includes two phase activity. First is a feature constructor which extracts right features
for classification; a preprocessor determines highly correlated attributes and groups the
alarms based on that. Next step is of association rule mining which extracts interesting

relationship between the attributes. The system is trained with the rules generated from
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the association rule mining stage and tested. As this method works on a feature ranking
scheme, some features which are near the root node find importance over others. For
example, if IP address is the first attribute after the root node and next is port number in
the decision tree, priority to IP address is higher than the port number. Quality of results
obtained using this scheme is highly dependent on the feature rank used.

Pietraszek et al. [105] proposed a model whose task is to build an alarm classifier to
classify alarms (as TP of FP) in run time. Proposed model uses a hybrid of two approaches—
one part comprises data mining of historical alerts and passing the knowledge learnt to a
human expert and the other part tunes the signature engine to reflect the learnt behavior.
The scheme uses various network entities for building the classifier and these network
entities are represented as a topology tree much similar to the decision tree. Alerts are
clustered based on the similarity of their attributes such as IP address, port numbers etc.
after traversing the topology tree. The problem with this technique is involvement of
human in the loop to tune the signature detection system which limits its practical utility.

Julischetal. in aseries of articles [66, 67, 68, 69] proposed the idea of learning patterns of
FPs and then classifying new alarms as false or true. Two different data mining algorithms
namely, episode mining and clustering algorithms are used in the experiments.

Some of the advantages of mining alarms for filtering FPs are as follows.

e Training and building a classifier is relatively easy when labeling of alerts can be

done.
e Technique is more or less automated without involving human in the loop.
Some issues with the scheme are given below.

e Labeling of alarms may not always be possible, considering the sheer number of

alarms.

e Since the underlying network contextis dynamic, it may not always be possible to use
mining techniques. For example, even small changes in the network configuration
like patching an application, OS upgrading etc. have an impact on the threat level
of a particular attack to the target network.

e Since signature detection system can trigger thousands of alarms per day scalability

is an issue.
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e Alarms can have mixture of numerical, categorical, time and free text attributes.

Alarm mining algorithm should work well with the mixture of attributes.
e Alarm mining techniques work offline.

III. Alarm correlation

Techniques based on correlation of alarms of more than one type of detection system
decrease the number of FPs. If more than one type of detection system, raise alarms at a
given instance, then the probability of the alert being TP is high.

Chyssler et al. in [46] proposed a framework for correlating Syslog messages and
alarms generated by HIDS with NIDS alarms. Correlation begins by removing Syslog
messages and HIDS alarms through a first stage of filtering which are known to be non-
effective. It is claimed that filtering is a necessary step because HIDS and Syslog contain
a lot of non-interesting alarms/information which need to be removed [46]. Two types
of filtering schemes are used, one is static and the other is dynamic. Static filtering
removes those alarms which are not suspects. Dynamic filtering is based on a “Naive
Bayesian Learning” algorithm which classifies alarm messages based on word statistics
in the alarm. Alarms and messages which pass through two filtering stages are used for
correlation with NIDS alarms. For every NIDS alarm, host level information generated by
HIDS alarms and Syslog messages within a time window are correlated. If a correlation
is found an additional check is made on how frequently that type of NIDS alarm is raised.
It is interpreted that, frequently occurring alarm is due to either a misconfiguration in the
software or a denial of service attack attempt or a bug in the software. Based on all the
above stages of analysis an alarm is passed to the administrator. In the implementation,
NIDS used is Snort and HIDS is Samhain.

An engine to correlate alarms generated by signature detection system and anomaly
detection system is proposed by Bolzoni et al. in [39]. Anomaly detection component
is a payload based anomaly detection system called POSEIDON. It models the payload
information of network packets by n-grams. POSEDION is deployed in the reverse
channel to monitor the outgoing traffic, so it is called Output Anomaly Detector (OAD).
OAD monitors the reverse channel for abnormal behavior and signature detection system
monitors the forward channel. Whenever signature detection system detects an attack,

it is forwarded to a central entity along with communication end points involved. This
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information is stored in a hash table. Central entity marks this alert as an incident and
waits for some evidence from the OAD on the reverse channel. If OAD also reports any
deviation within a preset time frame for communication end points under consideration,
two events are said to be correlated and passed as TP to the administrator. If there is
no evidence on the reverse channel, alert is dropped as FP. This scheme is based on the
assumption that there should be an anomalous behavior seen in the reverse channel in
vicinity of alarm generation time by signature detection system. Thus, if these two are
correlated a good guess about the attack corresponding to the alarm can be made.

Correlating signature detection system alarms with vulnerability information obtained
by scanning the network being monitored (using vulnerability scanners) can be done to
detect alarms which are for attacks that can exploit some vulnerability. As signature
detection system alarms sometimes generate vulnerability reference numbers, correlation
of alarms with vulnerabilities is possible using these numbers. A feasibility study of
the idea is made in [91]. This survey studied, open source signature detection system
Snort and possible integration with Nessus and Bugtraq databases, in terms of reference
numbers. This idea is implemented by Neelakantan et al. in [96] and illustrated increase
in Accuracy by eliminating the non-correlated alarms.

Some of the advantages of correlation based techniques are the following.

e As the correlation activity is done on alarms, it is decoupled from the detection
engine. So any modification in the network context does not result into detection

system downtime.

e The technique is simpler compared to signature enhancement or data mining based
schemes. There is no requirement to alter signatures or label a huge number of

alarms for training etc.

The basic problem in correlation based schemes arises because events (i.e., signature
detection system alarms) of different domains need to be matched, which is not trivial.
Some of the disadvantages of the correlation based techniques mentioned above are as

follows.

e Syslog information and NIDS alarms with HIDS alarms: Correlating alarms from
NIDS and HIDS is often difficult because response time of NIDS and HIDS are
different.
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e OAD information with signature detection system alarms: The time window used
to look for the correlation is very critical for correctness of the scheme; a very small
time window may lead to missing of attacks while a large time window may result
in increase of FPs. Further, in some scenarios no anomalous behavior is seen in the

reverse channel, for example, no response from the victim.

e Signature detection system alarms with vulnerabilities in terms of reference num-
bers: Limited Accuracy improvement is possible because all signatures (and corre-

sponding alarms) and vulnerabilities do not have reference numbers.

From the discussion in this subsection it is evident that correlation based techniques are
better compared to other approaches because, correlation approach is near real time, do
not require detection system shutdown or signature modification with change in network
context, do not require human factor in the loop etc. The technique based on vulnerability
reference numbers have advantages over the other two schemes [39, 46] because it does
not involve correlation of information from diverse domains. In other words, the reference
number based scheme provides a standardized relationship for correlation [91]. However,
the issue of incomplete reference numbers has to be addressed. Present thesis has a

contribution to address this issue.

2.2.1.5 Compromise in Detection Rate due to increase Accuracy

All the three basic techniques discussed earlier eliminate FPs thereby leading to effective
alarm generation. However, schemes that minimize FPs (i.e., improve Accuracy) also com-
promise Detection Rate because sometimes attacks which can exploit some vulnerability
(TP) are dropped. The reasons for compromise in Detection Rate are due to factors like hu-
man errors in modifying signature to accommodate context information, misclassification
in data mining techniques, error in correlating information from different domains etc.
Hence, there is a tradeoff regarding Accuracy and Detection Rate. Drop in Detection Rate
can be tolerated for non-critical applications. However, lowering Detection Rate for critical
applications may lead to serious security threats as some attacks may pass undetected.
So works reported in [27, 106] proposed to provide a prioritized list of alarms to the
system administrator rather than filtering out some which seems to be FPs. Following

that, administrator’s job is to look into the details of top few alarms of the prioritized
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lists; alarms looked into can be considered as TPs and the others below in the list are FPs.

Alarm prioritization techniques reported in [27, 106] are discussed below in brief.

Porras et. al. in [106] proposed an alert ranking technique known as the M-Correlator.
This scheme considers three types of information namely, (i) alerts from different security
systems like signature detection systems, firewalls etc. (ii) network configuration (in terms
of vulnerabilities vis-a-vis IP addresses, port numbers, applications/OS in execution etc.)
and (iii) user defined parameters like criticality of applications, amount of interest in a type
of attack etc. All these information are correlated to generate the rank of a particular alert.
Different lists of alarms prioritized by various parameters are generated. Also, related
alerts can be grouped together using a clustering algorithm to generate a consolidated list

of alert messages.

Alsubhi et al. in [27] extended the technique presented in [106] by considering more
security components namely, anomaly detection systems alarms, multiple IDSs located
at different locations in a network etc. Information drawn from all these sources are
correlated and list is generated with prioritized alarms.

Other notable works in this direction are [111, 131, 145].

So from the above discussion it may be noted that effectiveness of prioritization tech-
niques depend on skill of the administrator and also on the accuracy of correlation tech-
niques. As discussed before, correlation involving information from several domains is
non-trivial. So in alert prioritization techniques also, alarms for attacks capable of ex-
ploiting vulnerabilities may be missed. This case may arise if administrator considers a
high threshold for looking into the alarms in the prioritized list. Another cause may be
due to inaccuracy of correlation schemes, which may result in assigning non-appropriate
priority scores to alarms. This changes ordering of alarms in the list which lead to drop
in Detection Rate. For example, if administrators decides a threshold which takes top 100
alarms in the list then all alarms ranked below 100 are not considered. Any such alarm
which is not considered but ideally should have been within the top 100 positions leads to
drop in Detection Rate. None of the papers [27, 106] have discussed quantitative results for
Accuracy and Detection Rate with varying experimental scenarios in terms of prioritized

lists and behaviors of administrators.

From the above discussion it may be stated that any scheme to minimize FPs in

signature detection system must also ensure that, no genuine attack is missed for a critical
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application. Further, task of administrator is to be made easy. In this thesis the proposed

FP minimization filter is suitably enhanced to cater to this issue.

2.2.2 Event detection system

There is a class of known attacks for which signatures cannot be generated because
these attacks do not change the syntax and sequence of network traffic under normal
and compromised situations e.g., Address Resolution Protocol (ARP) spoofing attack in
a Local Area Network (LAN) [75], Internet Control Message Protocol (ICMP) attacks
using error and informational messages [19]. Such attacks change the intended behavior
of the network communication. For such attacks it is not possible to write a signature
although what happens in the attack is exactly known. Detecting such attacks requires
keeping track of sequence of network packets also called events. The IDS, called event
detection system is basically an event or state estimator which observes sequences of
events generated by the network to decide whether the states through which the system
traverses correspond to the normal or compromised condition. However, in a default
case there may not be a difference in sequence of events under attack situation compared
to normal condition. Active techniques e.g., sending probe packets are required to create

difference in sequencing of packets under attack and normal condition.

2221 Address resolution protocol attacks

In this subsection, first a brief introduction of ARP is discussed followed by a description
of ARP spoofing related attacks and their detection techniques. Finally, the need for event

detection system for effective alarm generation for such attacks is also given.

I. Address resolution protocol

Computers in the Internet are identified by their IP addresses. IP addresses are used by
the network layer for identifying a host uniquely. At the data link layer, computers use
another address known as MAC address or hardware address. It is to be noted that, IP
addresses can be dynamic and change over the time but the MAC address of a computer
is constant unless the Network Interface Card (NIC) is replaced. To deliver a packet to

correct host, IP address has to be mapped to some MAC address. This dynamic binding
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(since IP address is dynamic) between the MAC address and IP address is done by ARP.
ARP is responsible for finding the MAC address for a given IP address. Data link layer
uses the MAC address of the destination host for sending packets. If host sending packets
does not know the MAC address of the destination host, it sends a broadcast request to
know “what is the MAC address corresponding to the IP address”. The host which has
the IP address in the broadcast message sends a unicast response message to the sender,
mentioning its MAC address. In order to reduce the number of broadcast requests each
host maintains a table termed as ARP cache, which holds mapping between MAC and IP
addresses. Entries in the ARP cache can be either static or dynamic. In dynamic cache,

entries are erased as they get older than a predefined duration.

II. ARP spoofing attacks

The problem with ARP is that, it is a stateless protocol. Any host after receiving an ARP
response message will update its cache without verifying whether it has earlier sent a
request corresponding to the response. This enables malicious hosts to craft custom ARP
packets and forge IP-MAC pairs. By maliciously modifying association between an IP
address and its corresponding MAC address, attacker can receive data intended to some
other host or cause data to be lost. This is the idea behind ARP spoofing. For example,
consider three hosts A,B and D, where A and B are genuine hosts and D is the attacker.
D can send an ARP response packet to A having IP address of B paired with MAC of D.
Now, ARP being stateless, A will update its cache with wrong the IP-MAC pair. Following
that all traffic A wants to send B will go to D. Also, in another similar case, D can send an
ARP response packet to A having IP address of B paired with MAC of some non-existing
host. This will result in all packets being sent from A to B be lost. ARP spoofing is
the basic attack which acts as a gateway for many network attacks like denial of service,

man-in-the-middle etc.

From the above discission, it may be noted that in ARP spoofing attack, a false MAC
address is associated with an IP address by attacker and sent to a host. As ARP is stateless,
ARP cache of the host (to which the false IP-MAC pair is sent) updates itself with the false
IP-MAC pair. So altering IP-MAC pairing does not change the syntax of ARP message
and therefore no signature can be written. Moreover, no profile (anomaly model) can be

built which can model normal ARP because spoofing does not violate any parameters like,
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amount of ARP requests, amount of ARP responses etc. However, ARP spoofing changes
intended behavior of network communication. So conventional methods of attack de-
tection (signature detection system or anomaly detection system) fail for such attacks.
There are custom solutions proposed in the literature to detect, mitigate and prevent ARP

attacks; they are discussed next.

ITI. ARP attack detection techniques

ARP attack detection techniques can be broadly classified as follows.

A. Static ARP entries[74]

The most foolproof way to prevent ARP attacks is to manually assign static IP addresses
to all hosts and maintain static IP-MAC pairings at all hosts. Static MAC entries in ARP
cache are immutable. When an entry in the ARP cache is marked as static, OS kernel
ignores all ARP replies and use the specified MAC address instead. System administrator
keeps track of authentic I>-MAC bindings and include them as static ARP cache entries.
Also system administrator must deploy new entries to every host on the network when
a new host is connected. This is not a practical solution since handling static entries for

each and every host in the network is not feasible for large networks.

B. Enabling security features offered by switch

To combat ARP attacks, enabling port security on the switch can be done [6]. This is a
feature available in high end switches which tie a physical port to a MAC address. These
port address associations are stored in Content Addressable Memory (CAM) tables. A
change in transmitter’s MAC address can result in port shutdown or ignoring the change.
Problem with this approach is, if the first sent packet itself is having a spoofed MAC
address then the whole system fails. Further, any genuine change in IP-MAC pair will be

discarded (e.g., when notified by gratuitous request).

C. Stateful ARP
ARP cache can be converted from its stateless to stateful nature [129, 153, 126]. Here, the
host has a state ARP cache which holds states of previous requests and use it to verify new

replies. It is an extension to the existing ARP protocol. A major problem in this approach
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is that, gratuitous response, is not supported. Gratuitous ARP responses are sent when
a system boots up to notify other hosts in a LAN about its IP-MAC address. Gratuitous
ARP minimizes ARP traffic, because hosts in a LAN can know IP-MAC pairings of other
hosts without ARP request-response sequence. Moreover modification of stateless cache

to stateful cache requires extension of the protocol specification which is not desirable

In [126] Trabelsi et al. proposed a stateful version of ARP to detect ARP attacks and
identify the attacker. In the scheme, when an ARP request is sent, a record is maintained
and only those responses are processed which can be correlated with the request. If more
than one reply arrives (with different MAC addresses), the concept of trust and impor-
tance is applied. Many times, all these replies correlate with the request, because they
arrive with the IP address, which is same as the source IP address of the ARP request sent.
Among all these replies, a fuzzy logic based decision is applied to identify the correct
IP-MAC pair, which is then updated in the cache.

D. Software based solutions

The basic notion of port security involving observation of changes in I>-MAC pairs in
switches has also been utilized in software solutions namely, ARPWATCH [3], COLASOFT-
CAPSA [8]. These software solutions are cheaper than switches with port security but
have slower response time compared to switches. Obviously, these tools suffer from the

drawbacks as that of port security in switches.

E. Modifying ARP using cryptographic techniques

Several cryptography based techniques have been proposed to prevent ARP attacks
namely S-ARP[57], TARP [85]. Addition of cryptographic features in ARP lead to perfor-
mance penalty [26] and change the basic ARP.

F. Active techniques for detecting ARP attacks:

Active detection technique for ARP attacks, sends probe packets to hosts in the LAN in
addition to observations in changes of IP-MAC pairs.

In [112], a database of known IP-MAC pairs is maintained and on detection of a change,
new pair is actively verified by sending a probe with TCP SYN packet to the IP address
under question. The genuine host will respond with a SYN/ACK or RST depending on
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whether the corresponding port is open or closed. While this scheme can validate the
genuineness of I>-MAC pairs, it violates the network layering architecture. Moreover it
is able to detect only ARP spoofing attacks.

An active scheme for detecting Man-in-The-Middle (MiTM) attack is proposed in [127].
The scheme assumes that an attacker involved in MiTM must have IP forwarding enabled.
First, all hosts with IP forwarding are detected (actively). Then IDS attacks all such hosts
one at a time and poison their caches. Poisoning is done in a way such that all traffic
being forwarded by the attacker reaches detection system (instead of computer, attacker
with IP forwarding wants to send). In this way the detection system can differentiate real
MiTM attackers from all hosts with IP forwarding. There are several drawbacks in this
approach, namely huge traffic in case of a large network with all hosts having IP forward-
ing, assumption of successful cache poisoning of the host involved in MiTM attack exactly
when the attack is going on etc.

In [95], Nam et al. proposed a modified version of ARP called as MR-ARP. The idea here
is to verify the I>-MAC pairs and store them in a table called as long term table. This is
an additional table with the existing ARP cache, which has a long refreshing time period
unlike the cache. Whenever an ARP message comes it searched in the long term table.
If an entry is found in the table whose IP-MAC pair is same as that of the ARP message
being verified, no verification is done; the message is genuine and is updated in the ARP
cache. If there is an IP address in the long term table whose MAC address is different
from the one received in the ARP packet in question, spoofing is declared. Otherwise, 50
repeated ARP verification messages (i.e., ARP requests, querying the MAC address for the
IP address in question) are broadcasted. If one ARP reply is returned, then the mapping
is registered in the long term table and updated in the cache. If no ARP reply arrives,
then the IP-MAC being verified is considered spoofed. If multiple replies arrive with
different MAC addresses, a voting-based resolution mechanism is used to differentiate
the spoofed replies with the genuine one. The authors state that as ARP cache poisoning
can be avoided, other derived attacks like MiTM can be avoided. Although the scheme
can successfully prevent ARP spoofing and derived attacks, it involves huge commutation
overhead because of 50 ARP requests and their responses for each new IP address to be
verified. Further, they have not handled the case of gratuitous ARP responses in their

scheme.
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From the review, it may be stated that an ARP attack preventation/detection scheme

needs to have the following features.

e Should not modify the standard ARP.

Should generate minimal extra traffic in the network

Should not require patching, installation of extra softwares in all hosts.

Should detect a large set of ARP based attacks.

Hardware cost of the scheme should not be high.

As already discussed, for attacks like ARP spoofing, ICMP error and informational
message based attacks etc., it is not possible to write a signature although what happens
in the attack is exactly known. Such attacks can be detected by keeping track of sequence
of network packets or events. By using active technique [112, 127] the sequence of events
under attack can be made different from that under normal condition. A well known and
generic systems theory called Failure Detection and Diagnosis (FDD) of Discrete Event
Systems (DES) [42] exists where, faults can be detected if normal and failed system models
(in terms of events) can be given. The theory builds a “state estimator” called diagnoser
using normal and failed (under attack) system models. The diagnoser observes sequences
of events generated by the system (i.e., network) to decide whether states through which
the system traverses correspond to normal or failed (i.e., attack) condition'. The idea of
state estimation is used in case of HIDS in [119, 130, 137]. To the best of our knowledge,
event detection technique has not been used for known attacks in NIDS, in spite of the
fact that signature or profile cannot be built for such attacks. A contribution to address
this issue has been reported in this thesis.

Signature and event detection systems are used to detect known attacks. However, for
unknown attacks neither signatures are available nor their behavior is known. In order
to detect such attacks anomaly detection systems are used. Next section discusses works

reported in the literature on anomaly detection systems and outstanding research issues.

LA brief discussion for failure detection and diagnosis of DES is given in Appendix A
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Figure 2.4: An example of anomaly in two dimensional data

2.3 Unknown and known attack detection

Anomaly detection refers to the problem of identifying patterns in data that do not conform
to expected or normal behavior. These non-conforming patterns are often referred to as
anomalies, outliers and exceptions. A generic view of how an anomaly looks like is shown
in Figure 2.4. Data has two normal regions, N; and N,. Since most observations lie in
these two regions they are considered as normal. Region O3 which comprises less number
of observations is considered as anomaly. Also, points that are sufficiently far away from
the normal regions, e.g., O; and O, are regarded as anomalies.

Techniques that use anomaly detection for identifying attacks are termed as anomaly
detection systems. These schemes have two phases—(i) training and (ii) testing. In the
training phase normal and anomaly regions (also called profiles) are generated from
labeled network data. Usually the regions are represented in terms of parameters (also
called as features) which are extracted from network packets. For example, number of
TCP SYN packets observed within a time window is a feature. During testing, network
packets are classified as normal or anomalous (attack) based on the profile they fall into.
There are several factors that make this anomaly detection system design challenging.

Some of the factors are listed below.

e Availability of labeled data for training/validation of models used by anomaly detec-
tion systems is usually a major issue. Labeling is often done manually by a human

expert and hence requires substantial effort and is prone to errors.

e Often data contains noise which tends to be similar to the actual anomalies. So it is

TH-1076_NHUBBALLI



42 Chapter 2. Background and literature survey

difficult to distinguish and remove noise.

e Normal and anomalous behavior keeps evolving and a current notion might not be

sufficiently representative in the future.

e Boundary between normal and anomalous behavior is often not precise. So an
anomalous observation which lies close to the boundary can actually be normal,

and vice-versa. Hence anomaly detection systems have high false alarm rates [78].

e When anomalies are the result of malicious actions, adversaries often adapt them-
selves to make the anomalous observations appear like normal, thereby making the

task of defining normal/malicious behavior more difficult.

There are number of techniques reported in the literature to build profiles from network

packets, resulting in variety of anomaly detection systems. They are elaborated as follows.

I. Statistical anomaly detection system

In statistical approach, intensity of certain network events or statistics are used as a mea-
sure for deviation from normal profile in order to detect attacks. At any point in time
there are two (statistical) profiles, one is the stored normal profile and the other is current
profile generated by monitoring network activities online. Current profile is compared
with the stored profile for detecting deviations in the system behavior. For example, if
logging into a server up to 10 times a day is considered as normal behavior, the system
triggers an alarm when an attempt is made to login for the 11" time. Statistical models
are among the earliest anomaly detection systems. Some of the examples of this category
are IDES [86], NIDES [63] and MIDAS [117].

It is well known that network statistics vary over time. So, bare statistical measures
may lead to false alarm generation in anomaly detection systems. In addition, often se-
lection of boundaries between normal and abnormal is done manually, which may lead
to errors. In order to automate this, machine learning techniques are applied. Machine
learning techniques learn the behavioral patterns of a system and optimize detection task
by automatically setting up boundaries for classification (normal or attack). There are two
broad classes of machine learning techniques that are used in anomaly detection systems
—(i) first class is known as supervised learning and works on labeled dataset, (ii) the sec-

ond class is known as unsupervised learning and works on unlabeled dataset.
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II. Supervised learning based anomaly detection system

Supervised techniques also called classification techniques assume the availability of a
training dataset which has labeled instances for normal as well as anomaly (or attack)
class. Typical approach in such cases is to build a predictive model for normal verses
anomaly classes. Any unseen data instance is compared against the model to determine
which class it belongs to. Some of the major supervised methods for anomaly detection are
decision trees [81, 122], support vector machines [142, 143], K-nearest neighbor classifier

[82], fuzzy logic techniques [60], neural networks [38] etc.

III. Unsupervised learning based anomaly detection system

Unsupervised anomaly detection systems, also known as clustering techniques assume
that training data has mixture of unlabeled instances. These techniques group similar
instances into clusters and label them. Labeling is often done based on the density of
the clusters [53, 79, 100]. More dense clusters are labeled as normal and otherwise for
less dense clusters. This labeling is valid only if the assumption of skewed distribution of
normal and abnormal instances holds i.e., normal instances are more in number compared
to abnormal instances. Since these models do not require labels (normal and anomaly) for
data, they are more widely applicable than supervised techniques. Some of the anomaly
detection systems which use unsupervised techniques are [43, 52, 60, 64, 97, 98, 125]. One
of the drawback of these methods is that density based labeling is error prone [44] and

hence generate false alarms.

IV. Hybrid techniques:

Sometimes more than one machine learning techniques are used in anomaly detection
systems for effective alarm generation. These methods combine various classification and
clustering techniques together. Some of the anomaly detection systems which use hybrid
techniques are [40, 77, 140].

As discussed, anomaly detection systems require feature extraction from network
packets. There are two options for extracting features from the packets— (i) only from
header of each packet and (ii) only from payload of each packet. First category of anomaly

detection techniques are called header based anomaly detection systems and later ones
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Table 2.2: Anomaly detection systems and their types

IDS Type
MINDS [52] Header
PHAD [88] Header
ALAD [89] Payload
PAYL [135] Payload
Anagram [134] Payload
McPAD [103] Payload
ADWICE [41] Header
LEARD [89] | Header + Payload

are called payload based anomaly detection systems. Both the techniques are useful in
detecting different classes of attacks. While header based techniques can perform quick
analysis of test data, they can detect simple attacks. On the other hand payload based
techniques perform a detailed analysis of test data and can detect sophisticated application
level attacks. Henceforth, attacks detected by header (payload) based anomaly detection
systems will be termed header (payload) based attacks. For effective alarm generation
some anomaly detection systems use features from both header and payload parts of

network packets.

Header based attacks normally result into some kind of skewed network statistics or
change the standard protocol behavior. Since packet header fields are limited and are
of standard format, it is relatively easy to model and detect header based attacks. For
example, in case of denial of service, network traffic pattern changes (e.g., huge bandwidth
consumption, more number of short lived connections etc.) which can be detected by the
statistics of header fields. This technique will not suffice for detecting application level
attacks because in such cases attack content is inside the payload and protocol behavior is
not violated. Anomaly detection systems which model the payload can detect application
level attacks. Some of the important anomaly detection systems found in the literature
are shown in Table 2.2. These two types of anomaly detection systems are elaborated

subsequently.
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2.3.1 Header based anomaly detection system

Header based anomaly detection systems use the contents of network packet header for
feature extraction and modeling. These features can be either contents of header fields
itself or can be derived. For example, if source and destination IP addresses are used as
features they are directly taken features. If the number of packets arrived with TCP SYN
flag set are used as a feature then it is an example of a derived feature. As discussed in the
last section, among many techniques for header based anomaly detection, clustering based
algorithms are more widely used since they can work with unlabeled dataset. Some of
the prominent header based anomaly detection systems which uses clustering algorithms
are the following.

Clustering for Anomaly Detection (CLAD) [43], as the name suggests, is one of clus-
tering based anomaly detection systems. In CLAD, clusters are of fixed width (radius)
and can overlap. In the training phase, clusters of fixed width W are generated from the
training feature vectors. If a feature vector is further away than width W from all existing
clusters, the feature vector becomes the centroid of a new cluster; otherwise it is assigned
to all existing clusters that are not further away than W. In the testing phase, distance of
feature vectors to the clusters formed are measured. If the distance for a feature vector
under test is more than W to all of the clusters it is declared as anomalous.

Connectivity-based Outlier Factor (COF) [125] uses nearest neighborhood clustering
technique for anomaly detection. It detects anomalies by assigning an anomaly score to
every feature vector in an incremental mode. To begin with, the closest feature vector to
the feature vector under consideration is added to its neighborhood set. The next feature
vector added to this neighborhood set is such that its distance to the existing neighborhood
set is minimum among all the remaining feature vectors. The neighborhood is grown in
this manner until it reaches size k. After this an anomaly score is assigned to the feature
vector based on its distance to its neighborhood set. If the anomaly score is higher than
a threshold, it implies that the feature vector under question is different from the other
members (and is anomalous).

In [64] Jiang et al. have proposed a two-phase clustering for anomaly detection. In the
tirst phase, the standard k-means algorithm [87] is modified, where more than k clusters
may be formed if a distance of a feature vector is more than a threshold from centers

of all clusters. In other words, if feature vectors contained in the same cluster are not
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close enough, the cluster may be split into two smaller clusters. It results in clusters
with smaller diameters and the feature vectors in the same cluster may be most likely all
outliers or all non-outliers. An outlier-finding process (OFP) is then used in the second
phase to find the outliers in clusters obtained in the first phase. In OFP, clusters centers
are regarded as nodes which are used to construct a Minimum Spanning Tree (MST)
based upon the distance between every two nodes [148]. The MST is treated as a member
of a forest. Following that, longest edge of a tree from the forest is replaced with two
newly generated subtrees. This process is repeated until the number of trees in the forest
reaches a desired number. The trees with less number of nodes (i.e., the small clusters)

are regarded as anomalies.

Minnesota INtrusion Detection System (MINDS) [52] is a data mining based anomaly
detection system. Input to MINDS is Netflow version 5 data collected using flow-tools
[11]. Flow-tools only capture packet header information (i.e., it does not capture message
content) and builds one way sessions (flows). From this collected data a set of basic and
derived features are extracted for data mining purpose. After this step an outlier detection

algorithm is used for detecting outlying network flows.

I. Pros and cons of header based anomaly detection system

Asnetwork packet headers have definite structure (i.e., number of fields, their length, type
etc.) it is relatively easy to build a model for normative system behavior. Further, fairly
high Detection Rate and Accuracy have been achieved by header based anomaly detection
system for attacks detectable by header statistics [76, 80, 104]. However, still research in

ongoing to improve Detection Rate and Accuracy.

Many of the algorithms proposed for header based anomaly detection systems fall
into cluster analysis category as they can work with unlabeled data. As networks become
faster in operation, the amount of data that needs to be analyzed becomes huge. Since
many clustering techniques require more than one pass of the dataset, such schemes
cannot provide quick analysis for data generated by high speed networks. To cater to
this situation, ADWICE [41] used a well known data summarization technique BIRCH
[152] to build an anomaly detection system. Summarization techniques derive a summary
information from the dataset and processing is done on this summary rather than whole

dataset. The work presented in [41] illustrated results on large dataset, however, FPs are
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higher compared to other schemes without summarization. A contribution to alleviate

this problem has been reported in this thesis.

Header based anomaly detection systems are generally used to detect simple attacks
but the target is to offer quick decisions on the analyzed traffic. For detecting sophisticated
attacks payload anomaly detection systems are used but they take more time for traffic

analysis.

2.3.2 Payload based anomaly detection system

Application based attacks require modeling of packet payload because attack content
is in the payload and does not violate any protocol behavior. Payload based anomaly
detection systems are used to detect application level attacks. Such detection systems
extract features from payload which are usually modeled in the form of n-grams. n-grams
capture the ordering of bytes within the payload. For example, the Code Red worm (which
is a payload based attack) observed on the Internet on July 13, 2001 attacked computers
running Microsoft’s IIS web server by exploiting a vulnerability in the indexing software
in the web server. The worm has the following payload
GET /default.ida? NNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNN
%u9090%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u7801
%u9090%u6858%ucbd3%u7801%u9090%u9090%u8190%u00c3
%u0003%u8b00%u531b%u53{f%u0078%u0000%u00=a HTTP/1.0
The worm spreads itself using a common type of vulnerability known as buffer overflow.
Buffer overflow occurs when a long string of the repeated character (“N” in this example)
is used to overflow a buffer, allowing the worm to execute arbitrary code and open access
to the host. It is to be noticed that, there are many consecutive N’s appearing in the GET

request of Hyper Text Transfer Protocol (HTTP) (payload). This is an unusual behavior
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with the GET request. A payload based anomaly detection system using n-gram analysis
can detect this worm by observing repeated unusual n-grams. In this example, there are
multiple 1-grams of N, 2-grams of NN, 3-grams of NNN etc.

In the next few paragraphs some of the prominent payload based anomaly detection
techniques found in the literature are discussed.

One of the first efforts towards use of payload information for building an anomaly
detection system is reported in PAYL [135]. It extracts 256 features from the payload of
every packet to generate the feature vector. Each feature is one of the 256 possible ASCII
values of a byte. Then a simple model of normal system behavior is derived with average
and standard deviation of these vectors. A (test) feature vector is declared as anomalous if
the simplified Mahalnobis distance [135] of the vector with mean exceeds a predetermined
threshold. Although a more generic n-gram based feature vector with 256" possible values
is given in both PAYL [135] and improved PAYL [133], exponential growth of the feature
vector size limits the utility of these methods. In addition, it uses different models for
different payload lengths even for the same application. PAYL has a Detection Rate of 50%
on DARPA dataset which is comparatively low.

Application level network anomaly detection [89] is another payload based anomaly
detection system. In this anomaly detection system, first word of each line (in the payload)
is treated as a keyword. These keywords are paired with header fields (port number,
IP address etc.) of the corresponding packet. A statistical profile is generated using
“keyword-header field” pairs. The training pairs are generated from normal traffic and
the model detects any new combinations of keywords and header fields as attack. In [151]
it was shown that on DARPA 99 dataset, the anomaly detection system [89] detects only
17 of the total 34 payload based attacks bringing its Detection Rate to 50%.

Zanero et. al in [149] proposed a two tier architecture for anomaly detection system.
In the first step, entire payload is reduced to a sizeable quantity with sampling technique.
In the next step clustering algorithms are applied on feature vectors (based on n-grams)
generated from the sampled payload. Different clustering techniques such as k-means
algorithm, principle direction and partition, self organizing map have been tried out
and results are reported. As in the case of [135], [149] also suffers from the curse of

dimensionality problem.

To minimize the dimensionality problem, Ke Wang et al., in Anagram [134] introduced
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the concept of binarizing the n-grams. The idea is to store binary decision regarding
occurrence of n-grams in the training dataset and build normal model. During testing,
n-grams from the test packet which appear in training dataset are counted. If the number
of n-grams that cannot be found in the training dataset exceeds a preset threshold, attack
is detected. The idea is motivated by the fact that every attack packet should contain some
byte combinations which are not similar to normal packet byte combinations. Furnished
results illustrate that the method works well on HTTP traffic. Further, Anagram uses a
highly space efficient bloom filters for storing n-grams. Bloom filter is a compressed data
structure that uses hashing to map higher order n-gram to a smaller hash value. So, mul-
tiple n-grams map to single hash value which may lead to collision. Excessive training
increases possibility of collisions which leads to drop in Detection Rate. Further, as bina-
rized n-grams are used for modeling, frequency information is not captured, rendering

the model non tolerant to impure training dataset.

McPAD [103] proposed by Perdisci et al. uses multiple one class support vector ma-
chines to classify payloads as normal or attack. McPAD proposed a new technique called
2-v grams, which pairs two bytes that are v bytes apart in the payload in a packet. All
these pairs generate feature vector of the payload. As the number of 2-grams is 256 for a
packet, a reduction in the number of features is made using an iterative clustering algo-
rithm. With the reduced feature vectors, k number of one-class Support Vector Machines
(SVMs) are trained. During the testing phase, the final decision (attack or normal) is made
by a probabilistic algorithm which considers the outputs of all the SVMs. Although the
technique gives a very high Accuracy, the model is complex in terms of number of support

vectors that need to be trained. This method too is not tolerant to impure training dataset.

I. Pros and cons of payload based anomaly detection systems

Payload based anomaly detection systems are relatively new compared to header based
anomaly detection systems. As modern attacks have become sophisticated and applica-
tion specific, so simple header based schemes cannot be applied for detecting such attacks.

Modeling and analysis of payload is required in order to detect attacks of this nature.

Payload based anomaly detection systems have not yet matured compared to header
based counter parts, in terms of capability of attack detection. Many of the techniques

discussed in the present subsection have poor Detection Rate. Moreover these techniques
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assume a clean dataset for training but availability of such a dataset is difficult. Park et al.
in [99] have developed an HIDS which is tolerant to impure training dataset. However, to
the best of our knowledge, there is no payload based network anomaly detection system
which can handle impure training dataset. So effective alarm generation in payload based
network anomaly detection systems with impure training dataset is an important research

problem; the present thesis has a contribution in this direction.

2.4 Conclusions

This chapter presented a basic background of IDSs and issues related to effective alarm
generation were highlighted. Major approaches reported in literature towards effective
alarm generation by improving Accuracy and Detection Rate were presented. Finally, re-
search direction taken in the thesis was pointed out vis-a-vis the drawbacks in exiting
effective alarm generation techniques. To start, the next chapter presents a FP minimiza-

tion technique in signature detection systems.
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False positive alarm minimization in

signature detection systems

3.1 Introduction

Signature detection system uses a signature database and match incoming network traffic
against this database to detect attacks. Snort [113] and Bro [102] are well known signature
detection systems. A signature is a pattern that is looked for, in network traffic to be
declared as attack. For example, existence of pattern “/cgi-bin/phf?” in network traffic
implies attempt to exploit the well known character escaping vulnerability present in
some phf CGI scripts. The Snort rule to detect the attack is given below.

alert tcp any any — > any any (content : “/cgi — bin/phf?”; msg : “PHF probe!”;).

The rule considers network traffic from any host and any port destined to any port of any
host in the network being monitored. Also the payload of the packets being considered

should match the pattern “/cgi-bin/phf?”.

Signature detection systems generally provide good Detection Rate [48] for known
attacks. However, a major limitation lies in these systems because they generate a huge
number of alarms to be processed by the system administrator, a major portion of which
comprises False Positives (FPs); this leads to low Accuracy. Discussion in articles [105, 128]
point out that sometimes up to 98% alarms generated by commercial signature detection
systems are FPs. One cause for FP generation is loosely written signatures, which tend

to declare benign activity as attack. The other reason is, in general, signature detection
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systems are run with default set of signatures. So alarms are generated for most attack
attempts irrespective of success or failure to exploit any vulnerability in the network
under question. It may be noted that there is always a limited number of (known)
vulnerabilities which can be exploited in a network compared to the number of signatures
in a signature database. This is the major cause of large number of FPs in such systems.
In view of this FP minimization is a relevant dimension of research in signature detection
systems. In other words, effective alarm generation in signature detection systems mainly
require FP minimization. This chapter is focussed towards effective alarm generation
in signature detection systems by addressing the major cause of FPs. As identified in
Chapter 2 Subsection 2.2.1.4, correlation based approach is the most effective technique
for FP minimization. In this chapter a correlation based FP minimization scheme is
proposed.

Schemes that improve Accuracy also compromise Detection Rate because sometimes
attacks which can exploit some vulnerability (i.e., True Positives (TPs)) are dropped [106].
Drop in Detection Rate can be tolerated for non-critical applications for increase in Accuracy.
However, lowering Detection Rate for critical applications may lead to serious security
threats as some attacks may pass undetected. In the second part of this chapter, the
proposed FP minimization scheme is suitably enhanced so that near 100% Detection Rate
is maintained for critical applications at the cost of few FPs.

The contributions of this chapter are as follows:

e Development of a FP alarm filter for signature detection systems involving the

following.

— A dynamic threat profile representing the vulnerabilities present in the network

being monitored is built.

- A neural network based correlation engine for filtering FPs generated by the
signature detection system is designed. This engine correlates the threat profile

with alarms and filters FPs.

The next phase of the chapter enhances the FP alarm filter to consider criticality factor

of the network applications. The enhancement scheme involves the following.

— A Finite State Machine (FSM) based framework is developed for representing
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criticality of applications.

— All alarms which are declared as FPs (by the filter) are evaluated with the
criticality of the application against which the corresponding attack is launched.
If the attack is against a critical application, the corresponding alarm is passed
even if it is declared as FP. On the other hand all FP alarms against non-critical

applications are dropped.

Rest of the chapter is organized as follows. Relevant literature on FP minimization in
signature detection systems is reported in Section 3.2. Section 3.3 presents the proposed
FP minimization scheme and Subsection 3.3.3 deals with experimental results illustrating
gain in Accuracy by the scheme. Section 3.4 presents the FSM based modeling of criti-
cality of applications and the technique for enhancing the FP filter. Experimental results
on Detection Rate and Accuracy for critical and non-critical applications are reported in

Subsection 3.4.1. Finally the chapter is concluded in Section 3.5.

3.2 Related work

For the sake of readability a brief summary of various techniques for FP minimization in
signature detection systems (discussed in Subsection 2.2.1.4 of Chapter 2) is reported here.
Also, an elaborate discussion is provided on works closely related (i.e., FP minimization
using correlation of alarms with vulnerabilities) to the scheme proposed in this chapter.

As presented in Chapter 2, the following are the major schemes for FP minimization in

signature detection systems.

e Signature enhancement [92, 121]: In this scheme the signatures are augmented
with additional evaluation information in terms of vulnerable target applications.
The main drawback of the scheme is because modifying signatures is not a trivial
task. Further, signatures need to be altered each time there is some change in the
vulnerable applications. Also the the system needs to be restarted after a signature

is modified.

e Alarm mining [66, 67, 68, 69, 70, 105]: Alarms generated by signature detection

systems comprise information in terms of attributes like, IP addresses, port numbers,
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protocol etc. Data mining techniques use these attributes and mine a set of given
alarms for summarizing them into either TPs or FPs. Characteristics learnt during
the mining stage are used to classify future alarms. Data mining based schemes
require labeled alarms (during training), which may not always be possible due to
their sheer numbers. Further, considering dynamic nature of network context, data
miming is not suitable for FP minimization. Data mining is inherently an offline

technique thereby making FP minimization schemes offline.

e Correlation of signature detection system alarms with alarms of other IDSs [39, 46]:
Techniques based on correlation of alarms of more than one type of IDSs increase
Accuracy because, if more than one IDS raise alerts at a given instance then probability
of the alarms being TPs is high. The basic problem in correlation based schemes is,
matching events of different domains (e.g., signature detection system alarms with

anomaly detection system alarms) is not trivial.

e Alarm correlation with vulnerabilities in hosts based on reference numbers [91,
92, 96]: Signatures and consequently alarms (generated by the signature) some-
times have reference numbers for the corresponding vulnerability (as recorded in
some public vulnerability databases). These reference numbers are used to correlate
alarms with vulnerabilities in the network being monitored. The main advantage
of this scheme is it does not require signature modification with change in network
context. In addition, it does not require system shutdown. However, improvement
in Accuracy is only up to a certain extent because all signatures (and corresponding

alarms) and vulnerabilities do not have reference numbers [91].

The FP minimization technique proposed in this chapter is based on alarm correlation
with vulnerabilities in hosts. However, the technique handles the issue of incompleteness
of reference numbers thereby improving Accuracy better than other correlation based
schemes. Schemes that improve Accuracy also leads to slight drop in Detection Rate. This
drop in Detection Rate may not be acceptable for critical applications in a network. In this
chapter an enhancement of the FP minimization technique is also proposed which checks
alarms vis-a-vis application criticality before filtering. To the best of our knowledge, there

is no work which integrates application criticality with alarm filtering engine.
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Distribution of Snort Signature Reference Numbers
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Figure 3.1: Distribution of Snort signature reference numbers across vulnerability
databases

3.2.1 FP minimization by correlation of alarms with vulnerabilities

The possibility of correlating alarms with vulnerabilities based on reference numbers is
presented by Massicotte et al. in [91]. The paper provides a survey on three open source
IDSs and three vulnerability databases namely, Common Vulnerability Exposure (CVE),
Bugtraq and Nessus database. The work indicates a possible integration of Snort with
different databases using reference numbers. The distribution of reference numbers in
Snort signatures across different vulnerability databases are shown using a pie chart in
Figure 3.1.

The idea of reference number based correlation can be better understood by looking into

some Snort alarms and outputs of vulnerability scanners as given below.

1. Snort Alarm-1
[1:2123: 2] ATTACK-RESPONSES Microsoft cmd.exe banner
[Classification: Successful Administrator Privilege Gain]
[Priority: 1] 03/09-19:43:56.034979 142.172.16.182:80 — > 142.172.22.180:60134
[Xref =>http://cgi.nessus.org/plugins/dump.php3?id=11633]
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This alert is generated when the worm “WORM_LOVGATE.C” is executed on win-
dows platform. The worm belongs to backdoor category (i.e., without user’s consent
it gets installed on a machine).

Some main elements of this Snort alarm can be explained as follows.

e [1:2123:2]-this field indicates the Snort module (plug-ins, detection engine etc.)

from which this alert is generated.

o ATTACK-RESPONSES Microsoft cmd.exe banner-this states that attack plat-

form is Microsoft.

e [Classification: Successful Administrator Privilege Gain]-this field states the

consequence of the corresponding attack.

e [Priority: 1]- this mentions the priority of the alert; lower the number, higher
the priority.

e 03/09-gives the date on which the alarm is generated.

o 19:43:56.034979 —this shows the time when the alarm is generated.

o 142.172.16.182:80-this mentions IP address as 142.172.16.182 and port number

as 80 of the external source of attack generation.

o 142.172.22.180:60134 - this field shows internal IP address and port numbers,
respectively of the host which is attacked.

o [Xref => http://cgi.nessus.org/plugins/dump.php3?id=11633]-this field gives
reference to Nessus database with reference number as 11633. This field implies
that details of the vulnerability being exploited by the attack corresponding to

this alarm can be found in Nessus database with reference number 11633.

2. Snort Alarm-2 [1 : 497 : 11] ATTACK-RESPONSES file copied ok
[Classification: Potentially Bad Traffic] [Priority: 2]
03/09-20:34:00.379435 142.172.16.182:80 — > 142.172.22.180:61607
[Xref =>http://cve.mitre.org/cgi-bin/cvename.cgi?name=2000-0884]
This alert is generated when a remote command execution vulnerability is exploited
against an IIS web server. Various attributes of this alarm can be inferred as in the
case of Snort alarm-1. It may be noted that Snort alarm-1 has reference to Nessus

database and this alarm has reference to CVE database.

TH-1076_NHUBBALLI



3.2. Related work 57

Start Time: Mon May 14 13:21:25 2007 Finish Time: Mon May 14 13:25:03 2007
2;3127.0.0.1 10 Open Ports, 26 Notes, 0 Warnings, 0 Holes.

i Port is open
PluginID : 11219

) Synopsis :

epmap
{135/tcp) A DCE/RPC service is running on the remote host.

Description :

By sending a Lookup request to the port 135 it was possible to
enumerate the Distributed Computing Environment (DCE) services
running on the remote port.

Using this information it is possible to connect and bind to

each service by sending an RPC request to the remote port/pipe.

Risk Factor :

Nnne

Figure 3.2: A sample of Nessus vulnerability scanner output

A list of vulnerabilities can be generated for the network being monitored. When an
alarm is generated it is verified with the list using reference number. If a match is found
the alarm is TP, else it is FP. Vulnerabilities of the network components can be detected
by running the vulnerability scanners. Different vulnerability scanners use different
techniques for detecting vulnerabilities. For example, “Nessus vulnerability scanner”
determines vulnerabilities by exploitation, while “Protector-plus” examines the registry
entries, patch level of the softwares or OSs. In the first case, the vulnerability scanners
have programs which generate the exploit and verifies its response. In the second case,
a list of various vulnerabilities are maintained for different applications, OSs with their
version, patches, updates etc. Such scanners just need to determine the details (i.e., version
number, patches etc.) of the running applications or OS in the systems and then cross
check in the database. Details of vulnerability scanners can be found in [12, 18, 23]. These
vulnerability scanners can be set to run periodically to get the most consistent view of the
network. A sample output of Nessus vulnerability scanner is shown in Figure 3.2. In the
report, reference number of the vulnerability is “11219”.

The idea of considering reference number for matching alarms and vulnerabilities of
a network [91], has been used by Neelakantan et al. in [96] to design a threat aware
signature detection system called TAIDS. The scheme used in TAIDS comprises three

steps.

1. Finding vulnerabilities in the network under consideration.
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2. Creating a database of all vulnerabilities having “reference numbers” (as per CVE

or Bugtracq).

3. Selection of signatures corresponding to vulnerabilities listed in Step-2, in terms of

reference numbers. These signatures are termed as network specific signatures.

Now, only network specific signatures are kept in Snort database. Accordingly, in this
scheme alarms are triggered only for attacks which exploit vulnerabilities having reference
numbers. The scheme improves Accuracy but decreases Detection Rate due to incomplete-
ness of matching vulnerability reference numbers. Moreover this technique requires
reconfiguration of the signature database periodically as and when hosts are added or
removed, OSs and applications are changed or patched, which involves detection system

downtime.

3.3 Proposed technique: FP minimization in signature de-

tection systems

This section presents the proposed FP minimization technique for signature detection sys-
tems. Asdiscussed in thelastsection, Snortalarms generate information like source/destination
IP address, attack platform, time of attack generation etc. in addition to reference numbers
to vulnerability databases. Also, it may be observed from Figure 3.2 that many attributes
in addition to reference number like IP address, port number etc. are generated by the
scanner output. In the proposed technique the problem of incompleteness of reference
numbers (of vulnerabilities and IDS signatures) is addressed by taking more features that
are generated with alarms and scanner output for correlation. The proposed method has

the following two broad steps.

1. Threat profile generation in terms of vulnerabilities existing in applications, OSs etc.

(that are in execution) in hosts of the local network.

2. Correlation of signature detection system alarms with network threat profile.
The terminologies used in this chapter are given below.

e Attack: Any malicious attempt to exploit a vulnerability, which may or may not be

successful.
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e Effective attack: An attack which can exploit some vulnerability in the target net-

work.

e Non-effective attack: An attack pertaining to some vulnerability which does not

exist in the target network.
e False alarms: Consist of FPs and FNs

e FP: Alarm generated by signature detection system for non-effective attack or benign

case.
e FN: An effective attack missed from being detected.

o Effective attack alarm: Alarm generated by signature detection system for effective

attack.

e Non-effective attack alarm: Alarm generated by signature detection system for non-

effective attack.

Figure 3.3 depicts the basic architecture of the proposed scheme. A description of the

components of the architecture are as follows.

e Packet sniffer: Captures incoming network packets. These kind of sniffers can be

built using Libpcap or Winpcap libraries.

e Signature detection system sensor: Itis a signature detection system engine. Packets
captured by the packet sniffer are evaluated against signatures in the (signature)

database.

e Signature database: Collection of signatures, each one representing one or more

possible vulnerabilities.

e Alarms: The output of signature detection system is a set of alarms containing both

effective attack alarms and non-effective attack alarms.

e Known vulnerability database: This is the database populated from various sources

such as CVE database, Bugtraq etc.
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Figure 3.3: Proposed architecture for FP> minimization in signature detection systems

Threat generator: This entity collects the output of vulnerability scanners and select

relevant vulnerabilities to represent current threats of the network.

e Threat profile: It is the database representing threats captured by threat generator.

e Correlation engine (CE): A module to correlate threats and alarms.

e Effective attack alarms : Alarms reported as effective attack alarms by correlation

engine. They are sent to the system administrator.

e Non-effective attack alarms :

correlation engine; they are dropped.

Alarms reported as non-effective attack alarms by

The two broad steps of the proposed scheme are elaborated in the next two subsections.

3.3.1 Threat profile generation

Threat profile is a collection of vulnerabilities which are applicable to the applications,

OSs etc. in the network under consideration. This network context information is used

TH-1076_NHUBBALLI



3.3. Proposed technique: FP minimization in signature detection systems 61

for validating alarms vis-a-vis vulnerabilities of the network. So there is a need to capture

network vulnerability information and generate threat profile.

Threats to any network (because of vulnerabilities) are dynamic in nature. Changes
in the network’s operating environment (H/W or S/W) have an impact on the threat level
of the network. These changes in network’s operating environment can be intentional
such as patching an application, adding new nodes, configuration changes, changes in
architecture etc. It can also be unintentional such as installing a software by opening a

mail attachment. So threat profile is updated at regular intervals.

Vulnerabilities of network components can be detected by running vulnerability scan-
ners. These vulnerability scanners can be set to run periodically to get the most consistent
threat view of the network. More than one vulnerability scanners are required because
individual scanners do not capture all vulnerabilities. The outputs from vulnerability
scanners are not consistent, however, they contain all the necessary information for build-
ing the threat profile. Building threat profile needs processing of outputs from the scanners

and can be done easily with scripting languages like Perl.

Threat profile of the network is captured using an Enhanced Entity Relationship (EER)
model as shown in Figure 3.4. The context information mainly includes the hosts present
in the network, their OSs, open ports, applications, external information from Bugtraq
and CVE databases etc. Thus, the EER model elements include host, OS, ports, TCPport,
UDPport, vulnerability, exploit, threat profile of OS, and services of TCP and UDP. The
relation between host and OS is one to many as one host can run more than one OSs. Each
host has multiple number of ports and services running which are installed on a particular
OS. So relation between OS and ports is again one to many. TCPport and UDPport extend
the port entity. The vulnerability entity is a representative of known vulnerabilities from
various sources and each vulnerability may lead to multiple exploits. Thus, the relation
between vulnerability and exploit is one to many. Threats of a network are captured by
the threat entity which is an extension of OS/service and exploit. Information to these

entities can be populated by various vulnerability scanners.
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Figure 3.4: Representation of threat profile of the network using EER model
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3.3.2 Alarm correlation

In the present work correlation is essentially finding a closest match between alarm and
an entry in the threat profile. This involves two substeps—(i) correlation binary vector

generation and (ii) classification of correlation binary vectors.

3.3.2.1 Correlation binary vector generation

Alarms are to be correlated with the threat profile to decide its effectiveness with respect
to the network. This correlation can be achieved by measuring distance (match or mis-
match) between alarm and threats in terms of some common features e.g., IP address, port
number, protocol type etc. Most of the signature detection systems and vulnerability scan-
ners outputs (shown in Subsection 3.2.1) generate information to extract these features.
For simplicity, in this work distance between alarm and threat is the binary (hamming)
distance.

The positional representation of minimum distance measure of an alarm with respect
to threats, termed as “correlation binary vector” can be generated as follows. Let A = (
ap,Aa;,.....,4,) be an alarm vector and let T = { t4,f5,.....t,) be a threat vector, where 4; and
ti, (1 < i < n) are the features. The distance of an alarm vector A; to a threat vector T; is

defined as the sum of mismatches of its features.

n

Beorr(Aiy T) = ) Searr@ps ) (3.1)
p=1

where, Ocorr(ay, t,) = 0if a, = t, else dcor (ap, t,) = 1

with an exception of the time attribute where the criterion is

Ocorr(ap, ty) = 0if a, > t, else Ocorr(ay, ty) = 1.

Thus, the comparison of an alarm vector with a threat vector yields a distance metric.

Least distance is obtained by comparing an alarm vector with all relevant threat vectors

in the threat profile database. Let T; be the threat vector with minimum distance with A;.

The positional match or mismatch of alarm A; and threat T} is represented as a tuple ¢; of

the form: {(c;, c;,, -+, ci,) where, ¢;, = Ocorr(ar, tr), 1 <k < n.

The algorithm for correlation binary vector generation is given below.
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Algorithm 3.1 : Algorithm for generating the correlation binary vector

Input : TRg, A;, MAX.
Output: A binary vector of best match between A; and Tk.
/* TRg is the transaction database of the threat profile. */
/* A; is the alarm which need to be correlated. */
[* MAX is the number of features used */
1: IP; « IP Address against which the alarm A; is generated.
2: Select threat vectors T; € TRy that match IP address IP;. Let m be the number of such

potential candidates.

3: Curdist — MAX

4: for j=1tomdo

5. Calculate the distance 6.,+(A;, T;) as given by Equation (1) of the alarm A; to the

threat vector T'.

6:  if 8corr(A;, Tj) < Curdist then

7 Curdist < Ocorr(Ai, T))

8 Match « j

9: end if
10: end for

11: Generate the correlation binary vector c; for A; and Tatcn

The algorithm is illustrated with the help of snapshots of a threat profile and alarms. Table
3.1 is a snapshot of the threat profile generated from vulnerability scanner output. Some
entries (e.g., Port in this case) in the table may be blank because the corresponding infor-
mation are not generated by the vulnerability scanners used. Table 3.2 is a snapshot of
the alarms generated against two hosts with IP address 172.16.26.104 and 172.16.26.109.
Threat profile in Table 3.1 is the transaction database TRg. First alarm of Table 3.2 (i.e.,
A1) having an IP address 172.16.26.104 matches only with the threat vector T; of Table 3.1.
T1 becomes the candidate for correlation since it is the threat vector with the matching IP
address, hence Match and m are 1. Curdist is initialized to 11 (i.e., the number of features
considered in the alarms or the threat profile) as it is the maximum distance possible in

the present case. The distance between alarm A; and threat vector T; is 1 (according to
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Equation 1) as detailed below. The first feature (RefNo) of A; and T; matches, making
tirst bit of the correlation vector to be 0. As the time of A; is greater than the time T; is
generated, T is relevant; hence, second bit is 0. However, there is a case of mismatch
in port number, making third bit 1. Similarly all 11 bits can be generated and hamming
distance can be shown to be 1; Curdist becomes 1. Thus the correlation binary vector
generated is (001000000005.

Interestingly use of correlation binary vectors helps in representing multiple attack
instances with a single vector. In other words, the exhaustive set of known attacks for
each vulnerability need not be launched to generate the vectors. For example, the third
alarm (i.e., A3) when correlated with T; (fifth threat of the Table 3.1) generates the binary
vector (00100000000), which is same as the one for A; and T;. Although A; and A; are

two alarms for two attacks, when correlated, generate same binary vectors.

3.3.2.2 C(Classification of correlation vectors

Correlation binary vectors need to be classified into two classes as effective or non-effective
using a classifier. Classifiers initially require training with known class label. For training
an additional bit termed as “validity bit” is added to the correlation binary vectors.
Validity bit being 1(0) indicates corresponding alarm to be effective attack alarm (non-
effective attack alarm). During training a set of correlation binary vectors with validity
bit are inputs to the classifier. During testing or deployment validity bit is generated by
the trained classifier for any correlation binary vector.

Neural network is a common technique used for classification. Based on the nature of
the data, several variants of neural network are used, namely, perceptron, linear neural
network and backpropagation [150]. Perceptron and linear neural network can solve
linearly separable classification problems, however, in other cases backpropagation is
normally used. Since the present classification problem of the correlation binary vectors
is not linear, backpropagation neural network is used. Another advantage of using
backpropagation is because of the fact that trained backpropagation networks provide
reasonably acceptable results even on unseen data. It may be noted that in the present
case, the network is trained with correlation binary vectors corresponding to a limited
representative set of attacks. Trained neural network is expected to classify correlation

binary vectors generated for all sets of attacks for which an alarm is generated by the
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signature detection system.
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3.3.3 [Experimental results

The proposed scheme is implemented as a filter which takes signature detection system
alarms as input and gives effective attack alarms as output, thereby minimizing FPs. The
filter has two components, threat profile and alarm correlation (which matches threat
profile and alarms generated by signature detection system). Results are illustrated on
two datasets for validation of the proposed FP filter. First set of experiments are done on
a small dataset generated in a testbed. The second is on an offline dataset shared by the
authors of [93].

3.3.4 Experiments on dataset generated in the testbed

For this set of experiments a heterogenous testbed is setup with OSs such as Winodws
98, Windows 2000 server, Windows 2003 server, Windows XP, Ubuntu 7.2, Redhat 4.2
and Fedora 9. Also applications such as FIP server, Telnet, Mysql server, SQL server are
installed on these machines. Based on context of the testbed, following eleven features
are used for threat profile generation: reference number, time, IP address, port number,
name of exploit, protocol type, class name, effect, severity, service affected and platform.
Threat profile of the testbed is created using Nmap [20], Nessus vulnerability scanner [18]
and GFLanguard [12] and stored in MySQL database. Snort with default set of rules is
used as signature detection system. One of the machines, loaded with attack generating
tools generates attacks for applications and OSs in the testbed. Most of these exploits are
generated using Metasploit tool and other publicly available exploitation programs. The
dictionary of attacks used in the experiment is -
Denial of service (DoS): Teardrop, Land, Bonk, Jolt, Smurf, Winnuke, Ping of death, Syndrop;
FTP: Finger redirect, Freeftpd username overflow, Easy file sharing FIP server overflow,
FTP format string;
SQL: SQL server buffer overflow, SQL injection;
MYSQL: SSL hello message overflow;
Telnet: Telnet usrname buffer overflow, Telnet server buffer overflow, Resolve host conf.
Nearly 80% of the alarms for these attacks are non-effective to the testbed. In other
words, nearly 80% attacks do not exploit any vulnerability in the hosts of the testbed,

but most of them have a signature in the Snort database. Alarms are raised by Snort
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corresponding to most of these attacks. These alarms are processed to extract features
mentioned earlier. Subsequently, correlation binary vectors are generated for each alarm
using Algorithm 3.1. Processing of threats and alarms is done using Perl scripts. Also,
Algorithm 3.1 is implemented in Perl. Matlab neural network tool box is configured as
alarm classifier. Correlation binary vectors with added validity bit are used for training.
During testing/deployment, validity bit is determined by the trained neural network. For
the present experiment, the following parameters are set for the backpropgation neural
network: Input layer with 11 inputs (corresponding to the number of features), a hidden
layer with 5 nodes and an output layer with a single node. Learning rate is set to 0.05,
number of epochs to 5000 and performance goal to 1e-8. Multilayer tan-sigmoid transfer
function “tansig” is used in the hidden layer and the output function is “purelin”.

As discussed before, the proposed FP filter has a training and testing phase. Experi-
mental details of these phases in the testbed are discussed subsequently.

To get a comprehensive dataset for training the following steps are followed.

e Multiple vulnerability scanners are used to find vulnerabilities present in the systems

of the network under consideration and a database is created.

e Attacks capable of exploiting the vulnerabilities are generated. Alarms were gen-
erated by Snort for most of these attacks. As discussed in Subsection 3.3.2 use of
correlation binary vectors limit the number of attacks to be generated for obtaining

the training set.

e Correlation binary vectors are generated corresponding to these alarms (using Al-

gorithm 3.1). They are labeled as effective attack alarms.

e For the non-effective training set two types of attacks are used-(i) attacks which
cannot exploit any vulnerability in the network, (ii) attacks which can exploit some
vulnerability in the network but none in the machine against which it is launched.
Correlation binary vectors for these alarms are generated and these alarms are

labeled as non-effective attack alarms.

Totally 780 correlation binary vectors are generated and used for training. The training
time for the neural network (with 780 vectors) is 3.5 minutes on an Intel core TM2 duo
processor (P8400) running at 2.26 MHz with 2GB RAM.
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The testing phase of the proposed FP alarm minimization filter involves two steps.
First step involves generation of correlation binary vector by finding the closet match of
the alarm with a threat (from the threat profile generated using Algorithm 3.1). The worst
case time complexity of this step is O(n) (where n is the number of records in the threat
profile). For the present experiment, 976 correlation binary vectors are used for testing and
the maximum time taken for binary vector generation for one alarm is 0.116 second. The
runtime of the testing phase can be made more efficient by better representation (indexing)
and searching algorithms. The second step is the classification of a correlation binary
vector using the trained neural network. In the experiment, classifying one correlation
binary vector requires 0.00047 seconds.

The performance of signature detection system (Snort) in terms of Detection Rate and
Accuracy with and without filter are given next. Detection Rate and Accuracy of Snort

without filter are tabulated in Table 3.3. The details of the table is explained as follows.

e Column 1 shows the class of attack.

e Column 2 shows the number of attacks generated

e Column 3 shows the number of non-effective attacks.
e Column 4 shows the number of effective attacks.

e Column 5 shows the number of alarms generated by Snort for the attacks launched

(in Column 2).

e Column 6 denotes the number of TPs. These are the alarms which correspond to
effective attacks (i.e., effective attack alarms, abbreviated as EFF AA in the tables in

this chapter).

e Column 7 denotes the number of FPs. These are the alarms which correspond to
non-effective attacks (i.e., non-effective attack alarms, abbreviated as Non-EFF AA

in the tables in this chapter).

e Column 8 shows the number of FNs. These are the attacks for which no alarm is

generated by Snort, but attacks are successful.

e Column 9 and Column 10 show Accuracy and Detection Rate, respectively.

TH-1076_NHUBBALLI



10n systems

in signature detect

ion

t

1nimiza

Chapter 3. False positive alarm m

72

%566 | %00T | T 891 v 01Z 44 91 02C | TOSEAW
%926 | %00T | 1 091 0F 00T |54 0ST 161 108
%886 | %90T | 1 60¢ 08 63¢ 18 61¢ 00% d1d
%0001 | %E0E | 0 €¢ 01 €e 0L 6¢ 6¢ sod
%0001 | %91 | 0 0T Ic 9C1 12 S01 9zl | 10uURL
(d110) | (41 10) | 1r0ug Aq
ey VvV VvV ﬁmuﬁwcmw syoeype syoeype
‘19 00V | NA | HHH-UoN | J4H SWLIR]Y | 9ATIORJJH | 9ATIJJS-UON | SYoeny | sse[d

IS J 93 MOYIIM UI)SAS UOTIO)IP 2INJeUIIS JO a1y U01223a(] PUR Aovinddy, ¢ ¢ dS[qeL

TH-1076_NHUBBALLI



3.3. Proposed technique: FP minimization in signature detection systems 73

Detection Rate and Accuracy of Snort with the proposed filter are tabulated in Table 3.4.
First 5 columns of Table 3.4 carry the same information as that of first 5 columns of Table

3.3. Details of the remaining columns of Table 3.4 are described below.

e Column 6 denotes the alarms (generated by Snort) which are retained by the filter

as they could be correlated to some vulnerability in the testbed.

e Column 7 shows the number of TPs after the filter. TP in this case are the alarms

retained by the filter which correspond to effective attacks.

e Column 8 shows the number of FPs after the filter. FPs in this case are the alarms

retained by the filter which correspond to non-effective attacks.

e Column 9 shows the number of FINs after the filter. FNs are the effective attacks for

which no alarm is found in the set retained by the filter.

e Column 10 and Column 11 show Accuracy and Detection Rate, respectively.

Table 3.4 illustrates an increase of Accuracy of about 80% for most classes of attacks. This
conforms to attacks generated in the testbed, where only 20% of attacks are effective. This
increased Accuracy is achieved as the proposed approach utilizes context information
along with reference number as only a feature for validating alarms. However, for denial
of service attacks suppression is low, as most of denial of service attacks are flooding
attacks and they are relevant to every network. Also, it may be noted from Table 3.4 that
fall in Detection Rate due to filtering of alarms is as low as 4% on an average. This lowering
of Detection Rate is due to misclassification of some correlation binary vector of an effective
attack as FP by the neural network. Table 3.4 also illustrates that for some applications
(like Telnet), Detection Rate before alarm filtering is 100% while for some others (like denial
of service) it is lower. This implies that Snort detected all attacks (generated in the testbed)
for the former cases while it missed some for the latter ones.

In the next subsection a comparison of proposed method in terms of Detection Rate and

Accuracy is presented with the scheme proposed by Neelakantan et al. in [96].
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3.3.4.1 Comparison with method of Neelakantan et al. [94]

As discussed in Subsection 3.2.1, FPs can be minimized based on reference number by a
scheme discussed in [91] which is implemented by Neelakantan et al. [96]. The technique
discussed in [96] considers only those signatures for signature database which have a
corresponding vulnerability (with a reference number) in the network. Table 3.5 illustrates
sets of alarms generated by Snort with and without matching reference numbers in the
experiment. It may be noted that quite a good number of alarms generated by Snort and
their corresponding signatures do not have reference numbers referencing to standard
vulnerability databases.

Here, Accuracy and Detection Rate obtained using the proposed scheme are compared
with the scheme presented in [96]. The comparison results are illustrated in Table 3.6. The

following points are to be noted for the results of the scheme in [96].

e Low Detection Rate: As already discussed, CVE or Bugtracq reference numbers are
not complete [91]. Attacks exploiting vulnerabilities without reference numbers will
not be detected by signature detection system and obviously there will be no alarms

for these attacks.

e Fallin Accuracy: Signatures in the signature detection system [96] are corresponding
to vulnerabilities with reference numbers only. It may be noted that reference
numbers are general and not host specific. So alarms having reference numbers
generated by such system may not be effective for host/application which do not

have the the corresponding vulnerability.

The scheme proposed in this chapter, achieved better Accuracy and Detection Rate,
thereby resulting in effective alarm generation, since it uses 11 relevant features for corre-

lation (and reference number is one of them).

3.3.5 Experiments on dataset generated offline

Dataset described in [93] was generated in 2006 to evaluate the next generation signature
detection systems, particularly to access the capability of false alarm minimization of these
systems. The dataset was created on a virtual network infrastructure built with Vmware

where a total of 208 different OSs were installed. Attack traffic was generated using 124
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Table 3.5: Alarms with and without reference numbers
Class Reference | No  ref-
numbers | erence
numbers
DoS 60 40
Telnet 75 25
SQL 100 0
MySQL | 100 0
FTP 91 9
Table 3.6: Accuracy and Detection Rate comparison with [94]
Accuracy Detection Rate
Class | Scheme [96] | Proposed method | Scheme [96] | Proposed method
Telnet 50.0% 100.0% 75.0% 100.0%
DoS 60.0% 90.0% 60.0% 90.0%
FTP 75.0% 100.0% 91.0% 98.8%
SQL 97.6% 100.0% 100.0% 97.6%
MySQL 95.2% 95.2% 95.2% 90.90%
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exploitation programs. For every attack generated there was a separate trace file with (i)
complete context information (in terms of parameters like IP address of target host, port,
OS, protocol, application etc.) and (ii) a labeling of whether the attack was successful in
exploiting any vulnerability in the network.

As the network setup was virtual [93], threat profile (for the present experiment)
is generated by configuration information of the traces for successful attack instances.
For example, if the trace file for a successful attack has parameters 1P=144.12.11.211,
OS=WindowsXP and Application=FTP, then FTP running on Windows in host 144.12.11.211
is vulnerable and would be included in the threat profile. On the other hand parameters
which are not present in any successful attack trace are non-vulnerable.

To study Detection Rate and Accuracy of Snort, traces of the dataset are passed through
Snort and alarms are collected. Alarms are generated by Snort for all these traces as
signature database has an entry for all the corresponding attacks. As traces are labeled,
alarms generated from successful and unsuccessful attack attempts are separated. Alarms
corresponding to successful (unsuccessful) attacks are TPs (FPs). Table 3.7 shows the
details of the study in terms of number of attack traces, number of alarms, non-effective
attack alarms, effective attack alarms and FNs. Also Detection Rate and Accuracy computed
using the value of TPs, FPs and FNs are reported in the table. It may be noted that
Detection Rate for all classes of attacks are 100% as Snort could detect all attacks (i.e., FP is
0). However, Accuracy is low because alarms are generated by Snort for all attack traces

and most of the attacks could not successfully exploit any vulnerability in the network.

Table 3.7: Accuracy and Detection Rate before FP filter

Class Total Total | Non-EFF | EFF | FN | Acc. Det.
Traces | Alarms AA AA Rate
(or FP) | (or TP)
FTP 8764 8764 8657 107 0 | 1.22% | 100 %
IIS Webmaster | 2184 2184 2096 88 0 |4.03% | 100%
Netbios 3864 3864 3734 130 0 |3.36% | 100%

To improve the Accuracy, FPs generated by Snort are filtered using the proposed FP
minimizing technique. Table 3.8 reports the Accuracy and Detection Rate after filtering.

Some of the entries in the table are explained as follows (while others are self explanatory
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or explained before):

e Column 3: A subset of alarms are used for training. These alarms comprise both
TPs and FPs.

e Column 4: All alarms (including the ones used for training) are used as testing data.

e Column 7: The alarms among the test set declared as non-effective attack alarms by
the correlation engine (CE, Figure 3.3) (because they do not match any vulnerability

in the network).

e Column 8: The alarms among the test set declared as effective attack alarms by the

Correlation Engine (CE) (because they matched some vulnerability in the network).

e Column 9: TPs among the effective attack alarms declared by CE (Column 8) i.e.,
effective attack alarms (Column 6) and declared as effective attack alarms by CE. In
other words, column 9 represents the alarms for attacks exploiting some vulnerabil-
ity in the network (column 6) and correctly identified as effective attack alarms by
the CE.

e Column 10: FPsi.e., non-effective attack alarms (Column 5) but declared as effective
attack alarms by CE. In other words, column 10 represents the alarms for attacks
not exploiting any vulnerability in the network (column 5) but wrongly identified

as effective attack alarms by the CE.

e Column 11: ENsi.e., effective attack alarms (Column 6) but declared as non-effective
attack alarms by CE. In other words, column 11 represents the alarms for attacks
exploiting some vulnerability in the network (column 6) but wrongly identified as

non-effective attack alarms by the CE.
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It may be observed from Table 3.7 and Table 3.8 that the scheme on correlating network
threat profile with alarms, improves Accuracy by many fold but at the cost of Detection Rate.
Fall in Detection Rate is much lower when compared to gain in Accuracy. However, fall in
Detection Rate implies some effective attacks being missed. This may not be acceptable for
critical applications in the network.

It is a generally accepted fact that in any organization there are some network applica-
tions which are critical for its operation. These applications need to be protected against
attacks. Since FP minimization schemes reduce Detection Rate to some extent by filtering
out few effective attack alarms, there is a chance that some effective attack targeted against
a critical application is missed. Such cases of misinterpretations are not acceptable. On
the other hand, for other applications which are not critical, a small number of such
misinterpretations may be tolerable.

The objective of the next part of this chapter is development of an application criticality
aware FP minimization technique for signature detection systems. The scheme provides
a differentiated treatment to the alarms based on the criticality of the application that is

targeted by the corresponding attack.

3.4 Application criticality aware FP minimization

This section presents an enhancement over the proposed FP minimization technique (dis-
cussed in the last section) to consider criticality of network applications. Basic architecture
illustrating the enhancement is shown in Figure 3.5

As disused earlier alarms that could not be correlated with any vulnerability are
declared as FPs and dropped (by the proposed FP minimizer). However, some of the
dropped alarms may also correspond to attacks that can exploit some vulnerability in the
host being targeted but declared FP due to correlation error. This may lead to serious
consequences if these attacks are for critical applications but may be tolerable if the target
is a non-critical one. So alarms being filtered are to be reevaluated vis-a-vis application
criticality; such alarms are termed as “Intermediate False Alarms (IFA)” (Figure 3.5). The
procedure required for reevaluating the intermediate false alarms vis-a-vis application
criticality is discussed below.

Application criticality factor models the criticality of network resources/applications in
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terms of certain features generated along with a signature detection system alarm namely,
IP address, port number, OS etc. Advantage of such a model is the direct mapping of an
alarm with the target application and its criticality value. Application criticality factor
is represented using a weighted automata termed as Criticality Weighted Automaton
(CWA). The CWA is defined as: M = (X, X, 3, Xinitiat, X finar), Where

e X represents the set of states of the automata.

o X = {[1,I,..I} is the set of input variables and D = {D;,D,,---,D} is the corre-
sponding set of domains. Each element I; of X can take values from a corresponding
domain D;.

Here, input variables correspond to the features like IP address, port number, OS
etc. generated along with alarms. A domain comprises only those elements of the
corresponding feature which are active (or in use) in the network under question.

Each state represents an element of some domain in D.
e I is a finite set of transitions
® X, 1S the initial state

® Xfina C X is the set of final states
The set of states can be partitioned into levels, from 0 to t. State x; will be referred to
as I'" state at the " level; subscript is used for level number and superscript is used
to represent state number at a given level. At level O there is only one state Xyisig-
Each state at level 1 represents one element of D;. The CWA moves from X;jsis to
state x} atlevel 1 if the value of parameter ; (generated by the alarm under question)
corresponds to the element of D, represented by xt. For each state at level 1, there
can be |D;,| number of states at level 2, each representing one element of D,. The
CWA moves from x’{ to state xl2 at level 2 if the value of parameter I, corresponds
to the element of D, represented by x}. In a similar way the CWA up to level ¢ can
be explained. The CWA moves through states Xiyitia1, x]{,xlz, .-+, x} if value of input
parameter L corresponds to state x’{, I corresponds to state xZZ, -ee I corresponds to
state x}. All states at level ¢ are final states. The details regarding transitions of the

CWA are given below.
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A transition T € J from a state x to another state x* is an ordered four-tuple 7 = (x, g, x*, cr)

where,
e x is the initial state of the transition, denoted as initial(7).
e x* is the final state of the transition, denoted as final(7).

e o is the input symbol of the transition 7 referred to as input(t). If T emanates from
a state x’]? at level j and terminates at a state x; ., atlevel j + 1 then ¢ is the value of

parameter ;1) represented by x; T
e cr € IN is the criticality value of 7.

There is a special type of transition 7 = (x,A,x",0). In this transition A is the enabling
condition (and emanates from state x). It fires only if value of input parameter does not
satisfy enabling condition of any other transitions emanating from x. Broadly speaking,
(x,A,0, Xfina1) is a type of “else” transition from x to x™ and has criticality value of 0.

The algorithm below describes the construction of the CWA:

Algorithm 3.2 : Algorithm for constructing the CWA

Input:
(i) Input variables: with their ranges;

LDy = (i}, i}

17h
qo. %
L:D,={i}, i1}

qo. X
L : Dy =i}, %--- i)'}

(ii)An order of the input variables (I, I, - - I;)
Output: CWA

—_

X = (Xinitia} /* Xinitiar is at level 0 and the only state at that level*/

: Xfinal = Xfinar /* Initially, set of final states has only one state x iy, */
: forj=0;j<=t;j++do

/¥ All states at level t are final states*/

if j ==t then

SANEC U~

ij/ Xfinal = Xfinal U Xx;.
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7: Break loop.
8: endif
9:  [*for each state from level O tot — 1%

10: forl=11<=k;l++do

11: /* values of input variables at the level j ¥/

12: For every state x at level j

13: X=XuUx [y ; /¥ Add a new state x L to X/

14: Add a transition T , from x to x L as (x, am, §+1, ]+1) G]+1 = ‘§+1’ §+1 is called

the enabling condltlon of ’c] A is assigned by the system administrator based

]+1
on the role of z]. L in the network

15:  end for

16: end for

17: Add a transition from every state x in (X — Xfjua1) to Xfina as x, A, 0, X finar)-

CWA construction is illustrated with a simple network example and shown in Figure
3.6. Let there be two machines with IP addresses IP; and IP,. Also let there be one port
namely 80 open on machine with IP; and 21 open on machine with IP,. The entity “IP
address” is I; and “port” is I,. So, range of I is {IP;,IP,} and I, is {80,21}. Further, let the
ordering of input variables be (I3, I;). Initial state is marked as Xjuii. As the range of I;
comprises 2 elements there are two states at level one x] (represents IP;) and x7 (represents
IP,. Then two transitions are added namely, (i) Xjuitia t0 X] : (Xinitiar, [P1, X}, cr1) and (ii) Xinitiar
to x%: (Kinitial, IP2, x cr2> cr and cr are decided by the system administrator based on role
of IP; and IP; in the network under consideration. For example, if IP; is for a student
machine in an university, cr; can be given less value compared to cr7 if IP, is running the

university web server.

A similar procedure is repeated from the first level states to reach to the states at level 2.
Taking x] as the source state a new transition is added which leads to x; i.e {x, 80, x;, cr,).
Another transition from x? to x3 i.e (x3,21,x3,cr3) is added. Since in the example only
two input variables are considered, the states at level 2 are marked as final states. Then a
state X, is added to Xy, and (“else”) transitions from every non-final states to x final QT€
added.
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Note: From the algorithm, in the worst case there may be an O(k; - k; - k3 - - - - k;) number
of states. In a practical scenario, number of states are much less. This is explained using
the example automaton (Figure 3.6). In the example, as the range of I; and I, are 2, there
can be 4 states in level 2. However, this is not the case, as only port 80 (21) is open on IP;
(IP,) resulting in only 2 states at the second level.

Whenever an alarm is generated the required entities which form the input to the
automaton are extracted. CWA is traversed with this input, generating a sequence of
transitions. Criticality weights of the corresponding transition sequence is added to
determine the criticality of the application being targeted by the attack. If application
criticality value exceeds a threshold (defined by administrator) then application is critical.
All alarms (for attacks) against a critical application, even if declared as FPs by the neural
network based correlation engine, are to be declared as TPs. On the other hand, for

non-critical application alarms detected as FPs by the correlation engine are dropped.

Figure 3.6: Example of a CWA

3.4.1 Experimental results

In this section results are reported for criticality aware FP minimization scheme on the

dataset shared by Massicotte et al. [93]".

IThe testbed (used in Subsection 3.3.4) has a few number of applications, thereby differentiation them
as critical and noncritical is difficult. So results are not reported for the dataset generated in the testbed.
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3.4.2 Accuracy and Detection Rate of critical and non-critical applications

As described earlier criticality assessment of the alarms is the second stage of analysis
and is done on the alarms which are labeled as non-effective attack alarms (or FP) by
the correlation engine. For modeling criticality of applications, CWA is used which is
obtained by some parameters generated with the alarms. In the present experiment, three
parameters namely IP address, protocol type and port number are used to define the
criticality of the applications; these three parameters are input variables for the CWA. 3
hosts (IP addresses) are marked as critical and an order is made arbitrarily. The criticality
weight range of “IP address” parameter is taken from 70 to 100; IP address of the most
critical host is assigned a weight of 100, the next critical one is assigned a weight of 90
and least critical one is assigned weight of 70. All the “protocol type” (and “port type”)
in the critical hosts are assumed equally critical and assigned weights of 60 (and 50). IP
addresses of all other non-critical hosts are assigned a weight of 40. Similarly, the “protocol
type” (and “port type”) in the non-critical hosts are assigned weights of 30 (and 20). The
weights are given in order of importance of the parameters in defining the threat profile
of the network. For example, IP address has the highest weight among other parameters
because it defines the host against which the attack is launched. It is assumed in the
present experiment that all applications of a critical host are critical. So resource criticality
threshold is the sum of the lower values of the range of weights of the three parameters
assigned to critical applications; in the present case threshold is 180 (=70+60+50).
Weights of all alarms (in terms of these three parameters) are computed by traversing
the CWA. Based on the threshold, alarms for critical applications and non-critical ones are
differentiated. So Table 3.8 is split into two as, Table 3.9 is for critical cases and Table 3.10

is for non-critical cases.
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From Table 3.9 it may be noted that Detection Rate is lower than 100%, implying detec-
tion of some attacks being missed even for critical applications.

Now change in Detection Rate and Accuracy for critical and non-critical applications are
computed when alarms dropped by correlation engine are reevaluated using the CWA.
Table 3.11 reports the Accuracy and Detection Rate after the criticality reassessment is done
using CWA for critical resources. It may be noted from Column 5 and Column 6 of Table
3.11 that all the alarms determined as non-effective attack alarms by the correlation engine
(column 5 of Table 3.9) are now made effective attack alarms as they are for the critical
applications. As all alarms (for critical applications) are passed, so the number of TPs is
same as the number of effective attack alarms labeled by the dataset [93] (i.e., Column 4
and Column 7 of Table 3.11 have same values). So, FNs are zero making Detection Rate to
100%. In the process of passing all alarms generated by Snort (including ones marked as
FP by correlation engine) Accuracy falls. In case of critical applications this fall in Accuracy
may be acceptable to some extent.

It may be noted that for non-critical applications, Detection Rate and Accuracy remain
same even after reevaluating using the CWA because if an alarm is marked as non-effective
attack alarm by the correlation engine, it is dropped. In other words, reevaluating using
the CWA does not change the non-effective attack alarms marked by correlation engine
(Column 5 of Table 3.10) to effective ones for non-critical applications.

In Table 3.12 overall Accuracy and Detection Rate, taken both the critical and non-critical
applications, after reevaluating using the CWA is given. The entries of Column 2 through
Column 9 in the table are obtained by adding the corresponding entries in Table 3.10 and
Table 3.11. Finally, overall Detection Rate and Accuracy are computed using the overall
TPs, FPs and FNs. It may be noted that overall Accuracy is acceptable even after achieving
100% Detection Rate for critical resources. In other words, effective alarm generation has
been achieved for signature detection system using the proposed FP filter augmented

with application criticality factor.
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3.4. Application criticality aware FP minimization
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3.5 Conclusions

Most of the alarms generated by signature detection systems are FPs. The chapter pre-
sented a FP minimization scheme based on correlation of alarms with threat profile
using Neural network. The technique improved Accuracy but also resulted in fall of
Detection Rate. This compromise in Detection Rate is not tolerable for critical applications
as some attacks may go undetected. To avoid missing of attacks for critical applica-
tions, the proposed FP minimization scheme is enhanced by incorporating an application
criticality factor. Experimental results illustrated near 100% Detection Rate for critical ap-
plications and overall Accuracy is maintained at about 90%, thereby by achieving the target
of effective alarm generation for signature detection systems. The next chapter deals with

an event detection system for known attacks for which signature cannot be generated.
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Chapter 4

Event detection system for ARP attacks

4.1 Introduction

There are certain classes of known attacks which do not modify the syntax of network
traffic but change the intended communication between end parties. These attacks do not
have any specific patterns for signature generation and signature detection systems fail
to detect them. Examples of such attacks are Address Resolution Protocol (ARP) attacks
[75] (e.g., ARP request spoofing and ARP response spoofing), Internet Control Message
Protocol (ICMP) attacks using error (e.g., host unreachable) and informational (e.g., ICMP
redirect) messages [19] etc. The working of these attacks are discussed below.
Computers in the Internet are identified by their IP addresses. At the data link layer,
computers use another address known as MAC address or hardware address. To deliver a
packet to a correct host, IP address has to be mapped to some MAC address. This binding
between the MAC address and IP address is done by ARP. In ARP spoofing attacks, a
false MAC address is associated with an IP address by the attacker (in an ARP message
packet) and sent to a host. As ARP is a stateless protocol, ARP cache of the host (to which
the spoofed ARP packet is sent) updates itself with the false IP-MAC pair. This leads to
all traffic being sent to host having the IP address under consideration to be sent to host

having the spoofed MAC address.
Internet Protocol (IP) is the primary protocol in network layer of the TCP/IP protocol

suite and has the task of delivering packets from source host to destination host solely

based on their network addresses. Lack of reliability in this protocol allows many faults
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to occur like data corruption, packet duplication, out of order delivery etc. So, some
mechanism is needed to control and notify the errors in the network layer. This is
facilitated by ICMP [108] which implements various error-reporting, feedback and testing
capabilities. ICMP messages can be classified into two categories depending upon their
operation— (i) error messages and (ii) informational messages. Error messages are used
to report different kinds of errors generated in the delivery of packets. Informational
messages are used for diagnostics and testing. “Host unreachable” error message is
generated by boundary gateway or router when a datagram is received which cannot be
delivered or forwarded to destination host. For example, when a host tries to ping an
unallocated IP address in another subnet, the router (corresponding to the subnet) sends
back a “host unreachable” message to the requesting host. An attacker can compromise
the router and send a spoofed “host unreachable” message. In other words, an attacker
can send fake “host unreachable” messages to all incoming requests to a host and make it
unavailable (i.e., Denial of Service (DoS)). “ICMP redirect” message is used by routers to
notify hosts about a better route being available to reach a particular destination. “ICMP
redirect” messages can be used by the attackers to cause false re-routing of packets. For
example, an attacker can send “ICMP redirect” messages to hosts in a subnet to request
them to change their routing tables thereby setting up a false route to destination. This
may lead to a Man-in-The-Middle (MiTM) attack.

From the discussion above it may be noted that spoofed packets of both ARP and ICMP
look similar to the corresponding packets generated under normal conditions. In other
words, ARP and ICMP related attacks do not change the syntax and sequence of network
packets. However, intended behavior of network communication changes. As discussed
in Chapter 2 Subsection 2.2.2, custom made techniques are used to detect such (ARP)
attacks. These attacks can be detected by keeping track of sequence of network packets
(also called events). This generic concept of observing events to detect attacks is used in
HIDS [118, 130, 137], where system calls are considered as events and then by observing
their sequence, the condition of the host is estimated; these event based IDSs are called
event detection systems. Event detection system is basically an event or state estimator
which observes sequences of events generated by the network to decide whether the states
through which the system traverses correspond to the normal or compromised condition.

To the best of our knowledge, event detection techniques have not been used at network
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level. However, there are many instances of known attacks at network level for which
signatures cannot be generated but can be detected based on differences in sequence of
packets. So, for effective alarm generation for such known attacks, event detection system
is a promising technique.

This chapter proposes an event detection system for ARP spoofing attacks. The scheme
is designed by suitability extending the concept of “difference in sequence of events” used
in HIDS for network attacks. In this work, the basic framework of Failure Detection and
Diagnosis (FDD) of Discrete Event System (DES) has been suitably adapted to develop the
event detection system. A DES is characterized by a discrete state space and some event
driven dynamics. DES have widely been used for FDD of large systems like chemical
reaction chambers, nuclear reactors etc. [42]. The basic idea is to develop a DES model
for the system under normal condition and also under each of the failure conditions.
Following that, a state estimator called diagnoser (or detector, if only detection of failure
is required) is designed which observes sequences of events generated by the system to
decide whether the states through which the system traverses correspond to the normal
or faulty DES model'. The basic idea of the diagnoser is similar to that of the IDS used for
host based attacks [118, 130, 137].

The contributions of this chapter are as follows.

e A DES based event detection system for detecting ARP attacks is proposed. Use
of FDD of DES for detecting ARP attacks (i.e., network attacks) requires certain
extensions over the (classical) theory [42] (which is used in [118, 130, 137] for host

attacks). The extensions are as follows.

- In the case of ARP, the DES framework needs to model not only sequences
of events but also their time of occurrences. So the DES model used in the

proposed technique extends the un-timed model with time information.

— Unlike host based IDS, in case of spoofing (in ARP attacks) there is no difference
in sequence of ARP events compared to normal conditions. To handle this
situation, an active probing mechanism is used so that sequences of ARP packets
can be differentiated under spoofing and normal conditions. It may be noted

that probing technique maintains the standard ARP behavior.

A more detailed discussion on FDD of DES is provided in Appendix A

TH-1076_NHUBBALLI



96 Chapter 4. Event detection system for ARP attacks

The proposed event detection system has the following features, which are desir-
able in any ARP attack preventation/detection scheme (as discussed in Chapter 2
Subsection 2.2.2).

— The proposed ARP attack detection scheme has two basic components— (i)
DES detector and (ii) active prober. DES detector analyzes ARP requests and
responses. Active prober sends probe requests to hosts using ARP request
packets. So the proposed scheme maintains the standard ARP and does not

violate the principles of network layering structure.

— The extra ARP traffic generated by the scheme is low. Active ARP probes
generate extra traffic in the network. To minimize additional traffic, I--MAC
pairs corresponding to normal and spoofed conditions, already decided, are
recorded in tables. Following that, ARP probes are sent only to I>-MAC pairs

which are absent in the tables.

— The event detection system is installed in just one host which can receive all
packets of the network being monitored (by port mirroring). So installation of
extra softwares or patching in all hosts of the network being monitored is not

required.

— The only hardware requirement of the event detection system is a switch with

port mirroring facility.

— The system detects a large set of ARP related attacks namely, malformed pack-
ets, response spoofing, request spoofing, man-in-the-middle and denial of ser-

vice.

Rest of the chapter is organized as follows. In Section 4.2 background of ARP and
various attacks based on the protocol are discussed. Also, relevant literature for detecting
ARP related attacks is reported in the same section. Section 4.3 presents the proposed
approach of detecting ARP attacks using a DES based event detection system. Section
4.4 deals with implementation of the proposed scheme and comparison with similar

approaches reported in the literature. Finally the chapter is concluded in Section 4.5.
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Hardware Type Protocol Type

HLen PLen Operation

Source Hardware Address (Bytes 0-3)

Source Hardware Address (Bytes 4-5) Source Protocol Address (Bytes 0-1)

Source Protocol Address (Bytes 2-3) Target Hardware Address (Bytes 0-1)

Target Hardware Address (Bytes 2-5)

Target Protocol Address (Bytes 0-3)

Figure 4.1: ARP packet format

4.2 Related work

In this section, background of the working of ARP and attacks related to the protocol (pre-
sented briefly in Subsection 2.2.2 of Chapter 2) are elaborated. For the sake of readability
a brief summary of various techniques for detecting ARP related attacks (discussed in

Subsection 2.2.2 of Chapter 2) is also reported in this section.

421 Address Resolution Protocol

ARP packet format is shown in Figure 4.1.

Various fields of an ARP packet are explained as follows.

e Hardware type: This field in the packet specifies the type of hardware used for the

local network transmitting the ARP message. The value for Ethernet is 1.
e Protocol type: Each protocol is assigned a number. IPv4 is 2048 (0x0800).

e Hardware address length (HLen): HLen field in the packet specifies the length of
hardware (MAC) address in bytes. MAC addresses are 6 bytes long.

e Protocol address length (PLen): PLen field specifies the length of logical address in
bytes. IPv4 addresses are 4 bytes long.
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e Opcode: Opcode field specifies the nature of the ARP message; 1 for ARP request
and 2 for ARP response.

e Sender hardware address: Sender hardware address specifies the MAC address of

the host sending the ARP packet.
e Sender protocol address: This is the IP address of the host sending the ARP packet.

e Target hardware address: This field specifies the MAC address of the intended
receiver. This field is “tf:ff:ff:ff:ff:ff” in case of ARP requests (which are broadcasts).

e Target protocol address: Target protocol address is the IP address of the intended

receiver.

The steps of ARP are discussed below using an example of a LAN having hosts A and B,
where A wants to communicate with B. IP address of A is IP(A) and IP address of B is
IP(B). Similarly, MAC address of A is MAC(A) and MAC address of B is MAC(B).

e Step 1: A searches its own ARP cache to find if there is an entry for MAC address of

B. If the entry is present, it will use the MAC address for communication.

e Step 2: If entry for MAC address of B is not found in A’s cache, it will generate an
ARP request message. The message packet will have the following values in the
fields.

- Hardware type= 1.

— Protocol type=0x0800.

— HLen=6.

— PLen=4.

— Opcode=1.

— Sender hardware address=MAC(A).
— Sender protocol address=IP(A).

— Target hardware address= ff:ff:ff:ff:ff:ff

- Target protocol address=IP(B)
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This packet is broadcast in the local network.
This ARP request conversation viewed in tcpdump (an utility for watching network

packets) is as follows

MACA) ff:ff:ff:ff:ff:ff:42:arpwho— hasIP(B) tell IP(A).

e Step 3: The ARP request packet being broadcast, it is received by all hosts (in the
LAN) including B. Each host compares the target protocol address (i.e., IP(B) in this
example) of the packet with its own IP address. All hosts except B will drop the
packet because the target protocol address will match only with IP(B). B updates is
cache with IP(A)-MAC(A).

e Step 4: B generates an ARP response message for A containing its MAC address.

The ARP response message packet will have the following values in the fields.

- Hardware type= 1.

— Protocol type=0x0800.

— HLen=6.

— PLen=4.

— Opcode=2.

— Sender hardware address=MAC(B).

- Sender protocol address=IP(B).

— Target hardware address= MAC(A)

— Target protocol address=IP(A)
Values of the target hardware address field and the target protocol address field of
the response packet are taken from the source hardware address field and the source
protocol address field, respectively of the request packet.
This ARP response packet as viewed in tcpdump is given below

MAC(B) MAC(A) : arp reply IP(B) is — at MAC(B).

The packet is sent as unicast response to A.

e Step 5: A will process the ARP response from B and update its ARP cache with
MAC(B). Now A can communicate with B.
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Along with requests and responses, ARP also has gratuitous ARP requests. A gratuitous
ARP request is an ARP request packet where source protocol address and destination
protocol address are assigned same value as that of the IP address of the host generating
the packet. The target hardware address is broadcast address ff:ff:ff:ff:ff:f.

Gratuitous ARP requests are useful for the following reasons.

e They can detect IP conflicts.

e They can update all hosts in a LAN about MAC address of a new host or change
in MAC address of an existing host (due to change of NIC card) without ARP

request-response sequence.

4.2.2 ARP based attacks

The problem with ARP protocol is that, it is stateless. Any host after receiving an ARP
message will update its cache without verifying its genuineness. This statelessness is
the major security loophole in the protocol. This enables malicious hosts to craft custom
ARP packets with forged IP-MAC pairs, which leads to many ARP related attacks; these
attacks are discussed below. The example which is used to illustrate working of ARP is
modified slightly to discuss the ARP related attacks. In the modified example, along with
two genuine hosts A and B, there is an attacker host D (with IP address as IP(D) and MAC
address as MAC(D)).

4.22.1 ARP request spoofing

In ARP request spoofing attack, an attacker sends (by broadcast) an ARP request packet
with falsified IP-MAC pair (in sender hardware address-sender protocol address fields).
The host with IP address given in the “target protocol address” field of the request packet
updates its cache with wrong IP-MAC pairing. For example, if attacker D sends a forged
ARP request packet with target protocol address as IP(A) and sender hardware address-
sender protocol address as IP(B)-MAC(D), then A’s cache will have MAC address of D
corresponding to IP address of B. This will result in packets intended to be sent to B (by
A) being sent to D. On the other hand if D sends a forged ARP response packet with
IP(B)-MAC(X) (where MAC(X) is non existent) then all packets intended to be sent to B
(by A) will be lost.
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4.2.2.2 ARP response spoofing

ARP response spoofing is similar to ARP request spoofing. However, in the case of
response spoofing, ARP response packet is used. In this attack, an attacker sends an
ARP response (unicast) packet with falsified I>-MAC pair to a host and it blindly updates
its cache with wrong IP-MAC pairing. For example if, attacker D sends a forged ARP
response packet to A with IP(B)-MAC(D) (in sender hardware address-sender protocol
address filed), then A’s cache will have MAC address of D corresponding to IP address of
B. ARP spoofing is the basic attack which acts as a gateway for many other ARP attacks

like man-in-the-middle.

4.2.2.3 ARP man-in-the-middle attack

ARP request/response spoofing may lead to man-in-the-middle attack. In this case, the
attacker is positioned between two communicating hosts and sniffs all the packets being
transferred between them. In man-in-the-middle attack, the attacker sends falsified IP-
MAC pairs to the (two) communicating hosts being targeted. When one host sends
a packet to the second, it gets diverted to the attacker (as explained for ARP request
spoofing). The attacker reads the packets and forwards them to the second host. Similarly;,
when the second host communicates with the first, all packets are routed through the
attacker. As the attacker forwards the packets (after reading) to the original destinations,
its presence is not felt. For example, to launch man-in-the-middle attack between A and

B, attacker D sends two spoofed ARP replies as follows.

e [P(B)-MAC(D) to A. This will lead to all packets being sent from A reach D. D will
forward the packets to B.

e IP(A)-MAC(D) to B. This will lead to all packets being sent from B reach D. D will
forward the packets to A.

Once man-in-the-middle attack is launched between hosts, sniffing and session hijacking
may easily be performed in the LAN. Session hijacking enables an attacker to take control
of a connection between two computers. For instance, an attacker can take control of a

telnet session after a target computer has logged into a remote computer as administrator.
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4.2.2.4 ARP denial of service

In this attack, attacker fabricates a large number of spoofed ARP responses and sends to
the host being targeted within a small time interval. A denial of service attack occurs in a
host because it becomes busy in processing the responses thereby making it unavailable

for catering to other normal activities.

4.2.3 Techniques to detect ARP attacks

There are some solutions proposed in the literature to detect, mitigate and prevent ARP
related attacks. These solutions and their merits/demerits are briefly reported in this

subsection.

e Static IP-MAC pairing [74]: In this scheme each host is manually assigned a MAC
address and these static I>-MAC pairings are maintained in ARP caches of all the
hosts. This is the most foolproof way to prevent ARP attacks. However, this scheme

is not acceptable in a dynamic environment.

e Enabling port security features in switch [6]: Security features are available in high
end switches which tie a physical port to a MAC address. A change in transmitter’s
MAC address can result in port shutdown or ignoring the change. The scheme
works fine only if the first packet received by the switch has correct I>-MAC pairing.
Further, any genuine change in IP-MAC pair will be discarded (e.g., gratuitous

request).

e Software security [3, 8]: The basic notion of security features in switches (involving
observation of changes in IP-MAC pairs) can be implemented in software solutions
also. These software solutions are cheaper than switches with port security. How-

ever, they also suffer from the same drawbacks as that of port security in switches.

e Cryptographic techniques [26, 57, 85]: Cryptographic techniques can be used to
authenticate ARP requests and responses. Cryptographic techniques increase com-

putation overhead and violate the standard ARP.
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4.3 Proposed scheme: event detection system for ARP at-

tacks

In this section the proposed DES based event detection system for ARP related attacks is
presented.

Following assumptions are made regarding the LAN in which the system operates.

e Non-compromised hosts will send one response to an ARP request within a specific

interval T, (which is the round trip delay in the LAN).

e Event detection system is running on a dedicated and trusted host with a fixed IP

address.

e Port mirroring is enabled at the switch so that event detection system has a copy of

all outgoing and incoming packets from all ports.

In the next subsection the probing technique is discussed. Following that an example
is given to motivate the requirement of probing to generate different sequences of ARP

packets under normal and attack scenarios.

4.3.1 Active probing technique

The event detection system works at network level and one host in the LAN is configured
as IDS, where all algorithms and data tables (to be discussed in this section) are maintained.
The details of the LAN architecture will explained using an example in Section 4.3.2.
Upon receiving ARP requests or ARP responses, ARP probes are sent to the source IP
address of the request or response packet. Before sending the probes it is checked that the
source IP-MAC pair is not yet verified by the detector to be genuine or spoofed’. Details
of such verified I>-MAC pairs are recorded in tables, discussed below. Henceforth in the
discussion, the following short notations are used:
IPS - source IP address; IPD - destination IP address; MACS - source MAC address; MACD
- destination MAC address; RQP - ARP request packet; RSP - ARP response packet.
Source IP address of RQP is denoted as RQPps; similar subscripting will be used to denote
destination IP, source MAC address and destination MAC address for RQP and RSP.

The technique to determine if an IP-MAC pair is genuine or spoofed is detailed in Subsection 4.3.4
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1. Every time an ARP request is verified as genuine an entry is made in the Authen-
ticated table, denoted as AUTHT. It has five fields, source IP address AUTHT;ps,
source MAC address AUTHTyacs, destination IP address AUTHT;pp, destination
MAC address AUTHTyacp and time when the request packet is received by event
detection system AUTHTr;.

2. For spoofed requests the details are entered in another table called the Spoofed
table (denoted as SPOOFT) which has same fields as the Authenticated table namely
source IP address SPOOFT}ps, source MAC address SPOOFTacs, destination IP
address SPOOFTpp, destination MAC address SPOOFTyacp and time when the
request packet is received by event detection system SPOOFTr; .

3. Every time an ARP response is verified to be genuine (spoofed) an entry is made in
the Authenticated (Spoofed) table.

4. In the case of ARP requests only four out of five fields in the tables can be filled;
MACD left as “ — =" as no destination MAC address is associated with requests.

However, in the case of responses all five fields are filled with appropriate values.

(TableName)yax represents the maximum number of elements in a table at a given
time.

These tables not only help in minimizing the number of ARP probes but will also be
used for determining if spoofing has led to other attacks like man-in-the-middle, denial
of service etc.

The detection technique has two main modules namely, ARP REQUEST-HANDLER()
and ARP RESPONSE-HANDLER(). These are elaborated in Algorithm 4.1 and Algorithm
4.2, respectively. In the algorithms the term “IDS” refers to the event detection system.
Algorithm 4.1 processes ARP request packets in the network. For any ARP request packet
RQP, it first verifies whether the RQP is malformed (i.e., any changes in the immutable
tields of the ARP packet header or different MAC addresses in the MAC and ARP header
field) or unicast. These cases are abnormal and a decision can be made on observation
of any such (single) packet, unlike sequences of ARP packets in the case of spoofing.
Detection of such abnormal cases is trivial and it is not considered in DES modeling

and attack detection. Algorithm 4.1 simply exits (by setting a status flag) on such ARP
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request packets. If the packet is not unicast or malformed, but a request packet from event
detection systemi.e., RQPps is IP address of event detection system and RQPyacs is MAC
address of event detection system, Algorithm 4.1 skips processing of this packet; it is not
required to send ARP probes to requests, from the event detection system as it is assumed
that I>-MAC pairing of the event detection system is known and validated. If none of the
above cases are matched, then RQPps is searched in the Authenticated table. If a match
is found as AUTHT ps[i] and the corresponding source MAC address AUTHTyacs[i] in
the table is the same as RQPxcs, the packet has a genuine IP-MAC pair which is already
determined by the detector. This genuineness is obtained without explicit use of the DES
detector. Also, ARP probes are not sent in this case thereby saving some ARP traffic.
RQPips, RQPyiacs, RQPpp, —— and time of receipt are stored in the Authenticated table.
In the case of a match in the source IP address and mismatch in the source MAC address
(i.e., RQPips = AUTHTps[i] and RQPpiacs # AUTHTpacs[i]) the packet is detected to be
spoofed without explicit use of the DES detector and no ARP probes are sent. The details
of the RQP are stored in the Spoofed table. On the other hand if RQP;ps is not found in
AUTHT (in field AUTHTps), then both RQP;ps and RQPjacs are searched in SPOOFT
(i.e., RQP;ps = SPOOFT ps[i] and RQPpacs = SPOOFTpacsi]). If a match is found then it
implies that the I>-MAC pair is already detected to be spoofed. No ARP probes are sent
and details of the request packet are added in the SPOOFT. If both the above cases are not
satisfied then an ARP probe request is sent (broadcast) by Algorithm 4.1 requesting the
MAC for the source IP address RQPps. In another case i.e., gratuitous ARP requests, ARP
probe is sent. Gratuitous ARP requests are broadcast (e.g., entry of a new host or change
in NIC card) to inform other hosts in the LAN about its I>-MAC pair. Gratuitous ARP
requests can be determined if RQP;ps = RQPpp. For such gratuitous request, ARP probe
is sent to the RQP;ps without verifying in the tables because such requests are made when
a host with a “new IP-MAC pair” comes up which needs to be verified by the detector

afresh.

As already discussed, any DES model has states, and transitions are made among
states on occurrence of some (discrete) events. These events are modeled based on certain
changes in the system. For example, in a chemical reaction chamber, temperature mov-
ing above threshold can be modeled as an event which leads to change in state to make

heater off [42]. Sensors are kept in the system to measure such changes, e.g., a thermo-
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couple/temperature sensor in case of the chemical chamber. In this case, the following
changes in the LAN are considered as events: receipt of RQP, sending of ARP probe
request (PRQP), receipt of ARP probe response (PRSP), receipt of response (other than for
ARP probe) RSP. These requests and responses with their respective fields (e.g., source IP
address of RSP) are considered as measured events of the DES model. In addition, when
Algorithm 4.1 decides some IP-MAC pair to be geniune/spoofed using Authenticated
table/Spoofed table, it intimates the same; this is captured by event “detected (DTD)”.
Algorithm 4.1 is first illustrated using a flow chart in Figure 4.2 and formalized subse-

quently.

Algorithm 4.1 : ARP REQUEST HANDLER

Input : RQP - ARP request packet
Output: Intimate receipt of RQP, sending of ARP probe request and detected DTD,
Updated AUTHT and SPOOFT
IF(RQP is mal formed) OR (RQP is Unicast) “Status is abnormal” and EXIT
IF(RQP;ps = IP(IDS)) AND (RQPyacs = MAC(IDS)) EXIT
IF(RQPps =AUTHT ps[i] AND RQPpiacs = AUTHT pacsli], forsomei, 1 <i < AUTHT pax)
“Status is Genuine”; add {RQPps, ROPymacs, ROPipp, ——, time of receipt} in AUTHT;
Intimate DTD; EXIT
IF(RQP;ps =AUTHT;ps[i], for somei, 1 < i < AUTHTax) AND (RQPyics! = AUTHT yacslil)
“Status is Spoofed”; add {RQP;ps, RQOPyacs, ROPipp, ——, time of receipt} in SPOOFT;
Intimate DTD; EXIT
IF(RQP;ps =SPOOFTps[i] and RQPyacs =SPOOFT ) 4csli], for some i, 1 < i < SPOOFTax)
“Status is Spoofed”; add {RQPips, RQPyacs, ROPipp, ——, time of receipt} in SPOOFT;
Intimate DTD; EXIT
ELSE(/* Gratuitous i.e., RQP;ps == RQP;pp or none of the above conditions */)
Intimate receipt of RQP; Send ARP Probe Request PRQP to RQP;ps from IDS;
Intimate sending of the ARP probe request PRQP;

Algorithm 4.2 is the ARP RESPONSE HANDLER. For any ARP response packet RSP,

the algorithm first verifies if the packet is malformed and sets the status accordingly and
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108 Chapter 4. Event detection system for ARP attacks

exits. Next, it verifies whether the response packet is for any ARP probe (sent by the
event detection system). The response for an ARP probe can be determined if RSPjpp is
IP address of event detection system and RSPyacp is MAC address of event detection
system. For these packets no probe is sent and the algorithm intimates the receipt of
these response packets (PRSP). If the response is not malformed or response to an ARP
probe, the event detection system sends an ARP probe request (broadcast) to the source IP
address RSPjps requesting its MAC. Before sending the probe, Algorithm 4.2 does a check
in the Authenticated table and Spoofed table, similar to the one discussed in Algorithm
4.1.

Algorithm 4.2 is first illustrated using a flow chart in Figure 4.3 and formalized subse-

quently.

Algorithm 4.2 : ARP RESPONSE HANDLER

Input : RSP - ARP response packet
Output: Intimate receipt of RSP, ARP probe response PRSP, sending of ARP probe
request PRQP and detected DTD, Updated AUTHT and SPOOFT

IF(RSP is mal formed) “Status is abnormal” and EXIT
IF(RSP;pp = IP(IDS)) AND (RSPpacp = MAC(IDS)) Intimate receipt of PRSP; EXIT
IF(RSP;ps =AUTH;ps[i] AND RSPpacs = AUTHpacsli], for some i, 1 < i < AUTHTpax)
“Status is Genuine”; add {RSPips, RSPuyacs, RSPipp, RSPumacp, time of receipt} in
AUTHT; Intimate DTD; EXIT
IF(RQP;ps =AUTH),ps[i], for some i, 1 <i < AUTHpax) AND (RQPpacs! = AUTHpacsli])
“Status is Spoofed”; add {RSPips, RSPyacs, RSPipp, RSPyacp and time of receipt} in
SPOOFT; Intimate DTD; EXIT
IF(RQP;ps =SPOOFT ps[i] and RQPyacs =SPOOFTacsli], for somei, 1 < i < SPOOFTax)
“Status is Spoofed”; add {RSPips, RSPpacs, RSPipp, RSPayacp, time of receipt}
in SPOOFT; Intimate DTD; EXIT
ELSE(/* Gratuitous i.e., RSP;ps == RSP;pp or none of the above conditions */)
Intimate receipt of RSP; Send ARP Probe Request PRQP to RSPjps from event
detection system; Intimate sending of the ARP probe request PRQP;
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4.3.2 Examples of ARP request and response spoofing

In this subsection two example scenarios are discussed to illustrate ARP request and

response spoofing.

4.3.2.1 Request spoofing

In this subsection an example is used to illustrate handling of spoofed request packets
by Algorithm 4.1. Further, this example also highlights the difference in ARP packet
sequences (after active probing) in the case of spoofing versus normal scenarios. The
network used in the example has four hosts A, B, D and E; E is the event detection
system and D is the attacker. Port mirroring is enabled at the switch so that E has a copy
of all outgoing and incoming packets from all ports. Also, E has a network interface
solely to send ARP probes and receive ARP probe responses. The hosts A,B,D and E are
assigned IP addresses 10.0.1.1, 10.0.1.2, 10.0.1.4 and 10.0.1.5, respectively. Similarly the
MAC addresses of A, B, D and E are 08:4D:00:7D:C1, 08:4D:00:7D:C2, 08:4D:00:7D:C4 and
08:4D:00:7D:C5, respectively. It is assumed that initially ARP caches of all hosts are empty.

S 3: PRSP
%
E
A )
S 1: RQP PS 4: .
< | PRSP PS 2: PRQP
B D

Figure 4.4: Example of request spoofing

Figure 4.4 shows the sequence of packets (indicated with packet sequence numbers)
injected in the LAN when attacker D is sending a spoofed request as “IP(B)-MAC(D) ” to
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broadcast address asking host A’s MAC address and its verification (using active probe).
In packet sequence 1, D sends an ARP request RQP to broadcast address asking MAC
address of A. This ARP request conversation is viewed in tcpdump as

08:4D:00:7D :C4A ff:ff:ff:ff:ff:ff:42:arpwho—has10.0.1.1 tell 10.0.1.2.
After receiving this request message from D, A updates its cache with IP-MAC pair as
IP(B)-MAC(D) first and then responds to D with its own MAC address. The ARP cache

of A with this update is shown in Table 4.1. It may be noted that under normal condition

Table 4.1: Cache table of host A under request spoofing

IP address | MAC address | Interface
10.0.1.2 08:4D:00:7D:C4 eth0

“B’s request to A with IP-MAC pair :IP(B)-MAC(B)” and attack condition “D’s request
to A with IP-MAC pair :IP(B)-MAC(D)”, there is no change in sequence of ARP packets.
However, under the attack condition, all traffic A wants to send to B will be sent to D.
Now use of active probing is discussed to highlight how it creates difference in se-
quences of ARP packets under normal and attack situations. It is assumed that the
Authenticated table and Spoofed table are empty (at this instant).
On receiving the RQP from D to A (packet sequence 1), ARP REQUEST HANDLER() at E
(which has a copy of this packet as port is mirrored), intimates the receipt of RQP (event
1), sends an ARP probe request PRQP to IP address of B to query the corresponding MAC
address (packet sequence 2) and intimates sending of the ARP probe request PRQP (event
2). This ARP probe request conversation is viewed in tcpdump as
08:4D:00:7D:C5 ff:ff:ff:ff:ff:ff:42:arpwho—has10.0.1.2tell 10.0.1.5.
The probe request is sent, as the source IP-MAC pair of this RQP (event 1) is not yet
verified (Authenticated table and Spoofed table being empty). As the ARP probe is a
broadcast, both B and attacker D will receive the probe. B will definitely respond to the
probe with IP(B)-MAC(B) to E (packet sequence 3) as it is assumed that non-comprised
host (B) will always respond to the probe. This ARP probe response conversation is
viewed in tcpdump as:
08:4D:00:7D :C208:4D :00:7D : C560 : arp reply 10.0.1.2is —at 08 : 4D : 00 : 7D :
C2.
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Now the event detection system can know that the response made in packet sequence 1
is false (as it had IP(B)-MAC(D)) and it can generate an alarm (and also track the attacker
MAC (D)). To avoid self-identification, attacker D responds to all queries for MAC address
of IP(B) with IP(B)-MAC(D). This response as seen in tcpdump is

08:4D:00:7D :C408:4D :00:7D : C560 : arp reply 10.0.1.2is —at 08 : 4D : 00 : 7D :
C4.

It may be noted that the order of response by the attacker and the genuine host is not
fixed. So, if both the attacker and the genuine host respond to a request with a single MAC
address, the event detection system can detect a spoofing but cannot point to the attacker.
So, it is reasonable to believe that, an attacker would respond to all queries against the
IP address whose corresponding MAC address it is spoofing. To summarize, at least one
response to a probe (sent to verify IP(B), say) will arrive and have the genuine IP-MAC of
B. In the case of spoofing, more than one responses will arrive which may have different
MAC addresses. Once the spoofing is detected an entry is made in the Spoofed table as
shown in Table 4.2.

Table 4.2: Spoofed table entry at IDS on detection of request spoofing

SRC IP address | SRC MAC address | Dest IP address | Dest MAC address | Time
10.0.1.2 08:4D:00:7D:C4 10.0.1.1 08:4D:00:7D:C1 00:00:30

In this example, it is assumed that the genuine host B responds (packet sequence 3)
before attacker D (packet sequence 4) to the ARP probe from E. The responses in packet
sequence 3 and packet sequence 4 are processed by ARP RESPONSE HANDLER() as
“intimate receipt of PRSP” thereby generating event 3 and event 4, respectively. It may
be noted that in the two responses, different MAC addresses are associated with the IP
address being probed i.e., once MAC address of B is associated with IP address of B and
then MAC address of D is associated with IP address of B. Table 4.3 lists the sequence of
ARP packets for the example (shown in Figure 4.4). Sequence of ARP traffic if the request
packet (sequence 1) is genuine, (i.e., IP(B)-MAC(B) is sent to A by B) is given as follows.
After the arrival of the ARP request packet, A will update its cache entry as shown in
Table 4.4. For the ARP probe sent by E to verify IP(B)-MAC(B) (packet sequence 2) only B
will respond to E with IP(B)-MAC(B) (packet sequence 3). Till T',, time the event detection
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Table 4.3: Packet and event sequences in the example of request spoofing
PS: Events | SRC IP address | SRC MAC address | Dest IP address | Dest MAC address
PS 1:RQP 10.0.1.2 08:4D:00:7D:C4 10.0.1.1 -
PS 2:PRQP 10.0.1.5 08:4D:00:7D:C5 10.0.1.2 -
PS 3:PRSP 10.0.1.2 08:4D:00:7D:C2 10.0.1.5 08:4D:00:7D:C5
PS 4:PRSP 10.0.1.2 08:4D:00:7D:C4 10.0.1.5 08:4D:00:7D:C5

system will receive only one PRSP (unlike two in case of attack). Once the event detection

system finds the response to be genuine (by virtue of only one PRSP), details of RQP are
stored in the Authenticated table; this is shown in Table 4.5.

Table 4.4: Cache of host A under normal request

SRC IP address

SRC MAC address

Interface

10.0.1.2

08:4D:00:7D:C2

eth0

Table 4.5: Authentication table entry at IDS without request spoofing

SRC IP address

SRC MAC address

Dest IP address

Dest MAC address

Time

10.0.1.2

08:4D:00:7D:C2

10.0.1.1

08:4D:00:7D:C1

00:00:32

4.3.2.2 Response spoofing

In this subsection an example is used to illustrate handling of spoofed response packets by

Algorithm 4.2. The network example is same as the one used to illustrate request spoofing

in last subsection.

Figure 4.5 shows the sequence of packets (indicated with packet sequence numbers)
injected in the LAN when attacker D is sending a spoofed response as “IP(B)-MAC(D) ”

to host A and its verification (using active probe). As packet sequence 1, D sends an ARP
response RSP to A telling that the IP address of B is associated with MAC address of D. As

ARP is a stateless protocol, after receiving the response from D, A updates its cache with

IP-MAC pair as IP(B)-MAC(D). As in the case for request spoofing, use of active probing
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-~ .
b seq2: PRQP
.

Figure 4.5: Example of response spoofing

creates a difference in sequences of ARP packets under normal and attack situations. On
receiving the RSP from D to A (packet sequence 1), ARP RESPONSE HANDLER() at E,
intimates the receipt of RSP (event 1), sends an ARP probe request PRQP to IP address
of B to query the corresponding MAC address (packet sequence 2) and intimates sending
of the ARP probe request PRQP (event 2). As the ARP probe is a broadcast, both B and
attacker D will receive the probe. B will respond to the probe as PRSP with IP(B)-MAC(B)
to E (packet sequence 3). Attacker D also responds to the PRQP with IP(B)-MAC(D). As
more than than one response arrives with different MAC addresses, spoofing is detected.

The entry of the Spoofed table is shown in Table 4.6.

Table 4.6: Spoofed table entry at IDS on detection of response spoofing

SRC IP address | SRC MAC address | Dest IP address | Dest MAC address | Time
10.0.1.2 08:4D:00:7D:C4 10.0.1.1 08:4D:00:7D:C1 00:00:30

In this example, it is assumed that the genuine host B responds (packet sequence 3)
before attacker D (packet sequence 4) to the ARP probe. The responses in packet sequence
3 and packet sequence 4 are processed by ARP RESPONSE HANDLER() as “intimate
receipt of PRSP” thereby generating event 3 and event 4, respectively. It may be noted
that in the two responses, different MAC addresses are associated with the IP address
being probed i.e., once MAC(B) is associated with IP(B) and then MAC(D) is associated
with IP(B). Table 4.7 lists the sequence of ARP packets for the example (in Figure 4.5).
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Table 4.7: Packet and event sequences in the example of response spoofing

PS: Events | SRC IP address | SRC MAC address | Dest IP address | Dest MAC address
PS 1:RSP 10.0.1.2 08:4D:00:7D:C4 10.0.1.1 08:4D:00:7D:C1

PS 2:PRQP 10.0.1.5 08:4D:00:7D:C5 10.0.1.2 -

PS 3:PRSP 10.0.1.2 08:4D:00:7D:C2 10.0.1.5 08:4D:00:7D:C5
PS 4:PRSP 10.0.1.2 08:4D:00:7D:C4 10.0.1.5 08:4D:00:7D:C5

4.3.3 DES modeling

As discussed before, the event detection system engine for detecting the ARP attacks
would be constructed using a DES detector. So, initially the ARP events under normal and
spoofed conditions are modeled using DES and subsequently a DES detector is designed.
Before the formal discussion on DES modeling framework is introduced, abstract state
models for ARP events under normal and spoofed conditions are given. Figure 4.6 shows
the state based ARP model under normal condition. Events listed before, namely receipt
of RQP/RSP, sending of ARP probe request (PRQP), receipt of ARP probe response (PRSP)
and DTD are shown in bold with the transitions in the figure. Figure 4.7 (A) and Figure
4.7 (B) show the model under request spoofing and response spoofing, respectively.

The DES model used for representing the LAN under normal and attack scenarios is
a six tuple (X, S, S, V, C, 3), where L is the set of events, S is the set of states, Sy C S is the
set of initial states, V is the set of model variables, C is the set of clock variables and J is
the set of transitions. It may be noted that there is no final state as ARP traffic in LAN is
a continuous (or renewal) process (never halts as long as the network is up). There are
some states from which there is a transition to an initial state(s), representing renewal of
the process; such states are termed as renewal states.
Each element v; of V (V = {v1,v5,--+,v,}) can take values from a domain D;. The clock
variables take values in non-negative reals IR. An invariant condition on a clock variable
¢, denoted as ®(c), is a linear inequality or equality of the variable with a non-negative
real.
A transition 7 € J is a seven tuple (s,s’, g, p(V), D(C), Reset(C), Assign(V)), where s is the
source state, s’ is the destination state, ¢ is an event (on which the transition is fired),

¢(V) is the Boolean conjunction of equalities of a subset of variables in V, ®(C) is the
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Figure 4.6: ARP event sequence under normal condition

invariant condition on a subset of clock variables, Reset(C) is a subset of clock variables
to be reset and Assign(V) is a subset of model variables and assignments with values
from their corresponding domains. This DES model is obtained by taking features from
timed automaton [29] and extended finite state machine [45] and augmenting them with
its original version [42].

Two attacks are considered namely, (i) request spoofing: where the attacker sends an
ARP request with falsified IP-MAC (source) pair in a query (to know the MAC address
of some IP address in the LAN), (ii) response Spoofing: where the attacker sends falsified
IP-MAC (source) pair in a response to some host in the LAN. Figure 4.8 shows the normal
DES model of the ARP. Figure 4.9(A) shows the DES model of the ARP under an ARP
request spoofing attack and Figure 4.9(B) is for an ARP response spoofing attack.

The terms in the DES required for modeling the ARP under normal and attack condi-
tions are quantified as follows:
L = {RQP, RSP, PRQP, PRSP, DTD}. The set of states S is shown in Figure 4.8 and Figure
4.9. States with no primes correspond to normal situation and those with single and

double primes denote request and response spoofing, respectively. Initial states (Sy) are
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Figure 4.7: ARP event sequence under request and response spoofing conditions
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also shown in Figure 4.8 and Figure 4.9. The model variable set is V = {IPS, MACS};
IPS has the domain as D; = {x.x.x.x|x € {1,2,---,255}} and MACS has the domain as
D, = {hh — hh — hh — hh — hh — hhlh € Hex}. There is a clock variable y, which is used
to determine if the probe responses have arrived within T,,, time of sending the corre-
sponding request. The transitions are shown in Figure 4.8 and Figure 4.9; like states,
transitions without primes are for the normal model while single (double) primes are for
request (response) spoofing. It may be noted that there are “ — ” for some fields in the
tuple representing the transitions. If “ — ” is for ¢(V) or ®(C) then it represents a TRUE
condition, while if the “ — " is for Reset(C) or Assign(V) then it represents a NO action (i.e.,

reset or assignment) is required.

<s4, sL,—,—{y> Treq},>
Ty

).

PR
'R
9|
O
- s1,52,RSP, -, -, r ol o) 7, “
—_ \_/
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52,53,PRQP {IPS = PRQP,..}, =\ /53,54, PRSP {IPS = PRSP, MACS = PRSP, } IV < T, }.
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T T
$5,56, PRQP,{IPS = PRQP,;.}, _,> <36, s7, PRSP {IPS = PRSP, MACS = PRSP, ..} {V ngq},>

-{y<=0}}

s5,s1,DTD,—, -,
Ty

s7,s1,—,—{y >Treq},
T1o

Figure 4.8: DES model of ARP events under normal condition

The DES models designed above for normal and attack cases are explained below.
First, the case of handling a RQP under normal condition is presented.
In the normal case (Figure 4.8), the model moves from sl to state s5 on observation of an
event RQP by transition 74. Enabling of 74 is only dependent on RQP and not on any model
variables or clock invariant condition; this is depicted by “ — ” in the transition. Model
variables IPS and MACS are assigned with source IP address and source MAC address
of RQP, respectively. Clock variable y is not altered. Following that in state s5, there are
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Figure 4.9: DES model of ARP events under request and response spoofing conditions
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two options, either an ARP probe is sent (75) or a DTD (t3) is received if the IP-MAC
pair of the RQP is already verified and stored either in the Authenticated table/Spoofed
table. Transition 75 is enabled on PRQP (sent to IP address of the RQP under question);
correspondence of PRQP with RQP is determined by checking model variable IPS with
PRQPpp. Also, clock variable vy is reset. After transition 75, probe response (PRSP) from
the (normal) host arrives (7¢); correspondence of PSQP with RQP is ensured by checking
IPS = PRSP;ps and MACS = PRSPyacs. Further, the PRSP is to arrive within T,,, time after
PRQP is sent; this is checked by the clock invariant condition y < T),, in the transition 7.
In the normal situation only one probe response would arrive for the probe request. So
after T, time of sending the probe request (and receipt of one probe response), the model
returns back to the initial state s1 by transition 7,o; clock invariant condition y > T, in 719

determines that T, time has passed.

The transitions from the renewal states occur after T,,, time of sending the probes or
on receipt of DTD. As discussed, it is assumed that all responses to a probe come within
T, time and so processing needs to be done only on responses that come within that
time interval. In the case when no probes are sent (by virtue of verification using tables),
the model returns back to the initial state, as no probe responses are to be processed.
Sequence of states from sl to a renewal state (not corresponding to DTD) in this model
(e.g., s1,s5,56,57), represent a combination of “RQP, PRQP and PRSP”.

In a similar way, the case of handling a RSP under normal condition can be explained. In
the DES model (Figure 4.8) state sequence s1, 52,3, s4, which is a combination of “RSP,
PRQP and PRSP”, represents handling of a RSP.

The case of handling a RQP under request spoofing condition (Figure 4.9 (A)) is
discussed next.
The model moves to state s2’ on observation of an event RQP by transition 7;. Model
variables IPS and MACS are assigned with source IP address and source MAC address
of RQP, respectively. Clock variable y is not altered. Following that in state s2’, there are
two options, either an ARP probe is sent (7,) or a DTD (77) is received if the IP-MAC pair
of the RQP is already verified and stored either in the Authenticated or Spoofed tables.
Transition 7} is enabled on PRQP (sent to IP address of the RQP under question). Also,
clock variable y is reset. After transition 7/, , there are two options—(i) probe response

from the attacker arrives (7;) having PRSPpacs the same as spoofed RQPyacs or (ii)

TH-1076_NHUBBALLI



4.3. Proposed scheme: event detection system for ARP attacks 121

probe response from the normal host arrives (t5) having PRSPpacs not same as spoofed
RQPpacs. It may be noted that the model does not capture which probe response (PRSP)
is from normal and which is from attacker. The model only denotes the fact that there are
two responses with different MAC addresses; 75, 7, and 7., T are the two combinations
of arrival of the responses with different MAC addresses. Further, these PRSPs are to
arrive within T,,, time after PRQP is sent. In a similar way all transitions can be explained.
Sequences of states from s1’ to a renewal state (not corresponding to DTD) in this model,
represent a combination of “RQP, PRQP, first PRSP, second PRSP”. In all sequences two
PRSPs are received with different MAC addresses.

The case of handling a RSP under response spoofing condition (Figure 4.9 (B)) is very
similar to RQP under request spoofing. However, the enabling condition of the first tran-

sition (71”) from the initial state (s1”) is the event RSP (which is different).

4.3.4 Detector

After development of the DES model, a detector is designed which can identify whether
a given sequence of events correspond to a normal or attack scenario. The detector is
basically a kind of state estimator of the model which keeps updating the estimate using
events of the system (here, LAN). Finally, the detector declares an attack when a state (of
the detector) is reached whose estimate comprises states only from the attack model. Once
normal or spoofing is determined, details of the packet being processed is recorded in the
Authenticated or Spoofed tables. Before the detector is formally discussed, the following

definitions are introduced:

Definition 4.1 Measurement equivalent transitions and states:

Two transitions 1 = (s1,57, 01, P1(V), ®1(C), Reset,(C), Assign,(V)) and

Ty = (52,85,02,P2(V), D2(C), Resety(C), Assigny(V)) are equivalent if o1 = o, (same event),
D1(V) = ¢2(V) (same equalities over the same subset of variables in V),®1(C) = D,(C) (same
invariant condition on the clock variables), Reset1(C) = Reset,(C) (same subset of clock variables
are reset) and Assign,(V) = Assign, (V) (same subset of model variables with same assignment).
If T1 = T, then the source states of the transitions are equivalent and so are the destination states,

ie, 81 =syands) = s,
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The detector is represented as a directed graph O = (Z, A), where Z is the set of
detector states, called O-states, and A is the set of detector transitions, called O-transitions.
Henceforth, terms like transitions, states etc. of the DES are termed as model transitions,
model states etc. to differentiate them from those of the detector. Each O-state z € Z
comprises a subset of equivalent model states representing the uncertainty about the actual
state and each O-transition a € A is a set of equivalent model transitions representing the
uncertainty about the actual transition that occurs. The initial O-state comprises all initial
model states. Following that, given any O-state z, the O-transitions emanating from z are
obtained as follows. Let J, denote the set of model transitions from the model states s € z.
Let A, be the set of all equivalence classes of J,. For each a € A,, an O-transition is created
comprising all model transitions in a. Then the successor O-state for a is constructed as
z* = {s|s is the destination model state of 7 € a}. Successor for O-states determining attack
or normal scenarios are not created. This process is repeated till no new O-transition can

be created.

Definition 4.2 Normal certain O-state: An O-state, which contains only model states corre-

sponding to the normal situation is called normal certain O-state.

Definition 4.3 Attack certain O-state: An O-state, which contains only model states corre-

sponding to attacks is called attack certain O-state.

Normal/attack certain O-states denote that the current (model) state estimate com-
prises only normal/attack states, thereby making a decision. Also as discussed before,
all normal/attack certain O-states store the details of the packet being verified in the Au-
thenticated/Spoofed tables. For a given normal or attack certain O-state z say, the packet
details to be stored can be found in the event corresponding to the O-transition starting
from the initial O-state and (in the path) leading to z.

Algorithm 4.3 presents the steps for construction of the detector.

Algorithm 4.3 : Algorithm for construction of detector O for the DES model

Input: DES models for normal, request spoofing and response spoofing

Output: Detector for request spoofing and response spoofing attacks
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Begin
z1 « Sgp;
/Z «— z1;
A — ¢;
for all z € Z, which are not normal or attack certain Do {
I, « {1|]t € IA source state of 7 € z};
Find the set of all equivalent classes A;, of I,
FOR ALLa € A, {
z* = {s|s is destination state of T € a};
Z=7U{z"};
IF z* is normal (attack) certain , {
E « o, 0 is the event for model transition T € a where a is the
O-transition emanating from z1 and in the path leading to z*.
Add Eips, Epmacs, Eipp, Emacp and Time of receipt of E
to AUTHT (if z* is normal certain) else to SPOOFT
} /* Entry of tabes for certain states */
A=AUa};
}/*Forallae A, */
} /* for z € Z which are not certain */
End

Figure 4.10 illustrates the detector for the DES models in Figure 4.8 and Figure 4.9. Some

of the initial steps for this example are as follows.
e The initial state of the detector i.e., z1 comprises all initial model states s1,s1’,51”.

e I, ={11,71’,71”, 74} which are all the outgoing model transitions from model states
in z1 = {s1,s1’,5s1”}. Now, A, = {{t4,71’},{71,71"}}, as T, is partitioned into two
measurement equivalent classes namely, {74, 71’} and {71,71”}. Corresponding to
{14,711’} there is an O-transition a7 while corresponding to {71, 71"} there is another

O-transition al.

e The destination O-state corresponding to al is z2 = {s2,52”} as the destination model

state for 71 and 71” is s2 and s2”, respectively.
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Figure 4.10: Detector for the DES model of Figure 4.8 and Figure 4.9

In the detector, states z5,2z6,z11,z12 are attack certain O-states and z7,z13 are normal

certain states. Now detection of an attack scenario and a normal scenario are discussed.

Attack detection scenario

Let the detector reach state z6 by the sequence z1,z2,z3. In all these states (i.e., z1,22,z3)
the attack or normal conditions cannot be determined as the state estimate comprises one
normal model state and one attack model state, e.g, z2 has s2 and s2”. z6 being an attack
certain O-state, reached by occurrence of a5 (by virtue of 75”), declares an attack. It may
be observed from Figure 4.9(B) that 75” corresponds to a PRSP for a PRQP (7,”) within
T}y time, whose source MAC (PRSPy4cs) is different from the source MAC address of the
ARP response (RSPyiacs) being verified. The details of the packet being verified is added
to SPOOFT. al is the O-transition emanating from z1 and is in the path leading to z6.
The event corresponding to al is ( the same as 71/71”) is RSP. So, in z6, RSPips, RSPacs,
RSPipp, RSPpiacp and time of receipt are added in SPOOFT.

Normal identification scenario

Let the detector reach state z7 by the sequence z1,z2,z3,z4 (involving no normal/attack
certain states). z7 being a normal certain O-state, reached by occurrence of a6 (by virtue of
T9), declares the packet being verified as normal. It may be observed from Figure 4.8 that
T9 corresponds to the fact that only one PRSP (73) has arrived for the PRQP (t,) within
T}y time, whose source MAC address (PRSPjacs) is same as the source MAC address of

the ARP response (RSPacs) being verified. Now, similar to the attack detection scenario,
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RSPips, RSPyiacs, RSPipp, RSPpacp and time of receipt are updated in the Authenticated
table. In a similar way, the whole detector can be explained.

Request/response spoofing attacks discussed above can lead to other attacks like
man-in-the-middle and denial of service. To verify occurrences of such cases, once re-
quest/response spoofing is determined by the detector, “man-in-the-middle detector”
algorithm and “denial of service detector” algorithm, are called. These two algorithms

are detailed in the next sub section.

4.3.5 Detection of MiTM and DoS using Authenticated and Spoofed
tables

As already discussed, when attacker D performs a man-in-the-middle attack between two
hosts A and B, it can sniff all traffic from A to B and vice versa. To perform this attack D
needs to send two spoofed responses

(i) to A with IP(B)-MAC(D) (i.e., RSP1 : RSP1;ps = IP(B), RSP1piacs = MAC(D), RSP1;pp =
IP(A), RSP1pacp = MAC(A)) and

(ii) to B with IP(A)-MAC(D) (i.e., RSP2 : RSP2ps = IP(A), RSP2p1acs = MAC(D), RSP2jpp =
IP(B), RSP2piacp = MAC(B)).

These responses arrive within Tyry time window.

Due to RSP1, all traffic A wants to send to B will go to D. D will then forward them to B,
thereby sniffing traffic from A to B. Similarly, due to RSP2, D can sniff all traffic from B to
A. So, for the successful man-in-the-middle attack there are two spoofed responses where,
the source IP address - destination IP address pair of one (spoofed response) is flipped in
the other and both have the same source MAC address.

Algorithm 4.4, discussed below, detects if spoofing (already declared by the detector
and details stored in the Spoofed table) leads to a man-in-the-middle attack. This algorithm
analyzes all the entries in the Spoofed table to check if within Ta there are two responses
with flipped source IP address - destination IP’ address and the same source MAC address.

The algorithm first determines a subset of entries of the Spoofed table whose source
MAC address matches the source MAC address of the response under question. Also,
only those entries of the Spoofed table are considered which have arrived within Tyirum
time of the arrival of the response being verified. Thus, a subset of the Spoofed table is
obtained as SPOOFT"’. Then, if there is an entry in SPOOFT’ with flipped source IP address
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- destination IP address (with respect to the response being verified), a man-in-the-middle
attack is detected.

Algorithm 4.4 : Man-in-the-middle detector

Input : RSP - Spoofed response to be verified, Spoofed table

Output: Status

Begin

SPOOFT’ = {SPOOFTIi]|Vi (SPOOFTpyacs[i] = RSPpacs) && (time of arrival of RSP -
SPOOFTTili]) < Tmirm }

IF (SPOOFT 4[] = RSPipp) && (SPOOFT}, [ ] = RSPyps),(for any j, 1 < j < SPOOFT}, )
Status=MiTM and “attacker has MAC address as MACS”

End

Algorithm 4.5, discussed below, detects if any denial of service is being attempted on some
host. A denial of service attack is said to occur in a host if the number of ARP responses
against IP address of the host under question, within a time interval (6), exceeds a thresh-
old DoSrt,. The host will be busy in processing responses thereby making it unavailable
for catering to other normal activities. This algorithm is executed when the detector de-
termines a RSP to be spoofed, to verify if it is involved in denial of service attacks. The
algorithm finds all responses from the Authenticated table and Spoofed table which are
having destination IP address as RSP;pp and have arrived within 64 time of arrival of
the RSP; the table capturing this information is termed as DOST. If the number of such

responses is greater than DoSyy, (i.e., [DOST| > DoSr;) denial of service is detected.

Algorithm 4.5 : Denial of service detector

Input: RSP

Output: Status

AUTHT’ = {AUTHTIi]|Vi (AUTHTppli] = RSPipp) &é&
(time of arrival of RSP - AUTHTr;[i]) < 040s }

SPOOFT’ = {SPOOFTTIi]|Vi (SPOOFTppli] = RSP;pp) &&
(time of arrival of RSP - SPOOFTT;[i]) < O4os }
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DOST = AUTHT’ U SPOOFT’
IF |IDOST| > DoSty, Status is denial of service for RSP;pp

4.3.6 Analysis of extra ARP traffic due to active probing

As the scheme uses active probing, some extra ARP traffic is generated. For the sake of
analysis consider a switched LAN with #n hosts among which one is the attacker. If the
attacker does not launch any attack then only 2.n extra ARP packets are generated by the
active probing mechanism. This is explained as follows. If there is no attack then only
once [P-MAC pair for each host is to be validated which requires one ARP probe being sent
and one response to the probe is received. This checking would generally happen when
each host starts up and sends a gratuitous ARP packet. Once IP-MAC pair is validated
and stored in the Authenticated table, no probes are sent for other ARP packets with these
IP-MAC pairs. Now, if the attacker sends a spoofed packet then the number of extra ARP
packets are upper bounded by 3.k, where k is the number of different spoofed packets;
this is elaborated as follows. With each spoofed ARP packet, the event detection system
sends a probe request and expects more than one responses (one from normal and the
other from the attacker), thereby adding only three APR packets for each spoofed packet.
However, sometimes no extra traffic is generated, particularly if the information about

the spoofed packet is found in the Authenticated/Spoofed table.

4.4 Implementation, experimental results and comparison

The testbed created for the experiments consists of 5 hosts running different OSs. The
hosts are named with alphabets ranging from A-E. Hosts A-C have the following OSs
in execution: Windows XP, Ubuntu and Windows 2000, respectively. The host D with
Backtrack 4 is the attacker and host E (also having Backtrack 4) has the detector in execution
(i.e., the event detection system). These hosts are connected in a LAN with a CISCO
catalyst 3560 G series switch [7] with port mirroring facility. The configuration of the
testbed is shown in Figure 4.11. E has two LAN cards—one for data collection in the
LAN through port mirroring and the second is exclusively used for sending/receiving

ARP probes requests/responses. It may be noted that IP-MAC pair for the second card
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IDS
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Figure 4.11: Configuration of the testbed

corresponds to that of the event detection system. Attack generation tools Ettercap, Cain
and Abel are deployed in host D and several scenarios of spoofing MAC addresses are

generated.

Basic block diagram for the (software) implementation of the event detection system
is given in Figure 4.12. As shown in the figure, first the packets obtained by the mirrored
port are sniffed by the “packet sniffer” module. “ARP request handler” or “ARP response
handler” module is executed depending on whether an ARP request or response packet
is received. The ARP request handler and ARP response handler are implemented in
C language as per the steps discussed in Algorithm 4.1 and Algorithm 4.2, respectively.
These modules send ARP probe requests to verify the I>-MAC pairs whose genuineness
are not yet determined. Further, these modules also generate events when, (i) I>-MAC
pair is already verified to be genuine/ spoofed (DTD), (ii) request packet is sent, (iii) probe
request packet is sent, (iv) probe response packet is received and (v) response packet is
received. These events are given to the “DES detector” module. In the implementation,
enabling of the O-transitions (based on event, equalities over the subset of model variables
and invariant condition on the clock variables), assignment of model variables and reset-
ting of clocks is same as any one of the model transitions contained in the corresponding
O-transition. All the attack certain O-states give an output of 1, and other states output
0. For each ARP request or response packet received in the sniffer an event is generated,
which in turn spawns an instance of the detector at state z1 and is added to an active list.
On the arrival of next RQP, RSP, PRQP, PRSP or DTD events, it is given to all instances of
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Figure 4.12: Implementation level block diagram of the event detection system

detectors in the active list to their corresponding present state. Each of them can make a
transition on these events if the enabling condition is satisfied. Any detector that reaches
an attack certain or normal certain O-state is deleted from the list. Thus, when monitoring
ARP behavior with active probes, many instances of the detector machine are created,
each of which traces a path; those detecting two PRSPs with different MAC addresses to
an PRQP within T, flags an alarm for spoofing.

In Figure 4.12 it may also be noted that, there are two tables namely the Authenticated
table and the Spoofed table. The “ARP REQUEST HANDLER” and “ARP RESPONSE
HANDLER” modules look into these tables to see if a given IP-MAC pair is already tested
for genuineness/spooffed. Also, these two modules and the DES detector log data into
these tables for packets as and when genuineness of IP-MAC pairs (of the packets) are
verified. Finally, the event detection system also has a module termed as “Man-in-the-
middle detector + Denial of service detector”. This module reads data from the spoofed
table and determines if spoofing has led to other attacks like man-in-the-middle or denial
of service. This module is implemented in C as per the steps disused in Algorithm 4.4
and Algorithm 4.5.

The values of extra ARP traffic (discussed before in terms of n and k) are measured
experientially. Figure 4.13 and Figure 4.14 show the amount of ARP traffic generated for 4

scenarios (discussed in next paragraph), during first 100 seconds of startup of the hosts in
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the testbed. Number of ARP packets generated in the LAN between t and ¢ + 1 second is
plotted against the (t + 1) second. The first scenario is of normal operation in the absence
of the event detection system. Second case is when the event detection system is running
and there are no attacks generated in the network. ARP traffic in these two scenarios are
shown in 4.13. It may be noted that within the time period of 7 to 13 seconds, ARP traffic
without IDS is higher compared to the case where IDS is running. Generally speaking,
as IDS sends probes, ARP traffic with IDS running should be higher or equal to the case
without the IDS. However, there is an exception in the time period of 7 to 13 seconds;
the cause is explained as follows. ARP cache flushes old entries after a time out period
and then sequence of request-response packets are used to re-establish the entries. After
startup of the systems, when IDS is running, probes are sent to verify each ARP packet
because entries in the authenticated and spoofed tables are empty; this occurs till the
first 6 seconds in the present experiment. Following that probes are sent only when new
IP-MAC pair is seen in some ARP packet. As ARP probes and responses are present in the
traffic in the first 6 seconds, corresponding IP-MAC pairs are updated in ARP caches of
some of the hosts. So, in the case when IDS is running, re-establishing these IP-MAC pairs
in the caches is not required thereby saving some ARP traffic (7 to 13 seconds). However,
when IDS is not running, re-establishing these I>-MAC pairs may be required through
request-response packets, which increases ARP traffic. After some time of the startup of
the systems (13 seconds in this experiment), probes are sent less frequently and hence
ARP traffic with IDS running is higher or equal to the case without the IDS. Third case is
when 100 spoofed IP-MAC pairs are injected into the LAN and event detection system is
not running. Fourth case is when the same 100 spoofed IP-MAC pairs are injected into
the LAN with event detection system running. Amount of ARP traffic generated in these
two cases are shown in Figure 4.14. From Figure 4.14 it may be noted that most of the

time a little extra traffic is generated by the proposed event detection system.

Table 4.8 presents the types of ARP attacks detected successfully by the proposed
scheme. Also, in the table the capabilities of other ARP attack detecting tools for these

attacks are reported.
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Figure 4.13: ARP traffic in the normal condition
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Figure 4.14: ARP traffic in the spoofed condition

Table 4.8: Comparison of ARP attack detection mechanisms

Attacks Proposed | Active [112] | Colasoft [8] | Arpdefender [4]
Malformed packets Y Y N N
Request spoofing Y Y Y Y
Response spoofing Y Y Y Y
Man-in-the-middle Y N N Y
DoS Y N Y N
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4.5 Conclusions

There are certain known attacks for which signatures cannot be generated and hence
signature detection systems do not suffice. ARP request/response spoofing, exploiting
ICMP error/informational messages etc. are some examples of such kinds of attacks.
Techniques developed to detect such attacks have several drawbacks. For example, most
of the schemes reported for detecting ARP attacks add stringent constraints like making
IP-MAC pair static, patching of OSs in all the hosts, modifying the standard ARP etc.
Further, each scheme can detect only a few type of ARP related attacks. In this chapter a
DES based event detection system for ARP related attacks has been presented. It was also
shown how the proposed event detection system eliminates the drawbacks of most of the
other schemes (for ARP attack detection) reported in the literature.

The main reason for attacks against ARP or ICMP is their statelessness nature. Basically,
the proposed scheme detects attacks by actively verifying each message of ARP and then
checking the sequence of network packets. As the genuine host always responds to a
(verification) query which conflicts with that of the attacker, thereby the attack can be
detected. The basic idea is generic and can be used for detecting ICMP related attacks
also, by actively verifying each error or informational message. The next chapter deals

with header based anomaly detection system for unknown attacks.
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Header based anomaly detection system

using data summarization

5.1 Introduction

Signature and event detection systems can detect attacks whose syntax or behavior is
known. However if an attack is new or its syntax and behavior is unknown, another class
of IDS termed as anomaly detection system is used. Anomaly detection systems model
the benign behavior of a system with a profile and any deviation from the known profile
is considered as attack. Based on part of network traffic used in modeling the profile,
anomaly detection systems can be divided into two types as (i) header based and (ii)
payload based. Header based systems are generally used to detect simple attacks but the
main aim is to offer quick decisions on the analyzed traffic. For detecting sophisticated
attacks payload based anomaly detection systems are used but they take more time for

analysis. This chapter deals with header based anomaly detection systems.

Header based anomaly detection systems use the contents of network packet header
for feature extraction and modeling. These features can be either contents of header fields
itself or can be derived. For example, if source and destination IP addresses are used as
features they are directly taken features. Number of half open TCP connections (which
can be obtained from headers of TCP packets) at a given instance in a host, is an example
of derived feature. If number of half open TCP connections are high then a Denial of

Service (DoS) can occur. This situation is caused by SYN flood attack [51]. A header based
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anomaly detection system, where number of half open TCP connections at an instant, is a
feature, can detect SYN flood attack.

To generate a SYN flood attack, attacker sends multiple TCP packets (to the victim) with
a spoofed source IP address and TCP SYN flag being set. Each such packet corresponds
to initiating a connection request. The victim responds with a SYN-ACK and waits for
the acknowledgement (ACK) which never comes. Each of these waiting connections fill
up the connection table thereby consuming memory and CPU cycles in the victim. If SYN
packets are sent at a very rapid rate the victim will not be able to process any requests
from the other genuine hosts resulting in denial of service attack. The difference in the

connection tables under normal and SYN flood attack is shown in Table 5.1 and Table 5.2,

respectively.

Table 5.1: Connection table: normal Table 5.2: Connection table: SYN flooding
Source IP address | Port | State Source IP address | Port | State
0.0.0.0 0 FREE 192.168.7.99 80 SYN
0.0.0.0 0 FREE 192.168.7.99 80 SYN
0.0.0.0 0 FREE 192.168.7.99 80 SYN
192.168.4.23 80 TIME_WAIT 192.168.7.99 80 SYN
192.168.27.112 80 ESTABLISHED 192.168.7.99 80 SYN
192.168.54.7 80 SYN 192.168.7.99 80 SYN
192.168.3.94 80 ESTABLISHED || 192.168.7.99 80 SYN
192.168.15.88 80 TIME_WAIT 192.168.7.99 80 SYN
192.168.3.16 80 ESTABLISHED || 192.168.7.99 80 SYN

Clustering is one of the most commonly used technique to build profiles of anomaly
detection systems because labeled data is not required [44]. In a network with even
marginal number of computers it is safe to expect at least thousands of connections per
second resulting in huge amount of data. Most of the clustering algorithms proposed in
the literature need quadratic time computation and scan the dataset multiple times [101].
So these clustering techniques take large computation time if applied to header based
anomaly detection systems. In other words, if traditional clustering techniques are used
in header based anomaly detection systems the aim of quick analysis is lost.

To handle this issue, ADWICE [41], a header based anomaly detection system, uses
the well known clustering technique BIRCH [152]. BIRCH is based on data summariza-

tion [124]. Summarization techniques derive a summary information from dataset and
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processing is done on this summary rather than the whole dataset. ADWICE works for
large dataset but has the issue of false alarms. In other words, effective alarm generation
is an issue for header based anomaly detection systems which use data summarization
techniques for handling large datasets. In the present chapter, effective alarm generation
for header based anomaly detection system handling large datasets is proposed. The

contributions of the chapter are as follows.

e The proposed anomaly detection system uses a data summarization technique based
on BIRCH [152], which enables it to handle large datasets.

e The anomaly detection system makes some modification in the BIRCH algorithm
which achieves better clustering. This improves Accuracy and Detection Rate of the
proposed system compared to similar techniques reported in the literature. The

modifications in the BIRCH algorithm are given below.

- The modified clustering algorithm do not use a threshold for including/excluding
(new) points in the clusters. Instead, cluster quality indices are used as the mea-
sure. Since cluster quality is maintained at all steps of cluster formation the

algorithm leads to better clustering.

- In the modified algorithm comparison of a (new) point is made directly with
all clusters for finding the nearest one. In BIRCH, cluster information is stored
in a height balanced tree (called Cluster Feature (CF) tree) and hierarchal com-
parison is made to reduce time complexity. However, it is shown in experimen-
tation section of the chapter that time required for comparison with all clusters

is within practical time lines.

— Unlike BRICH, which takes only ordinal attributes, the modified algorithm is
extended to work with both categorical and ordinal attributes. Categorical

attributes are very common in network data.

Rest of the chapter is organized as follows. Relevant literature on header based
anomaly detection system is reported in Section 5.2. The section also discusses briefly, the
data summarization technique BIRCH. Section 5.3 presents the proposed header based

anomaly detection system. Section 5.4 deals with experimental results and comparison of
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Accuracy and Detection Rate with similar techniques reported in the literature. Finally the

chapter is concluded in Section 5.5.

5.2 Related work

For the sake of readability a summary of various header based anomaly detection systems
using clustering algorithms (discussed in Subsection 2.3.1 of Chapter 2) is reported in this
section. Also, ADWICE (on which the proposed detection system is based) is discussed
in brief.

As presented in Chapter 2, the following are the major header based anomaly detection

systems which use clustering algorithms.

e Clustering for Anomaly Detection (CLAD) [43]: CLAD generates fixed width, over-
lapping clusters from normal packet headers which represents the normal profile.
A test feature vector is declared anomalous if its distance to all the cluster centers is

greater than a threshold.

e Connectivity-based Outlier Factor (COF) [125]: COF uses nearest neighborhood
clustering technique for anomaly detection. Given a feature vector it assigns an
anomaly score based on its distance to its neighborhood set. If the anomaly score is
higher than a threshold, it implies that the feature vector under question is different

from the other members (and is anomalous).

e Two-phase clustering for outliers detection [64]: In this work, a two-phase clustering
algorithm is developed for detecting anomalies. In the first phase, clusters are
formed using a modified version of k-means algorithm. In the second phase, cluster
centers (obtained in first phase) are regarded as nodes which are used to construct a
minimum spanning tree (MST) based upon distance between every two nodes. The
MST is treated as a member of a forest. Following that, longest edge of a tree from
the forest is replaced with two newly generated subtrees. This process is repeated
until the number of trees in the forest reaches a desired number. The trees with less

number of nodes (i.e., the small clusters) are regarded as anomalies.

e Minnesota INtrusion Detection System (MINDS) [52]: MINDS generates a set of

basic and derived features from headers of Netflow (version 5) data, which are used
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to build the profile. An outlier detection algorithm is used for detecting outlying
network flows (which are considered anomalous).

These clustering based anomaly detection systems have fairly high Detection Rate
and Accuracy. However, in case of large datasets these techniques fail to give a

speedy solution.

e ADWICE [41]: ADWICE uses a data summarization clustering algorithm BIRCH
[152] to develop a header based anomaly detection system. Data summarization
technique enables ADWICE to handle large datasets but has the issue of false alarms
(i.e., effective alarm generation) because BIRCH sometimes leads to improper clus-

tering.

As ADWICE is mainly based on BIRCH, a basic background of BIRCH algorithm is given

below.

5.2.1 Overview of ADWICE

ADWICE basically uses BIRCH [152] as the anomaly detection engine. BIRCH is a data
summarization algorithm designed to explicitly handle large amount of training data
which can not be accommodated in the main memory. It keeps summary of the dataset
in the form of a height balanced tree called as CF tree, similar to B+ tree. A CF-tree is a

height-balanced tree with three parameters as follows.
1. Branching factor B for nonleaf node.
2. Maximum entries in a leaf node L.

3. Threshold T.

In case of the leaf nodes, the diameters of the clusters cannot exceed a threshold T.
Threshold T is used as a criterion for insertion of a new feature vector into the correct
cluster. If addition of a new feature vector increases radius of the closest cluster by not
more than T, it is included in that cluster; else a new cluster with the feature vector is
cerated.

Each non leaf node in the tree is of the form [CFi, Childi] where CF; is the i" Cluster Feature
(CF) and Child; is the pointer to the i child node. Each CF; has three elements
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e N - Number of feature vectors in the cluster.
e [.S- Linear sum of the feature vectors
e 55- Squared sum of the feature vectors.

Leaf nodes are constructed with only CFs. Each CF at non-leaf level summarizes all child
CFs in the level below.
Given N number of d dimensional vectors (denoted as Fi, 1 < k < N) in a cluster C;, the
centroid of the cluster can be computed with Equation (5.1)
Y F

Vo, = Z—Tl (5.1)
Additive property holds when two cluster features are merged, i.e., resulting CF is sum
of the two CFs. If CF; is [Ny, LS1,551] and CF; is [N,, LS,,5S,] then resulting CF is
CFesuir =[N1+ N, LS1+LS,,551+SS,].
The distance between a feature vector v and a cluster C; is the Euclidian distance between
v and the centroid V), denoted as D, (v, CF;).
Inter cluster distance D, (i.e., distance between two clusters) between cluster C; and C; is
computed using Equation (5.2)

N v NNz [ T2
Zizll j:lwlfl(Pi_Pf)

12
D, = [ N1iN, ]

(5.2)

where feature vector F; € C; and F; € C,.
Intra cluster distance D; (i.e., average distance of the points within the cluster) within a
cluster C = C; U C; is computed using Equation (5.3)

Ni+No N1+ N2 & T
Zi:11+ 2 2]211+ 2(1:1, _ Fj)z

P = [(Nl +N2)(Ny + N2 = 1)

]1/2 (5.3)

where feature vector F;, F; € C; U C,.
It may be noted that Equation (5.2) and Equation (5.3) involve reading all feature vectors
of a cluster. Advantage of BIRCH is because CF contains enough information to compute

distances D, and D3 without reading all feature vectors. Equation (5.2) can be rewritten
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in terms of cluster feature as Equation (5.4) [109].

——
Ny SSl) - (ZleLSZT) + (leSQ) 1/2
] (5.4)

i
DZ_[ NiN,

Similarly, Equation (5.3) can be rewritten in terms of cluster feature of as Equation (5.5)
[109].

—— —>—>
2(N1 + Nz)(SSl + SSQ) - Z(leleT + LSzLSZT)]l/Z

Ps = [ (N1 + N2)(Ny + No — 1)

(5.5)

ADWICE is basically a clustering based anomaly detection system; so it involves
training and testing phase. As ADWICE uses BIRCH, so training involves creating the CF
tree (by fixing B) with feature vectors derived from packet headers of normal data. The

steps are elaborated as follows.

e Search for closest leaf node: Given a new vector v, the CF tree is recursively searched
from the root to the leaf closest to v. In other words, in each step, child i is selected
such that D, (v, CF;) < D;(v, CF;) for every other child j.

e Update the leaf: v is included in (the closest) cluster having cluster feature as CF;
if threshold T is not violated. If T is violated, a new entry CF; in the leaf under
question is created with v. If the number of cluster features including CF; becomes
more than B the leaf is split into two. During splitting, the two cluster features of
the leaf which are maximum distance (D;) apart are selected as seeds and all other
cluster features from the old leaf are distributed between the two new leafs. Each

cluster feature is merged with the (new) leaf having the closest seed.

e Modify the path to the leaf: After insertion of v, the tree needs to be updated. If
root is not split, the cluster features along the paths (from root) to the updated leaf
need to be recomputed to include v by incrementally updating the cluster features.
If a split occurs, a new non-leaf entry is inserted in the parent node of the two new
leafs and the cluster feature summary is computed for the new leafs. If the number
of children in parent node is below B the new non-leaf cluster feature is inserted.
Otherwise the parent is also split. Splitting may propagate all the way up to the root

in which case the depth of the tree increases.
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After the CF tree is built (i.e., the training phase), it is used to detect anomalies (i.e., the
testing phase). When a new feature vector v arrives, a top down search is made from the
root to find the closest cluster feature CF;. This search is performed in the same way as in
training. If D;(v, CF;) is smaller than a threshold, v is considered normal and anomalous
otherwise.

BIRCH is a good summarization technique but sometimes leads to improper clustering.
The clusters generated in BIRCH do not necessarily correspond to “natural clustering”
[152]. If the clusters are not well formed the cohesiveness that may exist in the elements
of a cluster may be lost. So effective alarm generation in anomaly detection system
(ADWICE), built using BIRCH, is an issue. In the next section the proposed header based

anomaly detection system is discussed which addresses this issue.

5.3 Proposed scheme: header based anomaly detection sys-

tem using data summarization

The proposed header based anomaly detection system is aimed at handling large datasets
and yet giving low false alarms. This is achieved by modifying the data summarization
based clustering algorithm BIRCH, so that cluster quality is improved. As discussed
before, three major modifications namely, (i) use of cluster quality index as a measure for
inclusion/exclusion of a feature vector, (ii) comparison of a new feature vector with all
clusters and (iii) inclusion of categorical attributes have been used for modification. Due
to modifications (ii) and (iii), the following changes are made in the CF-tree structure of
BIRCH.

e Asanew feature vector is compared with all clusters, the whole CF-tree (in BIRCH)
maintained for hierarchial comparisons, is not required. Only the leaf nodes of the

CF tree are built in the form of a linked list.

e Unlike BRICH, the modified algorithm is extended to work with both categorical and
ordinal attributes. So each cluster is now represented as [CF,{a;,4a,, - , ax)] where
CF is the cluster feature (same as BIRCH) and {(ai,a,--- ,ax) are the k categorical

attributes for a given cluster.
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Like any clustering based anomaly detection system, the proposed method also in-
volves training phase and testing phase. In the training phase the clusters (in the linked
list) are created from a dataset comprising only normal network traffic. In the testing
phase a feature vector (created from test network traffic) is compared with all the existing
clusters; if distance of the test feature vector is more than a (test) threshold it is declared

as attack. In the following two subsections training and testing phases are elaborated.

5.3.1 Training

The training algorithm takes as input, (i) number of clusters to be generated, (ii) feature
vectors of normal network traffic and creates clusters using only the summary informa-

tion. Algorithm 5.1 shows the training procedure.

Algorithm 5.1 : Training phase

INPUT: NC - number of clusters, NF - number of feature vectors, F = {f1, fo, -, fnr} -
set of feature vectors.
OUTPUT: Trained model with NC number of clusters
1: Generate a list of NC clusters from first NC feature vectors.
2: fori =NC+1toNFdo
3: forj=1toNCdo

4: Find a cluster C; such that categorical attributes of C; and f; are same.
5: Generate a temporary cluster C;. =CiUf;
6: if D3(c;) < D5(C)) then
7: Add the point f; to cluster C;
8: break
9: else
10: if j == NC then
11: Create a separate cluster Cyc,iwith f;
12: distance= MAX (a high positive integer)
13: forp=1to NCdo
14: forg=p+1toNC+1do
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15: if (D,(C,, C,) < distance) AND (ay, is same as a,,, where a,, € C,,a, € C,,
1 <i<k)) then

16: distance = D»(C,, C,)

17: index1 = p and index2 = g

18: end if

19: end for

20: end for

21: Merge index1 and index2

22: end if

23: end if

24: end for
25: end for

Initially NC number of clusters are formed from first NC feature vectors (number of clusters
is lower bounded by the feature space of categorical attributes). Subsequently, whenever
a new data point needs to be added the cluster list is searched linearly to find a suitable
cluster such that (i) categorical attributes of the new feature vector matches with that of the
categorical attributes of the cluster and (ii) satisfies a quality index. Intra cluster distance
(Ds) of the existing cluster and a temporary cluster generated after adding the feature
vector in question to the cluster is calculated. If the intra cluster distance of the temporary
cluster does not increase compared to the original cluster, the temporary cluster replaces
the original cluster. In other words the temporary cluster has better quality index. On
the other hand if the new feature vector increases the intra cluster distance of any existing
cluster or its categorical attributes are different from all existing clusters, a new cluster is
formed with the feature vector. With this new cluster added, the total number of clusters
increases to NC+1. To keep the cluster number to NC (fixed) a merge operation is initiated.

In merge phase two clusters C, and C, with lowest inter cluster distance are merged.

5.3.2 Testing

Given a test feature vector TP, a linear search is done on the clusters to test whether TP
falls within the range of any cluster i.e., if the distance of TP with a cluster i (1 <i < NC)

is less than a threshold T¢, then it is declared as normal, otherwise it is declared as attack.
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The threshold for the i cluster T¢, is calculated as the sum of the i cluster radius (R;) and
an additional control factor 6;,.rx (Where 0%R; < 0inecr < 25%R;). Algorithm 5.2 shows the

testing procedure.

Algorithm 5.2 : Testing Phase

INPUT: TP - testing feature vector
OUTPUT: status

1: status = attack

2: fori=1to NCdo

3:  if dist(C; TP) < T¢, then
4 status = normal

5: break

6: end if

7: end for

8: Output the status

As discussed in last subsection, feature vectors for the present case also includes
categorical attributes; computation of the distance of a feature vector with a cluster (i.e.,
dist) is computed as follows. Given a cluster C with categorical attributes (a1, 4z, - - , ax),
categorical distance (distcegoricar) Of C with a TP having categorical attributes

(aTP;,aTPy,--- ,aTPy) is computed as

k
diStcategorical(C/ TP) = Z wj * (6cdist(ai/ aTPi)); (56)

i=1

where 0.4s1(a;, aTP;) is defined as
Ocdist(ai,aTP;) = 0 if a; = aTP;, else d.4ist(ai, aTP;) = 1

and w;s are the weights assigned to the i categorical attribute based on its importance on

the overall set of categorical attributes.

TH-1076_NHUBBALLI



144 Chapter 5. Header anomaly detection using data summarization

Djs is calculated using the the non-categorical attributes of the cluster and the feature

vector. The distance dist of Algorithm 5.2 is given by
dist(C, TP) = a = D3(C, TP) + (1 — ) * dist categorical(C, TP) (5.7)

where «a is a controlling factor deciding the weightage given to the categorical and non-

categorical attributes.

5.3.3 Time complexity analysis
Time complexity of both training and testing phases are discussed in this subsection.

Training phase

First step of the Algorithm 5.1 simply reads NC patterns and builds NC clusters; com-
plexity is of O(NC). Step 2 is repeated NF — NC number of times and Step 3 is repeated
NC number of times. Step 4 to Step 7 are of constant time complexity. Also, Step 10
to Step 12 are of constant complexity. Step 13 and Step 14 involve comparison of inter
cluster distance of all cluster pairs and have a complexity of O(NC?). Again Step 15 to Step
17 are of constant time complexity. Step 20 involves merging operation of two clusters
(by CFs) and hence is also of constant complexity. Thus the overall time complexity is
O(NC+(NF — NC)NC(NC?)) ~ O(NF = NC®). As NC < NF complexity of the proposed
training algorithm is much less compared to common clustering algorithms [94] which
has quadratic time complexity in the number of vectors. Moreover, NC? factor comes into
play only when a merge operation is initiated. On the other hand if a feature vector finds
a cluster which can accommodate it without deteriorating the cluster quality index, NC?
component of the complexity is saved. In experiments it is observed that only for 5% of

the feature vectors merge operation is required.
Testing

Time complexity of testing is of order NC as in the worst case it involves NC distance

computations with the NC clusters.
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5.4 Experimental results

In this section a description of experiments conducted on three datasets to verify the
proposed method in terms of Accuracy and Detection Rate is given. In the first experiment
a dataset shared by authors of [31] is used. In the second experiment KDD 99 dataset is
used. Third experiment is with a dataset generated at Computer science and engineering
departmental network of IIT Guwahati. These experiments are detailed out in the next
three subsections.

First phase of any anomaly detection system based on clustering technique is to extract
appropriate features and generate feature vectors from the network traffic. In this work,
for the first and third experiment, a set of time based features are extracted from the
collected traffic'. All these features are based on attributes of network packet header.
Following 24 features listed below are identified for feature vector generation - total
number of packets, syn packets count, fin packets count, ack packets count, tcp syn + ack count,
reset packets count, urgent pointers count, distinct window size values, distinct sequence numbers
seen, udp count, icmp count, fragmented packets count, icmp echo reply messages count, total
bytes host sent, total bytes source sent, distinct TTL values, malformed packets count, udp ratio,
tcp ratio, icmp ratio, packet payload size average, packet header size average, distinct source ports
visited, distinct destination ports visited.

As discussed in the testing algorithm, if distance of a test feature vector from center
of any cluster i is less than (or equal) the threshold T, it is declared as normal. The
assumption here is an attack instance should differ from normal feature vectors and hence
its distance is greater compared to the normal feature vectors. In the experiments Accuracy
and Detection Rate are reported for five different values of 6;,.r ranging between 0 to 25%
of the value of R;s. Also, Accuracy and Detection Rate would vary if the number of clusters
(NC) is varied because R;s change with change in NC. The experiments also report this

variation.

5.4.1 Experiment 5.1

In the first experiment a dataset shared by authors of RTUNND [31] is used. Dictionary

of attacks present in the dataset of RTUNND along with names of tools used to generate

'In the second experiment, features are given with the dataset
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these attacks are listed in Table 5.3.

Table 5.3: List of attacks present in RTUNND dataset

Name Generated with
Bonk targa2.c

Jolt targa2.c
Land targa2.c
Saihyousen targa2.c
Teardrop targa2.c
Newtear targa2.c
1234 targa2.c
Winnuke targa2.c
Oshare targa2.c
Nestea targa2.c
Syndrop targa2.c
Octopus octopus.c
Killwin killwin.c
Twinge twinge.c
TepWindowScan | Nmap
Synscan Nmap
Neptune FireHack
DoSnuke FireHack
Smbdie Smbdie.exe
XmassTree Scan | Nmap
LinuxICMP linux-icmp.c
Moyaril3 moyaril3.c
Sesquipedlian sesquipedalian.c
Smurf smurf4.c
OverDrop overdrop.c
OpenTear opentear.c
Echochargen FireHack

One drawback with the RTUNND dataset is a very small amount of normal traffic
(which is required for training); the dataset consists of only 5000 packets which is compar-
atively low. In order to increase the size of the dataset, normal network traffic is collected
at the department of Computer science and engineering, IIT Guwahati. This network
traffic is collected at discrete intervals spanning for 3 days. After addition of the collected
dataset to RTUNND, now the combined dataset comprises 356557 normal packets; 57358

feature vectors are generated from these packets. Among these, 50000 feature vectors are
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used as (normal) training dataset. For the testing dataset remaining 7358 normal feature
vectors along with 1500 feature vectors generated from attack traffic packets (of RTUNND
dataset) are used. These feature vectors are generated with a time window of 6 seconds.
In this experiment as there are no categorical attributes, distancecegorica is 0.

Table 5.4 shows the Detection Rate and Accuracy for this experiment with different values

of 0;,.r and number of clusters.

Table 5.4: Accuracy and Detection Rate in Experiment 5.1

NC | Training Time | iner % of R; | Accuracy | Det Rate
0% 062.26% | 100.00%
5% 068.30% | 099.00%
10% 078.62% | 098.06%
198 | 1in-3igfing 15% 086.38% | 097.66%
20% 087.76% | 095.60%
25% 090.25% | 093.80%
0% 075.75% | 100.00%
5% 078.82% | 100.00%
10% 088.34% | 099.53%
E75 | TRl 15% 089.09% | 098.06%
20% 091.21% | 096.93%
25% 094.30% | 094.86%
0% 080.90% | 100.00%
5% 082.55% | 100.00%
10% 090.58% | 100.00%
Cgl) el e 15% 091.37% | 098.86%
20% 092.95% | 097.66%
25% 095.13% | 095.06%
0% 085.13% | 100.00%
5% 090.36% | 100.00%
10% 092.36% | 100.00%
2254 £21n:355 g 15% 094.30% | 099.26%
20% 095.76% | 098.00%
25% 098.52% | 096.40%

Table 5.4 also shows the time taken for training for different number of clusters. Training
algorithm takes nearly 2 minutes to process 50000 feature vectors. Testing time involving
7358 normal feature vectors and 1500 attack feature vectors is less than 20 seconds (not
shown in the table). This shows that even if a new feature vector is compared with all

clusters in the proposed algorithm (unlike, hierarchial in case of BIRCH) time taken for
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training and testing are reasonable.

The following observations can be made from the table.

e Increase in number of clusters (NC) leads to increase in Accuracy and Detection Rate.
If the number of clusters are less they become too generic to differentiate attack and

normal traffic.

e For a given NC, high value of T¢, (by virtue of a high value of 0;,.r) implies better
Accuracy at the cost of Detection Rate. High value of T¢, implies a larger cluster radius
and more number of feature vectors are declared as normal leading to a lower FP

rate and higher FN rate.

5.4.2 Experiment 5.2

Second experiment is done with KDD 99 dataset. This dataset was generated by Columbia
university by processing DARPA 98 offline tcpdump files as part of knowledge and data
discovery competition of the year 1999. To the best of our knowledge there is no other
publicly available dataset (at least of this size and widely accepted in the community
as of KDD 99). DARPA 98 seven weeks of training tcpdump files consist of 5 million
connections and two weeks of test data has two million connections. In total, this dataset
has 41 features and each vector is labeled as either attack or normal. The 41 features
includes some symbolic attributes as well as numeric attributes. Specifically there are
9 symbolic (categorical) attributes and remaining 32 are numerical attributes. All the
normal and (four) attack types are separated. Normal feature vectors are again divided
into two parts for training and testing. Attack feature vectors are used for only testing
purpose. Size of feature vectors used for training and testing is given in Table 5.5. Table 5.6
shows variation of Detection Rate and Accuracy for the four classes of attacks with different
values of 6;,.cx and number of clusters. Also, overall Detection Rate and Accuracy for all
attacks taken together are reported. Number of clusters are kept same as ADWICE [41]
for comparison. In case of denial of service attack Detection Rate and Accuracy are high for
all values of 6;,.r because traffic characteristics under denial of service varies significantly
compared to normal traffic characteristics. Accuracy of U2R attack is less compared to
other cases. The number of instances of U2R is less compared to normal cases (and other

attacks). So number of TPs in U2R is less compared to number of FPs generated. Trends
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of other attacks in variation of Detection Rate and Accuracy by change in ;g are similar

to Experiment 5.1.

Table 5.5: Characteristics of KDD dataset

Type Number of patterns
Normal training 972781
Normal testing 60593
DoS 229853
Probe 4166
U2R 228
R2L 16189

5.4.3 Experiment 5.3

For the third experiment live traffic generated at Computer science and engineering
departmental network of IIT Guwahati is used. Traffic is collected for a period of 8
hours. A system within the network generated a series of attacks against prior identified
hosts within the network. The objective here is to generate a dataset which is unbiased
as it gets mixed with the live network traffic. The time instances when a particular attack
has started and ended are noted; so the traffic could be labeled accordingly. Set of time
based features mentioned earlier are extracted by setting time window to 1 minute for this
experiment. Characteristics of the dataset generated is shown in Table 5.7. Dictionary of
attacks simulated within the live environment are listed in Table 5.8.

Table 5.9 shows variation of Detection Rate and Accuracy for different values of 6;,.r and

number of clusters; trends are similar to Experiment 5.1 and Experiment 5.2.

5.4.4 Comparison with ADWICE

To show how the proposed algorithm reduces false alarms in comparison to ADWICE
a comparison is done in terms of best case Accuracy (for chosen 6;,cx = 25% of R;) on
the KDD dataset; results are reported in Table 5.10. Since results are shown for 12000
clusters in ADWICE, here the comparison is reported for the same number of clusters.

It may be observed form the table that the proposed IDS improves Accuracy for all the
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Table 5.6: Accuracy and Detection Rate in Experiment 5.2

NC Train time type | Oincr% Acc Det Rate | Overall | Owverall
of R; Acc Det Rate
DoS 0% | 099.78% | 100.00% | 93.71% | 99.64%
U2R 025.92% | 076.75%
R2L 096.84% | 094.81%
Probe 089.28% | 100.00%
DoS 5% | 099.80% | 100.00% | 99.39% | 99.44%
U2R 027.53% | 075.00%
R2L 097.06% | 091.81%
Probe 090.25% | 100.00%
DoS | 10% | 099.83% | 100.00% | 99.46% | 99.27%
U2R 029.05% | 071.49%
R2L 097.32% | 089.21%
Probe 091.23% | 100.00%
12000 | 6m:51s:24ms | =5 a5 —099.86% | 100.00% | 99.63% | 99.24%
U2R 032.91% | 068.86%
R2L 097.77% | 088.95%
Probe 092.83% | 099.49%
DoS | 20% | 099.90% | 100.00% | 99.67% | 98.88%
U2R 039.47% | 064.91%
R2L 098.38% | 083.40%
Probe 095.40% | 099.37%
DoS | 25% | 099.95% | 100.00% | 99.80% | 98.20%
U2R 054.15% | 060.09%
R2L 099.04% | 074.12%
Probe 097.25% | 098.99%

Table 5.7: Characteristics of IIT Guwahati dataset

Type Number of Patterns
Normal Training 10000
Normal Testing 7376
Attack Testing 11010
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Table 5.8: List of attacks present in IIT Guwahati dataset
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UDP Scan

TCP Scan

Ping Scan

Intense Scan

Quick Scan

Traceroute

Slow Comprehensive Scan

TCP Connect Scan

TCP SYN Scan

SCTP INIT Scan

TCP ACK Scan

TCP NULL Scan

TCP FIN Scan

TCP XMAS Scan

TCP Window Scan

IP Protocol Scan

RPC Scan

UDP Flood

ARP Flood

ICMP Flood

ARP Spoofing

SYN Flood
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Table 5.9: Accuracy and Detection Rate in Experiment 5.3

NC Train Time Oinck %o of R; | Accuracy | Det Rate
0% 095.00% | 096.97%
5% 097.03% | 093.84%
10% 097.39% | 091.80%
15% 098.13% | 090.48%

20% 098.76% | 089.15%

250 | Om:10s:928ms

25% 099.20% | 086.24%
0% 098.32% | 097.67%
5% 098.99% | 094.40%

10% 099.09% | 092.32%

300 | Om:22s:13ms 15% 099.17% | 090.82%

20% 099.32% | 090.53%
25% 099.58% | 089.56%

0% 099.02% | 098.13%
5% 099.16% | 095.10%
10% 099.27% | 093.25%
T | 15% 099.50% | 092.02%

20% 099.77% | 091.03%
25% 099.97% | 090.00%

0% 099.26% | 099.22%
5% 099.44% | 096.27%
10% 099.68% | 094.99%
4007] - TS 15% 099.70% | 092.99%
20% 099.89% | 091.93%

25% 099.99% | 091.51%
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classes of attacks in the KDD dataset. ADWICE has a Detection Rate of 95% in the best case
while the proposed algorithm has a Detection Rate of 99.64% in the best case (for chosen
Oinck = 0% of R;). The proposed scheme has better Accuracy and Detection Rate compared
to ADWICE. In other words, the proposed header based anomaly detection system han-
dles false alarms better than ADWICE thereby leading to effective alarm generation. The

comparative results can be explained as follows.

Table 5.10: Comparison of Accuracy with ADWICE

Class | ADWICE | Proposed scheme
DoS | 99.00% 99.95%
Probe | 97.00% 97.25%
U2R | 31.00% 54.15%
R2L | 92.00% 99.04%

BIRCH (algorithm used in ADWICE) do not capture the density information of the
clusters well. A fixed threshold T is selected and used as the limiting factor of radius for all
clusters. In practice same threshold do not work for all the clusters. When there is density
variation it is expected that clusters would have different radii. Thus, a cluster depended
decision is a more suitable choice than the fixed threshold. The proposed algorithm uses
cluster quality index to make the merging decisions. A new feature vector is added to
a cluster only if it improves the cluster quality, and two clusters are merged only when
number of clusters exceeds the permitted maximum number NC. The algorithm merges
only two most similar clusters measured using D,. In other words, the proposed scheme
do not consider fixed radius and allows clusters to have any radii as long it is including
similar feature vectors in it which ensures cluster quality. The improved cluster quality in
turn results in better partitioning of attack feature vectors from the normal ones, thereby

improving Accuracy and Detection Rate.

5.5 Conclusions

Most of the header based anomaly detection systems fall into cluster analysis category.

As networks become faster in operation, the amount of data that needs to be analyzed
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becomes huge. These clustering techniques require more than one pass of the dataset, so
the anomaly detection schemes cannot work for these high speed networks. To handle
this situation, schemes have been proposed which use data summarization techniques
like BIRCH. Data summarization techniques may generate improper clustering which
results in false alarms in the anomaly detection systems using them. In this chapter, a
header based anomaly detection system was presented, based on modified BIRCH, which
is capable in handling large dataset yet minimizing false alarms. The proposed technique
is verified on 3 datasets and the results illustrate effective alarm generation. In the next
chapter an anomaly detection system is proposed which works on data generated from

packet payloads.
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Chapter 6

Payload based anomaly detection using

layerwise n-gram analysis

6.1 Introduction

Anomaly detection systems are used for detection of new attacks. For detecting sophis-
ticated application level attacks, payload based anomaly detection systems are required,
which model the normal (benign) behavior of packet payload and trigger an alarm when-
ever they observe traffic that do not confirm to the learnt benign behavior. Although
these anomaly detection systems are capable of detecting new application level attacks,
the number of FNs are much higher [128] compared to header based anomaly detection
systems. Effectiveness of payload based anomaly detection systems depend on accurate
modeling of benign payload. Modeling the normal behavior from payloads is difficult

compared to packet headers due to the following reasons.

e Unlike header there is no defined structure for payload.
e As payload size is large, any analysis is computationally expensive.

e Payload of different applications differ in nature. For example, what content HTTP
application normally has is not same as Telnet application. In order to learn the
benign behavior of these applications a separate model needs to be built for each

application.
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There are methods proposed in the literature for payload based anomaly detection [103,
134, 135] mainly using n-gram based analysis. These schemes give good Detection Rate but
only if trained with payloads from normal packets (i.e., pure dataset). It may be noted that
availability of pure dataset is far from reality. Thus the anomaly detection systems are as
good as the dataset that is supplied. Reported works on payload based anomaly detection
systems [103, 134, 135] provide high Detection Rate on clean HTTP dataset. However, in
the present chapter it will be shown how Detection Rate suffers when training dataset is
impure. Henceforth, in this chapter pure dataset indicates payloads from only normal
packets and impure if the dataset contains payloads from both normal and attack packets.
Park et al. in [99] have proposed an HIDS which is tolerant to impure training dataset.
However, to the best of our knowledge, there is no payload based network anomaly
detection system which can handle impure training dataset.

In this chapter, an impurity tolerant payload based network anomaly detection system
“Layergram” is proposed. Layergram models the n-grams appearing in benign payloads
along with their frequency information, which makes the model tolerant to the impurity
in the training dataset. To put the problem into perspective the following question is
answered “to what extent the built model can survive the impurity of the training dataset”.

The contributions of this chapter are the following.

e An impurity tolerant payload based anomaly intrusion detection system is devel-

oped, involving the following.

— A data structure termed as n-gram-tree is used to store the n-grams found in
the training dataset along with their frequency information. A single n-gram-
tree can store n-grams of all orders, which makes it efficient for storage. Use
of the frequency information makes the model more tolerant to impurities in

training dataset.

— For testing a new packet, layerwise analysis is performed in the n-gram-tree,
starting with lower layers (i.e., lower order n-gram analysis) and subsequently
going to higher layers only if required. If a packet is found anomalous at a
lower layer, analysis is not required for higher layers. A packet is declared
normal if it is declared so by all layers. So layerwise analysis makes the testing

procedure computationally efficient.
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e Time and space complexity of building the n-gram-tree and testing of new packets

is presented and shown to be practically feasible.

o A comparative study of Layergram with Anagram [134] is done using impure training
dataset, which illustrates Layergram’s superiority over Anagram in terms of effective

alarm generation.

Rest of the chapter is organized as follows. Section 6.2 discusses relevant literature on
payload based anomaly detection technique to detect application based attacks. Section
6.3 describes the proposed method and Section 6.4 deals with its complexity analysis. A
method to compress the n-gram-tree to optimize space requirement is discussed in Section

6.5. Section 6.6 presents experimental results and the chapter is concluded in Section 6.7.

6.2 Related work

For the sake of readability a brief summary of various techniques for payload based
anomaly detection (discussed in Subsection 2.3.2 of Chapter 2) is reported here. As most
of the payload based anomaly detection systems (including Layergram) use the concept of
n-grams, a brief background on n-gram based modeling and analysis for payload based
anomaly detection is also given in this section.

As described in Chapter 2, following are the major schemes for payload based anomaly

detection which use n-gram based modeling and analysis.

e PAYL[135]: PAYL models the payload using n-grams of first order. It extracts 256
features from the payload of every packet to generate the feature vector. Each feature
is one of the 256 possible ASCII values of a byte. Then a simple model of normal
system behavior is derived with average and standard deviation of these vectors.
A test feature vector is declared as attack if its distance with the mean exceeds a
threshold. This approach has low Detection Rate (50%). In addition it is shown that,
n-gram model of size 1 can be easily evaded [73]. Higher order n-grams could not

be used in PAYL due to the dimensionality problem.

e To minimize the dimensionality problem as encountered in PAYL [135], Ke Wang et

al., in Anagram [134] introduced the concept of binarizing the n-grams. The idea is
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to store binary decision regarding the occurrence of n-grams in the training dataset
and build the normal model. Anagram uses highly space efficient bloom filters for
storing the n-grams. Bloom filter is a compressed data structure that uses hashing
to map higher order n-gram to a smaller hash value. During testing, n-grams from
the test packet that appear in the training dataset are counted. If the number of
n-grams that cannot be found in the training dataset exceeds a preset threshold,
attack is detected. The idea is motivated by the fact that every attack packet should
contain some byte combinations which are not similar to normal packets. In essence
Anagram is a matching scheme which uses database of good n-grams and uses
an efficient query optimization offered by the bloom filters. Furnished results of
Anagram illustrate high Detection Rate of HTTP traffic. Anagram showed that using
higher order n-grams makes it difficult for attacks to evade it, thereby achieving high
Detection Rate. However, as binarized n-grams are used for modeling, frequency
information is not captured, rendering the model non tolerant to impure training
dataset. In the experimental section of this chapter, the impact of binarization on

Detection Rate and Accuracy for impure dataset is shown.

Since most of the payload based anomaly detection techniques use n-gram based
modeling, some background on n-gram based modeling and analysis is given in the next

subsection.

6.2.1 n-gram based payload modeling and analysis

The technique of n-gram analysis is a well known statistical feature extraction method
and has been used successfully in many applications such as spoken language processing
[141], indexing structure [72], spam filtering [47] etc. An n-gram of order i is a sub-
sequence of i consecutive items in a given sequence of items. For example in the sequence
a,b,c,d, e, f the sub-sequences of 2 are (g, b), (b, c), {c,d), {(d,e) and (e, f), which are termed
as n-grams of order 2. In the context of payload based anomaly detection system, bytes
of network packet are the sequences. n-grams generated from this sequence constitute
feature vectors [135]. Since each byte can take one of the 256 possible ASCII values, the
number of different possible n-grams of order 1 are 256. In general, for any given order i

the number of n-grams is O(256'). Lower order n-grams such as 1-gram and 2-grams are
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generally used because of their low complexity, however, techniques using them have low
Detection Rates [73]. Higher order n-grams provide better results but are computationally
expensive. In case of payload analysis, the number of n-grams generated from a packet is
very low compared to the number of all possible n-grams (for any order). This is because
maximum size of a packet payload is usually 1440 bytes, making the number of possible
n-grams for order i to be (1440—1)+1 (generated with a sliding window). Typically fori =5
the number of n-grams (i.e, number of features in a feature vector) is O(256°), however,
only (1440 — 5) + 1 = 1436 n-grams (of order 5) are possible for one packet. Redundancy
(i.e., same ASCII values) in payloads further reduces the number of n-grams. So, the

feature vector space is sparse.

An example of “Code red worm” is discussed to illustrate modeling and attack detec-
tion using n-grams. Code red worm results in buffer overflow attack. Broadly speaking,
buffer overflow occurs when malicious program writes more information into the buffer
than the space it has allocated in the memory. This allows an attacker to overwrite data
that controls the program execution path thereby giving control of the program to execute

the attackers code instead of the process code. The payload of the worm is shown below.

GET /default.ida?NNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNN
%u9090%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u7801
%u9090%u6858%ucbd3%u7801%u9090%u9090%u8190%u00c3
%u0003%u8b00%u531b%u53£ff%u0078%u0000%u00=a HTTP/1.0

There is a sequence of character “N” in the payload, whose length is more than
the corresponding space allocated in the memory thereby leading to buffer overflow
attack. A payload based anomaly detection system which models the payload information
using higher order n-grams can detect this worm. n-grams of order 1 (i.e, model the

payload using n-grams of order 1) for this payload are: (G),{E),--- ,(N),(N)---,(0). It
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may be noted that since single occurrence of character “N” in sequence can appear in
normal payload too, it is not possible to detect this attack. n-grams of order 2 for this
payload are: (GE),(ET),--- ,{NN),(NN)---,{.0). n-grams of order 3 for this payload
are: (GET),(ET/),--- ,{NNN),(NNN)--- ,(1.0). It may be noted that since probability of
consecutive (2 or 3) occurrence of character “N” is generally low in normal payload, it is

possible to detect this attack (using n-grams of order 2 or 3).

6.3 Proposed approach: payload based anomaly detection
using layerwise n-gram analysis

This section describes the proposed scheme Layergram - a layered n-gram based statistical
model for payload anomaly detection. The method involves training phase and testing

phase, detailed as follows.

e Training phase

— Tree construction: An n-gram-tree is built with payloads of training dataset
where some impurity may be present. A node of layer (or level) i (1 < i < nmax)
of the tree captures a distinct n-gram of order i found in the training dataset

with its frequency of occurrence.

— Binning: Certain frequency bands (or windows) are created and n-grams
whose frequencies falling within a band are binned together and a (anomaly)
score is given. This involves two sub-steps—(i) selection of appropriate number

of bins (i.e., size of the ranges) and (ii) assigning anamoly score to the bins

— Determination of appropriate threshold for declaring a packet as attack.
e Testing phase

— First, n-grams of order 1 are generated for the payload under test. Scores for
all the 1-grams generated are calculated from the 1% layer of the n-gram-tree.
If the payload is determined as normal, the process is repeated for next layer

and so on. The payload is declared normal, if for all layers (1 < i < nmax) the
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Normal
Packet —» lrﬁgac% e o o —>—> Normal
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Normal

Figure 6.1: Proposed payload based anomaly detection system

payload is found normal. If at any layer the payload is found as abnormal,

attack is detected and processing ends.

The basic architecture of the layer based analysis of packets is shown in Figure 6.1.

6.3.1 Training phase

Training phase involves 3 substeps, namely (i) n-gram-tree construction, (ii) frequency

binning and (iii) threshold selection. Each of these substeps are elaborated subsequently.

6.3.1.1 n-gram-tree construction

The n-gram-tree is built with payloads of training dataset. A node atlayeri (1 <i < nmax)
represents an n-gram of order i found in the training dataset. The node also has the
frequency of occurrence of the n-gram. A single tree stores n-grams of all orders efficiently.
The idea is motivated by the antimonotonicity property of the n-grams i.e., there can not
be an n-gram of higher order with higher frequency than that of its constituent lower
order n-grams.

The n-gram-tree comprises a dummy root. A node x at level i along with all nodes in
the path from root to x represents an n-gram of order i. For example, let (xo, x1,x2, -+ , x;)
be the path from root xj to x;, a node at level i. This path represents an n-gram (of order
i) {a1,ay,--- ,a;), where each a; (1 < t < i) is the ASCII value corresponding to the node
x;. The same path also includes smaller grams e.g., the sub-path (x, x4, x,) represents the
n-gram (of order 2) {a;,a,). So, nodes of the first level represents all the n-grams of order
1. The nodes of layer 1 constitute the layer-1 anomaly detection system. Similarly, nodes
of the first level together with the nodes of the second level form the layer-2 anomaly
detection system. In general, nodes at level i together with nodes of levels ranging from

1 to i — 1 represent the n-grams of order i and the layer-i anomaly detection system.
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Algorithm 6.1 and Algorithm 6.2 together construct the n-gram-tree. In the tree con-
structed by these algorithms, there is a dummy root node. Each node (other than root)

has two components as ASCII value and frequency count.

Algorithm 6.1 : Algorithm for generating n-grams

Input : packetcount - number of network packets
Input: NPy, NP,,- -, NPpucketcount - Network packets
Input : nmax - highest order n-grams to be generated.
Output : n-gram-tree
1: for I =1 to packetcount do
2:  payloadsize < Size of payload of NP;
3:  for ] =1 tonmax do
4: Generate (payloadsize — | + 1) number of n-grams of order | from NP;, each of
format {ay,...,a;,1) /* 1 is the frequency */
5: Merge all same n-grams in Step-4 to a single n-gram of format ({ay,...,a;, F))
where F is the number n-grams merged.
Pjis set of n-grams of order | generated from NP;.

6

7. end for
8:  Call Algorithm 6.2 with Pj, 1 < | < nmax as input.
9

. end for

Algorithm 6.2 : Algorithm for constructing n-gram-tree

INPUT: P, 1 < | < nmax (Algorithm 6.1)
Output: n-gram-tree.
1: Create a dummy ROOT node.
/*Layer 1 construction */

2: for every p € P; where each p is of the form (a;,F) do

3:  if there is no child for ROOT with value (a;) then
4: Add a child to ROOT and set node value to {(a;) and frequency to F
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else
Find the child node y of ROOT with value {(a;)
Increment frequency of y by F

end if

end for

[*end of layer 1 construction®/

[*layer 2 construction */
10: for every p € P, where each p is of the form (ay,a,, F) do
11:  Find the child node x of ROOT with value {a;)

12:  if there is no child for x with value (a,) then

13: Add a child node to x and set its value to (a,) and Frequency to F
14:  else

15: Find the child node y of x with value (a,)

16 Increment its frequency by F

17:  endif

18: end for

[*end of layer 2 construction®*/
[*layer nmax construction */
19: for every p € P,.c Wwhere each p is of the form {a;,a3, - - , Aypax, F) do
20:  Find the (last) node x having the value of a,,,c—1 in the path {a1,as, - - -, Gymax-1)-

21:  if there is no child for x with value {a,,,.,) then

22: Add a child node to x and set its value to {a,u.x) and Frequency to F
23:  else

24: Find the child node y of x with value {@usx—1)

25: Increment its frequency by F

26:  end if

27: end for

[*end of layer nmax construction®/

This construction is illustrated with the example of a single packet having payload
length of 18 bytes (i.e., packetcount = 1 and size of payload of NP; = 18). Let the sequence
of bytes have the ASCll values 1,2,5,2,3,4,1,4,2,1,2,5,2,3,4,1,4, 2. Step 4 of Algorithm

TH-1076_NHUBBALLI



164 Chapter 6. Payload based anomaly detection using layerwise n-gram analysis

6.1 generates the following n-grams of order 1: ((1),1), ({2),1), (5),1), ---, (2),1). Step 5
of Algorithm 6.1 merges the same n-grams finally generating P; = {({1),4), ({2),6),({3),2),
((4),4), ({5),2)}. In a similar way P, = {(1,2),2), ({2,5),2), ({5,2),2), ({2,3),2), ({3,4),2),
((4,1),2), ((1,4),2), ((4,2),2), (2,1), 1)}

The n-gram-tree (up to order 3) for this packet is shown in Figure 6.2. All the 1-grams
in P; form the level 1 nodes. Now let the first 2-gram ((1, 2),2) (from P,) be considered;
herea; = 1,4, = 2 and F = 2. In layer 1 the leftmost node (x;;) has the value equal to
a; = 1. From xy; there is no child. So a child x»,; is created from x;; and its value made
equal to a, = 2 and frequency equal to F = 2. This procedure will be repeated for all the
2-grams in P,. For layer 3 also same procedure is used with Ps3.

The procedure has to be repeated for every packet. Let there be another packet with 2
bytes of data having ASCII values 1, 2. Algorithm 6.1 finds n-grams of order 1, as ((1), 1),
((2),1) and n-grams of order 2 as {(1,2),1). Updating the tree for the new packet again
starts with 1-grams. For the n-gram (of order 1) ((1),1) as a child x;; with node value of
1 is present, the frequency of x;; is incremented by 1 (Step 6 of Algorithm 6.2). Similarly
node x1,’s frequency is also incremented by 1. In the same way the single n-gram of order
2 ((1,2),1) finds x1; as the match for its 4; and x»; for a,. Hence it just increments the
frequency of x,; by F(= 1). The revised tree after addition of the second packet is shown

in Figure 6.3.

6.3.1.2 Frequency binning

The basic idea of using the n-gram-tree for attack detection is based on the fact that
n-grams of higher frequencies generally correspond to normal behavior. Similarly, n-
grams of lower frequencies are probably from anomalous payloads. So, an anomaly score
based on frequency is to be associated with all the n-grams of the tree. One way is
to add an additional (anomaly score) field in the nodes of the tree, which increases the
space requirement. This additional space requirement can be avoided by assigning same
anomaly score to a range of frequencies and maintaining bins corresponding to each range.
In other words, the frequency of a node x, denoted as f(x), is mapped to a bin given by
bin(f(x)) such that f(x) lies within the range of the bin (bin(f(x))). The anomaly score for

node x is the anomaly score of bin(f(x)). This decouples the anomaly score from the node at
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Figure 6.2: n-gram-tree of order 3 built with one training packet

B OOOD BEm®m ™

Figure 6.3: n-gram tree of Figure 6.2 after second packet is added
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the additional cost of few bins.

As discussed in the last section, frequency binning has 2 substeps—(i) selection of the
number of bins (i.e., size of the ranges) (ii) assigning scores to the bins. These steps are to

be repeated for all layers.

(i) Selection of number of bins for layer i

The well known Sturges’” rule [123] is used to determine the number of bins required.
Given the number of elements in a dataset, Sturges’ rule determines the appropriate num-
ber of bins. In the present case the number of bins is lowest integer higher than, 1 added

with the logarithm of number of nodes at level i of the tree (Equation 6.1).

numberbins = [1 + log(|nodes at level i of n-gram-tree|] (6.1)

These bins are sequentially numbered as by, by, - -+, Dyumpervins:  The number of elements
which fall into each bin (except the last) is given by Equation (6.2). The last bin is filled

with elements that are left after all other bins are filled.

[nodes at level i of the n-gram-treel

numberbins (6.2)

This approach equally distributes total number of distinct n-grams of a layer (i.e., lnodes
at level i of the n-gram-tree|) into the bins (except the last bin). Similarly, the fre-
quency range found in the n-grams at layer i is divided within the bins. If the fre-
quency range is from 1 to frequencymax, then range of first bin is frequencymax to
[ frequencymax — frequencymax/numberbins], range of second bin is (frequencymax—

[ frequencymax/numberbins] + 1) to (frequencymax — 2.[ frequencymax/numberbins]) and so
on, till the last but one bin. The range left over is assigned to the last bin. So, for a node x

with frequency f(x) the bin it falls into is computed using Equation 6.3.
bin(f(x)) = [ f(x)/numberbins] (6.3)

(ii) Assigning anomaly score to the bins for layer i:
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As discussed earlier, an anomaly score is to be assigned to bins. This score is assigned
based on the concept of coverage. coverage of a bin b, denoted as coverage(b), is defined as
follows:

Ratio of sum of frequencies of all n-grams (of order i) falling into the bin b, to the sum of frequencies
of all n-grams (of order i) falling in all bins at level i.

The anomaly score of a bin b is given by Equation (6.4).

anomaly score(b) = |log(coverage(D))| (6.4)

Higher coverage implies that n-grams in the bin are of higher frequencies and should
have lower anomaly score. Similarly, lower coverage bins should have higher anomaly score.
coverage is always between 0 and 1. anomaly score is a magnified value of inverse of

coverage, obtained by absolute value of logarithm of the coverage.

6.3.1.3 Threshold selection

Finally, in the training phase, a threshold is to be determined for each layer. When a packet
is tested at a layer in the n-gram-tree, average anomaly score of the packet is determined
using individual anomaly scores of its n-grams. If the average score is higher than the
threshold, attack is declared. The steps to determine the threshold for any given layer i is
discussed next.

A subset of packets from training dataset are chosen randomly and n-grams of order
i are generated. anomaly scores of these n-grams are determined using steps similar to
n-gram-tree construction and binning. Subsequently, average anomaly score is determined
for the packets under consideration. This average anomaly score plus some O, (Opin > 0) is
set as a threshold for layer i.

The intuition behind the threshold selection is the following. Average anomaly score
generated by the randomly chosen subset gives an approximate value of expected score
from the normal packets and the additional quantity 0, ensures the anomaly score of an
attack packet is higher than that of a normal packet. It has to be noted that, selection of
proper value for 6y, is critical for controlling the false alarms generated. A lower value
of 6y, will increase the Detection Rate but will increase false positives (thereby decreasing

Accuracy). On the other hand, a high value of 6;;, will increase false negatives (thereby
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decreasing Detection Rate).

6.3.2 Testing phase

In the testing phase, every incoming packet is evaluated layer wise against the n-gram-
tree, starting from layer 1. If at any layer the payload is detected to be anomalous, attack
is declared and processing of packet stops. The packet is declared normal if it passes
through all layers of the tree. The testing phase is discussed in detail in this subsection.
n-grams of order 1 are generated for the payload of the test packet. ASCII value of each
n-gram generated is searched in the layer 1 nodes of the tree. If a node x is found which
matches the ASCII value of the n-gram (of order 1) under consideration, it is assigned the
anomaly score of bin in which the frequency of x falls. If no node is found for the n-gram
in layer 1, an anomaly score which is two times the maximum anomaly score of all bins in
layer 1 is assigned. Finally an average of all the individual anomaly score of the n-grams
is calculated (termed as AV G-anomaly score;) and that becomes the anomaly score of the
packet for layer 1. If this average value is greater than the precalculated threshold, the
packet is declared as attack and processing stops. Else, the same procedure is repeated
with n-grams of order 2. If all the layers declare a packet to be normal, then the packet is

normal or attack free. Algorithm 6.3, discusses the testing phase for alayeri,1 < i < nmax.

Algorithm 6.3 : Packet testing for layer i

INPUT: n-gram-tree, TP - testing packet, AT;-anomaly threshold for level i
OUTPUT: Status for TP

1: Generate all n-grams of order i from TP, say p1, P2, , Prumberigrams /* 1€t the number of
n-grams generated be numberigrams*/.
2: for | = 1 to numberigrams do
3:  Search p; in the i level in the n-gram-tree. Let x be the node found for p;. (x may
be NULL, if no match is found)

4. if pyisnot NULL then

5: anomaly score of p; is anomaly score(bin(f(x)))).

6: else

7 anomaly score of p; is 2*(maximum anomaly score of all bins in layer i)
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8: end if
9: end for

10: AV G-anomaly score is

Z numberigrams 1
J=1 anomaly score of pj

numberigrams

11: if AVG-anomaly score > AT; then
12:  Declare TP abnormal

13: end if

6.4 Complexity analysis

6.4.1 Time complexity analysis

In this subsection a discussion on the time complexity of training (n-gram-tree construction

and binning) and testing phase are presented.

6.4.1.1 Time complexity analysis of training phase

Algorithm 6.1 and Algorithm 6.2 are used for n-gram-tree construction.

Time complexity of Algorithm 6.1:

For analysis, it is assumed that there are packetcount number of packets, each packet has a
length of payloadsize bytes and up to nmax levels are required to be generated in the tree.
The algorithm works for all packets (i.e., loop in Step- 1) and all n-grams (i.e., loop in
Step- 3). Step-2 calculates size of a packet, which is of O(1) complexity, as packet size
is defined in the packet header. Step 4 of Algorithm 6.1 generates all n-grams of order
i for the given packet. This requires a traversal of all bytes of the payload making its
complexity O(payloadsize). Step 5 requires merging of same n-grams (of order 7). This
involves complexity O((payloadsize)?) as each n-gram has to be compared with every other
n-gram. Step 8 (i.e., Algorithm 6.1) involves O(}. ;" ((payloadsize).256.1)) (will be shown
in complexity analysis of Algorithm 6.2). So, overall complexity of Algorithm 6.1 is
O((packetcount).{nmax.(payloadsize + (payloadsize)?) + Y. |"1" ((payloadsize).256.1)}).
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Time complexity of Algorithm 6.2:

From Algorithm 6.2, it may be noted that n-gram-tree construction is done layerwise.
Since there are only 256 possible ASCII values, irrespective of the size of the packet, only
256 1-grams are possible. For packet size greater than 256, Step-5 of Algorithm 6.1 merges
some n-grams of order 1 resulting in 256 or less n-grams (of order 1). In a similar logic,
all possible n-grams of order i should be O(256'), i.e., O(|P;|) = 256'. However this is not
the case. It may be noted that given a packet of size payloadsize bytes, there can be only
(payloadsize — i + 1), n-grams of order i. So, for simplicity of analysis, it is assumed that
there can be O(payloadsize) n-grams of order i, 1 < i < nmax, i.e., |P;| = payloadsize.

Each node is identified by the ASCII value of the n-gram it is representing. So, number of
nodes at level I is O(256').

Construction of layer 1 (Steps-2 to Step-8) is (O(256.(payloadsize))) explained as follows.
Step-3 and Step-6 require comparing values of a n-gram (of order 1) with all nodes of
level 1, thus having complexity of O(256). Steps-4 and Step-7 involve O(1) time. Steps
3 to Step-7 are to be repeated for all p € P;. So overall complexity of Step-2 to Step-8 is
O(256.(payloadsize)).

Construction of layer 2 (Step 10 to Step-18) is O((payloadsize).256.2) and is described as
follows. Step 11 involves finding a node (x) at level-1 having value same as first byte (a;)
of the n-gram of order 2; this involves complexity of O(256). Step-12 and Step-15 require
comparing values of second byte (a,) of the n-gram with all child nodes of x at level 2,
thus having complexity of O(256). Step-13 and Step-16 involve O(1) time. Steps 11 to
Step-17 are to be repeated for all p € P,. So overall complexity of Step-10 to Step-18 is
O((payloadsize).(256 + 256)) = O((payloadsize).256.2).

This construction technique can be generalized for any level i as O((payloadsize).256.1).

Complexity of binning

Binning has two steps for each layer of the n-gram-tree. Step (i), which computes the
number of bins, requires counting the number of nodes of n-gram-tree at the level under
consideration. Step (ii) requires adding the frequencies of all the nodes at the given layer
and also separately for the nodes falling in each bin. With all the frequency information,
anomaly score for each bin is computed using Equation 6.4. The same process is repeated

for all layers. So if all layers are taken together binning requires collection of ASCII values
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and corresponding frequencies for all nodes of the n-gram-tree and computations using
Equation 6.1 and Equation 6.4. The ASCII values and frequencies can be collected by
traversing all nodes of the tree, involving complexity O(number of nodes in the tree) i.e.,
O(1 +256 + 2567 - - - 256) = O( 25=>).

256-1

Complexity of threshold calculation

It may be noted that threshold calculation for a layer i involves steps similar to generating
the layer i of n-gram-tree, binning for that layer and determining average anamoly score
for the nodes. As a subset of training dataset is used for threshold calculation, it does not
add to overall time complexity of training phase.

From the discussion on time complexity analysis of the training phase it may be noted
that all steps except binning, involves polynomial time in number of layers and payload
size. Complexity of binning is same as the number of nodes in the n-gram-tree, which
in the worst case is exponential in number of layers. It should also be noted that, due to
limited payload size and repetitive nature of the n-grams within the payload, practically
the complexity is much lower than the upper bound. In the experimentation section it
will be shown that number of nodes in the n-gram-tree is many fold less compared to the

worst case scenario.

6.4.1.2 Time complexity analysis of testing phase

Algorithm 6.3 is used for testing a packet at level i. Its complexity is discussed below.
Time complexity of Algorithm 6.3:

Step-1 generates all n-grams of order i from the payload and involves complexity of
O(payloadsize). Step-2 is repeated for all the payloadsize n-grams (generated in Step-1).
Step-3 searches each n-gram (generated in Step-1) at the i level and involves O(256.1)
comparisons (as at each level a maximum of 256 comparisons are made). Steps-5 to
Step-7 involve constant time complexities. So the overall complexity is O((payloadsize) +
(payloadsize)(256.1)).

When a packet is normal Algorithm 6.3 is repeated for all layers making the overall
complexity of testing phase to be O(nmax.(payloadsize) + (payloadsize) Y ;71" (256.1)). So,
overall time complexity of the testing phase is linear in number of layers and payload

size.
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Training or n-gram-tree construction is an offline exercise. Although training phase has
polynomial time complexity, given the offline nature of the training, time required plays
secondary role. However testing is online and its time complexity plays the primary role.
As the proposed testing algorithm is linear (in number of layers and payload size) higher

order n-gram based analysis is feasible.

6.4.2 Space complexity analysis

Proposed n-gram-tree structure is a n-ary tree where the number of children for any node

is at most 256 (which is the number of ASCII characters). So, in the worst case an n-gram-

tree has O( 2526;2f1‘1> nodes. However, it is discussed in the experimentation section that the

tree size is significantly smaller in practical cases compared to the upper bound. Further,
to reduce space required for the n-gram-tree a scheme to compress the tree is discussed in

next section.

6.5 n-gram-tree compression

The technique for compressing the n-gram-tree is based on merging similar nodes. Before

discussing the technique the following definitions are introduced:

Definition 6.1 Equivalent nodes at leaf level: Two nodes x,;1 and x,,, are said to be equivalent
if ASCII value of x,1 and x,, are same AND f(x1) = f(x2).

Definition 6.2 Equivalent non-leaf nodes at level i: Two non leaf nodes x; and x;, at level i

are said to be equivalent if all the four points holds :

o ASCII value of the x; and x;p are same

o frequency are same i.e., f(xip) = f(xi)

® Vx(11y1 nodes which is a child of xjy — 3x(ix1)2 which is a child of x;, (i.e., for any child node x 1y
of xi1 there exists a child node x;.1y, of xip) such that ASCII value and frequencies of X j.1y1 is same

as X(i+1)2-

o —x(.1y, which is a child of x;, but not a child of x;.

Equivalent nodes x;; and x;, are denoted as x;; Ex;;. The algorithm for compression of the

n-gram-tree is given below.
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Algorithm 6.4 : Algorithm for n-gram-tree compression

INPUT: n-gram-tree
OUTPUT: Compressed n-gram-tree

1: for levelno = nmax to 2 do
2:  for[ =1 to all nodes at levelno do

3 for | = 1 to all nodes at levelno do

4 if X (tevetno) EX leveino); then

5 delete X(veino); and reset its pointers to X eveinor
6: end if

7 end for

8: end for

9:

end for

Algorithm 6.4 basically keeps only one of all the equivalent nodes in a layer. When some
node is deleted all pointers leading to the deleted node are diverted to the (equivalent)
node being retained. Algorithm 6.4 is illustrated with an example below.

Consider a series of bytes {a,b,a,b,c,c,d,a,b,c,c,d). The set of n-grams (of order 1) are
({a),3), ({b),3), ({c),4) and ({d), 2). Similarly the set of n-grams (of order 2) generated are
({a, b),3), b,a),1), {b,c),2), ({c,d),2), (c,c),2) and ({d,a),1). The corresponding n-gram-
tree up to level 2 is shown in Figure 6.4.

It may be noted that there are two nodes namely x,; and x;¢ with same ASCII value and
same frequency value. Similarly x,3 and x5 are also similar. To remove redundancy, node
X6 is deleted and the pointer from node x14 is redirected to node x»,. Similarly node x5 is

removed and pointer from x13 is redirected to x,3. The compressed tree is shown in Figure
6.5.

6.6 Experimental results

This section deals with experiments performed to study the performance of the proposed
scheme. First the dataset and attacks used for experiments are discussed. This is followed
by results pertaining to the major contribution of this chapter “effective alarm generation

of anomaly detection system when the training dataset is impure”. A comparison with
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Figure 6.4: n-gram-tree up to layer 2 (before compression)

Figure 6.5: n-gram-tree of Figure 6.4 after compression
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Table 6.1: Number of packets of DARPA99 dataset of 1% week

Day | Total packets | Training packets | Testing packets
1 161602 121201 40401
2 196605 147454 49151
3 189362 142021 47341
4 268250 201187 67063
5 150847 113135 37712
Total 966666 724998 241668

Anagram [134] in terms of Detection Rate and Accuracy is shown.

Also, in this section, results are reported to show that the actual size of the n-gram-tree (for
the dataset) is many times smaller compared to O(256"""). This is followed by illustration
of the amount of compression achieved by the n-gram-tree compression algorithm. Finally,
experimental results are used to illustrate that Detection Rate is minimally compromised

due to binning.

6.6.1 Dataset and attacks

e Dataset: Payloads for HTTP requests from first week of DARPA 99 [84] are sepa-
rated and used in the experiments; packets of the first week comprises only normal
traffic. Although DARPA 99 dataset has been criticized by [61, 90] for the simulation
environment used for the collection of packets, to the best of our knowledge this is
the only publicly available dataset with complete payloads available. The dataset is
randomly divided into two groups for each day. First group consists of 75% of the
packets and second consists of 25% of the packets. Packets from the first group are
used as training dataset and the remaining 25% (second group) is used as testing
dataset. The details about the number of packets used in the experiments from

DARPA 99 (five days of first week) are given in Table 6.1.

e Attacks: Description of payloads of attack packets used in the experimentation is

given below. All the 4 types of attacks used here are shared by the authors of [103].

— Generic attacks: A total of 205 packets containing 66 HTTP attacks are con-

sidered for the case of generic attacks. Some of these attacks carry executable
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malicious code in the payload and others cause information leakage and de-
nial of service. This set of attacks includes the set shared by authors of [62]
plus another attack added by [103] that exploits a vulnerability (MS03-022) in

“Windows Media Service”.

— Shell-code attacks: Shell-code attacks contain 11 attacks in 93 packets. Shell-
code attacks inject executable code into payload and hijack the normal execu-
tion flow of target application. Some of the worms like Code-red use shell-code

attacks to propagate.

- Morphed shell-code (CLET) attacks: There are 792 packets for CLET attacks
in the dataset. These packets contain 96 polymorphic attacks generated using
polymorphic engine CLET [50]. Among the 11 shell-code attacks, 8 are chosen

for these polymorphic attack creation.

— Polymorphic Blending Attack (PBA) : PBA for these experiments consist of 6339
attacks [73] in 71449 packets. These attacks are created using the statistics of
normal dataset and mimicking the distribution. Polymorphic blending attacks

[73] are devised to defeat the statistics based anomaly detection techniques like
PAYL [135].

6.6.2 Accuracy and Detection Rate of Layergram and comparison

First a study is made on Detection Rate and Accuracy on the dataset discussed above where
the n-gram-tree is generated using pure dataset. For these experiments a random set of
5% packets from training dataset are chosen to calculate the threshold for each layer, using
the computation discussed in Subsection 6.3.1.3 and threshold 0y, is set to 0.2.

Detection Rate and Accuracy are evaluated for each attack separately where the test
dataset comprises 25% of the DARPA 99 dataset of first week mixed with payloads of
attacks discussed in the last subsection. In layered analysis Detection Rate up to layer i
is the cumulative Detection Rate of all the individual layers up to i. In Layergram attacks
detected at a lower layer adds to the Detection Rate of all the higher layers, thereby in-
creasing the cumulative Detection Rate. Similarly a FP (i.e., normal packet declared as

attack) generated at lower level adds to the FP of all the higher layers, thereby decreasing
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cumulative Accuracy. Table 6.2, Table 6.3, Table 6.4 and Table 6.5 show Detection Rate
and Accuracy obtained for generic attacks, shell-code attacks, morphed shell-code attacks
and polymorphic blending attacks, respectively. It can be observed from these tables that
Detection Rate after layer 2 is quite high.

Table 6.2: Accuracy and Detection Rate for generic attack

Layer | Detection Rate | Accuracy
1 60.00% 100.00%
2 85.00% 100.00%
3 100.00% 100.00%
4 100.00% 99.999%
5 100.00% 99.993%
6 100.00% 99.017%
7 100.00% 99.012%
8 100.00% 99.001%

Table 6.3: Accuracy and Detection Rate for shell-code attacks

Layer | Detection Rate | Accuracy
1 55.00% 100.00%
2 79.00% 100.00%
3 100.00% 100.00%
4 100.00% 99.998%
5 100.00% 99.895%
6 100.00% 99.112%
7 100.00% 99.012%
8 100.00% 99.001%

In order to find the utility of the proposed layered approach, Detection Rate and
Accuracy are computed when the n-gram-tree is trained with impure dataset. Here a
fraction of attack payloads (whose Detecton Rate and Accuracy is being calculated itself) is
added to the training dataset. This addition maximizes the negative effect due to impu-
rity. Results are reported for generic attacks for different amount of attack packet payloads
added to the training dataset; similar trends have been observed for all attacks mentioned
in last subsection and are not presented. This experiment illustrated “to what extent the

trained model can survive the impurity of the training dataset”. Although one can filter
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Table 6.4: Accuracy and Detection Rate for morphed shell-code attacks

Layer | Detection Rate | Accuracy

1 59.00% 100.00%
82.00% 100.00%
100.00% 100.00%
100.00% 99.987%
100.00% 99.895%
100.00% 99.112%
100.00% 99.012%
100.00% 99.001%

QR NJ| | O1| x| W N

Table 6.5: Accuracy and Detection Rate for polymorphic blending attacks

Layer | Detection Rate | Accuracy

1 20.00% 100.00%
66.00% 100.00%
95.05% 100.00%
95.89% 99.987%
96.68% 99.953%
96.72% 99.870%
96.99% 99.568%
97.05% 99.002%

Q|| | Q1| x| W N
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out known attacks from the training dataset, it is difficult to do so in case of attacks which
are yet to be identified. Thus it is important to build a model to survive such residual
impurities. Table 6.6 reports cumulative Detection Rate up to layers for generic attack
when different amount of impurities are added in training dataset. Also Detection Rate at
individual layers are shown in Table 6.7. Detection Rate for individual layer i, implies that
only n-grams of order i are generated from test payload, searched for anomaly score at layer
i in the n-gram-tree and declared as attack (normal) if AV G-anomaly score is higher (lower)
than threshold (TR;). In this experiment, results are reported from layer 3 and above
because it may be noted from Table 6.2 to Table 6.5 that in layer 2 and below, Detection Rate
is unacceptably low even with pure dataset. Cumulative Accuracy and layerwise Accuracy

are reported in Table 6.8 and Table 6.9, respectively.
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The following observations can be made from the Table 6.6 to Table 6.9.

1. As more attack packets (impurity) are added to training set, Detection Rate falls and

Detection Rate is acceptable when impurity is within a certain limit.
2. Higher order n-grams are more resistant to impurities.
3. Cumulative Detection Rate is higher than individual layer based analysis.
4. Accuracy decreases with increase in Detection Rate.

Observation in point 1 can be explained as follows. Figure 6.6 shows top 1000 n-grams
of order 5 on the basis of their frequency of occurrence in the training dataset for both
normal and attack packets. Figure 6.7 shows the enlarged view of lower frequency portion
of Figure 6.6. In these graphs, y-axis represents frequency and x-axis represents top 1000
(order 5) n-grams numbered in decreasing order of frequency where integers are used
to index the n-grams (i.e., 1 represents the n-gram with highest frequency, 2 represents
n-gram with second highest frequency and so on). It can be noticed that after a few top
order n-grams, frequency of n-grams from both normal and attack dataset are almost
equal. In the absence of attack packets from training dataset, these low frequency n-
grams would have been either absent or had very low frequency and hence received a
very high anomaly score. Under impure dataset, these packets are part of training dataset.
This resulted in increase in frequency of these n-grams which elevates them to the higher
order bins and consequently resulted into lower anomaly scores being assigned to them.
As assigned anomaly score is low it results in lowering the Detection Rate.

The observation in point 2 can be explained as follows. The number of all possible
n-grams is limited to 256 in case of level 1 and 65536 in case of level 2 (of the n-gram-tree).
Differentiating attacks and normal behavior of the payload in terms of limited number of
n-grams is difficult. In other words, in case of lower order n-grams there are less number of
unseen n-grams in the attack packets compared to the normal packets. As attack packets
are added in the training dataset they quickly mask these unseen n-grams and hence
affect the Detection Rate. However, as the analysis goes to higher layers masking effect
is minimized because attacks and normal payloads can be differentiated by virtue of the
large number of all possible n-grams. Figure 6.8 shows the number of distinct n-grams

seen for training traffic versus rise in order of i. It is to be noted that number of different
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Figure 6.6: Top 1000 frequency n-grams of order 5 from normal and generic attack payloads

Figure 6.7: Magnified version (lower frequencies) of Figure 6.6
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n-grams increases almost linearly as order of i increases thereby, increasing Detection Rate
with i.
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Figure 6.8: Number of distinct n-grams in the training dataset versus layer

Cumulative Detection Rate in layered analysis implies that, attacks detected at lower
layer is added to the Detection Rate of higher layer; this explains observation in point 3.

In the process of detecting a large number of attacks some FPs are generated which
decreases the Accuracy: this explains point 4.
In addition, it can be noticed that Detection Rate of a particular layer is lesser than the
cumulative Detection Rate up to that layer. It implies that there are some attacks which are
not detected by a higher layer but are detected by a lower layer. It is observed that, this
is because of quantization error introduced due to binning. However if the layered serial
analysis is considered, there is no need for a higher order analysis if a lower layer detects

the attack.

6.6.2.1 Comparison with Anagram

In this subsection proposed Layergram is compared with Anagram [134] in terms of
Detection Rate and Accuracy. As Detection Rate and Accuracy obtained on pure training
dataset by both Anagram and Layergram are at par it is not shown here. A comparison is

done on impure training dataset and results are reported. Figure 6.9 shows the cumula-
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tive Detection Rate up to layer 8 for generic attack in case of Layergram and Anagram [134]
with increase in impurity in the training dataset; similar trends have been observed for
other attacks and are not reported in this chapter. It can be observed from the graph that
Anagram’s Detection Rate [134] falls much faster than Layergram as the dataset becomes
impure. n-grams of the attack packets (added as impurity) to the training dataset are
treated as normal because of the binary nature of Anagram. So, if the same generic attack
packets which are added to make the training dataset impure are used for the testing,
Detection Rate of Anagram falls sharply. However, in case of Layergram as frequency in-
formation is also retained this misinterpretation is avoided. In other words, n-grams of
the attack payloads (added as impurity) have lower frequency (compared to n-grams of
normal payload) and are rated with high anomaly score. So, even with impurity in training
dataset Layergram maintains Detection Rate better than Anagram. So Layergram outper-
forms Anagram in terms of effective alarm generation.

Figure 6.10 reports the comparison of Accuracy of both the schemes with increasing order
of n-gram analysis. It is evident from the figure that Accuracy of Layergram is at par
with Anagram in the lower layers, but at higher layers Anagram is slightly superior than

Layergram.

6.6.3 n-gram-tree size and compression

Table 6.10 illustrates number of nodes in the n-gram-tree before and after compression.
It may be noted that the number of nodes (even before compression) in the tree at any
level is many times lower than the worst case O (2526;;12‘1

the cumulative count of n-grams is 137616 which is 0.0032% of the worst case 4311810305.

). For example up to 4 layers,

Further, from the table it may also be noted that there is almost 50% reduction in the
number of nodes with the proposed compression technique.

Figure 6.11 shows the number of n-grams generated for layer 3 with day wise increase
in the number of training packets (from DARPA 99 week one dataset). It may be noted
that the slope of the curve becomes almost flat with increase in the number of days. This
is because of the repetitive nature of the n-grams in the dataset.

In practice all possible n-gram values do not occur at any level. This is due to limited

payload size and redundancy in the payload. For example there are only 93 n-grams
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Figure 6.9: Detection Rate comparison: Layergram versus Anagram with varying impurity
(generic attacks) in training dataset

Table 6.10: Number of nodes created before and after compression

Layer | Before compression | After compression

1 93 93

2 4653 3680

3 39507 14864

4 137616 51841

5 296440 150203

6 505729 309069

7 760240 518407

8 1055684 599270
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Table 6.11: Comparison of cumulative Detection Rate with and without binning

Layer | With binning | Without binning
3 31.71% 34.63%
4 31.71% 35.12%
5 33.17% 37.56%
6 34.09% 38.04%
7 36.09% 38.04%
8 46.09% 47.31%

of order 1 seen in the training dataset against 256 possible cases. So, the size of the

n-gram-tree always remains within practical limits and can handle large training datasets.

6.6.4 Effect of binning

All the n-grams that fall into one bin receive the same anomaly score although their fre-
quencies are not same. This has both positive and negative effects. The positive effect is
it reduces storage space. The negative effect is, in an extreme case where the variation in
frequencies of nodes (of the n-gram-tree) within a bin is high and yet all these nodes get
the same anomaly score. Experimentally it is shown that binning has minimal effect on the
Detection Rate of the scheme. Detection Rate is verified for generic attacks on an n-gram-
tree with 205 attack packets as impurity (worst case impurity for the present experiments)
in the training dataset, with binning and without binning. In the case without binning,

anomaly score is directly assigned to individual n-grams (for any layer i) by Equation 6.5.

F -
anomaly score(n-gram) = Ilog( requency of n-gram )|

Total frequency of all n-grams (6.5)

Threshold value for the case with binning is also used for obtaining Detection Rate without

binning. Table 6.11 shows the Detection Rate comparison with and without binning. It

may be noted that Detection Rate varies by a small margin.
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6.7 Conclusions

In this chapter, a payload based anomaly detection system was presented, which uses
higher order n-grams yet having good tolerance to impurity in training dataset. Unlike
Anagram, in the proposed scheme frequency information of n-grams are retained for
modeling and analysis. A data structure called n-gram-tree is developed, where a single
tree can be used to store n-grams (with frequency) of all orders and analysis performed on
them. Further, for testing a new packet, layerwise analysis is performed in the n-gram-tree,
starting with lower layers and subsequently going to higher layers only if required. The
proposed technique is evaluated with DARPA 99 dataset and several variants of HTTP
attacks. Experimental results showed that Layergram performs better in terms of effective
alarm generation under impure training dataset compared to Anagram. The next chapter

provides a summary of the thesis and scope for future work.
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Chapter 7

Conclusions and future scope of work

7.1 Summary of contributions of the thesis

Intrusion detection system is an integral part of network security. Depending on attack
type (i.e., known or unknown), different kinds of IDSs are used. For known attacks, sig-
nature or event detection systems are used, while for unknown attacks anomaly detection
systems are deployed. Quality of IDS is characterized in terms of various parameters
like, effective alarm generation, efficiency, ease of use, security, transparency and inter-
operability. The present thesis designed and implemented techniques for all variants of
network based IDSs namely, signature based, event based and anomaly (both header and

payload) based systems which enabled them to achieve effective alarm generation.

Signature based systems are good at detecting known attacks. One of the major issues
identified with signature detection systems, even for known attacks, is of high number
of FPs. The major reason for FPs is, in general, signature detection systems are run with
default set of signatures and alarms are generated for most attack attempts irrespective
of success or failure to exploit any vulnerability in the network under question. To
address this issue, Chapter 3 of the thesis designed and developed a FP filter for effective
alarm generation in signature detection systems. The filter basically works by correlating
alarms with vulnerabilities in the network being monitored by the signature detection
system. The alarms which correlate with some vulnerability correspond to successful
attacks and are retained, while the remaining ones are filtered out. The FP filter based

scheme improves Accuracy by a great extent, however, also results in compromise in

TH-1076_NHUBBALLI



194 Chapter 7. Conclusions and future scope of work

Detection Rate because a few TPs are also filtered out. To handle this Detection Rate issue,
as an enhancement to the proposed FP filtering scheme, application critically factor is
added to the filter. Experimental results illustrated that the proposed FP filter, enhanced
with application criticality factor, provides effective alarms in signature detection systems

by achieving high Accuracy yet maintaining 100% Detection Rate for critical applications.

There is a certain class of known attacks which do not change the syntax or sequence
of network traffic under normal and compromised situations, e.g., ARP spoofing attacks,
ICMP error and information messages based attacks. So signatures can not be written for
such attacks and therefore signature detection systems fail to detect them. To address such
special class of attacks an event detection system, using failure detection and diagnosis
theory of discrete event system, has been designed and developed in Chapter 4 to detect
ARP attacks. The proposed event detection system was shown to be capable of detecting
a large class of ARP attacks, yet does not violate standard ARP and does not have much
hardware/software overheads. The system was illustrated only on ARP attacks, however,
the basic idea of attack detection using difference in sequences of packets under normal
and compromised situation is generic and can be applied for all similar classes of known

attacks.

Anomaly detection systems are used for detecting new attacks and can be classified
into two types as, header based and payload based. Header based anomaly detection
systems use packet headers for modeling and analysis. These systems provide fairly
good Detection Rate and Accuracy for the attacks detectable by header statistics. The key
challenge in terms of efficiency in these systems arises when voluminous data (which is
generally the case in high speed networks) is to be processed using data summarization
techniques. A header based anomaly detection system for handling voluminous net-
work traffic using data summarization has been designed and implemented in Chapter 5.
The system makes some modifications in the well known data summarization algorithm
BIRCH, which achieves better clustering thereby resulting in higher Detection Rate and

Accuracy compared to similar schemes reported in literature.

Payload based anomaly detection systems are used for detecting application level
attacks because in such cases attack content is inside the payload and protocol behavior
is not violated. Effective alarm generation in payload based anomaly detection systems

is more involved compared to header based systems. Approaches found in the literature
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for payload based anomaly detection systems provide good Detection Rate only if pure
normal dataset can be made available for training. However, availability of a dataset
that comprises only normal packets is far from reality in a practical scenario. To address
the issue of impure training dataset, a payload based anomaly detection system which
is tolerant to impure training dataset is designed and implemented using n-gram based
statistical models in Chapter 6. Tolerance to impure training dataset is achieved using
higher order n-grams and keeping frequency information of the n-grams seen in the
training dataset. However, keeping frequency information and use of higher order n-
grams is complex in terms of time and space complexity. In the proposed scheme, an
efficient data structure termed as n-gram-tree is used which can store higher order n-
grams with frequency information. Experiments illustrated that level of tolerance to
impurity is higher in the proposed payload based anomaly detection system compared to

similar schemes reported in literature.

7.2 Scope for future work

The schemes developed in the thesis successfully achieved effective alarm generation for
four types of network IDSs. In this section, some possible future extensions in these

schemes are discussed.

e The proposed FP filter for signature detection systems works by correlating alarms
with the threat profile i.e., vulnerabilities of the network. These vulnerabilities
are collected by scanning the network using vulnerability scanners. It may be
noted that vulnerabilities change periodically due to factors like, addition/removal
of hosts, patching of applications etc. So effectiveness of the proposed FP filter
is compromised if the threat profile is not updated regularly. At present in the
proposed scheme, the administrator updates the threat profile at regular intervals.
The administrator’s job can be simplified and issues due to outdated threat profile
can be avoided if a technique can be developed to automatically update the threat
profile. The technique would continuously monitor the network for changes and
update in threat profile can be triggered based in several criterions like, number of
changes (in vulnerabilities) raises above a threshold, changes made correspond to

critical applications etc.
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e In the proposed event detection system for ARP attacks, a passive discrete event
system based detector is used for monitoring event sequences and detecting attacks.
Separate modules, which are not modeled explicitly using discrete event system, are
used for sending active probes against ARP requests/replies whose genuineness are
to be verified. If active DES framework [115] is used in the proposed event detection
system, then a single framework can be used for both active probing as will as attack
detection. A possible outline of the scheme is discussed below.

In an active DES framework, in addition to observable and unobservable events (of
passive framework) there are controllable and uncontrollable events. Controllable
events are to be exercised appropriately by the fault (attack, if applied to IDS)
detector such that some fault certain state can be reached (where attack is detected).
In case of IDSs using active techniques, the probing mechanism can be modeled as
controllable events. Other events namely, receipt of responses to the probe, other
(ordinary) packets etc. can be modeled as uncontrollable events. The active DES
based detector would fire the controllable event(s) whenever some packet is to be
verified (attack/normal). Following that genuineness of the packet under question
can be verified by the detector based on observation of sequences of uncontrollable

events.

¢ Intheeventdetection system, only examples scenarios of what attack can be detected
were presented. As an extension of the work, a formal proof about the validity of
proposed system under all possible scenarios of ARP attacks can be given. Also,
repercussions of the attacks which are missed (if any) can be studied. The following

scenarios need to be considered.

- Presence of a single attacker.
— Presence of multiple attackers.

— All possible combinations of falsified IP-MAC pairings that can be used in
spoofing. Some of them are—(i) IP address of a genuine host with MAC address
of an attacker, (ii) IP address of a genuine host with a non-existing MAC
address, (iii) IP address of an attacker with MAC address of a genuine host,

(iv) IP address of a genuine host (which is down for some time) with MAC
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address of an attacker, etc.

e The event detection system is illustrated only on ARP related attacks. As an ex-
tension of the work, the proposed system can be applied to similar other attacks
namely, ICMP based attacks, Domain Name Server (DNS) spoofing attacks etc. and

the effectiveness can be studied.

e Assessment regarding add on parameters required over the basic DES framework
[116] (like clock variable, model variable etc. in case of ARP) for modeling different
attacks can be studied. For example, in case of ICMP, congestion in the gateway is an
important parameter to be modeled, which may require simple arithmetic operators

like addition, division etc. to be performed in some states of the DES framework.

e The model used in the proposed payload based anomaly detection system is offline
implying that the model is first built using collected data and used to evaluate
network traffic later. As one of the extensions, the model can be made online where
n-grams seen in the testing procedure and determined to be normal are also added
to the model. This allows the model to learn continuously while in operation.
The continuous learning scheme would make the anomaly detection system more
capable of handling dynamic network behavior. Further, weightage can be given
to n-grams in the model based on factors like, how old the n-gram is or time since
when the n-gram last occurred etc. This time field facilities aging based weightage

to the n-grams which helps in handing network dynamism.

e The experimental results and assessment about efficiency of the proposed payload
based anomaly detection system are made on DARPA 99 dataset, which has been
criticized for the simulation environment used for collection of packets. A more
realistic view about the effectiveness of the proposed system can be obtained if

experiments are done on a real life dataset.

o All the four types of IDSs dealt with in this thesis detect different kinds of attacks.
So these IDSs are supplementary to each other and all of them are required to be
deployed together for a complete solution to detect network attacks. The most
promising extension of the thesis is in this direction where all the four types of IDSs

are deployed and their analysis interpreted in a coordinated manner. However,
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as discussed earlier in the thesis, coordinated analysis is a very challenging task
because all the IDSs work in different domains. So techniques would be required

for effective alarm generation when these IDSs work in a coordinated environment.
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Appendix A

Failure detection and diagnosis using

discrete event systems

A.1 Introduction

Increase in complexity and automation of modern day systems have resulted in raise of
failures occurring in them. In order to maintain safety and reliability, failure detection and
diagnosis (FDD) is becoming a significant aspect of these systems. Several approaches to
FDD have been reported in the literature and can be broadly classified as fault-tree based
analysis [132], expert system based methods [136] and model based methods [42, 55, 116,
146]. Any kind of automated reasoning, ranging from failure diagnosability analysis to
stability analysis of complex systems, can be achieved efficiently through model based
representations. In a model based approach, a detailed process model is constructed
first. The system states are estimated from this model and the corresponding failure
condition is determined based on the values of the measurable system parameters. The
commonly used model based techniques are analytical redundancy based methods for
continuous time models [55, 138], discrete event system (DES) model based methods
[35, 36, 42,110, 116, 146], hybrid system (HS) model based methods [34, 37, 147], etc.
Large scale dynamic systems, even with continuous dynamics, can be viewed as DESs
at some level of abstraction. Further, DES based models are simple and so are the as-
sociated algorithms. So, DES model based methods are used for FDD of a wide range

of applications. A DES is characterized by a discrete state space and some event driven
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dynamics. Finite state machine (FSM) framework is naturally suited for modeling a DES
and accordingly has been used widely for FDD of DES models [65, 116, 144, 146]. In FDD
of DES models (based on FSM based framework), it is assumed that the set of states can be
partitioned according to (failure or normal) condition of the system. There is a condition
variable which depicts whether the system is in a failure state or a normal state. Anything
that can be measured in the system using sensor(s) is modeled as a measurable variable.
State variables are partitioned into measurable and unmeasurable ones. Obviously, the
condition variable is unmeasurable. The failure detection problem consists in determin-
ing, in finite time after occurrence of a failure, whether some measurable state variable
combination that corresponds to any failure can be reached. If the problem is to diagnose
the failure then the exact failure is to be pinpointed. Typically, the failure detection (or
diagnosis) procedure first constructs a detector (or diagnoser), which is a kind of state
estimator of the system. It is then checked whether the detector/diagnoser structure has a
property which ascertains that any failure is detectable/diagnosable within finite time of
its occurrence.

The appendix is organized as follows. In Section A.2 the FSM based DES model
is disused. Section A.3 presents failure modeling and the failure detetcion/diagnosis
problem. In Section A.4 construction of diagnoser is presented and the condition to be
checked for failure detection (diagnosis) is discussed. In Section A.5, the concept of FDD

using DES is illustrated using an example.

A.2 Discrete event system models
A discrete event system (DES) model G is defined as
G= <‘//X/ S/X())I (Al)

where V = {v,0,,....,v,} is a finite set of discrete variables assuming values from some
finite sets, called the domains of the variables, X is a finite set of states, J is a finite set of
transitions and X, C X is the set of initial states. A state x is a mapping of each variable
to one of the elements of the domain of the variable. A transition 7 € J from a state x to

another state x* is an ordered pair (x, x*), where x is denoted as initial(7) and x* is denoted
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as final(t). The following property is assumed to hold in a DES model:
e For any state of G there is an initial state from which it is reachable.

A trace of a DES model G is a sequence of transitions generated by G and denoted as
5 é(ﬁ, Ty, - -+ ), Where initial(71) is an initial state in X, and the consecution property holds,
that is, initial(t1) = final(t;), for i > 1. Traces are infinite and a finite prefix of a trace
is referred to as a “finite trace”. Henceforth, the consecution property for any “sequence
of transitions” is assumed. For any trace s = (14,7, --), initial(s) = initial(t;) and for a
finite prefix s = (71, 7y, -+ - Tf), final(t¢) = final(s). A state x is said to be in a trace s, if
x = initial(t;), for some i > 1. The set of all traces generated by G and their finite prefixes
is the language of G, denoted as L(G). The set L¢(G) denotes the subset of L(G) comprising
the finite prefixes of the members of L(G). Naturally, L(G) — L((G) is a subset of 3%, where
3% is the set of all infinite sequences of J; L(G) is a subset of 3", the Kleene closure of J.

The post language of G after a finite prefix s of a trace, denoted as L(G)/s, is defined as
L(G)/s = {t € 3¥|st € L(G)}. (A.2)

L¢(G)/s c L(G)/s comprises finite prefixes of the traces of L(G)/s.

A.2.1 Models with measurement limitations

Limitations of measurement give rise to uncertainty in states and transitions in the ob-
served dynamics of the model. In this subsection the notion of measurement limitation in
the DES framework is formally introduced and the consequent uncertainty in the states
and the transitions in G are characterized. To capture the measurement limitation, the set
of variables are partitioned into two disjoint subsets, V;, and V,, of measurable and un-
measurable variables, respectively. Given such a partition, the transitions are partitioned
into two sets, J,, and J,, of measurable and unmeasurable transitions, respectively, as

follows.

Definition A.1 Measurable and unmeasurable transitions: A transition © = {(x,x") is said
to be measurable if x|y, # x*|v,,, where x|y, is the restriction of the function (defined by the state)

x to V,,. A transition that is not measurable is unmeasurable.
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In other words, a measurable (unmeasurable) transition changes some (none) of the mea-
surable variables from its initial to the final state. It is assumed that there is no cycle of

unmeasurable transitions.

Definition A.2 Measurement equivalent states: Two states x and y are said to be (measure-

ment) equivalent, denoted as xEy, if x|v,, = ylv,,.

Definition A.3 Equivalent transitions: Two measurable transitions T, = (x1,x]) and 7, =

(x2, x3) are equivalent, denoted as TETy, if x1Ex, and x] Ex;.

Definition A.4 Projection operator:

A projection operator P : 3* — 3, can be defined in the following manner

P(e) = ¢,

P(t)=1,1€3,,

P(t)=¢,1€3,,
P(st) = P(s)P(1),s € Ls(G), T € T, (A.3)

where € is the null string.

The operator P erases the unmeasurable transitions from the finite argument trace. The

term P(s) is called measurable finite trace corresponding to the finite trace s.

Definition A.5 Measurement equivalent traces: Two finite traces (or sequences of transi-
tions) s and s” are measurement equivalent if P(s) = (11, T2, ...Tu), P(s") = (1}, T, ...T4) and T,ET,

1<i<n.

The symbol E is used to denote measurement equivalence of finite traces as well as that of
transitions, with slight abuse of notation. The inverse projection operator P! : J;, — 2%
is defined as

P7'(s) = {s' € L{(G)IsEs’} (A.4)

Thus, P~!(s) includes all possible sequences of transitions that are equivalent to the finite
trace s. The projection operator P, the inverse projection operator P~! and the notion of
measurement equivalence E of finite traces can be extended to traces € 3%, in a natural

way.
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A.3 Failure modeling

Failure Modeling: Each state x is assigned a failure label by an unmeasurable status
variable C € V with its domain = {N} U 2!FvF2Fl where F;, 1 < i < p, stand for permanent

failure status and N stands for normal status.

Definition A.6 Normal G-state: A G-state x is normal if x(C) = {N}. The set of all normal

states is denoted as Xy.

Definition A.7 F;-G-state: A G-state x is failure state, or synonymously, an F;-state, if F; € x(C).
The set of all F-states is denoted as X,.

Definition A.8 Normal-G-transition: A G-transition (x,x*) is called a normal G-transition if

x,xt e Xy.
Definition A.9 F;-G-transition: A G-transition (x, x*) is called an F;-G-transition if x, x* € Xp,.

A transition (x,x"), where x(C) # x*(C), is called a failure transition indicating the
first occurrence of some failure in the set x*(C) — x(C). Since failures are assumed to be
permanent, there is no transition from any state in xr, to any state in xy or from any state
in xrr, to any state in x,. Also, for a transition (x, x*), x(C) # {N} = x(C) € x*(C).

The following definition, formalizes the notion of diagnosis of failure F; in the DES

model.

Definition A.10 F;-diagnosability:

Let W(XF,) = {s € L¢(G)| the last transition of s is measurable and final(s) € XF,}.

A DES model G is said to be Fi-diagnosable for the failure F; under a measurement limitation if
the following holds

dn € N s.t. [ds € W(Xp){Vt € Li(G)/s(|t| = n = D)}],

where the condition D is Yu € P7[P(st)], final(u) € XE..

The above definition means the following. Let s be any finite prefix of a trace of G that ends
in an F;-state and let ¢ be any sufficiently long continuation of s. Condition D then requires
that there is at least one sequence of transitions, measurement equivalent with st (i.e.,
belonging to P~'(P(st))), shall end into an F;-state. This implies that, along continuation ¢

of s, one can diagnose the occurrence of failure corresponding to F; within a finite delay,
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or more specifically, within at most  transitions after s.

If only detection of the fault F; is the goal, the condition D is to be changed as: Yu €
PY[P(st)], final(u) € Xr, where Xr comprises all failure states. The modified condition D
requires that there is at least one sequence of transitions, measurement equivalent with st,

that ends into some failure state.

A.4 Diagnoser

In this subsection, the construction method for the diagnoser O under measurement

limitation is developed. The diagnoser is represented as a directed graph
0 =(ZA), (A.5)

where Z is the set of diagnoser nodes, called O-nodes, and A is the set of diagnoser
transitions, called O-transitions. Each O-node z € Z is a set of G-states representing the
uncertainty about the actual state and each O-transition a € A of the form (z;, z¢) is a set of
equivalent transitions representing the uncertainty about the actual measurable transition
that occurs. Before discussing the procedure for constructing the diagnoser from G, the

following definitions are introduced.

Definition A.11 Unmeasurable successor and unmeasurable reach of a set of G-states:
The unmeasurable successor (set) of aset Y of states is defined as U(Y) = U o fx*|T = (x, x7) € J,}.
The unmeasurable reach of a set Y of G-states, denoted as W (Y), is the reflexive-transitive closure

of unmeasurable successors of Y.

A.4.1 Construction of the diagnoser

The diagnoser is constructed starting from the initial state(s) of the model. The states in X
are partitioned into equivalent subsets denoted as Xy, Xoy, - - - Xom. Foralli, 1 <i <m, an
initial O-node z(; is obtained as the unmeasurable reach of Xy, i.e., zo; = U*(Xo;). The set of
all initial O-nodes is denoted as Zy = zy U- - -Uz,,. The initial O-nodes capture the fact that
the diagnoser can infer a set zy; of the possible initial system states (or their unmeasurable

reach) by measuring the variables without waiting for the first measurable transition.
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Given any O-node z, the O-transitions emanating from z are obtained as follows. Let J,,,
denote the set of measurable G-transitions from the states x € z. Let A, be the set of all
equivalence classes of J,,, under E. For each a € A;, a successor O-node z* of z such that
z* = final(a) can be created as follows. Let z; = {final(7)|t € a}; then z* = U(z}) and a is
designated as: (z,z*). The set of diagnoser transitions is augmented as: A « A U {a}, and
the set of O-nodes is augmented as: Z « Z U {z*}. Each a € A is an ordered pair (z,z"),
where z = initial(a) and z* = final(a). Thus, each O-node contains equivalent states. The

algorithm for diagnoser construction is discussed below:

Algorithm A.1 : Algorithm for construction of diagnoser O for a DES model G
Given: G, V=V,uV,3=93,U3,

Begin
Partition X into equivalent subsets Xo1, Xo2, * - - Xom;
Foralli, 1 <i<m,zy = W (Xp);
Zy —zo1 U+ U Zoy;
Z — Zy;
A — ¢;
forallz € Z Do {
/* Find the set of measurable G-transitions (J,,;) outgoing from z */
Iz« {7l € B,y Ainitial(1) € z};
/* Find the set of all measurement equivalent classes A, of J,,.*/
Foralla € A, {
z7 = {final(7)|t € a};
z" =W(z);
Z=7ZU{z"};
A=AUla};
} *Forallae A, %/
} Fforze Z?*
End
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Henceforth, states, transitions and traces of G are referred to as G-states, G-transitions
and G-traces, respectively. Similarly, for diagnoser nodes and transitions, the terms “O-

nodes” and “O-transitions”, respectively are used.

Definition A.12 F;-O-node: An O-node, which contains an F;-state, is called an F;-O-node,
denoted as zr,; the set of all F;-O-nodes is denoted as Z,.

When a diagnoser is in an F;-O-node, then occurrence of failure F; can be detected.

Definition A.13 F;-certain O-node: An F;-O-node z is called an F;-certain O-node if z C Xp,.
An F;-O-node which is not Fi-certain is called F;-uncertain.

When a diagnoser is in an F;-certain O-node, then occurrence of failure F; can be diagnosed.

A.5 An example: FDD using DES

First step of FDD using DES comprises modeling the system under normal and failure
conditions in DES framework. As already discussed, most of the large scale dynamic
systems, even with continuous dynamics, can be viewed as DES at a suitable level of
abstraction. For such systems, a DES model is to be developed by abstracting out the
continuous dynamics; temperature controller [28] is an example of such a system. Also,
there are systems without any continuous dynamics, which are inherently DESs; computer
networks, digital circuits etc. are examples of such systems. Once the DES model is
developed the diagnoser is constructed. Finally, it is checked, if there exist paths leading
to Fi-certain nodes (or F;-nodes) in the diagnoser; if at least one such path exists, F; is
diagnosable (or detectable).

In this section, the concept of FDD using DES is illustrated using an example of a

temperature controller discussed in [28, 30].

A.5.1 Temperature controller system

The temperature controller maintains temperature of the liquid (contained in a chamber)
between L°C and HPC, say (L < H and both L and H are above the ambient temperature). If
the initial temperature is greater than or equal to H°C, H > H, then a coolant is circulated

through the chamber to lower the temperature faster (for safety from overheating) till
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the temperature falls to H°C. The temperature controller is a nonlinear hybrid system.
The temperature of the plant is sensed by a temperature sensor and is converted into
an equivalent voltage which is fed to a controller. As long as the temperature is below
HOC, the controller keeps the heater ON whereby the temperature rises. The controller
switches OFF the heater when temperature rises above H°C. The output of the heater
controller is denoted by Cy; Cy = 0 (Cy = 1) implies that the controller is to put the
heater OFF (ON). The temperature dynamics is governed by differential equations. When
the heater is OFF, the temperature, denoted by the variable T, decreases according to the
exponential function T(t) = Oe7X; t is the time, 0 is the initial temperature and K is a
constant determined by the plant. When the heater is ON, the temperature follows the
function T(t) = e + h(1 — e X!), where & is a constant determined by the power of the
heater. If the initial temperature is higher than H°C, then a coolant is circulated (denoted
by FI = 1) and temperature is brought down faster following the equation T(t) = Ge~AK!
to H°C, where A is a constant > 1 such that the rate of fall of temperature by the equation
T(t) = Oe A is faster than T(t) = B¢ X. The hybrid system model of the temperature
controller is illustrated in Figure A.1 (normal mode of operation). The hybrid automaton
has three states—— in xoo the heater is OFF and there is no flow, in xj; the heater is ON
and there is no flow and in xp, the heater is OFF and flow is ON to prevent overheating.
The state x is labeled as HrTr denoting heater OFF and tap OFF, x; is labeled as HyTr
denoting heater ON and tap OFF and x;, is labeled as HrTy denoting heater OFF and tap
ON.

The hybrid automaton for the heater stuck-off failure is also shown in Figure A.1
(operation under heater stuck-off failure) involving states xj9, x11 and xp; in all these
states the label corresponding to the heater is Hsr, denoting heater stuck-off failure. In
the failure model in state x;;, Cy = 1 but T(t) = OeX; from x1; there is no transition to
x19 because temperature does not rise in state x1;. For simplicity, it is assumed failure can
occur from state xop; when failure occurs the system moves to the corresponding state
in the failure machine xjy by the unmeasurable dotted transition (xp, x10,). It may be
noted that states x;p and x1, under heater stuck-off condition are respectively similar to
the states xgo and xp, under normal condition. However, state xy; (under normal condition)
is different from state x;; (under heater stuck-off condition); in state xq;, Cy = 1, FI = 0 and
T(t) = 6e7X + h(1 — e7Xt), however, in state x11, Cy = 1, Fl = 0 but T(t) = Oe~X. So failure is
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determined only in state x;.

Transition number
Xo1—>
H NTF
T(t)=60e™
+h(1-e™)
C. =1Fl=0

T (t = 0) =Ambient temperature

State number
State label

T(t)=0e™
, =0,Fl=0

T(t) =6
C, =0,Fl =

Dynamics of continuous variable

Discrete variable

»  Enabling condition

——-»Dotted transitions: Failure causing transtions

X
Hee Tr

T(t)=6e™
C, =1FI=Q

T()=6e™
L =0,Fl=0

T(t)=6e "™
C, =0,Fl=

Operation under heater stuck-off failure

Figure A.1: Hybrid system model for the temperature controller

For FDD using DES, the hybrid system model of the temperature controller system
shown in Figure A.1 needs to be converted to a DES model by abstracting its continuous
dynamics. A DES model of this system isillustrated in Figure A.2. To obtain the DESmodel
for the temperature controller, first the continuous variable temperature T is abstracted
out by replacing it with the sign of the rate of the temperature dr; dr = +1 implies that
temperature is rising and dr = —1 implies that temperature is falling. The DES model
under normal operation comprises three states namely, xo, xop1 and xp,. The DES model
has three discrete variables (i) dr which is the sign of the rate of variation of temperature
with the domain {+1, -1}, (ii) Cy which is the heater controller output with the domain
{0, 1} and (iii) FI with the domain {0, 1}, which is the indicator of the presence or absence
of flow of the coolant. In state xop, Cy = 0, FI = 0 and temperature falls (i.e.,, dr = —1).
When temperature falls below LOC the system moves to state xq; (by transition 7o) where
Cu = 1,Fl = 0 and temperature rises (i.e., dr = +1). The system remains in state x; till

temperature reaches HOC following which the system moves back to state xg by transition
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T2. Also, if temperature is higher than H°C then the system moves to state xg, where a
coolant is circulated (i.e., FI = 1) and temperature falls at a faster rate to H°C, following
which the system moves to state xy; it may be noted that as continuous dynamics are
abstracted out, the enabling conditions of the transitions are not present. Similarly the
failure model involving states x10, x11 and x1, can be explained. Similar to the hybrid
system model (Figure A.1), failure is determined only in state x;; in the DES model; in
state x91, Cy = 1,Fl = 0 and dr = +1, however, in state x;;,Cyg = 1,Fl = 0dr = —1.

Rate of temperature=-1(Falling)
T (t = 0) =Ambient temperature

Transition number

X State number
o, — T =

State label

Value of discrete variable
dr(y): Rate of temperature =+1 (Rising)

eater ON, Flow absent

iasaid mojH ‘440 JeresH

Operation under heater stuck-off failure

Figure A.2: DES model for the temperature controller

From Figure A.1 and Figure A .2, the following may be noted about equivalent states and
transitions:

Xo0Ex10, X02Ex12

T01ET11, To3ET13, To4ET14.

The diagnoser for the DES models shown in Figure A.1 and Figure A.2 is illustrated in
Figure A.3.

Some of the initial steps for construction of this diagnoser are as follows.

e The initial state of the detector i.e., Z0 comprises all initial model states x, x10.
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Z0
X0, X1o | F —uncertain state

F. —uncertain state

F. —certain
Fault Detected

Figure A.3: Diagnoser for the DES model: Figure A.1 and Figure A.2

e Jz0 = {03, T13, To1, T11} which are all the outgoing model transitions from model states
in Z0 = {xg0, x10}. Now, Azo = {{703, T13}, {To1}, {T11}}, as Tz is partitioned into three
measurement equivalent classes namely, {73, T13}, {701} and {711}. Corresponding to

{703, T13}, {To1} and {711} the corresponding O-transitions are a3, a1 and a2, respectively.

e The destination O-state corresponding to a3 is Z2 = {xp, X1} as the destination model
states for 1o3 and 73 are xp, and x;,, respectively.

Similarly the whole diagnoser can be explained.

In the diagnoser, there is an Fi-certain O-node Z3, which can be reached (by traces a2 or
a3,a4,a2 etc.) from the initial O-node; so the fault is diagnosable. It may be noted that Z3

has a single (failure) G-state x;, where failure could be determined.
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