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Abstract

Networked robots have a wide variety of applications ranging from industry automation, manu-
facturing and construction, autonomous port and warehouse management to planetary exploration
and military applications. The advancement in computing and communication capabilities together
with the availability of enhanced sensors have propelled the development of networked robotic sys-
tems for real-world applications. Coordination of activities along with learning and sharing in
these systems is a notable domain of research. Although several mechanisms have been proposed
in the literature for coordination and control among the entities comprising networked robots, very
few attempts have been made to realize solutions using mobile software agents or simply mobile
agents. It has been shown that the mobile agents provide various distinguishing features in terms
of localized decision making and limited communication that stands out against the traditional ap-
proaches. As both these domains viz. networked robotics and mobile agents, have various intrinsic
similarities, such as distributed and asynchronous behaviours, mobile agent based mechanisms can
be well exploited in networked robotic scenarios.

This thesis describes a paradigm that amalgamates mobile agents with networked robotic
systems and provides for mechanisms that can be used in various applications. Although researchers
have proposed mobile agents based mechanisms for providing distributed services to the entities
of networked robotic systems, the aspects of exploiting mobile agents for sharing of information,
distributed learning and coordination seem to be grossly missing. These agents carry solutions or
programs for various service requirements of the robots in networked robotic systems and deliver
them to the robots as and when required. However, it is possible that there could be multiple
solutions available for similar problems or requirements of the robots. In such a case, it is always
beneficial to choose or deliver the solution which provides the best outcome.

The first contribution of this thesis discusses a mechanism to evolve the best of a given set
of solutions for the networked robotic system using mobile agents. The proposed mechanism is
inspired from models based on the Artificial Immune Systems specifically the Idiotypic network.
Mobile agents are viewed synonymous to antibodies while the service requirements occurring in
the network of robots are modelled as antigens. The mutual interactions among the mobile agents
carrying solutions for the exchange of stimulations and suppressions signals are used for selecting
the best performing mobile agent. The whole mechanism was emulated over a real network test-bed.
The results obtained from the experiments depict not only the convergence on to the best solution
in the network of robots but more importantly the proliferation of the more generic solutions which
can cater to more than one service requirement.

While learning to find generic solutions from a given set is an essential requirement, sharing
of information gained by mobile agents during their migration within the network can greatly
accelerate the learning gradient. The thesis thus presents a framework to achieve distributed
and asynchronous sharing of intelligence and consequent learning using mobile agents within a
networked robotic system. The framework allows the users of the system to define an objective
and the manner in which the gathered information should be used for learning. The framework
further facilitates cooperative learning using the sharing mechanisms embedded within the mobile
agents. This framework couples localized agent-agent communication with the available mobile
agent based techniques to realize asynchronous intelligence-sharing and learning. The framework
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was emulated for both static as well as dynamic networks of robots and experiments performed
substantiate the applicability of this framework in real distributed mobile computing environments
comprising networked robots.

Synchronized execution of a sequence of tasks is a major issue in multi-robot systems especially
since robots do not work using a common clock and thus act asynchronously. Such synchronized
execution of a sequence of tasks in a network of robots is thus addressed next in the thesis. A
set of mobile agents regulates the synchronized execution of the tasks in the network of robots.
These agents are equipped with the mechanisms to execute the tasks in the sequence along with the
order of the execution of tasks. The synchronization ensures that the execution of the next task in
sequence does not ensue until the executions of the previous tasks are completed by all the robots in
the network. The proposed mechanism uses the concept of stigmergy to facilitate communication
among the mobile agents populating the network. The mechanism also inherently facilitates self-
healing in case of failures. Emulation experiments on both static and dynamic networks were carried
out. In addition this mechanism was also implemented using real robots. The results obtained by
varying the different parameters used, such as number of robots in the network, number of tasks
and agents, etc., validate the feasibility of the proposed mechanism in real systems. The mechanism
of synchronized task execution has been extended further to augment the same with a population
control strategy for mobile agents. In this extended mechanism, the mobile agents are provided
with partial information about the sequence of tasks and are allowed to clone to increase their
population as per the current demand. A stigmergy-based cloning controller governs the cloning
of on-demand mobile agents to facilitate parallel executions. This alleviates the problem of finding
the number of mobile agents required to regulate the executions of tasks. The extended mechanism
too has been emulated on both static and dynamic networks. The results obtained were found to
be in accordance with those from the earlier approach.

With learning, synchronization and cloning control in place, the next obvious step would
be to provide a solution to task allocation in such robotic networks. Though several algorithms
for task allocation have been reported, they all assume that only one set of tasks is issued to the
robotic network at any point of time. In the real world simultaneous multiple task allocations could
occur in such networks. The last contribution of this thesis thus focuses on the case of multiple
instances of the allocation of tasks to the robots in a large heterogeneous networked robotic system.
The proposed mechanism for task allocation using mobile agents uses an intentional market based
strategy to allocate tasks to the heterogeneous robots in the network. The contentions among the
competing instances of task allocation are resolved using voluntary and asynchronous back-offs on
part of the mobile agents. The proposed mechanism was emulated along with two other prominent
mechanisms reported in the literature. The results obtained from the experiments show that the
mobile agent based mechanisms outperform the existing ones in terms of both number of inter-node
communications and task completion times.

All experiments performed herein, were emulated using Typhon, a mobile agent based frame-
work. The thesis concludes by summing up the contributions made and discusses the future avenues
of research and their possible applications.

SRUCES (St
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“You have to dream before your dreams can come true.”

A.P.J. Abdul Kalam (1931 - 2015)
Indian scientist and leader

Introduction

Robots are increasingly gaining ground into the human space [2] as an offshoot of the techno-
logical developments in on-board computing, affordable communication and multi-modal sensing.
Robots, which are primarily designed to facilitate and support humans for finishing industrious
(sometimes inaccessible) tasks in order to increase the overall productivity, are being employed in
a variety of applications including planetary exploration [3], manufacturing and construction [4, 5],
agriculture [6], military operations [7], medical assistance [8], transportation [9], entertainment [10],
service and personal use [11], elderly care [12], search and rescue [13], and warehouse automation
[14]. The research in the field of robotics have thus fanned out into various sub-fields such as robotic
manipulators [15], humanoid robots [16], surgical robots [17], swarm robots [18], tele-robotics [19],
rehabilitation robots [20], human-robot interaction [21], etc. The advent of other emerging tech-
nologies viz. biotechnology and nanotechnology, have further contributed to the development of
nano-robotics [22] as an emerging field of study wherein minuscule robots would become capable of
providing targeted treatment to tumours without any surgery. These nano-robots may also work
at the cellular level for research in genetics and allied areas.

The proliferation of the networks of sensors and devices and the availability of cheap embedded
technology have aided in diversifying the capacities of robotic systems with the growth of smart
environments such as smart buildings [23], smart cities [24], etc. Since automation of services
is one of the key issues in these smart environments, it inherently makes robots an important
constituent of such systems. These smart environments have also given rise to newer domains of
research such as Internet-of-Things (IoT) [25] and Cyber-Physical Systems (CPS) [26]. While IoT
emphasizes on the inter-communication amongst a gamut of devices (including robots) over the
Internet throughout the world, the thrust in CPS is to integrate the computational (cyber) entities
and physical processes under the umbrella of a communication framework. The International
Telecommunication Union (ITU) Internet Report [27] on IoT lists robotics as one of the enabling
technologies in this field. Robots also form a crucial aspect of CPS which provides distributed
control for the robots to function as a collective system [28]. Thus the applications of robotic
systems in the context of IoT and CPS are abound. Recently, there has been some endeavours
to create cloud robotic systems [29, 30, 31, 32]. The basic concept of cloud robotics [33] is to use
the cloud infrastructure such as cloud computing, cloud storage, remote data centres, etc. for off-
loading tasks and information, from the robots, which are not required in real-time. Whenever, the
robots need these information or requires a high level and powerful computation (such as 3D map
generation), it communicates with the cloud systems and acquires the much needed knowledge.
Hence, these remotely located robotic brains enhances the utilities of robots with very minimum
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complexity in its design. Cloud robotics also encourages mutual sharing among remotely located
robots, a phenomenon being referred as the social network of robots [34].

Hence, the realm of robotics, that had started to facilitate industries with automated factory
floor workers, has evolved as an extremely dynamic field with diversified interests and applications.
As the world is progressing towards a digital era, various novel approaches are being innovated
to create simpler yet robust robotic solutions. The primary focus now is to bring robots out of
the structured environments of the laboratories and deploy them in real environments so that they
can assist and work with humans. The spinoff of autonomous car or intelligent automobile vehicle
[35] is one such example. Canonically, the research in robotics can be segregated into two broader
categories viz. Single Robot Systems and Multi-Robot Systems.

1.1 Single Robot Systems (SRS)

SRSs focus on modelling the interactions of individual robots with their environments. These
involve integration of multiple sensors on to a single robot along with complex control mechanisms
and algorithms (executing on-board) to analyse the perceived sensors values for performing physical
actuations. Hence, SRSs are designed for targeted applications wherein the completion of tasks
solely depends on the capabilities of individual robots. The contemporary examples of SRSs include
ASIMO [36], BigDog [37], NAO [38], Roomba [39], Baxter [40], KUKA [41] and PR2 [42].

Traditionally, SRSs are modelled using the deliberative paradigm of Sense-Plan-Act (SPA) [43].
A robot initially gathers information from the environment using its sensor. This sensory informa-
tion is used to create a world model for updating the robots policy to choose the next appropriate
action. Finally, the robot performs the chosen action using its actuators. Another paradigm to
model SRSs is the reactive paradigm [43] which focuses on Sense-Act based behaviours. The robot
is supplied with a pool of such behaviours. The final action of the robot is an aggregated effect of
multiple behaviours triggered based on environmental stimuli. Within the reactive paradigms, the
pioneering work done by Rodney A. Brooks needs a special mention for propounding the concept of
model free Subsumption architecture for SRSs [44, 45]. Brooks emphasized that instead of having a
centralized control unit which makes all the decisions, the robots should have segregated functional
units which concentrate on specific behaviours. He based his layered control architecture on the
dogmatic principle that

“Complex (and useful) behavior need not necessarily be a product of an extremely
complex control system. Rather, complex behavior may simply be the reflection of a
complex environment. It may be an observer who ascribes complexity to an organism-
not necessarily its designer.” [46]

Other than these two paradigms, SRSs are also modelled using the hybrid paradigm which
includes the elements of both the deliberative and reactive paradigms [43]. Such systems make use
of deliberative paradigm for planning and task decomposition while the reactive paradigm is used
to suitably assign/choose behaviours to accomplish various subtasks. The deliberative planners
take advantage of the world model to create appropriate behavioural sets. These sets are then used
for interacting with the environment. In a hybrid SRS model, the sensor data are available to the
individual behavioural sets as well as the deliberative planner. Akrin and Makenzie describe the
advantages of a hybrid paradigm as:

“....This creates greater flexibility for a reactive robot by allowing a high-level deliber-
ative planner to configure the robot’s behaviors in accordance with the task at hand,
known or anticipated environmental conditions, and available robotic resources.” [47]
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Although SRSs have higher efficiencies for applications requiring much localized manipulations,
they are limited in their capabilities for spatial coverage. Hence, the tasks which are distributed in
the environment and require coordination over larger areas become too complex or even impossible
for SRS to perform. SRSs also possess a high risk of failure because of the single point of control. In
addition, for SRS, it is very difficult to overcome the problems posed by sensory noise, and uncertain
and dynamic environments due to the lack of the complete global view of the surroundings.

1.2 Multi-Robot Systems (MRS)

MRSs involve multiple robots dispersed in the environment which can be homogeneous [48] or
heterogeneous [49] depending upon the application under consideration. This allows to blend in
the diverse capabilities of various robots within an MRS in order to achieve complex tasks and
goals [50]. MRSs provide various distinguishing advantages over SRSs such as system reliability,
scalability, inherent parallelism, flexibility and versatility [51]. They are capable of accomplishing
those spatially segregated tasks which cannot be executed using SRSs. MRSs are not only more
efficient in performing tasks but are also more resilient and robust towards task failures (due to the
presence of redundancy among robots) and flexible towards task executions. MRSs also provide
the advantage of distributed sensing and control which enhances the task completion times and
optimizes the use of resources.

Coordination and organization of activities is a crucial aspect of MRS research. A well-
coordinated MRS can enhance the productivity of all the robots as a whole with optimal or better
quality solutions, faster problem solving and increased robustness [51]. Sharing of information, mu-
tual learning, allocation of tasks, synchronization of behaviours and interaction with other objects
(sensors and devices) embedded within the environment constitute other facets of research within
the MRS domain. In order for the robots within an MRS to work efficiently, one needs to overcome
various formidable challenges. The robots within the MRS may require to cooperate, coordinate
among themselves, share information with each other, utilize the services of complimentary devices
or external hardware and also cooperate with human beings. These functionalities and operations
make an MRS perform in a complex and distributed manner. Hence, this calls for efficient and sim-
ple frameworks to interconnect the high level behaviours with the low level physical functionalities
of various robots and devices so as to ease the development of real world MRS applications. Such
frameworks called as Robotic Middleware aid in the development of robotic systems with richer and
versatile functionalities.

1.2.1 Middleware

Formally, a robotic middleware is defined as an abstraction layer sandwiched in between the op-
erating system or the firmware of the robotic device and the user-defined software applications
[52]. Various robotic middleware platforms exists viz. RT-Middleware [53], Player [54], CLARty
by NASA [55], Miro [56], OpenRDK [57], Marie [58], Orca [59], Webots [60], RoS [61], Orocos
[62], iRobot Aware [63], RSCA [64], etc. The central design goals of a robotic middleware is to
integrate the heterogeneity of the set of robots and devices, support for rapid application devel-
opment and prototyping, dynamic access control, behaviour coordination, multi-modal interfaces,
security, resource management, fault detection and recovery, and ease of application development
[52, 65]. An efficient robotic middleware facilitates the developer of the robotic applications to
write application programs which are easily deployable. In addition, the middleware should also
support replacements, extensions, removals and additions of various components from/within the
MRS application.
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The authors in [66] describe the major benefits of having a robotic middleware for an MRS
as - modularity in the design of application software wherein different components can work in
a plug and play manner, hardware abstraction so that the developer can simply concentrate on
writing the application software without caring about the device specific details of the robotic
hardware, standardized APIs to provide easily accessible functionalities, platform independence to
cater to a variety of hardware and software within an MRS, and application portability so that the
robotic applications can be ported to a variety of platforms with minimal changes to the system’s
configuration and attributes. Hence, the major challenges in the robotic middleware design [52,
66] include - simplifying the developmental process, support communication and interoperability,
providing efficient utilization of available resources, providing heterogeneity with other systems,
offering often-needed robot services, providing automatic resource discovery and configurations
and supporting embedded components and low level devices. The middleware should have a wide
coverage in terms of its operability and should not be dependent on the underlying hardware or
software. Scalability, reusability of components, robustness, ease of use and maintenance, support
for parallel and concurrent tasks along with synchronous and asynchronous executions are other
desirable features of a robotic middleware.

1.2.2 MRS Characterizations

MRSs are best suited for tasks which require complex coordination for their execution such as local-
ization [67], foraging [68], patrolling [67], target tracking [69], object transportation [70], mapping
and exploration [71], formation control [72], etc. The MRS team architectures may be designed
based on one of several existing philosophies which include centralized, hierarchical, decentral-
ized and hybrid [43]. A completely decentralized and distributed coordination among the robots
within MRSs allows for scaling up to large number of robots and objects. On the other hand,
a centralized coordination model for MRS provides a single point of control with tightly coupled
elements which creates computational and communication overheads. The authors in [51] argue
that the issues within an MRS should not be considered as a special case of Multi-agent systems
(MAS) or Distributed Artificial Intelligence (DAI). MAS and DAI refer to the issues within the
set of situated stationary agents distributed in a computational environment whereas MRS deals
with the physical interactions with the real-world environment along with the uncertainties, noise
and dynamicity within. Farinelli et al. [73] provide a taxonomy for MRS and classify MRS into
two dimensions viz. coordination dimensions and system dimensions. The coordination dimension,
which has been further classified into four levels viz. Cooperation, Knowledge, Coordination and
Organization, characterizes the form of coordination used within the MRS. The system dimension
which focus on team or group development has been further grouped according to communication,
team composition, system architecture and team size.

In [51], the authors categorize MRS environment as cooperative and competitive. In coop-
erative environments, multiple robots operate in tandem to achieve a common global objective.
Hence in cooperative MRS environments, all the robots have a top level single objective whereas
there can be multiple sub goals at the bottom level. Multi-robot localization [67], Multi-robot
exploration [71], Multi-robot search and rescue [13], and Multi-robot transportation [70] are some
of the examples of cooperative MRS environment. In competitive environments, the robots within
the MRS compete against each other to fulfil their egoistic goals or objectives. The most common
example of competitive environments are those having resource conflicts [74] such as Space sharing
for Multi-robot movement [75] or Single Object manipulation [76], etc. A prominent example of
competitive as well as cooperative MRS environment is multi-robot soccer games RoboCup [77]
wherein two MRS teams compete while cooperation is required among the robots of each MRS
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team.

Communication among the robots within an MRS forms the essential fabric that keeps the
whole system intact. Communication, as a means of interaction and information-sharing, is an
essential ingredient for the success of an MRS in order to perform coordinated tasks. The authors
in [51] describe that communication emerges as a rational behaviour among the robots within an
MRS as a consequence of effective coordination. In [78], the authors classify communication within
MRS according to the mode of interaction viz. interaction via environment, interaction via sensing
and interaction via explicit communication. Farinelli et al. [73] categorizes communication within
MRS as direct and indirect. The authors in [51] discuss two forms of communication for MRSs viz.
implicit and explicit communications based on information transfer modes.

Implicit communication is the form of communication wherein the information is transferred
indirectly either by the modifications in the environment or by observing and sensing the behaviours
and actions of other robots. This form of communication is also referred as Stigmergy, a term coined
by Grassé [79] in the context of social insects. In stigmergy based communication, the robots
continuously keep the track of environmental cues and stimuli to comprehend the information
about their peers and act accordingly. The domain of emergent and distributed coordination
[80] and dynamic task allocation within MRS usually employ this implicit form of communication
wherein the behaviours of individual robots are modulated based on the stigmergic information
received by them. These coordination models based on indirect communication are inspired by the
distributed self-organized activities in large swarm of insect colonies such as ants [81], bees [82],
wasps [83], etc. where simple decentralized behaviours of individual entities congregate to exhibit
an apparently intelligent behaviour in an autonomous fashion without any central authority. Swarm
robotics [18] which has emerged as a sub-field of MRS specifically focuses on deriving models of
interactions prevalent in natural swarms so as to replicate the same in large swarms of robots for
distributed control and cooperation. Sahin [84] provides a description of the inspirations for swarm
robotics and its applications in realizing real-world MRS solutions.

Explicit communication, on the other hand, uses a point-to-point communication [85] model
among the robots within an MRS. The robots are equipped with an on-board communication inter-
face such as WiF1i to carry out direct message based communication with their sub-ordinates within
the MRS. The communication among the robots can be a unicast, multicast or broadcast. The
intentional multi-robot coordination approaches [86, 87] employ the explicit form of communication
to carry out task distribution, task planning and allocation, and task decomposition among the
robots to achieve cooperation. Networked robots [88] is a stream of robotic research that concen-
trates on the explicit form of communication within the MRS for real-world applications. Although,
the information transmitted using the explicit communication is more accurate and reliable than
the implicit communication, the communication load on the system can be a catastrophe [89].
Heavy and unrestricted communication can lead to diminished system performance or even system
failure.

This thesis focuses on autonomous networked robots constituted of multiple mobile robots in a
networked milieu capable of the explicit form of communication. Instead of using simple messages
for the exchange of information amongst the robots, the thesis explores the applicability of the
agent based middleware design for networked systems. The research reported in this thesis uses
intelligent mobile software agents (mobile agents) [90] to sense and analyze information available
at different robots within the MRS. The agents hence provide the much needed services as per the
situation and requirement of individual robots. The robots then act on the environment based on
the information received from the agent in a coordinated manner to achieve the system’s objectives.
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1.3 Networked Robots

The concept of networked robots was first proposed by a Japanese study group which described
networked robots as systems wherein robots, environment sensors and humans communicate and
cooperate through network [91]. They proposed three types of elements within networked robots viz.
visible such as physical robots, virtual such as computational entities or agents, and unconscious
such a camera or a sensor of which the users are usually unaware. Kumar et al. [88] define networked
robots as a set of multiple robots operating together in coordination or cooperatively with sensors,
embedded computers and human users. They argue that networked robots have the capability to
perform those kinds of tasks with the supporting components from the surrounding that are far away
from the proficiencies of either single robot or multiple uncoordinated robots. Networked robots
extends the concept of MRSs towards collaboration among different types of robots. The availability
of a reliable communication interface among the robots, alleviates the necessity of sensing, actuation
and computation to be collocated singularly. Hence, networked robots can collect information from
a gamut of sensors and other devices spread across the environment to make informed decisions
on their tasks and actions thus improving on the overall efficiency. Typical examples include -
military unmanned vehicle collaborations with UAVs and UGVs [92], deployment of a satellite in
space which requires coordination among the shuttle robot arm and various related components
[93], healthcare surgical robots[17], telemedicine devices [94], etc.

According to IEEE Society of Robotics and Automation’s Technical Committee on Networked
Robots [95], a networked robot is

..... a robotic device connected to a communications network...
....based on any of a variety of protocols.....

They classify networked robot into two classes viz. Tele-operated and Autonomous. In the
former, a human being controls the robot by sending and receiving control signals over the com-
munication channel such as telepresence robots [96], remotely controlled UAVs [97], etc. while in
the latter, robots and sensors exchange data autonomously via the network e.g. MANERs [98].

Kumar et al. [88] explain that multiple robots tethered to each other in a communication
network allows fault tolerance in the system. Robots could thus be plugged-in and played or
swapped automatically contributing to a robust operating environment among the components
having complementary benefits. Alberto et al. [91] list five elements of a networked robotic system:

1. Physical Embodiment: All kinds of networked robots should have a tangible robot along with
on-board software and hardware.

2. Autonomous capabilities: To be a part of networked robots, a physical robot should ensure
autonomy with the system.

3. Network-based cooperation: A communication network should string together all the compo-
nents of the networked robots viz. robots, sensors and human.

4. Environment sensors and actuators: There should be sensors present in the environment
except those of the robots.

5. Human-robot interaction: Human and robot should collaborate in some way to be a part of
networked robots.

Hence, the field of networked robots involves various domains viz. perception, sensors, ubig-
uitous computing, artificial intelligence, and network communication, in order to realize all its
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behaviours and capabilities. The emerging areas of IoT [99] and CPS [28] further expand the hori-
zon of networked robots in a broader perspective. These newer domains of research have propelled
the development of robust low-level interfaces and light-weight protocols which could all aid in cre-
ating a milieu of networked robotic systems. In addition, the proliferation of Robotic Development
Environments (RDEs) with integrated sensor networks [100] is facilitating richer functionalities for
networked robots and thus such systems are becoming easier and faster to develop. Researchers have
already started putting emphasis on using the IoT and CPS infrastructure to use networked robot
in shopping malls [101], museums [102], elderly homes [12], motels [103] and hospitals [104]. The
Dustbot project [105] and Kiva systems for warehouses automation [14] makes two very prominent
examples.

The authors in [106] propose cloud networked robots designed to support ordinary activities of
daily lives with a concentrated effort for the elderly and disabled. In the prescribed cloud networked
robotics, the authors put equal emphasis on physical as well as computation elements comprising
various equipment and devices such as stand-alone robots, sensors, and even smartphones which
are capable of either sensing the environment or interacting with the people. Hence, all kinds of
devices are referred as robots which are integrated and networked to form a cloud in order to provide
various robotic services on-demand depending upon the availability of the required resources. The
authors describe the robotic services as the systems, devices and robots having three functionalities
viz. sensing, actuation and control. The authors present a case study of a shopping mall touring
service provided to the elderly using the Ubiquitous Network Robot Platform (UNR-PF) [107] from
the Life Support Robot Technology project of Japan.

Networked robots are most suited to provide solutions requiring physical support in real-
world. With the technology becoming a part of the human life and society, these networked robots
may soon find their way in among humans to supplement their daily activities as a next wave of
technological advancements. However, the general purpose robotic system is still a far cry. There
are a gamut of issues and formidable challenges that one needs to overcome before these robots can
become mainstream.

1.4 Research Challenges in Networked Robots

The domain of networked robots transcends its conventional counterpart in the sense that it includes
not only robots that provide services and execute tasks but also various other entities such as sensors
and devices embedded within the environment which are woven seamlessly into the network fabric.
Such an array of heterogeneous elements puts forth a variety of challenges some of which are listed
below.

1. Coordinating multiple autonomous units: Coordination among the entities within such a
network is one of the major design goals in realizing real-world applications. A framework
which could allow seamless and universal coordination of activities and cooperation among
different functions and behaviours poses to be a perpetual challenge for the researchers.

2. Interaction among heterogeneous components: Since networked robots involve a range of
heterogeneous robots, environment sensors and devices, the modes and methods of mutual
interactions among these entities poses to be yet another challenge. One needs to take care
of the inherent complexities of the individual entities along with their communication and
computational limitations while devising any interaction protocol.

3. Decomposition and allocation of tasks: The execution of a task may require the participation
of various components within the network. Hence, a task needs to be divided into sub-tasks
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and a judicious allocation of these sub-tasks must be performed in order to facilitate each
entity with its required goals and sub-goals.

4. On-demand service: Networked robots must be embedded with mechanisms to service differ-
ent entities based on the demand and the availability of the resources. These services could
be a program or code or a map required by a robot or a threshold value required by some
sensors in the environment. The networked robotic system must ensure that these requests
must be satiated with a fixed time-frame so as to support the smooth execution of various
tasks.

5. Dynamic Network: Unlike sensor networks [100], a network of multiple mobile robots is
dynamic. The dynamicity of the network includes not only the change in the neighbours of the
individual entities but also the topology. Hence, the mechanism designed for networked robots
must be able to cope up with these changes occurring at run-time without compromising the
performance of the system.

6. Distributed sensing and group perception: Networked robots focus on a wide area of coverage
for the execution of complex coordinated tasks such as multi-robot exploration or multi-
robot object transportation. To effectively perform such tasks, the local information available
within the vicinity of a robot may not be enough. Hence, the networked robot systems must
be empowered with functionalities that support group perception and distributed sensing so
that individual robots can ascertain the world model of their environment.

7. Distributed and decentralized control: Networked robots are naturally distributed systems
with multiple autonomous units interacting with one-another. However, controlling such a
diverse system in a distributed and decentralized manner is a great challenge. Such controls
should support flexible task execution, fault tolerance and robust decision making.

8. Scalability: The scale of a system can substantially affect its performance. Hence, the mech-
anisms designed to build networked robotic system must ensure scalability as one of the
primary objectives. This will allow the tethering of new devices and robots to the system
with ease.

9. Management of networked resources: In networked robotic systems, there can be multiple
components that may be dependent on each other for accessing required information or de-
livering services from one end of the system to the other. The effective management of such
networked resources ensures the survivability of the overall system. Managing such resources
in a heterogeneous environment with autonomous components forms another challenging task.

10. Ease in deployment and on-the-fly (run-time) modification: The system of networked robots
must be easy to deploy in the real-world. An easy and rapid deployment enhances the
acceptability of the system by its users and makes it comprehensible to manage and control.
In addition, the system should allow for on-the-fly modifications of various components of
the network without bringing down the whole system.

11. Interfaces for human intervention and interaction: Humans are the ultimate users of these
systems. Such systems are designed in order to support humans in their daily activities, be
it in industry or in personal use. Hence, a system of networked robots must provide multi-
modal interfaces to enable humans to interact with the system so as to read or set crucial
parameters and properties of the system.
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12. Sharing of information and learning: Learning and sharing are two important functions in
dynamic environments for continuously optimizing the performance of a system over time.
Networked robots provide a good test-bed to test the efficiency of various learning algorithms
designed for multiple agents in distributed systems by evaluating their feedback from the
real-world. A mechanism which can facilitate seamless sharing of important information such
as action feedback and learning is still a challenging task in the domain of networked robots.

13. Self-adaptation and reconfiguration: The system of networked robots may need to adapt by
either acquiring new functionalities or purging the ones not required by the system so as to
counter the changing dynamics of its environment. The changes in the environment could
include - addition or removal of devices or robots, availability of new services or a change
in communication interfaces. Hence, networked robots must be capable of reconfiguring
themselves and adapt as per the requirements.

14. Security of networked components: Since the system of networked robots comprise various
networked components, making everything secure from malicious attacks becomes crucial.
Hence, new mechanisms and algorithms need to be innovated in order to provide adequate
security with functions like authentication, authorization and digital signatures.

15. Support for inherent autonomy: Autonomy can enable a system to take intelligent decisions
based on the analysis of the information available. This could mean scheduling of parallel or
sequential tasks, search for services within the system, or monitoring the performance of the
system. Embedding such autonomy within the system of networked robots can aid in dealing
with various sporadic problems without external interventions.

This thesis endeavours to provide a framework for developing mechanisms for the above men-
tioned challenges. In the thesis, the focus is on a hybrid approach by amalgamating networked
robots with the paradigm of mobile software agents or simply mobile agents. By making use of a
mobile agent based middleware design for networked robots, this thesis explores the mechanisms
for evolving better and on-demand services, sharing and learning along with the execution and
allocation of a set of tasks.

1.5 Mobile Agents

A mobile agent [108] is defined as a computational entity capable of reasoning, making decisions,
interacting with other entities, collecting results and feedback, representing a user and migration
into a network infrastructure along with its state and data. Mobile agents can be thought of
individual chunks of information processing units that can mobilize in a network and collect and
process information available at remote sites. Outtagarts [109] has listed applications of mobile
agents in several areas including network management, electronic commerce, energy efficiency and
metering, wireless multimedia sensors, grid computing and grid services, distributed data mining,
multimedia, human tracking, security, affective computing, climate environment and weather, e-
learning, location, recommendation and semantic web services. The author also compares mobile
agent technology with the prevailing client-server architecture, message passing paradigms, remote
procedure calls (RPC) [110], CORBA [111], etc. and postulates that the mobility of such agents
gives them an edge over other conventional communication techniques. The distinctive features of
mobile agents are efficiency, persistence, peer-to-peer communication, and fault tolerance. Lang
[112] describes agents from an end-user perspective and compares stationary and mobile agents.
He gives seven pertinent reasons in favour of using mobile agents:
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1. Reduced network load: In a distributed system, a large amount of communication take place
due to multiple interactions among the entities within the network which in turn clutters the
network. Mobile agents can be packaged with the information that needs to be communicated
and can be dispatched to the destination host. Thus interactions can happen locally.

2. Reduced network latency: Robots deployed in real time environments such as manufacturing
units need to respond quickly. Hence the latency offered by the intermediate network is not
acceptable. Mobile agents dispatched from a central controller can furnish the actions locally
without any delay.

3. Protocols can be encapsulated: In a distributed environment, each host has to maintain a
variety of protocols to converse with other hosts which is a cumbersome task. Mobile agents
can encapsulate protocols and migrate to remote hosts making this communication easier.

4. Asynchronous and autonomous execution: Mobile agents can be embedded with the task and
dispatched through the network. They can independently reach their respective destinations,
execute asynchronously and even return autonomously.

5. Dynamically adaptable: Mobile agents can distribute themselves over the network and can
adapt to their environment based on the change in the environmental parameters.

6. Natural heterogeneity: Since mobile agents only depend on their execution environment, they
offer natural heterogeneity in terms of their structure and behaviours.

7. Robustness and fault-tolerance: Mobile agents can react dynamically and like their static
counterparts take decisions, both of which make them robust and fault-tolerant.

Lang [112] also compares client-server, code on-demand and the mobile agent based network
paradigms and provides a range of applications suitable for mobile agent. The author envisages
the future of distributed computing with mobile agent technology. In [113], the authors describe
the advantages of using mobile agents along with their classification and application areas. The
authors present the missing links in mobile agent technology which has made them difficult to evolve
and use. Among these the are mechanisms for agent security, control structures and transactional
support.

In relation to networked robots, Cragg and Hu [114] initiated the use of mobile agents to
control tele-operated robots. They describe an architecture [115, 116] to use mobile agents for
the distributed control of networked robots. In [117], these authors systematically examine the
applicability and advantages of mobile agents in the domain of networked robotics. They argue
that to control networked robots four control software architectures can be adopted viz.

1. Client-Server, where robots contain the knowledge and resources to perform the task and can
be controlled from a simple remote client.

2. Remote invocation, wherein robots contain the resources but need to obtain the knowledge
from a client to perform the task.

3. Code on-demand, where robots contain resources but act as clients to access knowledge at a
server to perform a task.

4. Mobile agents, where robots contain the resources and a task can be performed by moving a
mobile agent containing knowledge and results, between robots.
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They describe the functional benefits of mobile agent as adaptability, fault tolerance and
dynamic control and learning. They also describe some of the benefits of using mobile agents from
the software engineering perspective courtesy of their modularity, ease in understanding, loosely
coupled functionalities and extensibility from the point of view of a system developer.

Various researchers have experimented with the mobile agent framework in the context of
networked or multiple robots. Kambayashi et al. [118, 119, 120] used mobile agents in multi
robot environments to design an intelligent cart system and implemented an evolutionary ant
colony clustering algorithm. Abe et al. [121] used mobile agent to search targets in multi-robot
environments. Gaber and Bakhouya [122] used mobile agents for discovering resources in peer to
peer network. In [123], the authors presented a mathematical model to discuss the macro dynamics
mainly affected by the migration behaviour of the mobile agents using an eco-system inspired
architecture. Godfrey and Nair [124, 125, 126, 127] clubbed the mobile agent technology with
bio-inspired algorithms for servicing networked robots. They proposed a mobile agent migration
strategy nick-named PherCon and compared it with the contemporary strategies. They showed
that their strategy to be better suited to networked robots. They also proposed a cloning control
mechanism [128] to regulate the population of mobile agents in the robotic network. Further,
in [129], the authors exhibited a practical application of their proposed algorithm in realizing an
Internet of Things (IoT).

Thus the applicability and appropriateness of mobile agent technology as a middleware design
for networked robots has already been portrayed in a substantial amount of research papers. This
thesis builds on the work of Godfrey and Nair [127, 130] and attempts to extend the use of most of
the salient features of the mobile agent based framework to aid in learning and coordination within
a networked robotics milieu. The sections that follow describe the major contributions of the work
carried out followed by a chapter-wise summary of the thesis.

1.6 Contributions of the Thesis

The work reported in this thesis attempts to portray mobile agents based mechanisms for networked
robots based applications. The major contributions made in this thesis are listed herein -

1. Selection of the best performing solutions using an emulated idiotypic network :
A novel architecture for emulating Jerne’s [131] Idiotypic Network model over networked
robots that functions in a distributed and asynchronous manner has been elucidated herein.
Though the Idiotypic network has been used for in a variety of applications, the computations
within have been mostly sequential. This is unlike what happens in the biological world
where the concentrations of the antibodies that constitute the network evolve in a parallel
and concurrent manner. The work reported herein emulates the manner in which the best
performing solutions can be autonomously selected by the networked robots using an emulated
Idiotypic network. The novelty of this approach is that the intelligence is scattered in the
environment comprising networked robots in the form of mobile agents that are synonymous to
antibodies. These agents selectively mitigate the problems arising at different nodes within
the networked robots concurrently along with an inherent competition among themselves
(agents/antibodies) to evolve the optimal solutions (i.e. the best set of antibodies).

2. Distributed learning using mobile agent based localized sharing :
This contribution presents a framework for sharing intelligence and mutual learning among
a set of location-unaware and spatially segregated networked entities or robots within a dis-
tributed environment; all of which have the same objective. The framework uses static agents
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which are resident within each of the entities (robots) while the mobile ones facilitate the
exchange of information and localized sharing over a network. The framework focuses on the
generic mechanisms required to be embedded within individual mobile agents so as to result
in the overall convergence of the entire agent population, towards their common goal. The
proposed framework is fully distributed in the sense that neither the agents (both static and
mobile) possess any knowledge about the overall number of such agents present in the net-
work nor do they possess any location information about other agents. Further the sharing of
information among the agents is completely asynchronous and local. The major contributions
of this work include:

(a) A multi-agent framework for distributed intelligence-sharing and learning
(b) Modalities for local sharing and exchange of information

(¢) Dynamics for facilitating agent migration, inter-agent interactions and asynchronous
executions

3. Stigmergy based synchronized execution of a sequence of tasks by networked
robots : This work presents a novel technique, inspired by the self-organized synchronous
behaviour of insect colonies, for near synchronous execution of a sequence of tasks by net-
worked robots. The technique uses mobile agents populating a network of robots acting
as insects which exploit the concept of indirect stigmergy based communication wherein a
sequence of tasks is to be executed within each of the robots synchronously. The synchro-
nization activity is carried out by a set of mobile agents operating autonomously and without
any direct mutual interaction. In the proposed technique, the mobile agents remain oblivious
to their total number within the network as also to the total number of robots. Further the
technique also exhibits self-healing in case of task failures. The technique has been emulated
of real networks along with an implementation using real robots, both of which validates its
practical viability.

4. On-demand population control of mobile agents for task synchronization :

This work extends the previous contribution which used a fixed population of homogeneous
mobile agents and proposes a technique for near synchronous execution of tasks by a hetero-
geneous set of mobile agents. Heterogeneity is referred in the sense that there are different
types of mobile agents in the environment; each type capable of performing a distinct task on
a robot. Each mobile agent perceives a stimulus from the environment comprising networked
robots and performs its assigned task. This technique also manages the change in population
of these heterogeneous set of mobile agents so as to suit their current demand. The popula-
tion of agents required to complete an activity is generated dynamically using the population
control model proposed by Godfrey et al. [128] without any supervised control.

5. Strategy for multiple concurrent task allocations with voluntary back-offs based
conflict resolution : This forms the last contribution of the thesis and discusses a novel
strategy for the allocation of task(s) within a large network of heterogeneous robots in the
presence of competing task allocation instances. An instance of a task allocation implies
a process to allocate a task to a set of unoccupied robots within the system. The goal
of such allocation is to maximize utility (minimize cost) in terms of completion time and
resource use. The mechanism uses mobile agents to handle concurrent and multiple task
allocation instances. Using a novel concept termed mobility resource to adaptively explore
the robotic network, this mechanism ensures multiple task allocations by forcing voluntary
and adaptive back-offs on part of the mobile agents. Results portrayed therein have shown
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that this mechanism outperformed two prominent multi-robot task allocation approaches
cited in the literature. Experiments conducted in the real-world using robots further fortified
the practical viability of this approach.

1.7 Outline of the Thesis

The thesis comprises eight chapters. The chapter wise organization of the thesis is given below:

Chapter 1: This chapter discusses the motivation behind the research, followed by a survey of the
state-of-art in robotics and multi-robot systems. It also briefly describes the contributions
made in this thesis.

Chapter 2: In this chapter, a survey and the state-of-art on the use of mobile agents in the domain
of networked control has been presented. This chapter also discusses the important concepts,
features, platforms and applications of mobile agents which forms the motivation behind the
selection of this technology for the work carried out herein.

Chapter 3: This chapter presents the contributions made in emulating an Immune-inspired Idio-
typic Network on a real network of robots for evolving a set of the best/optimally performing
solutions while purging off the others. It also provides the description of the mobile agent
emulation platform named Typhon [132] which has been used throughout this thesis for car-
rying out the emulation experiments. This chapter uses the material from the reference [133]
of the author.

Chapter 4: Addressing the challenges faced in sharing of information and learning forms the crux
of this chapter. It presents a framework for information sharing and learning among a set
of nodes within the system of networked robots using mobile agents. This chapter uses the
material present in the reference [134] of the author.

Chapter 5: This chapter elaborates on a technique for near synchronous execution of a sequence
of tasks by a set of robots using homogeneous mobile agents. The chapter also discusses
the emulation experiments and the implementation on real robots. This chapter is based on
reference [135] co-authored with W. W. Godfrey and S. B. Nair.

Chapter 6: This chapter elucidates how the synchronization technique proposed in the previous
chapter is augmented with a mechanism for population control of mobile agents. The work
reported in this chapter uses the material from the reference [136] of the author.

Chapter 7: This chapter touches upon the problem of allocation of tasks among networked robots.
It presents an improved mechanism to handle multiple task allocations within a network of
heterogeneous robots using mobile agents.

Chapter 8: This final chapter highlights the conclusions arrived at and also summarizes the con-
tributions made. New avenues for future research have also been described.

DRUCE S (St
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“Research is to see what everybody else has seen, and to think
what nobody else has thought.”

Albert Szent-Gyorgyi (1893 - 1986)
Hungarian physiologist

Mobile Agents: Concepts, Features and
Applications

Mobile agent technology is still in its infancy in terms of its understanding and use by both tech-
nology developers and practitioners. Although the initial researchers viewed mobile agents as the
technology of future [137] in the age of Internet, the concerns related to their security aspects
and open-ended use refrained the industry from adapting them in practical applications. Yet the
mobile agent paradigm is still thriving due to its inherent advantages in realizing applications in-
volving large scale distributed, decentralized and dynamic systems. Another crucial aspect which
encourages researchers to revisit this technology with a new perspective is the emergence of the
newer application domains such as the Internet of Things [25] and Cyber-Physical Systems [26]
both of which are basically large scale, distributed and dynamic in nature. In addition, the cur-
rently available mobile agent technology is far more mature than at the time of its genesis. This
has made it possible to host and use mechanisms exploiting such agents at granular levels. It is
thus important to understand the basic idea of a mobile agent along with its distinguishing char-
acteristics and limitations. This chapter attempts to present the core concepts of mobile agents,
environments for which they are suited, mobile agents based mechanisms together with the areas
of applications wherein one can reap their advantages. The chapter also provides a comparison to
other technologies such as those in networked robots while also discussing their inherent problems
and challenges.

2.1 Basic Concepts

Mobile agents are autonomous computational entities capable of dynamically changing their ex-
ecution environments based on their acquired intelligence within a network [90]. The concept of
mobile agents evolved from the research in distributed operating systems for migrating processes
along with their current state, register values and data in order to balance processor load [138].
Using such a concept the client machines can migrate processes having heavy computational over-
heads to server machines after which the processes return with the outcome of their computations.
The emergence of the network as a medium of large scale computing along with the growth in the
domain of multi-agent systems and distributed operating systems resulted in the development of
mobile agent technology as a whole. Mobile agents are not mere processes but a complete package
of software usually termed as agents that can seamlessly be transported in a network.

As the mobile agents can migrate from one execution environment to another, it may happen
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that some of the functions or resources, that the agents require, are not available in their current
location or operating system. These agents are thus not bound to the functions of the operating
systems they inhabit; instead they are bound to the functions available within their execution
environments [108]. This not only provides flexibility for developing and deploying heterogeneous
services within a distributed environment but also makes a mobile agent a dynamic entity. Mobile
agents are thus preferred to be run in an interpreted language than in machine code [139]. Further,
as claimed by Chess et al. [139], it is much easier to secure the interpreted languages as it is the
language developer who explicitly controls the system resources.

Mobile agents are thus suited as a middleware for large-scale distributed and dynamic en-
vironments [140]. As mentioned by the authors in [139], these agents can provide a generalized
farmworker for pervasive environments in order to develop personalized network services. The sig-
nificant advantage of mobile agents is that it brings computations close to the entities which require
them. Instead of dispersing loads of raw data to a server over a network, mobile agents can process
the raw data at its source par se and transfer the valuable information back to the server. Thus,
the mobile agents form ideal candidates for performing real-time control over a distributed network
without choking the network bandwidth with a series of control-command sequences resulting in
unavoidable latencies for real-time operations [141]. This also brings robustness to the system and
facilitates on-the-fly programming of the entities in the network. For instance, in an automated
warehouse with a large number of networked robots, one may require to change/update the manner
in which the items are picked or placed. Conventionally, all the robots need to be stalled and up-
dated for such a change in their respective configurations. The use of mobile agents alleviates such
a problem by updating the robots on-the-fly without external intervention and without bringing
the entire system to a halt.

2.2 Features

Mobile agents inherit all the characteristics defined for an agent with the additional feature of
mobility within the network. The desired features of a mobile agent are as follows:

1. Autonomy: A mobile agent should be autonomous to have a direct control over its actions
and states.

2. Social ability: A mobile agent should be social in order to interact with other agents (both
static and mobile) for soliciting information and achieving its task.

3. Reactivity: A mobile agent should be reactive for providing real-time responses to the changes
it perceives in the environment.

4. Pro-activeness: It should be proactive to know its environment and take premeditated actions
for achieving its goal(s).

5. Mobility: The ability to migrate with their code, data and internal states is a crucial charac-
teristic for mobile agents.

6. Adaptability: A mobile agent should have the capability to learn and adapt to the changing
dynamics of the environment both spatially and temporally.

7. Rational: A mobile agent should be rational to direct its actions in a goal directed manner
instead of selecting those tasks which may prevent it from advancing towards its goal.
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8. Integrity: A mobile agent should be immune to any attempts by any host or other agents to
tamper with its code or data. The structure and code of a mobile agent should also remain
intact in case of any corruption in the host environment or data.

Such features of a mobile agent makes it an intelligent entity which has awareness about its internal
states, interests and environment and which can make informed decisions to cope up with various
situations encountered while progressing towards achieving its objectives.

The mobile agent technology provides various advantages as compared to the conventional
client-server or Remote Procedure Calls (RPC) paradigms for realizing distributed applications
[142, 143, 109]. Chess et al. [139] list eight technical advantages for using mobile agent technol-
ogy viz. high bandwidth remote interaction, support for disconnected operation, support for weak
clients, ease of distributing individual service clients, semantic routing, scalability, lower overhead
for secure transactions and robust remote interactions. Outtagrats [109] points out that the mobil-
ity of mobile agents is important as it brings - efficiency by reducing network traffic and latency,
persistence as the mobile agents are not tied to the system that creates them, peer-to-peer com-
munication which allows the mobile agents to act either as client or server as per the requirement
and fault-tolerance as the mobile agents are able to process the request by moving locally to a
node. Poggi and Tomaiuolo [140] describe that there are three key benefits of using mobile agents
which are exploited by all kinds of applications that use them. These are - reduction in network
traffic for remote operations, ease in customizing services and applications with seamless adapta-
tion to the new requirements, and robustness and fault-tolerance while carrying out operations in
distributed systems. These agents provide a uniform approach to manage asynchronous operations
in a distributed systems. In addition, they offer to encapsulate protocols [141], for heterogeneous
interactions with various entities and can work remotely in an asynchronous manner even when
disconnected from a network.

2.3 Limitations and Scope

One of the major concerns for openly using mobile agent based applications on Internet is security
[139, 144]. The security concerns in the context of mobile agent technology are two fold viz.
agent security and host security. Host is a platform running on the network nodes that facilitates
agent activities such as migration, execution, etc. In open systems running over the Internet,
it is extremely difficult to establish mutual trust among various entities using the system. Hence,
malicious agents as well as malicious hosts can take advantage of the system by stealing information
or denying services.
A malicious agent can [145, 146]:

1. impersonate the identity of another agent in order to gain access to certain resources or
information available within the host,

2. create denial-of-service kind of attacks by overloading the host with enormous spurious com-
putational load,

3. spy on the activities of the host and other agents hosted within that host to pilfer crucial
information,

4. provide false information to the host regarding a transaction or

5. repudiate some actions that can cause damage to the system.
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On the other hand, a malicious host can [146]:

1. masquerade as another host in order to gain access to the information with the agent or fool
the agent to react to some situation for its egoistic benefits,

2. deny services to the agent to delay its activity or even terminate the agent in order to stall
some process,

3. forcefully decipher the agent’s code and data to obtain some proprietary information,

4. monitor an agent’s actions and strategies to understand some of its behaviour for which new
counter strategies can be generated to create a negative effect or

5. induce some malicious code within the agent by modifying either its code or data.

Various efforts have been made to create secure environments for using the advantages of
mobile agents in open applications over the Internet. Researchers have also proposed sandboxing
techniques [147] in order to bar mobile agents from an unrestricted access to the resources available
at the host. Other mechanisms include agent and host authorization and authentication [148],
cryptographic mechanisms for securing privacy and integrity [149] of agents and hosts, Access Con-
trol List (ACL) to force restrictions on the access of resources [144], etc. Security is an everlasting
endeavour that has to keep evolving with the advancements of the available technology. The cur-
rently available security techniques provide much room for using mobile agents within autonomous
systems in a fairly secure manner [150, 146].

It is thus prudent to use mobile agent technology within the boundaries of a closed local
area network or within a virtual private network (VPN) owned by proprietary organizations. In
such systems, there is a high degree of confidence among the various entities within, which can be
exploited to use mobile agent based mechanisms for distributed computing and applications such
as network management [151], multi-party event scheduling [152], etc. Various other closed-world
application environments include warehouse automation, military infrastructure, networked robots
[116], sensor networks and load-balancing in manufacturing industries [153], among others.

As can be noted the security concerns in the use of mobile agent technology lies in its open
exploitation over the Internet. Although the early researchers assumed mobile agent technology as
an enabling technology for future of the Internet for boosting e-commerce [109, 141], they could not
provide strong methods to create a secure framework for the same. The concurrent development of
various other large-scale distributed systems such as grid computing [154], cloud computing [155],
data centres, distributed file system such as Hadoop [156], etc. have opened new avenues and scope
for using mobile agent technology and reaping the benefits it can deliver. There is still a strong
need to rediscover this technology with a new perspective for its applicability in other emerging
domains of computing.

2.4 Mobile Agent Platforms

The mobile agent technology can serve as a middleware solution to realize distributed applications,
if only, there exists such platforms which can provide and support all its functionalities along with
providing scope for extensions and supervisory control. A number of such platforms have been
developed in the last two decades exploiting the low-level features that different programming and
scripting languages had to offer. This section discusses some of the well-known platforms, from the
very old to the recent ones, and highlights their merits and demerits.
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Telescript [157] was developed in 1994 by General Magic, Inc. as a commercial interpreted
object-oriented programming language designed to develop mobile agent based applications. The
Telescript platform used two key concepts viz. places and agents. Places are the hosts which can
be inhabited by the agents. The Telescript platform had four components viz. Telescript language,
Engine, protocol set and software tools. The Telescript language was designed to facilitate com-
plex tasks such as navigation, transportation, authentication, access control, etc. while the engine
performed the responsibilities of an agent host which included language interpretation, execution
environment for the agents, communications amongst the agents and an interface to interact with
other applications. The protocol set dealt with encapsulation of agents to be transported among
different places while the software tools facilitated a development framework for developing appli-
cations. Four levels of security were ensured viz. during object execution, process state, system
and network. However, due to the proprietary language and concurrent development of various
Java based platforms, Telescript lost out.

Agent Tcl [158] was another mobile agent platform designed using TCL scripts. The safety
of TCL language based agents was ensured using sandboxing technique [147]. An access control
list is managed to provide permissions to the agent for the resources available at the host. The
platform supported the notion of strong mobility by allowing the access to the threads’ status.
Cryptography was also incorporated to provide security. The support for other languages such
as Java and Scheme were added and the platform was renamed as D’agents [159]. However, the
platform was not maintained after 2003.

Aglets [160] was developed by IBM following the basic concepts of Java Applets. Hence,
agents in Aglets are serializable Java objects which can be ported from one JVM to another. The
use of JVM accounted for the platform independence of an Aglet. There are six key abstractions
available viz. aglet, proxy, context, message, future reply and identifier. Aglet was developed as an
event driven programming model which emphasized the delegation and reuse of certain components
such as event listeners. The project is available as an open source project [161] distributed under
the IBM Public License. However, there seems to be no development on the same after 2001.

Ara (Agents for Remote Action) [162] was designed as a mobile agent platform with two
specific components viz. the core and the interpreter. While the issues related with the interpreted
programming language of the mobile agents were handled by the interpreter, the core was used to
handle all the language independent issues of the system. The basic idea was to design a generic
core on the top of which various language interpreters can be added to handler agents written in
different languages. The initial interpreter support was for TCL and C/C++ while the support for
Java was added later. Agent security was ensured by attaching each agent with a passport that
contained all the relevant information such as identity, owner, author, accessible service, accessible
resource, etc. This passport was created during the instantiation of an agent and made immutable
throughout.

Voyager [163] was developed as a commercial product by ObjectSpace (now Recursion Soft-
ware, Inc.) in order to develop distributed Java based applications. Voyager is based on Java RMI
(Remote Method Invocation). It ended the CORBA Object Request Broker (ORB) with object
mobility to provide the functionalities such as creation and calling objects remotely and obtaining
references to remote objects. Silva et al. [164] claimed that Voyager was a better alternative for
RMI but does not focus on the functionalities of an agent. Hence, they proposed AgentSpace, a
mobile agent system developed over the Voyager system to develop mobile agent based applications
in a seamless manner. Interestingly, there exists another Java based AgentSpace mobile agent
platform [165] developed by Ichiro Satoh from Japan.

JADE (Java Agent DEvelopment framework) [166] was developed over Java by the Telecom
Italia labs. and the University of Parma. JADE is FIPA [167] complaint and hence provides
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standard protocols for agent to agent communication. JADE also provides a set of graphical
tools for the development and deployment of JADE based applications. JADE supports the BDI
architecture for developing agents and provides simplistic task executions and composition models.
Communication is possible both ways i.e. across agent hosts (containers) using FIPA-ACL and
within a container using JADE communication primitives. JADE also provides a directory service
to the agents for supporting publish-subscribe kind of discovery mechanism. Various other plugins
are available for authentication, authorization, security, mining, etc. JADE has a dynamic transport
mechanism as it adapts to the requirement by choosing the appropriate protocol. JADE uses a
variety of transport protocol such as Java RMI, event-notification, HT'TP, and IIOP while their
community page claims that more protocols can be easily added via the MTP and IMTP JADE
interfaces. JADE has been released as an open source software under LGPL and has a vibrant and
large community of developers to its advantage. The latest version of JADE was 4.4.3 released on
October 2014.

Tracy [168] is a Java based mobile agent platform with a plug-in oriented architecture devel-
oped by the University of Jena, Germany. Tracy agent hosts or agencies thus remain lightweight
i.e. only essential services are loaded initially and in case a new service is required then that is
loaded by adding the plug-in. Moreover, users can develop new plug-ins to extend services and
functionalities. However, one of the limitations of this mobile agent platform is that the commu-
nication among the agents is possible only within an agency. For an agent to communicate with a
remote agent hosted in another agency, the agent has to migrate to the remote agency. The latest
version of this platform was released in 2005.

SPRINGS (Scalable PlatfoRm for movINg Software) [169] was developed at the University
of Zaragoza, Spain. The development of this platform was focused on scalability and reliability
aspects and used dynamic proxies to provide location transparency for migrations and remote calls.
The system is organized in a hierarchical structure based on regions. The authors of SPRINGS
claim that it has support to minimize the livelock problem that arises when agents migrate across
platforms. SPRINGS is not FIPA compliant for communication and interaction among the agents
and security is only loosely implemented. The platform is available for free, however, post 2008 no
activity or update seems to be available.

Mobile-C [170] is a C/C++ based mobile agent platform developed by the University of
California, Davis, USA. The development of Mobile-C focussed on developing mobile agents for
control and operation of embedded systems. This platform [171] uses a C/C++ based interpreter
known as Ch interpreter to facilitate portable and secure execution of mobile agents written in
C/C++ scripts. Ch interpreter is embedded within the agent hosts of a Mobile-C platform which
provides cross-platform scripting and object-based programming. Mobile-C uses FIPA-ACL for
communication among the agents. In addition, the complete platform is FIPA compliant in terms
of agent management services, directory services, security, etc. The Mobile-C platform is designed
as a set of library functions which can be easily be integrated with any application as a service.
The platform is currently known to work on Linux (32-bit and 64-bit), Mac OS X, FreeBSD 6.0,
Windows, and Solaris 2.7. The latest update v2.1.5 was released in August 2014 and the complete
project is hosted at github.com.

Typhon [132] is a LPA WIN-Prolog [172] based mobile agent platform developed recently in
2011 by the Robotics Lab. of Department of Computer Science and Engineering, IIT Guwahati,
India. This platform has been developed above the Chimera agent system provided by the LPA.
The main focus for developing this platform was to exploit the features of Prolog such as its
recursive engine, dynamic database management, on-the-fly modification of rules, etc. for agents
with mobility. Typhon also provides some extended features for mobile agents such as payloads.
Payloads are the data or code (rules) that can be attached to an agent. The agent can carry these
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payloads to various nodes in the network. The platform was also extended to support FIPA-ACL
for communication with agents from other platforms. The major restriction to use this platform is
the requirement of LPA WIN-Prolog which is a proprietary software.

Tartarus [173] is an SWI-Prolog based mobile agent platform developed by the same lab.
which created Typhon and was released in 2015. The use of SWI-Prolog which is an open source
Prolog environment alleviated the problem of having to use a proprietary software. Further, the
agents and services within Tartarus have been implemented as threads. This was not the case in
Typhon. Thus, the performance of Tartarus as a mobile agent platform is found to be better than
that of Typhon. Tartarus has been used with embedded systems such as the Raspberry Pi and
Intel’s Galileo boards. Further development of Tartarus is still on-going. Features such as a GUI,
deployment and monitoring tools, etc. are being added.

Various other mobile agent platforms which were developed by various communities include
- TACOMA [174] developed jointly by the universities of Tromso and Cornell, Grasshopper [175],
Ajanta [176] developed by the University of Minnesota and MAF [177] developed over the Python.
Jini [178] combined Java and Prolog for facilitating mobile agent based functions while ALBA [179]
and IMAGO [180] are other Prolog based platforms. Agilla [179] was developed as mobile agent
based middleware for sensor networks.

2.5 Applications

As discussed earlier, mobile agent technology is suited for applications that are distributed, large-
scale and involve dynamic, complex and remote interactions. Some researchers have also used
mobile agents to emulate ant-like foraging behaviour in real networked environments [120] in order
to implement distributed mechanisms. These include the works of Parunak [181, 182] on Polyagents
and works by Weyne and Hovolet [183, 184, 185] who introduced the concept of delegate Multiagent
Systems or delegate MASs.

Mobile agent based applications have been reported by a large community of researchers
working in a variety of fields. In [109, 140], the authors provide a survey on the gamut of applications
proposed using mobile agent technology. As the initial focus of developing mobile agents was to
use them commercially for business transactions and e-commerce, one can find numerous papers
devoted to realizing such applications [186, 187, 188]. Distributed data-mining and information
retrieval is another domain where the task is to gather information based on certain criteria from
a set of information servers or nodes dispersed within the environment. Mobile agent are found to
be the best suited entities for tasks that require them to migrate within a network and discover a
specific node or resource [189]. Data gathering and information dissemination in sensor networks
[190], network management [151], energy efficiency and metering [191], e-learning [192], network
security and intrusion detection systems [193, 194, 195], automatic software updating in large
networks [196, 197], semantic web-services [198, 199, 200] and Grid computing [154] are other
domains where one can find the applications of mobile agent technology. Mobile agent based
applications have also been proposed for system management and accounting of telecommunication
services [201]. Tennenhouse and Wetherall [202] describe a mobile agent architecture for an active
network wherein the configuration in the programmable switches can be changed dynamically based
on the current demand and requirement of the application.

Of late, mobile agent based mechanisms have also been proposed for cloud computing [155,
203], Internet-of-Things (IoT) [129, 204] and Cyber-Physical Systems (CPS) [205]. Aversa et al.
[203] have used a mobile agent platform for integrating the Cloud technology over the GRID
architecture. The authors have used virtual clusters controlled by the end user. The mobile agents
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herein are used to extend and add services to these clusters dynamically. In [129], the authors
propose a generic middleware architecture for realizing an IoT using two kinds of mobile agents viz.
Search-for-Resource (SfR) and Provide-a-Service (PaS). The authors in [205] exploit the features
of mobile agents using a three level architecture viz. node level, task level and combined-task
level to minimize the overheads on communications and redundancy of information within a CPS
for intelligent transportation system. Bode et al. [206, 207] have proposed mobile agent based
traffic management for the movement of emergency vehicles in urban traffic. The authors in [184]
have used a mechanism based on delegate MASs for anticipatory vehicle routing. Wu et al. [208]
describe a Service Oriented Architecture (SOA) for smart home environments using Open Services
Gateway initiative (OSGi) and mobile agents technology. They have used a peer-to-peer model
with distributed OSGi platforms using SOA based interactions. Mobile agents are used to deal
with dynamic situations and to distribute the work load over multiple service providers available
in the smart environment.

Manzoor and Nefti [196, 209] have proposed mobile agent based mechanisms for software
deployment in Campus Area Network (CAN) and content based monitoring in complex networks.
There mechanisms work autonomously without any human intervention. For automatic unattended
installation/un-installation of software packages, they have used a hierarchical agent architecture
with a master controller agent at the top followed by various controller agents for different sub-
nets and the mobile agents. File transfer agents and installer/un-installer agents are used at
the bottom level. Similarly, for monitoring the user activities across a network, they have again
used a hierarchical agent based system with four agents - iDetect Controller Agent (CA) at the
top followed by iDetect SubController Agent (SCA) and two mobile agents at the bottom viz.
Monitor Agent (MA) and Analyzer Agent (AA). They have tested their mechanisms in a university
campus across various laboratories equipped with 60 to 100 PCs. Brahmi et al. [210] present a
distributed Intrusion Detection System by combining the mobile agent technology with data mining
techniques. Urra et al. [211] have presented a comparative study of the applicability of mobile
agents in Vehicular Networks (VANETS). They have discussed the benefits of using mobile agents
in VANETSs and presented an interesting application use case of monitoring the environment of a
region using vehicle passing in that region. Li et al. [212] discuss an architecture for using mobile
agents in a cloud infrastructure for managing urban traffic. They argue that the use of mobile
agent technology for urban-traffic management is both feasible and effective. They emphasize on
a layered architecture to use the mobile agent for large-scale computations. In [213], the authors
present an architecture for management and security of multimedia traffic for IoT domains. They
present the applicability of mobile agents for processing computational multimedia traffic over the
IoT infrastructure.

Gonzlez-Valenzuela et al. [214] present a system nicknamed Wiseman (Wlreless SEnsors Em-
ploying Mobile AgeNts) as a mobile agent based middleware solution for Wireless Sensor Networks
(WSNs). They provide support for various mobile agent migration strategies and flexible execution.
They also provide a proof-of-concept of their model in a real hardware platform. Chen et al. [215]
provide a scheme based on minimum spanning tree for multi-mobile agent itinerary problem in
WSNs. Su and Chiang [216] present a platform for elderly care using sensor network and mobile
agents. They facilitate caregivers to locate, access and share critical data related to the treatment
and wellness of the people in care. They present their platform as a pervasive and context-aware
care service. In [217], the authors present crowd sensing by using role-based mobile agents for col-
lecting, analysing and sharing data within a campaign. They provide mobile agent based solutions
for execution and monitoring of campaigns with a concentrated effort to address issues related to
data collection and campaign participants. Shen et al. [218] present a load balancing technique
for unstructured peer-to-peer networks using mobile agent technology and clustering of resources.
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They use mobile agents for balancing load within the nodes of each cluster by identifying congested
node and taking quick remedial actions.

Otani and Kobayashi [219] present a mobile agent based SCADA (Supervisory-Control-And-
Data-Acquisition) system for supporting flexibility in fulfilling real-time tasks for an autonomous
demand-area power system (ADAPS). The mobile agents are equipped with QoS methods to avoid
any congestion in communication. To ensure robust and real-time operation, they have provided
two types of migration protocols one for an emergency agent while the other is for best-effort
delivery. Nestinger et al. [220] present an automation system based on mobile agent technology.
They describe how the robots and mechatronic devices can be easily reconfigured and dynamically
allocated with different tasks and control algorithms using mobile agents. They provide a proof-of-
concept experiment using two robots across a conveyor belt in an automation work cell environment.
Abe et al. [121, 120] present a framework for controlling multi-robot system using mobile agents.
They use the ant colony clustering algorithm with ant and pheromone based mobile agents to
perform control operations on the robots. The mobile agents carry the core logic to execute tasks
while the robots act as resources. These mobile agents migrate into the network of robots to find
the best suited ones to execute its tasks. They claim that the mobile agent based approach reduces
energy consumption for multi-robot task execution.

Godfrey and Nair [127] describe a bio-inspired mobile agent migration strategy for servic-
ing networked robots. They assume a network of heterogeneous robots wherein the robots can
request for a service in form of a program or code. Mobile agents equipped with services (pro-
grams/codes/algorithms/rules) migrate into the network of robots in order to deliver these ser-
vices. To reduce the waiting time for a robot to receive its required service, these authors use
a bi-directional search mechanism wherein the robots diffuse virtual pheromones in the form of
messages to their neighbours. The mobile agents usually migrate using the Conscientious strategy
[221], however, once they sense the pheromone which they can service, they follow the pheromone
gradient to its source to service the robot. The authors further extended their mechanisms by
using cloning of mobile agent [125] to further hasten the process of the delivery of such services.
The same authors have also proposed a stigmergy based distributed mechanism for controlling the
population of heterogeneous mobile agents in multi-robot systems [128]. Their mechanism controls
the selective rise and fall in the population of an agent, based on the demand of its service in the
network. This mechanism has been emulated on real static as well as dynamic networks to showcase
the practical viability of its use.

2.6 Chapter Summary

This chapter presented the core concepts of a mobile agent along with its basic characteristics,
features, limitations and the scope of its use of real-world applications. The prominent mobile
agent platforms were also discussed herein which spanned from the very old to the recent ones.
The chapter further provided an overview of the application areas using mobile agents. As can
be observed, there is a growing interest in the mobile agent technology for developing applications
for large-scale distributed systems. The current upward trend in mobile agent technology and
applications seem to act as a catalyst forcing many a researcher to revisit this technology and to
reap its distinguishing features for use in complex, remote and real-time operations.

SRUCES (St
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“Nature holds the key to our aesthetic, intellectual, cognitive and
even spiritual satisfaction.”

Edward Osborne Wilson (1929)
American biologist

An Immune Inspired Sieve for Selecting the
Best Performing Solutions

Delivery of services, on-demand, in the form of code, program or data forms a crucial aspect for a
middleware solution for networked robots. Mobile agents based mechanisms have been found to be
effective in delivering such services to networked robotic systems [127, 124]. However, there may
exist multiple solutions to a particular problem or service requirement. In such cases, it is always
beneficial to find the best or an optimal solution among the solutions available in the system so as
to improve overall efficiency of the system. Finding such solutions autonomously, depending on the
current demand in a mobile agent based distributed middleware can aid in making the networked
robotic system adaptive to dynamic changes in the environment.

This chapter presents a mobile agent based distributed mechanism acting as a sieve to arrive
at a set of optimally performing solutions in a real system of asynchronously operating networked
robots. In this context, the solutions mean a program to service a requirement /request at a robotic
node. Henceforth, the words - robots and nodes are used interchangeably. These requirements
could be of different types and can occur concurrently across a network. The novelty of the
approach presented herein is that the environment comprising a network of robots acts as an active
entity (rather than a passive facilitator) wherein the solutions in the form of payloads carried
by mobile agents lie scattered in the network. These agents selectively mitigate the problems
(service requirements) arising at different nodes in a decentralized and distributed manner. While
the best performing solutions eventually dominate the network, the least performing ones are
automatically purged from the system by the Sieve that is intrinsically embedded in the network.
The mechanism is inspired by the Idiotypic network model proposed by Jerne [222]. This chapter
thus presents the manner in which a real-world implementation of the Idiotypic network model can
be conceived within a real networked system for selecting the optimally performing solutions. The
chapter initially presents an overview of the Idiotypic network model and the motivation behind
the emulation.

3.1 Immune Network Theory (Idiotypic Network)

The Immune network theory was proposed by Niels K. Jerne [131] in 1974 and was one of his
crucial contributions for which he was awarded Nobel Prize in Medicine or Physiology in 1984. The
Biological Immune System (BIS) comprises lymphocytes called T-cells (generated in the thymus)
and B-cells (generated in the bone marrow) which are responsible for recognizing the antigens
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Idiotope

Figure 3.1: An Immune Network

through their receptors. These receptors are polypeptide chains present on the surface of these
cells. To recognize an antigen within the body, these receptors have a Y-shaped structure called
paratopes having a complimentary shape to that of the epitopes present on the surface of antigens.
The degree of matching between the paratopes of these receptors and epitopes of antigens decide
the affinity of an antibody towards an antigen.

According to Jerne, the immune cells within the BIS also recognize each other in the absence
of antigens and create a network of cells within the body by interacting with one-another. Such
recognitions happen as a result of idiotopes present on the body of the antibodies or cell receptors.
These idiotopes are similar to the epitopes of the antigens which are recognizable by the paratopes
of antibodies. Hence the antibodies which are either present as free molecules or as B-cell receptors
form a network connected by the paratope-idiotope pairs. Whenever, an antibody detects an antigen
by the matching of a paratope-epitope pair, it gets activated. Activated antibodies stimulate those
which are connected to their idiotopes, while the ones recognized by their paratopes are suppressed.
Figure 3.1 depicts the immune network with the idiotopes present on the surface of the antibodies
together with the exchange of stimulation and suppression signals. Thus, in the event of an antigen
recognition, a stimulatory signal propagates through the network of antibodies while a suppressive
signal propagates otherwise. The interactions among the antibodies using such signals change their
respective concentrations resulting in some elements being purged from the network while the others
growing in concentration. This leads to the creation of a dynamic steady state. Thus the response
to an antigenic attack is not limited to a single antibody but rather the reaction is created as a
composite effect of a network of various antibodies.

3.2 Motivation

In the last decade, concepts derived from the BIS have drawn significant attention and have proved
to be a potential source of inspiration for novel approaches to solve complex computational problems
[223]. The theories and models proposed under the ambit of Artificial Immune Systems (AIS) [222]
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try to capture the aforementioned features in order to use them for solving engineering problems.
The ability of the immune system to distinguish between the self and the non-self along with
other significant features such as specificity, learning, memory, scalability and distributed nature,
have opened several new avenues of research in this field. The immune inspired models have been
employed in various research areas including computer security, pattern recognition, fault detection,
autonomous navigation in robots [224], natural language processing [225, 226] and a variety of other
applications [222]. Specifically, the Idiotypic network model [131] is inherently autonomous due to
the continuous interaction among the antibodies along with the ability to tune itself. In addition,
the coupling of the paratopes and idiotopes modulate the responses of antibodies against any
antigenic attack.

Farmer et al. [227] proposed a computational model for the change in concentrations of an-
tibodies based on the Idiotypic network model. This computational model calculates the rate of
change of concentrations of an antibody as a cumulative sum of the amount of stimulations and sup-
pressions accumulated by it from other antibodies along with the feedback (stimulation) received
from neutralizing the antigen. Death of antibodies due to ageing also affects this concentration
by decrementing its value. The continuous interactions among the antibodies make the Idiotypic
network model a dynamic one. In most AIS literature [228], these concentrations are always pre-
sumed to be a mere numeric single valued parameter. In addition, most of the implementations
available for the Idiotypic network model are in the form of simulations [229] thus providing less
room for their practical viability. This calls for an architecture or a framework which can emulate
the inherent distributed and decentralized characteristics of the Idiotypic network model for use in
real systems. The interactions among the antibodies, which can act as solutions serving nodes in
a network within a pervasive environment [230], can be exploited to embed and evolve distributed
intelligence. The same can also be used in the embedding intelligence into the applications in the
domain of the Internet-of-Things (IoT) [25] and Cyber-Physical Systems (CPS)[26] for selecting a
set of better solutions based on the needs and locally available parameters of the system.

As mentioned in the previous chapter (Chapter 2), the mobile agents provide for a fitting
middleware platform to realize various population-based computational models in real distributed
networked systems. Dasgupta et al. [231] describe a system for intrusion/anomaly detection and
subsequent responses in networked computers using mobile agents. In their approach, the mobile
agents roam around the computer nodes and routers and monitor the situation of the network.
Inspired by the Clonal-Selection theory [232], the mobile immune agents used herein interact freely
and dynamically with the environment and also with one another. Harmer et al. [233] have pro-
posed a distributed static agent-based defence immune system to protect systems from intrusion
and computer virus attacks. In their model the agents communicate with each other to protect
the systems from intrusions. They have used the AgentMOM [234] communications framework
developed by the AFIT Agent Research Group for implementing agent conversations. Castro et al.
[235], have proposed an artificial immune network model, for data clustering and filtering redun-
dant data. They have used a Euclidean shape-space model in which the network units correspond
to the antibodies. The input patterns were treated as the antigens to be recognized and clustered.
This network model was successfully applied to several clustering problems, including non-linearly
separable tasks. Whitbrook et al. [236] have tried merging a Genetic Algorithm (GA) with an Id-
iotypic AIS to solve a mobile-robot target-finding problem. The GA was used to evolve the initial
set of antibodies. They have shown that significantly higher antibody diversity can be achieved
when a number of autonomous populations of antibodies are used. Yuan et al. [237] have also used
the Idiotypic network concepts for solving the path planning problem for robots in complicated en-
vironments. Godfrey and Nair [126] describe an architecture of a multi-robot system that uses the
AIS and mobile agents to service robots. Based on pain, nodes that control the robot are triggered
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to indicate an antigenic attack. Mobile agents moving in a round-robin manner within the network
carry the programs (antibodies) to decrease the pain levels of the robot. Bakhouya et al. [238]
use the Idiotypic network model to regulate the population of mobile agents in a network. They
assign three behaviours to each mobile agent viz. clone, kill or move. The mobile agents choose
the behaviour having highest concentration while the inter-arrival times at the nodes constitute the
antigen.

Although researchers have used mobile agents to realize AIS models, the mechanism for mutual
interactions among these agents to evolve better solutions have not been addressed. The mobile
agents can be used to collect feedback on the effectiveness of the solutions from a node in a
robotic network which they eventually carry. This feedback can be translated into interactions
viz. stimulations and suppressions among agents to evolve a better set of solutions manifested in
the form of real-world distributed intelligence much like what happens in a real BIS.

3.3 Conceptualizing an Idiotypic Network in a Real Distributed
Environment

Though quite a few researchers have used Farmer’s [227] computational model to realize Idiotypic
networks, in most of their implementations, the dynamically changing concentrations of antibodies
relate to mere shared or global variables which are manipulated inherently in a sequential manner
in the simulations. On the contrary in the biological Idiotypic network, there is no central entity
that keeps track of such concentrations (shared global variables). The antibodies herein stimulate
or suppress one another and are generated based on their affinities with the concerned antigen. A
stimulation causes the concerned antibody to increase its concentration i.e. its population increases
since it has proved itself to be more effective in curtailing the antigenic attack. The opposite
happens in case of a suppression whereby its concentration reduces. Successive suppressions may
eventually lead to the removal of such antibodies from the network. There is thus no actual
physical link between all the individual members of the different antibody populations. If a specific
antibody population seems to be more efficient in containing an antigenic attack, its population
(concentration) increases since the other less effective antibody populations stimulate it to grow
in number. Likewise, the more effective population also suppresses the growth of the other less
effective ones.

In the computational realm, an Idiotypic network can be emulated just as in [239] wherein
a number of nodes form a network. An attack on a node is synonymous to a problem faced
by a robot in a network. The solutions to such problems, which could be a set of parameters
values, are maintained a priori within the system based on past events. Such solutions are carried
by a set of heterogeneous mobile agents as their individual payloads; each agent carrying one
solution each. These agents act as antibody carriers. In a real world scenario, the Idiotypic
network evolves not by forming physical links between each and every agent or by manipulating
global shared variables signifying the concentrations of the individual antibodies, but by increasing
(stimulating) or decreasing (suppressing) the actual populations (concentrations) of the various
types of antibodies in the network in a distributed and decentralized manner. The interactions
(stimulations and suppressions) among the antibodies cause dynamic changes in their respective
populations thus contributing to a dynamic network. Antibodies (mobile agents) by themselves
remain oblivious of the concentration of their individual populations (number of agents) within the
network.

Figure 3.2 depicts a portion of the real network on which the Idiotypic Sieve (described later
in Section 3.4) is embedded. As can be seen the portion contains a number of networked nodes
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Figure 3.2: A portion of a network of nodes (depicting the components within) on which Idiotypic
Sieve was implemented.

which constitute computers, devices and/or robots. Since the nodes are heterogeneous in nature
the network could be either static (stationary) or dynamic (mobile). Mobile agents that carry the
antibodies (solutions to problems) for a range of antigens (problems or service requirements) as
their payload migrate constantly within the network. A node-under-attack is shown with a red
periphery indicating that the node is in need of a solution carried by mobile agents inhabiting the
network. For instance, a node-under-attack can be a mobile robot requiring an obstacle avoidance
program. There could be several mobile agents carrying different solutions/programs for obstacle
avoidance. In the portion shown in Figure 3.2, two nodes are attacked by a blue antigen while
another is attacked by a red one indicating concurrency and heterogeneity in the nature of attacks.
These nodes flash danger signals, described later, by virtue of which they attract the right set of
agents that contain solutions to the problem at hand. The solution carried by one of the agents that
arrive at the node-under-attack is then selected and used to solve the issue. Based on the feedback
received after this, the set of agents stimulate and/or suppress one another before migrating to other
nodes. Stimulations accumulated over time at various nodes cause the agent to clone thus increasing
its population, while suppressions tend to decrease its life-time which eventually results in its death
and consequent removal from the network. The mechanism is thus akin to that of the Idiotypic
network [131] and works on a real, asynchronous, distributed and decentralized environment where
concurrent and heterogeneous service requirements can occur at many nodes in the network.

The next section describes the Idiotypic Sieve to evolve the set of optimally performing solu-
tions using local stimulations and suppressions within the nodes.

3.4 The Idiotypic Sieve

The Idiotypic Sieve is the underlying mechanism that is embedded within a real network of nodes
such as the one shown in Figure 3.2. The entire system including the Idiotypic Sieve consists
of a physical network of nodes (such as networked mobile robots with devices and sensors). In
addition, there exist sets of mobile agents, each of which carries a distinct solution to various
problems (service requirement) that may occur at various nodes in the network. These problems
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constitute the antigenic attack at a node. These could be the requirement of a program by a
robotic node to accomplish a task, a response to an alarm raised by a sensor in the network or a
procedure to be executed at a node. Each node in the network is equipped with an agent platform
to facilitate all the functionalities of mobile agents. The problems and the solutions have their own
descriptors. Descriptors need to be fashioned a priori based on the application under consideration.
The problem descriptors form the epitopes of an antigen while the solution descriptors act as the
paratopes of the antibodies. An affinity function, v, for each problem p;, defines the degree of
interaction between the epitopes of an antigen and the paratopes of the antibody i.e. the affinity
of a solution carried by a mobile agent to the corresponding problem p;. A feedback function,
&p; for each problem p;, provides a performance measure for the solution applied to circumvent
the problem p;. This feedback &, can be attributed to antigenic stimulation in the Idiotypic
Sieve discussed herein. The performance measure can be viewed as the qualitative feedback of the
application under consideration. It could be the total time required to neutralize the attack or the
amount of resources such as energy expended or the state of the node-under-attack after applying
the solution, etc. It may be noted that the functions 1, and §,, are dependent on the application
under consideration and must be modelled based on the requirements or the objectives of the same.

The occurrence of a problem or service requirement at a node initiates an antigenic attack.
These attacks can be sparse, for instance a robot requesting an obstacle avoidance routine, or dense
such as the detection of fire by a set of fire sensors (spread across the network) raising an alarm
at all the respective nodes. Different types of antigens (problems) may also attack several nodes
concurrently in which case the respective services (solutions) may have to be provided accordingly
in a similar (concurrent) fashion.

3.4.1 Circumventing an Attack

The mobile agent based network service model used herein is similar to the one proposed in [129].
The mobile agents that carry the solutions continuously migrate within the network of nodes using
the PherCon migration strategy, as described in [124]. As soon as a node detects a problem or
requirement of a service, it starts emanating danger signals to its immediate neighbours which in
turn diffuse the same onto their neighbours at a lesser intensity than that received. As shown in
Figure 3.2, these danger signals penetrate the immediate neighbourhood of the node-under-attack
similar to the pheromone diffusion model proposed by Godfrey and Nair [124]. Danger signals
contain the network identifier of the node-under-attack, the previous node from where the signal
emanated and the problem descriptor which essentially forms the epitope of the antigen. It also
contains a danger signal strength whose intensity wanes as it moves away from the node-under-
attack. The propagation of the danger signal continues till its strength dies down to zero at nodes
in the neighbourhood of the node-under-attack, thus forming a danger zone around it, as shown in
Figure 3.2.

Under normal conditions, the mobile agents migrate using a conscientious mechanism by
which they tend to avoid visits to recently visited nodes thereby ensuring a uniform distribution
of their visits across the network. Whenever, an agent detects a danger signal at a node, it
ascertains whether it can cater to the attack by calculating the affinity v, between the solution
it is carrying (antibody) and the problem descriptor of the antigen within the danger signal. This
process is akin to the paratope-epitope matching. If the affinity v, is less than a threshold I',,,
the affinity threshold, the mobile agents ignore the danger signals and continue to migrate to other
nodes. However, if this affinity ,, is found to be greater than I',,, then the mobile agent assumes
that it can cater to the problem at the node-under-attack. It then moves on to the node-under-
attack by following the danger signal strength gradient. This gradient aids the mobile agent which
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has detected the danger signal to reach the node-under-attack via the shortest path [124]. This
mechanism of attracting the relevant mobile agents could lead to many of such agents reaching the
node-under-attack. However, those mobile agents which are redundant i.e. carry the same solutions
at the node-under-attack, continue their migration into the network. The node-under-attack thus
gets populated with several mobile agents having distinct solutions to the same problem.

One of the solutions carried by the mobile agents within the node-under-attack is selected
to neutralize the antigen using the roulette wheel approach [240] over the respective affinities of
the solutions carried by these agents. After neutralizing the attack, the mobile agent carrying this
solution receives the antigenic descriptor and the antigenic stimulation using the feedback function
&p;» both of which are stored within its payload.

3.4.2 Conceiving the Idiotypic Sieve

Once the selected mobile agent receives the antigenic feedback, all agents within the node-under-
attack interact with each other after which they continue their migration to other nodes in the
network. Such interactions could take place at all nodes in the network concurrently. The mobile
agents interact with only those agents which carry solutions to similar problems. This means that
their respective antigenic descriptors are similar. This similarity can be attributed to the paratope-
idiotope matching within the Idiotypic network model. A simple method to find the related agents
could be based on the affinity function ,, as discussed in the previous section. However, more
complex matching functions can be derived depending upon the requirements and the nature of
the system or application under consideration.

Once a mobile agent has identified the set of related agents with whom it can interact within
a node, it exchanges the stimulation and suppression signals. The exchange of the stimulations or
suppressions is based on the past performance &,, of the mobile agents in servicing the problem p;.
Mobile agents having higher &,, values are stimulated by the rest while these higher ones suppress
those with lower values. These stimulations or suppressions are accumulated within a parameter
called an endurance potential, vy, of a mobile agent m; which is defined as the difference between
the accumulated value of the stimulations and the suppressions stored within each agent. The
dynamics governing the value of v,,, are discussed later. If the value of v,,, crosses a maximum
threshold (7inaz), the mobile agent m; clones itself whereas if the same goes below a minimum
threshold (ymin) the agent m; terminates itself (apoptosis). Cloning increases the populations
of those agents whose solutions are more effective which in turn forms the ones that dominate
the network. Those agents whose solutions are ineffective are purged out of the system. The
mechanism described herein thus acts as an Idiotypic Sieve spread across the network which filters
out ineffective solutions while retaining the more effective ones. It may be noted that the Idotypic
interactions are local and asynchronous in nature, across the network. The mechanism is distributed
and decentralized, can act concurrently and does not use any globally shared parameters. As can
be observed, the Idiotypic Sieve is not dependent on the number of nodes in the network thus
making the overall mechanism scalable.

3.4.3 The Underlying Dynamics

Farmer’s computational model [227] for Jerne’s Idiotypic network [131] can be expressed in a general
form as:

Change in Concentration of an antibody = Antigenic Stimulation (&,,) + Stimulations received
from other antibodies (S}, ) - Suppressions from the selected antibodies (Sp.) - Deletions due to
disuse or lapse of lifetime (£,,,)
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In the Idiotypic Sieve, the change in the concentration of antibodies emerges as the cumulative
effect of the stimulations or suppressions received by the individual antibodies. The equations that
govern the dynamics of the formation of the Idiotypic Sieve and the consequent changes in the
populations of various mobile agents carrying their respective solutions within the network are
given below.

The endurance potential 7,,, for a mobile agent m; accumulates all the stimulations and
suppressions including the antigenic ones. The value of 7,,, when a solution is selected to neutralize
a problem p; at the node-under-attack is given by:

Yimi (0 + 1) = s (n) + &, (3.1)
where

1
1 + 6(O‘Ag_,8Ag£pj)

o
g = (3.2)
Ym;(n) denotes the value of v,,, at the n'* instant. §;j is used to squash the value of &,
between 0 and 1.
The change in the value of v,,; due to interactions within a node is given by Equation 3.3.

Yo+ 1) = Yon, () + D Sh. = > Sp, (3.3)

JEST keSy

where S,tnj denotes the stimulations received from the mobile agent m; and Sy, ~denotes the
suppressions received from the mobile agent m within the node. St and Sy are the set of related
mobile agents within the node that impart the stimulations and suppressions respectively to the
antibody carried by the mobile agent m;. The values of Sfm and Sy, is calculated as:

kt’)/m‘(n)

t J

L (3.4)
57 — N (3.5)

where N,,, for a mobile agent m; denotes the difference between the total number of unique
antigenic descriptors that the mobile agent m; is carrying and the number of problem descriptors
matching with related agents. k; and k, are the non-zero positive constants.

The ageing due to the lifetime of the antibodies as mentioned in Farmer’s model [227] is
implemented by conferring a fixed number of hops (£2,,,,) to every cloned mobile agent (antibody)
in the network. The value of (},,, is reduced by unity whenever a mobile agent lands on a node
in the network. Once the value of €2,,, becomes zero, the mobile agents are terminated and hence
removed from the system.

3.5 Experimental Setup
The above mechanism was implemented on a real networked environment using the Typhon mobile

agent framework [132]. This section provides a brief description of Typhon framework before
discussing the details of the implementation of the Idiotypic Sieve.
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3.5.1 Typhon - Mobile Agent Framework

Typhon is a WIN-Prolog based mobile agent framework built over the Chimera agent platform
shipped along with the LPA WIN-Prolog [172]. The basic core of Typhon as developed by Matani
and Nair [132] provides all agent based functionalities such as agent creation, migration, cloning,
attaching/removing payload to/from an agent, etc. However, for the purpose of experimentation,
the core of Typhon was augmented with additional features in order to facilitate seamless creation
and management of large size networks running on the Typhon mobile agent framework. The
extensions made to the basic Typhon framework are as follows:

e Log server: A log server was developed and integrated to the Typhon framework for logging
the activities of various events taking places at different nodes of the network. This includes
creation of agents and clones, migration of agents, the states of agents and nodes, etc.

e LPA WIN-Prolog to LEGO NXT Interface: In order to integrate the networked robots with
Typhon, an interface nicknamed LPA-PRO-NXT [241] was developed using which the mobile
agents within Typhon could communicate with Lego® Mindstroms® NXT [1] robots.

e GUI: The core of Typhon uses a command-line based interface for all kinds of user interaction
with the system. Since managing such an interface is difficult and cumbersome, a Graphical
User Interface (GUI) was developed for Typhon to facilitate the automated generation and
termination of various networks, deployment of agents, etc.

e Network Creation: The support for generating different network configuration by choosing
number of nodes, type of topology and number of physical PCs were added for generating
distributed networks.

e Dynamic Networks: The support of dynamic network topologies was also integrated into
the framework for realizing the emulation of real mobile computing environments. In the
emulated dynamic network, a node drops the connection with any of its current neighbours
or creates a new link to another node in the network with a given probability.

The extended version of Typhon has been used for performing all the emulation experiments pre-
sented through-out in this thesis.

3.5.2 Implementation

The support for the Idiotypic Sieve was integrated into the Typhon framework using WIN-Prolog.
Hence, an instantiation of the Typhon framework acted as a node in the network. Multiple instan-
tiations of Typhon nodes were used to create the entire network using more than 10 PCs connected
to each other via TCP/IP connections over a LAN. Though the testing of the Sieve was initially
performed using static networks, it was felt that the study of its performance on dynamic networks
would throw more light on its efficacy in mobile computing environments. The dynamic networks
were generated by continuously altering the neighbours of the nodes in the Typhon based network
with a given probability.

In the implementation, binary (5-bit) sequences were considered to form antigens which were
presented at several nodes (nodes-under-attack) to emulate multiple heterogeneous and concurrent
antigenic attacks within the network. This binary sequence forms a generalized representation
of a multi-dimensional vector manifested as a problem at a node/robot. The sequence could be
synonymous to a set of sensor vectors provided by a robotic node or the state information at
a node in the network (problem descriptor) for which an action (solution) is to be performed.
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The corresponding best antibody is considered to be a 5-bit complemented sequence capable of
neutralizing the antigen. In the presented Idiotypic Sieve, every mobile agent carries with it one
5-bit neutralizing sequence constituting arbitrary solutions (candidate antibodies). The Hamming
distance [242] (ng) was used for deriving the affinity function (¢,,) between the binary sequences
constituting the antigens and the antibodies. The decimal equivalent of the binary operation XoR
between the binary sequences of antigens and antibodies was used as the reward function (&p,).
The value of 1, in the implementation is given by:

(o (EAgv Pan) = MHppaw — nH(EAgv Payn) (3.6)

where FE and P denote the bit sequences of the epitopes of the antigen and the paratopes of the
antibody respectively. ny,,,, is the maximum possible Hamming distance between E 4, and Pjy,.

Initially since there are no antibodies in the network, the nodes were allowed to generate
random antibodies (5-bit binary sequences) pro-actively after the danger signals had died down.
The nodes generate a random 5-bit pattern and ascertain its v, value. If the same is greater than
'), (Section 3.4.1) then the node treats this pattern as the antibody or solution to neutralize the
antigen. This new antibody or solution is then encapsulated within a mobile agent and released
into the network. Each experiment consisted of multiple rounds of concurrent and heterogeneous
antigenic attacks. The antibodies generated in each round were retained for use in the subsequent
ones.

3.6 Results and Discussions

Experiments were performed on dynamic networks comprising 100 nodes by forcing distinct antigens
viz. 5-bit sequences to attack separate nodes chosen at random from the network. The number and
types of antibodies (mobile agents equipped with 5-bit binary sequences) generated/terminated in
each round were recorded to plot the graphs. The following values of the parameters were used in the
experiments: I'y, = 4,4y = 10, Bag = 0.5, ks = 0.5, ky, = 0.5, Yiaz = 1.5, Ymin = 0.5, €1y, = 1000

The graph in Figure 3.3(a) shows the change in the population of antibodies in each round of
antigenic attack within the dynamic network of 100 nodes. The antigens used for the attack were:
[00000], [11111], [10101]. As can be observed, a total of 14 unique antibodies were generated by
the nodes in the 15 rounds of attacks. However, only three antibodies viz. [11111], [00000], [01010]
which are the more optimal solutions, can be observed to be actively growing in their respective
populations. The population of the rest, which constitute the non-optimal solutions, remain limited
and eventually dwindle within the network indicating clearly the effectiveness of the Idiotypic Sieve
to retard the generation and proliferation of the less performing antibodies while allowing the
dominant ones to grow in number. It can be noted that the three dominating antibodies are the
complementary bit sequences of the antigens used for the attacks. Also, the antibodies [11110]
and [01000] have maintained a small population 3 and 1 respectively in the network. The reason
behind this is that the left over population of both these antibodies [11110] and [01000] have not
encountered their related dominating antibodies within the nodes of the network so that they can
be suppressed and completely removed from the system.
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Figure 3.5: (a) The change in the population of different Antibodies (b) The number of Antibodies
generated, when Antigens [00000], [00001], [00011] attacked the nodes in the initial five rounds
while [11100],[11101],[11001] attacked in later five.

The graph in Figure 3.3(b) depicts the number of antibodies of each type generated in each
round of attack. As mentioned earlier (Section 3.5), the antibodies can be generated either by
the nodes-under-attack (randomly, if they do not receive any antibody) or by cloning. It can be
observed in Figure 3.3(b) that different types of antibodies are generated till round 5. Beyond
this only the three distinct antibodies dominate within the network. This shows the capability of
the Idiotypic Sieve to selectively maintain the population of best performing solutions within the
network while weaning off the remaining ones.

To verify the ability of the Idiotypic Sieve to retain not only the optimal solutions but also
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generic ones, another set of three antigens viz. [00000], [00001], [00011] having very small Hamming
distances amongst each other were used to attack the network. The graphs in Figures 3.4(a) and
3.4(b) show the results gathered through 15 rounds of their attack. It can be clearly seen from the
graph in Figure 3.4(a) that the antibody [11110] solely dominates the network. The computed &,
values for the dominant antibody against the three antigens [00000], [00001] and [00011] were found
to be 30, 31 and 29 respectively using the method of calculation mentioned in Section 3.5. These
constitute the three highest &, values achievable within the network which makes this antibody
receive maximum stimulations. It also means that it suppresses all other antibodies. It may also
be noted that the bit sequence [11111] can cater to the antigens [00000] and [00001] but not to
[00011] since the v,, value in case of [00011] is less than 4 i.e. 1, < I'j, (Section 3.4.1). Hence
the population of [11111] can be observed to be thriving within the network. Similar observations
can be drawn from the graph shown in Figure 3.4(b) wherein the antibody [11110] generates clones
from round 5 to 15. Traces of antibody [11111] can also be observed in round 11 and 12.

The graph in Figure 3.5(a) shows the variations in the populations of different antibodies when
the set of antigens - [00000], [00001] and [00011] were used to attack in the first five rounds while the
set of antigens - [11100], [11101] and [11001] were used in the rest of the rounds. As can observed,
the population of the antibody [11110] grows initially till round 5 and then starts to wane due to
death of its clones which have a fixed value of €,,,. On the contrary the new antibody [00010]
grows within the network since its requirement at the various nodes is higher. This emphasizes
the adaptive nature of the Idiotypic Sieve which endeavours to retain and proliferate only those
antibodies that are required or are in demand in the network. The graph shown in Figure 3.5(b) also
depicts the waxing and waning of the population of the antibodies [11110] and [00010] respectively,
in the network. From the results it is clear that the Idiotypic Sieve can effectively empower a network
of nodes to churn and retain the populations of the optimal solution(s) required, on-demand while
suppressing the proliferation of the others. Further, since all experiments were performed using
dynamic networks, one may note that this sieve can cope up with the rigours encountered in mobile
computing environments.

3.7 Chapter Summary

This chapter portrayed an Idiotypic Sieve that can be used in conjunction with a real distributed
network of robots. The Idiotypic Sieve is conceived by emulating an Idiotypic network model within
a computational networked environment. The performance of the Idiotypic Sieve was tested in
dynamic network of 100 nodes. The results portrayed the robustness and usefulness of the Idiotypic
Sieve for networked robots. Embedded within a distributed network of nodes, the Idiotypic Sieve
selectively evolves the best performing solutions based on the current demand (problems) in the
network and purges off the others. The results further show that the Idiotypic sieve also generates
generic solutions that can cater to a range of problems with high degrees of effectiveness. It can
also cope up with multiple, concurrent, asynchronous and heterogeneous attacks at the various
nodes in the network. Scalability of the system is also inherent as the sieve functions oblivious of
the number of nodes in the network.

The Idiotypic Sieve presented in this chapter functions in a manner similar to the Idiotypic
network theory wherein the number (concentration) of those mobile agents that can neutralize the
problem (antibodies) increases while others are purged. The mobile agents of each sub-population
carries the same solution within themselves. The increase in number of mobile agents of a particular
type allows to quickly service the whole network in order to provide solutions to the robots currently
facing the requirement of the same. In addition, the Idiotypic Sieve has been emulated on real
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network settings which emphasizes that the migration of mobile agents carrying solution and their
mutual interactions can be applied in real systems. Further, the notion of Idiotypic Sieve is not
limited to the networked robots and can be extended to any other networked system such as sensor
networks, Internet-of-Things (IoT) or Cyber-Physical Systems (CPS). Since the Idiotypic Sieve does
not assume any specific parameter exclusive to the networked robots, it opens up a wide avenue of
networked systems which can use the proposed model catering to their specific requirements.

In this chapter, the mutual interactions among the mobile agents within the presented Sieve
was only limited to the exchange of stimulation and suppression signals. While the Idiotypic Sieve
contributes to filtering off non-optimal solutions and retaining other solutions within the network
using agent-agent interactions (stimulations and suppressions), it does not seem to make any further
use of such communications (interactions) amongst participating agents. If the mobile agents were
to exchange the information (solutions for instance) they carry in an appropriate manner, it may so
happen that they enrich one another based on their experience (feedback or affinity) and facilitate
the growth of better solutions thereby aiding in learning as they migrate in the network. Such a
distributed and decentralized learning mechanism can be realized only if agents meet at a node
and exchange their information in an orderly manner giving rise to a learning framework within
a network. The next chapter thus presents a distributed framework for intelligence-sharing and
learning using a set of mobile agents within a networked robotic environment.

erendIdaea
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“Intelligence is based on how efficient a species became at doing
the things they need to survive.”
Charles Darwin (1809 — 1882)
English naturalist

Mobility and Sharing - Catalysts for Learning

Sharing of information, learning and adaptation in a distributed system of networked robots can
greatly enhance performance and utility. However, achieving the same in the presence of asyn-
chronous entities is a complex affair. Multi-agent system paradigms possess intrinsic similarities
with such distributed systems and thus provide a fitting platform to solve the problems within.
Traditional approaches to efficient information sharing and learning among autonomous agents
in distributed environments incur high communication overheads [89]. Non-conventional tactics
based on social insect colonies provide natural solutions for transfer of social information in highly
distributed and dense populations.

This chapter presents a framework for sharing intelligence and mutual learning among a set
of location-unaware spatially segregated networked entities such as robots in a distributed environ-
ment; all of which have the same learning objective. The framework couples localized communi-
cation with the available multi-agent technologies to realize asynchronous intelligence-sharing and
learning. The mechanisms used within the framework are inspired by those exhibited by social
insects. Static agents, that remain resident within the entities (viz. robots) in the network, and
their mobile counterparts both aid in facilitating the exchange of information and localized sharing
in the robotic network. The framework focuses on generic mechanisms required to be embedded
within individual mobile agents so as to result in the overall convergence of the entire agent popula-
tion towards a common goal. The proposed framework is fully distributed in the sense that neither
of the agents (both static and mobile) possess any knowledge about the overall number of such
agents present in the network nor do they possess any location information about other agents. In
addition, the sharing of information among the agents is completely asynchronous and local. The
major contributions of this work include:

e A multi-agent framework for distributed intelligence-sharing and learning
e Modalities for local sharing and exchange of information

e Dynamics for facilitating agent migration, inter-agent interactions and asynchronous execu-
tions

4.1 Motivation

Social insect colonies provide the most natural examples of large scale multi-agent systems. These
complex and self-organizing societies function based on very simple processes of information transfer
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between the individuals, thus providing an ideal perspective to understand the mechanisms of
social learning [243]. Social insects invest considerable effort in passing on learned information to
others in their group or swarm. The value of information obtained from others depends on the
context [244]. Such social learning systems are often flexible enough to ensure that individuals
rely on social information only when individual learning does not suffice. In an insect colony,
information learned by an individual is not actually broadcasted to its peers or mediated through a
supervised or centralized control. On the contrary, the information flows through local interactions
among individuals e.g. Trophallazis in bees [245] and Tandem running in ants [246]. It has
been demonstrated that bees learn associations between floral scent and nectar rewards during
trophallatic interactions, just as they would if they were to sample the flowers themselves [244)].
These local interactions among the individuals within an insect colony add up to eventually alter
the behaviour of the entire colony and converge their searches to the location having maximum
availability of nectar.

These complex yet versatile systems of insect colonies have been a source of inspiration for
many a researcher in various fields of engineering and science [247]. In the context of learning
in multi-agent systems, social insect-colony based models have been of notable interest [248, 249].
In this chapter, the focus is to exploit the use of social interactions among nomadic agents so as
to facilitate asynchronous sharing and co-operative learning among the entities of a distributed
environment. Exchange of information among these mobile agents, populating a network of nodes,
takes place locally within a node, as and when they meet other such agents within. These local
interactions tend to increase the quantum of knowledge they possess. The mobile agents use this
extra knowledge gained through local interactions that are spread spatially across the network, for
enhancing their self-centric learning thus reducing their individual as also overall search spaces.
This learned information is thus provided to the static agents resident within the entities of the
distributed environment, which evaluate the new information and provide valuable feedback for
further enhancement.

For illustration, imagine a scenario wherein multiple mobile robots are trying to learn the
solution to the same problem such as how to draw a circle, how to tighten a nut and bolt, assembling
a chair, etc. As can be observed, these tasks require a specific sequence of actions to be performed
in a specified manner to achieve the desired objective. Since there are multiple learning robots
in this scenario, sharing of their individual experiences can enhance the performance of the whole
system and also reduce the time the robots take to achieve the goal. However, sharing information
in such a setting wherein the robots are dynamic entities is not trivial. Drawing inspiration from
the social insects, one of the possible ways to share information could be by making a robot move
to the vicinity of another and share information locally. The robots can gather such locally shared
information over time and then use sophisticated learning tools to create a new plan of action. The
robots can evaluate this new plan by executing them individually and consequently find the amount
of progress they have made in achieving the goal. Repeating such a process would eventually lead all
the robots towards learning the requisite sequence of actions in order to achieve a specific objective.
The point to be noted here is that the mobility of the robots contributes to the spreading of the
information in the environment. However, mobility in robots is a costly affair in terms of both
energy and actuation. The problem may become more critical if we think of a large network of
robots wherein a few of them are only trying to learn and share a common objective.

In another scenario, assume a large Campus Area Network (CAN) populated by different
kinds of devices as its nodes forming an IoT. These devices may include several PCs, projectors,
air conditioners, sensors, Wi-Fi routers, printers, etc. In such a setting, imagine that a set of
devices is required to find/learn to use a specific set of parameters (such as resolution (dpi), mode,
paper-type, toner density, etc. in case of a set of printers) so as to optimize their life-time and
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utility. It is also possible that the devices need to adapt their settings based on their make and
model. The simplest or naive solution will be to package each device with an algorithm or program
which always tries to figure out the optimized settings based on the user-feedback it receives on
its own current settings. Assume that if the parameters do not result in good quality printing,
the user changes these settings to suit her/his needs of better quality printing by adjusting the
dpi, toner density, etc. This could be used as a feedback for the algorithm embedded within the
devices. The problem with this approach is that each device (say printer) would try to solve the
same problem repeatedly and hence there would be wastage of power, paper and cartridges. The
life-time of the printer would also go down due to wear and tear during this laborious learning
phase. A smarter way would be to share the locally learned information among the printers as in
the case with mobile robots. This will not only reduce the wastage but also improve the time to
learn the parameter values since multiple printers would be collaborating to achieve the same goal.
However, it is not essential that these printers know the location of other such printers of their
kind on the network. Further with no physical mobility and sophisticated programs on-board to
handle communication complexities, learning optimal settings by a heterogeneous set of networked
location-unaware printers, autonomously in the CAN, becomes a challenging task.

In the multi-agent based approach portrayed herein, the framework tries to leverage the mo-
bility based local sharing model of the mobile robots to alleviate the challenges discussed above.
While a static agent manages local tasks at the physical learning entity i.e. a robot or a printer,
its mobile counterparts (mobile agents) provide the much needed mobility of all the learned infor-
mation. Imagine the network of robots supports a framework with all agent based functionalities
as proposed in [129]. The authors in [129] describe the methodologies how a mobile agent based
framework for a network of heterogeneous devices can be conceived. Let us further assume that the
static agents reside within each of the networked robots. These agents manage local information
and configuration of a robot such as preserving feedback, executing an action, etc. A set of mobile
agents embedded with a learning algorithm suited for such an application could be released into the
network of robots. These mobile agents then forage for the robots which are trying to learn within
the network and facilitate the exchange of information locally with static agents hosted within each
robot. Further, these agents can search the network to share their information with other such
mobile agents asynchronously. When a mobile agent encounters other such agents at the various
nodes in the network (not essentially the targeted robots) it exchanges information on the newly
learned aspects of the solution to the problem. As a result of sharing each mobile agent comes
up with a new set of actions/plan as per its learning algorithm. This new learned information is
then provided to the static agent hosted within the robots which in turn executes the new plan
or solution and provides its feedback to the mobile agent. The latter continues its sojourn in the
network of robots after receiving the feedback. The process of learning and sharing continues till
eventually all such mobile agents agree on the same set of actions indicating convergence. It may
be noted that the job of collaboratively learning the optimal set of actions is achieved by the set of
robots using local communications of migrating mobile agents. Similar applications such as learning
optimal printer settings, finding unique genome sequences among different databases distributed
across a large network, etc., can be envisaged using such multi-agent based approaches.

Although the above mentioned approach may seem trivial, it puts forward many interesting
challenges that are crucial in the realization of an asynchronous and distributed intelligence-sharing
and learning framework. These include:

1. The parameters both Input and Output such as number of mobile agents, learning algorithm,
etc. that are essential to regulate the functioning of the framework.

2. The dynamics associated with the different parameters involved within such as agent migra-
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tion, on-node execution, etc.

3. The duration for which a mobile agent should search for other mobile agents so as to share
or receive information.

4. The mechanisms for the movement and exchange of learned information.

5. The formulation of conditions that will subsequently trigger the execution of the learning
algorithm using the newly collected information.

The succeeding section presents the proposed multi-agent based approach to model the above
mentioned challenges followed by the framework in detail.

4.2 Proposed Framework

This section discusses the parameters, the inputs and the mechanisms required to realize the pro-
posed multi-agent framework for distributed and asynchronous sharing of intelligence along with
the formalism to model all the processes and interactions used within.

4.2.1 System Model
The system under consideration is modelled based on the following:

e W is an undirected connected network, where W = (N, E) wherein nodes are location-
unaware.

N is a set of nodes such that N = {n;|i < C;}, where C] is the total number of nodes in the
network W, i, C7 € I where [ is a set of positive integers.

e E is a set of links such that E = {e;|i < C2}, where Cy is the total number of links in the
network W, 4,Cs € I.

e A is a set of static agents resident on each of the nodes such that A = {q;|i < |N|}, i € I.

e M is a finite set of autonomous mobile agents such that M = {m,|i < K}, where K is the
total number of mobile agents in the system and i, K € I.

e P is an application dependent user-defined learning problem such as finding a sequence of
actions to execute a particular task.

e (G, the goal, is the required outcome or the desired response as prescribed by the user of the
system upon solving P.

e [ is a learning algorithm provided by the user based on the underlying application which is
carried by each mobile agent as its payload.

e ¢ is a set of actions that a static agent can execute in any order with or without repetitions
to achieve the goal G.

A mobile agent m; € M, which is by itself an autonomous program, is capable of migrating
from a node n; to another node n; if there exists a link e; between (n; , n;), where n;, n; € N
and e; € E within W. Each node n; hosts an agent framework such as [132] that is capable of
managing all agent related functionalities. Each node n; also maintains a queue (@Qn;) of mobile
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agents m; € M present within node n;. Each queue @Qn; at node n; has a fixed length I' < K,
I'e I, ie. Qn; can host a maximum of I' mobile agents within node n;.

It is apparent that if |@n;| = T', no mobile agent can enter the node n;. Each node is a
uniprocessing entity thus all the operations within a node are executed sequentially. Figure 4.1
shows a typical network along with the mobile and static agents, the agent framework, the learning
problem and the respective queues within.

O Node with
Agent Framework
I Queue
% Static Agent
— - — Network Link
©  Mobile Agent
P Problem

Figure 4.1: A network of nodes having the agent framework, the static agent, the learning problem
and the queue within. The mobile agents are shown to be either migrating from one node to another
or resident within the queue of a node.

In the proposed framework, the mobile agents carry the learned information within themselves,
share it with other such agents during their sojourn in the network. They also assimilate the newly
gathered information to discover newer paths towards the goal G and execute the same at a node
using the help of the static agents within. They collect the feedback and enrich their learned
information and once again set out to collect more information from other such agents. Both, the
mobile and static agents, co-exist in the network and share and execute to eventually achieve their
objective.

4.2.2 Inter-Agent Interactions

The interaction among the agents forms a crucial component of the proposed framework. As can
be observed, there can be two kinds of possible agent interactions within the framework namely
mobile-to-static agent interaction and mobile-to-mobile agent interaction. Since the network under
consideration is distributed having location-unaware nodes, the static-to-static agent interaction is
not possible under this framework.

Mobile-to-Static Agent Interaction

Mobile and static agents interact with each other in the following ways:

(a) En-queue: A mobile agent m; can request a static agent a; on the node n; to execute an
en-queue operation so as to enter Qn; to effect its migration from another node nj to n;.
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(b) De-queue: A mobile agent m; can request the static agent a; on the node n; to execute a
de-queue operation to enable its exit from Qn; resulting in its migration to another node ny
from n;.

(c) Execution of L: A mobile agent m; at a node n;, can execute the user-defined learning
algorithm L using the computing environment provided by the static agent a; resident at the
node n;.

(d) Execution of ¢: A mobile agent m; can request the static agent a; on the node n; to execute
a set of actions and provide feedback. As ¢ leads to the goal G (Section 4.2.1) which is
dependent on the application under consideration, the executions mentioned here could imply
either a set of movements for a navigating mobile robot, a set of rules for mining a large
database, a set of input parameters for a control algorithm, etc.

Mobile-to-Mobile Agent Interaction

A mobile agent m; interacts-with (®) another mobile agent m; resulting in sharing of intelligence
if both the agents are present within the queue of a node ny i.e.

m; @m; ff m;,m; € Qng, i #j

Hence, all the interactions among the mobile agents are always local and take place only within
the queue of a node where the agents reside after migrating to a node.

4.2.3 Mobile Agent Migration Strategy

The mobile agents migrate within the network W using the e-Conscientious migration strategy
which is a combination of the Random and Conscientious migration strategies [221]. In the Random
migration, a mobile agent chooses one of the neighbours of the current node at random and migrates
to that node. In Conscientious migration strategy the mobile agent maintains a list of previously
visited nodes (say V) and migrates to one that it has not visited so far. If it has visited all, it
moves to the node which it has visited least recently. It can be noted that due to this migration
strategy, the mobile agents tend to evenly distribute their frequency of visits at each node within
the network. The Conscientious migration may intuitively seem better from the perspective of
a single mobile agent. However, in a multiple mobile agent scenario, this strategy may lead the
mobile agents to follow one another along a fixed path within the network.

In e-Conscientious migration, a mobile agent employs the Random migration with a prob-
ability e while it follows the Conscientious migration with probability (1 — €). Thus, with an
e-Conscientious migration strategy, agents always try to reach out to non-visited or least visited
nodes with a higher probability while reducing the drawback of a purely conscientious migration
strategy.

4.2.4 Distributed Asynchronous Intelligence-Sharing and Learning

Let S™i be a set of shareable intelligence units (s;) that a mobile agent m; € M receives from
the static agent a; € A at a node n; € W. The set of shareable intelligence S™ is the learned
information gathered as a result of the feedbacks obtained by m; via the static agent a; when it
executes ¢. Hence, the structure of individual elements s; € S™ depends on the learning problem
P of the application under consideration. For exposition, the set of shareable intelligence S™ can
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be understood as the different sets of actions gathered by the mobile agents such as the sets of
actions in learning to assemble a chair.

Each mobile agent m; carries a Bag, B™, (similar to the casebase of an agent as mentioned
in [250]) which is a set of s;s obtained from the sets of shareable intelligence S™:, of other mobile
agents as a result of sharing between m; and the other mobile agent. Hence, B™:, which forms a
part of the mobile agent’s payload, can be defined as:

B™i = {by|by, € S™,i # j}

The definitions of sharing and learning within the scope of the proposed framework are enu-
merated below.

Definition 4.1 A mobile agent m; is said to have shared its intelligence with another mobile agent
m; Zf
m; @myj,s; € 8™, s, & S™ s; = my, my,mj € M,i#j

where ‘=’denotes that s; is assigned to the mobile agent m; resulting in s; € B™J.

The sharing of information amongst the mobile agents is completely asynchronous in nature. This
essentially means that there is no global clock to synchronize the sharing events among the multiple
mobile agents at various nodes within the framework. Thus sharing between the several mobile
agents populating the network could take place concurrently at different nodes.

Definition 4.2 As mentioned in Section 4.2.1, ¢ is a set of actions provided by a mobile agent m;
to a static agent aj at a node n;. The execution of ¢ which is facilitated by a; at n; returns a new
S™i which is passed on to m; by a; as the feedback. The mobile agent m; is said to have learned
new information if

|Snew| > [Sor
where S) is the shareable intelligence possessed by the mobile agent m; before the execution of ¢
and S)%, is the same that the mobile agent m; receives after this execution by the static agent a;

new
at node n;.

Definition 4.3 The problem P is said to have solved if a solution is achieved to get the desired
outcome as the goal G by all the mobile agents. Hence a convergence is said to have achieved iff

Vi,m; = G,m; € M

where — denotes mobile agent m; proving solutions to get the desired response as the goal G.
Thus, the main objective of the proposed framework is to ensure the convergence of all the mobile
agents within the network to achieve the goal G using local sharing and consequent learning.

4.2.5 Inherent Mechanisms within the Framework

The proposed framework provides a distributed model for sharing and learning amongst a set of
location-unaware nodes in a network. This framework uses asynchronous local sharing as a basis
of information exchange by providing mobility to the learned information. Figure 4.2 depicts the
cycle of learning that a mobile agent goes through within the proposed framework.

Each mobile agent (m;) starts its operations initially from an Ezecutor state. In this state,
the mobile agent m; residing in the queue, Qn;, of node n; interacts with the static agent a; also
resident at the node n;. Each mobile agent m; is conferred with an Ezecution Potential (&) which
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Figure 4.2: The learning cycle of a mobile agent in the proposed framework

is consumed gradually (discussed later) with every execution that the static agent a; performs based
on a request from m; at the node n;. The Ezecution Potential () restricts the mobile agent to
reside at a node indefinitely. In the Ezrecutor state, the mobile agent m; provides a sequence of
actions derived from ¢ to the static agent a; as an attempt to achieve the goal G at the node n;.
This reduces the value of &,,, based on the length of the sequence. The static agent a; executes
these sequence of actions at the node n;. As a result of this execution, the mobile agent m; receives
feedbacks on the derived sequence of actions from the static agent a;. This constitutes the part
of the shareable-intelligence S gained by the mobile agent m; at node n;. These feedbacks also
replenish &,,, based on criteria discussed later. A mobile agent continues to remain in the Executor
state until its &, is exhausted. Once, &, < 0, the mobile agent m; assimilates the shareable-
intelligence S™ it received and transits to the Collector state. In this state, the mobile agent
traverses the network W, to share its shareable-intelligence with other mobile agents as well as to
get shareable-intelligence from them as and when they co-exist within the same queue at a node.
The mobile agent communicates locally with other mobile agents in the Collector state to share
information. As a result of these local communications within a queue, the mobile agent m; may
receive a new set of information from the shareable-intelligence of other mobile agents. This new
set of information is deposited into the Bag, B™: which is unique to the agent.

Every mobile agent is also empowered with a quantity termed as Migration Resource (pm,;) a
priori which is also carried as its payload. The parameter p,,, governs and regulates the duration
for which the mobile agent migrates around in the network W, so as to meet and share information,
in the Collector state. A mobile agent m; enters the Collector state with pn,;, = pPmaz, Pmaz being
the maximum possible value of p,,, as defined by the user. The mobile agent m; continues to
traverse the network W, till its Migration Resource (pp,) is exhausted i.e. p,,, < 0. This resource
provides the impetus to the mobile agent to migrate within the network in search of other mobile
agents having better information. The dynamics governing p,,, have been discussed later. The
structure of a mobile agent with all its components (payloads) can be seen in Figure 5.1.

The mobile agent m; transits to the Assimilator state from the Collector state as and when
pm,; degrades to a value less than or equal to zero. This is the state where the learning takes place.
In this state, the mobile agent m; uses the learning algorithm (L) which it carries as payload. It
combines the information in S™: and B™¢ as the input to L and churns out a new execution plan
(i.e. a new sequence of actions from ) to reach the goal G at a node n;. The generation of the
new execution plan triggers the mobile agent m; to transit to the Executor state.
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Figure 4.3: Contents within the payload of a mobile agent in the proposed framework.

The static agent a; in turn executes this new plan within node n; and provides the related
feedback to the mobile agent m;. This makes the mobile agent m; transit back to the Collector
state (unless of course the goal G is achieved) and the cycle in Figure 4.2 continues. The value of
Pm,; 1s again changed to pmq. before it enters this cycle.

If the static agent reports that the goal G has been achieved, the mobile agent then transits
to the Converger state with p,,, = pmae.. Mobile agents in this state tend to verify whether the
converged goal G is an optimum or not. A mobile agent m; in the Converger state migrates in the
network W to find other mobile agents having a better solution than the one it has found. If the
mobile agent m; finds another mobile agent m; having a better solution (as per the criteria defined
by the user) then m; receives the shareable-intelligence from m; into its Bag B"™:. This makes the
mobile agent m; to transit back to the Collector state and once again join the cycle. However, if
Pm,; becomes less than or equal to 0 for the mobile agent m; in the Converger state and B is still
empty, it triggers the mobile agent m; to exit the learning cycle. Hence a mobile agent m; exits
the learning cycle iff

(mi = G) A (pm, < 0) A (|B™[=0)

i.e. mobile agent m; is able to provide the desired outcome as prescribed by the goal G, it has
exhausted its migration resource p,,, and the Bag B has no new information.

The overall process halts when all the mobile agents exit the learning cycle through the
Converger state. The Algorithm 1 depicts all the functions of a mobile agent in the proposed
framework as described above.

4.2.6 Dynamics within the Framework

As mentioned, both p,,, and &, act as fuel for migration and on-node execution on part of the
mobile agents, respectively. The dynamics that regulates the values py,, and &,,, are discussed
below.

Dynamics of p,,

It has been assumed that each b; € B™ gained in the learning exercise by the mobile agent m;
in the Collector state, to achieve the goal G, has a value or weight associated to it. This weight
is synonymous to the profit gained or loss incurred, as the case may be, in using this piece of
intelligence to advance towards the goal G. Let ¢,,(.) be the function which returns this weight for
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Algorithm 1: Algorithm embedded within Mobile Agents
Input o, L, G, P, pmaz
Output : Convergence path to G
Initialization: B™i = {}, S™i = {}

1 while Not converged to G do
2 enter_node(n;); // Executor State //
3 while &,,, > 0 do
4 Exec_Plan = action_sequence(p);
5 initialize(&,,, Erec_Plan);
6 to_StaticAgent(a;, Exec_Plan) ; // Mobile to Static Agent Interaction
7 receive_feedback(); retrieve_intelligence(S™);update_potential(&,,, );
8 end
9 if G is not reached then
10 Pm; = Pmaz ; // Collector State //
11 while p,,,;, > 0 do
12 migrate_next_node();
13 en_queue(Qn, );
14 pm; = migration_penalty(pm,, B™);
15 if information request received then
16 ‘ share_intelligence(S™); // Mobile to Mobile Agent Interaction
17 end
18 if end_of_queue then
19 find_shareable_agent/();
20 if agent is available then
21 Woig = I, (B™);
22 b; = get_shareable_intelligence(); // Mobile to Mobile Agent
Interaction
23 B™i = B™i Ub;; Whew = Iy, (B™);
24 pm; = migration_reward(pm,, Woid, Whew);
25 end
26 end
27 end
28 end
29 else if G is reached then
30 Pm; = Pmaz; // Converger State //
31 while p,,;, > 0 do
32 migrate_next_node(); en_queue(Qy, );
33 pm,; = migration_penalty(pm,, B™);
34 validate_convergence(G);
35 if G is non-optimal then
36 Jump to Collector State ;
37 end
38 end
39 end
40 if G A (pm; <0)A(|B™]=0) then
41 | exit() ; // Convergence
42 end
// Assimilator State //
43 run_learning_algorithm(L, B, S™i);
TH '1520—]4(36101&&,new,sequence(go); 18
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each b; € B™. Hence, the net weight (Il,,,) of the Bag, B™, is calculated as:
IL,,, = Z bw(b;),Vb; € B™ (4.1)
i

The weight function ¢, (.) depends on the underlying application and can be designed based
on a knowledge-sharing model as proposed in [251].

A mobile agent always enters the Collector state with py,, = pmaz, Where ppqq is the maximum
possible value of p,,, conferred on it a priori. A migration penalty is incurred on p,,, whenever a
mobile agent m; in the Collector state moves to a new node.

The value of p,,, at the new node is computed as:

L. :
Pm;(Tn)e”mi ,if Iy, > 0
FREAN { o (42)

n
Pm; (xn) (1 — /ﬁ) , otherwise

where x,, denotes the n*" instance.

As can be observed in the above equation, the value of p,,, degrades exponentially with
increase in the weight of the Bag B™. The exponential reduction in p,,, based on the weight of the
bag allows for a quick examination of the information gathered so far while if there is no content
within the Bag, B™¢, the agents keep on looking for information within the network by expending
a proportion of their current p,,,. On the contrary, if the Bag B™ is empty, the mobile agent’s
payload is lighter and p,,, is high, forcing it to explore for fresh information across the network W
by migrating to other nodes in search of other mobile agents that can provide the same.

While the above equation tends to reduce p,,, of an agent due to migrations, it is also recharged
whenever a mobile agent in the Collector state receives information from another mobile agent as
a result of local sharing. This also means that whenever there is an increase in weight II,,, of the
Bag within a mobile agent m;, the value of p,,, increases empowering it to travel further into the
network W in spite of its sluggishness caused by the heavy Bag B™:. The value of p,,, when a
mobile agent m; receives and accumulates new information into its Bag B™ is calculated as:

A

Pm; (CUn-‘rl) = Pm, (flfn) = Cmeax (43)
m;
where
\ = H?r{iter_sharing . le)re“fore_sharing (44)

c is a constant and ¢ > 0. As can be observed, the increase in the value of p,,, is proportional to
the percentage increase in the weight of the bag and scaled by the maximum value of p,,, i.e. pmaq-
The constant c acts as a tuning parameter to control the value of p,,, which in turn controls the
movement of the agents.

Dynamics of &,

The Ezecution Potential (&) of a mobile agent decreases linearly with the execution of every action
within the action-sequence when the mobile agent m; is in the Ezecutor state. As mentioned earlier,
the action-sequence is derived from ¢ which is performed by the static agent.

gmi (:EnJrl) = gmz (l'n) — kg, kg >0 (4.5)
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However, when the mobile agent receives a positive feedback (defined by the user for the
specific problem whose solutions are being learnt using the algorithm L) from the static agent as a
result of executing an action, the Ezecution Potential (&) is topped up as:

kq and k, are constants whose values must be ascertained based on the problem being solved by
the agents.

The increase in &,,, allows for further exploration into the search space of the problem that
has not been achieved as a result of sharing with other mobile agents. It thus aids the generation
of new information and subsequent enhancement of the set S™".

4.3 Implementation

Since the work reported herein exploits the simultaneous or concurrent executions of multiple
agents running and sharing in parallel at different locations (nodes) within a network, experiments
if conducted on an inherently sequential simulator would grossly undermine the strength and ability
of the proposed framework. Hence, the whole framework was implemented using the Typhon [132]
platform over a Local Area Network (LAN). Typhon instantiations were used to realize various
overlay networks of different sizes varying from 10 nodes to 50 nodes over the LAN. Further, to
evaluate the robustness of the proposed framework, experiments were conducted using a dynamic
network of 50 nodes emulating a mobile computing environment. As the experimental test-bed was
completely implemented over a LAN, the results gathered also involve the real-time states (such
as processing speed, network conditions, etc.) of different machines used in the experiments. One
separate dedicated computer served as a log server to record events such as sharing, executions,
etc., at the various nodes. The events were time-stamped using the local time at the log server as
and when the relevant pieces of information were received from the individual nodes in the network.

4.3.1 Terms used in the Implementation

In this section, a glossary of various terms used in the implementation has been provided for better
clarity. The meaning of terms used are as follows:

e Virtual robot: This is a simulated robot which has been tasked to learn a sequence of actions
to reach a specified goal.

o Maze-World: This is an n x n grid structure with each cell of the grid having a set of sensor
vectors.

e Sensor Vector (SV): This is a set of sensor values perceived by the virtual robot in a cell
within the Maze- World.

e Static agents: These agents have the responsibility of executing operations on the virtual
robots and to interact with the mobile agents.

e Mobile agents: They act as the carrier of learned information from one virtual robot to
another.

e Node: The node comprises the Typhon Agent Platform, Queue for mobile agents, Maze- World
and the virtual robot managed by a static agent.
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Figure 4.4: The schematic of a 5 x 5 Maze-World. The top left corner in the Maze-World is the
location of highest light intensity and formed the Destination location. The difference in colour
variation of the cells show the change in light intensity as one moves away from the destination.
The black cells depict obstacles. The four directions of movement in the Maze- World are shown
separately.

e Network: This is the inter-connection of nodes which facilitates migration of mobile agents
from one node to another.
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Figure 4.5: An approximate visualization of the virtual robot network along with the Maze- World.

4.3.2 The Distributed Learning Problem (P)

For evaluation of the proposed framework, a problem involving a set of virtual robots assigned with
the task to learn a path from a fixed source (Sg - lowest light intensity) to a fixed destination (Sp
- highest light intensity) in a Maze- World was used. The visualization of the Maze- World is shown
in Figure 4.4 and the corresponding networked-framework is depicted in Figure 4.5. As can be seen,
the Maze-World is available within each virtual robot locally. The set of virtual robots form the
nodes of the distributed network. A static agent was also stationed at each node to manage all the
functions of the virtual robot on the Maze-World available within the node. As can be observed,
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the Maze-World and virtual robot replace the problem component P and the node in Figure 4.1
respectively. The network W is formed by the set of virtual robots situated within the nodes with
the Maze-World and static agent. The mobile agents use this distributed network to disseminate
the learned information received from the virtual robots via the static agents.

4.3.3 Specifications of the Virtual Robot

Each virtual robot is equipped with three virtual sensors viz. a Light sensor, an Obstacle sensor
and a Direction sensor. The value of the Light sensor increases as the virtual robot moves towards
the destination and is highest at the destination. Its value is inversely proportional to the distance
between the destination and the current location of the virtual robot in the Maze- World. Obstacles
may also populate the Maze-World. A virtual robot can sense these obstacles using its Obstacle
sensor which returns only a binary value viz. true or false. The sensor returns a true if there is an
obstacle in the direction of the virtual robot’s heading or when it encounters the boundary of the
Maze-World; else it returns a false. A virtual robot cannot cross any obstacle or the boundary of
the Maze-World. Further, the value of the Light sensor becomes 0 if the value of Obstacle sensor
is true. The Direction sensor returns the direction of movement of the virtual robot in the Maze-
World. There can be four possible values of the Direction sensor viz. Up (positive Y-axis), Down
(negative Y-azis), Right (positive X-axis) and Left (negative X-axis). Hence, a virtual robot is not
allowed to move diagonally from one location to another.

The virtual robot can perform five actions within the Maze-World. These actions are as
follows:

o Move_Forward: Execution of this task makes the virtual robot to change its location in the
direction of its heading one step at a time. For example, if the current location of the virtual
robot is (2, 3) and its current heading is Up, then the new location of the virtual robot would
be (2, 4) after the execution of the action Move_forward.

o Move_backward: FExecution of this action changes the location of the virtual robot in the
diametrically opposite direction of its heading without changing the current heading of the
virtual robot. For example, if the current location of the virtual robot is (3, 3) and the current
heading direction is Left then after executing the Move_backward action, the new location of
the agent would become (4, 3) and the heading will remain Left.

o Turn_Left: This action changes the heading of the virtual robot 90° towards the clockwise
direction of its current heading. The location of the virtual robot within the Maze- World is
not affected by this action.

e Turn_Right: This action changes the heading of the virtual robot 90° towards the anticlock-
wise direction of its current heading. The location of the virtual robot within the Maze- World
is not affected by this action.

e Turn_Back: This action changes the heading of the virtual robot to 180° of its current heading
without changing the location of the virtual robot in the Maze-World.
4.3.4 Embedding the Problem P in the Framework

All the virtual robots have been embedded with the sensor vectors (SV's) of the source (Sg), and
the destination (Sp) within the Maze- World using which they come to know about the source and
the destination. The goal G for the virtual robot is to find a series of SV transitions using the
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Figure 4.6: (a) Structure of a s; € S™i that a mobile agent m; shares with other mobile agents (b)
An example of s;8 forming a sequence

available actions to reach the destination viz. Sp from the source Sg. The network of virtual robots
uses the proposed framework to realize the mentioned objective.

¢w(.) is defined as the difference of the norm between the SV before and after an action is
executed i.e.

Pw(X) = [[SVo|| = [|SVill (4.7)

where, X is an action, SV is the sensor vector before the execution of the action and SV, is the
sensor vector after the execution of the action.

The S™: in this case is the set of SV's with ¢,(X) > 0. The structure of s; € S™ together
with an example s;s sequence are shown in Figures 4.6(a) and (b).

4.3.5 The Algorithm (L) used for Learning the Paths

The implementation uses a greedy approach to construct the sequence of actions towards the
destination. When the mobile agents are in the Assimilator state of the learning cycle (Figure 4.2),
they perform an incremental search within their Bags to find the associated transitions of SV's
to reach the destination Sp. This search explores various combinations of SV's available within
the Bag, B™ and S™i, of a mobile agent m; and outputs the sequence of actions closest to the
destination based on the SV transitions. Two elements of the Bag, b;,b; € B™ such that ¢ # j,

can be connected to form a link if SV, € b; (i.e. SV%) is equal to SV; € b; (i.e. S‘/;-bj) ie.

SV =SV

Thus, SV transitions or b;s result in a tree with either the start vector Sg (the SV of the
starting point in the Maze-World) or an SV closest to Sg (based on the cosine distance among
the SV's) at the root of the tree. Other b;s within the Bag, B, form the nodes of the tree. The
algorithm L uses Depth-First-Search (DFS) and outputs the branch having the highest length. In
case, two branches have the same length, it outputs the branch with highest weight, IT,,,. (calculated
using Equation 4.1).

After assembling the sequence of actions towards the goal, G, the mobile agent transits to the
Ezecutor state. As mentioned earlier, in Frecutor state the static agent at a node executes the
sequence of actions on the virtual robot thus evaluating the sequence of actions obtained using L
and records the fresh SVs. If the execution of all the actions is over and the Ezecution Potential,
&m,;, 1s still greater than zero, then the static agent selects an action at random out of the set of
actions (¢) and executes them. This allows for the self-discovery on the part of the agents which
can be shared with others. If the mobile agent has an empty Bag, then the static agent selects
actions at random from the set of available actions and executes it until §,,, < 0.
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4.3.6 Complexity Analysis within the Maze- World

Let us assume that the size of the Maze-World is n x n. One may note that there could be more
than one SV possible within a cell in the Maze- World. For example in the present Maze- World
there are four different SV's, one for each direction within a cell. If S is the number of SV's possible
within each cell of the Maze- World, the total possible SV's within the Maze- World would be Sn?.
Let A be the number of actions that can be performed and [ be the length of the sequence of actions
to be executed to reach the destination (Sp). If the starting point for all virtual robots is fixed

(Sg) within the Maze-World, then the total search space would reduce to O(Zl).
If the length, [, of the sequence of actions is not known, then for a single agent, the total time
complexity to reach to the destination location (Sp) in the worst-case would be:

Sn?—1

=0 Y &
=1

This gives us the upper bound on the time complexity of the search space using a single virtual
robot positioned at a fixed location within the Maze- World.

Further, let us assume that o number of virtual robots at a fixed location within the Maze-
World are trying to move towards the given destination. In the best case when no redundant
executions are performed due to one-to-all sharing amongst virtual robots, the total time complexity
of exploring the Maze-World by « virtual robots is of the order of 5/« plus the overheads incurred
in sharing.

Let the time taken for sharing intelligence between two virtual robots be .. Apparently, the
sharing of information involves two virtual robots (one who provides the information and the other
one who receives it) at a time. Hence, the total number of sharing events required to disseminate
the intelligence within each virtual robot among the remaining virtual robots would be *Cs. It may
be noted that the virtual robots can share intelligence concurrently. If « is even, then the number

of concurrent sharing events possible is a/2. Thus the total time required to share the intelligence
(2t O‘Cz)
.

In case if « is odd, this time complexity would become (% + o — 1) t.

among the « virtual robots would be

Hence, the total time complexity to reach the destination in the best case for « virtual robot

(a being even) would be:
2t, @
o (1270

(0%

This forms the lower bound on the time complexity of the overall search space. Let 6 be the
time complexity of solving the problem P using the proposed framework. Since, in the proposed
framework o > 1 along with localized sharing using the concept of mobility of learned information,
intuitively 6 will be bounded as: v < 6 << 3

It may be noted that these bounds are not so tight on @, yet they give us an approximation
of the reduction in the search space and time complexity when the proposed sharing framework is
used.

4.4 Results

Experiments were carried out on various networks of virtual robots with different populations of
mobile agents to learn a sequence of actions (i.e. the goal G in this case) to reach the destination.
Each experiment was performed at least 10 times to counter any stochastic influence. The time
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required to complete each of the experiments varied between 300 to 3000 seconds. The average of 10
runs has been portrayed in the results. The values of various parameters used for the experiments
are:

€ = 0.2, ppmaz = 10, n x n (Size of maze) = 50 x 50, Start Location (Sg) = (50, 0), Destination
Location (Sp) = (0, 50)

The mobile agents were placed arbitrarily at different nodes within the network of virtual
robots during the start of each of the experiments. All the nodes in the network of virtual robots
were connected in the form of a mesh.

For experimentation, Typhon [132] based networks with sizes varying from 10 nodes to 50
nodes were created. The densities (D) of the mobile agents within a network, which can be defined
as the ratio of number of agents to the number of nodes in the network, were varied from D = 0.1
to 0.5 on each of the networks and all the executions were logged. The experiments involved the
problem of finding the sequence of actions required to traverse from the starting location Sg to the
destination location Sp within the Maze- World with no obstacles. To vary the problem setting, The
experiments were also conducted on a 50-node network with the Maze- World having contiguous
obstacles occupying co-ordinate locations (40, 0) to (40, 40).

Two important factors that are crucial to verify the effectiveness of the proposed framework
are - the size of the network (i.e. number of nodes in the network) and the number of mobile agents
involved. While the former tests the scalability of the framework, the latter can ensure a faster
convergence. Hence, as a performance yardstick, the density (D) of mobile agents was varied in
networks of different sizes and the average number of executions that the virtual robots took to
converge to the goal G was recorded. The number of executions of virtual robots mean the number
of times each mobile agent entered the Ezecutor state (Section 4.2.5). Thus, the average number
of executions is the ratio of the total number of executions (until the convergence of all the mobile
agents in the network) to the total number of mobile agents.
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Figure 4.7: Final converged sequences of five agents in the Maze- World from the Source at (50, 0)
to the Destination at (0, 50) in a 50-node network - (a) Without Sharing (Paths are distinct) (b)
With Sharing (Paths are highly overlapped).

4.4.1 Converged Sequences of Actions

The graphs in Figures 4.7(a) and 4.7(b) depict the final converged paths taken by the virtual
robots with 5 mobile agents in the 50-node network. Figure 4.7(a) shows the converged paths of
five virtual robots without sharing i.e. when the proposed sharing framework was not used. While,
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a total of 5 mobile agents (D = 0.1) in the 50-node network were used with the proposed framework
for the graph in Figure 4.7(b). As can be observed in Figure 4.7(a), when the proposed sharing
framework is not used by the virtual robots, all the virtual robots discover different sequences of
actions (paths) to the destination Sp for the goal G. However, all the virtual robots converge to
the same sequence of actions when they share information with one another. These graphs not only
show the impact of sharing but also reveal the expected performance of the proposed framework.
The goal G, assigned to the virtual robots, was to find a sequence of actions (as discussed in Section
4.2.5) that facilitate their movement from a source at (50,0) to a destination at (0,50). It can be
seen clearly that sharing of information definitely helps these virtual robots achieve their goals in
lesser time with fewer number of executions. From the logs, it has been found that the average
number of executions was 195 when the virtual robots did not share information whereas it was
a mere 92 when sharing was embedded using the proposed framework. It should be noted that
all the virtual robots are required to find their path individually. The results indicate that the
proposed framework allows mobile agents to search in different directions (possibilities) and the
best amongst them is taken up by all the virtual robots to beeline towards the goal. Similar trends
were observed in all other cases considered for the experimentation.

Further the converged sequence shown in Figure 4.7(b) is achieved by five different mobile
agents when they are completely oblivious of the information about other mobile agents within
the network along with any knowledge pertaining to the network itself (i.e. the number of virtual
robots). Hence, the proposed framework augments the algorithm L and facilitates the sharing of
information amongst the virtual robots in a truly distributed sense and also yields better perfor-
mance.
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Figure 4.8: Variations in the length of the sequences of actions of the virtual robots with executions
in case of five mobile agents in a 50-node network (a) Without Sharing (Mostly dissimilar sequences)
(b) With Sharing (Converge on the similar sequences).

4.4.2 Length of the Sequences of Actions

The graphs in Figures 4.8(a) and 4.8(b) depict the variations in the length of the sequence of actions
with respect to the executions on part of the virtual robots with five mobile agents whose converged
sequences are shown in the graphs in Figure 4.7(a) and 4.7(b) respectively. The differences in
the lengths of the sequences discovered by the five virtual robots against their executions can be
observed in Figure 4.8(a) when they are not sharing any intelligence amongst each-other. As can
be observed in the case when the mobile agents shared intelligence (Figure 4.8(b)), the lengths of
the sequences of all the virtual robots are spread evenly and confined along a common line even
before convergence when they are in the process of discovering the paths which is the period when
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execution increases. This illustrates that with no sharing of intelligence, the virtual robots search
egocentrically and explore to find their individual solutions. Whereas the virtual robots are able to
effectively constrict their search space towards the goal by sharing their piecewise knowledge using
the dynamics of the proposed framework. Each virtual robot thus tries to solve the sub-problems
of a common agenda. It can also be observed that the total number of executions performed by
all the five mobile agents taken together which is around 350 is less than half of the total number
of executions taken together of all the non-sharing virtual robots (around 900). Hence, the results
portrayed herein show that the proposed framework makes the virtual robots agree on a common
solution and share the best available information amongst each other using the mobility of the
learned information. The graphs in Figure 4.8 show one instance of the results obtained. Similar
trends were observed when the number of nodes and mobile agents were varied in all other cases
considered for experimentation.

4.4.3 Average Number of Executions

Figure 4.9 depicts the average number of executions required to learn a path from source to the
destination within the Maze- World of size 50 x 50 with varying number of nodes and mobile agents.

As can be observed from the graph in Figure 4.9, the average number of executions (until all
the mobile agents converge to a path to Sp) reduces monotonically with increase in the density
of the mobile agents. Further, the trend remains the same as the size of the network (number of
nodes in the network) grows. One can also observe that as the density becomes high (50% of the
total number of nodes), no significant difference in the average number of executions across different
network sizes is observed. It may be noted that in the real-world, the execution of a series of actions
is a costly affair both in terms of energy and time. Also, D = 0.1 in a 10-node network depicts a
scenario when there is no sharing since there is only 1 mobile agent in the network. The average
number of executions in this case is 195. While the average number of execution reduces to almost
half (110 executions) with D = 0.2 in case of 10 nodes. This depicts the huge gain in terms of
average number of executions when the mobile agents are sharing information against the case when
they are not doing so. Further, the average numbers of executions are higher in case of 50 nodes
when there was obstacles within the Maze- World against the no-obstacle case. This shows that the
complexity of the problem does affect the performance though the trend of executions remains the
same. It may also be noted that the reduction in the average number of executions is high when the
density of mobile agents varies from D = 0.1 to 0.2 in all the cases considered for experimentation.
This reduction slows down from 0.2 onwards and almost becomes asymptotic. Moreover, increasing
the density above 0.5 is not advisable as the population of mobile agents would clutter the network
and entail more communication overheads [128]. Hence, the results clearly show that the proposed
framework can effectively bring down the number of executions required to achieve the goal GG in a
fully distributed and asynchronous manner.

4.4.4 Average Number of Sharing Events per Execution

The graph in Figure 4.10 depicts the average number of times the sharing was performed per
execution with varying densities and sizes of the network. The average number of sharing events
per execution is calculated as the ratio of the average of the total number of sharing events performed
in 10 runs of each experiment to the average of the total number of executions in 10 runs. The cases
considered are same as described in the previous section. As can be observed there is an increase in
the average number of sharing events per execution with increase in the density of mobile agents in
each of the networks of different sizes. Further, as observed in the previous case, the trend remains
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Figure 4.9: Variations in the average number of executions to converge to a path from the source to
the destination within a Maze-World of size 50 x 50 by all the mobile agents for different densities.
The graph is plotted by taking the average of 10 runs in each case on Typhon based networks with
no obstacles in the Maze- World for the first five sets. The last set is one with obstacles stretching
from (40,0) to (40,40) in the Maze- World.
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Figure 4.10: Average number of sharing events per execution with different densities. The graph is
plotted by taking the average of 10 runs in each case on Typhon based networks with no obstacles
in the Maze-World for the first five sets. The last set is one with obstacles stretching from (40,0)
to (40,40) in the Maze- World.

the same across different network sizes and problem setting. Apparently, the average number of
sharing events per execution is 0 in case of D = 0.1 in the network with 10 nodes. The graph
also reveals the fact that an initial increase in the density of mobile agents aids to expand the
search in multiple directions which increases the amount of sharing. However, a high density of
mobile agents within the network causes redundancy in the search space and hence creates less
amount of shareable intelligence amongst each other. Further, the graph also shows that a change
in the problem setting (Maze- World with obstacles) does not alter the trend or the behaviour of
the sharing among the mobile agents. It can also be observed that the amount of sharing increases
when the problem becomes more complex (Maze- World with obstacles) because of the increase in
size of the search space.

It may be noted that there is a marginal difference (< 0.05) in the average sharing per
execution between D = 0.4 and D = 0.5 across all cases. These are possibly the best operating
densities of the number of mobile agents in the proposed framework to effectively use distributed
asynchronous sharing in the current problem setting of the Maze- World. Though a lower number
of mobile agents could eventually find the solution (taking more number of executions and less
sharing), an optimum number of mobile agents in the network could hasten the process while also
effectively utilizing the network resources. A mechanism to dynamically vary the density of mobile
agents based on the current size of the network as reported in [128] could aid the performance of
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Figure 4.11: Movements of all five virtual robots with sharing from the start of the experiment
until convergence - (a) with D = 0.1 in a 50-node network with no obstacles in the Maze-World
and (b) with D = 0.1 in a 50-node network with an obstacle stretching from location (40,0) to (40,
40) in the Maze-World.

the proposed framework.

4.4.5 Distinct Movements of Virtual Robots within the Maze- World

The graphs in Figures 4.11(a) and 4.11(b) depict the movement of all the virtual robots within the
Maze-World of size 50 x 50 for D = 0.1 in a 50-node network without and with obstacles. The
final converged sequences of actions (G) of all the virtual robots are also depicted in the graphs.
These two cases of Maze-World exhibit different levels of complexities for the virtual robots to
reach the destination location (50, 0) from the starting location (0, 50). When there is no obstacle
within the Maze-World, the obvious way to traverse the Maze-World to reach the destination
is to move diagonally while in the presence of an obstacle the best choice is to follow the path
alongside the obstacle towards the destination. In case of an obstacle, the virtual robots need to
exert more energy in terms of the number of executions required to explore the path alongside the
obstacle as compared to a diagonal path in the absence of the same. Insertion of multiple obstacles
along the path also gave similar results. As can be observed from the graphs, the final converged
sequence of actions (G) in both without and with the obstacles, for all the virtual robots is the best
possible intersection of the sequences available to reach the destination location at (50,0). Since
the learning algorithm discussed in Section 4.3.5 does not ensure the optimality in the movement
of virtual robots towards their destination, such an effect evolves as a result of the distributed
asynchronous sharing of intelligence available within each mobile agent which in turn circulates
the knowledge of the global best among all the virtual robots. Sharing of information on part of
the mobile agents seems to bring back the virtual robots that drift away from the optimal path
resulting in a drastic reduction in the number of otherwise futile executions. It thus motivates
the entire population of virtual robots to pursue a common and possibly more optimal path in an
orderly and unified manner.

4.4.6 Frequency of Sharing

Figure 4.12 shows the change in number of sharing events versus time along with the associated
linear trendline for D = 0.5 in a 50-node network. It may be noted that the X-axis indicates
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Figure 4.12: Number of sharing events among 25 agents in a 50-node network (D = 0.5) against
time in seconds.
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Figure 4.13: Performance in the Typhon based 50-node dynamic network of virtual robots with
varying densities from D = 0.1 (5 agents) to 0.5 (25 agents) (a) Average number of executions to
converge to a path from the source to the destination within a Maze- World of size 50 x 50 by all
the mobile agents (b) Average number of sharing events per execution.

the time-stamps recorded by the log server (as mentioned in Section 4.3). As can be seen, the
linear trendline drawn based on the frequency of sharing events has a negative slope. Since the
mobile agents try different combinations of actions on to the virtual robots initially they tend to
discover diverse piecewise solutions causing the sharing events to be high. The number of sharing
events decreases gradually as the virtual robots move towards the goal. This is because the initial
high level of sharing causes the mobile agents to converge closer to a common path causing lesser
diversity of information within their respective bags resulting in a gradual reduction in sharing.
A similar trend was observed in all other cases of varying nodes and mobile agents used in the
experimentation.

Sharing thus seems to constrain the mobile agents to search within a common and narrower
search space. This could lead the virtual robots to follow a non-optimal path (local optima). One
alternative to circumvent this could be to embed a different learning algorithm within a few mobile
agents so as to force them explore the search space in a different manner ensuring diversity of the
contents in the various Bags for a longer time. This increase in diversity of the piecewise solutions
carried within the individual Bags of the mobile agents will consequently increase sharing and aid
in an exit path from possible local optima.
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4.4.7 Performance in a Dynamic Network

Figure 4.13 depicts the performance of the proposed distributed intelligence-sharing and learning
framework in a 50-node dynamic network. The dynamic network was created using a variant of
the Erdds-Rényi G(n,p) model [252]. Initially a mesh network of 50 nodes was established over a
LAN. Each node within the network was provisioned to break their connections with any of their
current neighbours with a probability of 0.3. A node was allowed to make a new connection with
any other node in the network with a probability of 0.5. Each node exercises the event of altering
their connections after a time interval randomly chosen between 10 and 20 seconds in real time.
Thus, the virtual robots within the dynamic network mimicked the movement or mobility of actual
mobile robots just as in a mobile ad-hoc network by breaking and making new connections with
other robots as they move physically. From the logs, the minimum degree of a node (d) was found
to be 0 while the maximum degree was found to be 27. When a virtual robot becomes isolated
(d = 0), then all the mobile agents within that node become dormant and wait till the virtual robot
reconnects. Hence, the total number of nodes in the connected network keeps on varying with time.

As can be observed from Figure 4.13(a), the average number of executions (until all the mobile
agents converge to () reduces with increase in the density of the mobile agents within the 50-node
dynamic network. This follows the same trend as observed in case of the static networks discussed
earlier. Further as shown in Figure 4.13(b), the average number of sharing events per execution
increases with increase in the number of mobile agents within the network. The trend of the graph
in this case also remains similar to the previously cited cases of static networks. As can be seen
from the graph, there is an initial boost in the average number of sharing events per execution in
case of 5 mobile agents to 10 mobile agents while the same slows down as one moves from 10 mobile
agents to 25 mobile agents. As mentioned earlier, this is due to the fact that an initial increase in
the density of agents aids to expand the search in multiple directions resulting in an increase in the
overall sharing. As the density of mobile agents increases, redundancy in information discovered
by the mobile agents increases thereby lowering the quantum of shareable intelligence.

It may thus be observed that the proposed framework is suited to networks wherein the
nodes are mobile. This emphasizes the robustness and flexibility of the proposed framework for
intelligence-sharing and learning in distributed environments. The results substantiate the viability
of using the proposed framework in distributed mobile computing environments.

4.5 Discussions

The proposed framework opens numerous avenues for testing and verifying a gamut of learning al-
gorithms over distributed, decentralized and asynchronous environments. Convergence is hastened
due to faster access to newly weaned information gained from sharing on part of the mobile entities
in the network. The multi-agent paradigm coupled with this mobility of learned information, facili-
tates collaborative learning among a set of location-unaware entities or nodes in a large distributed,
decentralized and asynchronous system. The intrinsic flexibility of agent based technology used by
the framework could also allow learning of multiple goals by the various entities in a network. Thus,
in an N-node network, I nodes could be trying to find a solution to a problem P;, J nodes could
be doing the same for another problem P,, while the rest (N — I — J) try to solve P3. These
problems may need to be solved concurrently or could even be made sequential using techniques
cited in [135, 136]. In such a case, the N-node network would be hosting heterogeneous sets of
mobile agents which use the proposed framework to solve their respective problems. Heterogeneity
in this case refers to the difference in the parameters and the learning algorithms used by the three
sets of mobile agents attempting to solve the problems P;, P, and Ps respectively as mentioned
above. Given a heterogeneous set of algorithms say L1, Ly and L3 to be used to solve a particular
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problem P, such a set up of the framework could also be used to evolve the best algorithm. In
this case, three sets of mobile agents could be primed to solve the problem P using an algorithm
respectively within the proposed framework. Consequent to this, each set of mobile agents would
evolve three solutions S7, So and S3 based on the algorithms L1, Lo and Lg respectively. In order
to find the efficacy of the solutions S; and find the best among them, an Idiotypic network [131]
based mechanism such as the one proposed in the previous chapter (Chapter 3) could be used.
The mechanism proposed in the previous chapter could allow the N-node network to automatically
evolve the best solution out of Sy, S9 and Sj.

In addition, if it so happens that an algorithm L, performs optimally during the initial phase of
learning but unfortunately deteriorates in its performance at later stages while another algorithm Lo
behaves just the reverse way then running them together within the framework could be meaningful.
While the set of mobile agents using L; will clearly dominate in performance initially, the other
set of mobile agents using Lo will use this learned information and enhance the convergence at a
rapid pace. The heterogeneous set of mobile agents using different learning algorithms can thus
co-operate and lead to a better solution using this framework. Since the performance of different
algorithms could vary depending on the problem at hand such a hybridizing of algorithms could
pave ways to newer and more efficient mechanisms.

The framework could also be enhanced by supplementing it with cloning of the best performing
sets of mobile agents as described in [128]. Accordingly, the cloning of mobile agents would not only
enhance concurrent processing by increasing the population of the best performing agents, but also
restrict the lesser performing ones from consuming precious system resources such as bandwidth
and computation times. Modifying and emulating variants of population based algorithms such as
Evolutionary Computing and Genetic Algorithms (GA) including Island models [253] can also be
performed using this framework.

As discussed earlier, the design methodology of the proposed framework is inspired by the
interactions in social insect colonies and draws concepts from the domain of Evolutionary Com-
puting and Genetic Algorithms (GA). Modifying and emulating variants of such population based
algorithms can also be performed using this framework. If each mobile agent carrying the learned
information is considered as a candidate solution, then this framework can be viewed as a real-time
formulation of a distributed GA. The support for mobility of candidate solutions in this frame-
work also allows the real implementation of Island models of parallel GA [253]. Such models have
been proposed as a distributed implementation but have hardly been used, possibly due to the
non-existence of a convincing platform to realize them. Looking for the analogies between the pro-
posed framework and GA, it may be observed that the Migration Resource, p;,;, mildly mimics the
crossover operator used in a GA. It also makes candidate solutions to be nomadic and forces their
movement from one island population to another. Further, the Execution Potential, &,,,, partially
mimics the mutation operator used in a GA by forcing the system to try out new solutions. Given
a set of actions, it makes the system try out new permutations and combinations of these actions.
The feedback provided by the static agent at the nodes participating in the learning exercise can
be attributed to the fitness of the solutions in a GA. Similar analogies can also be derived for other
population based bio-inspired algorithms such as Particle Swarm optimization (PSO) [254]. The
proposed framework can thus be effectively utilized as a potential tool for intelligence-sharing and
learning in large distributed systems in a variety of scenarios.

4.6 Chapter Summary

Distributed intelligence-sharing and learning in multi-agent systems, both open up a wide variety
of applications, that range from sensor beds to smart cities [24]. Mobile agent technology can play
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a crucial role in optimizing the use of local computing resources and distributed decision making
in highly complex and scalable systems. This chapter attempts to highlight the advantages of dis-
tributed intelligence-sharing and learning using a set of mobile agents. The emulation experiments
presented in this chapter provide valid proof-of-concept for the same. The model of intelligence-
sharing and learning proposed herein could be used as a framework to realize distributed and
continuously evolving systems which in turn could exhibit emergent behaviours. A variety of user-
defined learning algorithms could also be used concurrently by different sets of agents within this
framework.

It may be noted that the proposed framework makes use of information available locally
(within a node) to achieve a global objective. This is akin to the functioning of densely populated
insect colonies such as ants, honeybees, etc. [244]. The asynchronous sharing and consequent
learning observed in the proposed framework could provide insights to the manner in which these
swarms interact and converge towards a goal. It further opens up avenues to explore applications
in the domain of asynchronous robotic swarms wherein every execution consumes precious energy
stored within their batteries. Such a system could thus enhance the capabilities of the robotic
swarm several manifolds. It is possible to conjecture each robot in a swarm as a mobile agent and
then embed the whole mechanism of local sharing and learning to constitute an intelligent mobile
ad hoc network of robots. The framework described herein can also be used in many Internet of
Things (IoT) and Cyber-Physical Systems (CPS) based applications. Some of the examples of such
applications can be - energy management in smart buildings [255] wherein a set of mobile agents
could be used to learn a schedule of energy consumption by various networked devices, intelligent
water distribution systems [256] wherein such agents could share the information of a distributed
network of various water reservoirs and optimize water distribution. Other applications could be
the learning of the occupancy patterns of large buildings [257] for regulating HVAC systems and
distributed intelligent traffic monitoring and management systems [206, 207] wherein the agents can
share the information of heavy traffic routes and learn traffic regulation rules to cater to different
times of the day thus evolving optimized route schedules. In industry automation such agents can
share the information of workloads on different remotely located machines and learn an optimized
schedule for job allocations on-the-fly while in intelligent warehouse management systems these
agents can facilitate sharing of information of the items placed in various smart racks and shelves
to come up with the better and optimal strategies to improve logistics and placement of goods, etc.
Use of a set of mobile agents, empowered with the sharing and learning mechanisms, in all these
scenarios is bound to instil and enhance intelligence in such networked environments.

Although this chapter alleviates the problem of learning a sequence of actions using a set of
mobile agents in order to achieve an objective, synchronized execution of such a sequence of actions
(tasks) in parallel by a set of asynchronous mobile agents still remains non-trivial. In addition, it
may also be the case that the sequence of tasks needs to follow a particular order of execution over a
large distributed network of robots. In such cases, multiple mobile agents, each of which is carrying
the sequence of tasks, need to coordinate and synchronize their actions so as to avoid clashes and
redundant executions over the network. A mechanism to ensure the recovery of the system in the
event of a failure of a task also becomes mandatory. The next chapter presents a technique for such
a synchronized execution of a sequence of tasks by a set of nodes in a distributed network using
multiple mobile agents. The technique uses stigmergy based communication amongst the mobile
agents for conveying task-related information to the various mobile agents within the network.

SRUCES St
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“Everything that depends on the action of nature is by nature
as good as it can be.”

Aristotle (384 BC — 322 BC)
Greek philosopher and scientist

Synchronizing the Execution of a Sequence of
Tasks

Execution of tasks among networked robots is a crucial aspect of their utility and productivity in any
environment. Many a time these tasks are dependent on one-another in order to achieve a desired
configuration. Synchronizing the activities of each of the networked robots to make them execute a
set of interdependent tasks becomes challenging since one has to take into account the complexities
involved in communication, distributed sensing, control, etc. Circumventing these challenges using
traditional approaches of master-slave based mechanisms [258] is not robust and does not scale
well. Non-conventional approaches based on social insects, have considerable attention from the
researchers to address the challenges involved in coordinating the activities of various autonomous
and networked entities woven within a network fabric. Examples of highly distributed synchronized
activities can be witnessed in the natural swarms such as ants hills, bee-hives and wasp-nests. The
co-ordination of various activities within a colony of such insects is performed stigmergically through
indirect communication.

The work presented in this chapter is inspired by the self-organized synchronous behaviours
exhibited by such insect colonies. A novel technique for near synchronous execution of a sequence
of tasks by a set of networked robots is described. The technique makes use of mobile agents [109]
that emulate the insects and exploit the concept of indirect or stigmergy based communication so
that a sequence of tasks is executed within each of networked robots in a synchronous manner. The
mobile agents operate autonomously without any direct mutual interaction which tends to save
communication overheads. In the proposed technique, the mobile agents remain oblivious of their
total number within the network as also the total number of robotic nodes. The technique also
inherently exhibits self-healing at times when a task fails for some reason.

5.1 Motivation

Simple behaviours and interactions between the individuals in a swarm of living organisms have been
known to lead to the build-up of many a complex structure in nature [259]. Termite mounds, wasp
nests, ant hills, bee hives, etc. form some of the most pertinent examples of such structures. These
insects are limited in their capabilities and perceptions but are yet able to create such architectural
monuments with finely devised techniques that can withstand high temperatures, moisture and rain
[260, 261, 262], even in the absence of any global control system within. Researchers have long been
trying to unravel the secrets behind how these insects manage to construct such structures in a
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distributed yet decentralized manner. Various theories and models have been proposed to mimic and
comprehend the techniques used by these social insects [263, 264, 265, 266, 267, 268, 269, 270, 271].
Apparently, there must be some underlying asynchronous and co-ordinated sense embedded within
each insect that aids it to locally decide as to what action needs to be performed. The co-ordination
of activities among these insects occurs due to their local interactions generally with those within
their vicinity and also changes in the environment [272]. Interaction with the environment plays
a vital role in the transfer of information throughout the insect colonies. Changes made in the
environment allow for an indirect dissemination of information. Responses to such stigmergic
stimuli are well organized both spatially and temporally in several species of insects. Stigmergy,
thus seems to drive the various processes in such insect colonies [259].

Deneubourg et al. [263] have proposed that termites possibly build their mounds by sensing the
pheromone field gradient which is mixed along with the debris before deposition. Tofts and Franks
[273] have proposed a simple “Foraging for work” model wherein they generalized the understanding
of task allocation among insect colonies such as ants, honey bees and naked mole-rats. According
to them the tasks are spatially organized in insect colonies and bare a correlation with the age of
insects. Their model was later criticized for unrealistic assumptions in the simulations that they
performed [274]. Inspired by the manner in which wasps build colonies, Theraulaz and Bonabeau
[266] have proposed a model that can exhibit their distributed nature of building structures. They
have decomposed the entire task of building a structure into a finite number of steps. Further, it
is assumed that the local configurations that are generated in a given state differ from those of an
earlier or later state. This prevents any possible disorganization in the chain of events or tasks.
Each individual in the colony needs to know all the rules to be followed to build the complete
structure. The stigmergic stimuli cause the turning OFF or turning ON of these embedded rules
within the individuals. Mason [275] discusses how these rules can be driven by pheromone gradients
for continuous cellular automata. Werfel et al. [276] uses a simulation to show how various complex
structures can be created using robotic swarms. They assumed the environment to be caches of
blocks and beacons which send out signals while the robots perceive them. This perception triggers
specific rules as to where they should place the blocks. Beshers and Fewell [269] provide a vivid
description of the various models proposed to elucidate the task selection and their performance
in insects colonies. They concluded that though the exact interpretation of colony dynamics is yet
to be unraveled, the proposed models do point out that the behaviours of the colony are affected
by both internal and external factors. The most crucial aspect to be looked into while devising
a model that can mimic the stigmergic behaviour of the insects is the manner in which an entity
comprising the swarm senses its environment. The strategies proposed so far employ signals or
pheromones that need to be sensed from the environment so that they can trigger a set of rules
within the entity. Implementing such mechanisms in real systems still remains a challenge.

Many researchers in the domain of robotics have tried to mimic the phenomena prevalent in
insect colonies particularly those of division of labour and stigmergic communication [277, 278,
279, 280, 281, 282, 283]. The distributed nature of task performance in social insects having simple
behaviours along with other interesting features, such as flexibility, robustness, decentralization
and self-organization are essential in realizing a dynamic distributed application with built-in fault
tolerance [81]. Krieger et al. [277] have implemented dynamic task allocation based on the fixed
response threshold model [284]. They assigned a team of robots to maintain a stock of energy
at a nest. Each robot is assigned a fixed threshold for foraging. Whenever the nest energy level
falls below the individual activation-threshold of a robot that robot chooses the task of foraging.
Thus this model dynamically allocates the task of foraging to individual robots. Jones and Mataric
[281] have used simple rule based approach to vary the number of foragers in a set of dynamically
evolving concurrent tasks. Grof3 et al. [280] have used a finite-state machine based approach to solve
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complex foraging tasks using a colony of autonomous robots. They described a self-organizing and
dynamically varying hierarchy among the groups and teams of robots. Inspired by the Deneubourg’s
learning model [285] for foraging in ants, Labella et al. [286] proposed an algorithm for division
of labour in an object retrieval task where the ratio of the number of foragers to resters is altered
adaptively. Liu et al. [287, 288] use a similar mechanism for the foraging activity using three
different types of cues viz. internal, environmental and social.

Though much of the work has been concentrated on the division of labour in insect colonies, a
few researchers have tried to model the synchronization of activities within [289]. This phenomena
of synchronized colony behaviour has been found in various insects such as ants [290], fireflies [291],
social spiders [292] and fiddler crabs [293]. Bonabeau et al. [289] have used simulation to portray a
simple model for recruitment based foraging in ants wherein they show that the synchronization of
activities increases the foraging efficiency of the colony. However they have not described how the
synchronization can be achieved. Delgado et al. [294] have used a fluid neural-network in simulation
to show that self-synchronization among the individuals enhances the efficiency of the colony as
a whole and that there is a general relation between task performance and self-synchronization.
Trianni and Nolfi [295] have studied how a group of robots having simple behaviours and minimal
communication capabilities can show self-organized synchronization. They have used the dynamical
system analysis to explain the self-organizing behaviour of individual robots for the synchronization
activity using differently sized groups. Using neural networks and evolutionary algorithms to evolve
controllers they have displayed the self-organized synchronization both in simulation and on real
robots. Chevallier et al. [296] have studied the behavioural synchronization and division of labour in
foraging swarms using simulations and have concluded that the synchronous flocking of individuals
in the swarm reduces the chances of collision thus increasing foraging efficiency. Zecca et al. [297]
have used RFID tags distributed in a simulated environment which act as information sources.
Using ubiquitous computing by a swarm of simulated robots, they have portrayed synchronization
among the robots with their teammates within a zone to complete a collaborative task.

Most of the work reported so far are in the form of simulation and involves some amount of
direct inter-agent communication to realize the synchronization behaviour. These direct inter-agent
communications become difficult to realize in real-world due to interference, loss of connectivity or
bandwidth problems. Further, these works do not address the issue of detecting failures and conse-
quent mechanism or self-healing during a synchronization activity. Though stigmergy is central to
most synchronization approaches, it seems that the researchers have not sufficiently exploited the
idea of indirect communication. Attempts to achieve a real-world synchronized swarm behaviour
with an ability to recover from possible failures still seems grossly missing.

In the succeeding sections, the proposed technique and the results obtained from its emulation
on real networks have been described.

5.2 System Description

The technique proposed in this chapter uses asynchronous nodes (robots) and mobile agents. This
means that the nodes and the agents do not participate in any kind of exchange of information
amongst each other. Both the entities - the nodes and the agents thus act independently. The goal
is to execute an ordered sequence of distinct tasks using a set of mobile agents populating a network
such that all the agents switch on the next task in the sequence simultaneously, thus making the
executions at the various nodes synchronous. The order or sequence of the tasks is available to all
the agents a priori as in [266]. For example assume a scenario in which tasks 77, T5,... Tp,, need to
be executed sequentially to build a structure. Let us imagine the construction of an enclosure by a
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set of agents (say ants) wherein tiles are to be laid initially on the floor (77), then the bricks laid
to form the walls around it (7%) and finally concrete slabs that make the ceiling (73). These tasks
need to be performed in the prescribed sequence. It is obvious that the ceiling cannot be built
without the walls in place as also the walls cannot be, till the floor is in place. However, executing
each task requires several tiles, bricks or slabs to be laid and cemented. Building such an enclosure
could be divided into a sequence of parallel sub-tasks that could be performed by a set of mobile
agents. When all the required tiles are laid on the floor by a set of agents to form the floor, a task
switch needs to be performed within each agent to instigate it to perform the next task of laying
bricks for the walls. Naturally an early switch to the second or third task by any of the agents
can cause the enclosure to collapse. The asynchronous agents thus need to switch to the next task
almost synchronously using some form of innate releaser [298] assisted by stigmergy. Further, if a
few bricks in a wall come off loose when the ceiling is being built, the agents in their proximity
should switch back to this previous task of cementing bricks and on completing go back to building
the ceiling, thus exhibiting self-healing.

The main objective of the work reported herein is to synchronize the switching from one task
to its successor in a given sequence of tasks, all of which need to be executed within every node
within a network. The agents that switch on these tasks should also exhibit self-healing.

5.3 Synchronization Scenario

The strategy described herein is inspired from the mechanism on how a colony of ants or some such
swarm of insects possibly build an enclosure. To simplify the process of exposition, an approximate
analogy of the construction of a square enclosure, as mentioned earlier, is provided which involves
the following tasks to be executed by ants in the following sequence:

1. Laying of tiles along the floor. (Construction of the floor is assumed to be complete only after
this task is performed on each unit of space on the floor.)

2. Laying bricks on any of the four sides of the floor to eventually, build the walls. All four walls
could be built in parallel by the insects. (All four walls around the floor are built when this
task is executed for every unit of space that comprises the four walls.)

3. Constructing the ceiling slab by slab. (It has been assumed that each such slab is propped
on some support initially and eventually glued to the neighbouring slabs to form the ceiling.)

It may be observed that this process of performing a set of tasks in the prescribed sequence
will yield an enclosed structure provided each individual comprising the colony or the swarm en-
sures that the switch from one task to the other is synchronized. Otherwise, it may so happen that
some of them may be building the ceiling when the floor and/or the walls are not completely built.
Synchronization can be achieved by having a centralized control which however would result in
numerous requests and signalling between the controlling and the controlled entities. Synchroniza-
tion needs to be achieved by indirect communication and control, as is possibly observed in nature.
Having provided the approximate analogy, a real network-oriented example as the emulation and
test scenario to demonstrate the efficacy of the proposed approach is being discussed further.

5.3.1 Agents and Tasks

The main entities in the synchronization scenario are: (a) A set of u mobile agents, (b) A network
of n nodes comprising the environment and (c) A set of m different tasks, T' = {T1—>T2—...—T), }
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Agent Configuration
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Figure 5.1: Snapshot of (a) Tuples in the logged information at a node (b) The internal information
within an agent (The greyed row indicates the current task being searched by the agent and its
corresponding potential.)

, to be executed at all the n nodes in that order known a priori to the mobile agents. These tasks
T are temporally distributed in the system. Both p and n are not known to the agents and hence
are not used in the entire synchronization mechanism.

The mobile agents can carry within themselves m codes or programs one for each of the m
different tasks as their payload that need to be executed in the specified order at the n nodes. The
code referred to here is the program associated to the concerned task which can be executed at a
node. The set of u mobile agents forms the metaphor of the swarm or colony while its elements
viz. the agents form the individuals comprising the swarm. The nodes, forming the network
populated by agents, metaphorize the environment. The individuals comprising the swarm inhabit
the environment (nodes) where the tasks T4, T5,...,T}, need to be executed in the given sequence
at each node. Thus, the nodes contribute to a passive environment while the mobile agents form
the active entities that inhabit the nodes. Tasks are executed within these nodes but the nodes are
unaware of both the task and the sequence in which they need to be executed. The nodes do not
possess the code for any task (i.e. they are oblivious of any information pertaining to the execution
of a task). Each task must be executed at each node in the network concurrently according to the
prescribed sequence. When an agent provides code for a particular task T; to be executed at a
node, it means that the agent has serviced that node for the task T;. Initially, task 77 has to be
executed in all the nodes. After a node is serviced for task 77 by an agent and the same is executed
at the node then this node is required to be serviced for the next task in sequence viz. T5, and so
on. The set of agents, each of which carries code for all the m tasks, migrate within the network of
nodes in a conscientious [299] manner. This means that these agents always try to avoid the nodes
which they have recently visited in their attempt at patrolling the network.

A node could either be executing a code for a particular task or have completed the execution
of the same. This information is stored as a log within the node in the form of tuples (as shown in
Figure 5.1(a)). On reaching a node an agent finds the current task required to be executed at this
node. The agent services the node based on a set of conditions discussed later. When an agent
services a node for a task Tj, it adds the tuple (< T;, Executing >) to the log within that node.
Execution of the code for the task T; at the node completes the associated task and also updates
the tuple < T;, Fxecuting > to < T;, Completed > to reflect the completion. In the meantime
the agent migrates to a neighbouring node and continues its sojourn in the network.
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The synchronization process can thus be viewed as a set of mobile agents moving around in
a network of nodes stigmergically sensing the tuples at a node and then deciding the tasks to be
serviced therein. For example, in the analogy described earlier, after a tile is laid in a unit space on
the floor (i.e. when a node in the network is serviced for a task say T}), then that particular space
(i.e. the node) no more requires the attention of any agent to lay another tile on it. The programs
supplied by the mobile agents during a service cause the nodes in the network to change their state
to point to the next task the moment the current task is executed. Since several agents populate
the network, they encounter various nodes with different task requirements as they migrate from
one node to another. This means that if one takes a peek into the network at any point in time
during the task satiation period, it can be noticed that there are 7 distinct tasks to be serviced
within the network. If p < n and 7 > 2, one can infer that the agents are servicing nodes in an
asynchronous manner. Higher values of 7 would indicate the haphazard manner of task execution
within the network. The ideal value of 7 (7 = 1) will be achieved only when there are u agents
(> n) with at least one agent at every node throughout. However, when this is not so (u < n)
the practical minimum value of 7 is 2.

The main objective of the task synchronization process described herein is to ensure that the
value of 7, the number of distinct task requirements by the nodes of the network at any moment
of time, is kept to its practical minimum. The next section describes the technique to achieve the
same.

5.4 Synchronizing Asynchronous Mobile Agents

As already mentioned the sequence of tasks that need to be executed by the individual agents is
available a priori within the agents. The main focus of the proposed technique is to stigmergically
sense the moment to trigger a task-switch within every agent, in a uniform and synchronous manner
within the network. This needs to be done with no inter-agent communication and in a completely
distributed and decentralized manner. Ideally only when all nodes have executed the task 7; should
the agents switch to servicing Tj; thus achieving perfect synchronization across the network.

Each agent, k, carries within itself a value called potential, lefi, a concept similar to resource
as described by Nair et al. [300] with reference to emotion generation. A potential is more like
an innate drive based on which an individual agent switches its behaviour or takes an action.
Each task has a dedicated potential. An agent continues to search for a j** task as long as it has
potential for that task. Figure 5.1(b) shows the snapshot of the internal information (Tasks and
their respective potentials) along with the current task being searched for, by an agent (shaded in
grey). As an agent services more and more nodes for j** task, it internally generates a reward that
motivates it to sustain its search for such nodes requiring service for the same task. The reward
it generates is proportionate to the currently available innate potential for the j** task. These
rewards tend to reinforce the potential corresponding to this task. However, the presence of other
peer agents that are also searching for the same task can, during its conscientious sojourn within
the network, land this agent onto nodes that have already been serviced for the j* task and now
required to be serviced for the next i.e. the (j + 1) task. This situation penalizes or provides
a reverse motivation to the agent thereby proportionately degrading its potential for the j** task.
Eventually the potential or motivation to search for the nodes required to be serviced for the j*
task for each agent dies down to zero. This is the point when an agent inherently switches to
searching for nodes requiring service for the (j + 1) task. Potentials are specific to each task and
their build-up and retardation are governed by the reinforcements and penalties received by the
agent.
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Algorithm 2: Agent behaviour in algorithmic form

Input : Sequence of tasks T; and corresponding potential Pr,, i € {1,2,3....m}
Initialization: (< Task, Status >), Tuple at the current node N

1 while The agent is at node N do
2 fori=1:m do
3 if Pr, # 0 then
4 Search for task T;;
5 Break;
6 end
7 else if i = m then
8 ‘ Exit() ; // All tasks are over
9 end
10 end
11 if (< T;, Completed>) is absent at N then
12 Service and Switch ON the execution of task T; at IV;
13 Compute-reward();
14 Increment-potential( Py );
15 Migrate to a neighbouring non-visited /non-recently-visited node;
16 end
17 else if (< T;, Executing>) is present then
18 ‘ Migrate to a neighbouring non-visited /non-recently-visited node;
19 end
20 else
21 Compute-penalty();
22 Decrement-potential(Pr, );
23 Migrate to a neighbouring non-visited /non-recently-visited node;
24 end
25 end
26
27 For Self-healing the line number 11 (above) should be replaced with the following line:
28

29 if {(< T}, Completed>) is absent at N for any j <=4 then set i =j

5.4.1 System dynamics

Let leii be the potential for the task T; for the k" agent. An agent k will execute a task T} provided
P} #0AP; =0Vz <i

where z,i € {1,2,3....m}.

The behaviour of an agent for servicing and switching ON the execution of a particular task
at a node in the network by an agent is depicted in Algorithm 2. It is apparent that the agent
does not switch to the next task in the sequence within it until the potential of the current task
becomes zero. It may be noted that the algorithm does not allow an agent to interact with any
other agent nor does it use the number of agents (x) or nodes (n) in the network. Further none of
the decisions made by an agent are probabilistic in nature.

The updates to the potential based on rewards and penalties received by the k' agent are
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governed by the following equations:

Pf(t+1) = P} (t) £ 05 (¢) (5.1)
where,
t k(5
oF. (t) = {Zz(t_:) il )}-]:f'(t) 4+ (5.2)

0 equals zero if agent receives a reward; else a positive non-zero constant.

As discussed earlier, Pr_ﬁ_ is the potential for the task T within the k' agent. The value of Pr_ﬁ_
is constrained within a range [0, Ppaz]. Pmas 1S the maximum potential an agent can accumulate
for a task. 0’12 either acts as a reward which the agent earns on servicing a node thus incrementing
le‘?i or as a the penalty when it migrates to a node which needs to be serviced for another task T}
(j > ) resulting in degradation of lefi. w is the length of a sliding history window (H) [281] which
collects the values of 9%_.

The change in the value of P:}fi (calculated as 0:’}1) is based on a heuristic that essentially
captures the manner in which the agents is servicing the nodes. This heuristic is derived from a
collection (H) of past rewards and penalties along with the available proportional potential ijii at
the time of calculation.

9%_ thus decides the amount to be extracted from the currently available potential that can be
provided as the reward or penalty to the agent. The values in H provide the gradient of variations
of Pﬂ. For simplicity, the values available in the H (the first term in equation 5.2) has averaged
and this averaged value has been scaled using the current normalized potential (the second term
in equation 5.2). The concept is analogous to a sponge soaked in water [300] which when squeezed
for the first time would release a large volume of water (high 9% because of high Prﬁ) Successive
squeezing even with the same force will however yield a reduced amount of water. The potential
metaphorizes the water and the Gljii metaphorizes the force. Rewards replenish the potential just
as the sponge is replenished with water.

0 is a non-zero positive constant which acts as a penalty bias. Though 9%_ can eventually
reduce the potential to zero, § accelerates the deterioration of the associated potential resulting in
faster switching and reduced idle periods (discussed later).

At time t = 0 all tasks within an agent are conferred the maximum potential, Pp,q;. This
enables an agent to generate the required innate drive to search for nodes requiring service for these
tasks. The concept of a potential for a task thus empowers an agent to stigmergically sense the
temporal state of the service requirements at the nodes in the network. Since at t = 0, H remains
empty, an initial value (a non-zero positive constant) is assigned to 9% (0) to commence the process.

The proposed technique can be compared with that of the response threshold reinforcement
model proposed by Theraulaz et al. [301] used to evolve specialized agents for different tasks
scattered in an environment. In both the models, all the agents have a priori information of all
the tasks needed to be executed in the environment. Each agent also carries with itself a task-
specific parameter (potential or response threshold) for every task. These task-specific parameters
are altered based on the reinforcements that the agents receive as a result of their interactions with
the tasks and the environment. In the proposed technique, the tasks are required to be executed in
a given sequence in synchronism while in the response threshold reinforcement model, the tasks are
spatially distributed in the environment. In this sense the basic objective is thus grossly different.
The more significant difference between these models lies in their reinforcement rules. In the
proposed synchronization technique, the rewards or penalties are calculated based on the mean of
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the values within the sliding window H (an average over time) and is also proportionate to the
current value of potential. In the response threshold reinforcement model, the reinforcement to the
task specific response thresholds is only a constant multiple of the amount of time that the agent
spends on that particular task. Further, any reinforcement update is local to a particular task
in case of the proposed technique whereas in case of the response threshold reinforcement model,
the reinforcement updates alter the values of all the response thresholds of all the tasks within
the agent. The authors in [301] have discussed the dynamics of the stimuli from the environment
associated with a particular task in terms of the total number of agents available in the environment
which is assumed to be known. The proposed technique does not incorporate any such assumptions
regarding the number of agents or nodes in the environment which is a very distinguishing factor.
It can also be noted that once an agent specializes for a particular task in response threshold
reinforcement model, the probability of selecting any other task by this agent becomes very low
while the case is not same with the proposed technique. In the proposed synchronization technique
all the agents service all the nodes for a particular task until their respective potentials die down to
zero. The proposed technique could thus be used from within the model proposed by Theraulaz et
al. [301], if the tasks in response threshold reinforcement model consist of a sequence of sub-tasks
which need to be executed in synchronism by the concerned agents.
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Figure 5.2: Nature of variations in (a) Potential leii for the k" agent and " task (b) 9% for the
kth agent and it task

The graph in Figure 5.2(a) shows the variation in potential (P, ) for different values of
obtained from a simulation. The behaviour of the curve for potentlal follows the analogy of a
sponge soaked in water as discussed earlier. The values of w and 9%( ) are set to 15. The instances
when the agent received a reward are shown by solid vertical bars. For all other steps the agents
receives only penalties. Since the agents may find more number of nodes that can be serviced in the
initial phase of their service for a task, rewards are mostly concentrated in the initial phase. It can
be observed from these graphs that initially the rate of decay of the potential (3tP:,]’3i) is high but
as Pﬂ — 0, 8tP£, proportionately degrades showing an asymptotic behaviour. The graph depicts
the change in convexity of the decay curve of potential with an increase in § value. When § = 0.3,
8tP7]§i is slow as a result PT]% takes more number of steps to converge to zero. As § increases, 8tP£
also increases resulting in faster deterioration and hence earlier switching. As can be observed the
trend of 8tP:f? remains same for different values of §. As can be seen, the rewards tend to increase
the potential temporarily. It can thus be inferred that by changing the value of §, the time for
switching from one task to another can be customized to suit an application.
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The graph in Figure 5.2(b) shows the variations in 9:',2 for the corresponding Pﬂ shown in
Figure 5.2(a). As can be observed from the graph, the initial variations in 0:’}2_ for different values of
0 are significant while towards the end, all the curves of (97721_ tend to overlap with each other. It can
be inferred from the graph that, as the sliding window H moves forward in time, the values within
H become more coherent. Further, it can be seen from the graphs in Figures 5.2(a) and (b) that
for higher values of §, the potential Pj]fi dies down faster while the corresponding 9% maintains a
comparatively higher value than those where § is low.

Task {T} Task Potential Task {T;} Task Potential Task {T;} Task Potential
T 100 T 100 T 100
T 100 T 100 L 100
T 100 T 100 o L 100
T 55 T 55 T 55
T 0 L 0 L 0
T 0 T 10 T 0
(a) (b) (c)

Figure 5.3: Snapshot of the internal information within an agent during self-healing

5.4.2 Self-Healing

In the analogy of the enclosure explained in Section 5.3, it may so happen that while the ants work
on the ceiling, the previously made walls may collapse for some reason. Under such conditions,
the ants need to switch back to the previous task of rebuilding the collapsed portions of the walls,
after which they need to resume building the ceiling once again. Using the concept of potential we
highlight how such a self-healing is inherently initiated by the agents without any communication
amongst them. As mentioned earlier the practical value of 7 is 2. Imagine a case when the nodes
in the network require to be serviced for either of the tasks - T5 or Ty (since 7 = 2) and all agents
within the network are currently searching for nodes required to be serviced for task 75 as shown
in Figure 5.3(a). This means that the potentials for task T3 of none of the agents has died down to
zero. Suppose at this point of time, a set of nodes fail making them to suddenly switch to a state
wherein they are required to be serviced for the previous task 77. This essentially means that the
agents now need to likewise switch back to searching for nodes requiring a service for task 77 and
satiate them first. In other words if the agent is currently serving task 7; and it finds a node which
is required to be serviced for a task Tj (j < i), such a case is treated as the failure of a task at that
node and the agent needs to switch back to service 7T}.

Due to the presence of the potential for each task such a reverse switching action occurs
innately within an agent. When an agent, currently searching for nodes requiring service for 75,
finds itself in a node having service requirement for 77, its potential for 77, leil, is calculated using
equation 5.1 by substituting 6’}1 = Héﬁg thereby making it non-zero and positive. The resulting
state of the agent is shown in Figure 5.3(b). This forces the agent to temporarily abandon its
current search for nodes requiring service for T3 (since the condition mentioned in subsection 6.3.2
fails) and switch to searching for nodes requiring service for the earlier task (in this case 77) as
indicated in the greyed portion of Figure 5.3(b). Subsequently, as can be seen from Figure 5.3(c),
the potential for the task 77 becomes zero over several transitions by the agent, making it switch
back to searching for nodes requiring the service for task T3 or more specifically, to the next task
in the sequence which has a non-zero positive potential. The corresponding modification in the
algorithm of the agent behaviour to enable self-healing is depicted at the bottom of Algorithm 2.
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This self-healing behaviour on part of the mobile agents provides for robustness and fault
tolerance to the system. The mobile agents are thus inherently programmed to restart the building
process in the same sequence starting from where the failure occurred. For instance if the current
task being searched for was 75 and some of the nodes suddenly need service for T due to a failure
then the agents would first heal 75, after which they would check for failures in tasks 75 and Ty
in that order and then resume searching for nodes required to be serviced for T5. Task switches
by an agent occur only when the respective task potentials of the lower and current tasks become
equal to zero. This is akin to the analogy of the enclosure wherein, if some of the tiles in the floor
have broken and caused part of the wall to collapse during the building of the ceiling, then the
agent would have to repair the floor first, then search for lapses within the walls and finally resume
building the ceiling.

5.5 Emulating Task Synchronization

There are three ways to test an algorithm that is designed for real-world applications viz. simulation,
emulation and real-world-experimentation [302]. A simulation imitates a real-world process over
discrete time in a highly controlled tightly coupled environment [303]. It provides access to global
variables shared among all the entities in the system. All the processes are inherently sequential in
nature and the problems faced in a true parallel environment are thus not addressed appropriately.
An emulation provides a certain degree of realism by combining the software and the hardware
components designated for real-world implementation [302]. Hence an emulation environment uses
the advantages of simulation techniques to cater to the real-world experimentation. The real-world
experimentation is the ultimate test-bed to guarantee the working of an algorithm [304] since such
experimentation deals with real dynamic environments comprising various unknown parameters.
The results presented through simulations and their mapping to real-world processes have been
critically examined in [274]. They have concluded that it is difficult to ensure that the simulation
studies genuinely capture the real-world systems.

Thus a discrete simulation which is inherently synchronous may underestimate the efficacy of
the proposed technique. In order to test this technique it was thus imperative that the environ-
ment comprising the nodes of a network and the mobile agents, either be emulated or alternatively
real-world experimentations be performed. This chapter provides the results obtained from both
emulation and real-world experimentation of the proposed synchronization technique. For experi-
mentation, T'yphon [132], a mobile agent framework has been used.

Six computers, connected within a LAN, were used to emulate various network topologies. An
additional non-participating node within the LAN was also used as a server to log the status of
the tasks and agents at various nodes, asynchronously. Status information included current tasks,
rewards and penalties, current potential values, etc. which were used for plotting the relevant
graphs. It may be noted that the non-participating node did not influence the agents or the
participating nodes in any of their processes or actions. The services for the required tasks are
provided by the agents concurrently and thus the participating nodes send their status information
to the non-participating node almost simultaneously. The non-participating node thus queues them
before logging and time-stamping. This could introduce a small delay in logging the information,
making the data look slightly interspaced in the graphs shown later.

Conscientious mobile agents and a sequence of six tasks were used in the experiments to test
the efficacy of the technique. The following values were used in the experiments unless otherwise
specified:

m =6, 05.(0) =15, P} (0) =100 (i = 1,2..m), Ppas = 100, w =15
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0000000 %

(c) (d)

Figure 5.4: The static network topologies used in the experiments (a) Star-bus (b) Ring (c) Tree
(d) Grid

The task execution time (p’*) for all the tasks 7; (i = 1 to m) is set to a constant C. The
experiments were carried out on network topologies which include four static ones, samples of which
have been depicted in Figure 5.4. In addition, two dynamic network topologies, also using 60 nodes
each, were used. The dynamic topologies were created using the Erdds-Rényi models [252] over
the Grid topology shown in Figure 5.4(d). In one of the dynamic network topologies (Dynamic
Topology I), the positions of the nodes in the network do not change but their connections to
neighbouring nodes may make or break. This can cause the formation of different subsets of the
topologies generated by G(n, E) model [252] where E is the subset of all the edges (connections).
In the other dynamic topology (Dynamic Topology II), nodes were made to freely connect to any
other node and drop connections with any of their current neighbours based on G(n,p) model [252]
with probabilities, p = 0.7 and p = 0.5 respectively. Unlike the previous case, here the nodes could
connect to more than four others, thus forming topologies more complex than the initial Grid.

Self-healing was emulated by forcing some nodes to switch back to a previous task. A real-
world experimentation using mobile robots is also presented later.

5.6 Experimental Results

The mobile agents were initially placed in different nodes and were triggered to commence their
patrolling within the network. The initial placements of the agents in all the experiments carried
out, were same.

To efficiently test the proposed synchronization technique, it is crucial to investigate the per-
formance of the proposed technique with all the related parameters and environmental conditions.
Since the system involves a network of nodes, the architecture or topology of the network could
influence the synchronization technique. Hence a study of the proposed technique on different
topologies was conducted. As the proposed technique is oblivious of the number of agents (u)
and nodes (n), performance studies by varying these numbers could provide more insights on the
working of the same. As described in section 6.3.2, since § plays a significant role in the decay of
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potential, its effect on the performance of the technique has also been analyzed. Further investi-
gations include the performance of the proposed technique in dynamic networks and also with the

self-healing feature which accounts for the tolerance and robustness of the proposed technique.

The subsequent sections portray the results obtained from varying the topology of the network,
the number of agents (i), nodes (n), the value of § and task execution times (p’?) to reveal the
effects of each on the performance. Results obtained when the technique was used in conjunction
with dynamic networks have also been presented. Self-healing was for different types of failures in

the various topologies. The results obtained have also been discussed.
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5.6.1 Performance across the Network Topologies

The graphs in Figure 5.5(a) through (h) depict the tasks being executed (Yr,) and tasks required
to be serviced (¥r,) at various nodes in different network topologies shown in Figure 5.4. The
experiments were conducted using 10 agents populating each of the 60-node networks. The ¢ for
Star-bus, Ring, Tree and Grid Topologies was set to 0.2, 0.8, 0.2 and 0.5 respectively. The graph
shown in Figure 5.5(a) shows the execution of each task T} versus time (in seconds)® for the Star-
bus topology from the agent’s perspective (Yr7;,). The vertical coloured bars indicate the number of
nodes (#nodes) in which the execution of a particular task has been switched ON. Thus the height
of these vertical coloured bars indicate the extent of parallelism of the execution of a concerned
task within the network. The dots represent the specific task (7;) that is being executed in the
network at a particular instant.

In the Figure 5.5(a), between 0 to 1 second, 19 nodes start the execution of task 77. Though
there are only 10 agents in the network, some of the agents are able to migrate to other nodes and
start the execution of task 77 within this short interval making the count rise to 19. This initial
burst of service can also be observed in the remaining Y7, graphs in Figure 5.5(c), (e) and (g) for
the other topologies. All the remaining nodes are serviced for task T} by the 9" second.

It may be noted that the total time required for executing task 77 by all the 60 nodes is 9
seconds and the execution of the next task 75 starts at the 37" second in the graph shown in
Figure 5.5(a). This gap in time means that all the agents had excess potential for task 7} even
after all the nodes were serviced for the same. The period between the 9" second and the 37"
second thus indicates an Idle or non-productive period on part of the agents during which they move
conscientiously and are continuously penalized. This period helps the agents to find any remote
or undiscovered node in the network which still required to be serviced for the task 77. The Idle
periods also serve as guard-bands which demarcate execution of two consecutive tasks within the
network. The graph indicates that at the 37" second, at least one agent (say k) switches to service
a node that required to be serviced for the task 75. This is the time when Pk1 = 0 for an agent k.
Such Idle times can be reduced by increasing the value of . Further, at any point of time during
the experiment, if two consecutive tasks (e.g. T» and T3) are being executed within the network
then that would essentially indicate a certain amount of overlapped executions and hence a loss in
synchronization. This could happen because at least one agent would have exhausted its potential
for task 75 (quiz) earlier than the others. Such overlapped execution may be reduced by decreasing
the value of 4, an aspect which has been discussed in the next section. None of the Y7, graphs in
Figures 5.5(a), (c), (e) and (g) depict any such overlaps indicating proper synchronization.

The graph shown in Figure 5.5(b) shows the specific tasks required to be serviced at the various
nodes in the network at various points of time for the Star-bus topology from the perspective of
the nodes ¥r,.

From 0 to 6 seconds, while some nodes required to be serviced for 77, others who have already
been serviced for 17, required to be serviced for T5. This conforms to the best practical case wherein
at any point of time the total number of distinct tasks for which services are required (7) by the
nodes in the network is 2. In the period between 6 and 37 seconds, only the service for T5 is required
but the same is not serviced in spite of the fact that agents are knitting through such nodes. This
period contributes to the Idle period as discussed earlier. In the graph in Figure 5.5(b), the value
of 7 remains at most at 2 consistently throughout the run of the experiment. If at any point of time
T becomes greater than or equal to 3 then that would indicate an overlap of executions of tasks.

Figures 5.5(c) and (d), 5.5(e) and (f) and 5.5(g) and (h) portray similar graphs for the Ring,
Tree and Grid topologies respectively. Execution of tasks in all these topologies are fairly syn-

'Note: The time on X-axis of all the graphs reported in this chapter is in Seconds.
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Table 5.1: Performance based on 7 for different topologies

Topology | Total Idle time in seconds
Star-bus 66

Ring 32

Tree 142

Grid 25

chronous with 7 equal to 2 throughout. However, more Idle periods are observed in the Tree
topology possibly because of the complexity of the network contributing to high waiting times on
part of the nodes since agents need to backtrack several times to the parent nodes to reach the
nodes in the other branch. Table 5.1 shows the total idle times for the various topologies. In the
Star-bus, Ring and Grid topologies, the agents need to perform lesser number of back-trackings,
which is possibly why the Idle periods are lesser than that of the Tree topology.

In Y7, graph of Star-bus topology (5.5(a)) some gaps can be observed during the execution of
task T3 (from 104 to 112 seconds) and T3 (from 208 to 217 seconds). During these periods all the
agents in the network are not in the vicinity of any of the nodes which are required to be serviced
for the concerned task. Similar gaps can be observed in Ring, Tree and Grid topologies for the
tasks T5, T4 and 15 and T; respectively. Further, the Idle periods in between the execution of two
consecutive tasks are not evenly distributed as one moves from task 77 to the final task Ty. This
is due to the dynamic placement of agents at different nodes at the beginning of the execution of
each task as a result of their conscientious migrations. As discussed earlier, since at the start of
the experiment all the agents commence to switch ON the execution of task 77 almost at the same
time at different nodes, a high burst of execution is observed at the beginning of the experiments
in all the topologies. However, it is rarely possible that all the agents in the network switch to
start the servicing for the next task exactly at the same time. This is the reason why such bursts
of executions are not seen again in the graphs.

The synchronization technique seems to perform fairly well in all the four topologies. This
shows that the proposed synchronization technique is capable of managing synchronized execution
of different tasks in a sequence in various networked environments. It may be noted that different
values of § are used for different topologies in order to achieve the synchronized execution of tasks.
The following section discusses the effect d and illustrates the reason to choose a particular § for
each of the topologies.

5.6.2 Effect of Varying the Penalty Bias ()

Figure 5.6 depicts the variations in total Idle periods and the overlapped executions for different
topologies with 4 = 10 and n = 60. The value of § was varied from 0.2 to 1.0. It may be noted
that the non-productive Idle periods reduce as § increases. However, with increase in 0 there is an
increase in overlapped executions of the tasks making 7 = 3 thus indicating loss of synchronization
of tasks executions. The reason for this is that as ¢ increases the potential for a particular task
of an agent diminishes faster thereby causing it to switch to the next task earlier than desired
resulting in overlaps.

In the graph shown in Figure 5.6, there are no overlapped executions for a specific value of 4,
say o', which is 0.2 for the Tree topology. Beyond ¢’ overlapped i.e. out-of-order executions throw
the system into a chaotic state. One should bear in mind that § acts as an optimizing parameter
which could be used to adjust the rate of decay of potential (8tP7]3i) as discussed in Section 6.3.2. §
can thus govern the trade-off between the Idle periods and the overlapped executions. An increase
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in 0 till ¢ reduces the former while beyond ¢ it increases the latter. As can be seen from the
graph, ¢’ is different for different topologies. In the Star-bus topology, ¢ = 0.2 while for the Grid
topology ¢’ = 0.5. Though the Ring topology does not show any overlapped executions even for
5 = 1.0 due to its inherent simplicity and symmetric nature, yet &' = 0.8 (Section 5.6.1) has been
chosen to cater to the changing dynamics of agent movements and placements.
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Figure 5.6: Variations in the total Idle periods and overlapped executions for different values of §
in the four different topologies
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Given a network of nodes and number of agents, if § is varied from a very small value to
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a large value, one would find that the nature of the curves of Idle periods and the overlapped
executions are parabolic with ¢’ at the vertex (point of intersection). This provides an empirical
method to achieve the value of ¢’ for a given setting. Thus &’ optimizes the performance of the
synchronization technique in terms of time without compromising on the synchronization of task
executions. Lower Idle periods apparently mean lower task completion times. A very low value of
d (6 — 0) would naturally provide for synchronization at the cost of high Idle periods and hence
the overall completion of all the tasks. It may be noted that ¢’ also depends on the complexity of
the underlying network. Hence, § plays a crucial role in both synchronization and in achieving low
in-order execution times of all the tasks.

5.6.3 Effect of varying the number of agents (1) and number of nodes (n)

The population density (u/n) of agents in the network has a high impact on the service times
of tasks at each node. It may seem that a higher number of agents (1) could bring down the
total completion time of all the tasks. However too many agents are known to clutter a network
[128] resulting in service delays. Figure 5.7(a) portrays the variation in the Idle periods and the
overlapped executions for varying number of agents (u) in different topologies with n = 60. The
experiments were carried out using the &’ of each of the topologies as found in Section 5.6.2. It can
be observed from the graph depicted in 5.7(a) that the variations in the Idle periods for different
topologies do not follow a constant trend as u varies however the overlapped executions are zero
or negligible. In case of the Tree topology, the Idle periods are high for y =5 and 20 (98 and 116
seconds respectively) while the Idle periods are least when p = 10 (48 seconds). A similar trend
can be observed in case of the Star-bus topology. A small amount of overlapped executions can be
observed in case of the Grid topology (8 instances of overlapped executions out of a total of 360
executions) for y = 5 while in the Ring topology there are 2 instances of overlapped executions for
= 20. In all these cases the number of overlaps could be reduced further by slightly varying the
value of ¢'.

It may be observed from the graph shown in Figure 5.7(a) that there lies a value of i for each of
the topologies for which the system performs with least Idle periods while successfully maintaining
the desired synchronization (p = 10 for Tree, Star-bus and Grid topology while . = 5 for the Ring
topology). The graph also portrays that even with different the values of pu, the synchronization
technique portrays an acceptable performance with almost zero overlapped executions. It may be
observed that for lower values of i, the agents may not be able to span the search for a particular
task (7;) across the network with the given non-zero potential (Pﬂ) thus resulting in a loss of
synchronization as observed in case of Grid topology with 5 agents. While high values of y can
cause delay in agent migrations at bottleneck links of the network (such as a bridge connecting two
segments of the network) thus causing delayed service to some of the nodes (Ring topology with
20 agents) and consequently increasing the service and overall task completion times. Hence, the
number of agents, u, should be chosen judiciously as per the requirements of the application at hand
so as to achieve faster service and low convergence times. An adaptive method to automatically
increase or decrease the number of agents [128] forming a swarm, based on the current requirement
within the network could enhance the performance of this proposed synchronization technique.

The graph in Figure 5.7(b) portrays the variations in the Idle periods and the overlapped
executions for varying number of nodes (n = 30 to 60) for the different topologies with u = 10.
The corresponding values of ¢’ for the topologies were used in the experiments. The graph shows
that for all values of n, there are no overlapped executions in any of the topologies indicating no
loss in synchronization.

An increase in the value of n forces the agents to broaden their search for servicing each task
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across the network. A high value of n with a low value of u could mean that the agents are not
able to service all nodes given a finite value of potential for each task, eventually resulting in loss
of synchronization. A low value of n with a high value of u could however increase service delays.
As can be seen, even though changes in p and n can affect the service, the proposed technique still
is able to ensure synchronized execution of tasks across all the nodes in the network.

It may be observed intuitively from the graph that once the best value of § i.e. ¢’ is found
for a certain maximum value of nodes, 7,4, populated by a minimum number of agents, tmin,
any decrease in the number of nodes or increase in the number of agents (for the same ¢') does
not lead to any significant loss in synchronization. However it may noted that a larger number of
agents populating a small network should be avoided lest the overall execution times increase due
to increase in node-to-node migration times within the network [128] .

Since both p and n are not known, a system designer could approximate or assume an upper
bound on for n viz. n’ and a lower bound for x viz. i’ and determine ¢’ for the given network to
achieve synchronization of tasks.

5.6.4 Effect of Task-Execution Times (p’*)

So far it has been assumed that all tasks (7;) once initiated take the same amount of time for
execution (p’+). Practically, this may not be the case always. The time required to execute a task
T; may differ from one node to another. This may be due to the difference in processor speeds,
specific task requirements or the computing environment of the machines (nodes). In order to
investigate the effect of varying task-execution times (p’?) across the heterogenous set of nodes or
processors, experiments were conducted with task 7; having different p’* at various nodes in the
network. The graphs in Figure 5.8 present the results obtained from a 60-node Grid topology with
i = 10. The best value of 0 i.e. §' was used in the experimentation.

Table 5.2: Different Task-Execution Time ranges for individual tasks in the sequence

Task 7; | Time Range (p’*) in milliseconds
T [500, 1400]
T [1500, 2300]
T3 [2000, 3000]
Ty [3150, 4100]
™ [4500, 5200]
Ty [6000, 8000]

In order to facilitate each task T; having different p’¢ at different nodes, we assumed a range
of possible execution times for each of the tasks in the sequence. Table 5.2 lists the ranges chosen
for the all the six tasks. These ranges are selected based on an increasing complexity of tasks with
T7 being the simplest and Ty being the most complex one and thus requiring the most time. Before
initializing the execution of a task 7} at a node, each agent picks a p’* value from the associated
time range of that task at random. The execution of that task at the concerned node thus continues
until the chosen p’* expires. The graph in Figure 5.8 portrays the synchronized executions of the
tasks for this case. The graph clearly depicts that the executions of all the tasks are performed
with quite an acceptable level of synchronization.

Since the proposed synchronization technique makes no assumptions for the p’* values of
different tasks, it works oblivious and independent of p™i. If pi for a task Tj is set to a very high
value and the agents have switched ON the execution of the task T; at all nodes in the network,
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Figure 5.8: Y, for the tasks 7; with different pTi for all the n nodes

then it may happen that the whole network is executing the task 7;. In such a scenario, there would
not be any nodes requiring to be serviced for any task thus making 7 = 0. This is the unique case
when 7 (number of distinct tasks required to be serviced in the network) becomes zero representing
that the whole network is busy executing a particular task. The real-world experiment using robots
(discussed in a later section) provides a live demonstration of how the tasks having different p’i
synchronize using the proposed technique.

5.6.5 Dynamic Topologies

While dealing with networked distributed systems, the issues such as node failures, link failures and
topological changes need to be addressed. In order to verify the robustness of the proposed synchro-
nization technique experiments were conducted on two kinds of dynamic topologies as mentioned
in Section 5.5. As explained in Section 5.6.2, an increase in ¢ can cause overlapped executions and
loss in synchronization while a decrease in § does not affect the same. Hence, instead of d, the
effect of change in number of agents (1) in the Dynamic topologies I and II were studied. Figure
5.9 shows the graph of varying Idle times and overlapped executions in 60-node dynamic networks
for different values of . The ¢’ value for these topologies were found to be 0.2.

As can be seen from the graph in Figure 5.9, both the topologies (Dynamic topology I and
Dynamic topology II) do not show any instance of overlapped executions thus maintaining 7 = 2.
This apparently means that the executions of the tasks in both of these topologies is synchronous,
as desired. One can also observe the increase in the Idle periods with increasing number of agents.
This shows that the agents are always moving within the network via. continuously changing
routes thus distributing themselves in the dynamic network to the maximum possible extent. The
characteristic of the Dynamic topology II, to make a connection to any other node in the network
and to break a connection with any of the current neighbours, makes it a more complex network
than the Dynamic topology I wherein the highest degree of a node in the network remains fixed. It
may be noted that due to the dynamic nature of these topologies some nodes may get momentarily
isolated from the rest of the network. In such cases, the agent may get trapped in that node until
the node establishes a new connection with another node in the network. The results portrayed
in the graph in Figure 5.9 shows that the proposed technique is able to cope up with all such
perturbations and dynamism of the network while still maintaining the synchronous execution of
tasks.

Figure 5.10 shows the time taken to complete all the six tasks at all the 60-nodes in both the

TH -1520 10610105 83
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Figure 5.9: Variation in Idle periods and overlapped executions in Dynamic topologies I and II
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Figure 5.10: Variation in the total tasks execution times for varying number of agents (x) in 60-node
Dynamic topologies I and II
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5. SYNCHRONIZING THE EXECUTION OF A SEQUENCE OF TASKS

Dynamic topologies. It can be easily observed that the time taken to complete all the tasks in
case of Dynamic topology II is nearly double that of the Dynamic topology I. This is due to the
higher degree of dynamism within the Dynamic topology II. As this topology mimics the mobility
of nodes, the agents could get trapped or choked up at some nodes making it difficult for them to
migrate to other nodes. Also some non-serviced nodes may have traveled further away from those
nodes which have the agents thus resulting in migration delays. These migration delays increase
the overall service times at the nodes and hence the total time required to complete all the tasks
in the network.

Since the proposed technique seems to maintain 7 = 2 i.e. synchronized execution of tasks
even under high network dynamism it may be considered to be robust.

5.6.6 Self-Healing during Synchronization

To cater to the problem of failures of a completed task, the proposed synchronization technique
also portrays self-healing as discussed in Section 5.4.2. This feature of the proposed technique has
been evaluated by show-casing two different kinds of failures of tasks in the networks viz. Atomic
failures and Cascaded failures. If the failure of a completed task does not affect other tasks in the
sequence then it is called an Atomic failure. If the failure of a task T; requires the agents to redo
the service of all tasks from T; to the one it was currently servicing in the given sequence then it
has been referred as a Cascaded failure.

The graphs in Figures 5.11(a) through (d) depict self-healing in the case of Atomic failures
within the topologies shown in Figure 5.4 with 60 nodes and 10 agents. In order to force self-healing
for Atomic failures, 20 nodes were forced to generate a requirement for task 75 when the agents
were searching for nodes that required to be serviced for the task T5. As described in Section 5.4.2,
the agent switches to an earlier task in the sequence automatically whenever it encounters such a
failure. As can be seen in Figure 5.11, when the agents currently searching for the nodes required
to be serviced for the task 75, encounter nodes now required to be serviced for task T, switch
back to servicing task T5. Those agents which have not encountered such nodes (when the failure
has occurred) continue their search for the nodes required to be serviced for task 75. This makes
7 equal to 3 during the period of healing. Once all such failed tasks at the concerned nodes are
redone, the agents involved in healing automatically switch back to servicing the interrupted task
Ts. This happens when the potential for task 75, becomes zero as discussed in Section 5.4.2.

Since the Grid topology and the Dynamic topology II are fairly more complex than the other
topologies, these are used to demonstrate the effectiveness of self-healing when Cascaded failures
occur. The relevant graphs are shown in Figure 5.12(a) and (b). Both the 60-node topologies were
populated with 10 agents. The Cascaded failure of tasks were induced, when the agents switch to
service the nodes for the task Ty at all the nodes in the network. As can be seen from the graphs,
the agents switch back to service the task T, as soon as the failures occur. In the case of Cascaded
failures, the potential (Pikl) of each of the agents is recharged to its initial value as soon as an agent
discovers the failure to boost up the healing process. It can be observed from the graphs (Figures
5.12(a) and (b)) that the agents resume the usual synchronized execution of tasks as they discover
and eventually rectify the failures. Since in a Cascaded failure, other tasks up in the sequence also
need to be redone, the agents continues to carry out the execution of tasks after the failures in a
synchronous manner.

The graphs thus are in conformance to the concept of self-healing as explained earlier using
Figure 5.3(a) through (c). Hence the proposed technique successfully copes up with task failures
while maintaining the synchronization process as the system progresses in time. This feature of
the proposed technique to handle such failures within the network makes it both fault-tolerant and
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5.7. IMPLEMENTATION USING REAL ROBOTS
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Figure 5.11: Self-healing with Atomic failures within 60-node networks having 10 agents
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Figure 5.12: Self-healing with Cascaded failures within 60-node networks having 10 agents

robust.

5.7 Implementation using Real Robots

The results presented so far were obtained by emulating the proposed technique using a network
of computers. Though such emulations provide fruitful insights into the technique’s performance
and highlights its significant properties, yet they cannot guarantee that the proposed technique

will work to satisfaction in the real-world.

In order to test the efficiency and viability of the

synchronization technique in the real world, a simple problem has been implemented using four
LEGO® MINDSTORMS® NXT [1] robots acting as nodes of a network. These robots were
equipped with a touch sensor installed in their clasps to sense an object. Servo motors were used to
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Figure 5.14: Task performance using Robots

actuate the clasps for lifting and holding objects. The LPA-PRO-NXT [241] interface was used to
communicate between the robots in conjunction with Typhon [132], a mobile agent framework. The
robots shown in Figure 5.13 were controlled independently by four separate computers connected
in a Ring topology. Two agents (u = 2, n = 4 and m = 4) populated the network. The main goal
of carrying a long pole jointly by all the four robots from one place to another was split into a
sequence of four tasks viz.

e Tagk T7: Move towards the pole and clasp it
e Task T5: Lift the pole
e Task T5: Move forward 1.2 meters with the pole in the clasp

e Task T;: Release the clasp so as to place the pole on the ground

All the tasks (71, Ts, T3 and Ty) need to be performed in synchronization by each of the four
robots. In the first task (77), the robots were required to move forward form their current position
in order to reach the pole. The touch sensor installed within the clasps of each of the robots
provides a signal to the robot, as soon as the robot touches the pole, this marks the completion of
the task T7. The graph in Figure 5.14 shows Y7, in the robotic network. It can be observed from
the graph that all the four robots start the task 77 of moving forward at the same time (at the
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0" second). The robots were initially placed at different distances from the pole (which essentially

shows that each robot would take different time to reach to the pole). The second task of lifting the
pole within the clasp starts at the 27¢" seconds while the agents start moving forward along with
the pole at around the 54*" second. It may be noted that the time required to execute each of the
four mentioned tasks (p”+) is largely spaced here. The robots performed each of the tasks having
different execution times, in a fairly synchronized manner proving the fact that the synchronization
technique seems well applicable in real physicals systems too.?

5.8 Chapter Summary

While synchronized task switching is possible using a centralized control, the only way to achieve the
same in a decentralized and distributed environment, is to make the individual entities communicate
with one another. This calls for increased bandwidth requirements. In the real world, if all agents
(or nodes) within the network were to communicate with one another to achieve synchronism, it
could consume all the available bandwidth and force the network to come to a standstill. Using
the concept of task-specific potentials within each agent, it has been shown that it is possible to
stigmergically assess the situation of the environment and perform synchronized execution of a set
of tasks.

This chapter presents a stigmergic means of synchronization on part of a set of asynchronous
mobile agents populating a network. Such a method entails zero agent to agent and node to node
(robot to robot) communication thereby saving on bandwidth. Results portrayed herein show that
by tuning J it is possible to achieve near perfect synchronization in task executions across the
network even when the number of agents (u) and nodes (n) are not known. Lower values of §
may be a better option to ensure no overlapped executions. It is also important to note here that
the technique is oblivious of u and n in the sense that the agents by themselves are not aware
of the vastness of the network as also the presence of other agents thereby making the proposed
technique a scalable one. New robots or nodes can thus be added/removed to/from the current
network on-the-fly. The technique presented also proved to be equally efficient in both static and
dynamic networks thereby enhancing its possible application areas.

Self-healing, a feature inherent to the technique, forms its forte and allows a set of mobile
agents to recover from failures that could occur in a real system. Self-healing is also triggered
stigmergically and in no way over-uses the available bandwidth. The dynamics of the technique
seem to reveal the possible manner by which a swarm of insects in nature synchronize their actions
without any global knowledge. The work presented also opens a plethora of parallel applications
where failures are inevitable.

It may be noted that the performance of such a system could be enhanced if the number
of agents within such a network changes based on demand. As more than required agents would
clutter the network with futile migrations while a lesser number would incur delays in servicing
the nodes and may involve overlapping of tasks executions. It is thus imperative to formulate an
adaptive mechanism to control the number of agents (u) based on demand. Godfrey and Nair
[128] have proposed the controlled cloning mechanism for varying a population of heterogeneous
set of mobile agents within a network based on the requirements of the services they provide. Such
mechanisms can be coupled with the synchronization technique described herein to regulate the
number of mobile agents as per the size of the network. In addition, the synchronization technique
presented herein requires all the mobile agents to carry the complete information of the set of tasks
along with their codes/programs thus making them homogeneous in nature. At times, such a high

2The video of the experiment conducted is available at http://www.iitg.ernet.in/cse/robotics/?page_id=2056
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amount of payload (i.e. task related information) may make the mobile agents bulky consequently
affecting their migration times within the network. The succeeding chapter presents enhancements
to the synchronization technique wherein a heterogeneous set of agents, each carrying information
about a specific task from the set of tasks to be executed in synchronism, populate the network.
Coupled with the cloning based population control mechanism described in [128], the results of this
enhanced technique have been presented therein.
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“Everything is theoretically impossible, until it is done.”
Robert Anson Heinlein (1907 — 1988)

American writer

Augmenting Population Control for Task
Synchronization

A technique to synchronize the execution of a sequence of tasks using a fixed population of homo-
geneous agents was presented in the previous chapter. Homogeneity in the present context, means
that every agent is capable of executing all the tasks in the given sequence. Thus the sequence in
which the set of tasks need to be executed is also known a priori by all the agents. The work pre-
sented in this chapter goes a step further to address the same problem of sequential execution of a
set of distinct tasks being performed at the distributed robotic nodes in a network, the synchroniza-
tion of which is facilitated by a set of heterogemeous mobile agents. Such agents carry information
that empower them to execute a distinct task from a set of interdependent tasks. Heterogeneous
agents thus have a lower payload than their homogeneous counterparts, making them more agile.
Instead of using homogeneous set of agents, the technique described herein focuses on the near syn-
chronous execution of tasks by a heterogeneous set of mobile agents. Each heterogeneous mobile
agent perceives specific stimuli from the environment and perform its assigned task accordingly.
Unlike in the previously reported work, these heterogeneous and asynchronous agents are oblivious
of both the number of tasks in the sequence as also the sequence in which they need to be executed
thereby adding to the complexity of sequencing and synchronizing these executions. The enhanced
technique presented in this chapter describes simple yet novel tweak to the technique reported in
the previous chapter to handle this extra complexity.

This technique has also been augmented to manage and handle changes in the population
of these heterogeneous set of mobile agents so as to suit their current demand i.e. the service
requirements of a particular task from the set of interdependent tasks. The population of agents
required to complete an activity is generated dynamically without any supervised control using
the cloning based stigermergic population control mechanism described in [128]. The population
control mechanism is embedded within each mobile agent along with the enhanced technique of
synchronizing the execution of a sequence of tasks.

The technique presented in this chapter focuses on the manner in which heterogeneous mobile
agents can be made to execute their assigned tasks T, T5,.....,T,, respectively in a desired sequence.
This essentially means that an asynchronous mobile agent needs to switch ON the execution of its
assigned task (from the set of interdependent tasks) only when the previous task in the sequence is
executed at every relevant point in the environment. The technique also ensures that the next task
in the sequence is never triggered anywhere in the environment till the previous task execution is
completed, while also ensuring distributed behaviour. This synchronizes the execution of a specific
task across all points in the environment uniformly.
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6.1. THE SYNCHRONIZATION MODEL AND PROBLEM DESCRIPTION

6.1 The Synchronization Model and Problem Description

The system under study comprises the following elements:-
e A set of m unique tasks T = {11, Ts, ..., Tin}.
e A network W of n nodes.

e A set of m different types of heterogeneous mobile agents A7 = {AlT1 , Agz, ..ATmY with each

AZ-T" capable of executing a unique task 7; € T and also cloning to form a population.

All the n nodes within the network W are passive entities i.e. they do not possess any
information regarding the sequence of the tasks to be performed nor do they influence the order of
their executions. Both the mobile agents and the nodes in the network are oblivious of the size of
the network W and the population of each type of mobile agent AZT’ Each type of mobile agent
AZ.TZ' is assigned a distinct task 7T; such that no two types of mobile agents have similar tasks i.e.

T; 25 . .
VA; 7Aj] € Aji#3,1; # T

The mobile agents are capable of carrying programs (code) required to execute their assigned
tasks. These agents can perceive various stimuli as and when they visit the nodes in the network W
and deposit pieces of information onto the nodes as a consequence of completing the execution of
their assigned tasks. A mobile agent AZTZ' can migrate from one node to another using the conscien-
tious migration strategy [221] if there exists a link connecting the nodes. Using this strategy, they
try to avoid the nodes which they have recently visited in their endeavour to patrol the network.
The population of this heterogeneous set of mobile agents varies as per the stigmergic population
control mechanism proposed by Godfrey et al. [128, 130](discussed in the next section). A mobile
agent A;T” commences the execution of its assigned task 7T; when it has received stimulations greater
than a threshold from the environment which in this case is the network of nodes. Thus, an agent
AiTi services a node by executing a task 7T; and hence changes the state of that node. In the present
context, servicing a node means when the agent AiT" reaches the node, it supplies the code pertain-
ing to its assigned task 7; and execution of the code at that node completes the associated task.
This execution changes the state of the node so as to generate stimulations for the next task in the
sequence to be executed within that node. The nodes form metaphors for the environment of the
entities viz. the mobile agents comprising the swarm. Agents encounter nodes in various states as
they migrate within the network. As pointed out in the previous chapter (Chapter 5), the ideal
case to commence the execution of a new task in the network is when all the nodes are in a single
state. If 7 is the number of distinct states that can be observed in the network at any moment
of time then its value would be ideally expected to be unity. In practice, the actual value of 7 is
always 2 since the state of a node changes as soon as an agent services it while there may be other
nodes which are yet to be serviced for the same task. Therefore, if the value of 7 = 2 is maintained
within the network, then it would essentially mean that only one type of agents are executing their
respective tasks within the nodes in the network. However, a value of 7 > 2 essentially infers an
out of sequence execution.

Hence, the main objective of this work is to synchronously execute all the tasks in the set T’
on all the nodes in the network W by ensuring that the value of 7 < 2 i.e.

VT; € T,Yn € W, Execute T; at n

such that 7 < 2
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6. AUGMENTING POPULATION CONTROL FOR TASK SYNCHRONIZATION

Synchronous execution implies that until all the nodes in the network W have finished their exe-
cution of a task T;, the execution of the next task in the sequence of tasks i.e. Tjy1, should not
commence. It may be noted that there ought to be no direct communication among the agents or
the nodes lest this cause undesirable overheads as discussed earlier. A speed-up in the execution of
a task T; can be achieved if multiple agents capable of executing T; exist in the network. This can be
realized by cloning the agent. However, uncontrolled cloning has the obvious disadvantage of clut-
tering the entire network. The next section describes a stigmergy based cloning controller [128, 130]
to regulate the population of heterogeneous mobile agents. Following which the synchronization
technique is discussed.

6.2 Population Control of Heterogeneous Mobile Agents

Godfrey et al. [128, 130] have presented a model to control the population of a heterogeneous set
of mobile agents in a network using stigmergy. They have used a novel concept termed Cloning
Resource (CR) to govern the dynamics of populations of different types of mobile agents within
a network. According to their model, each node maintains a Queue which hosts all the mobile
agents within a node. Each mobile agent carries within itself a record of its current Lifetime (L;)
and S along with the set of services or tasks which it intends to deliver to the requesting nodes.
Whenever a mobile agent provides its services to a node, it gains a Reward (Rg) in return. These
Rewards alter L; and Cpr of that agent. The increase in the population of mobile agents occurs due
to cloning (creating mobile agents of their own kind) while the decrease in population happens due
to the termination of mobile agents which have exhausted their lifetimes. The Queue within each
node is composed of four elements:

1. The De-Queue Controller: This takes care of handshaking with a neighbouring node to enable
the transfer of a mobile agent out of the Queue.

2. The En-Queue Controller: Its task is complementary to the De-Queue Controller and caters
to the request of migrating a mobile agent into the Queue.

3. Lifetime Monitor € Queue Compactor : This unit ensures that the lifetimes of each of the
mobile agents within the Queue are decremented with each instant of time.

4. Cloning Pressure Register: This register keeps a record of the current Cloning Pressure which
has been explained later.

This population control model works based on a reactive mechanism to maintain the popula-
tion of mobile agents within the networked systems. This mechanism embedded within each mobile
agent, senses the number of existing mobile agents in the Queue waiting for their turn to migrate
to the next node. The number of agents within the Queue provides an estimation of the amount
of free space for agents to populate within the Queues of the nodes in the network. Based on this,
an agent decides whether or not to clone. The extent to which an agent can clone depends on the
following parameters:

e The Cloning Resource available within the mobile agent,
e The Rewards gains by servicing the nodes and

e The Cloning Pressure which is proportional to the number of vacant slots in the Queue.
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6.2. POPULATION CONTROL OF HETEROGENEOUS MOBILE AGENTS

Cloning Resource, Cr, is charged partly by the rewards and partly by an inherent charging mech-
anism embedded within the mobile agent. Apart from Cg, the Lifetime, Ly, of the mobile agents
also increases with the rewards they acquire. The decision as to whether or not a mobile agent,
resident within the Queue of a node at time ¢, should clone is made based on the Cloning Pressure,
0.(t) given by Equation 6.1 [128, 130].

| an—la®)| forb.>0
Oc(t) = { 0 otherwise (6.1)

where gy, is the Queue Threshold and determines the maximum number of agents allowed within
the Queue. |q(t)| is the number of mobile agents present within the Queue at time ¢ at a node.

The number of clones, 7.(t), that a mobile agent AiTi can generate at time ¢ within the Queue
of a node is determined by Equation 6.2 [128, 130].

) = o0 G| (6.2

where C%(t) is the available Cr within the agent A;TFi at time ¢t and CF** is the maximum value
of Cr that a mobile agent can possess.

A mobile agent A;TFZ' attempts to make clones if it has enough Cp to supply to the new clones
as given by Equation 6.3 [128, 130].

C¥(t+1) = C¥(t) — n(t)CH™ (6.3)

where Cﬁ”m is the minimum value of C'r that needs to be conferred to a clone.
The recharging of the Cr is governed by Equation 6.4 [128, 130].

Czazv(t) + ace VR W + o, R(t) for CF(t) > y,0.(t) <1

av ) C¥@) + ac+ a,R(t) for O (t) < y,0.(t) <1
Cr(t+1) = C"“’()Jrae1 1/2) + o, R(t) for9()>ywherez:—9() (64)
Cge* if O (t+1) > Cges

where R;(t) is taken to be 1 if the agent services a node; else as 0 at time ¢. «. and «, are constants
and y = C’}’gm.

The increment in the Lifetime, L;, of a mobile agent in the presence of a reward is given by
Equation 6.5 [128, 130].

Li(t +1) = Ly(t) + Cr Ra(t) (6.5)

where, C, is a non-zero positive constant.

The authors in [128, 130] have successfully portrayed the performance of their population
control model for a heterogeneous set of mobile agents on static as well as dynamic networks. They
have show-cased the selective rise and fall in the populations of different types of mobile agents
based on the demand of their services in the network.

Since the problem being tackled herein makes use of heterogeneous mobile agents to perform
different tasks, such a population control framework is best suited. Further, such a framework
alleviates the issue of finding the suitable number of agents of a kind to complete the service.
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Figure 6.1: (a) Structure of the mobile agent AiTi (b) Tuples deposited at a node in the network.

6.3 Synchronizing the Heterogeneous Set of Mobile Agents

As mentioned earlier, the main focus of this work is to stigmergically sense and trigger a task-
switch uniformly and synchronously across all nodes constituting the network with no inter-agent
communication or centralized control. Thus, if all the nodes in the network are in a state which
requires the execution of task T then the concerned mobile agents (including their clones) viz.
A2T2 should be servicing them and migrating within the network so as to eventually complete the
execution of this task at all nodes. Nodes that have been serviced for 75 will transit to a state
wherein they require the service of the next task viz. T3. However, only when all the nodes transit
to this new state should the agents assigned to service 73 i.e. ATS, commence their executions at
these nodes thereby achieving the required synchronization i.e. 7 < 2.

6.3.1 Task Distribution and Stimulations

In the proposed approach, the information about the sequence of tasks is partitioned among the
different types of mobile agents. Each type of mobile agent possesses the knowledge of the task
that it has been assigned to and the information about the task that occurs previous to its assigned
task in the task sequence. Let {T} — Tb — T3 } in that order be the sequence of tasks assigned
to agents A{l, A? and A§3 respectively. In this case, the mobile agents A?l, AgQ and A3T3 would
maintain the information {¢,T1}, {T1,T>} and {T», T3} respectively. ¢ indicates that there is no
task prior to the assigned one in the prescribed sequence. An agent carrying such an information
would naturally be the first to be triggered. Whenever a mobile agent AiTi services a node for a task
T;, it deposits a tuple of the form < T;, Completed > on to that node. This stigmergic information
flags the incoming agents that the task T; has already been executed at this node. The deposition
of such tuples refers to the change in the state of that node and hence provides the stimulations to
the mobile agents to trigger the execution of the concerned task. For example, after the execution
of task 717 by the mobile agent A{l on a node, the agent will deposit the tuple < 17, Completed >
on that node. At a later stage, when the task T5 is executed by the mobile agent Agz on the same
node, the latter adds the tuple < 15, Completed > so that the information available on that node
becomes [< T1, Completed >, < Ty, Completed >]. After the successful execution of all the tasks
in the sequence of tasks T', the information on each of the nodes will be < T;, Completed > Vi € T
as shown in Figure 6.1(b).
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6.3. SYNCHRONIZING THE HETEROGENEOUS SET OF MOBILE AGENTS
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Figure 6.2: State transition diagram of the mobile agent A;TFi along with its behaviour in each state
in the proposed technique.

6.3.2 The Underlying Dynamics

In addition to the Cloning Resource, Cr, and Lifetime, Ly, as discussed in the previous section, each
mobile agent also consists of another parameter called the Action Potential (V) which is analogous
to the response threshold [284] required to switch ON the execution of the agent’s assigned task.
Figure 6.1(a) depicts all the parameters carried by a mobile agent. The Action Potential, ¥, of
a mobile agent AiTi is responsible for the co-ordination of the synchronized executions of different
tasks. W for every agent is initialized to a non-zero positive value. Figure 6.2 depicts the various
states of a mobile agent along with the associated transitions during the synchronization process.
Initially, all types of mobile agents A;TFi enter the system in the DORMANT state wherein they
migrate without executing. An agent AiTi makes a transition to the EXCITED state as soon as it
finds a node having the tuple < T;_1, Completed > which acts as a positive stimulation. These
positive stimulations decrease the value of U of agent A;Fl On the contrary if this agent (which
has already transitioned to the EXCITED state) does not find the tuple < T;_1, Completed > (a
negative stimulation) at a node then its value of ¥ increases. The equation governing the value of
¥ is given below.

U(t)—(1— e_”(t))\ll(t), for Positive Stimulation

Ti+1)= { W(t) 4+ (1 — e ?®)W(t), for Negative Stimulation (6.6)

where the parameter o(t) is discussed later.

The mobile agent transits to the ACTIVE state as and when ¥ equals 0. In the ACTIVE
state, the mobile agent A:iri starts the execution of its assigned task T; whenever it migrates to a
node that does not have the tuple < T;, Completed >. W is computed and used only when the
agent is in the EXCITED state. It ceases to have any effect on the behaviour of the mobile agent
beyond the EXCITED state.

Let B} € {True, False} be a binary variable which takes the value True (False) if a tuple
< T;,Completed > is present (absent) at a node n. The following logical statements describe the
behaviour of a mobile agent AiTi at anoden € W:

S1: =By A (¥ > 0) — Migration without Execution
S2: By A=Bp A (¥ > 0) — Positive Stimulation (Equation 6.6)

S3: =By A (V> 0)A(STATE = EXCITED) — Negative Stimulation (Equation 6.6)
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S4: =B}, A (¥ = 0) — Execute Task T;

Table 6.1: Change in the state of agents A{l to A:;)FE’ within the network for the sequence T =
{10 1o T5; T Ts }

Agent’s
State VS
System
Status
Initialization| DORMANT | DORMANT | DORMANT | DORMANT | DORMANT
f“mulamom EXCITED | DORMANT | DORMANT | DORMANT | DORMANT
or Task T
Execution
of Task T,
Stimulation
for task Ty
Execution
of Task To,
Stimulation
for task T3
Execution
of Task Tj,
Stimulation
for task Ty
Execution
of Task Ty,
Stimulation
for task T
Execution
of Task T5

Tl T2 T3 T4 T5
Al Al Al Al Al

ACTIVE EXCITED | DORMANT | DORMANT | DORMANT

ACTIVE ACTIVE EXCITED | DORMANT | DORMANT

ACTIVE ACTIVE ACTIVE EXCITED | DORMANT

ACTIVE ACTIVE ACTIVE ACTIVE EXCITED

ACTIVE ACTIVE ACTIVE ACTIVE ACTIVE

The statement S1 describes the DORMANT state wherein the mobile agents migrate from
one node to another in search of the positive stimulations required to switch to the next state. In
statements S2 and S3, the agent perceives positive and negative stimulations respectively from the
environment which changes the value of its ¥ (Equation 6.6). The agents following S2 and S3 are
thus in the EXCITED state. When ¥ = 0 the agent transits to the ACTIVE state and behaves
as per the statement S4 and starts to execute its assigned task. For illustration, consider the task
sequence T' = {T1;T»; T5;Ty; T5} and set of agents A = {Ar{l,Ag’Z, A3T3, AZ‘*, A5T5}. Initially all the
agents in A will be in DORMANT state within the network. Since the agent Ar{l is assigned the
first task in the task-sequence T, it will immediately switch to the EXCITED state due to the
presence ¢ within its task information. While the agent Arfl is in the EXCITED state (statement
S2 and S3) all other agents in A will continue to remain in the DORMANT state. Eventually
the agent Aipl will transit to the ACTIVE state when its ¥ becomes 0 and start the execution of
the task 77 in the concerned nodes. Such executions would result in the deposition of the tuple
< T1,Completed > on the concerned nodes in the network. Only on perceiving this tuple, will A2T2
transit to the EXCITED state. The agent A? will continue to remain in the EXCITED state until
its ¥ value becomes zero. As long as Ag2 is in the EXCITED state, A3T3, A4T4 and A5T5 will still
remain in the DORMANT state. This chain of actions will continue until all the agents in A transit

TH -1520 10610105 97



6.3. SYNCHRONIZING THE HETEROGENEOUS SET OF MOBILE AGENTS

to the ACTIVE state as depicted in Table 6.1. As can be observed, the agents in the task sequence
create stimulations for the succeeding agents. These stimulations are distributed temporally across
the network making the agents execute their assigned tasks only when their turn comes up.

The parameter o(t) which regulates the amount of increment or decrement in V¥ is calculated
in the following manner. Let £(.) be a function that returns the time of an event at a node n € W.
Let us define a parameter A using £(.) as,

A = ¢(Al arriving at n) — &(< Tj_1, Completed > deposited at n) (6.7)

Hence, A is essentially the difference between the time when the status of a node was up-
dated to < T;_1,Completed > by the agent AiTijl and when the mobile agent A?" arrived at
that node. Every mobile agent maintains a record of its own task-specific A’s in a History Win-
dow (H) of length w (w > 0) within itself. Whenever, a mobile agent AiT" finds a node having
< T;—1,Completed > (i.e. By = True), it finds the value of A using Equation 6.7 at that node.

This new value of A is added to the H of AiT", if it is greater than the last recorded value i.e.

Hyew < HygU {An}, it A" > A,

where A" is the value of A at node n and A,_; is the last recorded value of A in H of A;‘FZ
Since the different types of mobile agents execute their assigned tasks in different time-slots

(temporally distributed), the values of A within H are normalized between 0 and 1 using Equation
6.8.

A; —Ag

NOT‘m(Ai) = m

, Vie[0,w—1] (6.8)
where A; denotes the it value in H.

The value of o(t) is calculated using Equation 6.9 as the standard deviation of Norm(4;),
Vi € H. Thus, o(t) provides the extent of dispersion of the stimulations (requirement of a service
in the network) that a mobile agent observes at time ¢.

. \/ S {Norm(A) = )2 69)

w
where,
Y Norm(A))
= 6.10
fi ” (6.10)
K is a non-zero positive constant and w, as already mentioned, is the length of the History Window,
H.

In the ACTIVE state, whenever a mobile agent A;TF“' executes its assigned task 7T; on a node it
receives a reward Ry in return. This reward recharges the Cloning Resource, Cr (as discussed in
Section 6.2, Equation 6.4) of A;‘n When the Cr of an agent AiT" Crosses C}’.{Z‘m so that it can confer
enough Cloning Resource to the clone it transits to the REPLICATE state to create the clones as
per Equation 6.3. The clone and the parent then transit back to the ACTIVE state as shown in
Figure 6.2. Due to cloning the population of the mobile agent A;TFZ' increases. Hence, the mobile
agents whose assigned tasks are currently required to be executed on all the nodes in the network
rise in population whereas the populations of the clones of the other type of agents decline due
to their diminishing Lifetimes causing transitions from ACTIVE state to DEATH state. In the
proposed technique, the system starts with a set of parent mobile agents assigned distinct tasks in T’
with infinite lifetimes. As the system progresses, the cloning controller ensures that the population
of each type of mobile agent varies based on their demand within the network.
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6.3.3 Self-Healing with Heterogeneous Agents

In real world scenarios, it may happen that a task completed by an agent at a node(s) may crash
or breakdown due to some environmental effects. Consider the case of a task (7;) of connecting
two wires to make a bridge at a node. When the task is executed the change in environment
within the node (i.e. < Tj,Completed > is asserted at the node) allows for flow of information
across the bridge. A failure could result at this node if for some reason this connection breaks (i.e.
< T;,Completed > is deleted). Such problems could occur in an out-of-order manner across the
network making 7 to be greater than 2. In such a case, the concerned agent(s) may need to re-
execute the task(s) at the respective nodes while the other nodes are being serviced for a different
task as per the sequence T. The proposed technique exhibits such a Self-Healing mechanism
inherently.

As mentioned earlier in Subsection 6.3.1, the tuple deposited at a node after the completion of
a task acts as the stigmergic information at that node which indicates the completion of that task
within. When a task at a node fails then the concerned tuple is deleted from that node indicating
the requirement of a the task to be re-executed. Such failures may be local to a node or may involve
a set of nodes. This causes the agent assigned the concerned task to behave as per statement S4
(see Subsection 6.3.2) resulting in the re-execution of this task at the failed node. This agent
thus receives a reward which in turn increases its cloning resource. These agents may thus transit
to the REPLICATE state and clone. This quickens re-executions at the failed nodes ensuring
faster recovery. Though such re-executions introduce asynchronization (7 > 2), the Self-Healing
mechanism enhances in the fault-tolerance capability and robustness of the system.

6.4 Emulating the Synchronized Task Execution

In order to test the efficacy of the proposed technique, the Typhon mobile agent framework [132]
was used. Ten different physical computer systems, connected within a LAN, were used in the
experimentation out of which nine were used to realize an emulated mesh overlay network. The
remaining one served to asynchronously log the data generated at various nodes during run-time
and as such acted as a non-participating node in the network.

6.5 Results and Discussions

The experiments were performed over two emulated mesh overlay networks having 50 and 100
nodes. Five conscientious mobile agents (parent mobile agents) each carrying a different task out
of a sequence of five tasks were used in the experiments to test the efficacy of the technique.
Following parameter values were used in the experiment: W (0) = 100,k = 1, ¢y = 4, C};{”m =
10, Cg** =100, ac = 0.1, 0, = 15,C, = 7,w = 5.

All the parent mobile agents were given infinite lifetime while the initial lifetime conferred on
a new clone was set to 10. Self-healing was emulated by forcing at set of 20 nodes chosen arbitrary
at random in the network to crash the task 75 while the service for the task Ty was in progress.
The mobile agents were initially placed in different nodes (chosen randomly) and were triggered to
commence their patrolling within the network. Nodes and agents continuously sent information on
the tasks being executed, the rewards, stimulations, Clonal Resource, etc., asynchronously to the
non-participating node. It may be noted that the non-participating node was not a node in any of
the networks used in the experiment nor did it influence the agents or participating nodes in any
of their processes or actions.
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Figure 6.3: Executions of Tasks- T} to 75 in (a) for 50-node and (c) 100-node mesh networks along
with the corresponding change in the populations of agents Agent-1 through Agent-5 in (b) and
(d) respectively.
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Figure 6.4: Self-healing with failure of task T at 20 nodes randomly selected in the network when
the execution of task Ty was in progress for the 50- and 100-node networks.
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The graphs in Figures 6.3(a) and (c) depict the execution of five different tasks by five different
types of mobile agents in the network of 50 and 100 nodes respectively using the proposed syn-
chronization technique. As can be observed from the graph, the execution of each type of task (73
through T5) occurs almost without any overlaps (there is only one instance of overlap of execution
of task Ty with task T3 in the 100-node network) with other tasks in the sequence. Further, the
time for execution of each type of task (7;) on all the nodes for both the networks varies in between
30 to 60 seconds. Some gaps can be noted in between the executions of consecutive tasks. These
gaps, refereed as the idle periods are generated as a result of the time taken by the mobile agents
to acquire the level of stimulation to commence the execution of their assigned tasks.

The graphs in Figures 6.3(b) and (d) depict the change in the populations of different types of
agents, Agent-1 through Agent-5 assigned with tasks 77 through 75, along with the change in the
overall population of all the mobile agents in the network. One can easily observe the successive
peaks in the graph which illustrates the rise in the population of agents which were currently
servicing the nodes for their assigned tasks. This rise in agent population accounts for the parallel
and concurrent executions of a task at different nodes in the network. It may be observed that
the rise in population of agents is more in the 100-node network (around 60) than that of in the
50-node network (around 30) which shows the on-demand generation of agents.

The graphs in Figure 6.4 depict the order of execution of tasks and the change in population
of agents during self-healing. As can be observed in Figures 6.4(a) and (c), when the mobile agent
assigned to service task 75, AgQ, finds a node where the task 75 has crashed, it automatically starts
its service of the task T5 and hence gain rewards which charges its Cr. This allows the mobile agent
to clone and expand its search and service for the crashed task at other nodes in the network. A
small rise in the population of Agent-2 can be observed in Figures 6.4(b) and (d) at around 250"
and 300" second respectively due to such cloning activities. Apparently, the crashed tasks does
not affect the order of execution of tasks of other agents in the network.

Hence the results portray that the proposed technique is capable of streamlining the execution
of different tasks for a heterogeneous set of mobile agents. Further the self-healing feature ensures
that the failure of a task from the sequence T' does not adversely affect the progression of executions.
The equivalent range of idle-times in different networks shows the adaptiveness of the proposed
technique in different environments.

6.6 Chapter Summary

This chapter describes a technique for near synchronous execution of a sequence of tasks using a
heterogeneous set of mobile agents wherein each agent is capable of performing a distinct task from
the sequence of tasks. Having been augmented by a cloning controller, it is capable of regulating
the population of each type of mobile agent. These populations grow and diminish based on
the current demand of the specific agent within the network. Thus, using stigmergy and discrete
stimulations coupled with the concept of a cloning resource within each mobile agent, the technique
presented herein assesses the situation of the environment and achieves synchronized execution with
selective rise and fall in the population of heterogeneous mobile agents. Stigmergic communication
emerges when the agents sense the number of serviced and unserviced nodes and orient themselves
accordingly to serve for global synchronization across the network. Emulation results gathered
on networks of varying sizes have also fortified the applicability of the presented technique in real
systems. In addition, the proposed technique also inherently exhibits self-healing making the overall
system fault-tolerant.

The technique described for the synchronized execution of a sequence of tasks makes an inher-
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ent assumption that the nodes (i.e. robots) are already available in the environment to carry out
the task executions. However, in real systems comprising large, distributed and heterogeneous sets
of networked robots, the availability of the robots having a set of desired resources and capabilities
needed to carry out the execution of tasks must be ensured a priori within the environment. This
calls for a mechanism to acquire the required number of unoccupied or idling robots in the envi-
ronment which would be needed to commence the execution of the set of tasks. Further, there can
be more than one instance of sets of tasks to be carried out in different parts of the environment.
Hence the mechanism should be robust enough to resolve contentions that may arise when several
agents try to reserve a common set of robots within their environment, so as to execute the respec-
tive tasks allocated to them. Contention could crop up when many agents require the services of
the same robot(s) at the same time. The next chapter describes one such mechanism using mobile
agents to dynamically acquire a required set of robots within a distributed robotic network. The
contentions among multiple mobile agents vying for the identical resources (robots with the desired
skills) are resolved using asynchronous and voluntary back-offs.

I RS ST
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“The true sign of intelligence is not knowledge but imagination.”

Albert Einstein (1879 — 1955)
German-born theoretical physicist

A Strategy for Multiple Task Allocations

Efficient arbitration of resources and allocation of jobs is always at the core of any distributed
system. These functions can become difficult to model and realize when the entities within the
system are dynamic in nature due to the ensuing non-determinism and uncertainties. The allocation
of different sets of tasks within a network of heterogeneous robots based on their capabilities and
available resources is an example of one such function within a dynamic and distributed system.
Investigating novel mechanisms for the allocation of tasks within MRSs form a prominent area
of research. Task allocation within MRSs has been mostly tackled using either a self-organizing
approach or by a market-based auctioning strategy [305]. These approaches scarcely address the
issue of competing instances of concurrent task allocations occurring within the system wherein all
allocations vie for the same set or subsets of robots or associated resources.

This chapter presents a novel strategy for the allocation of task(s) within a large heterogeneous
MRS in the presence of competing task allocation instances. The problem of contentions among
the concurrent competing instances of task allocations is tackled using voluntary and adaptive
back-offs. The proposed strategy of task allocation is completely distributed and is oblivious of the
number of robots and their locations in the environment, the number of tasks to be allocated, the
number of competing instances of task allocations available in the system and the stability of the
communication network among the robots within the MRS. The proposed strategy also provides
for better scalability and robustness in the allocation of task(s) in an MRS.

7.1 Motivation

Coordination of activities in an MRS is a challenging task since it involves numerous sequential
and parallel asynchronous processes running concurrently. In particular, allocation of tasks or a
set of tasks to a set of robots within an MRS has been a notable area of interest for researchers.
Various techniques and methodologies have been proposed in the literature [305] to facilitate task
allocation in MRS while also taking in consideration the payoffs of the individual robots, the global
cost and utility, group and team dynamics, etc. The task allocation approaches used in MRSs can
be broadly classified into two categories viz. Self-organizing or emergent approaches and Intentional
or explicit approaches [305].

In the self-organizing approach, the behaviours of individual robots are evolved in a manner
so that the global objective is achieved. These approaches are usually inspired from biology, more
often by mimicking techniques learnt from insect societies such as ant colonies and bee swarms.
The tasks are dynamically allocated to the individual robots based on their perceived stimuli from
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the environment. The complexity involved in the design and implementation of self-organized
approaches of task allocation is in the embedding of task-based stimuli within the environment
along with the stimulus sensing capabilities of the individual robot. Further, these approaches
assume a homogenous team of robots which are coherent in their capabilities and perception. In
addition, there is less control over the MRS in terms of optimal allocations of tasks as the global
coordination of robots emerges from the individual actions in these fully distributed approaches.

On the other hand, the intentional or explicit approaches use market-based auction methods
for allocating tasks to an MRS. In these approaches, initially an auction for a task or set of tasks
is announced by an auctioneer and the individual robots bid based on their respective capabili-
ties, current state and estimated costs for the task(s). The auctioneer awards the task(s) to the
robots after assessing their bids and utilities. Hence, unlike the self-organizing approach, the inter-
dependencies among the tasks can be easily taken care of. Further, the coordination among the
robot teams can be planned using optimal task allocation strategies. Future tasks can also be allo-
cated to the robots based on their current state and available resources. Dias et al. [306] point out
that market based approaches hybridize the centralized and distributed mechanisms depending on
the application under consideration. These approaches are thus best suited for multi-robot systems
used in tightly monitored and controlled environments such as an assembly line automation or in
an autonomous warehouse or port.

Most task allocation methods proposed in the literature [305] always assume a single instance
for the allocation of task(s) under consideration or in other words have just one auction or task al-
location at any moment of time. However, in a large heterogeneous MRS, there could be initiations
of multiple instances of task allocation processes running and competing concurrently; some or all
of them vying to acquire the same sets of robots. Solving such contentious scenarios of task(s)
allocations in an MRS is very critical for their deployment in real-world applications. Such concur-
rent task allocation scenarios have hardly been addressed by the MRS researchers. A solution to
this calls for new strategies that can facilitate the allocation of tasks in a large heterogeneous MRS
wherein concurrent, asynchronous and competing instances of task allocation processes emanate.
Further, the robots in an MRS are always assumed to be embodied physical agents that can evolve
multi-agent strategies for their coordination and control. The use of mobile agents [90] however
has never been explored to alleviate the problem of such task(s) allocations in an MRS.

The next section discusses the relevant literature of market based task allocation mechanisms in
MRSs. Succeeding sections present the proposed strategy of task allocation in a large heterogeneous
MRS along with its inherent dynamics.

7.2 Background

Dias et al. [306] provide a survey on the market-based multi-robot coordination approaches and
analyses their performance in various application domains. According to them, market based
approach hybridize the centralized and distributed methodologies for multi-robot coordination.
They discuss the suitability of the market based approaches in terms of heterogeneous robot teams
and their scalability. The market based coordination mechanisms are conceptually derived from the
Contract Net Protocol (CNP) [307] which was designed as a task-sharing protocol in multi-agent
systems. Botelho and Alami [308] have proposed a decentralized multi-robot task decomposition
and coordination mechanism (M+) which has been adapted from the CNP. M+ has three layers: a
task allocation layer, a fault-tolerance layer and a task executor layer. In this scheme, all the robots
receive the same mission (set of tasks). Each robot decomposes the tasks in the set of actions. In
case of any failure on part of the robot or the action being performed, the robots contact one another
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and try to find cooperative schemes for the execution of tasks and thus overcome the problem. This
scheme assumes that any robot is capable of executing a task on its own and only one robot is allowed
to issue a first-offer broadcast for a given task. In [309], the authors have presented an auction-
based task allocation mechanism nicknamed Murdoch based on a publish/subscribe communication
model. They use a greedy algorithm to allocate tasks and issue time-limited contract to the robots.
Murdoch has been shown to be applied successfully in heterogeneous robot teams in different
applications. However, the presence of multiple auctioneers targeting similar resources has not been
handled therein. Zlot and Stentz [310] have used task trees for auctioning of time-extended task
allocations [305]. These task trees represent a possible decomposition of the complex interdependent
tasks. The agents auction and bid on task trees instead of simple tasks. The bidding can be done
on a branch or some specific node of the task trees based on the current state and resources of
the robots. The auctioneer announces the winner(s) after receiving the bids based on the lowest
cost solutions. Although their scheme tries to globally optimize task allocations in a time-extended
manner, the authors assume that only one auctioneer manages the auction process for a particular
task tree.

In [311], the authors use a single round auction scheme to discover and form robot teams.
The coordination among the robots are modelled based on the constraints imposed over the shared
resources. They enabled robots to perform multiple tasks concurrently by bringing together the
requirements of tasks and subsequent constraints in their execution. However, they have assumed
that only a single auctioneer or task allocator agent enters tasks into the environment within a
minimum time interval. Zhang et al. [312], portray a stochastic algorithm for centralized and
distributed task allocation using Markov-chain Monte Carlo methods. The focus of their algorithm
is to produce globally optimal allocations of the robots. For distributed task allocation, they have
applied the centralized algorithm in spatially segregated regions wherein each robot serves as a
task allocator in a fixed rotation pattern. The authors do mention that in future their distributed
algorithm needs be altered to cater to multiple auctioneers working in parallel with a mechanism for
conflict resolution and eventually be implemented using real robots. Keshmiri and Payandeh [313]
propose dynamic task allocation strategy with elements of centralized and distributed mechanisms.
While the centralized unit coordinates the functioning of the robotic agents through task sub-
grouping and agent cost permutation processes, the decision making and execution of the allocated
tasks are carried out in a distributed manner by the individual robots. They assume synchronous
communication among the robots without any delays, an assumption which is difficult to hold in
the real world. Their method is suited when a single mission can be divided into several sub-goals
wherein the sub-goals may change their locations in the environment overtime. The coordination
strategy uses the votes of the robots for a centralized mediator to allocate the available subgroups.

In [314], the authors assume that each task can be completed by a single robot, however, they
use task sharing to reduce task completion times. Each robot is made to auction its own tasks and
clear its own auctions. The auction mechanism is based on a combination of sequential single-item
auctions and repeated parallel single item auctions. The auctions are repeated after a fixed interval
of time. The robots bid for tasks based on their current commitment and location. If a robot fails,
it auctions all its remaining tasks. Further, the robots do the reordering of tasks in the sequence
of their execution. Here, authors assume a homogeneous set of robots with time-extended task
allocations. In [315], the authors provide an ad hoc network based task allocation (ANTA) while
considering resource aware cost generation. The ANTA mechanism constructs a minimal spanning
tree network among the robots and determines the robot with the lowest cost bid to be allocated
for the task through multi-hop communications. The task allocation mechanism is not controlled
by any task allocator since all the robots receive bid messages from other robots and forward the
same to others in a decentralized manner similar to the way robots exchange eligibility information
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in [316]. The authors empirically evaluate their strategy using simulation experiments based on
foraging swarms. Although, the authors have discussed the creation of minimum spanning trees
using broadcast tree communication, they have not clarified how the tree is managed when the
robots move in the environment. Further, this mechanism focuses on the assignment of a single
task to a single robot and does not consider the allocation of a coalition of robots for tasks. The
case of multiple instances of task allocations competing for similar resources is also not considered.

Auction based multi-robot task allocation mechanisms always use the auctioneer as a central
entity to announce auctions, collect bids and allocate tasks to the winning robots. The whole
network of robots is assumed to be static while the task negotiations are in progress, a situation
which is hard to enforce in real world. The concept of exploiting the features of a mobile agent to
carry out negotiations with the robots in the network and eventually allocating them for a set of
tasks has never been attempted. Such an agent can act as a non-static negotiator that can knit
through the dynamic network of mobile robots. Hence, the whole task allocation process can be
realized in a truly distributed and decentralized manner. Further, there seem to be hardly any
effort to address the issue of multiple concurrent and competing task allocation instances that vie
for the same or subsets of robots. This chapter provides an approach that uses mobile agents to
facilitate concurrent and competing task allocation instances in the MRS domain. The succeeding
sections elaborate the mechanism for the same.

7.3 System Model

This section provides the basic definitions and concepts along with the building blocks of the system
under consideration for the proposed task allocation strategy. The following characterization exists
in the system under consideration:

1. The system consists of a network of heterogeneous mobile robots R = {r;|i € I}, where I is a
set of positive Integer. Heterogeneous robots essentially mean that the robots are of different
types and thus may possess different capabilities. Further, a robot only executes the tasks
that it is capable of.

2. There may be same or similar robots in R which can be segregated based on their capabilities.
Hence there exists overlapping subgroups of spatially separated robots.

3. A robot r; can only be assigned a single task at a time.

4. The robots in R are oblivious of any information about the location or capabilities of other
robots or the subgroups in the network. They are also not aware of their total number.

5. The robots in R possess communication capabilities and hence can make or break connections
with other robots as per the requirement.

6. The robots in R are equipped with an agent platform which supports all the functionalities
of mobile agents and provides these agents with an execution environment.

7. The mobile agents can be spawned and released into the network of robots R from other
auxiliary networked devices (such as a PC or a laptop connected to R) by a system user.
There can be one or more such devices available and distributed across the network. These
devices do not control any other process except for releasing the agents.

8. The robots in R can also spawn the mobile agent into their network, if required.
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9. The task(s) to be executed using the robots in R may require one or more robots. However, the
execution mechanism of the task(s) or the decomposition of task(s) into subtasks is assumed
to be either provided by the user or embedded within the robots.

10. Each task 7T; to be allocated to the robots contains the associated task descriptors which enlist
the dependencies and requirements for executing that task (such as the state or location of the
robot having capability, for instance, to lift a bottle) along with other essential parameters.
Such descriptors can be derived from ontologies referred to streamline the interaction among
the mobile agent and robots.

11. New tasks can appear at any moment when the system is running.

12. The mobile agents use conscientious migration strategy [221] to navigate into the network of
robots R. This migration strategy ensures that the agents evenly distribute their frequency
of visits amongst all robots in R.

In the next section, we present the proposed strategy of task allocation for the robots in R
using mobile agents.

7.4 The Proposed Task Allocation Mechanism

The proposed approach regulates the allocation of tasks when multiple instances of this allocation
process are present in the system. For illustration, let us assume a network of 100 robots out of
which 10 robots possess the resources required to execute say a pushing task, T7. Similarly there can
be another 20 robots equipped with resources to execute both tasks 75 and T3. It may be noted
that the proposed approach makes no assumption regarding the diversity in the capabilities of
robots in terms of their resources and skills. Since the network of robots is fully distributed, several
task allocation requests (requiring more than one robot having similar or dissimilar capabilities)
can arrive asynchronously at any moment of time. Further, there could be requests whose resource
requirements could overlap causing contention. Suppose at some time there are three concurrent
allocation instances or requests for a pushing task viz. 77, to be executed, each requiring the
services of 7, 5 and 9 robots. Evidently, all the three instances of task allocation cannot be satisfied
simultaneously since the total number of robots that have the necessary resources to execute pushing
task T3 is only 10. Hence, each instance of task allocation needs to reserve the robots in a particular
order one after the other so that these allocations are satisfied. In the proposed approach, such an
order of task allocations emerges autonomously as a result of the resolution of contentions for the
resources required.

Within the proposed approach, each robot is equipped with an agent framework to support
all the functionalities of mobile agents. For each instance of the task allocation, a dedicated
mobile agent is spawned which has the details of the type and number of robots along with the
resources that the robots need to possess encapsulated within it. Thus each such agent released
into the system represents an instance of an autonomous task allocation request. The scenario
now becomes synonymous to a multiple task auctioneering one as predicted in [312]. These agents
then migrate into the network of robots to find those free or unoccupied robots that fulfil all the
requirements. These agents interact locally with these robots and negotiate whether or not they
can be reserved for the required task. The negotiation involves the estimated cost of performing the
task in question depending upon the current state of the robot (such as the charge in its batteries
or its location) and the resources required for executing the task (such as a sensor to measure
the depth of objects from a distance, etc.). If the negotiation succeeds, the agent reserves the
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robot for the task allocation and continues its migration within the network in search of other such
robots. This process continues till all the required robots are reserved. Once all the required robots
are reserved, the mobile agent initiates the execution of the allocated task(s) using these reserved
robots. As the robots make progress in executing the specified task, the mobile agent monitors
their status and records any failures or disruptions. The agent de-allocates these robots after the
execution of the specified task(s).

Since multiple mobile agents may vie for similar robots concurrently, it is highly possible that
no agent gets the required number of robots initially. Under such conditions an agent voluntarily
backs off from the search so as to create asynchrony, by remaining dormant for an interval of
time. During this period it remains within the last robot visited and idles. However, just before
a back-off, the mobile agent spawns child agents each containing the information of the already
reserved robots (if any). The spawned child agents migrate into the network of robots and ensure
the de-allocation of the specified robots from the task allocation process so that they be available
to the other active mobile agents. Spawned child agents are programmed to die (apoptosis) after
the completion of their de-allocation target(s).

7.4.1 Inherent Dynamics

There are two crucial aspects that require attention in the proposed scheme of task allocation
using mobile agents. The first aspect is the extent to which the agents need to migrate within the
network while the second involves the manner in which the computing of the back-off interval needs
to be performed to ensure the required asynchrony. In this section, we describe the dynamics that
regulate these two aspects within the proposed approach.

Agent Migration

The mobile agents carry within themselves a parameter termed the Mobility Resource (x). This
resource acts as a fuel for the agent to migrate into the network and determines the extent to which
it penetrates into the network. Whenever an agent reserves a robot, the value of y of that agent is
reinforced by a reward. On the contrary if an agent finds a desirable robot which is already reserved,
the agent receives a penalty which decrements the value of . In addition, the value of x also decays
inherently as the agent migrates into the network of robots. An agent goes for a back-off when its
x becomes almost equal to 0. It may be noted that since the allocation and de-allocation of robots
is dynamic and asynchronous, it may happen that some unallocated robots become allocated while
some become available for allocation. The increase in number of rewards constituting an increase
in x motivates the agent to explore the network for the remaining resources. In the absence of
such a rewarding mechanism it may happen that an agent explores and reserves the majority of
the robots required only to find that it cannot penetrate the network further due to decay of .
Rewards thus avoid such a situation by boosting the value of x for every robot allocated by an
agent.

The opposite happens when the number of penalties increases thereby forcing the agent to go
for an early back-off and allowing other such agents to allocate their remaining robots. Penalties
also restrict futile migrations on part of the agents and avoid any possible cluttering within the
network.

The following equations contribute to the change in x.

Reward:
o =xm {1+ (w20 ) (71)
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Penalty:
A
x(n+1) = x(n) {1 + <MPA g NQ)>} (7.2)
Decay:
tan(mr =)
x(n)q1-— (R = >}7 Up—Vr>0
X(n+1) = Ca (7.3)
x(n)q1— Cid} , otherwise

where N7 is the total number of robots required by the agent and N9 is the number of robots
reserved by the agent. A denotes the number of times the agent received penalties while Cy is a
non-zero positive constant. u” and p? are the frequencies at which the rewards and penalties are
received respectively. p” (or pP) is calculated as the ratio of the number of rewards (or penalties)
to the number of hops travelled by the agent. As can be seen, the values of reward and penalty
are directly proportional to their respective frequencies (Equations 7.1 and 7.2) and thus form a
heuristic that estimates the number of unallocated robots within the network. Further, the values
of reward and penalty are scaled based on the current requirement of robots (N — N®) by the
agent. Ug is the number of distinct robots discovered while Vg is the total number of robots visited
by the agent.

In addition, whenever an agent commences its migration into the network after completion of
a back-off, the value of x(0) is calculated by solving the recurrence relation from the decay equation

as: -
apC F
x(0) = G Ja ~ 0 (7.4)
[1 [Ca = tan(z5f=)]

As can be observed, the value of x(0) is always calculated based on the number of distinct
robots that the agent has encountered so far within the network. The value of x(0) is indicative
of the current size of the network with higher values signifying a larger network. It may be noted
that the decay of x (Equation 7.3) also adapts based on the number of unique nodes discovered by
the agent. This decay component increases as (Ur — Vi) tends to 0 and becomes constant beyond.
Thus if Ug is high, the decay of resource remains slow per hop. This allows the agent to migrate
and explore deeper into the network.

Contention Resolution

As mentioned earlier, voluntary back-offs are used to resolve contentions among the agents. The
back-off mechanism used herein is inspired from the binary back-off mechanism used in CSMA /CD
[317]. The mechanism CSMA/CD is used by the computers within a LAN to send data in dis-
tributed manner over the common bus. This back-off mechanism is very crucial to the success of
the task allocation process.

Imagine a case when there are n agents and (n — 1) agents back-off. This means that the n—1
agents become dormant for a particular interval of time (back-off interval) leaving the remaining
active agent to explore the network for resources. However, if the back-off interval of n — 1 agents
is lower than the time it takes for the single active agent to explore the network, then there will
be contentions. In this case, such contentions would result in repeated back-offs by all the agents
while none of them are able to reserve their required resources.

On the other hand, a large back-off interval would lead to unnecessary delays as the n — 1
agents would still be dormant even the single active agent has finished acquiring its resources. This
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calls for embedding an adaptive and egocentric mechanism for computing the back-off interval in
each agent based on the way it perceives the network. This essentially means that the back-off
interval is based on the part of network covered by the agents since the complete knowledge about
the whole network is not available.

Taking this into consideration the back-off interval (BI) is calculated by each agent, 4, indi-
vidually using the following equation:

T __ O+ (I)(2BZ®)a 261@ < Blnax
BI" = { © + ®(Blnaz), otherwise (7.5)
0 = ULAR (7.6)

where U}’é is the number of distinct robots discovered by the agent ¢ during its migration in
the network. A’ is the current hop-time at the robotic node R wherein the agent i decides to
back-off (i.e. x ~ 0). The hop-time denotes the average time required by an agent to migrate from
one robot to another within the network. These hop-times are maintained by the agent framework
hosted within each robot. f; refers to the number of back-offs that the agent ¢ has experienced
so far. ®(X) is a function which returns a random value in the range from 0 to X. Bl is a
non-zero positive constant that signifies the maximum back-off interval.

The first term of Equation 7.5 ensures that the back-off lasts for at least the time required for
the spawned child agents to de-allocate the robots reserved by the agent i. Since the values of Ugr
and Vg almost become coherent after some certain number of back-offs, the random function ®(.)
makes sure that the BI values remain diverse across the agents. The value of BI,,., needs to be
provided by the user and must be selected based on parameters such as the maximum allowable
execution time for a task, the maximum waiting time to commence the execution of a task, the
communication bandwidth, etc.

7.5 Emulation Setup

The proposed approach was emulated using Typhon mobile agent framework [132] over a LAN. In
the emulation experiments, an instance of Typhon on a computer is modelled as a robot in the
network. Several such instances were used to emulate the complete MRS. To emulate a dynamic
and mobile ad-hoc network of robots, the links among the Typhon based robotic nodes within the
emulated MRS were altered by the individual emulated robots using a variant of the Erdos-Rényi
G(n,p) model [252]. Hence, while the mobile agents were made to migrate in a real dynamic network
environment, the robots were emulated as computer processes in the emulation experiment. Two
other auxiliary Typhon instances were connected to the emulated MRS - one for releasing mobile
agents into the network and the other to act as a Data Logging Server which can log the various
events (such as the allocation and de-allocations of robots, back-offs, task executions, etc.) occurring
within the MRS. These logs were then used to plot the graphs depicted in the results. It may be
noted that these auxiliary instances did not influence or affect any process of the system or the
proposed decentralized and distributed multiple task allocation approach in any manner. Each
experiment was performed five times to account for any possible stochastic effects.

To evaluate the performance of the proposed multiple task allocation approach, two other
prominent auction based task allocation techniques via. Murdoch [309] and ANTA [315] were also
implemented within the Typhon framework. Since these approaches cater to a single instance of task
allocation at any instant of time, for comparison they were augmented with a back-off mechanism
to suit multiple competing instances of task allocations.
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Figure 7.1: Results gathered from the experiments on 100-robot dynamic network out of which
15 were eligible for the required task and a total of 10 robots were required by each allocator.
(a) Average inter-node communications (b) Average completion time of all allocators (c) Average
number of back-offs (d) Average back-off interval.

In Murdoch, the authors have proposed a broadcast based auction method for task allocation.
Although, they do not define the range of the message, we have implemented a multi-hop message
broadcast for all kinds of communications using the Murdoch approach. The size and the hetero-
geneity of the MRS was kept the same. The multiple auctioneers (task allocators) were selected
at random within the MRS. For contention resolution in this augmented Murdoch implementation,
we have used the same back-off mechanism as mentioned in Equation 7.5. However, since this
mechanism does not keep track of the number of distinct robots visited, Ur, © was calculated as:

© = vBIun (7.7)

where v denotes the number of bids received by the auctioneer and BI,y;, is a non-zero positive
constant signifying the minimum back-off interval. Bl,,;, was ascertained based on the size of the
network.

The ANTA approach uses a broadcast tree based method to disseminate the trade messages
and elicit bids from the interested robots within the network. This method uses a fixed tree level
to limit the extent of message broadcasts within the network. The authors have shown that a
higher tree level results in better performance of their task allocation method. Hence, in this
augmented ANTA implementation, the tree level is made equal to the diameter of the network of
robots. Further, the authors do not mention the consequences of the messages if the tree breaks
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due to the movement of the robots in the mobile ad-hoc network. To tackle such scenarios in the
implementation, the robots were made to broadcast their messages in case they did not find the
intended parent robot as their neighbour. The task allocators were selected at random and the
back-off mechanism was implemented in a manner similar to that in the case of Murdoch.

7.6 Results and Discussions

Experiments were conducted on networks spread across more than 10 PCs within a LAN. The
parameters viz. the average number of inter-node communications, average task completion times,
average number of back-offs and average back-off intervals are considered as the performance yard-
stick to evaluate the efficacy of the proposed approach. Following parameter values were used in
the experiments: Cyq = 5, ag = 0.01, Xinitiar(0) = 10, Bl = 10 seconds, Bl,q, = 500 seconds.

7.6.1 Varying Number of Task Allocators

The graphs shown in Figures 7.1(a) through (d) depict the performance of the proposed approach
as compared to that of Murdoch and ANTA with increasing number of allocators (auctioneer robots
in case of the Murdoch and ANTA approaches and mobile agents in case of proposed approach) in
a dynamic network of 100 robots. In the experiments, each allocator required 10 robots of a specific
type and there were 15 such pertinent robots present in the network. The graph in Figure 7.1(a)
shows the average number of inter-node communications incurred during the experiments. An
instance of interaction between two robots forms a unit of inter-node communication. Such inter-
actions between two robots can occur during exchange of messages (in case of Murdoch and ANTA)
or when a mobile agent migrates (in case of the proposed approach). As can be observed from the
graph, the average number of inter-node communications increases with increase in the number of
allocators. This result may seem intuitive since the increase in the number of allocators increases
the competition to acquire the robots. However, as can be noted, the proposed approach incurs
least inter-node communications (< 10000 for 5 allocators) as compared to the other approaches
(> 50000 for 5 allocators). It may also be observed that as the number of allocators increases, there
is a sharp increase in the number of inter-node communications in case of Murdoch and ANTA as
compared to that of proposed approach. This decreased number of inter-node communications in
case of proposed approach is due to the limited migrations by the mobile agents as a consequence of
their adaptive mobility resources (x); which control the extent to which they explore the network
after every back-off. Further in the proposed approach, if there are k& number of mobile agents (k
allocators) present in the network at any moment of time, then there can be a maximum of k pos-
sible inter-node communications. In case of Murdoch and ANTA with k-allocators, multiple robots
(>> k) across the network exchange messages concurrently leading to an escalation of inter-node
communications which could cause cluttering and subsequent reduction in the available bandwidth.
Since the number of inter-node communications is proportional to the energy consumed within the
robotic network, it can be inferred that the proposed approach is also energy efficient.

The graph in Figure 7.1(b) depicts the average time required to complete the task allocation
process for the three approaches considered. This completion time is calculated as the difference
between the time-stamps at the start and end of an experiment. These completion times include -
the time taken by the allocators to find the required robots, the back-off intervals, communication
delays due to the size of the messages or agents and the available bandwidth. As can be observed
from this graph, the proposed approach consistently outperforms the other two approaches as the
number of allocators increase. This saving in time is not only because of the adaptive mobility
resource concept and fewer inter-node communications in proposed approach but also due to its

TH -1520_10610105 12



7. A STRATEGY FOR MULTIPLE TASK ALLOCATIONS

adaptive back-off mechanism. The graphs in Figures 7.1(c) and 7.1(d) depict the average number
of back-offs and the average back-off intervals respectively with increasing number of allocators. As
can be observed from these graphs, the proposed approach incurs more number of back-offs (Figure
7.1(c)) than the other two approaches but the average back-off intervals are always less than that
of the other approaches. The higher back-offs in case of the proposed approach is due to the initial
exploration of the network by the agents which is unknown to them. The average back-off interval
for the proposed task allocation approach can be seen to be increasing with increase in the number
of allocators. When there is only one allocator, the average number of back-offs (2.6 in Figure
7.1(c)) is high but the corresponding average back-off interval is low (5.16 sec in Figure 7.1(d)).
This happens because the proposed approach selects the back-off interval based on how deep an
agent has penetrated into the network. Such an adaptive concept has not been used in the other
two approaches.

The graphs shown in Figures 7.2(a) through (d) depict the results gathered using a static
network of 100 robots with increasing number of allocators. The static case was experimented just
to investigate whether the other two approaches have an edge under such conditions. As can be
observed from the graph in Figure 7.2(a), the average number of inter-node communications for
the proposed and Murdoch approaches remains similar to that of the corresponding dynamic cases
shown in Figure 7.1(a). However, there seems to be a large reduction in the average number of inter-
node communications in case of the ANTA approach as compared to that when it was used in the
dynamic scenario. This occurs as a result of the tree-based broadcast strategy used in the ANTA
approach. Nonetheless, the proposed approach still incurs the least inter-node communications.
The graph depicting average completion times in the Figure 7.2(b) and those of average number of
back-offs and average beck-off interval in Figures 7.2(c) and (d) respectively, show similar trends as
described earlier in case of the dynamic scenario. These results reveal that the proposed approach
is oblivious of the nature of network and performs equally well in both static as well as dynamic
environments.

7.6.2 Adaptive versus Constant Back-off

In order to remove any possible bias to the proposed approach caused by augmenting the Murdoch
and ANTA approaches with a naive constant back-off mechanism (Equation 7.7), we modified the
proposed approach by using Equation 7.7 in lieu of Equation 7.6. The graphs in Figure 7.3 compare
the performances of the proposed approach with adaptive and constant back-off, respectively on
a dynamic network of 100 robots with increasing number of allocators under the same conditions
as described in Section 7.6.1. It can be observed from the graph in Figure 7.3(a) that the average
inter-node communications for the proposed approach with adaptive back-off is always higher than
that of the proposed approach with constant back-off. This is so because the value of Bl,,;, needs
to be fixed a priori. This value, which needs to be found based on several empirical runs, requires,
unlike in proposed approach with adaptive back-off, the knowledge of the number of robots in
the network. The value may need to be recomputed for every change in the size of the network.
Contrary to this, the proposed approach with adaptive back-off is scalable and adapts to differently
sized networks.

It can also be noted from the graph in Figure 7.3(b) that the total completion times for both
adaptive and constant back-off based approaches follow almost the same trend. These experiments
clearly indicate that, the proposed approach has not been biased in any way to perform better than
the other approaches augmented by the constant back-off mechanism.
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Figure 7.2: Results gathered from the experiments on 100-robot static network out of which 15
were eligible for the required task and a total of 10 robots were required by each allocator. (a)
Average inter-node communications (b) Average completion time of all the allocators(c) Average
number of back-offs (d) Average back-off interval.
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Figure 7.4: Results gathered from the experiments on varying the density of pertinent robots in the
100-robot dynamic network. Five allocators with each requiring a total of 10 robots were present
in all the cases. (a) Average inter-node communications (b) Average completion time of all the
allocators (c) Average number of back-offs (d) Average back-off interval.

7.6.3 Varying Density of Robots

The density of the pertinent robots required by the competing allocators plays a crucial role in
the performance of the proposed approach. If this density is high, the chances of fulfilling the
requirements of most of the allocators will also be high thereby diminishing competition. The
graphs in Figures 7.4(a) through (d) depict the performance of the proposed approach along with
that of Murdoch and ANTA with increasing number of pertinent robots (density) in a 100-robot
dynamic network. Five allocators, each requiring 10 robots were present in the network in each of
the experiments.

As can be observed from the graph in Figure 7.4(a), the average number of inter-node commu-
nications decreases with increase in the density of the pertinent robots for the proposed and ANTA
approaches. In case of Murdoch, the number of inter-node communications increases with increasing
density of the pertinent robots due to the increase in unrestricted broadcast based communication
by them. As can be noted, the proposed approach incurs the least inter-node communications out
of the three approaches demonstrating distinctly the effectiveness of this approach. The completion
times of the three approaches can be seen in the graph in Figure 7.4(b) with increasing number of
pertinent robots. It can be observed that the increase in density of pertinent robots decreases the
completion times for all the three approaches. However, the proposed approach still outperforms
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allocator requirement.

TH -1520_10610105 16



7. A STRATEGY FOR MULTIPLE TASK ALLOCATIONS

the rest by taking the least time. The graphs in Figures 7.4(c) and 7.4(d) depict the average number
of back-offs and the average back-off intervals with increasing number of the pertinent robots in
the network. As can be seen, in case of the proposed approach, the average number of back-offs
and the corresponding average back-off intervals decrease with increase in the density of pertinent
robots. For the other approaches, although a downward trend can be noted in the average number
of back-offs, the corresponding average back-off intervals do not seem to follow any meaningful
pattern. This shows that the effectiveness of the adaptive back-off mechanism used in the proposed
approach which, unlike its constant back-off counterpart, changes the back-off interval based on the
available number of pertinent robots. The proposed approach is thus more robust as it functions
oblivious of the number of pertinent robots in the network and discovers them on-the-fly.

7.6.4 Varying Network Size

This section presents the performance of the proposed approach with varying number of robots
forming the network (Network Size). The ratio of the requirements of the allocator, the density
of the pertinent robots and the network size was maintained as 1 : 2 : 10. For instance, 10
pertinent robots present in a 50-robot network would have each allocator explore for 5 pertinent
robots. All the experiments were performed in dynamic networks with five allocators. The graphs
in Figures 7.5(a) and 7.5(b) depict the average inter-node communications and average completion
times for the proposed approach. Intuitively, it can be seen from the graphs that with increase in
the size of the network, there is a proportionate increment in both the average number of inter-
node communications (Figure 7.5(a)) and the average completion times (Figure 7.5(b)). This is
bound to happen since the corresponding requirement of the pertinent robots was also made to
increase proportionately as per the ratio. It may be noted that the maximum number of inter-node
communications (< 20000) recorded in case of the 200-robot network in Figure 7.5(a) is far less
than that of the other approaches as depicted in Figure 7.4(a) wherein the network was half the
size (100-robot network).

The graph in Figure 7.5(c) depicts the average completion time per robot required by an
allocator. This is basically the ratio of the average completion time to the requirement of pertinent
robots by an allocator and signifies the rate at which the pertinent robots are allocated. As can
be noted from this graph, there is a slight downward trend in this rate with increase in the size of
the network. This is so because the constant ratio maintained in these experiments increases the
density of the pertinent robots along with the network size and requirements of the allocators. The
increase in density hastens the process of allocation as discussed in the previous section. It can
thus be inferred that the proposed approach is not only adaptable but also scalable since it can
cater to varying network sizes.

7.7 Implementation on Real-Robots

The proposed approach of task allocation was implemented in real-world' using a total of seven
Lego® Mindstorms® NXT robots [1]. The multi-robot box pushing problem at multiple locations
within an environment was chosen for the real-world implementation of the proposed approach.
Each Lego robot was equipped with four sensors viz. a compass sensor, a touch sensor and two
colour sensors. While the compass and colour sensors helped the robots to navigate within the
environment, the touch sensor was used to detect the boxes. The environment consisted of black

!The video depicting the complete experiment can be accessed in the following link - http://www.iitg.ernet.
in/cse/robotics/7page_i1d=2056
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7.7. IMPLEMENTATION ON REAL-ROBOTS

lined paths with colour markers to indicate the positions of the job locations. Figures 7.6 and
7.7 depict the details of the robots used in the experiment along with the environment for the
box pushing task respectively. As can be observed in Figure 7.7, there are two job locations (#
1 & 2) where boxes are placed to be moved to the respective destinations. The red markers over
the black-lined path near to the job locations indicate the entry points for the robots to the job
location. The number of robots required to push a box depends on the size of that box. In the
experiment, we had used boxes requiring 2, 3, 4 or 5 robots to push them to the destination
locations. In Figure 7.7, Box1 in job location #1 requires three robots while Box2 in job location
#2 requires four. Unallocated robots were stationed at the Robot Docking Station. All the robots
were configured within a dynamic Typhon based network using LPA-PRO-NXT interface [241] over
the Bluetooth®. Once a mobile agent successfully procures the requisite number of robots, each
robot uses the black-lined path to navigate to the respective job location. After finishing the box
pushing task, the robots again follow the black-lined path back to the Docking Station.

Experiments were performed by placing boxes of different sizes at the two job locations. When-
ever a box is placed at a job location, a mobile agent having information about the requirements of
the current pushing task along with the job location and entry point, is released into the Typhon
based network of robots. Initially the experiment commenced with only five robots available in
the environment. T'wo mobile agents for each of the two pushing jobs at job locations #1 and #2
were released into the network. One agent required 3 robots (at job location #1) while the other
required 4 (at job location #2). Contention was bound to occur since there were only five robots
in the environment. The proposed task allocation approach was used to resolve the conflicts and
complete both the jobs. Further, two new robots were added to the system while the other robots
were performing their tasks. These new robots were seamlessly integrated into the system in an
autonomous manner. In the experiment, we initially placed two boxes requiring three robots each
followed by two boxes one requiring 3 robots while the other requiring 4 robots and a new robot.
Afterwards, another new robot and two more boxes were placed at the job location #1 and #2
requiring 2 and 5 robots respectively.

This experiment demonstrated the viability of the proposed technique of task allocation in real-
environments. The use of mobile agents simplifies the process of delegating the task requirements
and acquiring robots from the network. The integration of additional robots on-the-fly in the
existing network was seamless and did not in any way affect the stability or working of the system.
The manner in which the proposed approach functions in the emulated and the real-worlds are
similar indicating the feasibility of its implementation in real systems.

Touch'Sensor Colour Sensors

Figure 7.6: Lego® Mindstorms® NXT robots used in the multi-robot box pushing experiment.
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Figure 7.7: The boxing pushing experiment environment with two Job locations.

7.8 Chapter Summary

An efficient task allocation mechanism is a fundamental requirement to regulate the processes
and make productive use of an MRS. In large heterogeneous MRSs, the requirements of various
tasks may overlap resulting in competing instances of task allocations. The task allocation approach
presented in this chapter describes a mechanism that uses mobile agents for task allocation within a
network of robots constituting an MRS. The proposed approach supports multiple and concurrent
competing instances of task allocations using voluntary and adaptive back-offs. The approach
can adapt to changes in the environment such as varying number of robots, varying density of
pertinent robots, varying number of task allocators, etc. The results gathered from the emulation
experiments conclusively indicate that the proposed approach uses the least number of inter-node
communications for its execution thus saving on both time and power consumed. The practical
viability of the use of the proposed approach for real MRSs, is also endorsed by an experiment
using real-robots capable of pushing boxes.

The proposed task allocation approach can still be improved by forcing on-the-fly sharing of
information amongst the mobile agents so as to accelerate the completion of the tasks while also
saving futile migrations on part of the agents. The sharing of information can also be used to carry
out optimal task allocations by improving on the agent-to-robot and agent-to-agent negotiation
strategies.
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“The woods are lovely, dark, and deep,
But I have promises to keep,
And miles to go before I sleep, And miles to go before I sleep.”
Robert Frost (1874 — 1963)
American poet

Conclusions and Avenues for Future Research

With rapid advancements in computing and communication technologies, researchers are once
again looking into how the features of mobile agent technology can be exploited. In the context
of network robots, these soft agents with mobility, offer various latent characteristics essential to
realize truly distributed and decentralized mechanisms. The contributions made in this thesis
concentrate on utilizing some of the characteristics of the mobile agents in order to mitigate the
challenges involved in distributed coordination, sharing and learning within the networked robots.
This chapter provides a summary of the contributions made in this thesis and discusses their impact
and applications. The chapter ends by opening up the directions for future research with possible
extensions to the work carried out in this thesis.

8.1 Summary of the Contributions

The prime aim behind the work done in this thesis was to craft mechanisms which could aid in
developing integrated solutions for networked robots including various devices and sensors embed-
ded within the environment. Previous to this, Godfrey [318] developed mechanisms that improve
migration strategies of mobile agents so as to deliver services faster within the network of robots.
He went on to formulate a stigmergy based mechanism to control the population of different sets
mobile agents wherein each set carried a distinct solution. These mechanisms improved the per-
formances by satiating the requirements of the robots within a network by using mobile agents for
delivering the services (solutions). However, it was inherently assumed that the solutions carried
by the mobile agents are the best suited ones and hence would always result in providing opti-
mal services. Such an assumption may hold true for a static environment wherein one solution
has been verified a priori, to be the best one. This would mean that the system would always
exhibit the same level of performance all through. In dynamic environments involving a network
of mobile robots, one needs to provide solutions based on the current parameters of the system.
Obviously it would be an arduous task to arrive at a single or generic solution which could work
in all situations. The first contribution of this thesis addresses this challenge of selecting a solution
among a set of solutions which can provide the best performance as per the demand of the current
situation and parameters of the environment. Taking inspirations from the manner in which the
biological immune system manages a repertoire of antibodies to form an Idiotypic Network and
combat foreign particles invading the human body, a mechanism to conceive and emulate the same
in the computational world has been attempted. The requirements of the robots are modelled
as the antigens (foreign particles) while the solutions or services carried by the mobile agents are
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modelled as antibodies. As prescribed in the Idiotypic Network model, the interactions among
the antibodies, resulting in the exchange of stimulations and suppressions signals depending upon
their affinities and performance in countering the antigens, are used to select the dominant solution
among a given set of solutions available for the same objective. The results gathered by emulating
the mechanism in the real networked environment revealed that the mechanism not only selects
the best performing solutions but also the most generic ones which cater to a range of problems or
requirements of the entities comprising the network. In addition, the concentration of antibodies
i.e. the population of mobile agents carrying the solutions are realized in a completely distributed
fashion without involving the use of any global parameter.

This mechanism can be applied not only for networked robots but also for a distributed
congregation of various devices forming an Internet-of-Things or a Cyber-Physical System. In
a sensor network which has been installed to monitor the parameters of environment such as
temperature, humidity, etc., this mechanism can be used to trigger a quick response for a problem
caused by any one of the environmental parameters. For illustration, if the sensors report a jump in
the temperature value which could be due to fire, the relevant mobile agents would become dominant
entities within the network to raise alarm and perform curative actions. Similar applications can be
envisioned to improve the throughput in a grid environment for the arbitration of resources based
on the needs of the current demand or for managing processes within an automated warehouse.

Although the first contribution of the thesis looked only in the quality of solutions being
carried by the mobile agents so as to select the best ones, it did not do anything to improve the
solutions carried by the mobile agents. The mobility of these agents can facilitate their meeting at
various nodes within the network and consequent sharing and learning based on their respective
experiences and hence enhance the solutions they carry. This led to the second contribution of this
thesis wherein mobile agents were made to share information when they meet at a node based on
some conditions. The shared information was then used by the individual agents to improve the
performance of the solutions they carry. A framework was thus developed which could facilitate such
mutual interactions among the mobile agents within a node in the network along with the associated
dynamics involved in making the agents migrating into the network to collect information. The
conditions under which they are required to trigger the execution of a learning algorithm were also
propounded. The framework was realized over a LAN for the problem of finding a path from a
source to a destination within a Maze-World. The emulation experiments conducted validate the
applicability of the proposed framework for localized sharing of information and the consequent
learning among a set of mobile agents having the same objective. The framework allows the user to
define the objective along with the associated learning algorithm and the feedback function based
on the application under consideration. This framework is specifically suited for those applications
wherein a solution must be learnt by the collective feedback from a set of location-unaware and
spatially segregated entities within a network of nodes. In addition, the number of such entities
within the network can vary with time and a solution must be learnt by discovering those entities
currently present within the reach of the network. Hence, the networked robotic systems form a
well-suited application domain for the use of this sharing and learning framework. However, in this
age of growing hand-held and mobile devices, similar scenarios can be visualized in the domain
of mobile computing systems which involves various dynamic mobile units joining and leaving the
system with time. The framework can be exploited to learn and deliver specific user oriented
services whenever a mobile device enters an autonomous system such as one in a campus or a
building.

The next contribution of this thesis deals with the synchronization of the executions of a set
of tasks by a network of robots. The specific objective of this contribution was to complete the
execution of a task throughout the environment before the execution of the next task could com-
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mence following a sequential order of the set of tasks. The developed technique is based on the
method of indirect stigmergic communication (prevalent in the social insect colonies) among the
mobile agents to minimize the communication overheads and realize a truly distributed solution.
The mobile agents which carry the set of tasks act as ants within the network of robots and the syn-
chronization among the execution of tasks is achieved by making the use of task specific potentials.
These potentials are regulated by the respective rewards and penalties that a mobile agent receives
whenever it visits a robot (node) in the network. The technique also exhibits self-healing by taking
care of any task failures in the sequence of tasks executed without completely stalling the synchro-
nization process. The technique was evaluated by emulating the same on various networks with
varying sizes, network topologies and number of mobile agents. The results gathered validate the
objectives of the techniques to achieve near synchronous execution of a sequence of tasks. Further,
to verify the applicability of the developed technique for real world applications, a proof-of-concept
implementation was performed using real robots. In the robotic implementation four robots were
used to carry a long pole from one location to another in a synchronized manner. The technique
was found to be performing equally well as it performed in the emulations thus endorsing its use in
real world applications. This synchronization technique has a range of applications from industrial
robots working on an assembly line to a swarm of robots scavenging a floor. The technique also
applies to the domain of Cyber-Physical Systems wherein a set of mobile agents could be assigned
the responsibility to execute a set of tasks using the actuating devices based on the values reported
by the sensors embedded within the environment. One such scenario could be to orient a set of
solar panels to face the sun based on the current intensity of sun-light or to regulate the irrigation
valves on a field based on temperature and humidity.

A limitation of the technique developed in the previous contribution is that each mobile agent
needs to carry the information about all the tasks available within the set of tasks. In addition, the
number of mobile agents required to carry out the task synchronization process is also required to
be ascertained a priori. Hence, the technique developed in the previous contribution was extended
to address these limitations. The enhanced technique used a heterogeneous set of mobile agents
in which each set was equipped with the information to execute a distinct task from the set of
tasks. The objective although remained same as that in the previous contribution to carry out the
executions of a set of tasks in a given sequential order by a network of robots. The problem of finding
the number of robots is ameliorated by integrating the cloning resource based population control
model proposed by Godfrey et al. [128] into the enhanced technique. The concept of task specific
potentials and their regulation based on the rewards and penalties received by visiting the nodes
was preserved. However, several improvements were added. This included the manner in which the
rewards and penalties were calculated to cater to the heterogeneous sets of mobile agents in the
network. The enhanced technique was tested on dynamic networks of varying sizes using emulation
experiments. The results clearly depicted that the enhanced technique could successfully carry
out the synchronized execution of a set of tasks in the specified sequential order. In addition, the
population of mobile agents were found to be varying based on the current demand of the network
of nodes. The mobile agents which carry the tasks currently required by the network of nodes rise
in their respective populations while those of the others recede, thus dynamically managing the
number of mobile agents in the network. The enhanced technique inherently exhibited self-healing
for mending any task failures in the sequence of tasks executed by the nodes. This enhanced
technique thus provides additional features for the process of synchronized task execution. Due to
the presence of heterogeneous mobile agents with segregated tasks, the sequence of tasks can be
easily extended or reduced as per the need while the synchronization process is in action. Further,
new nodes can join the network any time and become a participant in the task execution process
without adversely affecting the performance since the number of mobile agents required to cater to
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the number of nodes in the network is automatically managed by the integrated population control
mechanism.

An inherent assumption made in the last two contributions was the availability of the robots
(nodes) within the network capable of executing the set of tasks. However, in systems comprising
large number of heterogeneous robots having varying capabilities, there may be a continuous arrival
of sets of tasks to be executed. In such situations, it is important to first find the requisite set
of robots capable of performing the desired set of tasks before commencing the task execution.
Hence, the last contribution of this thesis deals with finding the required set of unoccupied robots
available within the network having the necessary capabilities and resources that are needed in
order to allocate them for executing a desired set of tasks. The mechanism presented in this
contribution also addresses the contentious issue of the competing instances of task allocations
present within the system. While the mobile agents are used to search and reserve the robots, a
method of voluntary and asynchronous back-off has been used to resolve contentions and deadlocks
ensuring progress. The mechanism has been emulated on real networked environment along with
two other prominent multi-robot task allocation approaches available in the literature which have
been used for comparison. In the results, the mobile agents based mechanism developed to allocate
the required number of robots to execute a set of tasks was found to outperform the other two
approaches. Further, the developed mechanism was found to be more adaptive with respect to the
size of the network and density of the required robots. The implementation was also supplemented
by a real world experiment using real robots. The multi-robot box pushing problem was considered
for implementing the proof-of-concept experiment. A total of seven robots were used with two
simultaneous job locations in the environment. The developed mechanism seamlessly carried out the
allocation of tasks to the desired set of robots thus fortifying the practical utility of the mechanism
developed. The distinguishing characteristic of this mechanism is its least amount of inter-node
communication and a completely distributed approach. Along with applications into the multi-
robot task allocation problems, this mechanism can also be employed in allocating jobs to different
machines within a factory automation system.

8.2 Future Research Scopes

The research work reported in the contributing chapters of this thesis provides ample scope to
advance the work in various research directions. Ome of the primary domains of research is to
extend the mechanisms presented in this thesis for their applications in the areas of Internet-of-
Things (IoT) and Cyber-Physical Systems (CPS). The mobile agent technology has the latent
characteristics to become a key technology for addressing the application level issues in the domain
of IoT and CPS. The Idiotypic Network based mechanism can be used to evolve better solutions
in order to choose the best algorithm for managing devices within an IoT and CPS. The Idiotypic
Sieve presented in this thesis can also be extended to use the clonal selection theory for designating
the best performing solutions as memory cells. The mobile agents designated as memory cells
can be used to trigger a quicker secondary response whenever similar antigens (requirements in
the network) are encountered again in the environment. Similarly, the framework on sharing
information and mutual learning can be extended to clone those mobile agents which show better
progress than the others towards finding a solution. Though such cloning of mobile agents with
better solutions may hasten the process of learning, excessive cloning could clutter the network.
The population control model proposed by Godfrey et al. [128] can also be integrated within the
learning framework to regulate the population of learning agents within bounds. This framework
can also be used as a test-bed to find the best among a set of given learning algorithms. Further,
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a possible extension of this framework could be to learn a solution by hybridizing the intermediate
solutions of various algorithms. It will be interesting to see how the different algorithms use the
intermediate information of other algorithms in order to construct their own solutions.

The techniques for synchronized task executions can be extended in a manner that can cater
to a set of spatially segregated robots. The technique can be used to synchronize the execution of
tasks at selected points in the environment using mobile agents. In addition, multiple sets of such
synchronized tasks executions can be carried out concurrently by different sets of mobile agents thus
creating a complex meta-level network of task executions. A further research study can be carried
out to find the value of the task specific potential required to achieve the optimal performance of the
system. The model driven analysis and theoretical guarantees on the time and space complexities
of the technique can throw more light into its intricacies.

The work on multiple task allocations can be exploited to bring together the robots with
complementary capabilities required to finish a task. The task allocation mechanism presented in
this thesis does not consider any priority among the tasks nor does it put any time limit on the
search for the required set of robots. As such without priority and a deadline, the mechanism
described could be rendered useless, if the set of tasks need to be executed on an emergency basis.
With a selected set of mobile agents empowered with higher priorities in the task allocation process
and a prescribed deadline for the execution of their tasks the mechanism may be moulded to suit
time critical applications as well. In addition, the task allocation mechanism can be coupled with
the population control based synchronization technique to create an integrated approach from task
announcement to finding the required set of robots and the ensuing task executions.

Another direction of future research for using the mobile agent technology could be a hierar-
chical architecture of system development wherein different levels of hierarchies of mobile agents are
used to aid in the functioning of the system as a whole. In such systems, while the top level mobile
agents could be tasked to perform decision making and learning activities, the mobile agents at
the lower levels of the hierarchy could carry out mundane activities such as dissemination of infor-
mation or updating nodes to cater to the new changing dynamics of the environment. A stronger
control over such systems can be enforced by putting an entity at the top of the hierarchy which
observes the system performance and perform critical decision making functions.

In this growing age of digitization and proliferation of a gamut of devices, the mobile agent
technology can be used as a versatile tool by system developers in order to provide personalized
services within the boundaries of an autonomous system. There is a need to overhaul mobile agent
technology based on the demands and scope of the current technological landscape. Although the
researchers are revisiting this technology with a new perspective, a greater thrust is required to roll
out mobile agents as an acceptable framework for system development.
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