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Abstract

IEEE 802.11 or ‘Wireless Fidelity’ has become a popular wireless technology to offer
high speed Internet access at public places called the ‘Hot-Spots’ as well as to support
ubiquitous Internet connectivity through institute wide wireless local area networks
(WLANSs). However, existing researches has shown that due to wide-spread deployments of
WiFi based network connectivity zones, more numbers of wireless access points (APs) are
deployed than requirements, however, users tend to concentrate at few areas making traffic
load imbalance across the network. The design philosophy of IEEE 802.11 connection
establishment and handover from one AP to another is based on signal strength which
is biased towards the distance between the AP and the client nodes. Severe performance
and quality of service (QoS) degradation and capacity underutilization are observed due

to this imbalance traffic distribution, which is the main concern of research in this thesis.

The first contribution of the thesis explores the inherent problems of IEEE 802.11
handover management policies, and proposes a context-aware handover mechanism to
balance traffic load across the network. The proposed mechanism works in coordination of
information exchange between the AP and the wireless client that experiences performance
degradation due to traffic overload at its present point of attachment. This coordination
helps the wireless client to perform a horizontal handover to another AP in the vicinity,
that significantly improves the network capacity. The performance of the proposed context
aware handover mechanism is analyzed using theoretical analysis as well as from practical
testbed results. The second contribution of the thesis extends the context aware handover
to incorporate multiple traffic classes, where different traffic classes require different
amount of bandwidth to sustain for acceptable quality of experience (QoE) to the end
users. Consequently, a class aware load balancing is designed to reserve traffic resources a

priori when an impending handover is observed. The effect of class aware load balancing
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ABSTRACT

and context aware handover over the QoS and QoE of multiple traffic classes has been
analyzed using practical testbed results. To this end, the class aware load balancing and
the context aware handover mechanism are further extended for vertical handover between
WiFi and IEEE 802.16 or WiMAX networks, as the third contribution of this thesis. The
performance of the proposed set of context aware vertical handover management schemes

is analyzed using simulation results, and compared with other existing mechanisms.
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Chapter 1

Introduction

IEEE 802.11 standardization [1-3] for wireless connectivity is gaining popularity day by
day because of its low cost solutions and ease of deployment for providing ubiquitous end-
user connectivity. In an IEEE 802.11 ‘Wireless Fidelity’ (WiFi) network, mobile users can
connect to the Internet through wireless access points (APs) that form a backbone network
through the wired distribution system. IEEE 802.11 WiFi technology is widely used to
provide public wireless connectivity at airports, restaurants and other such public places,
known as ‘WiFi HotSpots’ [4-6] as well as to support ubiquitous Internet connectivity
through institute-wide wireless local area network (WLAN) architecture. Under such a
WiFi HotSpot or WLAN coverage, users can enjoy the flexibility of migrating from one
place to another under the wireless coverage area, while getting the advantage of seamless

network connectivity.

Quality of Service (QoS) and Quality of Experience (QoE) are important issues that
gain significant research interest now-a-days. For commercial and commodity network
services, users generate traffic of different types that can be broadly classified into two
groups - elastic traffic and inelastic traffic. Most of the data traffic from web browsers
or file transfers uses Transmission Control Protocol (TCP) that incorporates the elastic
traffic in the network. On the contrary, most of the real time traffic, such as voice and
video are inelastic in nature. It is well known that, in the presence of elastic traffic,
inelastic or real time traffic suffer to reserve required channel resources to ensure QoS and
QoE [7,8]. IEEE 802.11e [9] is the widely used standard for commercial deployment of
WiFi HotSpots and institute-wide WLANSs, that ensures QoS and QoE associated traffic
delivery. The standard provides channel access specifications over the well established

IEEE 802.11 media access protocols based on traffic class differentiation according to
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1 Introduction

the QoS and QoE requirements. TEEE 802.11e supports Enhanced Distributed Channel
Access (EDCA) that augments the basic IEEE 802.11 channel access protocol for QoS

provisioning based on differentiated service architecture.

Though IEEE 802.11 based WLAN architecture has shown significant leap for public,
commercial and commodity deployments, such as wireless HotSpots as well as institute-
wide WLAN infrastructures, due to its cost-effective and ease-management advantages;
the modern era of ‘wireless divide’ is gradually witnessing deployments of more advanced
wireless technologies, such as IEEE 802.16 or Worldwide Interoperability for Microwave
Access (WIMAX) [10]. WiMAX provides longer coverage area compared to WiFi
technology through advanced modulation and coding schemes for signal transmissions.
WiFi-WiMAX integration is an important and challenging research topic for next
generation wireless Internet architecture and ‘Internet of Things’ (IoT) designs that attract
significant attentions among the researchers [11-14]. The recent developments in WiFi-
WiMAX integration technologies drive the developers to launch commercially available
products, such as Intel WiMAX /WiFi Link 5350 and Intel WiMAX/WiFi Link 5150 [15].
However, WiFi provides wireless connectivity within short communication range, but
with minimal infrastructure support, whereas WiMAX requires specific infrastructure
deployments through it can be used for long distance point-to-point communications. Such
a complex and integrated network is generally termed as heterogeneous network or HetNet
that provides ample ability to the users to select a technology based on the underlying

application and QoS/QoE demands.

The users in a wireless environments have flexibility to be mobile in nature, and
therefore handover from the present point of attachment to another point of attachment
is given significant research attentions from the beginning. In a wireless environment,
handover is generally classified into two groups - horizontal handover [16], where both
the present point of attachment and the next point of attachment use similar technology
(both are either IEEE 802.11 or IEEE 802.16), and wvertical handover [17], where the
present and the next point of attachments are of different technologies (one is IEEE
802.11 while another is IEEE 802.16). The architecture and protocols for both horizontal
and vertical handover are well studied in the existing literature, such as [18-26] and the
references therein. These works have designed protocol elements and communication
architectures, such as association, re-association, authentication and accounting, for
efficient horizontal and vertical handover between either similar or different technologies,
respectively. However, the existing works lacks to answer two important questions - first,

how to balance traffic load across the network during horizontal and vertical handover,
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1.1 Motivation of the Research

and second; when a node should initiate a horizontal or a vertical handover to balance
the traffic load while maintaining QoS and QoE demands of the users. This thesis deals
with the user or MN distribution across a wireless network, either a simple WiFi HotSpot
or a WiFi-WiMAX HetNet environment, to balance traffic load across the network while
maintaining QoS and QoE of the end users. A balanced user distribution across the
network significantly improves network capacity, that allows more users to be associated
with the network, while the users’ satisfaction towards Internet service providers is also

ensured.

1.1 Motivation of the Research

According to the IEEE 802.11 standard [1], every AP along with the mobile nodes (MN)
associated with it forms a ‘Basic Service Set” (BSS). In a community wireless network, such
as wireless ‘Hot-Spots’ [27] or WLANSs, multiple APs coexist with overlapping coverage
area to provide wireless network connectivity in a broader space. In such scenarios,
sufficient overlapping among the APs is assured so that the MNs can select the best AP
in its vicinity [28]. An IEEE 802.11 WLAN with interconnected APs forms an ‘Extended
Service Set” (ESS). In conventional approaches, APs from an ESS are selected based on
either the received signal strength indication (RSSI) or the signal-to-interference and noise
ratio (SINR) [29] measurements. A MN periodically measures the RSSI (or the SINR),
and associates with the AP that provides maximum signal strength value based on the
RSSI (or the SINR) measurement.

A number of works in the literature, such as [21,30] and the references therein, have
analyzed user behavior in a public wireless HotSpot or institute-wide WLAN. They have
shown that in general, more than the required number of APs are deployed to ensure that
every user can have the choice to select an AP that provides the best signal quality in
terms of RSSI or SINR. However, RSSI or SINR is not the only factor that ensures good
network connectivity and satisfactory application performance. In an ESS, multiple MNs
can associate with a single AP, and being a shared and open wireless environment, they
contend with each other to gain access to a common wireless channel. Therefore, traffic
load (or number of users associated with an AP) is an important factor that decides the
end-user performance under a wireless network.

The work by Balachandran et al [30] has shown that in a public wireless network, users
have the tendency to cluster and congregate at some particular places. For example, in an

airport, users normally get assembled near the boarding gates in operation. Consequently,
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1.1 Motivation of the Research

the APs near that region get overloaded, as the SINR or RSSI, in general, has a direct
proportional relationship with the distance between the transmitter and the receiver.
Therefore, most of the users tend to connect with a single AP which is more closer to
the user cluster, though the users are under coverage of multiple APs that can provide
acceptable signal quality, in terms of SINR or RSSI. This results in significant traffic
imbalance among the APs, and in turn degrade the application performance as well as

capacity of the network.

The IEEE 802.11s support horizontal handover through inter-BSS migration where
a MN can disassociate from an AP and re-associate to another AP. As discussed
earlier, communication coverage areas of APs in wireless HotSpots and WLANs overlapp
sufficiently, and therefore a MN remains within the coverage of more than one APs.
The capacity degradation in a wireless HotSpot or WLAN can be avoided by a proper
distribution of the MNs among the overlapping (or neighboring) APs so that the APs do
not get overloaded whereas the MN gets sufficient resources. In this context, if a MN
experience performance degradation due to AP overloading, it can migrate to another
AP in the vicinity that provides sufficient signal strength to sustain a communication.
However, for QoS and QoE assurance, such a migration (or horizontal inter-BSS handover)
requires a priory knowledge of resource demands and pre-allocation of resources based on

the demands (or service level agreements) for the corresponding real-time traffic.

While load-balancing and pre-allocation of traffic resources can improve the capacity
as well as service quality in a IEEE 802.11 network, they alone are not sufficient for
QoS assurance in a HetNet environment. One of the important design aspects for WiFi-
WiMAX integration is: when should a user perform handover from the WiFi interface to
the WiMAX interface and vice versa? A lot of researches has been already carried out
to answer how to handover between WiFi and WiMAX [22-26], however most of these
works remain silent on when to perform the handover. IEEE 802.21 or media independent
handover (MIH) framework [31] standardizes the vertical handover (handover between
two different technologies) procedure, however it discusses about ‘how to perform the
handover’, rather than ‘when to perform the handover’. In a typical WiFi-WiMAX
HetNet environment, the WiMAX connectivity symbolizes an umbrella like coverage
under which the WiFi access points (APs) or basic service sets (BSSs) formulate small
WiFi connectivity areas. Because of its long communication ranges, it can be safely
assumed that in such a HetNet environment, users have always access to the WiMAX

connectivity, however access to WiFi is only available at few areas like the HotSpots.
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1.1 Motivation of the Research

However, users prefer WiFi over WiMAX because of its low-cost availability!, and less
power consumption?, and the WiMAX is typically used as the back-haul to connect several
WiFi HotSpots together, as well as to provide direct connectivity to the end-users. A user
migrates from WiFi to WiIMAX either because there is no WiFi connectivity, or the WiFi

fails to provide the desired QoS requirement.

Mobility is not the only issue that triggers a vertical handover between two
technologies in a HetNet environment. As discussed earlier, a quintessential problem
of WiFi hotspots is unbalanced traffic load distribution among the APs or BSSs [21]. The
traffic load at WiFi access points are highly dynamic and varies with time of the day
and geographic locations [33]. This causes overload in some APs where as other APs
in the network remains underutilized. QoE of users connected through the overloaded
APs deteriorates [34] as the traffic load increases in the APs. Real time applications
have strict bounds on network parameters such as end-to-end delay, jitter and packet loss
rate. Violation of these bounds may cause disruptions in application performance. Users
running voice over IP applications on their terminal may experience echo, noise or empty
gaps in the communications if end-to-end delay exceeds 150 ms or packet loss exceeds 2%.
In this scenario, vertical handover can be exploited where a MN migrate to the WiMAX
network, when sufficient bandwidth is not available at the WiFi network to provide QoS

guarantee.

This thesis explores the traffic and MN distribution properties of a WiFi network
as well as of a HetNet environment, and devise effective handover management schemes
for balancing traffic load across the network. The proposed management schemes in this
thesis work as a sub-layer at the Media Access Control (MAC) of network protocol stack,
and triggers the MNs to perform either a horizontal or a vertical handover based on the
application performance and QoS/QoE assurance. The proposed schemes are a set of
cooperative management schemes between APs and MNs for the horizontal handover, and
among WiMAX base station (BS), WiFi APs and MNs in case of the vertical handover.
The major contribution of this thesis in this context has been summarized in the next

section.

! Typically, WiMAX uses licensed bandwidth, whereas WiFi operates over unlicensed 2.4GHz channel.

Therefore cost per bit is less in WiFi, compared to WiMAX.
2WiFi interface and AP consumes significantly less power compared to WiMAX interface and base

stations [32]. This is because WiFi uses short-range communications and therefore consumes less power

for transmit and receive.
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1.2 Contribution of the Thesis

1.2 Contribution of the Thesis

As discussed earlier, IEEE 802.11 has enabled users to access multimedia and other real
time applications using wireless local area networks (WLAN). In IEEE 802.11 WLAN
technology, associations between a mobile station and an access point (AP) is controlled
by the mobile station, allowing the station to select an AP with the strongest signal
in terms of either RSSI or SINR. In real time scenarios, the traffic patterns of mobile
users are dynamic in nature. This leads to a situation where the traffic loads on the
APs are unevenly distributed in the WLAN. Such imbalance in traffic load causes severe
degradation in performance of the applications running on the mobile stations associated
with the overloaded APs. In the first contribution of the thesis, we propose a scheme which
dynamically improves the performance of the overloaded APs by handing off some of its
associated stations to nearby APs. This handoff decision is taken by an AP in assistance
with the mobile stations. The effectiveness of the load distribution through dynamic
hand-over in a WLAN is analyzed through theoretical analysis. Simulation results show
the overall improvements in terms of delay, throughput and number of stations that an
AP can support. The performance improvement in the proposed scheme is also justified
through the results obtained from a IEEE 802.11 WLAN testbed.

The second contribution of the thesis extends the scenario of context-aware handover
for QoS and QoE associated MNs, where the MNs generate real time traffic that requires
specific bandwidth reservation for good application performance. In this context, we
propose a set of bandwidth management policies to achieve QoS and QoE handover
management across an IEEE 802.11 network. The effectiveness of these policies are
first analyzed theoretically, where the traffic requirements for a specific service class is
determined based on a Markov chain analysis. According to the theoretical foundation, a
context aware handover management scheme for proper load distribution in a public IEEE
802.11 network, supporting the class-aware bandwidth management policies, is designed.
The performance of the proposed scheme is evaluated using an IEEE 802.11g+e wireless

LAN testbed, and compared with other schemes proposed in the literature.

Finally, the thesis augments the proposed class-aware load balancing and context
aware handover scheme for a HetNet environment where multiple WiFi HotSpots create
coverage holes under a common WiMAX coverage area. The existing literatures have well
studied the interoperability between these two technologies, and seamless vertical handover
schemes are designed to support WiFi-WiMAX integration in a HetNet environment.

However, effective utilization of these two technologies from the end users’ point-of-
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view is another important research area that has been explored in this contribution.
This contribution of the thesis answers the following question: when a user should
migrate between WiFi-WiMAX technologies in a HetNet environment to assure QoS and
QoE? This thesis proposes a vertical handover decision mechanism in a WiFi-WiMAX
integrated HetNet environment, that supports the ‘Quality of Service’ (QoS) and ‘Quality
of Experience’ (QoE) requirements of the end users. As the QoS management policies
are different for WiFi and WiMAX networks, in this contribution of the thesis, we have
first designed an one-to-one mapping between WiFi service classes with WiMAX service
classes. Based on this mapping, a traffic pre-reservation scheme is designed to support the
class-aware load balancing and context-aware handover management. The effectiveness of

the proposed scheme is analyzed using simulation results.

1.3 Organization of the Thesis

The rest of the thesis is organized as follows:

Chapter 2 gives a brief background of the IEEE 802.11 and IEEE 802.16 network
architecture, inter-BSS handover procedure as well as QoS provisioning during MAC layer
channel access. This chapter also gives a thorough survey of the existing literatures that
discuss about handover management in vertical and horizontal scenarios, as well as load
balancing, admission control and QoS provisioning.

Chapter 3 discusses about the first contribution of the thesis where a context-aware
handover management scheme is designed to balance traffic load across an IEEE 802.11
network. This chapter gives a theoretical foundation of the proposed scheme, along with
the detailed description of the handover management procedure. Finally the chapter
reports the results from simulation as well as a practical wireless testbed to analyze the
performance of the proposed scheme.

Chapter 4 extends the first contribution of the thesis for QoS and QoE associated
handover management in an IEEE 802.11 network. The effect of different service classes
over bandwidth reservation is first analyzed using a Markov chain modeling. The
theoretical foundation is then used to design a class-aware load balancing and context-
aware handover management scheme. The performance of the proposed scheme is analyzed
using simulation results.

Chapter 5 proposes a class-aware vertical handover management scheme in a HetNet
environment. This chapter first maps the traffic classes of a WiFi network with that of

the WiMAX network. Based on this mapping, the class-aware load balancing and the
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context-aware handover schemes are designed to decide when a MN should migrate from
a WiFi network to a WiMAX network and vice-versa. The performance of this scheme is
analyzed using simulation results.

Finally, Chapter 6 concludes the thesis with the future works in this direction.
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Chapter 2

Background and Related Works

This chapter gives the background of the IEEE 802.11 WLAN and IEEE 802.16 WiMAX
network architecture with an emphasis to the handover management and QoS provisioning
during MAC layer channel access. After that, the state-of-the-art works on vertical and
horizontal handover management is discussed in detail. For this purpose, the discussion
of state-of-the-art works has been classified into three subgroups - the works on IEEE
802.11 horizontal handover with admission control and load-balancing, a literature survey
on QoS provisioning during horizontal IEEE 802.11 inter-BSS handover, and finally the
works on QoS provisioning in WiFi-WiMAX vertical handover.

2.1 Background: IEEE 802.11 WLAN Standardization

DISTRIBUTION SYSTEM

Figure 2.1: IEEE 802.11 Extended Service Set
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2.1 Background: IEEE 802.11 WLAN Standardization

An IEEE 802.11 network has mainly two types of stations, namely, AP and MN. The
basic service set (BSS) is a set of IEEE 802.11 nodes that can communicate with each other
directly. There are two types of BSSs, namely, independent BSS and infrastructure BSS.
An independent BSS (IBSS) is an ad-hoc network that contains no APs, and as such they
can not connect to any other BSS. In an infrastructure BSS (iBSS) there is one AP and
some MNs. All communications to and from the MNs must go through the AP. MNs in an
iBSS can communicate with other MNs in its own BSS and other BSSs as well, through
the distribution system. Two or more BSSs may be interconnected through connecting the
APs of each BSS by a distribution system. An ESS is a set of one or more interconnected
BSSs. An ESS increases both the coverage area and the bandwidth available within the
area covered. The distribution system may be connected to other networks so that the
stations in the ESS may communicate with other networks. Such an example setup is
shown in Figure 2.1. It can be noted that, to avoid disruption of communication to MNs,
different APs should have overlapped coverage area such that communication disruption

can be avoided when a MN moves from one BSS to another.

There can be up to fourteen different channels in the 2.4GHz Industrial, Scientific and
Medical (ISM) band in which an IEEE 802.11 WLAN operates. Due to the restrictions
imposed, not all channels are available in all countries. Channels one to eleven are
available in most of the countries. Each channel is of 22MHz bandwidth but spaced
only 5MHz apart. As such there can be only three non overlapping channels among the
eleven overlapping channels. Although the APs may operate on overlapping channels, it is
not desirable to use the overlapping channels in adjacent APs with overlapping coverage
area due to the interference and the resulting performance loss. To increase the available
bandwidth in an ESS, the APs in an ESS should operate in different non-overlapping

channels.

A MN should associate to the AP of a BSS to communicate. A MN associates to an
AP by sending an association request message. The AP, if willing to allow association,
replies with an association response message and the MN gets associated to the AP. At
the time of associating an MN, the AP considers only its own status to decide whether
the MN will be allowed association or not. Further association is based on signal strength
only, which is the root cause behind load-imbalance problem in IEEE 802.11 ESS.
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2.2 IEEE 802.11e: QoS Associated Channel Access

Table 2.1: EDCA Access Classes

Access class | CWhin | CWiae | AIFS | TXOP
AC_VO 7 15 2 3.264
AC_VI 15 31 2 6.016
ACBK 31 1023 7 0
ACBE 31 1023 3 0

2.2 1IEEE 802.11e: QoS Associated Channel Access

IEEE 802.11e EDCA [9] is an extension of the standard distributed coordination function
(DCF) with four classes of services, also known as access classes (AC), - best effort
(AC_BE), background (AC_BK), video (AC_VI) and voice (AC_VO). In DCF, channel
access is controlled by four parameters - minimum contention window (CW) size (CWipp,),
maximum CW size (CW,,45) and two inter-frame spacing (IFS) parameters, namely, short
inter-frame spacing (SIFS) and DCF inter-frame spacing (DIFS). Whenever a station
wants to transmit, it senses the channel for any ongoing transmissions, and if the medium
is found to be idle for DIFS duration, the station starts transmitting data frames. If the
channel is found busy, it performs back-off for a period. The back-off period is determined
by a randomly generated number between 0 and C'W,y;,. If the number generated is IV,
then it decrements N by one in each non busy slot, and whenever N reduces to zero, it tries
to transmit the frame again after sensing the medium to be idle for DIFS slots. Every
time it fails to transmit, it doubles up the CW, till the CW value reaches to CWy, 4.
A station needs to wait for SIFS duration to transmit an unicast acknowledgement or
response frame. The value of the SIFS duration is less than the DIFS duration. After the

successful transmission of a data frame, the CW value is reset to it’s original value.

In EDCA, there are separate CWn;n and CW,,4, for each access class. There is
also an IF'S, called the arbitration inter-frame spacing (AIFS) for each access class. In
EDCA, stations use AIF'S instead of DIFS to acquire channel. These different parameters
provide different access probabilities to the service classes according to their priority. For
example, shorter AIFS with smaller CW,,,;,, make the probability of acquiring the channel
high. There is a transmission opportunity (TXOP) limit associated with each access class.
If a channel is acquired by a station, it may transmit upto TXOP amount of time. This
allows for transmitting a burst of traffic. The standard defined default parameter values

for the different traffic classes are given in Table 2.1.
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Table 2.2: WiMAX: IEEE 802.16e QoS Classes
Class | Description

UGS | Unsolicited grant service

ertPS | Extended Real time polling service
nrtPS | Non real time polling service

rtPS | Real time polling service

BE Best effort

2.3 QoS Provisioning in IEEE 802.16

IEEE 802.16 or WiMAX [10] provides a point-to-point wireless connection between the
base station (BS) and the MNs. The standard uses scalable orthogonal frequency division
multiple access (OFDMA) to carry data, supporting channel bandwidths of between 1.25
MHz and 20 MHz, with up to 2048 sub-carriers. The IEEE 802.16 MAC describes a number
of Convergence Sub-layers which describe how wireline technologies such as Ethernet,
Asynchronous Transfer Mode (ATM) and Internet Protocol (IP) are encapsulated on the
air interface, as well as how data is classified. A key feature of IEEE 802.16 is that it is a
connection-oriented technology. The MNs, also called the subscriber stations (SS) cannot
transmit data until it has been allocated a channel by the BS. This allows WiMAX to
provide strong support for quality of service (QoS) through integrated service architecture.

WiMAX introduces five traffic classes through TEEE 802.16e standard, as shown in
Table 2.2. Unsolicited grant service (UGS) is intended for E1/T1 transport that provides
fixed bandwidth for fixed packet sizes. Real time polling service (rtPS) is used for variable
bit rate real time traffic classes. On the contrary, extended real time polling service (ertPS)
is intended for constant bit rate traffics generated by real time traffic classes. Non-real
time polling service (nrtPS) is used for non real time traffics that require minimum data
rate assurance, and best effort (BE) traffic is for traffics that do not require any QoS
guarantee.

The following sections describe the state-of-the art works in the context of vertical

and horizontal handover with an emphasis on QoS provisioning.

2.4 Inter-BSS Handoff in IEEE 802.11: A Brief Survey

Most of the existing works for inter-BSS handoff in IEEE 802.11 WLAN networks target

to improve the overall network performance in terms of handoff delay, throughput and
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QoS. Several works in the literature target to perform load balancing operations during
the association between a MN and an AP. Sawma et al. [35] have presented a scheme where
the loads in the APs are adjusted dynamically, whenever a new MN tries to associate to an
AP and the AP is already overloaded. In their scheme, several MNs are directed to change
the APs to balance the traffic load. However, load-balancing is done only when a new MN
is associated to the WLAN, but the scheme does not take care of the scenario when traffic
load changes due to the increase in the traffic demand from the already associated MNs.
Moreover, the decision to switch APs is made solely by the AP, based on the traffic load
conditions of that APs only. In the scheme presented in [36], a periodic probing is used
at each MN to determine the traffic conditions at the associated APs. If a performance
degradation is observed due to the sudden increase in the traffic load, the MN decides to
switch to an alternate AP in its vicinity. In their scheme, the probing interval is adjusted
to 300 ms, that may disrupt the communication for real time traffic. Further, frequent

probing significantly increases signaling overhead in the network.

In [37], the authors have proposed a load-balancing based handoff scheme depending
on the traffic load and the QoS criteria at the APs. In the paper, the authors have proposed
an integrated load balancing scheme incorporating the QoS-based fast handoff to support
seamless handoff by eliminating both detection and scanning phases from the 802.11
WLAN handoff process. They have also designed a soft admission control mechanism
to protect QoS of the existing connections when resources are low. For this purpose, they
have designed an opportunistic handoff scheme, where the QoS parameters are measured
and broadcast periodically by the APs, and the MNs select the best AP opportunistically
by comparing their QoS requirement with the information obtained from the broadcast
beacons. The disadvantage of this scheme is that it requires large signaling overhead
due to beacon broadcast, and may result frequent AP switching at the MNs, which may

degrade application performance severely.

In [38], the authors have considered RSSI and frame error rate (FER) for load
balancing during inter-BSS handoff in TEEE 802.11 WLAN. They have designed a
probabilistic metric based on the variation in RSSI and FER. The MNs take the handoff
decision depending on the metric value. As discussed earlier, RSSI can not be a good
indicator of load measurement, and therefore the dynamic load-balancing algorithm
proposed in [38] results in poor performance when the variation in the traffic load is
high [39].

Lee et. al [40] have proposed a static channel assignment and AP placement

algorithms for load-balancing in an TEEE 802.11 ESS. They have considered the existing
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traffic patterns and the MN characteristics to design an optimal deployment of APs in
a closed area. Further a static channel assignment algorithm is proposed so that the
APs which overlap in the communication coverage area, use separate channel to avoid
interference. Their scheme has not considered dynamic traffic load variation, and therefore
has limited applications in terms of scalability. Several others load-balancing algorithms
are proposed in literature, such as [18-21], where the load-balancing decision is taken
centrally at the distribution system, and the MNs are directed to move all at once and re-
associate with the APs with low traffic load. These schemes do not make any control over
the re-association of the MNs, and therefore may further trigger load-imbalance problem
if all the MNs move in the same direction.

In [41], the authors have designed an AP re-association mechanism to improve the
performance for voice traffics in the network. The quality of voice applications greatly
depends on the call blocking probability which is decided by all the potential voice stations.
For this reason, they have defined a QoS-aware information element that is advertised from
APs. On this basis, voice stations are able to select the AP which is associating with less
number of voice stations so as to achieve a lower call blocking probability. This work is
specific to the voice traffics, and does not consider general traffic loads of the network.
Bejerano et al. [19] have considered the concept of cell breathing technique, used in cellular
mobiles for load balancing. Their scheme requires the ability of dynamically changing the
transmission power of the AP beacon messages. They have developed a set of algorithms
that find the optimal beacon power settings, which minimize the load of the most congested
APs, in polynomial time. They have also considered the problem of network-wide min-max
load balancing. Another load-balancing algorithm based on transmission power control
has been proposed in [42], where the APs reduce their transmission power to disassociate
some of the MNs, when their traffic load increases beyond a threshold. The authors have
also designed a connection management scheme for the stations that are expected to be
disconnected after the power control of APs. However, dynamic power adjustment of
beacons may introduce severe problem of uncontrolled interference at the network.

From the discussion of the state-of-the-art works on the load-imbalance problem
in IEEE 802.11 inter-BSS handoff, it can be observed that there exist several design
limitations which should be further addressed. The limitations of the existing schemes

can be summarized as follows,

e Most of the schemes for the dynamic load balancing, like [35-38] devise mechanisms
to find out optimal load distribution when an AP gets overloaded. The re-association

decision is taken either by the APs or the MNs, where the AP broadcast current load
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information, and the MN select the best AP depending on the information. This
perfect load balancing imposes extra signaling overhead due to the coordination
among the APs and the MNs. Perfect load balancing is not always desirable because
of this high signaling overhead. At the same time, these schemes consider only the
number of MNs in association with an AP for decision making, and do not consider

their individual traffic load, or the variation in actual traffic demand.

e Further, the existing schemes do not consider multi-channel effects during informa-
tion broadcast. Different APs may use different channel for information broadcast,
and therefore a suitable mechanism need to be designed at the MNs for efficient

scanning at different channels to obtain the beacon information.

e The static AP placement and the channel assignment schemes, like [40] lack the

scalability of the design, and does not consider on-demand traffic variations.

e The centralized schemes, like [18-21], also lack the scalability and the dynamicity of

the wireless network.

e Load balancing based on dynamic transmission power control [19,42] may result in
uncontrolled interference in the network, which may severely degrade application

performance.

2.5 QoS Associated Handover Management in IEEE 802.11:
The State-of-Art

Although a number of works have been published in the literature over IEEE 802.11e
channel access and its effectiveness for QoS provisioning, such as [43] and the references
therein, very few works discuss about the impact of handover on the performance of
IEEE 802.11e. Conversely, QoS based handover has been well studied in the literature,
however most of the works, like [44] and the references therein, have considered only
the vertical handover scenario. During vertical handover between two different wireless
technologies, these schemes propose effective mechanism for bandwidth reservation for
the higher priority traffic classes. Nevertheless as mentioned, IEEE 802.11e based public
wireless hotspots suffer from performance degradation because of two main reasons - first,
the load imbalance problem, and second, the uncontrolled traffic admissions during inter-
BSS handover, which should be addressed simultaneously. To the best of our knowledge,

no prior works address these two problems simultaneously in the context of IEEE 802.11e
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based wireless LAN. This section gives a brief overview of the works that have been
proposed in the literature to address the problem from different viewpoints. For ease
of presentations, the existing works in the literature has been classified into two groups -
first, the works that propose admission control mechanism over IEEE 802.11e, and second,
the works that discuss about load balancing during inter-BSS handover in a IEEE 802.11
wireless LAN.

2.5.1 Call Admission Control over IEEE 802.11e

As discussed earlier, through IEEE 802.11e supports differentiated QoS architecture
for four classes of services, it does not provide any call admission control mechanism.
Therefore in the standard, an AP does not have any control over the number of MNs
associating with it, which may results in poor QoE even with the differentiated QoS
architecture. A number of works have been proposed in the literature to design call
admission control mechanism over the IEEE 802.11e EDCA protocol. In [45] and [46],
the authors give a detailed survey of the works proposed in the literature for designing
efficient admission control algorithms over IEEE 802.11e protocols. The admission control
protocols proposed in the literature are broadly classified into two classes, discussed next.

A set of works [47,48] have proposed admission control mechanism over IEEE 802.11e
EDCA through the measurement of network utilization characteristics, and reserving
bandwidth for different classes of services according to the maximum network utilization.
The connections are dropped whenever the network utilization gets reduced due to large

number of lower class traffics. These works have two fundamental shortcomings,

1. the schemes are centralized in nature, as they require the measurement of global

network utilization.

2. the admission control is done only after allowing connections and then measuring
network utilization. This affects the performance of existing connections, as no
differentiation is made between connections while selecting which one to drop due

to poor network utilization.

The second set of works [49,50] propose model based admission control mechanism,
where network connections and their utilizations are captured using mathematical models
to design effective admission control rules. Though these schemes are distributed in nature,
they have serious issues in scalability as the decision models show poor accuracy with large

number of connections in the network.
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2.5.2 Load Balancing in Inter-BSS Handover

A number of works have been proposed in the literature for load balancing in IEEE
802.11 networks. In [51] the authors have proposed a simple load balancing algorithm
among overlapping wireless LAN cells, where every AP periodically broadcast its load
information. If an AP gets overloaded, it forces some of the MNs to handover to the
neighboring APs. Though this scheme balances load among the overlapping APs, the
handover decision is solely on APs, that may degrade QoS and QoE at the MNs. Another
load balancing algorithm has been proposed in [52], where the authors have explored the
radio resource information obtained in IEEE 802.11k. Based on the information, some
MNs disassociate from the currently associated AP, and switch over to another AP for
better resource management. In [18], Bejerano et al have proposed a load balancing and
association control mechanism to ensure fairness among the MNs. They provide a rigorous
formulation of the association control problem that considers bandwidth constraints of
both the wireless and backbone links. Their formulation indicates the strong correlation
between fairness and load balancing, based on which they designed a load balancing
technique for obtaining near optimal max-min fair bandwidth allocation. A group of
works in the literature [19,53,54] proposed different techniques for load balancing in IEEE
802.11 wireless LAN networks. The cell breathing technique [19] controls the wireless
LAN cell size (or the AP coverage area) to control number of MNs associated with an AP.
However, this scheme is also AP controlled that may affect QoS and QoE of the MNs.

The above discussions show that the existing works have two major shortcomings
that prevent the MNs to achieve desired QoS and QoE at an IEEE 802.11e wireless LAN.
First, the admission control schemes do not consider the inter-BSS handover and load
balancing which is essential in a hotspot scenario with significant numbers of overlapping
wireless LAN cells. Second, most of the load balancing schemes proposed in the literature
are network or AP controlled, that affects the QoS and QoE of the MNs. This shows the
requirement of designing a new handover management scheme for IEEE 802.11e wireless
LAN, while ensuring QoS and QoE to the end users.

2.6 WiFi-WiMAX Integration and QoS Provisioning in the
Literature

As mentioned in Chapter 1, a number of works, such as [11-14] and the references therein,

are published to integrate WiFi and WiMAX networks in a heterogeneous environment and
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analyze the performance gain of such integration. The results and analysis of these works
unveil eloquent promises to design next generation wireless network architecture. Though
these works solve the lower layer technical issues, like how the handover is performed
as the two technologies have different packet structures and lower layer modulation and
coding schemes, they remain silent on users’ expectations on performance issues for real
time traffics, broadly the QoS and QoE. There are some, but still limited proposals
published in the literature in order to improve the end users’ performance in a WiFi-
WiMAX heterogeneous network. In [26], the authors have proposed a scheme where MNs
perform handover whenever the QoS of the underlying applications degrade. Similarly
in [55] and [56], the authors have designed call admission control mechanisms during
vertical handover in heterogeneous network environment. However, they do not consider

the different traffic load scenarios and their sensitivity over the two different technologies.

In [25], the authors have proposed two different criteria for handover between WiFi
and WiIMAX. In the first case, they have used RSSI as the handover criteria, and in the
second case, they have proposed to use the ratio of load between different networks as
the handover criteria. However, they remain quiet about how to measure traffic loads at
different networks, and use that information at the end users, as simultaneously measuring
traffic loads at two different networks is a challenging issue. Several other schemes have
been proposed in the literature, such as [57-59] and the references therein, to design
QoS/QoE assisted vertical handover framework over the MIH architecture. However,
these schemes are designed from the end users’ perspective only, where an user performs a
handover when it senses degradation in the QoS/QoE. Where this is one design aspect, the
problem should also be looked from the network perspective, where the network should
adjust itself to allow more number of users to associate, while maintaining the desired
QoS/QoE profile.

In [24], Roy et al. have used packet loss and delay as criteria for performing handover
from one network to another. Nevertheless, their results show 9 ms maximum delay which
is not possible in WiMAX without altering scheduling parameters. In another work [23],
Prasath et al. have suggested an integration model for WiFi and WiMAX network as well
as a BS-assisted scheduling algorithm to provide QoS guarantee. In order to integrate WiFi
and WiMAX at MAC layers, they have provided a mapping between access categories in
WiFi and service classes in WiMAX. A scheduling algorithm is proposed in their scheme
for providing QoS guarantee for real-time traffic in terms of delay, and non real-time
traffic in terms of packet loss. In [60], the authors proposed a decision making process

for mobile devices to select one network from among several available options in the
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surroundings. Mobile node gathers the parameters, that reflects the network performance
as well as its current location. This information is then used for taking handover decision.
The drawback of this scheme is that it does not specify details of which parameters are
measured, and how the parameters are collected at the end users.

In a recent work [44], Ma et al. have proposed a tight coupling based WiFi-WiMAX
integrated HetNet architecture, and designed a QoS assisted handover procedure among
the two technologies. They have designed an estimation mechanism, both at the WiFi
and the WiMAX network, to find out available bandwidth and projected delay, and
have used that information to instruct the users to switch between the two technologies.
However, their architecture gives equal priority to the WiFi and WiMAX networks, which
is not effective in terms of cost-per-bit and average power consumption, as discussed
earlier. Further, they have not considered overlapping BSSs or WiFi hotspots architecture
under the WiMAX coverage, which is more common in today’s HetNet framework. As a
consequence, their scheme does not address load balancing among different APs, as well as
among different access technologies, which is essential for a complex HetNet as addressed

in this paper.

2.7 Summary

From the discussions of the state-of-the-art works on vertical and horizontal handover as
given in this chapter, we can conclude that though the existing literatures give a good
understanding of the handover protocols, they remain silent about how to effectively
use the handover procedure to support a robust load-balancing association scheme, so
that traffic imbalance in a wireless network can be avoided. Further, the QoS and QoE
assurance during vertical and horizontal handover is not clearly designed in the existing
works. The next chapter provides the design and protocol elements of a context-aware
handover scheme, where the inter-BSS handover is used effectively in an ITEEE 802.11

network to avoid traffic load imbalance across the APs.
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Chapter 3

Context Aware Inter-BSS Handoff
in IEEE 802.11 Networks:
Efficient Resource Utilization and

Performance Improvement

As discussed in Chapter 2, several works in the existing literature [30, 33, 61-64] have
shown that the traffic load in an ESS is often unevenly distributed across the network.
Balachandran et. al [21,30] have theoretically modeled the user behavior in a WLAN
network. They have shown that MNs in a public WLAN network tend to concentrate
in some specific area. For example, in an airport hot-spot, users get concentrated near
the boarding gates. As a result traffic gets overloaded in the APs which are closer to the
boarding gates, and provide maximum signal strength to the users. Though other APs
may be available in that region that can provide similar performance, yet due to the signal
strength based association mechanism, MNs do not associate with these APs. Thus there
is a load variation among the APs that may affect overall network performance. Zhai et
al. [34] have shown that WLAN attains maximum throughput and minimum delay when
the nodes are unsaturated (attains traffic load less than the maximum capacity).

The load variation in an ESS of a WLAN network results in severe performance
degradation due to the local congestion at some APs. As a result, traffic flows that pass
through the overloaded APs get affected. This in turn also degrades the overall network
throughput. Further, the traffic load of an AP may also increase suddenly due to the

increase in application traffic demand. For this reason, admission control mechanisms [65]

TH-1315_04610101 921



3.1 Analytical Model: Effect of Load Balancing over Inter-BSS Hand-off

can not fully solve the problem of overloading. The performance of the network can
be improved if some MNs from the overloaded APs are transferred to other APs in the
overlapping region, such that the performance of the transferred MNs do not get affected.

This chapter proposes an inter-BSS handoff procedure depending on the traffic load
variation in the network. If the performance of an AP gets degraded due to the over-
association of MNs, some of the MNs are re-associated to the neighbor APs, which are in
the overlapping region. For this purpose, the MNs use an interleaved scanning mechanism
to find out all the APs in the overlapping regions. The decision of hand-over is based on
the cooperation of the AP and the MNs. The hand-off decision is designed based on a
criteria that poses minimum scanning and signaling overheads. For this reason, a handoff
metric is designed that considers both the MN’s throughput and forwarding delay while
measuring performance degradation. The MN decides about impending handoff based on
the estimation of performance degradation, and with cooperation of the associated AP.
The results from an indoor testbed is reported in this chapter to show the performance
improvement of the proposed scheme in terms of throughput, delay and fairness. Further,
the context-aware handoff scheme is compared with other related schemes proposed in the
literature, through simulation results.

The rest of the chapter is organized as follows. An analytical model has been proposed
in Section 3.1 to justify the requirement for load-balancing during inter-BSS handoff in
TEEE 802.11 WLAN. Section 3.2 discusses about the design details of the proposed context-
aware inter-BSS handoff procedure. The performance of the proposed scheme is evaluated
through an indoor testbed, as well as using the results from simulation, as reported in

Section 3.3. Finally, Section 3.4 concludes the chapter.

3.1 Analytical Model: Effect of Load Balancing over Inter-
BSS Hand-off

This section analyzes the effect of load-balancing over inter-BSS hand-off in a IEEE 802.11
ESS. According to the design criteria, it has been assumed that there are WLAN APs
deployed in an area with considerable overlapping of coverage areas. Every AP forms a

BSS. For the theoretical analysis, we have made the following assumptions: -
e The APs are uniformly distributed in the area.

e Every mobile node is always in the coverage of at least two APs. Each point in the

coverage area of an AP is also covered by at least one other AP. It can be noted
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that boundary MNs, which may be within the communication range of a single AP,
are not considered for the theoretical modeling purpose, as they do not go through

impending handoff due to load-balancing.

The basic idea used here is the conservation of traffic in a BSS. The total input and

output traffic distribution in a BSS k is shown in Figure 3.1.

New connection arrival Connection completion
rate )\ rate
K My

Handoff (mobility)

connection arrival rate Handoff connection rate

pobility
Vi

AN Handoff connection rate
due to load balancing
[ O-k
Handoff (load balancing)
connection arrival rate
1 boccooooog > i
AL | Call blocking
v
Call dropping

Figure 3.1: BSS Traffic Model

Suppose that there are N number of WLAN APs deployed uniformly in the arena.
Let, W, denotes the set of BSSs adjacent to the BSS &, and C denotes the set containing
the overlapping BSSs with the BSS k. In this scenario, the total traffic arrival rate in BSS

k has three components,
(i) the arrival rate of newly generated connections (Ax),

(ii) total connection handoff rate due to mobility (v ‘ZW )\ﬁc) , and
JEWE

(iii) total connection handoff rate due to the load balancing ( > AL).
VieCly

Similarly, the total traffic departure from a BSS k has three components,
(i) the connection completion rate (uy),
(ii) connection handoff rate due to mobility (v), and

(iii) connection handoff rate due to load-balancing (o).
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3.1.1 Modeling the Bandwidth Evolution within a BSS

Suppose, the arrival rate of newly generated connections under BSS k be A , and the new
connection completion rate (the duration for which a connection remains active) under BSS
k be py. So the channel holding time of a connection in BSS k is exponentially distributed
with mean ;%k At the end of the holding time, a connection in BSS k& may terminate
and leave the system with probability 7}, or move within the system and continue in an
adjacent BSS (or an overlapping BSS) with probability 1 — T.

In the proposed architecture, a handoff can occur because of two reasons - either due
to mobility, or due to load balancing. Let X fm denotes the probability of attempting a
handoff to an adjacent BSS m due to the mobility, and X l!::l denotes the probability of
attempting a handoff to another adjacent BSS [ due to the load balancing. Therefore,

1-Tp= Y X+ > Xf (3.1)
meWy, leCy,

To prioritize handoff connections over newly generated connections, a new reservation
parameter Ry is defined for BSS k. Let, By be the total capacity for BSS & (in terms of
maximum number of connections that can be supported in an AP), and ny be the number
of active connections. When n; < Rj, then BSS k accepts both handoff and newly
generated connections. However, for ni > Ry, it only accepts handoff requests, and the
newly generated connections are blocked. Similarly, if ny = By, then all the future handoff
connections are dropped and newly generated connections are blocked. The bandwidth
occupancy of the BSS k evolves according to a birth-death process, independent of other
BSSs, as shown in Figure 3.2. Every stage of the birth-death process for BSS & represents
number of active connections associated with the AP of BSS k.

Let Ak (i) denotes the total connection arrival rate at stage ¢ of the BSS k. Therefore,

PV D DI LS S Y if0<i< Ry
meWy, 1eCly,
Ak(i) = (3-2)
> ML+ Y N if Ry <1i < By
meWy, 1eCy

If a BSS can not support more connections due to traffic overload, then the newly
generated connections may be blocked, and the existing connections may be dropped. As
discussed, connection blocking (for new connections) is given priority over the connection
dropping (for the existing connections) in the proposed system through the reservation

parameter Rj. This in turn prioritizes existing connections over the new connections when
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Figure 3.2: A Birth-Death Process Model for Bandwidth Occupancy at BSS k

the available bandwidth is not sufficient to accommodate all the connections. Suppose, by
denotes the ‘connection blocking probability’ for the newly generated connections, and dy
denotes the ‘connection dropping probability’ for the existing connections. The ‘connection
blocking probability’ is defined as the percentage of new connections blocked to the total
number of new connections arrived. On the other hand, ‘connection dropping probability’
is defined as the percentage of existing connections dropped to the total number of existing

connections. Accordingly, )\ka and Aél are expressed as follows;

Mo =Xihn (Aka —be)+ | D0 MDA (i —dp) (3.3)

ueWy, veCy
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Na =X (Ak(l —be)ym [ DD AL+ DD AL (= dk) (3.4)
ueEWy veCy
Where g is the coverage factor between BSS k and BSS [, that is the ratio between
the radio coverage area of the BSS k and the BSS [, with 0 < vz < 1.
Let m(4) is the steady state probability that i active connections are established in
BSS k at stage ¢. The balanced equations of the birth-death process, given in Figure 3.2,

can be expressed as follows;

1. If0 < i < Ry

k(i —1) )\k—l—Z)\ +Z)\ = im(2) (ke + vk + ok) (3.5)
ueEWp vEC)

2. If Ry < i < Byg:

k(@ —1)( Z)\ —I-Z)\ = i (3) (g + vk + o) (3.6)
ueWy veCy

The newly arrived connections are blocked when Ry < i < Bj. Therefore,

By

by = Z (1) (3.7)

1=Rp+1

Similarly, the handoff connections are dropped when i = Bj,. Therefore,

dy, = m1(Br) (3.8)

br and di can be calculated using fixed point iterations. These two parameters
gives an estimation of the effect of load balancing on the handoff. Due to the load-
balancing, the connection blocking and connection dropping should be less. Further the
analysis introduces a reservation parameter Ry that reflects the scenario when on-demand
load-balancing is performed, that is hand-over connections are dropped only when the

remaining bandwidth is less than Rj. This shows that even on-demand load-balancing
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Figure 3.3: Network Scenario for Simulation and Numerical Analysis: Every circle
represents an AP, and the dotted lines represent the overlapping in the communication
coverage of two APs. All the APs are interconnected through distribution system

can significantly improve network performance rather than a perfect load balancing. Later
during performance analysis, it is depicted that the proposed scheme can provide similar
network performance compared to a perfect load-balancing scheme [37], with a much lower

signaling overhead.

3.1.2 Numerical Results and Comparison with Simulation

This subsection compares numerical results obtained from the theoretical analysis with the
simulation results, and analyzes the effect of load balancing through numerical results. The
proposed load balancing based handoff scheme is implemented in Qualnet 5.0.1 network
simulator [66] using discrete event simulation framework. The detailed scenario setup and

the results are reported as follows.

Scenario Setup

A 20 AP network is considered for both the theoretical and the simulation purposes,
as shown in Figure 3.3. The central AP (marked as AP 1) is considered to measure
the output parameters (namely connection blocking probability and connection dropping
probability). This type of scenario is considered to avoid the edge effect at the APs, such
that sufficient overlapping is available at the central AP. There exist sufficient overlapping
(around 20% overlapping connection coverage) among the neighbor APs. 40 mobile nodes

are uniformly distributed in the network. A trace based simulation model is executed to
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Figure 3.4: Connection Blocking Probability

match the association between the APs and the MNs for both the theoretical and the
simulation analysis. In the trace based model, similar association scenario is generated as
directed by the theoretical model, based on the load-balancing criteria. The mobility of
the nodes are considered based on two-dimensional fixed direction mobility model, to make
connection arrival rate predictable, which is necessary to compare the simulation output
with the theoretical model. Later, the effect of different mobility model has been analyzed
during performance analysis. 50 static nodes (different from the MNs) are uniformly
deployed in the network to check the effect of handoff based on the load balancing. Every
AP supports physical data rate of 6 Mbps. The static and the mobile nodes generate CBR
traffic with a constant data rate of 64 kbps. However, the traffic start time is controlled
based on the connection arrival rate. Every simulation setup is executed for 10 times
with different seed values, and both the average result and the confidence intervals (the

difference between the minimum and the maximum output) is shown in the graphs.

Comparison with Simulation

To compare the theoretical results with the simulation outputs, the results are plotted
with respect to the normalized connection arrival rate. The normalized connection arrival
rate is calculated as the ratio of the total incoming data rate to the total capacity of the

APs. The vertical lines in the graphs shows the confidence intervals.
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Figure 3.5: Connection Dropping Probability

Figure 3.4 shows the connection blocking probability and Figure 3.5 shows the
connection dropping probability with respect to the normalized connection arrival rate.
It can be seen from both the figures that the theoretical results are almost similar to the
simulation results. The static nodes in the network participate in the handoff that occur
due to load balancing among the APs, whereas the MNs participate in new connection
establishment as well as handoff (due to both the mobility and the load balancing). For
this analysis, Ry is taken as 70% of the total capacity. Therefore, if total bandwidth
utilization goes beyond 70% of the total capacity, all the the newly arrived connections
are blocked. In the present scenario, this situation occurs with the normalized connection
arrival rate at 0.5. Therefore beyond this point, connection dropping probability increases

significantly, as shown in Figure 3.5.

3.1.3 Analyzing the Effect of Load-balancing over Inter-BSS Handoff

through Numerical Results

This subsection analyzes the performance impact due to load-balancing over the inter-
BSS handoff in IEEE 802.11 WLAN network. In the figures, ‘CBP’ and ‘CDP’ denote
connection blocking probability and connection dropping probability, respectively. The
impact of load-balancing is compared with the standard inter-BSS handoff. The numerical

results for standard inter-BSS handoff is obtained by considering no handoff due to traffic
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Figure 3.6: Connection Blocking Probability (CBP): Load-Balancing based Inter-BSS
Handoff

overload, while assuming X ﬁg = 0. In this scenario, when X ﬁg = 0, Ry does not make any
impact over the connection blocking and the connection dropping probabilities. Similar

network scenario, as discussed in previous subsection, is also considered for this analysis.

Effect on Connection Blocking Probability

Figure 3.6 shows the impact of load-balancing over connection blocking probability
during inter-BSS handoff. As discussed earlier, new connections are blocked when an
AP can not accept new connections due to capacity limitation. In the figures, ‘DR’
represents the reservation parameter Ry, and ‘CAR’ represents connection arrival rate.
Figure 3.7 shows the connection blocking probability for the standard inter-BSS handoff.
A comparison between Figure 3.6 and Figure 3.7 show that connection blocking probability
is considerably less for the load-balanced network. The reservation parameter Ry further
reduces the connection blocking probability for a network that supports load-balancing
based handoff. The Ry value indicates how much bandwidth should be reserved for the
existing handoff connections, which in turn prioritizes the existing connections over the
new connections. As a result, the connection blocking probability increases as the value

of R} is decreased.
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Figure 3.7: Connection Blocking Probability (CBP): Standard Inter-BSS Handoff
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Figure 3.8: Connection Dropping Probability (CDP): Load-Balancing based Inter-BSS
Handoff

Effect on Connection Dropping probability

Figure 3.8 shows the call dropping probability for the load-balancing based inter-BSS
handoff, and Figure 3.9 shows the same for the standard inter-BSS handoff. As earlier,
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Figure 3.9: Connection Dropping Probability (CDP): Standard Inter-BSS Handoff

the load-balancing procedure can significantly reduce connection dropping probability
for the existing connections. One interesting observation can be made by comparing
Figure 3.6 with Figure 3.8. As the value of the reservation parameter Rj decreases,
the call blocking probability increases, however, the call dropping probability decreases.
As discussed earlier, the Rj value indicates how much bandwidth should be reserved
for the existing connections, which in turn prioritizes the existing connections over new
connections. Therefore, a lower value of Rj indicates that existing connections are more
prioritized compared to new connections by reserving more amount of bandwidth for them.
As a result, call dropping probability decreases with the decrease of R value. However,
the call blocking probability gets increased. A suitable value of Ry, is required to be decided
for the proper distribution of the available bandwidth between the new connections and

the existing connections.

The analytical model presented in this chapter shows that load-balancing among
overlapping BSSs can significantly improve network performance by reducing call dropping
and call blocking probabilities. Due to load-balancing, more number of new connections
can be accommodated by shifting some of the existing connections to the neighboring
APs with lower traffic load. Based on this observation, a context aware inter-BSS handoff
scheme is designed, where the existing connections are shifted to the neighboring APs

on detection of the performance degradation due to load-imbalance. The AP detects
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the performance degradation due to load-imbalance, and the handoff decision is taken

cooperatively by the AP and the MNs, as discussed in the following section.

3.2 Context-aware Inter-BSS Handoff Procedure

As discussed earlier, the existing load balancing schemes in IEEE 802.11 infrastructure
networks are found to be inadequate because of these schemes, while trying for a perfect
balancing of load, incur large signaling overhead Also, these schemes do not have a
proper scanning mechanism for multi-channel network. In this chapter we propose a
context-aware inter-BSS handoff scheme, where load in an ESS having different APs with
overlapped coverage area, are adjusted by changing the association of MNs that experience
degradation of performance. The adjustment is aimed at improving the throughput and
delay of the suffering MNs and in turn the overall performance of the ESS. The design of

the proposed context aware handoff procedure is based on following assumptions.
e All APs are connected through a distribution system, and form an ESS.

e The APs have overlapping coverage area in such a way that a MN gets sufficient
switchover time if a performance degradation is observed due to traffic overload at
the associated AP.

e The overlapping BSSs operate in non-overlapping channels. According to IEEE
802.11b/g physical layer standard, there can exist a maximum of three non-
overlapping channels, and therefore every point in the target region is maximum
three connectivity covered, if IEEE 802.11b/g is used as the physical communication
standard. TEEE 802.11n supports more number of non-overlapping channels, and
accordingly every point of the target region can be covered by more number of BSSs,

as supported by the standard.

All these assumptions are practically implementable in public HotSpots, where every
target region is covered by multiple APs. Based on these assumptions, the handoff scheme
is designed, as follows.

The proposed scheme works in three phases,

(i) Every MN use a scanning mechanism to find out the list of APs with which it can
be associated. The proposed scanning mechanism, termed as interleaved scanning

in this chapter poses very low signaling overhead at actual handover time reducing
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handoff latency. The list of APs found through the interleaved scanning is stored in
a list structure, called ScanAPList.

(ii) Every MN periodically measures the degradation in performance in terms of

throughput and delay.

(iii) Once a severe performance degradation is observed, a MN consults with the
associated AP to find out another AP from the ScanAPList with which it can re-
associate. Depending on the coordination between the MN and the associated AP,

the handoff procedure occurs.

These three phases are discussed next in details.

3.2.1 Interleaved Scanning

MN Associated AP AP2 AP3

2
y

Communication
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equw\)
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Figure 3.10: Interleave Scanning

As shown in Figure 3.10, the proposed scheme uses a scanning mechanism to find
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out the alternate APs, where the scanning and the data communication are interleaved in
time. The MN keeps the information of different APs found during the scanning in a list
called ScanAPList. In the interleaved scanning mechanism, the MN prepares a circular
list of channel numbers to scan. These are the channels that contains all the IEEE 802.11
supported channels (based on physical layer standard), except the current channel and the
channels that overlaps with the current channel. It initializes a variable ProbeChannel
to the channel number of the first channel in the list. The ScanAP List is initialized to a
empty set (denoted as (). It also starts a timer, referred as ScanRepeatTimer. Let the
time out value of this timer be T. On the expiry of time T, the timer event is triggered

and the MN executes the following steps in order.

Step 1: The MN completes the ongoing packet transmissions (if any) with the associated
AP, and subsequently stops transmitting further packets.

Step 2: It stores the current channel number into a temporary variable CommChannel,
and deletes all entries from the ScanAPList corresponding to the channel
ProbeChannel.

Step 3: The MN then switches the operating channel to ProbeChannel.
Step 4: It sends a probe request at that channel, and waits for a time period of #;.

Step 5: If the channel is sensed busy during ¢; time period, it extends the waiting time

by another time period of ?s.

Step 6: If any probe response is received within the waiting time, the AP information
obtained with the probe response is stored into the Scan AP List, corresponding

to the entry ProbeChannel.
Step 7: It updates ProbeChannel to the entry which is cyclically next in the channel list.
Step 8: It starts ScanRepeatTimer.

Step 9: Finally, the MN switches the operating channel to CommChannel, and restarts

the normal communication procedure for remaining packet transmissions.

The interleaved scanning mechanism proposed in this chapter is done simultaneously
with the communication, in an interleaved way. Therefore, communication disruption due
to scanning is very less, which significantly improves overall network performance. In the

traditional approaches, as discussed in Chapter 2, MNs scan all the channels in a single run,
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incurring communication disruption for a long duration, which significantly affect network
performance. Once the AP information is gathered through the interleaved scanning
mechanism, the handoff decision is taken once a MN detects performance degradation due

to load-imbalance at the current associated AP, as discussed in the next subsection.

3.2.2 Detection of Performance Degradation

In the proposed context-aware inter-BSS handoff mechanism, the degradation of perfor-
mance is sensed from two different parameters. As the first parameter, the packet drop
rate is used to measure the degradation of performance. A moving average of the num-
ber of packet dropped within a time window is used as the measurement metric. In this
method, whenever the average packet drop increases above some threshold, the MN tries
to find an alternate AP for association. It is observed that, when the traffic in the ESS
increases gradually, packets gets delayed considerably even when the throughput does not
get effected. Therefore, changing the association of MNs based on the measurement in
packet drop can result in the performance improvement in terms of throughput. However,
there may be performance degradation in terms of delay, as packet drop rate does not
account forwarding delay.

In the second parameter, the degradation of performance is sensed by observing the
interface queue length at the associated AP, when a MN detects performance degradation
in terms of average packet drops. A MN can obtain the interface queue length of the
associated AP on request. The AP forwards the information through piggybacking with
data packets transmitted to the MN, and therefore, it does not incur much overhead. To
smooth out the variations in the interface queue length, the exponentially weighted moving
average (EWMA) [67] of the queue length is calculated after every ¢ units of time. Let
FE:; 1 be the EWMA of the queue length, and Y;_; be the actual queue length at time

t — 1. Then we calculate F; as,
Ei=axYi1+(1—a)xE1,0<a<1 (3.9)

The value of o decides how fast the MN discards the old values of Y. Whenever E}
crosses a threshold, the MN tries to find an alternate AP for association.

In the proposed scheme, the MN uses a combination of the packet drop rate and the
EWMA of the queue length as the performance measurement parameter. The combined
parameter, termed as expected channel quality degradation (ECQD), can measure the

performance in terms of both throughput (through packet drop rate) and delay (through
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EWMA of the queue length), and defined as,

PDR EQL

Onrix (3.10)

where PDR denotes the measured packet drop rate, EQL denotes the measured EQMA
of the queue length (equation (3.9)), PDRy/ax denotes the maximum packet drop rate
supported by the network, and @Qu;4x denotes the maximum queue length at the AP. In
equation (3.10), J is a smoothing parameter. § = 0.5 gives equal weight to the throughput
and the delay as the performance metric.

Once a MN detects the performance degradation through the measurement in the
ECQD metric, it initiates a handoff procedure with cooperation of the associated AP. The

details of the handoff procedure is explained in the next subsection.

3.2.3 The Handoff Procedure

Whenever a MN senses degradation of performance, it scans the different channels using
the interleaved scanning mechanism to find suitable APs to which it can perform handoff.
It can be noted that though interleaved scanning can be performed periodically, the
proposed scheme starts scanning only after the sensing of performance degradation, to
limit the signaling overhead due to scanning. Once all the channels are scanned, further
scanning is disabled till the handover procedure is completed. Through the interleaved
scanning mechanism, a MN collects a list of APs with which it can re-associate if needed.
As mentioned earlier, the list of such APs are stored in the variable ScanAPList. The
MN informs its associated AP, say AP,, about its desire to disassociate from AP, and re-
associate with another AP where a better performance may be expected. For this purpose,
the MN sends a Move Request message, containing the Scan AP List and its desired ECQD
value, to AP,. The MN keeps updating the ECQD metric, and sends the MoveRequest
message repeatedly at a fixed interval of t,epeqt, for upto n,epeqr times or until it gets a
response from AP,.

Whenever AP, receives a MoveRequest message from a MN, it sends a LoadRequest
message to all the APs in the ScanAPList through the distribution system. The APs
receiving the LoadRequest message, replies with a LoadResponse message through the
distribution system containing its current load status in terms of EWMA of the queue
length. It can be noted that packet drop rate is measured at the MN, and therefore
only EWMA of the queue length for the APs is considered at this stage. AP, receives

the LoadResponse message, and based on the replies it receives and the Scan AP List, it
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selects one or more APs to which the MN can handoff. AP, keeps the list of such APs in
Handof fCandidateList, which is constructed as follows.

Let AP; be the i AP in the ESS. Let L, be the EWMA of the queue length for AP,.
Let L; be the EWMA of the queue length for the AP;. Then Handof fCandidateList is

constructed as follows,
Handof fCandidateList = {AP;|L; — Lo < ¢} (3.11)

Where ¢ is a small fraction of the maximum throughput decided a priori by the service
provider. If the value of ¢ is too low, then the MN that performed handoff to get better
performance may tend to handoff again, and therefore too many handoffs may occur
unnecessarily. If the value of ¢ is too large, potential opportunity to increase performance
may be lost.

The AP sends the Handof fCandidatelList in its reply message, which is termed
as Handof fTargetMessage, to the MN. The MN, based on the RSSI, chooses one of
the APs in this list and performs handoff to that AP (APy) from which it receives the
strongest RSSI.

It is likely that more than one MN sends MoveRequest messages to one AP. If all
such MNs are allowed to handoff to another AP, a severe imbalance in load may occur, and
therefore may result in performance degradation. To prevent it, whenever an AP processes
a MoveRequest message, it drops all further MoveRequest messages from other MNs for
some fix period of time Tjgpore.

After selecting an AP (APy) from the Handof fCandidateList, a MN sends a pre-
association message to APy. It can be noted that the pre-association messages differs from
the normal association messages in the sense that it reflects an existing connection to be re-
associated. Every AP sets a bandwidth limit, Ry as discussed in the theoretical analysis,
beyond which it only accepts pre-association messages, and drops any new association
messages. This way the existing connections are prioritized over the new connections, so
that minimum QoS can be assured for them. Further, the associated AP, AP,, forwards the
impending handoff information to APy through the distribution system, which minimizes
the handoff latency. Scanning is re-enabled after handover and actual scanning may start
if performance degradation is detected and the whole process repeats again.

Though this chapter does not discuss about security aspects during handoff, it can
be implemented along with the re-association mechanism. AP, generates a random nonce
and forwards it to the MN as well as to APy. As earlier, AP, communicates with

APy through the distribution system. For the nonce distribution, a channel handshake
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authentication protocol (CHAP) [68] protocol is used for secured communication. Then
APy can authenticate the MN through the random nonce received from AP,.
The next section analyzes the performance of the proposed scheme through simulation

results and the data obtained from an indoor wireless testbed.

3.3 Performance Analysis

The performance of the proposed context-aware inter-BSS handoff scheme is evaluated
through a practical testbed as well as from simulation results. The results from the testbed
is used to show the performance improvement of the proposed scheme in a real network
scenario. On the other hand, the scalability of the proposed scheme is analyzed using
simulation results. Further the simulation results are used to compare the performance
of the proposed scheme with similar approaches proposed in the literature, such as [37]
and [42].

3.3.1 Testbed Analysis

The proposed scheme is implemented and evaluated using a 6-node 802.11g indoor mesh
testbed deployed over the IIT Guwahati computer science department research labs, as
shown in Figure 3.11. Each AP in the testbed is a Skiva Easyconnect RT001 N300
WiFi router with RaLink RT-3352 chipset [69]. The Ralink RT-3352 router on chip
combines 802.11b/g/n draft compliant 2T2R MAC/BBP/PA/RF, a high performance
400MHz MIPS24KEc¢ CPU core, a Gigabit Ethernet MAC, 5-ports integrated 10/100
Ethernet Swtich/PHY, 64MB of SDRAM and 32MB of Flash. The routers are configured
to operate in IEEE 802.11g mode. This mode of operation can support up to 54 Mbps
data rate with maximum transmission power of 200 mW, that corresponds to average 30m
communication range and 45m interference range, with a deviation of £5m based on the

external noise factor.

Testbed Setup

The APs are interconnected through a distribution system that is connected to the
Internet through a proxy gateway. In the testbed setup, the gateway node works as
the corresponding node (CN) and the MNs communicate with the CN through the APs.
50 static nodes are distributed in the network, which constantly communicate with the
CN, and increases the traffic load at the APs. The static nodes are desktop computers

with wireless interface, which are placed in the research labs, at the nearby locations of
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Figure 3.11: Indoor Testbed Layout

the APs. The performance is measured at 5 MNs which are distributed in the network.
The MNs use a random mobility, and tends to concentrate near the AP N4. In the
traditional approaches, those MNs associate with the AP Ny always. However in the
proposed scheme, they may re-associate with the neighbor APs (N3 or Nj) that shares
non-overlapping channels with AP Ny4. It can be noted that a static channel assignment
algorithm is used based on the IEEE 802.11g channel model.

Trivial File Transfer Protocol (TFTP) is used as the application layer traffic, that
uses UDP at the network layer. The traffic generation is based on a Poisson distribution
with mean traffic generation rate as 10 Mbps per client (static or mobile nodes). The
variation in traffic generation rate is around 5 Mbps. Therefore traffic generation rate
at every client varies in between 5 Mbps to 15 Mbps. As indicated, the AP operates
at 54 Mbps data rates. In the implementation of the context-aware inter-BSS handoff
procedure, Ry, o and § are fixed at 75% of the total capacity, 0.6, and 0.5 respectively.
The value of ¢ is taken as the 20% of the interface queue length of AP,.

Performance Measurement during Load-imbalance Scenario

This set of experiments shows the performance of the proposed scheme at high traffic load
(average traffic generation rate is 10 Mbps, with a variation of 5 Mbps) when the problem
of load-imbalance is a serious issue, and compares the performance with the RSSI based
load balancing scheme.

Figure 3.12 shows the average throughput for AP N4 with respect to time, where
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the problem of load-imbalance is serious due to MN concentration. The AP throughput
is calculated as the amount of data packet transmitted successfully through this AP. The
figure shows that the throughput for the conventional RSSI based scheme (termed as

conventional handoff in the figure) varies significantly with respect to time. Sometime,
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Figure 3.14: Packet Drop Rate

the throughput even drops as low as 15 Mbps. It has been observed from the data trace
that at those times, all the clients (static and mobile nodes) starts transmitting traffic
near to the maximum rate, that is around 15 Mbps. The figure reveals the the throughput
improves significantly for the proposed context-aware scheme, both in aggregate and in
variation. The data trace for the proposed scheme has confirmed that when the traffic
load becomes higher, some of the MN de-associate from N4, and re-associate to either No

or N5, which share non-overlapping channels with N,.

Figure 3.13 shows the normalized client throughput for the MNs in the network. The
normalized client throughput is calculated as the ratio of data received successfully to
the data sent. The figure shows that the MN performance improves significantly in the
proposed scheme, in terms of normalized throughput. It has been observed from the data
trace that when a MN detects a degradation in the performance, it switches to another

AP, and the performance gets improved.

Figure 3.14 compares the proposed scheme with the conventional scheme in terms
of packet drop rate. Packet drop rate is significantly lower for the proposed scheme, as

revealed by the figure.

Figure 3.15 compares the two schemes in terms of fairness. Jain Fairness Index is
used to measure the fairness, which is defined as follows. Let A; denotes the throughput

for flow ¢, and there are n number of flows in the network. Then Jain fairness index, Jp
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is calculated as,
(5 )2
Jp = %T? (3.12)
Vi

The value of the fairness index remains between zero and one, where a index value of
1 denotes perfect fairness. The figure shows that the proposed scheme improves fairness
significantly. In the conventional scheme, the fairness index value degrades when the
MN attains low throughput due to traffic overload at the associated APs. This problem
is solved in the proposed context-aware handoff scheme which in turn improves fairness
among the clients.

Figure 3.16 shows the per packet forwarding delay for the two schemes. The
forwarding delay is computed for a MN, attached with AP Ny. It can be seen from the
figure that per packet delay varies significantly for the conventional RSSI based approach.
Further, few packets experience very large forwarding delay. The forwarding delay is
minimized in the proposed scheme by re-associating some of the MNs to other APs, when

they experience a degradation in performance.

Performance Analysis by Varying Load

In this set of experiment, the performance of the proposed scheme is observed by varying

data generation rate at the clients. The trace is collected for 3 hours, and the average is
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taken for plotting the graphs.
Figure 3.17 compares the two scheme in terms of average flow throughput from the
clients (both static and mobile), and Figure 3.18 shows the average forwarding delay. As

the traffic generation rate at the clients increases, the average flow throughput tends to
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decrease once network saturation is reached, that is, the total traffic generation rate at the
interfering flows reach the maximum network capacity. While the AP gets saturated at 7.2
Mbps average per flow throughput, for the conventional approach, the proposed scheme
can support more than 11 Mbps average per flow throughput. It has been observed
from the trace data that some MNs gets re-associated to other APs, that increases the
performance of the flows. As a result, the AP can support more traffic from the existing
flows. Similar trend is observed in terms of forwarding delay. In the conventional approach,
the forwarding delay increases exponentially once the AP gets saturated. The forwarding

delay for the proposed scheme is significantly lower than the conventional approach.

3.3.2 Simulation Results and Comparison

The proposed scheme is implemented in Qualnet-5.0.1 [66] simulator framework, and the
performance is compared with two other schemes, namely the perfect load balancing
scheme proposed in [37], and the load balancing based on transmission power adjustment,
as proposed in [42]. A 30 AP network scenario is considered for simulation, where the
APs forms a cellular hexagonal structure, as shown in Figure 3.19. 100 MNs are uniformly
deployed in the arena. The traffic type is similar to earlier that uses TFTP as the
application layer protocol. Every simulation is executed 10 times, and the average is

taken to plot the graphs.
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Figure 3.19: Simulation Scenario
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Figure 3.20 compares the three schemes in terms of average flow throughput. The
perfect load balancing scheme, proposed by [37], incurs maximum signaling overhead, as
a result of which the throughput at saturation is minimum among the three. The load
balancing scheme based on transmission power adjustment [42] attains lesser throughput
compared to the proposed scheme in this chapter because of uncontrolled interference effect
due to power adjustment. Similar trend is observed in case of average packet forwarding
delay, as shown in Figure 3.21. The proposed scheme results minimum delay among

the three schemes. The interleaved scanning mechanism proposed in this chapter have
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signaling overhead at par with the standard handoff scheme, yet the signalling overhead
during handoff is reduced thus improving handoff speed. At the same time, the re-
association of the MNs are based on cooperative decisions with the APs. For this, the APs
communicate with each other through the distribution system, which does not incur any
extra overhead to the wireless interface. The metric used for handoff considers both delay
and throughput during decision making. As a combined effect, the context-aware inter-
BSS handoff scheme shows better performance compared to others, in terms of average

flow throughput, and average forwarding delay.

3.4 Summary

This chapter proposes a context-aware inter-BSS handoff scheme for IEEE 802.11 WLAN,
where the MNs switches between overlapping APs when a performance degradation is
detected due to load-imbalance. A theoretical model is used to show the requirement of
load-balancing based handoff in an IEEE 802.11 WLAN network. The theoretical model
shows that on-demand load balancing is sufficient for performance improvement. An
interleaved scanning mechanism is designed for this purpose, to find out the alternate APs
in the vicinity of a MN. When a MN detects a degradation in performance, depending on a

metric that combines both throughput and delay, it takes a handoff decision cooperatively
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with the associated AP. The performance of the proposed scheme is analyzed using results
from an indoor testbed. Further, simulation results are used to compare the performance
of the proposed scheme with other similar schemes discussed in the literature.

The proposed scheme in this chapter considers a single-class traffic only. The next
chapter extends the context-aware handover management procedure for QoS and QoE

provisioning for multiple traffic classes.
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Chapter 4

Context Aware Handover

Management: Sustaining QoS and
QoE in a Public IEEE 802.11e

Hotspot

As discussed earlier, QoS and QoE is an end-to-end problem and therefore difficult to
manage in a distributed wireless environment. The recent studies of the traffic distribution
in a public wireless HotSpot, such as [70-73] and the references therein, reveal two
important observations. First, the number of APs deployed is more than the actual
requirement, and second, the users visit only a few APs. According to the standard
inter-BSS handover mechanism, the users associate with the AP that provides maximum
signal strength, and therefore most of the traffic loads get concentrated over a few APs. A
number of schemes [74,75] have been proposed in the literature for load balancing based
AP selection during the inter-BSS handover procedure. However, none of these works had
considered the effect of handover on the QoS of the network and QoFE experienced by end
users.

This chapter proposes a simple and cost-effective solution for context aware inter-BSS
handover management along with QoS and QoE assurance for different classes of services.
For proper bandwidth management during admission of new connections as well as during
inter-BSS handover, a set of bandwidth reservation policies are designed. The effectiveness
of these policies are analyzed using theoretical modeling. Based on the foundation of the

theoretical modeling, the proposed scheme takes into account both the current service
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load at the APs and the differentiated bandwidth occupancy according to the service level
agreement (SLA) for different IEEE 802.11e service classes. The existing connections are
handed over based on the service load of the APs as well as the bandwidth occupancy
for that specific service class. Consequently, new connections are admitted only if the
SLA for that service class can be assured. The proposed scheme is implemented in a real
IEEE 802.11g+e testbed, and the performance is evaluated using extensive experiments
for different QoS and QoE parameters, and compared with the standard and other similar
approaches proposed in the literature.

The rest of the chapter is organized as follows. The foundations of the bandwidth
management policies used in the proposed scheme is discussed in Section 4.1 using
mathematical modeling. Based on the theoretical foundations, the context aware handover
management scheme for QoS and QoE assurance in an IEEE 802.11 wireless LAN is
introduced and discussed in Section 4.2. The proposed scheme is evaluated through the
results from an IEEE 802.11g+e testbed, as reported in Section 4.3. Finally Section 4.4

concludes the chapter.

4.1 Theoretical Foundation: Context Aware Handover with

Multi-class Traffic Services

The proposed handover management scheme to solve the QoS and QoE degradation

problem at public wireless LAN is based on three strategic policies,

1. bandwidth reservation at every AP for different classes of services, according to IEEE

802.11e service differentiation (called the cutoff bandwidth strategy in this chapter),

2. differentiation in bandwidth reservation for new connections and handover connec-
tions where handover connections are given priority over the new connections (called

the bandwidth flexibility strategy),

3. inter-BSS handover for load balancing, where MNs with lower traffic priority are
forced to re-associate with neighboring APs to accommodate MNs with higher

priority traffic (called the class aware load balancing and context aware handover).

The proposed scheme assumes that there exists sufficient overlapping among the
BSSs, such that every MN has the option to connect with more than one AP.
This assumption is based on existing analysis of WiFi HotSpots and urban wireless

deployments [72, 73], which shows that APs are deployed in a highly dense manner to
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ensure sufficient coverage and to provide multiple connection options to the end users.
However, this assumption may be relaxed at the boundary areas of a HotSpot, where a
MN may not have multiple connection opportunities. Nevertheless, those areas are beyond
the control of the proposed management scheme, and therefore lower priority connections
are dropped if they can not be accommodated to assure SLA. This section theoretically
models the performance of an IEEE 802.11 ESS consisting of several overlapped BSSs, to
show that a network management scheme with above three policies significantly improves
the QoS and QoE of the MNs. Based on these policies, the detailed management scheme

has been discussed in the next section, along with implementation details.

4.1.1 Network Model

In this section, we consider a network with M BSSs, where each BSS is numbered from
m=0,1,..., M —1. MNs arriving at each BSS are partitioned into r separate classes based
on their SLA. To discretize the bandwidth analysis, we assume that the total bandwidth
is divided into small sub-channels, and the bandwidth reservation is expressed in terms
of numbers of sub-channels occupied by a MN. In a BSS, there can be two types of
MN arrivals - new connection arrival, and handover connection arrival. In the proposed
management scheme, these two types of arrivals are treated differently according to the
bandwidth flexibility strategy. Let c¢; denote a new connection, and c;-" denote a handover
connection of traffic class i. As these two connections are treated separately with different
bandwidth reservation policies (cutoff bandwidth and flexible bandwidth), there are in
effect 2r number of traffic classes in a system. Each class ¢ = 0,1, ..., 2r — 1 of subscriber
requires a minimum bandwidth of b;, in terms of numbers of sub-channels.

The bandwidth occupancy in a BSS for a multi-class traffic system can be modeled
as a Markov state diagram, as shown in Figure 4.1 for a two class, eight channels system
(the total bandwidth is divided into eight discrete channels). Every state is represented
as (i,b;) where i denotes the traffic class, and b; denotes the total bandwidth occupancy
in terms of channels for all the MNs with traffic class ¢ € [0,2r — 1]. In the Markov state
diagram, the lower states (i € [0, 1]) denote the states of a new connection, and the upper
states (i € [2,3]) denote the state of a handover connection. As indicated, there are two
bandwidth thresholds, the cutoff bandwidth R; where i € [0, — 1] (for a new connection),
and the flexible bandwidth U; where i € [r,2r — 1] (for an existing connection). For
a new connection, if the bandwidth occupancy for class i exceeds R;, the connections
are blocked. For an existing handover connection with traffic class ¢, if the bandwidth

occupancy exceeds U;, the connections are dropped. The actual implementation of R; and
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Figure 4.1: Markov state diagram for bandwidth occupancy in a BSS, with two classes in
eight channels

U; in the context of IEEE 802.11e service differentiation is discussed later in Section 4.2.

Let us assume that the new connection arrival rate for each class ¢ in a BSS m is
Poisson [72] With rate A . The rate of handover from BSS j to BSS k for class i traffic is
denoted as a . The rate of handover has two components, the handover due to mobility
and the handover due to load balancing. Let N,,, denote the set of BSSs that overlap with

BSS m, and \;,, denote the total connection arrival rate for class ¢ at BSS m. Then,

Aim = A+ > o™ (4.1)

JENm
It is conceivable that different classes of connections have different holding times
(time to use the channels), each class of traffic has an exponential connection holding time
distribution [72,76] with mean 1/u;. Let the time a subscriber of class i spends at BSS m

is exponentially distributed with mean 1/0;,,. Then,

Tim = Hi Z a{m (4.2)

JENm

4.1.2 Analysis of Connection Blocking Probability, Connection Drop-
ping Probability and Bandwidth Occupancy

Let the steady state vector for the number of subscribers n; for each service class ¢ in a

cell be mw(n), where n = (ng,n1,...,n2,—1) where {0...r — 1} denotes the new connections,
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and {r...2r — 1} denotes the handover connections, that is ¢ = ¢, ;. Let BW be the total

bandwidth. Then, 2Til n;b; < BW. For the ease of analysis, initially we assume that the

handover occurs oan; Odue to the load balancing. In the next subsection, this assumption

is relaxed with the incorporation of a mobility model, where the handover occurs due to

load balancing as well as general mobility of the MNs. Let p;, denote the utilization in

terms of offered load at BSS m for service class i, then,
Aim

Oim

Pim =

(4.3)

In the subsequent analysis, the parameters are calculated for a target BSS m, and
without the loss in generality, we drop the subscript m for making the notation simple.
Henceforth, p;., is represented as p;, and similar convention is followed for other notations.
Depending on the threshold for bandwidth reservation (based on cutoff bandwidth and
flexible bandwidth), we define the policy functions for the utilization in terms of offered
load at BSS m for service class i. Let us assume that whenever a MN reaches to a state
above the cutoff bandwidth threshold R;, for ¢ € [0, — 1], the new connections of service

class i € [0,7 — 1] are blocked with a probability (1 — wf). Similarly, whenever a MN
reaches to a state above the flexible bandwidth threshold Uj, for service class i € [r, 2r —1],
the existing connections of service class i € [r, 2r—1] are dropped with probability (1—w?).

Accordingly, the policy function pf is defined as follows.

wZRpi if njb; > R; and i € [0,r — 1]
,OEL =<¢ wVp; ifnib; > U; and i € [r,2r — 1] (4.4)

Pi otherwise

Using Equation (4.4), the steady state probability mass function for the Markov state

diagram can be calculated using standard formula as given in [77] as,

2r—1 4mny
1 12
m(n) =7 11 ]
=0

where the normalization constant Z is written as,

(4.5)

2r—1 p+m
z=> 11 o
VYn =0

In order to derive connection blocking probabilities for service class i, we define GZR+

as the set of population vectors n such that,
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07" = {n|R; < nib; < BW;i € [0,r —1]} (4.6)

The connection blocking probability, denoted as Pp, is expressed as,

1 2r— 1 ni 2r—1 +n1 1 . )
Po= % Y LY II” ()
negRT =0 n€0R+ i=0

Existing connections of class ¢ are dropped when the state of a MN reaches above
the flexible bandwidth threshold U;. In order to derive existing connection dropping

probabilities for service class i, we define GZU " as the set of population vectors n such that,

oU" = {n|U; < nib; < BW;i € [r,2r — 1]} (4.8)

The connection dropping probability for the existing connections of service class 1,

denoted as Pp, is expressed as,

2r—1 +nz 2r—1 +n1 1_ U)
> > 11 n.+—Z 1" (4.9)
n€0U+ =0 n€9U+ =0
Similarly, the bandwidth occupancy B is expressed as,
1 2r—1 p+ni
B=-> 1l b (4.10)

Vn =0
4.1.3 Extension with a General Mobility Model

As discussed earlier, the total handover traffic has two components, the handover due to
mobility and the handover due to load balancing. The probability of handover due to load
balancing is equal to the probability of a connection of class ¢ to successfully complete a
handoff from BSS j to BSS k (denoted as [Pr;];;) without any mobility constraint, given

as,

O[gk(l — Pp,)

Prila, —
[Priljk o3

(4.11)

To incorporate the mobility model, we use Erlang fixed point approximation with
multiple classes. The mobility probability matrices for each class i, denoted as [®;];y
from BSS j to BSS k, is defined as the probability of a MN to move from BSS j to BSS
k, according to a specific mobility model. Any well-defined mobility model, like fixed

TH-1315_04610101 54



4.1 Theoretical Foundation

way-point mobility model, highway mobility model, fixed direction random acceleration
mobility model and so on, can be used in this context.

Essentially, the total handover probability is equivalent to the summation of the
probability due to load balancing and the mobility probability. We also define another
matrix G;(x) for traffic class 7 at iteration x, where the diagonal elements are defines as

follows;

[Gi(x)]mm =1 — Pp, () (4.12)

where Pp,(z) is the connection dropping probability calculated using Equation (4.9) at
iteration x. The probabilities are calculated for class i at every BSSm =0,1,..., M —1. As
discussed earlier, for every class ¢, the connection arrival rate vector has two components,
the new connections, denoted as Ap;, and the handover connections arrival rate denoted

as Ag;. Ay is expressed as,

Ani = [N AN - A1) (4.13)

Ap; is calculated iteratively. At iteration x, Apy;(x) is expressed as,

AHl(.CU) o ANZAHZ(x — 1)[GZ($ - 1)(‘131‘ = Pn)] (4.14)

such that,

Therefore the starting point of the Erlang fixed point approximation is the assump-
tions of new connections only and the rate of handover connections into each cell is zero.
At every iteration x, the matrix G;(x) is calculated based on the Ay; and Ag;(z) obtained
by the fixed point approximation. The \;,, values obtained using this approximation is
used to calculate the steady state probability mass function given is Equation (4.5). The
fixed point approximation is terminated based on the bound on the normalization constant

Z at iteration z, denoted as Z(x), as follows,

Z(x)

’Z(:c—l)_l'o‘ <e (4.15)

where ¢ is a small predefined threshold value.
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Table 4.1: Parameters for numerical analysis

Parameter | Value H Parameter | Value
M 20 T 4

BW 48 Mbps || Mobility Random Waypoint
bo 64 Kbps b1 128 Kbps
b 256 Kbps || b3 512 Kbps
ng 50 n1 50

N9 100 ns 100

Ry 4 Mbps Ry 16 Mbps
Ry 8 Mbps R3 0

Uy 6 Mbps Uy 20 Mbps
U, 12 Mbps || Us 0

4.1.4 Numerical Results: Analysis of the Bandwidth Reservation Strate-

gies

In this subsection, we analyze the effectiveness of the three policies, cutoff bandwidth,
bandwidth flexibility and context aware handover along with class aware load balancing,
through the numerical results obtained from the theoretical model. The QoS of the network
can be effectively captured through the average bandwidth occupancy, while the QoE to
the end users can be analyzed through the connection blocking and connection dropping
probabilities. The numerical values used in different parameters are shown in Table 4.1.
These values are selected keeping in mind the IEEE 802.11e classes of services. The
mobility model is considered as random waypoint mobility [78], and the probability matrix

[@;]1 is calculated based on the stochastic model described in [78].

The numerical results are compared for two different scenarios - the first scenario is
the proposed management scheme with the three policies (cutoff bandwidth, bandwidth
flexibility and context aware handover along with class aware load balancing), and the
second scenario is the standard handover without these three policies. The numerical
results for the standard handoff is calculated through R; and U; set to zero for all classes
t, and assuming that handover occurs only due to the mobility, that is Pr; = 0. In the
standard handover, a new connection of class 7 is blocked, or an existing connection of
class 7 is dropped, if it does not receive the minimum bandwidth b;, according to the SLA.
The numerical results are calculated with respect to the mobility acceleration seed value

that varies between 0 and 1. As the mobility acceleration seed increases, the MN becomes
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Figure 4.2: Connection Blocking Probability

more mobile in a random waypoint mobility [78].

The numerical results are shown in Figure 4.2 to Figure 4.4. In the figures,
the term ‘standard’ indicates the standard handover procedure and the term ‘context
aware’ indicates the handover procedure with the proposed bandwidth reservation policy.
Figure 4.2 shows the numerical results in terms of connection blocking probability. As the
mobility increases, connection blocking probability gets increased, because the number
of handover due to mobility gets increased, that blocks new connections. However, with
the bandwidth reservation policies as discussed in this section, the differentiation among
different classes of services gets increased. According to the parameter setups as depicted
in Table 4.1, class 0 has the maximum priority service in terms of per connection bandwidth
requirement and corresponding bandwidth reservation, followed by class 1, class 2 and class
3. Class 3 does not have any bandwidth reservation, while it has maximum traffic demand.
Therefore the connection blocking probability for class 3 is the maximum. However, the
standard does not provide such differentiations during admission control and handover,
and therefore connection blocking probability is almost similar for all the four traffic
classes.

Similar result is observed for connection dropping probabilities, as shown in
Figure 4.3. The differentiation among different classes of services is prominent with
the bandwidth reservation policies, whereas the standard procedure shows almost similar
results for all the four service classes. Further as the mobility increases, the connection

dropping probability increases for the standard, whereas it increases slowly with the
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bandwidth reservation policies. As mobility affects the existing connections severely in
the standard procedure without any flexible bandwidth reservation, the drops of existing
connections get increased irrespective of service classes. This figure clearly reveals the
advantage gained with the flexible bandwidth strategy. Figure 4.4 shows the normalized
bandwidth occupancy, calculated as B/BW. As the bandwidth reservation policies
reduce average number of connection blocking and connection dropping and distribute the

connections among the BSSs through load balancing, the normalized bandwidth occupancy
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gets improved.

The theoretical analysis clearly reveals the advantages gained with the incorporation
of bandwidth reservation policies along with the load balancing strategy during inter-
BSS handover management. An improvement over the standard IEEE 802.11e and the
inter-BSS handover management is proposed in this chapter with the incorporation of the
cutoff bandwidth, bandwidth flexibility and the context aware handover along with the

class aware load balancing, as discussed in the next section.

4.2 Context Aware Handover Management Sustaining QoS
and QoE: The Proposed Scheme

In the proposed scheme, an inter-BSS handover management mechanism is designed that
improves the performance of an IEEE 802.11e ESS by balancing load across different
APs in the presence of a mix of different EDCA traffic classes. The management scheme
has three components: (i) admission control based on cutoff bandwidth and bandwidth

flexibility strategy, (ii) class aware load balancing, and (iii) context aware handover.

4.2.1 Admission Control

Admission control is required to limit the traffic load at APs within the available
bandwidth, and also to keep provision for the different traffic classes according to the
SLA. Admission control is necessary for two scenarios. The first is to manage the QoS of
the network and QoE of the existing connections, when a new MN first associates with an
AP in the ESS. Let us call this as initial admission control (IAC). Admission control is
also needed when a MN performs handover, to assure the QoE of that MN as well as other
MNSs which are already associated with the AP to which the MN performs handover. Let

us call this as handover admission control (HAC).

Initial Admission Control

In TAC, a fixed percentage of the maximum bandwidth is reserved at the APs for traffic
classes AC_VO, AC_VI and AC_BK, according to the cutoff bandwidth strategy. Let the
cutoff bandwidth for AC_-VO, AC_VI and AC_BK be R,,, Ry;, and Ry respectively. The
cutoff bandwidth is determined by the service providers based on the average number

of subscribed users that want to avail services for a specific service class. If the total
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bandwidth is BW then it is required that,
Ryo + Ry + Ry, < BW. (4.16)

The amount of spare bandwidth S, calculated using Equation (4.17), is required to

keep provision for occasional traffic bursts of the connections in the three classes.
S =BW — Ryo — Ry; — Ry (4.17)

A new connection of class ¢ is admitted into an AP only if the total bandwidth
occupied by all the traffics for that specific service class does not exceed the cutoff
bandwidth for that class. Let a new connection of class ¢ having a bandwidth requirement
of b, needs to be admitted at APy. It is admitted only if it satisfies Equation (4.18),

b. + OF < R, (4.18)

where R, is the cutoff bandwidth for class ¢, and OF is the bandwidth already occupied
by all the traffics of class ¢ associated with APj.

It can be noted that no reservation is made for the AC_BE class. An AC_BE class
traffic is admitted if there is any bandwidth available irrespective of the traffic classes. A
connection of traffic class AC_BE is admitted to APy, if it satisfies Equation (4.19).

BW > 0% + OF, + Of, + Of, (4.19)
Olqji, Ofk and Ol]fe are the bandwidth occupied by connections of class AC_VO,
AC_VI, AC_BK and AC_BE, respectively, at AP,. One or more connections of AC_BE

class are dropped any time if a new connection of some non-BE class needs to be admitted,

Where OF

vo?

and the new connection satisfies Equation (4.18), but Equation (4.19) is not satisfied. In

such case, AC_BE connections are dropped until Equation (4.19) gets satisfied.

Handover Admission Control

In case of HAC, to let ongoing communications to continue, subject to certain conditions
that follows, a connection may be admitted even if it violates Equation (4.18). We define
upper limit of reservations according to the bandwidth flexibility strategy, called the
flexible bandwidth. Let the flexible bandwidths for the classes AC_VO, AC_VI and AC_BK
be Uy, Uy and Uy, respectively. For a class ¢ having flexible bandwidth U,, U. must be
greater than the cutoff bandwidth R.. For a connection of class ¢ with a bandwidth

requirement of b, is admitted in APy, if Equation (4.20) is satisfied.
be + OF < U, (4.20)
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.- Y2 >

Figure 4.5: Bandwidth reservations for admission control management

To understand the relation between U, and R, let us consider Figure 4.5. The cutoff
bandwidth R, for a traffic class ¢ shows the amount of bandwidth that can be utilized
for new connections as well as handover connections. However, to keep extra bandwidth
provisioning for handover connections, the flexible bandwidth U, is used. The figure
shows a shaded region for each traffic class that indicates the difference between the cutoff
bandwidth and the flexible bandwidth (U, — R.), that is used as the extra bandwidth
provisioning during handover among neighboring APs.

It may so happen that there is no available bandwidth in the AP to admit the handing
over MN. In that case, the AP tries to shift some load to adjacent APs by handing over
some MNs, as described later in subsection 4.2.2. If it is not possible to adjust the load,
the AP starts disassociating MNs in the following way, till Equation (4.19) gets satisfied.
Let the incoming MN have connections of traffic class ¢. The disassociation is based on

following rules.

1. If ¢ is of type AC_VO, then first AC_BE, then AC_BK and finally AC_VI traffics are
dropped.

2. If ¢ is of type AC_VI, then first AC_BE and then AC_BK traffics are dropped.

3. If ¢ is of type AC_BK then only AC_BE traffics are dropped.

If it is not possible to satisfy Equation (4.19) by dropping connections of classes lower
than ¢, then the incoming MN is not admitted. A MN with AC_BE class traffic is admitted
only if there is enough bandwidth available for admitting the MN.

4.2.2 Class Aware Load Balancing

An AP may get overloaded if it has to accommodate some MNs that are performing
handover from neighboring APs. Such a MN might have been forced to handover due
to poor RSSI (or SINR) in the old AP. As the MN is already admitted into the ESS, to
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be fair!, it is required to accommodate the MN in the target AP, APi4rget, to which it
has requested a re-association due to handover, even when there is no spare bandwidth
available in AP,q;g¢;. In the proposed scheme, such a MN is accommodated by shifting
some traffic load of APq;ger to other co-located APs (those have common or overlapping
coverage area), so that enough bandwidth becomes available to accommodate the MN.

Following steps are performed for class aware load balancing in the proposed scheme,

1. APgrget finds the MN with lowest RSSI (or SINR), say M Nigrger and sends

handoverInitiate message to it.

2. M Nigrger scans for available APs for handover, and builds a list of APs found
into a list called ScannedAPList. M Nigrget replies to APt Using a message
FindScannedList containing Sacnned AP List to APiurget-

3. APgrger sends GetLoad message to each AP in SacnnedAPList, through the

distribution system.

4. APs receiving GetLoad message reply back with a LoadReply message, containing

spare capacity information for each traffic class in it.

5. APiurger collects replies for some fixed period, and filters out those APs where
sufficient spare capacity is not available to accommodate M Nigpget, according to

its service class.
6. AP;urger then sends the resulting list to M Nigpget-

7. M Nigrger chooses the AP with the best RSSI (or SINR) and performs an inter-BSS

handover.

The class aware load balancing is executed for every classes except for the AC_BE
traffic classes. A proper load metric is required to be designed for the proposed class-aware

load balancing mechanism. This has been discussed in following subsection.

4.2.3 Context Aware Handover

In general, inter-BSS handover is triggered whenever a MN can no longer communicate

through it’s associated AP due to poor signal condition. This may be detected by several

!The priority is given to the existing connections over the new connections. The existing connections
are dropped only when no spare bandwidth is available among the neighboring APs due to admission of
MNs with higher class traffics.
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ways. Whenever RSSI falls below a certain threshold, or a few beacons are lost, or the
packet drop becomes high, MN triggers a handover to an alternate AP having common
coverage area. The traditional handover triggering according to the IEEE 802.11 standard
has two drawbacks. First, disruption in communication occurs before the actual handover
is triggered, and second, the MN continues to associate to an AP even when there is
an overload in that AP, and thus suffer from excessive packet loss and delay. In the
proposed handover management scheme in this chapter, handover is triggered by excess
load as detected by either the AP or the MN, considering the bandwidth availability for
the specific service class.

For this purpose, traffic load needs to be measured to trigger handover as well as
to perform load balancing. Load can be measured in several ways. Conventionally,
the amount of time the wireless channel remains busy reflects the traffic load in a BSS.
Derivatives of this conventional approach is used as load metric in several existing works,
such as [79] and [20]. In [20] the authors have shown that available bandwidth is reflected
by channel busy status that can be obtained from the network allocation vector (NAV) in
EDCA. However, the existing load metrics do not consider the service class differentiations,

and therefore a new metric is required to be designed.

Load Measurement and Overload Detection

In the proposed scheme, number of bytes sent and received by a MN for a specific service
class type over its wireless interface in a unit time is taken as the load metric for that
service class. It directly reflects the amount of traffic for a service class flowing through
the wireless interfaces, and is simple to measure. The traffic load at M N, for class c,

denoted as Load;,, at time ¢; is calculated as,

BytesT -
) dae [ BT (4.21)
(ti —ti—1)
where
BytesTrRx. = Z PacketSize(j.) (4.22)
=0

where, n. is the number of packets of traffic class ¢ sent and received over the wireless
medium by M N,, during the interval ¢;_; to t;, and PacketSize(j.) is the size of the j**
packet of traffic class ¢ sent or received after time ¢;_1, in bytes.

Each node measures the load continuously at a fixed time interval teqsure. An AP

is called overloaded for a traffic class c, if the total traffic load for traffic class ¢ from its
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Algorithm 4.1 Interleaved Scanning
1: associatedChannel < the current channel of association;

2: Stop communicating in associatedChannel;

3: Delete all entries from ScannedAP List where the channel number of the AP equals
NextChannel;

Change channel to NextChannel;

Send a probe request;

tillTime < current time + t1; {¢; is a small timeout value}

while current time < tillTime do

Add AP informations if any obtained from probe response or beacons received into
Scanned AP List;

9: end while

10: Update NextChannel to the cyclically next to NextChannel entry in the channel list;
11: Change channel to the associatedChannel;

12: Restart ScanRepeatTimer

associated MNs reaches closer to U.. During load balancing, the handover is initiated after
detecting traffic overload for that specific service class.

Another aspect of the context aware handover procedure proposed in this chapter is
to minimize the scanning time during the search for the alternate APs having common

coverage area. This is discussed in the following subsection.

Interleaved Scanning

In the proposed scheme, the scanning and the data communication are interleaved in
time. The scanning technique used in this chapter is a customized version of the scanning
technique proposed in the Chapter 3. The MN keeps the information of different APs found
during scanning in a list, called the ScannedAP List. When the MN senses degradation
of performance, it prepares a circular list of channel numbers to scan. These are the
channels that contain all the IEEE 802.11 channels except the current channel and the
channels that overlap with the current channel. It initializes a variable NextC'hannel to
the channel number of the first channel in the list. It empties ScannedAP List. It also
starts a timer, called ScanRepeatTimer. Let the time out value of this timer be 7. At
the expiry of time 7' (when the timer event is triggered), a MN executes Algorithm 4.1.
As the ScanRepeatTimer is restarted, it will be triggered again and Algorithm 4.1

will be executed again. Till that time normal communication continues. The timer is
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Figure 4.6: Proposed management module in IEEE 802.11 protocol stack

canceled when all the channels in the circular list of channels are scanned. This scanning
technique avoids long scanning delays experienced while using the conventional scanning

technique.

4.2.4 Implementation of the Context Aware Handover Management
Module

The context aware handover management (CAHM) module works cooperatively along
with the data link layer in the IEEE 802.11 protocol stack. This management module has
four submodules - (i) the interleaved scanning (IS) submodule, (ii) the load measurement
(LM) submodule, (iii) the handover (HO) submodule, and (iv) the admission control
(AC) submodule. The CAHM module of a MN has all the four submodules, however the
CAHM module at an AP consists three submodules except the IS. The inter-working of
these submodules is shown in Figure 4.6. The complete working principle of the CAHM

is summarized as follows,

e The IS submodule at a MN periodically scans the channels using the interleaved
scanning mechanism, as discussed in Subsection 4.2.3, to construct the set of APs

within the vicinity.

e The LM submodule measures the traffic load metric at the APs and the MNs, using

the procedure discussed in Subsection 4.2.3.

e During the initial connection establishments as well as handover, the AC submodules
(discussed in Subsection 4.2.1) of the AP and the MN execute the admission control

strategies cooperatively, as discussed earlier.
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e The HO submodule takes care of the handover decisions, as discussed in Subsec-
tion 4.2.2 and Subsection 4.2.3. Whenever the LM submodule of an AP detects
the overloaded condition, the HO submodules at the AP and the MN execute the
context aware handover procedure with the help of the neighboring AP information
obtained through the IS submodule of the MN.

4.2.5 Selection of Cutoff Bandwidth and Flexible Bandwidth

In the proposed context aware handover management scheme, admission control and
bandwidth reservation are controlled by the cutoff bandwidth and the flexible bandwidth,
as discussed earlier. A higher cutoff bandwidth, R, for traffic class ¢ indicates that more
number of connections of traffic class ¢ can be supported in the network without QoS and
QoE degradation. Similarly, a higher flexible bandwidth U, for traffic class ¢ indicates
that the connections of traffic class ¢ are more sustainable during mobility and handover
to maintain minimum QoS and QoE guarantee. However, as the total available bandwidth
is constant for a network, selection of R. and U, depends on the choice of how much
connections of specific traffic classes can be supported by a service provider, and therefore,
it is completely policy indicative. Individual service providers can select cutoff bandwidth
and flexible bandwidth for their networks based on the pricing and connection support
policies. A number of such policy related issues has been discussed in the literature, such
as [80] and the references therein, and similar policy can be adopted for the selection of
cutoff and flexible bandwidths.

4.2.6 Discussion: MNs at the Hotspot Boundary

An assumption of the proposed context aware handover scheme is that there exist
sufficient overlapping among the BSSs to ensure that the MNs have multiple connection
opportunities. Though this assumption is based on the existing analysis of the wireless
HotSpots characteristics and the urban wireless deployment fundamentals [72, 73], the
assumption may get violated at the boundary of a HotSpot, where a MN may not get
multiple connection opportunities. In the proposed scheme, the admission control and
the handover modules work in a cooperative manner. Further, the handover decision is a
coordinating decision between the AP and a MN, and the AP instructs for an impending
handover to a MN only when it has multiple feasible connection opportunities. During
the admission control, an incoming connection is blocked only when neither sufficient

bandwidth is available, nor required bandwidth can be accumulated through context aware
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Figure 4.7: IEEE 802.11 Indoor Wireless Testbed

handover based on load balancing. This way, the proposed scheme takes care of the MNs

that are at the HotSpot boundary.

4.3 Experimental Evaluation and Comparison

The performance of the proposed context aware handover mechanism in IEEE 802.11e
ESS is evaluated using an 11-node IEEE 802.11g+-e indoor wireless LAN testbed deployed
over the II'T Guwahati computer science department research labs, as shown in Figure 4.7.
Each wireless router is a Skiva Easyconnect RT001 N300 WiFi router with RaLink RT-3352
chipset [69]. The Ralink RT-3352 router on chip combines 802.11b/g/n draft compliant
2T2R MAC along with BBP/PA/RF MIMO, a high performance 400MHz MIPS24KEc
CPU core, a Gigabit Ethernet MAC, 5-ports integrated 10/100 Ethernet Swtich/PHY,
64MB of SDRAM and 32MB of Flash. This chip can support up to 54 Mbps data
rate with maximum transmission power of 16dBm, using IEEE 802.11g physical layer
technology. The RT-3352 wireless chipset is equipped with Linux Kernel 2.6.14 along with
IEEE 802.11e protocol stack. The proposed CAHM module is implemented as a loadable
kernel module (LKM) in the IEEE 802.11e protocol stack.

4.3.1 Testbed Setup

Every wireless router is connected with the wired distribution system through a Gigabit

Ethernet LAN, and we assure that the wired network has sufficient bandwidth available,
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so that it does not affect the wireless performance. MNs are randomly distributed in
the testbed area. The distribution of MNs are specified later based on the experimental
setups. Different classes of traffics are generated using Seagull Multi-protocol Traffic
Generator [81]. Voice over IP (VoIP) traffic is used for AC_VO, video streaming is used
for AC_VI, trivial file transfer protocol (TFTP) with UDP traffic is used for AC_BK and
FTP with TCP traffic is used for AC_BE. Table 4.2 shows the testbed parameters for
different classes of services. N, and Q. denote the mean number of connections per AP?
and minimum traffic demand according to SLA, respectively, for traffic class ¢. It can
be noted that there is no specific traffic demand for best effort traffic connections, as
those are elastic in nature. The mean number of connections given in the table is only
indicative, and applies only when there is no specific mentions. The cutoff bandwidth
and the flexible bandwidth are also indicative, that supports a maximum of 64, 32 and
64 numbers of voice, video and background traffics, respectively, in the network with
minimum bandwidth guarantee according to the SLA. In the testbed evaluation, a MN
may generate connections of more than one types of service classes. For example, an user
may watch video streaming while uploading a file through FTP transfer. In this case the
users generates connections of service class types AC_VI and AC_BE simultaneously. In
this scenario, a MN is characterized by the connection with the traffic class of the highest
priority that it generates. The connections with lower priority traffics are admitted only
if sufficient bandwidth is available at the concerned AP for those traffic classes. As in this
mechanism, a MN is characterized by a connection of a specific traffic class, the terms MN,
traffic and connection are used interchangeably in this section. In the testbed emulation,
we have considered random waypoint mobility with average speed 2 m/s. 30% of the users
are mobile, where rest others are static users.

The QoS of the network is evaluated through the bandwidth occupancy for every
service classes, the network utilization, the packet loss rates for AC_-VO and AC_VI,
the end-to-end forwarding delay and the jitter for AC_VO traffics. The QoE of a voice
connection is measured in terms of ‘Mean Opinion Score’ (MOS) [82]. The value of MOS
varies between 1 to 5, where 1 denotes the worst quality, and 5 denotes the best quality.
On the other hand, the QoE for video streaming is measured in terms of ‘Peak Signal
to Noise Ratio’ (PSNR) and ‘Structural Similarity Index’ (SSIM) [83]. These parameters

2Mean number of connections per AP does not indicate actual number of connections associated with
an AP. We have clustered the MNs based on their proximity to an AP. The mean number of connections
per AP denotes the average number of connections generated from the APs (which are closer to a the target
AP). In the standard association procedure, most of these connections associate with that AP, though this

is not the case in the proposed approach.
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Table 4.2: Testbed Parameters

Parameter ‘ Value ‘ Parameter ‘ Value
Ryo 4 Mbps Uso 6 Mbps
Ry 16 Mbps || Uy 20 Mbps
Ry 8 Mbps Uy 10 Mbps
Ry 0 Mbps Ubpe 0 Mbps
Nyo 20 Quo 64 Kbps
Noya 20 Qud 512 Kbps
Ny 25 Quvk 128 Kbps
Npe 20 Qbe Elastic

measure QoE for video streaming using frame by frame analysis, and higher values of
PSNR and SSIM denote better quality of video streaming. The QoE for AC_BK traffic is

measured using end-to-end throughput.

4.3.2 Evaluation of QoS Parameters

For these set of experiments number of connections of traffic class AC_BE is increased
gradually in the network to evaluate the performance. Because of the elastic nature of the
AC_BE connections with TCP traffics, the QoS associated traffic classes, like AC_VO and
AC_VI, are affected most. The experiments are conducted for six hours, and the average
is taken to plot the graphs.

Figure 4.8 shows the average bandwidth occupancy per AP with respect to the mean
number of AC_BE connections per AP. In this experiment, as well subsequent experiments,
the deviation in number of AC_BE connections is kept quite high (on average 20), so
that the traffic concentration scenario, similar to the public wireless HotSpots, can be
emulated. In the standard procedure, most of the connections associate with a single AP.
Therefore, as the number of AC_BE connections increases in the proximity of an AP, the
QoS associated traffic classes get affected. The figure reveals that as the number of AC_BE
connections increases in the network, the bandwidth occupancies for the AC_VI, AC_VO
and and AC_BK get decreased. It has been observed from the emulation traces that when
the number of AC_BE connections icreases beyond 30, the minimum traffic demands for
the QoS associated classes get violated. On the contrary, the proposed scheme reserves
bandwidth (cutoff and flexible) for the QoS associated classes. Further the load balancing

procedure distributes traffic loads among the overlapping APs. Therefore, increasing the
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Figure 4.9: Data Loss for QoS Traffics

number of AC_BE traffics does not affect the performance of other traffic classes with
higher priority. As a consequence, the bandwidth occupancies for the AC_VO, AC_VI and
AC_BK traffics remain almost constant.

One of the important QoS parameters for AC_VO and AC_VT traffics is the data loss.
Voice communications as well as video streaming can not sustain if packet (or data) loss
is very high. Figure 4.9 compares the proposed context aware handoff scheme and the

standard procedure with respect to the cumulative data loss (the total data loss of all
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Figure 4.10: Network Utilization

the connections for a specific service class). The standard shows exponential increase in
the packet loss as the number of elastic AC_BE connections increases in the network. On
the contrary, the proposed scheme bounds the packet loss within tolerable limits (5 Kbps
per connection for video traffics, and 20 bps per connection for voice traffics). From the
testbed emulation traces, it has been revealed that the bandwidth reservation strategy
significantly reduces packet losses. Again with large number of connections, the load
balancing strategy further reduces packet losses by decreasing network congestion through

the proper distribution of connections among the overlapping APs.

Figure 4.10 shows the network utilization with respect to the mean number of
AC_BE connections per AP. We have compared network utilization as well as subsequent
QoS parameters with two other schemes proposed in the literature - the cell breathing
technique [19] for load balancing, and the admission control mechanism proposed in [84] for
IEEE 802.11e. The network utilization is defined as the percentage of available bandwidth
used by the existing connections. The figure indicates that, as the mean number of
AC_BE traffics increases, the network utilization gets reduced for the standard procedure.
However, the network utilization significantly increases for the proposed context aware
handover procedure with the increase in AC_BE traffics. In case of the standard procedure,
most of the connections get associated with the AP that provides maximum signal strength
(normally the AP that is more closer). This affects the network utilization, as most of
the APs in the network remain underutilized. The network utilization is low for the cell

breathing mechanism as it does not distribute the load explicitly in the network, rather
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Figure 4.12: Average Jitter for Voice Traffics

every AP only reduces its own load by reducing the BSS coverage area. Further, we have
observed that the cell breathing technique even causes coverage hole in the network, when
two neighboring APs, both overloaded, reduces their coverage area. The admission control
mechanism adjusts traffic load at individual APs, whereas the bandwidth at underloaded
APs remains underutilized, resulting in poor network utilization. On the contrary, the
proposed context aware handover procedure along with the load balancing distribute the

connections among the overlapping APs, that significantly improves network utilization.
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End-to-end one-way forwarding delay is an important QoS parameter for voice traffics.
Voice traffic can generally sustain for 150 ms one-way end-to-end forwarding delay with
30 ms of jitter. Figure 4.11 compares the four schemes with respect to the one-way
forwarding delay, and Figure 4.12 compares them with respect to the average jitter. The
forwarding delay and the average jitter for the standard procedure is significantly higher as
most of the connections concentrate near a few APs, and associate with those APs which
get overloaded, resulting in higher delay in traffic forwarding, as well as introduces high
jitter. The cell breathing technique reduces delay when the traffic load is low, however
delay gets increased with higher traffic load as the APs control only their own loads
without considering neighboring APs. Similar situation is observed for the admission
control mechanism. Though the one-way delay and jitter is less for the cell breathing and
the admission control techniques compared to the standard, the parameters are quite high
in comparison with the proposed scheme. The proposed context aware handover scheme
reduces delay and jitter by means of two strategies. First, every AP explicitly reserves
bandwidth for the higher priority traffic classes, and second, when overloaded, the traffic
load is distributed among the overlapping APs with cooperation of both the APs as well
as MNs. Further, the flexible bandwidth strategy allows smooth handover for the higher
priority traffics. In this way, the proposed scheme improves QoS parameters for higher

priority voice and video traffics.

4.3.3 Evaluation of QoE Parameters

In this subsection, we evaluate the performance of the proposed scheme in the viewpoints
of the end users. As mentioned earlier, MOS is used to evaluate the users’ satisfiability for
voice traffics, whereas PSNR and SSIM are used to measure quality of the video traffics.

Figure 4.13 shows the MOS for the voice traffics, and compares the four schemes with
respect to the MOS. The MOS for the standard scheme is very low with high traffic load,
as it provides minimum bandwidth guarantee and does not respect minimum delay and
jitter requirements for voice traffics. Though the cell breathing and the admission control
strategies improve MOS compared to the standard, still they results in lower performance
compared to the proposed scheme, because of the poor network utilization that affects
the minimum bandwidth guarantee. The proposed scheme significantly improves the
MOS for the voice traffics through the effective bandwidth reservation policies during
initial admission control as well as handover, and through context aware load balancing
to distribute the traffic load while maintaining QoS requirements.

Figure 4.14 and Figure 4.15 show the PSNR and SSIM, respectively, for video
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traffic with increasing load in the network. The standard scheme results in poor video
performance because of lower bandwidth provisioning and higher data loss, as indicated in
earlier results. It can be observed that for video traffics, the admission control mechanism
provides better performance than the cell breathing. The reason is that though the
cell breathing technique controls total traffic load of an AP, it fails to explicitly reserve
bandwidth for video traffics. Therefore, the best effort traffics affect the performance of

the video traffics. The proposed context aware handover management mechanism provides
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Figure 4.16: Throughput for AC_BK Traffics

sufficient bandwidth to the video traffics, while reduces data losses by distributing traffics
among the neighboring APs (reduces packet drops due to congestion). Therefore significant
improvement is observed for the performance of video traffics with the proposed scheme,
for both the QoE metrics.

To analyze the performance of AC_BK traffics, Figure 4.16 compares the background
UDP flow throughputs (per flow throughput) for the four methods. In the standard
procedure, the throughput for the background connections drops significantly with the
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increase in the elastic AC_BE traffics. It can be observed that the throughput even
drops below 128 Kbps, the minimum traffic demand in our testbed setup. Though the
cell breathing and the admission control mechanisms improve per flow throughput, the
results are less than the proposed scheme. For background traffics, the cell breathing
mechanism performs poorly as it does not have control over the number of AC_BE
connections associated with an AP (the load balancing is not class aware). The admission
control mechanism only ensures the minimum traffic guarantee (128 Kbps). However the
proposed context aware scheme improves the performance even more than the minimum
traffic guarantee through load balancing. While the per class bandwidth reservation
ensures minimum traffic guarantee, the context aware handover along with class aware
load balancing allow the traffics to utilize the available bandwidth effectively.

Figure 4.17 shows average number of connection losses (blocked + dropped) with
respect to the increasing number of best effort connections. The results for cell breathing
and admission control schemes are not shown, as the cell breathing technique does not
explicitly address class aware load balancing, and the results for the admission control
scheme follows almost similar to the proposed scheme, through the numeric values are
bit higher®. The figure shows that with the increase in the AC_BE connections, the
connections in the standard procedure are either blocked or dropped, irrespective of

class types. Further, the data loss rate for the video connections become considerably

3In the absence of load balancing, more number of best effort connections are dropped if only admission

control is implemented.
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higher in the standard procedure, as it demands maximum traffic. On the contrary, the
increase in AC_BE connections does not affect the higher priority traffic classes. The
figure reveals that only the AC_BE connections are lost in the proposed scheme, as
the number of AC_BE connections are increased. We have observed from the testbed
emulation traces that connections are lost in the proposed scheme only when the APs are
not able to accommodate them even after load balancing. Therefore, the proposed scheme

significantly reduces connection losses in the network.
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In the next set of experiments, we have investigated the effect of increasing higher
priority traffic over the lower priority traffic classes. For this purpose, initially the network
consists of 5 AC_VO, 5 AC_VI, 5 AC_BK and 20 AC_BE traffic. It can be noted that
more number of best effort traffics are introduced to keep the network loaded, as the
QoS and QoE degradation is mainly observed when the network is sufficiently loaded.
The performance of video and background traffic is measured with increasing number of
voice traffic in the network. Figure 4.18 shows the PSNR of video traffic with increasing
number of AC_VO traffic in the network. The PSNR of the proposed context aware
scheme remains almost constant, whereas the PSNR for other three schemes degrades as
the number of AC_VO traffic increases in the network. The standard prioritizes the AC_VO
traffic through CW, ATFS and TXOP, that impacts the performance of other lower priority
traffic classes. Similar observation is founded for the performance of AC_BK traffic, as
shown in Figure 4.19. It can be seen from these experiments that the context aware
scheme not only maintains QoS and QokE for higher priority traffic, but also preserves the
performance of low priority traffic classes those require minimum performance guarantee

for user satisfaction.

Next we investigate the impact of mobility over the QoE parameters. For this set of
experiments, 10 AC_VO, 10 AC_VI, 15 AC_BK and 20 AC_BE traffic are distributed in the
network. Out of these different traffic sources, 40% traffic is mobile, and rest are static.
The distribution of static users follows a similar pattern as described earlier. The effect of

mobility is analyzed with respect to the ground speed of the mobile users, that is measured
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from the geographical positioning sensors equipped with the MNs. Figure 4.20 shows the
impact of mobility over voice traffic. It can be noted that high mobility impacts the end-to-
end delay as well as jitter in the network, whereas the bandwidth occupancy is controlled
by the traffic distribution at the APs. For voice traffic, cell breathing performs better
than admission control at low mobility, whereas admission control performs better than cell
breathing at high mobility. At low mobility, cell breathing can control traffic concentration

at the APs, however at high mobility, cell breathing fails to control traffic concentration
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as nodes frequently enter are leave the coverage of an AP. Nevertheless, the proposed
scheme always show consistent MOS, higher than the other schemes, by controlling traffic
concentration and bandwidth pre-reservation for the mobile nodes. Figure 4.21 shows the
PSNR for video traffic and Figure 4.22 compares the four schemes in terms of background
traffic throughput. The context aware scheme significantly improves performance at high
mobility through band-width pre-reservation and admission control. It has been observed
from the traces, that the proposed scheme drops best effort connections when traffic
concentration becomes high, whereas the QoS and QoE for higher priority traffic are

always maintained.

4.4 Summary

In this chapter, we presented a context aware handover management scheme for public
IEEE 802.11e wireless LANS, considering the QoS and QoE to the end users. The proposed
scheme improves the performance of overloaded APs by handing over traffic to nearby APs,
while maintaining the QoS and QoE of the connections. We have developed a bandwidth
management scheme for different IEEE 802.11e traffic classes, and designed an admission
control mechanism over the standard procedure. A handover management scheme is also
developed based on the class aware traffic load information, collected locally at the MNs
and the APs. The performance of the proposed scheme is evaluated using a practical IEEE
802.11g+e testbed, and compared with other related schemes proposed in the literature.

Till now, the handover management scheme is discussed for horizontal handover
in an IEEE 802.11 network. The next chapter extends the proposed scheme for vertical
handover, where multiple overlapping IEEE 802.11 BSSes form communication holes under
the common coverage of an IEEE 802.16 WiMAX network.
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Chapter 5

Deciding Handover Points in a
WiFi-WiMAX Heterogeneous

Network Maintaining QoS and
QoE

As discussed earlier in Chapter 1, mobility is not the only issue that triggers vertical
handover between two technologies in a HetNet environment. This chapter considers
a scenario where users migrate from WiFi to WiMAX when QoS/QoE of the running
application drops due to traffic overload at the WiFi network. It can be noted that
QoS provisioning in WiFi is based on differentiated service architecture (DiffServ) where
service provisioning is provided, however strict service guarantee is not maintained. On the
contrary, WiMAX is based on integrated service architecture (IntServ), where strict service
guarantee is maintained. However, as discussed earlier, cost of per bit data transmission
as well as power consumption are significantly lower in WiFi compared to WiMAX, and
therefore this chapter designs a handover policy in a WiFi-WiMAX HetNet environment,
such that both the QoE of the end users as well as cost-to-pay per bit and average power
consumption are minimized (by means of allowing more users to communicate via WiFi,
whenever available, while maintaining QoS and QoE). The proposed handover policy can
coexist and work on the top of any vertical and horizontal handover (handover between
two similar technologies) framework, that takes care of lower layer complexities, such as
message decoding, differences in lower layer (MAC and physical) frame formats, signal

decoding issues etc. The major contributions of this chapter are as follows.
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e This chapter proposes a bandwidth management and admission control scheme
for proper distribution of total network traffic over the WiFi-WiMAX integrated
environment. The load-imbalance problem in WiFi BSSs is mitigated through
distributing the traffic load among the overlapping APs in a WiFi hotspot. The
WiMAX network is used as the back-haul to distribute traffic load among the

underlying WiFi hotspots, as it has access to all the users’ information.

e Based on the bandwidth management scheme, a handover policy is designed that
instructs the users when to do a handover between WiFi and WiMAX interfaces,
other than normal handover performed due to mobility, to maintain QoS and QoE

of the end-users while preferring WiFi interface for communication.

The performance of the proposed scheme is analyzed using simulation results. The
performance is also compared with two other recently proposed schemes in the literature
- one that proposes a WiFi-WiMAX integrated environment based on media independent
handover strategy [22], and another one that considers QoS assurance during vertical
handover between WiFi and WiMAX [44].

5.1 The Proposed Scheme: Load Balancing and Handover
Policy

This chapter proposes a load balancing and vertical handover decision policy that instructs
a user to switch between the two wireless technologies. In a HetNet environment, the users
may have mobility, and therefore we use the term mobile node (MN) throughout the rest
of this chapter. We assume a scenario where there are several APs interconnected through
a back-haul network or distribution system (DS). There are WiMAX BSs that provide
larger coverage area, and WiFi BSSs creates hotspots under the WiMAX coverage. The
WiMAX BS is also connected with the back-haul. The HetNet architecture considered in

this chapter has following properties.

1. A group of overlapping APs creates a WiFi hotspot under the WiMAX coverage
area. There can be more than one WiFi hotspots under the coverage of a single
WiMAX BS. However, it is not necessary that WiFi connectivity exists at all points
under the WiMAX coverage.

2. Every MN has at least two interfaces, one WiFi and the other WiMAX.
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3. If a MN generates traffics from more than one service classes, the the higher priority
traffic class is considered for handover. This assumption is necessary to decide
whether the MN meets the specific QoS requirements. We give more weightage to
the higher priority traffics to ensure QoE of a MN (or user).

4. The bandwidth reserved for the WiMAX UGS traffics is not used to allocate
bandwidth to the MNs. UGS represents a traffic of fixed sized data packet at fixed
intervals, intended mainly for leased lines like E1 and T1 traffic. It is difficult to
provide such a service in WiFi in presence of other traffics in the same BSS. Such a

service shall be retained in the WiMAX network only.

5. The proposed load balancing scheme is designed for a scenario, where excess
bandwidth is available at the network to allow MNs to associate either with an AP
or with a BS, while maintaining QoS and QoE. It can be noted that traditionally
WiFi network does not have any admission control mechanism, and therefore if more
MNs associate with an AP than its maximum capacity, QoS/QoE can be affected.
Therefore, an admission control mechanism is designed in this chapter to tackle this

situation.

During load balancing, traffic shall be transferred between WiFi and WiMAX. Conven-
tionally, WiFi and WiMAX have different group of traffic class. However to maintain
interoperability among these two technologies, mapping from WiFi service classes to the
WiMAX service classes is necessary. The mapping between the different traffic classes is

done as follows.

e WIMAX ertPS traffic maps to WiFi AC_VO traffic; as both represents constant bit

rate real time traffic like VoIP with silence suppression.

e WIMAX rtPS traffic maps to WiFi AC_VI traffic; as both represents variable bit

rate real time traffics, like video streaming.

e WIMAX nrtPS traffic maps to WiFi AC_BK traffic; as both represents non-real time

traffic with some minimum bandwidth guarantee.

e WIMAX BE traffic maps to WiFi AC_BE traffic; as both represents best effort

services like elastic traffics.

In the proposed scheme, we present a technique that improves the QoS and QoE

of the end users, while minimizing the cost-per-bit and average energy consumption, by
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balancing traffic load across WiFi APs and WiMAX BS in a WiFi-WiMAX HetNet, in
the presence of a mix of traffics from different service classes. It takes advantage of the
presence of WiMAX BS to smooth out the handover related glitches, such as increase
in handover latency and occasional transient overload in APs. The scheme has three
components: (i) bandwidth reservation at AP and BS, (ii) admission control at AP and

BS, (iii) class aware load balancing and context aware handover.

5.1.1 Bandwidth Reservation at AP and BS

A fixed percentage of the maximum bandwidth is reserved for traffic class AC_-VO, AC_VI
and AC_BK, so that a fixed number of MNs with traffics of the different classes may
be served by an WiFi AP at any time. Let mn,;, ny and ny; be the number of flows
of class AC_VI, AC_.VO and AC_BK respectively which may be served by an AP. Let
average bandwidth requirement for each of class AC_VO, AC_VI and AC_BK be B,,, By;
and By respectively. Amount of bandwidth reserved per flow should be of decreasing
order for AC_VI, AC_.VO and AC BK traffic respectively (video traffic requires more
bandwidth compared to voice traffic, whereas voice traffic requires strict delay and jitter
requirements). This is given by Equation (5.1):

Bu _ Bu _ B

Ny o TNpk

(5.1)

We keep some variation of required bit rate provisioning for each traffic class to ensure strict
delay and jitter requirements for voice traffics whereas to meet bandwidth requirements
for video traffic. Because of this variation, the reserved bandwidth of each traffic class
is given an upper limit and a lower limit. Let the lower limit of reservation for AC_VO,
AC_VI and AC_BK be Ly, Ly;, and Ly respectively and the upper limit of reservation for
AC_VO, AC_VI and AC_BK be U,,, Uy;, and Uy respectively. Let the total bandwidth
is BW. The relation between the allowed variation of AC_VO, AC_VI and AC_BK traffic
classes are given by;

Upo — Lo < Uyi — Ly; < Ubk, — Lok (5.2)

Lyo Ly; Ly,

It is also required that AC_VO and C_VI always get the required bandwidth within its
bit rate variation limit and AC_BK gets the minimum reserved bandwidth. This requires

that Equation (5.3) gets satisfied.

Uyo + Uyi + Ly, < BW (5.3)

The amount of spare bandwidth at WiFi AP S,,, given by Equation (5.4), is required to

be greater than zero to keep provision for accommodating a MN performing handover and
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an occasional traffic burst of some flows. It also provides some head room for the AC_BE

class flows.

Sap = BW — (Uvo + Uvi + Lbk) (54)

It can be noted that no bandwidth reservation is made for the AC_BE class.
The WiMAX BS reserves bandwidth Be,ips, Brips and B,,+ps for the three classes

ertPS, rtPS and nrtPS respectively along with some spare bandwidth Ss, using the similar
method as described for WiFi APs.

5.1.2 Admission Control

Admission control is required to limit the traffic load at AP and BS within available
bandwidth, and also to keep provision for the different traffic classes. Admission control
is necessary when a MN first joins an WiFi AP or WiMAX BS. Admission control is also
needed when a MN performs handover between APs and BS.

Admission Control at WiFi AP

A MN joining the WiFi AP for the first time with a traffics class is admitted only if the
bandwidth occupied by the class does not exceed the lower limit of reserved bandwidth.
Let a new flow of class C having a bandwidth requirement of BW, needs to be admitted.

It is admitted only if it satisfies Equation (5.5).
BW,+0, < L, (5.5)

Where L. is the lower limit of the reserved bandwidth for class C' and O, is the bandwidth
already occupied by class C. A MN failing to join an AP is expected to try joining other
AP, and in case no AP admits the MN, the MN associates with the WiMAX BS.

A MN performs a horizontal inter-BSS handover from one WiFi AP to another,
when it finds that it can not continue to communicate through the associated AP due
to poor signal strength, measured in terms of received signal strength identifier (RSSI).
The MN performs interleaved scanning, as discussed in Chapter 3, to find accessible APs
and performs a horizontal inter-BSS handover to the AP having the best RSSI. During
horizontal handover, a MN shall be admitted even if Equation (5.5) is violated. This is
possible because of the reservation from the spare bandwidth S,, within the WiFi AP.
Let Oyp, Oy and Oy are the bandwidth occupied by flows of class AC_VO, AC_VI and
AC_BK respectively. A MN, performing a horizontal inter-BSS handover, is admitted to
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a WiFi AP if Equation (5.6) is satisfied.
BW — (Ovo + Oy + Obk) > Sap (5.6)

However, if after admission it is found that the lower limit of reservation for the traffic
class of the incoming MN is exceeded, a load balancing procedure is initiated immediately,

as discussed in the next subsection.

Admission Control at WiMAX BS

As discussed earlier, a MN with traffic class C' initiates association with the WiMAX BS
when the association with all the WiFi APs in its vicinity fails because of the unavailability
of spare bandwidth for traffic class C' at the WiFi hotspot. In the proposed scheme in this
chapter, if C' is a a non BE class then the BS finds the total number of MNs with class C.
Let this number be N.. BS admits the MN with a probability P where,

Ne

Bc
Bac

P=1-

(5.7)

Where B, and B, are the reserved bandwidth for class C' and the average bandwidth
demand of a MN with traffics of class C, respectively.
If C' is a BE class, then the probability is calculated as;

Ne¢
(BWbs — (Oe'rtPS"‘OrtPS +OnrtPS))

Bac

Where BWpys, Ocrips, Orips and Oy4ps are the total bandwidth of BS, bandwidth
occupied by flow of class ertPS, bandwidth occupied by flow of class rtPS and bandwidth

P=1- (5.8)

occupied by flow of class nrtPS, respectively.

5.1.3 Class Aware Load Balancing and Context Aware Handover

As discussed earlier, a WiFi AP admits a handover MN (either horizontal or vertical) of
traffic class C, even when the lower limit of bandwidth reservation, L. exceeds, however
the total bandwidth occupancy for traffic class C' is less than the upper limit of reservation,
U.. This indicates an impending load overflow for traffic class ¢, at that AP, say AP,.
Then AP, initializes load balancing by instructing some of the MNs associated with it
to perform a horizontal inter-BSS handover, if possible (spare bandwidth is available at
one of the APs in its vicinity), to another AP in their vicinity. It can be noted that this

may initiate a cascading procedure. To avoid handover flapping (continuous changes in
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Algorithm 5.1 Load Balancing at WiFi APs

Require: A WiFi AP, AP,, admits a MN with traffic class C. After admission, the total

bandwidth occupancy for traffic class C' at AP, exceeds L., though less than U,

Ensure: AP, initiates the load balancing procedure

: Let M¢ denotes the set of MNs associated with AP,, and have traffics of class C. AP, selects

a MN, M N; € M¢, that has the lowest RSSI. This can be achieved by broadcasting a probe
request, and a probe reply from the MNs that carries the RSSI information.

: The AP sends a MoveRequest message to M Nj.

M N, scans different WiFi channels using the interleaved scanning method as discussed in
Chapter 3, and builds a list of accessible APs into AP List.
M N sends a MoveResponse message to AP, along with AP List.

5: AP, sends a LoadRequest(C) message where C' is the intended traffic class, using the back-

haul or DS, to all the APs in the APList. Therefore this does not incur any signaling or
control overhead at the wireless channel.

The APs receiving the LoadRequest(C) message, replies with a LoadResponse(C) message
through the back-haul or DS, containing its current spare bandwidth for traffic class C'.
Based on the replies it receives from the APs in APList, AP, selects APs from APList to
which the MN can handover as per Equation (5.9). AP, keeps the list of such APs in HC List.

HCList = {AP;|AP, € APList NO. + M? < L.} (5.9)

Here O! is the total bandwidth occupancy at AP; for traffic class C, M is the bandwidth
demand for M N, with traffic class C, and L. is lower limit for bandwidth reservation for traffic
class c.

AP, sends HC List in a message, HI'M sg, to the M Ny.

9: M N selects the AP from HC List, from which it receives the strongest RSSI. Let this AP be

10:
11:
12:
13:

called APtarget

M N, then sends a disassociation message to AP, that contains the target AP address.

AP, sends context information of M N, to AP,4.4e; and disassociates M Nj.

M N, changes channel to that of AP;4rge:.

MN, sends re-association message to APqrger, and completes the horizontal inter-BSS

handover to balance traffic load.

the AP association), a MN does not re-initiate an association with an AP from which it

has received a disassociation request earlier. The load-balancing procedure at WiFi APs

has been described in Procedure 5.1.

M Ny may not be able to handover to an WiFi AP as HCList may be empty. In

that case M N, performs handover to WiMAX BS. M N, sends a disassociation message
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to AP, that contains the BS address. AP, sends context information to BS through the
back-haul or DS. On receiving context information for M Ny, BS prepares itself to allow
M Ny to join. M N, sends a association message to the BS, switches from WiFi to WiMAX
interface, and performs a vertical handover.

To minimize cost-per-bit as well as average power consumption, MNs communicating
through WiMAX prefer to switch back to WiFi whenever possible. MNs with high mobility
may not want to switch to WiFi to avoid frequent handover and hence to reduce the
possibility of incurring packet drop or connection drop during handover. The proposed
procedure for handing over from BS to AP is similar to Procedure 5.1, except the BS
performs the duties of AP, and M N is the intended MN that checks for the possibility of
switching back from WiMAX to WiFi. The MNs which are associated with the BS,
checks for possible WiMAX to WiFi migration after a fixed timeout interval, called
WilanSwitchTimer. In our implementation WlanSwitchTimer is set to 3 sec.

The load-balancing and handover (horizontal inter-BSS as well as vertical) policy

designed in this chapter has following important properties.

Property 1. As mentioned earlier, the proposed load balancing and handover policy can
work on the top of any vertical and horizontal handover mechanism, that takes care of
lower layer complezities, such as message decoding, differences in lower layer (MAC and
physical) frame formats, signal decoding issues etc. In our implementation, the lower
layer handover complexities are handled by the IEEE 802.21 MIH strategy [31], as it

simultaneously takes care of both the horizontal and the vertical handover issues.

Property 2. A MN associates with the WiMAX BS only in two situations, either (i)
there is no WiFi connectivity, or (ii) it does not get desired QQoS/QoE because of traffic
overload at all of the APs in its vicinity. Therefore, QoS/QoFE degradation at a MN, when
it is associated with WiMAX BS, indicates that the network is severely overloaded. As
the APs are already overloaded, the BS does mot have an opportunity to initiate a load

balancing for instructing some of the MNs to migrate back to the WiFi.

This chapter addresses the problem of designing a QoS/QoE based handover policy
from the end users’ perspective as well as from the network perspective. While the end
users migrate from one network to another to balance between desired QoS/QoE profile
and cost-per-bit/energy consumption, the network also initiates handover to instruct some
of the users to migrate, on the vision of balancing the total traffic load throughout

the network. This allows the users to maintain their choice, while the network allows
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more number users to associate while maintaining their desired QoS/QoE profiles. The

performance of the proposed scheme is analyzed in the next section with simulation results.

5.2 Simulation Results, Performance Evaluation and Com-

parison

The proposed scheme is implemented in Qualnet-5.0.1 network simulation framework with
wireless and advanced wireless model libraries. The IEEE 802.21 MIH framework is
implemented in Qualnet following the guidelines given in [85], and the proposed load
balancing and handover policy is realized on the top of the MIH framework as a separate
module that decides the handover points, outside the normal handover due to mobility, and
sends a trigger to the MIH module to perform the lower layer tasks. Two other schemes
are also implemented in Qualnet- the scheme proposed in [22] (denoted by “LIM” in this
section) that designs a WiFi-WiMAX integration strategy on the top of MIH framework,
and the scheme proposed by Ma et al. [44] (denoted by “MA” in this section) that designs
a handover policy based on QoS/QoE profiles of the end users. Following parameters are
used for QoS measurements: average end-users’ throughput with voice, video, background
and best-effort traffics, average end-to-end delay experienced by the voice and video traffics
and average jitter for the voice traffics. The QoE parameters measured are mean opinion
score (MOS) for the voice traffic and structural similarity index (SSIM) for the video
traffics. MOS for the voice traffic [86] gives the users’ perception of voice quality between
numeric values 1 and 5, while 1 being the worst quality and 5 being the best quality.
SSIM for video traffic [86] measures video quality through frame by frame comparison.
The value for SSIM lies between 0 and 1, where 1 being the best quality. Additionally,
we measure average per-user power consumption to show the effectiveness of the proposed

scheme.

5.2.1 Network Scenario Setup

We consider a general network scenario as shown in Figure 5.1, where there is a single
WiMAX BS, and under that there are 5 WiFi hotspots, denoted as HS-1 to HS-5. Every
hotspot has different number of WiFi APs, however they are with sufficient overlapping,
and forms a WiFi cluster. The communication range for WiMAX is considered to be 28
km, where each WiFi AP has a communication range of 200 meter. It can be noted that
the large solid circle in the figure does not actually reflects the communication range of

WiIMAX, rather it is an indicative area only under which all MN lies. The radius of this
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Internet

Figure 5.1: Simulation Scenario

area is approximately 2 km. The BS and the APs are connected with a DS through a 1
Gbps dedicated Ethernet link with 1 ms one way latency. The DS is further connected
to the outside Internet through another 1 Gbps link with 2 ms one way latency. The
corresponding node (CN) lies inside the Internet cloud, and all correspondences are to the
CN. The communication parameters for the WiFi and WiMAX are set according to the

Intel data sheet as given in [15].

We execute the experiments with varying number of MNs in the network. 40% of
the MNs have zero mobility, whereas 60% of the MNs follow random direction mobility
model with average speed 40 km/hour. It can be noted that in a commodity network
environment, the service provider has prior knowledge of maximum number of users with
different traffic classes. We use a network scenario where 40% users generate best effort
traffics (like HTTP, FTP etc.), 15% users generate voice traffics, 20% users generate video
traffics and rest other users generate background traffics (like telnet, SSH etc.). The
maximum and minimum per user bandwidth requirement is set up based on the WiMAX
standard, as given by WiMAX Forum, shown in Table 5.1.

In our setup, WiMAX supports 252 Mbps down-link data rate (4 sectors with each
sector supports 63 Mbps down-link data rate), whereas each WiFi AP supports 54 Mbps
physical data rate. The latency for WiMAX is 1 ms. The initial distribution of the MNs

are Poisson over the target area, and every simulation setup is executed for 10 different
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Table 5.1: Per User Traffic Demand

Traffic Class Maximum (Kbps) Minimum (Kbps)
Voice (ertPS) 75 25
Video (rtPS) 100 25
Background (nrtPS) 60 20
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Figure 5.2: Average Throughput for QoS Traffics

times with different initial seed values, and last for 20 minutes. The average is taken to
plot the graph. The confidence interval (difference between the maximum and minimum

outcomes) is also shown in the graphs.

5.2.2 Analysis of QoS Parameters

Figure 5.2 shows the average per-user throughput for the QoS associated traffics, that is
voice, video and background, with respect to the total number of MNs in the network. In
the graphs, LB denotes the proposed load balanced handover policy. The simple handoff
scheme proposed by Lim et al. fails to maintain minimum throughput guarantee for the
QoS associated traffic classes, when number of MNs in the network is high. Though
the scheme proposed by Ma et al. improves throughput and maintains the minimum
bandwidth requirement, the throughput still drops with high traffic load. The proposed

scheme significantly improves throughput for QoS associated traffic classes, by balancing
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Figure 5.3: Average Throughput for Best Effort Traffics

the traffic load among the available WiFi hotspots and WiMAX network.

Figure 5.3 shows the average per-user throughput for the best effort traffic class. The
proposed scheme significantly improves the throughput for best effort traffics by balancing
the load throughout the network. It can be noted that the scheme proposed by Ma et
al. fails to improve best effort throughput at high traffic load, compared to the scheme
proposed by Lim et al. Though Ma et al. ensure QoS/QoE during vertical handover, their
scheme fails to balance traffic load, and therefore the high priority traffic classes affect the
performance of low priority best effort traffic class. This clearly shows the necessity of

load balancing in a HetNet to maintain improved performance for all the traffic classes.

Figure 5.4 and Figure 5.5 show the one-way delay and jitter for the voice and video
traffics. To ensure good voice and video quality the delay and jitter should be less than
150 ms and 10 ms respectively. The figures reveal that the schemes by Lim et al. and
Ma et al. fail to provide this guarantee when traffic load is high. It can be noted that in
the specific setup mentioned in this chapter, the network becomes almost saturated when
number of MNs increases more than 250. Therefore the proposed scheme supports a large

number of users while maintaining their QoS requirements.
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5.2.3 Analysis of QoE Parameters
Figure 5.6 compares the schemes for average MOS measured for the voice traffics, and
Figure 5.7 shows the SSIM for video traffics. Both the graphs shows that the proposed
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Figure 5.7: SSIM for Video Traffics

scheme significantly improves the users’ perception for QoS associated traffics. As
discussed earlier, voice traffics require specific delay and jitter guarantee, while the video
traffics demand for bandwidth and delay guarantee. The bandwidth reservation scheme

proposed in this chapter ensure bandwidth guarantee for the voice and video traffics, while
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the load balancing scheme helps to ensure delay and jitter requirements at high traffic load.
As a consequence, the proposed scheme significantly improves MOS for voice traffics, and
SSIM for video traffics, even at high traffic load.

5.2.4 Average Energy Consumption

As discussed earlier, the proposed scheme aims to reduce average power consumption and
costs per bit data communication, by allowing more number of users to communicate
via the WiFi interface, while maintaining the specific QoS/QoE profiles for the traffic
classes. Figure 5.8 compares the three schemes with respect to the average power
consumption. From the previous figures, it can be seen that the scheme proposed by
Ma et al. significantly improves QoS/QoE compared to the basic handover scheme as
proposed by Lim et al. However with respect to the average energy consumption, the
scheme proposed by Ma et al. shows poor performance. With the increase in traffic load
in the network, the average energy consumption for the MNs, that uses the scheme by Ma
et al., increases almost exponentially. It has been observed from the simulation traces,
that most of the MNs migrate to the WiMAX interfaces when traffic load is high. As
the scheme does not balance traffic load across the WiFi APs, the WiFi hotspots fails to
accommodate MNs for its full capacity, and the MNs prefer to use WiMAX interface to
maintain the desired QoS/QoE profile. The proposed load balancing mechanism in this

TH-1315_04610101 95



5.3 Summary

chapter, along with the bandwidth reservation and the admission control policy, keeps the

average power consumption almost constant, even at the high traffic load.

5.3 Summary

Designing an effective handover mechanism in a WiFi-WiMAX integrated HetNet
environment should consider maintaining a proper handover policy to allow the users to
migrate from one network to another based on their QoS/QoE requirements. This enables
the end users to effectively utilize the capacity and advantages of both the networks. While
the WiMAX technology provides assured QoS/QoE to an end-user, the WiF1i interface is
cost-effective and consumes less energy for communications. However, the traffic imbalance
among WiFi APs prevents the users to associate with WiFi network while maintaining
desired QoS/QoE profiles. This chapter proposes a bandwidth reservation and admission
control policy based on traffic requirements for different QoS associated services. A class
aware load balancing and context aware handover policy is designed, that maintains the
bandwidth reservation for different traffic classes, and instructs the users to perform a
horizontal or vertical handover to distribute traffic load uniformly throughout the network.
This load balancing mechanism allows more end users to associate with the WiFi network,
while using the WiMAX for smooth handover to maintain QoS/QoE. Simulation results
show that the proposed scheme significantly improves the QoS/QoE for the end users with

less communication cost.
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Chapter 6

Conclusion and Future Directions
of Works

This thesis proposed a context-aware inter-BSS handover management scheme along with
QoS support to balance user traffic load across the WLAN, and therefore improves network
capacity and QoE for the end users. The proposed horizontal handover for WiFi network
is also extended to a vertical handover scenario between WiFi and WiMAX networks,
where users perform a vertical handover between the two technologies to balance traffic
load while maintaining the required QoS agreement. The contributions of this thesis are

summarized as follows.

The first contribution of the thesis proposed a context-aware inter BSS handover
management scheme to balance traffic loads across the network. For this purpose, the
MNs as well as the APs periodically monitors performance metrics and the impact of
traffic load over the MN performance. Whenever a MN experiences performance drop,
it consults with the AP (its present point of attachment) to find out an alternate AP
in its vicinity. To populate the list of APs with feasible connection opportunities, every
MN uses an interleaved scanning mechanism that reduces the handoff latency. Based
on the cooperative decision of an impending handover, traffic resources are reserved at
the alternate AP, and once the MN experience serious performance drop, it performs a
horizontal handover to migrate from one AP to another. The performance of this inter-BSS
context-aware handover scheme is analyzed using theoretical modeling as well as results
from simulation experiments. The proposed scheme is also evaluated using a practical
WiFi testbed, and the performance metrics are compared with other existing schemes in

the literature.

TH-1315_04610101 97



6 Conclusion and Future Directions of Works

The inter-BSS handover considers a single class of traffics only, during the pre-
handover resource reservation. The second contribution of the thesis extends this
mechanism for multi-class traffics, based on the standard IEEE 802.11e service class
differentiations. The pre-handover bandwidth reservation is first modeled theoretically
using a Markov process, and the effect of per-class bandwidth reservation is analyzed.
Based on this theoretical analysis, a class-aware bandwidth reservation scheme is designed
that augments the context-aware handover to balance traffic loads based on their service
class requirements. The performance of the class-aware load balancing and context aware
handover is analyzed using testbed results, and compared with other similar approaches

proposed in the literature.

Towards this end, the third contribution of thesis extended the proposed context-
aware horizontal handover mechanism for a vertical handover scenario between WiFi and
WiIiMAX. In the vertical handover architecture, the WiMAX network supports a wide
communication range like an umbrella, and the WiFi HotSpots create small connectivity
areas under it. Because of the inherent differences between WiFi and WiMAX QoS
provisioning mechanisms, a suitable mapping tabulation is designed to map between WiFi
service classes to WiIMAX service classes. According to this mapping, the class-aware load
balancing and the context-aware handover mechanisms are augmented to support vertical
handover between WiFi and WiMAX. The performance of this scheme is evaluated using

simulation results.

The concepts and contributions of this thesis can be augmented and extended in

several future directions of researches, as discussed next.

Cellular networks have gained widespread applications in todays’ data communication
architecture with its migration to the fourth and fifth generation data cellular concepts.
The interoperability between cellular networks and WiF1i has also been well studied [87,88].
The existing literatures show that cellular network has also the inherent problem of load
imbalance due to uneven channel assignment and connection patterns [89-93]. Therefore,
the concept of context-aware vertical handover has immense opportunity to be designed,
augmented and developed for vertical handover between cellular and WiFi networks.
Further, cellular network shows heterogeneous connection patterns through micro, pico
and femto cellular concepts, and a proper balancing of MNs is required to be designed to
decide which MN should use what type of communication coverage, micro, pico or femto.
Cellular networks also do not have proper QoS differentiation, and therefore the class

aware load balancing for such type of networks can be an interesting future research topic.

All the concepts presented in this thesis are based on the assumption that a MN
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generates a single class of traffics only. However, in reality an user may generate different
classes of traffics simultaneously. For example, an user may browse Internet while a voice
chatting is in progress. In this scenario, the user generates both voice traffic as well
as best effort traffic. Therefore, the proposed schemes are required to be augmented in
application point of view, where cross layer issues can play a major role in designing
management mechanisms. Further, the proposed vertical handover scheme is evaluated
through the simulation results only. It would be interesting to evaluate the performance
of the context aware vertical handover and class aware load balancing between WiFi and
WiIiMAX using the results from a practical deployment scenario. The implementation
level optimization, such as designing efficient data structures to manage communication

protocols can be another interesting research topic in this direction.
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