SECURITY ISSUES IN COGNITIVE RADIOS

Shivanshu Shrivastava



TH-1605_10610214



SECURITY ISSUES IN COGNITIVE RADIOS

A

Thesis submitted

for the award of the degree of

DOCTOR OF PHILOSOPHY

By

SHIVANSHU SHRIVASTAVA

@ 7
R R N
£ 2
£ S
5 =
e_ ©
5\ @ :
2 &
% A

(2
% of Tecrno\

DEPARTMENT OF ELECTRONICS AND ELECTRICAL ENGINEERING
INDIAN INSTITUTE OF TECHNOLOGY GUWAHATI
GUWAHATT - 781 039, ASSAM, INDIA

APRIL 2017

TH-1605_10610214



TH-1605_10610214



Certificate

This is to certify that the thesis entitled “SECURITY ISSUES IN COGNITIVE RADIOS”,
submitted by Shivanshu Shrivastava (10610214), a research scholar in the Department of Electronics
and FElectrical Engineering, Indian Institute of Technology Guwahati, for the award of the degree of
Doctor of Philosophy, is a record of an original research work carried out by him under our
supervision and guidance. The thesis has fulfilled all requirements as per the regulations of the
institute and in my opinion has reached the standard needed for submission. The results embodied in

this thesis have not been submitted to any other University or Institute for the award of any degree

or diploma.

Dated: Dr. A. Rajesh

Guwahati. Associate Professor
Dept. of Electronics and Electrical Engg.
Indian Institute of Technology Guwahati
Guwahati - 781 039, Assam, India.

Dated: Prof. P. K. Bora

Guwahati. Professor

Dept. of Electronics and Electrical Engg.
Indian Institute of Technology Guwahati
Guwahati - 781 039, Assam, India.

TH-1605_10610214



TH-1605_10610214



TH-1605_10610214



TH-1605_10610214



Acknowledgements

First of all, my heartiest gratitude to my supervisors Dr. A. Rajesh and Prof. P. K. Bora.
From learning the most initial steps in research to learning critical and analytical reasoning, I learnt
everything which led to this thesis from them. They taught me introspection, unbiased assessment,
questioning, and criticizing my work. My biggest strength was their confidence in me. One of my
major motivations for working hard was that I feared losing that confidence. Their world is externally
simple and internally easy, providing an ideal environment for a research student. Their belief in
free thinking gives the best opportunities for a student to evolve. They found time and took pain
to correct my manuscripts from the busiest of their schedules, incomparable workload, and severely
distressed family conditions. Apart from these, they instilled in me an exceptional level of patience
and an extreme level of relaxation. Expressing my gratitude to them in words seems impossible to
me.

I would like to mention my sincere thanks to my doctoral committee members: Dr. Tony Jacob,
Dr. Smarajit Das, and Dr. Benny George for evaluating the progress of my work. Their suggestions
were always valuable. I would also thank Dr. P. R. Sahu who was previously associated with my
doctoral committee for his significant suggestions. I am specially thankful to Dr. Tony Jacob for one
of his random statements during a presentation that motivated me throughout my PhD that “PhD
is the beginning of your research life, not the end of your research life.” I would like to express my
heartiest gratitude to Prof. S. K. Bose for his help and support when I needed it the most. He is one
of the most wonderful persons I have met in my life and I have the deepest regards for him. My sincere
thanks to the Prof. Ratnajit Bhattacharjee for his valuable guidance on many occasions. I thank Dr.
Praveen Kumar for his valuable suggestions at various occasions. My sincere thanks to Dr. B. K. Rai
for being a constant support during my PhD period. He helped me during many difficult times in
my PhD and I will remain obliged to him. My sincere thanks to Dr. Ribhu Chopra for his help and
insightful suggestions on various occasions. I thank all the other faculty members of the department
of EEE for their support whenever I needed.

I thank Shri. Sanjib Das for providing excellent computational facilities and helping me in software
related issues on many occasions. My thanks to Shri. Utpal Sharma, Shri. M. P. Das, Shri. Pranab
Jyoti Goswami, and Shri. Sidananda Sonowal for offering a helping hand whenever I needed and being

such jovial people. Special thanks to Shri. Utpal Sharma for educating me about the politics, society,
TH-1605_10610214



and culture of Assam during our casual discussions.

During my PhD, I found really wonderful research mates. I had never expected such sensitive
and helping people existing in highly professional research institutes like IITs. My sincere thanks to
Dr. S. Padam Priyal for some of the extremely important discussions in my initial days of research.
She finished her defense and left during the period I was beginning my research work. In the short
period of time, she helped me in some very significant aspects. My sincere thanks to Kuntal bhaiya,
Samdarshi bhaiya, Gaurav bhaiya, Rahul bhaiya, Samar bhaiya and Sayantan bhaiya. I had very
fruitful discussions with them during my research work. I have no words to thank my friends Murli
bhaiya, Vinay Rao, Mridul, Pavan, Karteek, Atul, Vinay Pandey, Brijesh, Parveen, Joshi (Deepak),
Sandeep (P) bhaiya, Shashank Sir, Kukil, Sikandar, Anand, Somen, Arijit Sir and Sumantra Sir.
Special thanks to Karteek for being my badminton buddy throughout. These guys made my stay
at IIT Guwahati memorable. I will cherish the time spent with them. I thank them all for their
friendship.

I thank the scenic beauty of IIT Guwahati. I thank the IIT administration for providing excellent
sports facilities. I thank the race track, the badminton halls and everyone responsible for their main-
tenance and making life so enjoyable here. I would like to thank singers and musicians like Mukesh,
M. Rafi, Linkin Park, A. R. Rahman and many others. They have a very significant contribution in
my PhD. I could not have been able to complete my work without their music.

I extend my thanks to the EEE office and the Academic section for all sorts of administrative
helps. Special thanks to Shri. Pradeep Sinha of the Academic section for being so helpful and student
friendly. I would like to thank the Ministry of Human Resources and Development (MHRD) for all
the supports it provides to the researchers.

My deepest thanks to my parents for their patience. Words cannot describe their sacrifices for
me and I cannot put in words my gratitude for them. To my best I can only say that a single word
found useful in this thesis belongs to them. My deepest thanks to my other family members for their
constant love and support. They are the motivation of my life. Whatever I have done or accomplished

is all because of them.

Shivanshu Shrivastava

TH-1605_10610214




Abstract

Cognitive Radio (CR) based spectrum sensing has been identified as an effective measure
to combat spectrum scarcity. Individual CR sensing may suffer performance deterioration
due to deep fading. Cooperative spectrum sensing (CSS) has been realized as an effective
means to counter this problem. CSS is severely affected if some secondary users (SUs)
become malicious for their selfish intentions. These SUs are called malicious users (MUs).
The objective of this research is suppressing the MUs. We aim at suppressing two types
of malicious attacks, namely the spectrum sensing data falsification (SSDF) attacks and
the primary user emulation attacks (PUEAs). The first part of the thesis investigates
the SSDF attacks. The SSDF attacks are caused when the MUs report malicious data
to mislead the CSS system. We propose two schemes to enhance the applicability of the
Dixon’s statistical outlier detection test in discarding single and multiple malicious data.
Simulations reveal that the proposed schemes enhance the performance of the Dixon’s test
significantly. The proposed schemes are also successful in enhancing its applicability to
multiple MU detection. These improvements are obtained without a significant compromise
on the complexity of the system. The second part of the thesis investigates SSDF attacks
launched in collusion. We design a comprehensive categorization of the collusion attack
scenarios. The PU is considered to impose a collision penalty on the SUs on suffering
any interference. We derive bounds on the collision penalty to prevent attacks in each
scenario. It is verified that the bounds on the collision penalty successfully suppress each
of the attacks. The derived bounds are also successful in suppressing the reluctance of
the PU in sharing its spectrum for the fear of interference. The Nash equilibrium showing
the best strategy for the SUs to obtain the maximum gain from the PU spectrum is
also derived. The third part of the thesis investigates the PUEAs in CSS. We aim at
suppressing its effects on the SU throughput. We maximize the SU throughput in the

presence of PUEAs. Maximizing the SU throughput results to increased interference to
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the PU. We formulate an optimization problem to maximize the SU throughput with a
constraint on the interference to the PU. We propose an algorithm based on the Nelder
Mead simplex method to solve this problem. Simulations reveal that the throughput of the
SU in a CSS system facing PUEAs is maximized. The proposed algorithm is successful in
bringing the performance of the PUEA affected CSS system close to an unaffected system

in terms of the SU throughput.
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1. Introduction

1.1 Background

Wireless communication devices need the electromagnetic spectrum to transmit information. The
use of the spectrum is authorized by the government of a state or a territory [3]. Different parts of the
spectrum are suitable for different types of communications. However, the available suitable spectrum
is scarce for the number of wireless network operators present and there is a strong competition for
it [4]. Consequently, the spectrum is auctioned by the government [3]. Each winner of the auction
is granted the full use of a particular part of the spectrum and is called the primary user (PU).
Henceforth, the PUs hold the legitimate right over the part of the spectrum granted to them.

In the year 2002, the special task force (STF) appointed by the Federal Communications Commis-
sion (FCC) reported inefficient usage of the spectrum [5]. It was found that in a given space and time
span, most of the spectrum licensed by the government to the auction winners remains unused. This
brought the need for revising the spectrum allocation strategy. A significant idea in this regard came
from the PhD dissertation of Joseph Mitola III [6]. It proposed the design of a software radio (SR)
capable of sensing its environment. Mitola termed such an SR as a cognitive radio (CR). A CR is an
extension of an SR to learning about the RF bands, air interfaces, protocols, spatial and temporal
patterns that moderate the use of the radio spectrum. Mitola’s work mainly proposed a Radio Knowl-
edge Representation Language (RKRL) to obtain the equalizer taps so that, the use of equalizers
can be limited to the places with less multipath fading or a good signal to noise ratio (SNR). It was
suggested that CR can also be used to increase the spectrum efficiency. Based on this idea, the annual
report of the FCC in 2003 [7] proposed to apply the learning capabilities of a CR to allow dynamic
spectrum allocation (DSA) among the wireless operators based on its availability. Subsequently, ex-
tensive researches started on DSA. The most significant work was by Simon Haykin [8] in 2005, which
quantified Mitola’s work for DSA. Haykin suggested to accomplish DSA by using CR technology for
the unlicensed users. An unlicensed user was termed as a secondary user (SU). It was realized that a
CR can be installed in an SU to sense the presence of the PU signal on its spectrum. This function
was termed as spectrum sensing (SS). If the PU signal was found to be absent, its spectrum can be
used by the SU. However, there should be no interference to the PU. If the PU signal is present, the
SU should refrain from any kind of transmission.

Since Haykin’s work has been published, SS has emerged as a significant area of research [9, 10].

It was found that the most important objective of SS is accuracy, so that the PU should not suffer
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Figure 1.1: The ever increasing annualized cost of frequency spectrum in India [1]

interference H However, the SS performed by an individual SU can be highly inaccurate in deep
fading environments. To overcome this problem, a cooperation between more than one SU to sense
the spectrum has been proposed [12-14]. This scheme is known as cooperative spectrum sensing (CSS).
CSS is classified as centralized and decentralized [15]. In centralized CSS, the cooperating SUs report
their data or decisions to a central body known as a fusion center (FC) or a base station (BS). Based
on these data or decisions, the FC forms its decision about the presence or the absence of the PU and
broadcasts it to all the SUs. On the other hand, decentralized CSS is based on the sharing of data
or decisions among all the cooperating SUs to arrive at a final decision. In this thesis, we focus on
centralized CSS. Henceforth, unless mentioned otherwise, any mention of CSS will mean centralized
CSS.

CSS significantly improves the SS performance in deep fading environments. However, its perfor-
mance depends on the data or decision of an individual SU. Any flaw in an individual SU’s data or
decision can cause a significant error at the FC [16]. The flaws can be caused by many reasons, like
hardware malfunction, deep fading etc. It can also be caused if an SU deliberately reports wrongly to

the FC for selfish reasons. Such an SU is termed as a malicious user (MU) [14]. Subsequently, there

Tn the meanwhile, underlay CR systems [11] which allow some predefined interference to the PU and overlay CR
systems where the SUs assist the PU in exchange of its spectrum were proposed. However, this thesis is based on
interweave CRs where no or negligible interference is allowed to the PU.
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were researches on the possible malicious attacks [17-21].

Two attacks launched by the MUs have mainly been classified as spectrum sensing data falsification
(SSDF) attacks and the primary user emulation attacks (PUEAs). In SSDF attacks, the MUs misdirect
the FC regarding the spectrum status by reporting to it wrongly. These attacks may cause the FC to
declare the vacant spectrum as occupied and force the honest SUs to cease their transmissions. The
MUs may take the advantage of this situation by using the band for their own purpose. In the other
scenario, the MUs may misdirect the FC to declare an occupied spectrum as unoccupied. Following
this decision, the honest SUs may start transmitting which would cause severe interferences to the
PU. The PU may impose penalty on the honest SUs and can also restrict them from further using its
spectrum [22]. The MUs may take the advantage of this situation by getting the honest SUs punished.

The PUEAs are launched when an MU transmits the emulated PU signal to misdirect other
SUs [23]. An MU causing PUEA is termed as a primary user emulator (PUE). PUEs are classified as
always-on and smart [24]. Always-on PUEs do not know about the status of the licensed spectrum.
They attack with emulated PU signals seamlessly. Smart PUEs are capable of knowing the PU
spectrum status by individual decision making or listening to other SUs. They plan and attack
depending on the presence of the PU. As a result of the PUEAs, the honest SUs may get misdirected
in deciding the spectrum status and report wrong decisions to the FC. If the PU is absent, the SUs
mistake the PUE’s signal to be coming from the PU and cease their transmissions. The PUE takes
the advantage of this situation by transmitting on the vacant band. On the other hand when the PU
is present, the PUEs cause interference to it (intentionally by smart PUEs while always on PUEs do
it anyways). As a result, the PU may penalize the honest SUs and the PUE may take advantage of
the situation.

In the next section, we explain the different approaches of researches in CRs.
1.2 Areas of Research in CRs
1.2.1 Signal Propagation

The fundamental operation of a CR is to identify the PU on the frequency band allocated to it, and
design a transmission strategy that causes minimum interference to it. For the identification of a PU,
and the design and the implementation of the transmission strategies, understanding the propagation

channel is imperative. Signal propagation domain is mainly concerned with the propagation environ-
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ment [25] of the CR systems. The transmission strategies of an SU, the pathloss and the multipath
fading suffered by the PU signals to reach the SU, the interference caused to the PU, the fraction of
the transmitted PU signal reaching the SU receiver etc are the main focus here [26-29]. The operation
of an SU depends on the presence of the PU. The SUs need to design their transmission strategies
according to the arrival and the departure of the PU. For the dynamic spectrum access, the CRs
adapt to the present state of the environment, which includes the center frequency, bandwidth and
transmission time [30]. The strategy design depends upon the range of the frequency band of interest.
If the band of interest can support only one SU signal, the SU may have to stop transmitting upon
the arrival of the PU. If the band of interest is wide, the SU may have to switch to another vacant
band by changing its transmission signal frequency for uninterrupted communications [31].

Another propagation issue is the attenuation caused by shadowing and multipath fading to the
PU signals in reaching the SUs [32]. Shadowing is caused by large objects such as buildings, hills,
big trees etc. These large objects attenuate the signal by blocking it from reaching the receiver.
Multipath fading is caused because of the reflections of the signals from the various obstacles in the
wireless environment. Multipath signal propagation results into several copies of the transmitted
signal reaching the receiver from different directions and at different time instants. The SU senses
the licensed spectrum by detecting the PU signals on it. The fraction of the transmitted signal that
reaches the receiver indicates the path loss and fading in its propagation environment. If the path
between the PU transmitter and the SU receiver is under deep fading, the incoming PU signals get
highly attenuated. This affects the robustness of the sensing system. As a result of this, the SUs may
miss to detect the presence of the PU and cause interference to it.

The PU signal suffers multipath propagation and splits into multiple components. We will discuss
later that these components can be exploited by employing more than one receive antennas or SUs to

bring improvement in sensing the spectrum.
1.2.2 Signal Processing

After the signal propagates through the wireless environment, it is used to form the decision
about the spectrum occupancy. This part comes under the signal processing domain. The efficient
implementation of CR technology is highly dependent on this area of research. The major challenge
here is to detect the licensed spectrum status with the incoming signal samples [33]. The SU has to

differentiate between the spectrum with and without the PU signal. This differentiation can be done
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by detecting the difference created in the spectrum by the presence of the PU. This is done in terms of
a statistic which is obtained from the incoming signal samples [34]. The larger the sensing time, the
more will be the number of signal samples and hence the more accurate will be the sensing. However,
there are constraints on the sensing time. Consequently, robust SS with a limited number of samples is
needed to evaluate the statistic. The major signal processing goal is adaptability of the SU according
to the presence of the PU [16]. The arrival and departure make the CR network (CRN) fluctuating
in nature. The available bandwidth for the SU varies accordingly. The SS process should also be able
to adapt to such a fluctuating nature of the CRN and the variation in the available bandwidth of the
SU. In multi-carrier sensing, the SU needs to sense the bands of different frequencies continuously.
Hence, the SS system must be adaptable to different frequencies also.

Another significant signal processing challenge is the robustness of the sensing system to the
attenuation induced in the signals because of the propagation environment [35]. The effective SNR
between the PU transmitter and the SU receiver may be low because of the obstacles present. If an
identifying feature of the PU signal gets sufficiently distorted, SS will be inaccurate and interference
can be caused to the PU. As a result, the PU can impose penalty on the SUs. Hence, the sensing

system must be able to detect the signals in a deep faded environment.
1.2.3 Cooperative Spectrum Sensing

The pathloss and multipath fading caused to the PU signal result into inaccurate sensing. Con-
sequently, the SU can make a wrong decision about spectrum occupancy. This can cause a severe
interference to the PU. As a countermeasure, a cooperation among multiple SUs for sensing the spec-
trum has been proposed [36]. The process is called cooperative spectrum sensing (CSS). The idea of
CSS is to exploit the spatial diversity of the propagation environment. Exploiting spatial diversity
was first proposed in 1938 — 1939 in [37] and [38]. In CRs, diversity is obtained when different copies
of the same signal due to multipath diversity are received by multiple antennas or multiple SUs [15].
The gain obtained by exploiting multipath diversity is called diversity gain. The idea of CSS is that
out of the various copies of the PU signal received by different SUs, some copies would have suffered
more attenuation while some copies would have suffered lesser attenuation. The SU receiving a highly
attenuated signal is likely to make a wrong decision regarding spectrum occupancy. In this regard, if
a decision is made by combining the individual decisions of the SUs, the bad decisions will be com-

pensated by the decisions from the good paths, and the effects of attenuation can be mitigated. CSS
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significantly reduces the inaccuracy in SS by a single user. It is mainly categorized as centralized and

decentralized CSS. They are described below:

(i) Centralized CSS: In this scheme, the SUs fuse their individual parameters to a central body
known as the fusion center (FC) as shown in Figure [14]. The FC combines the individual
parameters and makes the decision regarding spectrum occupancy. The decision made at the FC

is called global decision. The centralized CSS systems are further divided into two categories:

(a) Data Fusion: In data fusion systems, the SUs donot form their own decisions. All individual
SUs report their recorded data to the FC. The FC combines them to form the global
decision. The FC broadcasts the global decision to all the SUs. This scheme gives a high
sensing accuracy but requires a large bandwidth for reporting the data to the FC. Hence,

data overhead is the major issue in this scheme.

(b) Decision Fusion: In decision fusion systems, each SU can form its individual decision and
then report it to the FC. The FC combines the decisions to form a global decision. The
advantage with this scheme is that it requires low bandwidth. Its disadvantage is that it is

lesser accurate as compared to the data fusion scheme.

su

/ Fusion

/ Center

/ (FC)
su

Figure 1.2: Centralized CSS

(ii) Decentralized CSS: In this scheme, there is no FC [39]. It is based on sharing of data or decisions
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among the SUs as shown in Figure[[.3. Each SU shares its data or decisions with other SUs and

forms its decision about the spectrum occupancy.

Figure 1.3: Decentralized CSS

In this thesis, all the studies have been conducted on centralized CSS systems.
1.2.4 Security Issues in CSS

The belief of an SU about the spectrum occupancy depends on the data or decisions of the other
SUs. The belief may be formed with the help of the FC or by the sharing of the data or decisions among
the SUs. In either case, it depends on the other SUs. As mentioned before, it may be possible that
some SU in the network, termed as an MU [40], indulges in malpractices to misguide the SS system
for its selfish interests. The MUs severely affect the signal processing and propagation characteristics
of the sensing system. Their presence necessitates the redesigning of the transmission strategy and
sensing process of the SUs. As a result, the throughput of the SUs is degraded and the interference on
the PU increases severely. There are different ways in which the MUs can launch attacks. The most

significant attacks are as follows:

(i) Spectrum Sensing Data Falsification (SSDF) Attacks: These attacks are caused in centralized
CSS systems. They are the outcome of the Byzantine failure problem which is caused when a

cooperating SU reports wrongly to the FC [41]. This false reporting may be due a hardware
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fault or a selfish intention of an MU. The false reporting due to selfish intentions of the MUs is
known as the SSDF attack [41-46]. The MUs report falsely to misguide the FC regarding the
spectrum status. On getting misdirected, the FC broadcasts wrong decisions to the cooperating
SUs. Hence, the entire network is misdirected regarding the spectrum status. If the FC gets
misguided regarding the presence of the PU and broadcasts it as ‘absent’ to the cooperating SUs,
the SUs will start transmitting resulting into a strong interference to the PU. As a consequence,
the PU may impose penalty on all the SUs. On the other hand, if the FC gets misdirected about
the absence of the PU and broadcasts it as ’present’, the SUs will cease their transmissions.
Hence, their throughput will be severely affected. These attacks can be launched individually by
one or more MUs or the MUs can collude and cooperatively launch attacks [22,47,48]. Another
consequence of these attacks is that the PU becomes reluctant to share its spectrum with the

SUs.

There are mainly two approaches to counter individual SSDF attacks in literature: Active ap-
proaches and Passive approaches [17,18,49-54]. The major active approaches in literature are
location identification based and Statistical approaches. The major passive approaches are Rep-
utation based mechanisms, game theoretic, and damage suppression based approaches. Location
based approaches counter the SSDF attacks by identifying the locations of the PU, the SU, or
the MU. Statistical approaches differentiate the statistical properties of the MUs’ data with the
honest SUs’ data. The statistical tests are based on outlier rejection from a sample of data. An
outlier is a value in a data-set having different statistical properties. The incoming data to the
FC from the cooperating SUs follow a specific statistical distribution. A random low or high
value transmitted by an MU belongs to a different distribution. Using statistical tests, these
outliers can be identified and discarded. Different statistical tests have been reported in the
literature [2,44]. Reputation based mechanisms depend on the previous history of the SU node.
The reporting of the SUs is compared with a trusted SU. Based on the previous history of the
reported decisions, the SU nodes are assigned weight values. The SU nodes repeatedly giving
values similar with the trusted node are weighed high. The main challenge in these mechanisms
is to identify the trusted SU. In game theoretic approaches, the SUs, the PU, and the FC are
regarded as players. Their actions are termed as strategies and the outcome of their actions are

termed as utilities or pay offs. To counter the security threats with game theoretic approaches,

TH-1605_10610214




1. Introduction

the benefits obtained by an SU in reporting honestly or maliciously are termed as honest and
malicious utilities. The objective in these approaches is to maximize the honest utilities and
minimize the malicious utilities, so that the SUs do not turn malicious. In damage suppres-
sion, instead of detecting the MUs, a particular damage of the SSDF attacks is identified and is

minimized. The damage can be caused on the PU or the SUs.

Primary
Base Secondary
/' Station B?se
8 | Station

Figure 1.4: Spectrum Sensing Data Falsification Attack

(ii) Primary User Emulation Attacks (PUEAs): These attacks are caused when an MU deliberately
transmits emulated PU signals [55]. As a result of this, the honest SUs sense the PU to be present
and cease their transmission. The MU takes advantage of this situation and starts transmitting
on the licensed band. Such attacks are known as PUEAs and the MUs causing them are called
primary user emulators (PUEs). These attacks severely affect the throughput of the SUs. They

also increase interference to the PU.

We categorize the counter mechanisms to PUEAs also as Active and Passive mechanisms. Active
mechanisms aim at canceling or suppressing the PUE signal by differentiating it from the PU
signal. This differentiation is facilitated by differentiating the RSS, some features, location of the
PU and the PUE [55-57]. The second approach is Passive approach where instead of detecting
the PUE, a specific damage done by the PUE on the SUs is suppressed [24, 58-60].
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PUE

Primary
Base
Station

Secondary Base
Station

Figure 1.5: Primary User Emulation Attack Model

A detailed literature review of the existing approaches has been presented in chapter 2. The above
security issues affect the CR systems in all the domains described above. This main focus of this thesis

is on their effects in the signal processing domain.

1.3 DMotivations and Problem Statements

1.3.1 Problem 1

Motivation: Since there are no strict protocols on the physical layer air interfaces, keeping in check
the transmission of every SU transmitter is not feasible. Hence, launching individual SSDF
attacks is not difficult in CRNs. Considering the gain SUs get in turning malicious, there is a
high possibility of SSDF attacks. The FC cannot identify the honesty of the sensing reports
because of the unpredictability in the wireless signal propagation model. Therefore, designing
efficient schemes to counter these attacks is a problem of practical significance. An efficient class
of active approaches to counter SSDF attacks are the statistical tests based mechanisms. In [44],
the authors have studied various statistical tests for detecting the MUs. The limitation of the
proposed scheme in [44] was its dependence on the estimation of the statistical parameters of the

data. Further in [2], the authors proposed Dixon’s test for the detection of the MUs. Though
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independent of the statistical parameters of the data, the proposed algorithms in [2] suffered
low efficiency and inability to detect multiple MUs. In the first part of the thesis, we aim to

overcome these limitations of the schemes proposed in [2].

Problem Statement: Design an efficient statistical mechanism to counter multiple SSDF attacks.
1.3.2 Problem 2

Motivation: The SSDF attacks can become more disastrous if the MUs have learning capabilities to
collude among themselves. With such a capability, the MUs can manipulate their reports more
intelligently. The schemes for independent SSDF attacks are likely to fail on such attacks. In
the second part of the thesis, we propose a scheme to counter the collusion SSDF attacks. There
have been various works for countering collusion SSDF attacks [47,48,61-66]. The existing
works on countering collusion attacks are based on collision penalty based mechanisms. The
limitation of the existing mechanisms is that they fail to provide a comprehensive categorization
of the different collusion attack scenarios. In the second part of the thesis, we design a collision
penalty mechanism for countering the collusion attacks subject to different attack scenarios. We
propose to first categorize different attacks and then derive different attack prevention strategies

based on these categorizations.

Problem: Designing an efficient mechanism for countering collusion SSDF attacks in different sce-

narios.
1.3.3 Problem 3

Motivation: PUEAs cause severe degradation to the throughput of the SUs. However, this problem
has not received sufficient focus in research. This motivated us to devise a scheme to combat
the degradation in the SU throughput due to PUEAs. The passive methods study the damages
caused by the PUEAs on different parameters like the probability of detection and the probability
of error [24,58-60,67]. However, none of the existing researches study the damage of PUEA on
the throughput of the SU. In the third part of the thesis, we study the damages caused by the
PUEA on the throughput of the SUs.

Problem: Maximization of the SU throughput with a constraint on the interference to the PU in a

CSS system facing PUEAs.
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1.4 Contributions of the Thesis

Following are the contributions of the thesis:
1.4.1 Individual SSDF Attacks:

Following are the contributions in combating the individual SSDF attacks:
(i) Enhancing the applicability of the Dixon’s test to multiple outlier detection.
(ii) Enhancing the efficiency of the Dixon’s test based MU detection schemes.
(iii) Achieving these improvements without a significant increase in the computational complexity.

(iv) Suggesting optimum group size division of the incoming data for the application of Dixon’s test.
1.4.2 Collusion SSDF Attacks:

Following are contributions in combating the collusion SSDF attacks:
(i) Providing a comprehensive categorization of the different collusion attack scenarios.
(ii) Deriving different attack prevention strategies based on these categorizations.

(iii) Obtaining optimal strategy for all the SUs for attaining Nash Equilibrium.
1.4.3 PUEAs:

Following are the contributions of the thesis in combating PUEAs:
(i) Redesigning of the SU throughput maximization scheme for the presence of the PUEAs.

(ii) Schemes independent of the location, the direction of arrival (DOA), the features, the power of

the PUE signal.

(iii) Defense to the PUEAs focussed in the interest of the SUs at the physical layer.

1.5 Organization of the Thesis

The rest of the thesis is organized into five chapters. They are outlined below:

TH-1605_10610214
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1.5.1 Chapter 2

This chapter is dedicated to a detailed literature review on the security issues in CRs. First, the
major SS techniques have been explained briefly. Then, we discuss the existing and the ongoing works

on various attacks possible in CRNs.
1.5.2 Chapter 3

In this chapter, we study individual SSDF attacks and propose a method to counter them. A brief
review on the existing countering techniques has been presented. We adopt the statistical approach
in our work. We first study the Dixon’s test for outlier rejection. We suggest the optimal size of the
data set to maximize the outlier rejection capacity of the Dixon’s test. The Dixon’s test is applicable
only to a Gaussian distributed data sample. However, it is found that when the data set is of size
3, it performs well for any underlying distribution. The data set reported by the SUs to the FC
follows a Chi-Square distribution. This data set is divided into groups of three. Then, the Dixon’s
test is applied on on the minimally to maximally overlapping groups. Applying the test on separate
groups enhances the capability of Dixon’s test to multiple MUs detection. Simulation results show

that applying the test on maximally overlapping groups gives highest possible efficiency.
1.5.3 Chapter 4

This chapter studies the collusion SSDF attacks. Countering collusion attacks is difficult because
the attackers collude intelligently and attack. The procedures for individual SSDF attacks may fail
to counter them. We first formulate a condition on Cp which provides sufficient incentives to the
PU for sharing its spectrum even in hostile environments. Then, we define “expected utility” for the
SUs and “malicious utility” for the MUs which they gain while transmitting honestly or maliciously.
The MUs attack when they see a positive malicious utility. The different collusion attack scenarios
are categorized. Then, we formulate additional conditions on Cp which prevent the malicious utility
from going positive in each of these scenarios. Finally the best strategy for the SUs is obtained which

brings the CSS system to Nash equilibrium.
1.5.4 Chapter 5

This chapter studies PUEAs. First, the weighted CSS model in the presence of PUEs is considered.

We aim to optimize the weights to suppress the effects of PUEAs on the CRN. The expressions for
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the SU throughout and the interference to the PU are formulated. We maximize the SU throughout
keeping a constraint on the interference to the PU to obtain the optimal weights. This is done
by applying the Nelder Mead algorithm (NMA). The obtained optimal weights are then used to
combine the SUs data at the FC. Simulation results endorse the effectiveness of the proposed scheme

in preventing the damages caused to the SU throughput by the PUEs.
1.5.5 Chapter 6

This chapter summarizes the contributions made by the thesis. It also points at some interesting

extensions of the proposed methods.
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2. Security Issues in Cognitive Radios - A Review

2.1 Introduction

This thesis mainly studies the effects of the SSDF attacks and PUEAs on CSS. CSS is achieved
through collaboration among SUs performing SS individually. In this chapter, some basic SS mecha-
nisms have been explained in detail. Then, a detailed literature review on both the attacks has been
carried out. The various countering strategies in the literature have been elaborated for both these
attacks.

In the next section, we explain some basic SS mechanisms.

2.2 Basic SS Concepts

The first and the most important function carried out in CRs is SS [8]. SS is mainly a binary
hypothesis test with hypothesis Hy denoting the absence while H; denoting the presence of the PU.
The CRs make their decisions in favor of Hy or H; based on the signal they receive from the PU.

Let there be an SU in the vicinity of the PU and let y(k) denote the signal it receives from the PU
at the kth instant of time. The presence of the PU can be expressed in the binary hypothesis form as

h(k)s(k) +w(k) : H;
y(k) = (2.1)

w(k) 1 Hy
where s(k) denotes the PU signal, h(k) denotes the multipath channel fading component and w(k)
is the additive white Gaussian noise (AWGN) at the SU. Now the CR installed in the SU uses an
SS mechanism to perform the binary hypothesis testing. There are many SS techniques used for this

purpose. We brief about a few important SS techniques as follows:
2.2.1 Energy Detection

Energy Detection is a blind signal detection technique proposed in [68]. It does not need any
knowledge of the characteristics of the signal. The CRs compute the energy of the incoming signal.
Then, the computed energy is compared to a predefined threshold. If it is higher than the threshold,
the decision is made in favor of Hy otherwise Hj is concluded. The calculation of the threshold is
done using the Neyman-Pearson method [34]. The decision statistic in energy detection systems is the

energy of y(k) given as
K
1 2
T = e 3 ) (22)
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The SU compares Tg in (2.2)) to a predefined threshold A\g and decides Hy or Hy as follows

Hy
Tp 2 Mg (2.3)
Hy

This method is very simple and has low computational complexity. However, it does not perform well

under low SNR conditions.
2.2.2 Cyclostationary Feature based Detection

In this detection, the cyclostaionary feature exhibited in y(k) is the factor for deciding about the
spectrum occupancy [69]. The cyclostationary feature is in-built in the PU signals because of the
periodicity in their carrier signals like sine wave carriers, pulse trains, etc or in the hopping sequences,
spreading codes, training sequences or the cyclic prefixes used in coding schemes. Consider a slow
fading channel with h(k) constant for one sensing duration. When the stationary noise w(k) is added
to the h(k)s(k) in (21)), y(k) exhibits cyclostationarity under H;. On the other hand, under Hy, y(k)
does not exhibit cyclostationarity. The exhibition of cyclostationarity is devised as the deciding factor
between H; and Hy. Because of the cyclostationary feature, the mean and auto-correlation of the PU
signals exhibit periodicity in time. When a signal is cyclostationary, its cyclic aotocorrelation function
(CAF) for a set of cyclic frequencies («) is non-zero [69]. Let ﬁ;‘ be the estimated CAF of y(k) given

Y

as

K
N B
Ry, = 2 > y(k)y"(k — 7)e 72mob/K (2.4)
k=1
]le‘y in ([2.4)) comes out to be a zero mean complex random variable (RV) and is represented as
Ry, = X(a) +jY () (2.5)

where X () and Y («) are normal distributed zero mean RVs.

The statistic T¢,, for cyclostaionary feature based detectors is expressed as

S— T
Toy = 75,52 (75, 26)

where Y. is an estimate of covariance matrix of y(k) given as

S E(X?) E(XY)
E(XY) E(Y?)
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and

The decision about Hy or H; is made by comparing T¢, to a predefined threshold A¢c, as

H,
Tcy 2 )\Cy (2.9)
0

This method is more robust than the energy detection method, particularly in low SNR conditions.

However, it is computationally highly complex.

2.2.3 Matched Filter and Waveform based Detection
2.2.3.1 Matched Filter based Sensing

The matched filter is a coherent detector which maximizes the receive SNR [70]. The PU signal
needs to be known at the SU receivers. The detection statistic Thsp for matched filter detection is

expressed as
(0.9]

Tur= Y g(k—k)y(k) (2.10)

ki=—0o0

where y(k;) is the unknown received signal given by (2. and g(k) is the impulse response of the

matched filter. g(k) is matched to the reference PU signal as
g(k) = s(T — k) (2.11)

Ty is compared to a predefined threshold Ay;r to decide between Hy and H;p as

Hy
Tvr 2 Avr (2.12)
Hy

Matched filtering is optimal only when the PU signal is perfectly known.
2.2.3.2 Waveform based Sensing

In wireless communication systems, known patterns are transmitted with the transmitted infor-
mation to facilitate synchronization or to estimate channel conditions. Few examples of such patterns
are preambles, midambles, pilot symbols, spreading sequences etc. Waveform based sensing is per-
formed by correlating the received signal with a known copy of itself. This method is only applicable

to systems with known signal patterns, and hence is a coherent sensing technique. We explain the

TH-1605_10610214

20



2.2 Basic SS Concepts

formulation of the decision statistic is done in [71]. In (Z1]), s(n) is expressed as

s(k) = sy (k) + sa(k) (2.13)

where s;(k) is the pilot and s4(k) is the data of the signal. Now, a new hypothesis problem is formulated

as
Hy:z(k) =wk
o (k) = w(k o1
Hy:z(k) = si(k) + w(k)
The decision statistic in waveform based sensing T}, is the projection of (k) on s;(k) given as
& (2.15)
Hy : Twp = Re[) [se(k)[* + 3 si (k)w(k)]
k k
The decision regarding the spectrum occupancy is taken as
Hy

Hy
where Ay is the decision threshold for waveform based SS.
Waveform based sensing method is applicable only when the PU signal can be generated at the

receiver side.

2.2.4 Covariance based Sensing Methods

2.2.4.1 Covariance Matrix based Sensing

Covariance based sensing exploits the difference in the covariance of the received signal when the
PU signal is present and when it is absent [72]. Let there be L samples received in the model shown
in 1) as

y(k) = [y(k) y(k — 1)..y(k — L+ 1)}
z(k) = h(k)s(k)

(2.17)
x(k) = [z(k) z(k — 1)..x(k — L+ 1)]7
w(k) = [w(k) w(k —1)..w(k — L+ 1)]7
The covariance matrices of y(k) and x(k) are defined as
— H
Ry = Ely(k)y™ (k)] (2.18)
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Since under Hpy, Rx = 0, the binary hypothesis testing problem is expressed as

Hy: Ry =031,
ok (2.19)
Hy:Ry =Ry + 031
where Iy, is the L x L identity matrix. Since under Hy, Rx = 0, the off-diagonal elements of R, will

be zero. Because of the spatial correlation in s(n), the off-diagonal elements of R, will not be zero,

under Hy. This difference is used for the formulation of the decision statistic in covariance based

M M
mechanisms. Let Ty, = > Ry(p,q) and Ty, = > Ry(p,p), where p and q represent the
p#q,p=1,q=1 p=1

lags of Ry, then the decision statistic Toov for covariance based detectors is expressed as

Ty
T = 2.20
cov == (2.20)
Tcovy is compared to a predefined threshold Acoy to decide between Hy and Hi as
Hy
Tcov 2 Acov (2:21)

Hy

Covariance matrix based detection mechanism overcomes the limitations posed by noise uncer-

tainty. It also performs excellently for detection with a limited number of PU signal samples.
2.2.4.2 Autocorrelation based Sensing

This technique exploits the difference between the signal and noise spectrums [73]. Consequently,
this difference arises because of higher autocorrelation in the signal components arising by the use
of modulation schemes as well as the presence of RF channel guard bands [73]. The principle of the
method is to first calculate the autocorrelation of the signal under Hy, which in-turn gives only the
autocorrelation of the noise. Then, the autocorrelation of the signal under H; is calculated which
gives the autocorrelation of the signal also. These two autocorrelations are differentiated to decide

about H; or Hy. The autocorrelation of y(n), Ry, (7) is given as
Ryy(k,7) = Ely(k)y* (k +7)] (2.22)
and the autocorrelation of w(k), Ry (7) is given as

Ryw(k,7) = Elw(k)w* (k + 7)] (2.23)
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The decision statistic is given as
N
1
Tac = K ; | Ryy (K, 7)| (2.24)

The decision about the spectrum occupancy is taken as
Tac 2 Aac (2.25)

where A 4¢ is the decision threshold for autocorrelation based SS. Note that the statistic for covariance
based sensing Tooy is derived from the off-diagonal elements of the incoming signal covariance ma-
trix. Whereas, the statistic for autocorrelation based sensing T'4¢ is derived from the autocorrelation
functions of the incoming signal.

Further, in [74], both energy and correlation parameters have been exploited by proposing a simple
correlation sum (CorrSum) detector for the improved sensing performance. Subsequently in [75],
a Constant False Alarm Rate (CFAR) detection algorithm has been proposed using the estimated

autocorrelation of the received signal.
2.2.4.3 Eigen Value based Sensing

Eigen value based detection has been popular in diversity exploiting techniques like multi-antenna
sensing and CSS systems. The eigen values of the received signal’s covariance matrix show some
specific properties depending on the presence of the PU signal. Eigen value based detection is based on
exploiting these properties. Let Rg represent the covariance matrix of s(k) in 2.10), Ay, Aysy .-, A

S YYMT

represent the eigen values of Ry, and Mg, Ag,, ..., As,,, represent the eigen values of HR HY for M,
number of receiving antennas. Here H is the channel gain matrix of h(k) given as H = [hh/] where

h = [hy(k) ha(k)... har, (k)]?, then for the ith SU,
Hy: )\, =02
O T (2.26)
Hy: My, =X, + 02
There have been various methods for formulating the decision statistic for eigen value based detection
Tgy [76,77]. In general Ty = f(A,,) and
H,
Trv 2 Apv (2.27)
Hy
where Agy is the decision threshold for Eigen value based detection. Eigen value based detectors are

particularly found helpful for multi-antenna communication systems.
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Throughout this thesis, we use energy detection method for performing SS. The reason for using
this detection method is its wide popularity in researches [78]. It gains popularity because in a general
situation, it is the most appropriate detection mechanism. The choice of an SS mechanism depends on
the knowledge of the signal at the receiver and the channel and the SNR conditions. Some detection
mechanisms illustrated above give a high performance given the signal knowledge is available with
the receiver (examples are the matched filter detectors, the cyclostationary feature detectors, and the
waveform based detectors). Other detectors which require a complex hardware are the covariance
based detectors, the autocorrelation based detectors, the Eigen value based detectors. However, the
detector which demands minimum resources for its implementation is the Energy detector. It has only

one requirement that the signal SNR should satisfy a minimum SNR wall obtained in [9] as

2
1
SNRM”:”[) : (2.28)

where p signifies noise uncertainty N, given as N, = 10log;yp. N, signifies the uncertainty in the noise
power. This makes energy detectors the most widely used sensing mechanism for SS. Throughout the
thesis, we will assume that our SS environment satisfies the condition in (2.28).

The above explanation was intended to provide an insight to the principles of various detection
techniques. In the following section, we present a detailed literature review of the security issues in

Cognitive Radio systems.

2.3 Security Issues in SS

Security issues are one of the most significant concerns in CR systems [16]. In CR communications,
the SUs sense the PU spectrum with the help of the CR technology. The sensing capability enabled
by the CRs gives way to them to cause severe attacks. To launch attacks, the MUs can misdirect the
SUs merely by manipulating their air interfaces and transmitting fake signals. The openness of the
lower layers adds advantage to the MUs. The MUs can sense the spectrum and transmit fake signals
according to the spectrum status. If the honest SUs are misdirected and cease their transmissions,
the MUs easily take the advantage and start using the spectrum. Hence, security threat in CR
communications is a serious obstacle in the successful operation of the CRs.

As mentioned in the previous chapter, the focus of this thesis is to counter the two major attacks

namely SSDF attacks and PUEAs. The SSDF attacks have been further explored under individual
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and collusion attacks. The SSDF attacks are caused in CSS systems while the PUEAs can be caused
in individual and CSS systems both. In this thesis, both the SSDF attacks and the PUEAs have been
studied for a CSS system. There are various counter mechanisms in the existing literature for these
attacks [17-21]. We categorize the existing counter mechanisms as active and passive approaches. The
active approach involves directly detecting the MUs with the help of some actions by the SU network
towards the MUs. These actions involve detecting the location of the MUs by transmitting training
signals, or installing hardware to detect the honesty and maliciousness of the incoming signals from
the SUs by differentiating their strength, features or statistical properties. The passive approaches
resist the MUs with some underlying actions. These actions may involve specially designing their SS
mechanism to mitigate the effects of the MUs on a particular parameter like the probability of false
alarm (Pj,) or the probability of detection (P;). The passive approaches do not counter the MUs
head-on. In the following sections, we explain the various studies carried out on these attacks and the

mechanisms to counter them.

2.4 SSDF Attacks in CR Communications

As discussed earlier, the SSDF attacks are caused when one or more MUs transmit fake signals
to misdirect the SUs performing CSS [14,50]. The MU can be an external or an internal unlicensed
user. An external MU is not a part of the CSS network while an internal MU is a user within the
CSS network. These attacks can be caused by a single MU, multiple MUs independently, or multiple
MUs in collusion. In the existing literature, various counter mechanisms for these attacks have been
proposed. These mechanisms have been categorized as active and passive mechanisms and explained

in the following sections.
2.4.1 Active Methods

Active methods aim at directly eliminating the malicious readings or detecting the MUs. The
prominent active methods are location identification based approaches and statistical approaches. We

brief about the existing works in each of these approaches as follows:

Location Identification based Approaches: Location identification based mechanisms counter
the SSDF attacks by identifying the locations of the PU, the SU or the MU. The idea of using
localization based approaches for countering MUs can be attributed to the Ma et al. in [17],

where the localization of PUs has been carried out. They have aimed to locate the PU which
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Table 2.1: Attacks and categorization of their countering strategies

Attack/ Strategy | Active Passive

The SUs or the FC change their own
detection strategies to minimize

the damages caused by the MUs

Active schemos are based on Avoid the PUE signal or its interference

PUEA the cancelation of the PUE signal by makm.g approprlé}te changes in its
own sensing mechanism.

Directly eliminate the malicious

SSDF readings or point out the MUs

helps in reducing interference to it and to detect it. The authors use the knowledge of the Pys
of all the SUs to detect the distances of each SU with the PU and formulate a weighted least
squares mechanism and an iterative mechanism to improve the algorithm. The Cramer Rao
Lower Bound (CRLB) of the mean square error (MSE) for the proposed algorithms has also
been derived. Further this method is modified for detecting MUs. Ma et al. also design loca-
tion aware mechanism access control protocol and show significant throughput gains. There are
two kinds of algorithms for localization: range based algorithms and range free algorithms. The
range free algorithms are less accurate but simple to implement, whereas Range based algorithms
are accurate but complicated to implement. Ma et al. have obtained a simple to implement and
accurate algorithm and term it as semi-range algorithm. They have mainly focussed on how the

MUs are affecting the localization of the PU.

In [18], the MUs first geo-locate the position of the SUs from their sensing reports. This leakage
of the location of the SUs is considered as the privacy leakage of the SUs. The authors in [18]
carry out two steps, namely the privacy preserving sensing report aggregation (PPSRA) and the
distributed dummy report injection (DDRI) protocols to prevent the privacy leakage. These two
steps are together named as privacy preserving CSS. The PPSRA uses cryptographic techniques
with which the FC can get the final result from each SU without needing its calculated individual
value. Subsequently, the DDRI algorithm provides differential location privacy for SUs. In [18§],
a single service provider (SP) has been considered as a central entity serving a group of SUs.
The authors in [79] consider the issue addressed in [18] for the multiple SPs case. In [79], each
SP has a perfect knowledge of the group of SUs being served by it and CSS has been performed
through the SPs. The attacks can be launched by the SUs, by the SPs, and by both. In the

CSS model followed in [79], the information of SUs is shared with every entity in the network.
TH-1605_10610214

26



2.4 SSDF Attacks in CR Communications

Hence, if some of the SPs or SUs are malicious, they can misuse the information to geo-locate
the SUs by their sensing data. This causes compromises in localization privacy and hence the
SUs are unwilling to share their spectrum. The proposed mechanism gives the SUs sufficient

protection for privacy to incentivize them to share their data.

The authors in [80] aim at locating the mobile PUs under SSDF attacks. The accuracy in the
localization of PU is severely affected under the attacks. The objective is to suppress the attacks
from the MUs by tracking the mobile PUs. However, it becomes challenging when the MUs
manipulate the data, because localization largely depends on the sensing results of the SUs.
To face this challenge, the authors propose Sequential mOnte carLo combIlned with shadow
faDing estimation (SOLID) for attack/fault tolerant mobile PUs. This mechanism integrates
sequentially Monte Carlo estimation based target tracking with shadow fading estimation. The
sequential Monte Carlo estimation based tracking uses the sensing reports of the SUs iteratively
to track the location of the PU. The shadow fading estimation part of the mechanisms refers to
estimating the shadow fading correlation in the sensing reports induced by the PU’s mobility.
When the shadow fading estimation is integrated with sequential Monte Carlo estimation based

tracking, the effects of the MUs on localizing the PU is significantly reduced.

In [81], the authors aim to detect the honest SUs in a CSS rather than the MUs. The authors
aim to form a cluster with no MUs with a fast searching algorithm and propose a scheme based
on clustering the honest SUs with a fast sensing algorithm. The proposed fast sensing algorithm
groups the SUs into different clusters. The clusters transmit their decisions about the presence
of the PU to the FC. From the decisions of various clusters, their distances from the PU is
estimated. This estimated distance is compared to the actual distance and the corresponding
error is calculated. If the error associated with a cluster is below a predefined threshold, it is
regarded as honest with no malicious sensor. Such a cluster is categorized as a trusted cluster.
Next, the FC decides the status of the PU channel only with the information shared by the

trusted clusters.

Statistical Test based Approaches : In statistical approaches, the difference in the statistical
properties of the honest SUs and the MUs is observed [49,50]. The MUs transmit fake data to
the FC which can be a constant or any other random value. Hence, the data from the MUs is

likely to follow a distribution different from the SUs’ data. One statistical approach is the outlier
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detection approach where the data from the MUs are treated as outliers [44]. These outliers are

aimed to be detected with various outlier detection methods.

One of the significant works in this regard have been done in [49] where the authors consider dis-
tributed detection in the presence of cooperative Byzantine attacks. These attacks are launched
by Byzantine sensors which have been reprogrammed deliberately to send fictitious observations
to the FC. To counter these attacks, the authors propose to obtain the optimal attacking dis-
tributions for the Byzantine sensors that minimizes the detection error exponent. Subsequently
the smallest error exponent is obtained that signifies the power of the attack. The smallest error
exponent is further used to obtain the minimum fraction of Byzantine attackers that are capable

of damaging successful PU detection at the FC.

In [82], the authors propose an algorithm based on the Kruskal-Wallis test to detect the MUs
without any a priori knowledge. This test is a non-parametric method for testing whether sam-
ples originate from the same distribution. The proposed algorithm uses the statistical differences

between the cooperative decision and the individual SU decisions.

In [42], a Baysian approach is followed to detect the MUs. The authors assume some knowledge
about the strategy of the MUs data to be available with the FC. Since it is assumed that the
MUSs’ strategy is known, the a posteriori probability of their attacks can be known with reverse
engineering on some captured MUs and hence all the MUs are detected subsequently. However,

there is a limitation of having a priori information about the MUSs’ strategies.

The limitation of [42] has been overcome in [19]. Here, the authors consider that the knowledge
about the strategy of the MUs is not available. They show that when the MU attacks individually,
it can always be detected. Attacking individually means that the MUs are not aware about the
responses of the other SUs. When the MUs know or can hear the other SUs, a strategy has been
formulated such that the SUs are never detected by them. The authors formulate a strategy
for the MUs that are never detected. The condition for this strategy is to have the knowledge
P, and Py. The authors point that practically the strategies of the MUs’ cannot be known a
priori, particularly for a system when the MUs can hear the other SUs and modify their attacks
accordingly. Hence, the mechanisms proposed will fail to detect the MUs. To overcome the
challenge of the unknown strategies of the MUs, a data mining technique to detect abnormalities

has been proposed in [19]. This technique is essentially an outlier detection method and does
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not require any a priori information regarding the MUs. The idea of this work is to place the

sensing reports of the SUs in a high dimension space and detect possible abnormalities.

In [83], Srinu et al. study wideband sensing under SSDF attacks. The wideband is divided into
multiple bands. They propose to predict the PU signal status on the multiple bands by integrat-
ing the entropy and cyclic properties of the received signal. The presence of MUs complicates
accomplishing this proposal. The authors aim to eliminate the MUs by designing the generalized
extreme statistical deviate and adjust boxplot methods by using uncertainty and autocorrelation
properties of the signals. It is found that the proposed mechanism is efficient in eliminating the

MUs.

Tang et al. in [84] have aimed to save the CR-mobile adhoc networks (MANETS) from security
risks. The proposed scheme is a bio-inspired consensus algorithm. It takes the inspiration
from self organizing behavior of the birds, fishes, ants, honeybees or other animals in groups.
Engineering algorithms have been formulated on the basis of the behavior of animals in groups
in the existing researches [85-87]. Studying the difference between the communication at the
higher level and the animals at the lower level, the authors generate fundamental insights at the
group decision at the higher level and individual communication. The algorithm makes the use
of the local communication between the SUs. The major advantage of the algorithm is its low
cost. Also the failure of a local SU node does not lead to the failure of the complete system.
The basic requirement of this algorithm is to use the local communication and the group level
communication model to strike out the unwanted signals inserted by the SSDF attacks and then
make the correct decision about the presence of the PU which can be viewed as the multi agent
coordination system. The summary of [84] is that it is local communication added to the global
decision.

He et al. in [88] propose a statistical approach based on identifying the abnormal statistical
spectrum sensing behaviors to suppress the malicious activities. Two hidden Markov models
(HMM) have been adopted for the behaviors of the honest SUs and the MUs. The detection
of the MUs is achieved by differentiating between the models. Due to the abnormal statistical
characteristics, the HMM of attackers will be different from that of the honest SUs. Some
features of the HMM will depict the difference. The algorithm is about inferring those different
features regarded as the HMM parameters to fecilitate the detection of the MUs.
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2.4.2 Passive Methods

In passive methods, the SUs or the FC make changes in their own detection strategies which mini-
mize the damages caused by the MUs [51-54]. Passive methods include reputation based approaches,
game theoretic approaches, and damage suppression. We briefly describe the major works done in

each of these approaches below:

Reputation based Mechanisms: The reputation based mechanisms are mainly followed in cen-
tralized CSS systems [89,90]. In these approaches, instead of directly adding the data from the
cooperating SUs at the FC, a weighted decision rule is followed to implement CSS. The data from
each SU is multiplied by a weight value. The weight value for an SU depends on the reputation
of that SU which is formed by the honesty or trust in its data. The honesty is decided after

observing its consistency with the FC over a period of time.

The authors in [51] consider reputation based sequential CSS for detecting MUs. They have
investigated the existing data fusion techniques for their resistance towards the Byzantine Fail-
ure problem. Then, they propose a new algorithm which uses a variable number of samples
rather than using a fixed number of samples. The sequential probability ratio test (SPRT) [91]
has been extended by introducing a reputation based mechanism to develop the weighted se-
quentially probability ratio test (WSPRT). The SPRT supports sampling a variable number of
observations. If a sensing terminal has low spectrum sensing accuracy, the SPRT can collect
more local spectrum sensing reports. The reputation mechanism is introduced by associating
weights with the likelihood function of each SU. The weights depend on the consistency of the
sensing terminals with decision of the FC. At a time instant, if a sensing terminal is consistent
with the FC, its reputation is incremented by 1. If it is not consistent, it is decremented by 1.
A weight associated with an SU is a non-decreasing function of its reputation. It is seen that

the proposed WSPRT is highly efficient in detecting the MUs.

The authors in [52] aim to restrict the damage caused by the MUs by considering more sam-
ples. They proposed the enhanced WSPRT (EWSPRT) and the enhanced weighted sequential
zero/one test (EWZOT) which are robust against SSDF attacks. The EWSPRT and the EW-
ZOT reduce the sample requirements for suppressing the effects of the MUs. However, the large

number of samples causes high data overhead.
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In [53], a reputation based approach is followed to detect the MUs. The system model contains
multiple MUs and it is assumed that the number of MUs are known. An onion peeling approach,
where the suspicious levels are calculated for each SU, is applied to detect the MUs. If the
suspicious level is less than a threshold then the SU is regarded as honest. If the suspicious level
crosses the threshold, its report is eliminated from decision making. The test is applied till there

are no MUs left in the network.

The authors in [54] study the effects of MUs on CSS. The performance limits of CSS under these
attacks have been analyzed. The authors show that above certain fraction of MUs, it is impossible
for any reputation based attack strategy to counter them. The authors propose a new reputation
based scheme. It is assumed that the attackers do not have the knowledge the other SUs in the
network and are dependent only on their own decisions. The attack prevention strategies also
aim at countering collaborative attacks. The proposed schemes are basically reputation based
countering schemes designed by counting the mismatches between an SU’s decisions and the
FC’s decision. After performing this operation for a period of time, the Byzantines are removed

from the data.

In [89] and [90], the mobile CRNs under attacks have been considered. The existing researches
to mitigate the attacks were proposed for static CRNs. These algorithms for static CRNs cannot
be applied for mobile CRNs, because they need the localization information. If those algorithms
are applied to mobile CRNs, the honest SUs having bad path-loss would be charged. For
mobile CRNs, the authors propose to use two trust parameters location reliability and malicious
intention (LRMI). A high LR signifies the location of an SU having less path-loss whereas MI
signifies to the intention of the SUs. It is observed that the proposed scheme improves both the

MU detection rate and the PU detection.

In [92], the effect of multiple MUs on the energy efficiency along with the detection accuracy of
the CR has been studied. A low overhead symmetric cryptographic mechanism based protocol
to address SSDF attacks under a trade-off between the energy efficiency and the security of the
CRN is given. An optimal number of security bits needed to maximize the energy efficiency
has been derived. The authors show that the effects of MUs on energy efficiency depend on the
fusion rule, which is used to form the global decision.

The authors in [93] rely on the consistency of the system states estimated by each SU. The
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proposed scheme removes the abnormalities in the data of the various sensors irrespective of
the cause of the deviations in the abnormal reports. System states refers to the path loss
exponent [94] and the PU signal power. The MUs do not have control over these parameters.
The authors propose iteRatIve State estimation (IRIS) scheme to detect the abnormalities in
the data. The IRIS scheme does two examinations: the received signal power and the path loss
exponent of the path. By examining each sensor’s result, the scheme finds the measurement
residual, which indicates the deviation of the PU signal power and the path loss from their

normal values.

In [95], the authors use combinatorial optimization identification (COI) [96] to counter the SSDF
attacks. The proposed technique is a complement to the previously proposed IRIS technique.
The authors have studied the attack scenario where IRIS does not work. The IRIS may also
remove a good data sample having a large residual while keeping a compromised data sample.

As a prevention mechanism, the authors propose COI to complement the IRIS.

The authors in [97] mainly design a reputation based classifier to classify the SUs and the MUs.
The classification is based on more than the traditional two divisions of honest and malicious.
Such classification helps to handle the case when different honest SUs have different individual
P;.s and Pys and there are multiple types of MUs. An iterative expectation maximization
algorithm is used to make this classification, calculate global P, and Py, and reliably detect
the PU for the sensing system under the attacks. Their assumption is that the MUs are less in
number than the SUs. Except this assumption, no prior knowledge at the FC has been assumed.
The MUs can be classified on various grounds like having bad signal and channel characteristics.
The MUs have been divided on causing more than one types of attacks. This is done with only
few divisions from the CRs while in traditional reputation based classifiers large number of SUs
cannot classify the SUs perfectly. The proposed mechanism outperforms other reputation based

mechanisms particularly for large number of SUs.

Game Theoretic Approach: In the game theoretic approaches, the CR communication systems
are analyzed with game theory [98-100]. In a general game theoretic set up, the SUs, the PU,
and the FC are regarded as players. Their actions are termed as strategies and the outcome of
their actions are termed as wutilities or pay offs. The benefits obtained by an SU in reporting

honestly and maliciously are termed as honest and malicious utilities respectively. A general
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objective in this approach is to maximize the honest utility and minimize the malicious utility,
so that the SUs do not turn malicious. Some of the major works following this approach are

described as follows:

In [98], the following colluded denial of service (DoS) attacks has been studied: This paper per-
forms the security study from the perspective of the MUs. The colluded malicious activity has
been studied in single and multiple stages. These attacks are performed with a game theoretic
approach. The attackers maximize their utility in a group rather than maximizing their indi-
vidual utilities. In a single stage scenario, a cooperative game is formulated where the malicious
nodes aim to attack as many secondary networks as possible while putting a minimum constraint
on the cost or penalty they have to pay. The theoretical expression for the net pay off has been
formulated for the MUs and the optimal strategy is derived for them. In a multistage discrete
time scenario, the Markov chain model for the dynamic behavior of MUs has been formulated.
The Markov chain models the change of the states. It is proved that as the system reaches
the steady state, the net pay off becomes independent of the switching probability and becomes
dependent on the number of SUs. Finally the authors obtain the optimal number of malicious

users to carry out attacks successfully.

The colluded DoS attacks have been countered in [101], where the effects of coordinated DoS on
identity management (IdM) systems have been minimized. A brief description of this paper will

be given in Damage suppression approaches.

In [99], the authors have investigated an attack scenario where the SUs can access a single
frequency band at a time and they hop among the different channels. They study the commu-
nication between the SUs and the MUs to find the optimum hopping strategy for the SUs using
the Markov decision process. The hopping strategy is aimed towards countering the jamming
attacks. Initially, the analysis is done for a perfect knowledge of the channels. Subsequently,
two schemes have been proposed for the SUs to gain the knowledge of the adversaries. This
knowledge enables them to handle attacks. The authors have also considered the case when
the SUs can use all the channels simultaneously. The anti-jamming game is redefined for this
case and the problem is modeled as Colonel Blotto game where random power allocation is the
defense strategy. These games are zero sum games where players are tasked to distribute limited
resources over several objects. The Nash Equilibrium has been established for this game which
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minimizes the worst-case damage.

In [100], the authors have modeled the jamming and anti-jamming processes as Markov decision
processes. Following this approach, the SUs are able to counter the attacks from the MUs
and maximize their pay-off function. First the authors use first policy iteration [102] method.
However, the method is computationally expensive. Hence, the authors use Q function method

to solve the problem.

Damage Suppression Approach: In this approach, a particular damage caused by the MU to a
specific entity of the SU network is detected and reduced [103-107]. Unlike the above approaches,
it does not depend on detection, localization or down weighing of the MU. The affected entity
can be the PU, the energy harvesting scheme, the channel coordination, the secrecy of the data
etc. Some of the major existing works and their mechanisms have been briefly explained as

follows:

In [103], the SUs get the favor from the PU to use its spectrum only when the SUs secure the
PU communication from the MUs present in the system. Hence, the SUs behave as a jammer for
the MUs. The mechanism has been carried out in two hops: In the first hop the SU transmitter
sends the information to the relay set and the SU receiver acts as a friendly jammer to disturb
the overhearing of the MUs. In the second hop the relay transmits the information to the SU
receiver and the SU transmitter acts as a friendly jammer to disturb the overhearing of the MUs.
In this process, the time duration of each hop, the power of the signals transmitted, and the
relay selection at the second hop are allocated in a manner to maximize the secrecy rate of the
SU subject to the minimum required secrecy rate of the PU. The possibly disturbing SU service
from the perspective of the PU is brought into a rather beneficial service. The main objective of
the work is that the secrecy of the SU should not be compromised. The authors design optimal
relay selection, time allocation, and power allocation for these issues. The schemes are efficient
in protecting the secrecy rate of the SU while at the same time protecting the secrecy rate of

the PU.

In [106], the secrecy performance is investigated in terms of an outage probability. A relay
scheme is proposed to prevent eavesdropping and assist transmission from the CR transmitter
to CR receiver. It is shown that the physical layer secrecy is significantly improved by increasing

the number of relays. An additional security issue is that a CR has the capability to sense the

TH-1605_10610214

34



2.4 SSDF Attacks in CR Communications

environment. This capability can be used to launch attacks. This increases the chances of a
CRN to have more attacks than a normal communication system. The broadcast system also

increases the chances to overhear secure communications.

In [104], the energy harvesting systems have been considered. The issue addressed is that MUs
can also harvest energy for their operations like the honest SUs. In this paper, the authors
have formulated the throughput optimization problem under MU attacks as a Markov Decision
process. Then a new solution based on deception tactics to stop smart MUs has been presented.
Further, a learning algorithm for multiple SUs to find an optimal transmission policy has been

designed. It is shown that these learning algorithms are effective in stopping smart MUs.

The authors in [105] focus on the coordination of channels in spectrum sharing systems in
the presence of MUs. Reliable coordination of the channels is very important in CRNs. This
coordination may be smooth until all the CRs in the SU network are honest. However, if the
SUs start behaving contrary to their channel assignment, then such benefits associated with
the channel coordination are negated. The authors in [105] focus on the dilemmas that occur
in the coordination because of the attacks. The first dilemma is with the PU when it thinks
that the SU is honest. On the other hand, if it thinks that the SU is malicious then it has to
chose a band from a larger set of bands which invites more interferences. Similarly, there are
dilemmas associated with the SUs about what the PU thinks about it. If the PU has a positive
opinion about the SU, then the SU is allowed to transmit on the PU band. However, if the
SU has a malicious image, then it will transmit on the SU band only. Corresponding to these
beliefs, a game has been formulated and a game theoretic approach has been followed to solve
the problem accordingly. The players are the PU, the SU, and the SP. The authors consider an
example of two secondary service providers (SPs) with their own set of SUs. Suppose, each SP
has been allotted a channel. The SPs will be benefitted in protecting its SUs from any possible
interference. Similarly, they will get other benefits in harming the other channels. So, there
are a set of strategies which the SUs can play. This reference also comes in the category of
game theoretic approaches. However, since the authors aim to suppress the damage of SSDF
attacks on the channel coordination, we have explained it in the damage suppression approaches

category.

In [101], the damage caused by the coordinated DoS attacks designed with the mechanism in [98]
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on the identity management (IdM) systems has been minimized. Identity management systems
provide authentication authorities critical data. Through IdM systems, the SUs can authenticate
at the single and multiple domains without providing additional information. IdM systems also
help in reducing the complexity in the management of the data. They benefit many large systems
like cyber-physical systems, smart grids, and vehicular ad-hoc networks. However, coordinated
DoS attacks can severely affect IdM systems. The authors in [101] present Scheme for DoS
Attacks Mitigation by the reOrganization and optimization of the IdM System (SAMOS). This
scheme is based on adaptive reorganizations and optimization of the IdM systems’ components
to thwart DoS attacks. The coordinated DoS attack strategy has been considered from [98] and

SAMOS aims at thwarting it. It is found that SAMOS is efficient in this purpose.

In [107], an attack aware CSS scheme has been proposed for detecting the MUs. An n out of N
decision fusion CSS system has been studied. The proposed method obtains the optimal value
of n by obtaining and applying the attack strength to it. The attack strength has been defined
here as the ratio of the MUs to the total number of SUs in the system. This ratio comes out
to be the probability of an SU of being malicious. The optimal value of n minimizes the Bayes

risk.

2.5 PUEAs in CR Communications

As mentioned in the previous chapter, PUEAs are launched when the MUs attack by transmitting
the emulated PU signal. The PUEAs severely compromise the functioning of the SU network. There
are many existing and ongoing researches to defend the SU network from PUEAs. We categorize the

the major proposed mechanisms as Active and Passive approaches.
2.5.1 Active Methods

The active methods aim at canceling or suppressing the PUE signal by differentiating the power
or a feature of the PUE signal from the PU signal. There are many existing researches based on the
active approaches. We describe some of the major researches here.

The most significant work on detecting a PUE is in [55]. Here the authors have focussed on the
vacant TV bands, since the FCC has recognized the TV bands suitable for the initial application for
CR technology. These TV bands experience lower dynamic traffic compared to the cellular networks.

In this paper, a transmitter verification scheme termed as LocDef (localization based defense) has
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been proposed. In this scheme, the source of the signal is verified for being the PU by observing the
signal characteristics. The location information of the PU has been used to differentiate between the
PU and the PUE signal characteristics. The authors assume a stationary and known PU location.
To implement this scheme, LocDef uses a non-iterative localization scheme. This method primarily
depends on the modeling of the received signal from the PUE.

In [20] , a tag authentication method has been proposed where a tag, dependent of the PU signal, is
added in it. The tag acts as an authentication information of the PU and is transmitted concurrently
with its data. It is added in the PU signal by superimposing a secret modulation in the transmitted PU
signal without requiring additional bandwidth. The main contribution of this work is the designing of
an authentication system in the physical layer. The problem with authentication at the higher layers
is that the PU and the SU need the same protocol. However, it is not possible that the SU and the
PU may always use the same protocol or even have the same layer or network architecture. Hence,
the authors fulfill the need of authentication at the lowest layer so that the higher layers are neither
disturbed by it nor depend on it. In [108], the authors further improve the tagging system of [20] by
making it independent of the PU signal. In the first stage, a tag is developed and in the second, the
developed tag is embedded with the PU signal. At the receiver, the PUE signals are checked for the
tag and if they do not posses it, they are canceled out.

In [21], a mechanism based on finger print detection has been proposed, where some device specific
features like device ID, MAC address, radio-metrics such as amplitude, frequency, and bandwidth etc
are used as finger prints of the PUs. These features are used to determine the number of transmitting
devices in the PU spectrum with a non-parametric classification method. The proposed method is
also non-parametric since the number of devices needs not be known a priori. After forming the
finger prints, the authors adopt the infinite Gaussian mixture model (IGMM) and propose a modified
collapsed Gibbs sampling method to classify the extracted finger prints based on Baysian classification.
In the first module, the authors first check the phase of the signal and the carrier frequency of the
signal because those properties are unique for the transmitter. Then they check the MAC address and
from the MAC ID database, they differentiate it. The second module checks the signal ID. If the PUE
transmits from the same ID but a different finger print, it is detected. It is found that the proposed
classification efficiently detects the PUEs. The proposed mechanism is independent of the number of

transmitters, hence it needs not to be estimated.
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In [57], the PUEs are assumed to have the capability to detect channels which are going to be used
by the SUs and attack accordingly. The authors propose a cooperative mechanism based on sharing
the messages among all the SUs. Each SU calculates a local function, a compatibility function, and
exchanges the information with the neighboring SUs. It calculates its own belief with the help of the
information from all the other SUs. The distribution of the RSS from the PU and the suspect are used
to perform these operations. The belief calculation is performed iteratively until the SUs converge to a
common belief about the PUE. Then, the PUE is detected and its signal characteristics are broadcast
to the CRs in the network. Finally, the SUs are able to avoid the PUE’s signal.

In [109], a game theoretic framework has been proposed to discard the PUEAs. The authors
formulate a non-cooperative multistage game between the SUs and PUEs. The strategy of the SUs
and PUEs are different. The SUs leave the spectrum on the arrival of the PU. But the PUE tries to
interfere with it while also trying to keep the SUs away. A novel belief updating system for updating
the SUs belief about the PUs has been proposed as the game evolves. It is shown that the proposed
belief updating system achieves satisfactory performance for the SUs in terms of recognizing the true
PUs and canceling out the signals from the PUEs.

The authors in [110] consider the two PUs: TV towers and microphones. The transmitters like
the microphones or the mobile transmitters which are moving and have low transmission power. The
relation between the RF signal energy level and the acoustic information of the TV signal which the
PUE is not able to mimic has been exploited to differentiate the PUE from the PU.

In [111], RF finger-printing has been suggested to detect the PUE attackers. Low cost CRs have
been considered for detecting the RF finger-prints in the PUEs. This is mainly an experimental work
which investigates the distortions made by low-end CR receivers in the RF finger prints. The final
conclusion is that RF finger-printing can successfully detect the PUEs only when the CRs have high
end receivers.

In [112], the authors propose a mechanism which does not need any a-priori knowledge of the PU.
The detection of PUE is done by the acquisition and the reconstruction of the signal activity pattern
This technique acquires the activity pattern of the signal through SS. For example the ON and OFF
periods of the signal may be acquired as the activity pattern. Then, it reconstructs the signal with
a signal reconstruction model and checks it for any error. By examining a reconstruction error, the

signals from a PU or a PUE are differentiated. The paper aims to overcome the limitations of location
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based identification and finger-print methods which need knowledge about the signal characteristics
or the location of the PUE.

Pu et el. in [113] detect the motion-related feature vectors of PUs in the FFT of its signal to
differentiate PUE from it. A database where the signal from the PU is given is referred. The authors
record the data from the incoming signal and compare it to the data from the database. For further
classification, they feed this data to a covariance descriptor with the help of a neural algorithm. The
covariance descriptor classifies the incoming signal database with the existing signal database to detect
the PUEs.

In [114], two strategies have been proposed for the detection of the PUEs. The first strategy
is a channel surveillance process to check for the presence of the PUEs. The second strategy is
aimed at detecting new transmission opportunities for the PUEs. An extra sensing process has been
implemented to carry out the second strategy. The PUEs have been categorized as selfish, malicious,
and mized. The selfish PUEs aim for transmitting whereas malicious PUEs only aim to cause problem
for the SUs, like obstructing the operation of the CR network. The mixed PUEs launch attacks in both
the forms. In this process, the channel has been sensed and if an SU signal is found on the channel, it
indicates that it is being used by a selfish PUE. If the FC senses a channel declared busy as free after
the sensing time, that means it was attacked by a PUE. It is found that it is possible to retrieve the
opportunity of using the attacked channel by sensing it again after the sensing time finishes. Hence, an
extra sensing process has been proposed. Essentially, the selfish PUE keeps transmitting throughout
the sensing and the transmission periods of the SU whereas the malicious PUEs transmit only for the
sensing time. The authors have studied this problem with a game theoretic approach. The PUEs
and the defenders are considered players and the Nash equilibrium has been derived for all the three
attackers (malicious, selfish, and mixed PUEs).

Many more existing and ongoing active researches can be found in the literature. However, the
primary limitation of the active mechanisms is the need of at-least one characteristic of the PU or
the PUE signal. This limitation is overcome in the passive mechanisms, which we will explain in the

following section.
2.5.2 Passive Methods
The passive approaches have been applied in two ways:

(i) Suppressing one or more harmful effects of PUEAs on the SU network rather than directly
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canceling its signal with the help of the channel state information (CSI) of the PUE with the

PU or the SU with the PU.
(ii) Avoiding the signals from the PUE using the CSI of the PU or the PUE.

The difference between the passive approaches and the active approaches is that the passive approaches
are independent of the features, the RSS, the external tagging, or the classification of the PU or the
PUE. Secondly, the active approaches may have to make some modifications in their sensing strategies
after detecting the PUE, like canceling its signals. However, the passive approach follow the normal
sensing integrated with a mechanism for the suppression of a particular damage caused by the PUE
signal or its avoidance with the help of CSI. Following are some of the major works with passive

approaches with the above applications:

Suppressing the harmful effects of the PUEAs: The authors in [24] use the channel informa-
tion to minimize the damage caused by the PUEAs to the robustness of a CSS system. The
paper considers a basic cooperative model with an always-on PUE. The expressions for P; and
Py, are obtained for a CSS system where a PUE is present. Then, Py is maximized with a bound
on Py, to obtain the optimal weights for performing CSS. The optimal weights are functions of
the channel gains of the PU and the PUE with the SU. Hence, in this paper, the damages of

PUEASs on the PU detection performance of the SUs has been minimized.

The authors in [58] and [60] investigate the harmful effects of smart PUEAs on the CSS network.
Smart PUEs attack only when the PU is absent. The degradation caused by the PUEAs is
accounted as probability of error P, which is defined as the sum of Py, and 1 — F;. In both
these papers, decision fusion CSS has been considered and both aim at minimization of P,. The
parameter optimized for achieving the minimum P, is the transmission time. The difference
between the works is that the authors in [58] investigate for n out of N decision fusion systems

whereas, the authors in [60] investigate for OR and AND rule based decision fusion systems.

Alahmadi et al. in [115] aim at countering the damages caused by PUEASs on energy harvesting
in an OFDM modulation based CR system. A DTV signal has been considered and the P2
pilot symbols are generated using an advance algorithm for encryption. The main aim of this
research is sum-rate-maximization of the energy harvesting based SU system facing PUEAs.

The sum-rate is the sum of the downlink transmission and the uplink transmission of the SUs.
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Alahmadi et al. minimize the interference of the PUEAs which affect the sum rate for the SUs.

Avoiding the PUE signal: The authors in [116] and [117] combat PUEAs with a game theoretic
approach. It is assumed that the channel statistics like channel availability probability are known
a priori. The proposed idea is that the SUs will escape the PUEAs by randomly hopping on
the available channels. Such random hopping is unlikely to be detected by the PUEs, and hence
they will fail to harm the SUs. However, this creates a dogfight between the PUEs and the SUs.
The work is aimed at studying the dogfight in accessing the spectrum, which refers to random

hopping over the frequency bands to get access to them for their transmission.

The authors in [118] and [119] address the similar objective of [116] and [117] but for an unknown
channel. In [118] and [119], the channel availability probability is unknown, and a blind dogfight
algorithm has been proposed. To solve this issue, the algorithm of the adversarial bandit problem
is adapted. The proposed works are passive defense based on the assumption that there are
multiple channels available. The objective here is to intelligently use those multiple channels to

avoid the PUEAs.

In [120], the PUEs have been viewed as attackers which can behave as a PU or an SU. The
authors assume that the other SUs do not know about their fellow SUs or the PU. To check
their knowledge about the PU or their fellow SUs, a Bayesian game has been formulated which
depends on the SUs’ belief about a fraction of PUs. A policy maker can control the gains and
costs associated with performing or checking for PUEAs. The authors derive conditions for the
Nash equilibrium, the conditions which throw light of some important facts such as whether
the honest SUs will exist with PUEAs, with what probability PUEAs launch attacks, under
what conditions the PUEAs are discouraged, with what probability the radios will challenge the
license of other radios etc. These results can be used to determine appropriate policies to keep

the rate of PUEAs low.

It can be concluded from the literature review above, both the active and passive mechanisms are
being followed to counter the SSDF and PUE attacks. Both these mechanisms have certain advantages
and disadvantages in countering SSDF and PUE attacks respectively. With this background on the

existing works, we proceed to the next chapter which presents our work on individual SSDF attacks.
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3.1 Objective

The SSDF attacks are caused when an MU reports false data or decisions to the FC in a CSS
system. As mentioned in Chapter 2, there are various active and passive approaches to counter the
SSDF attacks. An efficient active approach is based on statistical outlier detection tests. These tests
remove the malicious data by determining their oddness with the rest of the data. One such statistical
test known as Dixon’s test, has been used for the detection of a single MU [121]. In this chapter, we
propose to enhance the efficiency of the Dixon’s test and make it applicable for detecting multiple
MUs. In statistics, an outlier is a data sample inconsistent with the assumed distribution or the model
of the data. The Dixon’s test is a statistical tool to detect an outlier. It was proposed in the year 1950
by Wilfrid J. Dixon [121]. Later in 1951, it was found suitable for chemists in detecting outliers in
small data sets [122]. Statistical tests have been used in Chemistry to detect the outliers in qualitative
and quantitative observations [123]. The authors in [122] found Dixon’s test computationally easier
and accurate for detecting outlying observations in small data sets for chemists. Prior to the proposal
of [122], the statistical tests for large number of data sets were used for smaller data sets also. However,
such an application was found inaccurate, like the student’s t test showing a Gaussian distributed error
for small number of observations [124]. Dixon’s test gained popularity for its use in small data samples
in [122].

Other than applications in Chemistry, Dixon’s test has also been applied in several research works in
communication networks and signal processing. The main advantage of Dixon’s test is its calculational
simplicity. In [125], the authors have proposed a routing scheme based on Dixon’s test named as
Priority-based Hybrid Routing (PHR). PHR assigns different priorities to the deployed nodes based on
their environment. The nodes reporting sudden changes of high magnitude are given higher priorities.
This is because such nodes are possibly subjected to hostile conditions like fire or cyclone. To detect
these nodes, the authors apply Dixon’s test for its simplicity and robustness. The work in [126] is
based on global navigation satellite system (GNSS) positioning of nodes in an indoor environment.
This is done with the help of carrier phase measurements of the transmitting node. These carrier phase
measurements are interrupted by cycle slips. The cycle slips are outliers to the rest of the carrier phase
measurements. The authors aim for a computationally simple mechanism to detect these cyclic slips.
They use several statistical methods but find Dixon’s test to be effective yet simple for detecting

the cycle slips. The efficiency of Dixon’s test over other statistical tests has also been proved in [2].
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In [127], Dixon’s test has been used to design a filter for image soothing and restoration. The paper
uses multilevel median (MLM) filters to overcome the limitations of median filter in preserving thin
line details (TLD). However, the proposed mechanism is not robust to the outliers arising as a result
of the edges. To bring robustness towards these outliers, Dixon’s test has been used for its simplicity
and efficiency. In addition to the MLM filter, one module performs Dixon’s test to find the different
regions of the image. In [2], Dixon’s test has been used to detect an MU in CSS. The limitation of

the scheme in [2] are:

e Inefficient usage of Dixon’s test.

e Inapplicability to the detection of multiple MUs

In this chapter, we propose to overcome the limitations of [2]. We propose two schemes that improve
the outlier detection efficiency of the Dixon’s test and make it applicable to detecting multiple MUs.
The schemes are based on applying the test in multiple overlapping smaller blocks of the cooperating
CR users’ data. Applying the test on multiple blocks enhances the scope of the Dixon’s test to multiple
outlier detection.

The contributions of this chapter are as follows:

e Suggesting optimum group size division of the incoming data for efficient MU elimination.
e Making Dixon’s test applicable to detecting multiple MUs.

e Bringing improvement in the performance of the Dixon’s test without a significant increase in

the complexity.

The rest of the chapter is organized as follows: In Section B.2] we present the system model where
the hypothesis testing problem, the parameters for the evaluation of the schemes, and the attack
process have been explained in detail. In Section B3] we first illustrate the analogy between the
detection of the MUs and the detection of the outliers. Then, we explain the outlier detection tests
that have been used in the literature for detecting the MUs. Section B.4] gives a detailed explanation
of the Dixon’s test for outlier detection. Then in Section B.5, we illustrate the proposed schemes.
Here, we discuss the application of Dixon’s test in our work and the algorithms based on it. In Section
.6 the complexity of the proposed mechanisms has been analyzed. In Section B.1 we present the
simulation results and discuss the outcome of the work in detail. Finally, in Section[3.8 the conclusions

for the work in this chapter have been drawn.
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3.2 System Model

In this section, the binary hypothesis testing problem for the detection of the PU, the performance

evaluating parameters, and the attack process have been explained in detail.
3.2.1 Hypothesis Testing for PU Detection

Consider N SUs located arbitrarily in a region around the PU. The PU spectrum is to be sensed
by the SUs for their usage. There are mainly two types of SS: continuous SS and periodic SS [128].
We consider periodic SS, where the cooperating SUs are allotted with time frames. Each time frame

consists of a sensing period 7" and a transmission period 77 as shown in Figure Bl The spectrum is
One Time Frame

Sensing o . Sensing - . Sensing L. .
Time (T) Transmission Time (T,) Time (T) Transmission Time (T1) Time (T) Transmission Time(T,)

Figure 3.1: Periodic Sensing by SUs

sensed by the SUs during the sensing period 7. This is done with the help of the received signal at
the SUs from the PU band. The decision about the spectrum occupancy can be made by deciding

one of the following two hypotheses [68],
Hypothesis Hi: The PU signal is present.
Hypothesis Hy: The PU signal is absent.

The received signal y;(t) by the ith SU from the PU can be expressed using the above mentioned

hypotheses as

yilt) = (3.1)

where s(t) denotes the PU signal, h;(t) denotes the multipath channel fading component and w;(t) is
the additive white Gaussian noise (AWGN) at the ith SU.
Since, the sensors of the SUs are assumed to be energy detectors, (8I) has to be recast with the

decision statistic as the energy of the received signal. The energy e;(m) of the signal received by the
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ith SU for the mth sensing interval is given by,
(m—1)(T+T1)+T
am) = [ P (32)
(m—1)(T+T1)
Let the mth sensing interval of duration 71" be divided into M samples each of duration T}, such that
MTs = T. The integration in ([3.2) can be approximated by the sum of the squared signal samples.

Thus,
M—

ei(m)~ Y yil(m = 1)(T + T1) + jT,) (3.3)

J=0

—

Since, w;(t) is assumed to be AWGN, e;(m) in (B3] will follow a central chi-square distribution under
Hy and under Hj, it will follow a non-central chi-square distribution with M degrees of freedom [68]

as
2
Xan (i) o Hy
ei(m) ~ s (3.4)
Xom : Hy
where +; is the non-centrality parameter and is the sum of the mean values of the y;(m) samples. Each

SU sends its calculated energy value e;(m) to the FC through an error free reporting channel. The

energies of the N cooperating SUs are fused at the FC as [2]

En(m) = % S etm) (3.5)

At the FC, the calculated En(m) is compared to a pre-determined threshold A [34]. The decision rule
at the FC is given by,

En(m) 2 A (3.6)

It can be seen that En(m) in (B3] will also follow a chi-square distribution as

2 .
En(m) ~ xaun () - Ha (3.7)

Xoarn : Ho
where X% v is the chi-square distribution with 2M N degrees of freedom and -y is the non- centrality

N
parameter given as v = Y 7;. The probability density function (pdf) of Ex(m) under Hy will be,
i=1

MN—1__Exn/2
Ey e /

Jfoun(EN) = NET(N/2)
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while under Hq, its pdf will be given as

e /2 (%)jf2LK+2j(EK)

J

f(Ex,7,2MN) =>"
j=0

The distribution of En(m) under H; is the Poisson-weighted sum of En(m)s under Hy.
3.2.2 Performance Parameters

The performance evaluation of a SS scheme is based on two parameters, the probability of detection

Py and the probability of false alarm Py, [34]. P; is defined as
Py = Pr(Exn(m) > \Hj) (3.8)

and Py, is defined as
Pfa = Pr(EN(m) > )\’HO) (3.9)

An SS system is considered efficient if Py is high and Py, is low. The result of a higher P; is a low
SU interference to the PU, whereas a low Py, results in a higher throughput of the SU system [129].

Note that P; and Py, depend on the choice of A. The optimal value of X is chosen using the
Neyman Pearson method [34]. In this method, a value is fixed for Pf, and the corresponding A\ are
calculated. This calculation can be performed with the closed form expression of Pp,. However, when
evaluating a closed form expression for Py, is not possible or difficult, A is calculated by Monte-Carlo
simulations which have been extensively used in Communications and Signal Processing [130]. In our
CSS model, the e, (m) values reported by the MUs follow a different distribution from the rest of the
data. As a result, random shifts are caused in the Ey(m) values and hence in the Py, and Py values.
This makes obtaining their closed form expressions difficult. Hence, all the evaluations in this chapter
have been done by Monte-Carlo simulations. We implement Monte-Carlo simulations in the following

steps:

(i) Form a set Sy of A values. The values in S) should cover the entire range of the possible

magnitude of Ex(m) under Hy and H; with a high resolution.
(ii) Assume Hj true and calculate a sufficiently large number of En(m) values, say Ng, over H.
(iii) Choose each A iteratively from Sy, and denote the number of En(m) exceeding it by Ng,, .

(iv) Evaluating N, B, /NE gives Py, for that X. Perform this step iteratively until the desired Py, is
TH-1605_ 10610214
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obtained.
(v) After obtaining the desired Py,, save the corresponding A as A,.
(vi) Now, calculate Ng number of Ex(m) values over Hj.
(vii) If the number of Exn(m) values crossing A, is IV, Eu, evaluating N Eu, /Ng gives P,.

The evaluation of an SS system is done by plotting region of convergence (ROC) curves. These curves
show the variation of Py with Py,. For plotting the ROC curves in Section [3.7, we perform Monte-
Carlo simulations with the above mentioned steps over a set of distinct Py, values covering the range
0 < Py, < 1 and obtain the corresponding F; values. However, in order to show the shifts inserted by
the MU data in the Py, and Py curves separately, we have modified the conventional ROC curves by
plotting each of them separately with .

In the next section, we discuss the SSDF attack process followed in this chapter.
3.2.3 The Uncertainty in SS and the Attack Process

The unreliability in SS can be caused due to two causes: the system uncertainty and the malicious-
ness of some SUs. Figure shows the factors responsible for these causes. The system uncertainty is
caused by the receiver noise and the attenuation in the signal from the environmental obstacles. The
environmental obstacles cause small scale fading, large scale pathloss, and shadowing to attenuate the
PU signal. Small scale fading refers to the rapid fluctuations caused in the transmitted signal due
to smaller obstacles like trees, small buildings, etc. These obstacles attenuate the signal by scatter-
ing, dispersing or reflecting it. Large scale pathloss refers to the effects of the transmitter-receiver
distance on the signal. The power of the transmitted signal attenuates with the distance it travels.
This attenuation depends on the path loss exponent. Shadowing refers to the attenuation caused in
the transmitted signal by large environmental obstacles like hills, tall buildings etc. These obstacles
attenuate the transmitted signal by absorbing it. The above mentioned natural causes of attenuation,
if present between the PU and the SUs, prevent the PU signal from reaching the SU receivers in its
original form and power. Hence, they bring uncertainty in SS. As mentioned before, CSS has been
proposed to minimize these natural causes of uncertainty. The idea of CSS is to exploit the spatial
diversity of the environment. An SU may be present in a more faded area while another SU may be

present in a less faded area. When all the SUs fuse their data or decisions to the FC, it can benefit from
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Figure 3.2: Unreliability in Spectrum Sensing
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the SUs present in the less faded areas. This is known as diversity gain. CSS can be performed with
data fusion and decision fusion. Both these CSS mechanisms have their advantages and disadvantages.
Data fusion CSS outperforms decision fusion CSS in terms of accuracy in sensing [36]. Decision fusion
CSS outperforms data fusion CSS in terms of the bandwidth requirements. However, the sole idea of
CSS can fail if some SUs start malfunctioning because of the Byzantine failure problem. When the
Byzantine failure problem is intentional, it means that the SSDF attacks have been caused.

SSDF attacks can be caused by external or internal MUs. External MUs are the SUs not partic-
ipating in CSS. Internal MUs are some of the SUs participating in CSS. The MUs can cause SSDF
attacks in both the data fusion and the decision fusion CSS systems. In data fusion CSS, the MUs
attack by reporting false data. On the other hand, in decision fusion CSS, the MUs attack by reporting
false decisions. In this chapter, we study the attacks by the internal MUs in data fusion CSS.

Consider a frequency band allotted to a PU. Suppose at a given sensing interval n, the band is
not occupied by the PU signal. Evidently, e;(m) in ([8.3]) calculated by the ith SU will be low. We
assume that the MUs can individually make their decisions based on their calculated energies [131].
The cooperating SUs sensing the band will send their calculated energies to the FC. The MUs, after
detecting the low incoming energy e;(m) values, intentionally send higher values to the FC. Hence,
the value of Ex(m) in (B.5) will be higher than its true value. This increases the chances of the FC
making a wrong decision regarding the absence of the PU signal in (B.6), thus increasing the Py,
in (39). This in turn decreases the throughput of the SUs. Similar attack is made by the MUs by
sending low energy values when the spectrum is occupied. This will result into the decrement of the

P, value of the SS system, thereby increasing the interference caused to the PU by the SUs.

3.3 Detection of MUs as an Outlier Detection Problem

The data set reported by the honest SUs to the FC follows a particular distribution. Since, the
MUs are deliberately reporting manipulated data, it likely follows either a distribution different from
honest SUs’ data or the same distribution with different statistical parameters [44]. Hence, the false
data from the MUs appear as outliers in the data-set reported by the SUs. A conventional FC is not
intelligent enough to detect these outliers. Hence, it needs an outlier detection mechanism to detect
them. There are various outlier detection schemes available in literature [126,132-154]. Among these

tests, Grubbs’ tests [126,132-136] and Boxplot test [149-154] have been found suitable and have been
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investigated for the detection of MUs in [44] and [2]. These two tests have been outlined below:
3.3.1 Grubbs’ Test

The Grubbs’ test for outlier detection has mainly two parts: Grubbs’ test 1 and Grubbs’ test 2.
For a data set denoted as eq, e, ..., en, Grubbs’ tests are based on the calculation of the outlier factor

0y, given as
en — €

(3.10)

Onp —
g

where e, is the nth data value, € and o are the mean and the standard deviation of e, values. The
outlier factor in ([B.I0) represents the limit up to which an e, value is not considered as an outlier. It
essentially represents the distance of e, from the mean of ey, e, ..., en. If €, > 0,, €, is considered
as an outlier and the nth SU is identified as an MU.

The major issue in (B.I0) is to estimate € and o. In [44], the Grubbs’ test 1 has been demonstrated

to estimate € and 0. The estimate of € has been given by the bi-weight scale (BWS) estimate as

o — > Wnen

- S

o= { A0 )P0 C)) <

0, otherwise

where

and

S = median{|e, — €*|}

And a robust estimate of o, ¢ is given by,
N Y (en—e)(1—ud)!

. uz <1
7= s(—1+s)
where
s= - - sl
u?
and

e, — e

tn = ¢y median{|e,, — e[}
n

c1 and ¢y are tuning constants whose values have been considered as 6 and 9 [43].

The Grubbs test 2 brings more robustness to the Grubbs test 1 by making use of a time span.
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A new parameter m denoting the time iteration is introduced in Grubb’s test 2. Since our objective
is detecting the MUs, we confine its explanation to the context of CRs. The iteration m represents
the mth sensing iteration in the Figure Bl In [44], the authors use this method by noting that
if the PU status alters frequently, detecting the malicious data can be further improved. This is
because, significant increments observed in the reports of the SUs would suggest that the PU has
begun transmission at the specific iteration. Likewise, when the reports of the SUs exhibit a noteworthy
decline, it suggests that the PU has ceased transmission. The change in the estimations of the SUs, as
the status of the PU changes, can be utilized to identify those MUs which do not show comparative
conduct as the rest of the SUs. However, it is crucial to recognize the iterations showing change in
the data because of the alteration in the PU occupancy, rather than because of the variations in noise
and fading. At each iteration, the e, values having high anomaly are discarded and new é* and & are
evaluated utilizing remaining e,, values. Let’e be the new &* value. Then, the difference between the

‘e at the mth and m — 1th instants will be given as

A

Ney[m] ="eq[m] —eq[m — 1] (3.11)

A positive Ae,[m] means that the PU has arrived. At every detecting cycle, Ae,[m] from the past L
iterations is evaluated. From these L iterations, all the iterations where the PU occupancy has altered
are identified. Out of these changes, L,,/2 highest positive magnitude changes and L,,/2 highest
negative magnitude changes are identified. Let L, denote the iterations where Ae,[m] is positive
with L,,/2 largest magnitudes. Similarly, let L. denote the iterations where Ae,[m] is negative with
L,,/2 largest magnitudes.

The following penalty factors are assigned to each of the SUs as

Po= > (of[m' =1 +o,[mN)+ > (op[m' —1]+0f[m']) (3.12)
m/eL; m/ €L,
where
ZEnlM 1 =CalM | [ml]_ifa (] enlm'] <en[m’
op [m] = 7alm] ] < eolm] (3.13)
0 otherwise
and
76"[”1/}_:6? (] en[m’] >"eq[m’
oy [m] = 7alm] )= el (3.14)
0 otherwise

The disadvantage of the Grubbs’ test is the complication involved in the calculations of the mean

TH-1605_10610214

53



3. Suppression of SSDF Attacks by Multiple Malicious Users

and the standard deviation. Particularly, its usage in SS process can prove to be risky, where a slightest

delay in sensing the spectrum can cause interference to the PU.
3.3.2 Boxplot Test

The second test for outlier rejection investigated in [44] and [2] is the Boxplot test. A box plot is

a quartile grouping of numerical data on the real line as shown in Figure B.3

Q4

Qs

Interquartile
range (IQR)

T

Qo

Figure 3.3: Box Plot method for outlier detection

In this method, the data set of the SUs eq,es,...,en is first arranged in ascending order as
€[1]s €[2), - - - » €[n]- Then, these values are divided into quartiles. Each of the quartiles mark the 25th,
the 50th, and the 75th percentiles of ep), e, .. ., en]. Suppose, Qo, Q1, Q2, @3, and (4 denote the
minimum, first quartile, the median, the third quartile, and the maximum of the data. On a vertical
real line, let us mark Qq, @1, Q2, @3, and Q4. Then, draw a rectangular box between Q1 and Q3
divided into two parts at ()o. Dividing the data in this manner reveals the skewness in it. The vertical
lines extending from the boxes are called whiskers. If the data has positive outliers then its distribution
will show a longer whisker in the positive direction. Similarly, for the data having negative outliers,

the whiskers are in negative direction. The Boxplot test has two thresholds for discarding high value
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and low value outliers. The lower and upper thresholds Q; and @, are formulated as

Q= Q1 — 1.5IQR (3.15)

and

Qu= Qs+ 1.5IQR (3.16)

where QR represents the inter-quartile range. The factor 1.5 has been taken as considered in [155].

The Boxplot test is efficient in representing the skewness in eq, eo, ..., en and the outliers present.
However, its disadvantage is that it presents a very gross analysis of these data values. It only shows
the summary of the groups where the data values are lying while it fails to show the exact data values

and obtain a precise idea about the distance of the outliers with respect to the honest data values.

3.4 Dixon’s Test for Outlier Detection

In [121], Dixon’s test has been introduced for removing outliers in a data sample. This test
investigates the outlier factor associated with each data value. The main advantage of this test is
that the calculation of its outlier factor does not depend on the mean or variance of the data and
that it is considerably simpler than Grubbs and Boxplot tests specially for datasets of small sizes.
The idea of Dixon’s test originates from the testing of the null and the alternate hypothesis (Hy and
H,) where the null hypothesis Hy represents that all the data points in the data set belong to the
same distribution while the alternate hypothesis H; suggests that at least 1 data point comes from
some other distribution. According to Hy, the data set ey, eg,...,en belongs to some distribution F'.
Suppose ey is quite different from the remaining data samples so that it is suspected to be coming

from a different distribution GG. The hypothesis testing problem is formulated as

Hg:ep,e9,...,en belong to F'
(3.17)

Hi:eq,eq,...,en_1 belong to F' and ey belongs to G

Note that Dixon’s test is only applicable to the data sets following the normal distribution. Here,
F ~ N (u1,0%) and G follows a distribution different from that of F or it is normally distributed with
its mean or variance different from F'. To check whether ex belongs to G or not, the strength of the
evidence for Hy or H; is determined by evaluating the log likelihood ratio (LLR) of the data samples

over both the hypothesis [156]. The LLR obtained gives the statistic representing the outlying element
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in the data sample as

e
Ty = = (3.18)
2
where e represents the mean of the data sample eq,es,...,en. Suppose ej,es,...,en are ordered as
e[1]s €[2]s - - - » €[], then it is found that the statistic
_ 6n]
Ty = — (3.19)
€

maximizes the LLR over H; [156]. This was the guiding principle for the formulation of the Dixon’s

test.
3.4.1 Outlier Factor in the Dixon’s Test

Through his empirical evaluations, Dixon observed the following points for data sets of small sizes

having a single outlier:

(i) The distance of the highest value e[y from its nearest data value e|y_y) represents a more robust

measure of the outlyingness of the data sample.

(ii) A test statistic expressed as a ratio of the above distance e;y) — e;y_1] to the range of the data

e[y] — e[y remains invariant of the location (mean) and the scale (variance) of the data sample.

A general expression for the Dixon’s test can be expressed in terms of o, as [156]

i i (3.20)
€ ~ ol

where [a], [0], [c], and [d] represent some order indices between [i] and [N]. This can be seen as a
simplification of the outlier factor in (3I0) for Grubbs test. Interestingly, both the Grubbs test and
the Dixon’s test were published in the same issue of the Annals of Mathematical Statistics. It was
observed in [2], that the Dixon’s test was able to outperform the Grubbs test in detecting an MU.
Further, we demonstrate here that effective application of the Dixon’s test after optimally grouping
the data set into small sizes can enhance its performance in outlier rejection significantly.

For small datasets of sizes 3 to 7, Dixon derived the outlier factor for the Dixon’s test for e[y as

o = LN o3 < N < 7 (3.21)
€IN] ~ €]

For datasets of sizes greater than 7, Dixon empirically formulated the outlier factor for ey as
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NN £5p 8 < N < 10

EIN] €2

oy =q L2 for11 < N <13 (3.22)

€IN] €2

CNITEN=2] £5314 < N < 20
erN] €3] ==

Similar expression for outlier factor e(y) for datasets of sizes 3 to 7 was derived as

_ €2 eq

0[1} € — €
V)~ €]

for3 <N 7T (3.23)
and for the datasets of sizes more than 7, oj;; was obtained as

Mfm“SgNSlO

eIN-117€1]

o =\ gt forll <N <13 (3.24)

E[N—1]—€[2]
B for14 < N < 20

e[N—21—€q]

The outlier factors o] and oy are used to detect the outliers in the dataset.
3.4.2 Calculation of the Critical Value (C,)

The next step in Dixon’s test is the calculation of the critical values. Verma et al. presents a
computational method for the calculation of the critical values in [157]. This method is outlined here:
For independent and identically distributed data samples e, e, ..., ey with e; having the pdf ¢(e;),
the joint pdf is given by

N
per, e, ....en) = H¢(€i) (3.25)
i=1

It is known that Dixon’s test is applicable to only normally distributed data samples. Hence,

B(e;) = 2;02 e (-% (6; 6)2> (3.26)

where € and o represent the mean and the standard deviation respectively. In (B.21H3.24)), it can be

seen that opy] is a function of ep;,en_j, and epy) and is independent of € and o. It is found by
integrating (3.26]) over all the points except (ef;, e;v—;], and ey]). The points (e, e(ny—j1, efny) have

. : o _ (LHofn)v? o5 3efy
been expressed in terms of (t,u, v) by taking the transforms t* = ——~—, u* = —~ and v = e|y]—¢;
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and the pdf of o] has been obtained as

e[N]—v =1/ eny—onv N—j—i-1
Plopy) = E O ] TG f bf( / ¢(t)dt> ( / ¢(t)dt>

i1 Ty (3.27)
€]
< / ¢(t)dt> plepn) — v)o(epn) — opnv)dleny)vdvdey
EIN]TOINIY
For simplification, the following substitutions have been made:
€]~ €[N]~ O[N]V N-r—yl €[N] -1
L(epn, u.v) / 6(t) / (1)t / o(t)dt (3.28)
éNj v EINI O[N]V

and

N! 2 2
™ (i—l)!(N—j—i—l)!(j—l)!\/g\/To[?N] (3.29)

The objective of Verma et al. is to express (8.27) in a form suitable for solving by the Gauss-Hermite

quadrature approach. Hence, the expression in (3.27) is expressed as

00 T 2ut(1
P(on) :Nl/ exp(—uQ)/exp(—tZ)L(e(u),u,v) exp M vidtdu (3.30)
—o0 / 3(1+ o[ZN])

where e(u) = u\/g and v; =t /H%. The numerical integration of u is performed with Gauss-
(V]
Hermite quadrature while for integrating vy, half range Hermite polynomials are used. Finally, the

approximation to ([3.30) is obtained as

ke 2ugti (1 + opny)
N1 anH uk Z WnHH tl ( ) V1, [N])exp y——— V1 (3.31)
3(1+ O[QN])

where uy is the value of the kth abscissa of the nH-degree Hermite polynomial and wy,z(ug) is the
corresponding weight associated. Similarly, ¢; and w,r(t;) are the corresponding parameters for the
nH H-degree half-range Hermite polynomial. The critical values for Dixon’s test are calculated by
integrating (3.31)) for » = 0 to R, and the equation is evaluated using numerical quadrature approach
using the legendre polynomials. The value of R is calculated by the bisection method for a given value
of the cumulative distribution function (CDF) by using the initial values CDF=0, R=0 and CDF=1,
R=1. The table of critical values [158] for different confidence levels has been presented in Table [A.]]
in Appendix A.

The SSDF attacks can be defeated by the proposed schemes, based on the Dixon’s outlier test as
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presented in the next section.

3.5 Proposed Method

The outlier factor for Dixon’s test can be calculated for the data sets of different sizes [156]. The
authors in [2] apply the test on the complete SU dataset at a particular sensing interval. This may at
times prove less efficient for the following reasons: 1) The test is applicable for detecting outliers in
normally distributed data samples [122]. 2) Dean and Dixon [122] observed that the test is efficient
for normal data samples of size 10 or smaller. In average conditions, the number of cooperating users
is likely to be more than 10. 3) The test application methodology in [2] can detect only a single outlier
in data samples at one sensing interval.

In [159], Chernick studied the robustness of the Dixon’s test over data sets of different sizes,
following an assumed underlying distribution. It was concluded that the optimum size of a data set
for the Dixon’s test application, following an assumed underlying distribution, is N = 3, since the test
is robust to the deviation from normality for this data set size.

We rewrite the Dixon’s test expression for oy} for a data set of size 3 by renaming it to of) as

_ €3 T €
O[3 = 76[3} - (3.32)
and
_ 2] —eq]
on = e — e (3.33)

The incoming energy values ideally follow a chi-square distribution. Considering the observations
made in [159], one gets motivated to find a method for applying the Dixon’s test on an energy data
set of size three. Let there be P non-malicious SU energy values indexed as €} (m), e5(m), ..., ep(m),

after the outliers are discarded. The energies will be fused at the FC as,

P
1
Ep(m) = - Z; ¢;(m) (3.34)
=
The new decision rule is given by
H
Ep(m) 2 X (3.35)
Hy

where A is as mentioned in (3.6)). The value of A is determined by fixing (Py,).

TH-1605_10610214

59



3. Suppression of SSDF Attacks by Multiple Malicious Users

After the MUs are detected, (8.8) and ([B.9]) can be re-written as,
Py = Pr(Ep(m) > \H;) (3.36)

and

Pfa = Pr(Ep(m) > )\’HO) (3.37)
The proposed three-point Dixon’s test is applied in the form of two schemes presented below.
3.5.1 Scheme 1: Three-Point Dixon’s Test over Non-Overlapping Blocks

Following the observations made in [159], the natural approach will be to apply the test on non-
overlapping data segments of size 3. The incoming energy data values at the FC are first divided into
groups of 3 each. Then Dixon’s test is applied on each group to detect the possible outlier value in
each group. Each outlier is discarded. Then, the pure values from each group are collected at the
FC and the decision about spectrum occupancy is made. The implementation steps of this scheme is
shown in Algorithm 3.1.

Simulations reveal that applying the Dixon’s test on the blocks of 3 values improves the performance
compared to its application on the whole data set. Also it is verified that the scheme 1 ( the 3-point
Dixon’s test) performs well for detecting upto 20% MUs (Please refer Section B.7). However, as the
number of MUs increases, degradation in the performance of the test is observed. This degradation is
the consequence of the fact that the applicability of the Dixon’s test is restricted to only one outlier
in a group. As the number of MUs in a CSS system increases, the probability of each small group
of three containing more than one malicious value increases. The scheme 1 fails over such groups in
detecting multiple outliers.

The limitation stated above motivated us to propose the three-point sliding window Dixon’s test.
3.5.2 Scheme 2: Three-Point Sliding Window Dixon’s Test

To overcome the drawback of applying the 3-point Dixon’s test on non-overlapping blocks of the SU
energy data (scheme 1), the SU energies are grouped into blocks with maximum overlaps. Thus, for an
intermediate SU energy sample e;, the block {e;_1,e;,e;41} is considered for the 3-point Dixon’s test.
In this grouping, an e; will be a part of three blocks {e;_2,e;—1,¢€;}, {€i—1, €, ei+1} and {e;, €41, €12}
At one boundary of the data segment, the energy values are to be considered in a circular fashion.
This arrangement enhances the detection of both single and multiple MUs.

TH-1605_10610214

60



3.5 Proposed Method

Algorithm 3.1 Three point Dixon’s test on non-overlapping blocks
N : length of the incoming energy data set
e : incoming energy data set
A: Detection threshold
I: Rank of the values of e
Cy: critical value
for i — 2:3:[3x floor(§)—1] do
== [e(i — 1),e(i), e(i + 1)] {Grouping the values}
[Ys, In] == sort(Y) {Sorting the values with indices stored in I, }
__ Ys(In(3)—Ys(In(2
OB] == YVa(Tn(3))—Y-(In(1
__ Ys(In(2))=Ys(In(1
Ol == Y (I.(3))—Ys(In(1
if O[3] > C, then

o(I(¥(3)) ==
end if
if oy > C, then
(1(Y(1)) ==
end if
end for
if mod(N/3) # 0 then
Y, == [e(N —2),e(N —1),e(N)]
[Yvrs’ln] — SO’I“t(Y;)

g) {For suspected high values} and

)
3; {For suspected low values}

orat o Yrs(Un(3)=You(In(2))
[3} Yrs(ln(g))fy’l‘s(l’n(l))
ornr e Yrs(In(2)— Yo (In(1)
[1} Yrs(ln(3))7YTS(I’n(l))

if o3 > C, then
(1 (Y (3))) == 0
end if
if o) > C, then
e(I(Yrs(1))) ==
end if
end if
P = count(e(i) > 0,i=1,2,...,N) {Find the non zero values}
1

N
Ep(m) =5 >_ e(i)
if Ep(m) >
Decide H;
else
Decide Hj
end if
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Under this scheme, each e; will be subjected to the test in 3-point Dixon’s test thrice. If any of the
tests declares e; as an outlier, the ith SU is considered as an MU. The algorithmic steps are described

in Algorithm 3.2.

Algorithm 3.2 Sliding Window Dixon’s test (Three point Dixon’s test on overlapping blocks)
K : length of the incoming energy data set
X : [61 €2 ...eN]
Cy: critical value
A: Detection threshold {incoming energy data set}
rank I=[I1 I5 ...Iy] {index values of the X and Y}
Y = X {Form an array Y having values same as that of X}
fori«+—1: N do
Xsort=sort [ei €(i+1)modN e(i+2)modN]

0[31\}I ; —ﬁjg:j%:ﬁzz:ﬁg {When MUs report high values}

op) = % {When MUs report low values}
if o3 > (), then
Y7(Xu0re(3)) = 0 {MUs reporting high values}
end if
AND
if o[1] > C, then
Y7(X.0re(1)) = 0 {MUs reporting low values}
end if
end for
P = count(Y; > 0,i=1,2,...,N) {Find the non zero values}

N
Ep(n) =YY,
i=1
if Ep(n) > A then
Decide H;
else

Decide Hj
end if

3.6 A Note on the Complexity of the Proposed Schemes

The N-point Dixon’s test involves finding three extreme values. The worst case complexity of
selecting these extreme values is of the order O(N). The 3-point sliding window Dixon’s test (scheme
2) involves sorting of three samples and the test is repeated at N sample points. Thus, the complexities
for finding the extreme values is of the same order (O(N)) in both the N-point Dixon’s test and the
3-point sliding window Dixon’s tests (scheme 1 and scheme 2) applied at N sample points. The
Dixon’s outlier factor oy (or 0[1]) is to be computed once in the N-point Dixon’s test while it is to be

computed N times in the proposed 3-point sliding window Dixon’s test applied at N sample points.
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Thus the proposed method is more complex than the N-point Dixon’s test in terms of the number of

times the Dixon’s quotient is computed.
3.7 Simulation Results and Performance Assessment

A CSS with 20 and 40 SUs is considered for simulations. Simulation experiments were carried out
in MATLAB using the Monte-Carlo method as illustrated in Section to study the performance
of the proposed methods for MU detection. We assume that the SUs are deployed in the transmission
vicinity of the PU, since, our work is based on the assumption that all the SUs will be able to perfectly
receive the PU signal. A BPSK modulated signal is assumed to be transmitted by the PU transmitter
which is subjected to independent Rayleigh fading and additive white Gaussian noise (AWGN) for
each of the receiving SUs. The average receive SNR at the deployed SUs is 2dB. The time T allocated
to the SUs for sensing the spectrum is 0.25s. This sensing time frame is sampled at a frequency of
200 samples/s. Hence, the energy at 50 instants (M = 50 in (33])) has been evaluated for all the
investigations. We allot one flat fading channel to each SU. The channel bandwidth is 1 x 10% Hz.
All the SU channels are assumed to be independent. The average receive SNR of the SUs accounts
for all the transmission parameters. Performance evaluation is done in terms of Receiver Operating
Characteristics (ROC) and the variations of P; and Py, with the detection threshold (A). All the
evaluations are done by observing the capability of a scheme to bring the ROC curves or the P; vs A
and Py, vs A curves of a system affected by the MUs close to the case when there is no MU present
in the system.

The captions used in the figures are as follows:
(i) CSS without MU: A normal CSS system without any MU.
(ii) CSS with MU untested: A CSS system with an MU without any detection test for it.
(iii) N-point Dixon’s test: Test on the whole incoming energy data set (the proposition in [2]).

(iv) Scheme 1 (3-point Dixon’s test (without overlapping)): Three-point Dixon’s test over non-

overlapping blocks.

(v) Scheme 2 (3-point Dixon’s slider test (with maximal overlapping)): Three-point sliding window

Dixon’s test.
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We first show the comparisons of the N-point Dixon’s test with Grubbs’ test 1, Grubbs’ test 2, and
Boxplot test in Figures 3.4 and In both these investigations, N = 20. Similar to [2], we have

considered only one MU in both the investigations.

0.95

—=— 1 MU with 20—point Dixon’s test
—— 1 MU with Grubbs’ 2 test

—v— 1 MU with Box plot test

—o— 1 MU with Grubbs’ 1 test

—+— Without MU B
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P
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Figure 3.4: Comparison of MU detection performance of the N-point Dixon’s tests with Grubbs tests and
Boxplot test in a single high reporting MU case.
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—=—1 MU with 20-point Dixon’s test
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Figure 3.5: Comparison of MU detection performance of the N-point Dixon’s tests with Grubbs tests and
Boxplot test in a single low reporting MU case.

It is seen that Grubbs tests outperform the Boxplot test. Dixon’s test shows better performance
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than either of these tests.
3.7.1 Evaluating the Robustness of the Dixon’s Test over Small Data Samples

In this set of experiments, we confirm the findings of Chernick. The different cases under evaluation
are grouping the data into 3, 5, 7 and directly applying the test on the whole incoming data set, as
done in [2]. Figures and [3.7] show the comparisons when 1 MU is present whereas Figures 3.8 and
show the comparisons for the presence of 2 MUs. Figures and [3.8 show the results for the high
reporting MU case. Figures B.7 and show the comparisons for the low reporting MU case. It can
be observed that in all the cases, the optimum grouping size comes out to be three, thus validating

that the maximum performance is obtained for 3-point grouping test.

0.98

0.96

a® 0.94

0.92 —&— 1 MU with 20—point Dixon’s test|
: ——e— 1 MU with 3 point Dixon’s test
. —%— 1 MU with 5 point Dixon’s test
0.9+ —%—— 1 MU with 7 point Dixon’s test |
—+— Without MU

0.88 — —
107 10 10

Figure 3.6: Comparison of MU detection performance of the N-point Dixon’s tests for N = 3,5,7 and 20 in
the single high reporting MU case.

3.7.2 Performance Evaluation in Suppressing a Single MU

This set of experiments compares the proposed algorithms with the 20-point Dixon’s test in [2].
They are depicted in Figures 310 All these evaluations are for a single MU. Figures 310 and
[317] show the performance in terms of the ROC curves. The purpose of these figures is to study the
achievement of schemes 1 and 2 in bringing the ROC curves close to the without-MU-case. In Figure
310 the MU is reporting high values whereas in Figure B.I1] it is reporting low values. It is seen that

the scheme 1 outperforms the N-point Dixon’s test. Further, the scheme 2 outperforms the scheme 1.
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092 —— Without MU ]
—a8— 1 MU with 20-point Dixon's test
09 —6— 1 MU with 3 point Dixon's test |
—+#— 1 MU with 5 point Dixon’s test
088k —=— 1 MU with 7 point Dixon’s test 4
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Figure 3.7: Comparison of MU detection performance of the N-point Dixon’s tests for N = 3,5,7 and 20 in
the single low reporting MU case.

1
0.98
0.96
0.94
=}
o
0.92 B
q
—&— 2 MUs with 20—point Dixon’s test
0.9 —©— 2 MUSs with 3—point Dixon’s test
—%— 2 MUSs with 5—point Dixon’s test
—=—— 2 MUSs with 7—point Dixon’s test
0.884 —— Without MU
0
0.86 L
1072 10 10°
P

Figure 3.8: Comparison of MU detection performance of the N-point Dixon’s tests for N = 3,5,7 and 20 in
the two high reporting MUs case.
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Figure 3.9: Comparison of MU detection performance of the N-point Dixon’s tests for N = 3,5,7 and 20 in
the two low reporting MUs case.

In Figures we show a more refined form of Figures B.I0 and BIIl The effect of the
MUs is found in the form of shifts in Py and Py, separately. The ROC curves may fail to reveal these
shifts clearly. Hence, in Figures B.I5, we show the variations of Py and Py, separately with A.
These values are compared with that of the CSS without an MU and the CSS with the MU removed
using the 20-point Dixon’s test. The plots show that the proposed schemes outperform the 20-point
Dixon’s test in [2]. It can also be observed that the scheme 2 performs better than the scheme 1. This
is because, in the scheme 2, each SU is subjected to the Dixon’s test thrice compared to once in the

scheme 1.
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Figure 3.10: MU detection of the proposed schemes and the scheme in [2] for a single high reporting MU
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Figure 3.11: MU detection of the proposed schemes and the scheme in [2] for a single low reporting MU
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Figure 3.12: Py, vs A plot for a single MU reporting high value among 20 SUs showing the shift in Py,
reduced with the proposed schemes.
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Figure 3.13: P, vs A plot for a single MU reporting high value among 20 SUs showing the shift in P reduced
with the proposed schemes.

TH-1605_10610214

69



3. Suppression of SSDF Attacks by Multiple Malicious Users
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Figure 3.14: Py, vs A plot for a single MU reporting low value among 20 SUs showing the shift in Py, reduced
with the proposed schemes.
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Figure 3.15: P; vs A plot for a single MU reporting low value among 20 SUs showing the shift in P; reduced
with the proposed schemes.
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3.7.3 Performance Evaluation in Suppressing Multiple MUs

The multiple MUs are assumed to act independently. The performance of both the schemes has
been evaluated. The number of cooperating SUs is taken to be 40. As in these evaluations, the MUs
have been considered percentage wise, we consider 40 SUs to bring more generality in the results.
Once again, the performance evaluation has been done by assessing the capability of the scheme to
bring the values of Py and Py, close to the values when there are no MUs present, for varying A. In
order to clearly depict the shifts in Py and Py, caused by the MUs and the improvements brought by
the proposed schemes, we have plotted them separately with A in Figures B23 Figures
319 show the performance of scheme 1 and Figures show the performance of scheme 2.
Figures B.16] B17, [3:20] and B.21] show the investigations for low reporting MUs and Figures B.I8/3.19,
3221 and [3:23] for high reporting MUs. The scheme 1 performs successfully when the fraction of MUs
is increased up to 20% of the total SUs. The scheme 2 performs excellently when there are 10% MUs
among the total cooperating SUs. It can be seen that the scheme performs well till the fraction of
MUs is increased even up to 30%. Note that the evaluations for 10% MUs was shown in Figures B.8
and [3.91

09
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Figure 3.16: Py, vs A plot for MUs reporting low Values among N = 40 SUs when the PU signal is present,
showing the shift in Py, reduced with scheme 1.
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Figure 3.17: P, vs A plot for MUs reporting low values among N = 40 SUs when the PU signal is present
showing the shift in P; reduced with scheme 1.
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Figure 3.18: P;, vs A plot for MUs reporting high values among N = 40 SUs when the PU signal is absent
showing the shift in Py, reduced with scheme 1.
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Figure 3.19: P, vs A plot for MUs reporting high values among N = 40 SUs when the PU signal is absent
showing the shift in P; reduced with scheme 1.
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Figure 3.20: Py, vs A plot for MUs reporting low Values among N = 40 SUs showing the shift in Py, reduced
with scheme 2.

TH-1605_10610214

73



3. Suppression of SSDF Attacks by Multiple Malicious Users

1
CSS without MUs
0.9 Scheme 2 on CSS with 10% MUs
CSS with10% MUs untested
0.8 Scheme 2 on CSS with 20% MUs
07 Scheme 2 on CSS with 30% MUs
i CSS with 30% MUs untested
0.6 CSS with 20% MUs untested
a° 05}
0.4
0.3
0.2
0.1
(0]
0 25

Figure 3.21: P; vs A plot for MUs reporting low values among /N = 40 SUs showing the shift in Py, reduced
with scheme 2.
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Figure 3.22: Py, vs X plot for MUs reporting high values among N = 40 SUs showing the shift in Py, reduced
with scheme 2.
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Figure 3.23: P; vs A plot for MUs reporting high values among N = 40 SUs showing the shift in Py, reduced
with scheme 2.

3.8 Conclusion

The chapter reported efficient schemes for the detection of malicious users present in a cooperative
spectrum sensing system. It is based on the fact that Dixon’s outlier detection test gives the best
performance on groups of 3 users. Simulation results show that the proposed methods are efficient for
the detection of malicious users present in fairly good numbers. In the next chapter, we will investigate

the case when the MUs collude among themselves and launch attacks.
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4. Collision Penalty based Mechanism for Countering Smart SSDF Attacks

In Chapter 3, we proposed methods to counter the MUs launching independent SSDF attacks.
The schemes proposed in Chapter 3 are effective as long as the attacks are launched independently.
The affect of the SSDF attacks increases severely if the MUs have the capability to collude. Such MUs
can avoid getting detected by the methods reported in the Chapter 3. In this chapter, we extend the
objective of the chapter 3 to countering smart SSDF attacks. The key idea is to identify the various
malicious attacks possible in collusion and prevent them using suitable penalties. A game theoretic
analysis of the proposed method proves that the system attains the Nash equilibrium when all the

SUs are honest.
4.1 Introduction

One important fact that can be concluded from Chapter 3 is that the attack prevention mecha-
nisms essentially need awareness about the level of intelligence of the MUs. They must be capable
enough to break the strategy of the MUs. The designing of the attack prevention mechanisms involves
computational complexities. The complexities increase for countering attacks made with higher intel-
ligence. Higher intelligence also brings colluding capability in the MUs. Recall that in Chapter 3, the
considered MUs attacked independently. They did not have any knowledge about the other SUs or
the other MUs. The SSDF attacks can become more disastrous if the MUs have learning capabilities
to collude among themselves. With such a capability, the MUs can manipulate their reports more
intelligently and the schemes for independent attacks are likely to fail. In this chapter, we propose
a mechanism to counter such smart attacks having colluding capabilities. As mentioned before, CSS
can be performed in a centralized or a decentralized manner. Since, collusion attacks are caused with
more easiness in decision fusion CSS [47], our analysis in this chapter is based on decision fusion CSS.

Collusion attacks have been extensively researched in CRs as well as in other areas of communi-
cations [47,48,61-66]. In [61], a CSS system facing collusion attacks from some cooperating SUs has
been studied. The study of the attack scenario is based on a representative distributed consensus-based
spectrum sensing algorithm. Distributed consensus-based spectrum sensing is a form of decentralized
CSS. It is found that such a system is prone to the covert adaptive data injection attack. These attacks
are caused by the MUs which are capable of adjusting attack strategies according to the decentral-
ized CSS. They can manipulate the sensing results without being caught by conventional detection

schemes. These MUs are some internal SUs participating in the CSS. The damage caused by these at-

TH-1605_10610214

78



4.1 Introduction

tacks is magnified when they are launched in collusion. To counter the collusion attacks, a hash-based
computation verification approach has been proposed. In this mechanism, each SU in the network has
a unique ID and shares a unique key with every neighbor SU. Each pair of neighbor nodes has at least
one common neighbor. There exists a secure neighborhood discovery mechanism, with which each SU
can obtain two-hop neighborhood information. To implement the hash-based mechanism, the authors
propose an iterative algorithm. In the first iteration, each SU reports its measurements to its neighbor
SUs using an authenticated broadcast. After the SU collects all its neighbors’ reports, it computes
an updated information. Then it broadcasts this updated information to all the SUs. The broadcast
contains a hash commitment of its inputs together with its own data. A hash commitment refers to
a cryptographically encoded value which is hidden to the unintended SUs. Consequently, each SU
receives a collection of updated reports from its neighbors. In the second round, each SU broadcasts
the data of all its neighbors collected at the beginning of the first round. Finally, each SU receives a
collection of data from the two-hop neighbors. Then, each SU checks whether the IDs in the collection
are consistent with its stored neighbor IDs and whether its own data and the common neighbours’
data are incorporated in each updated state by recomputing each updated state and commitment.
It also sees that if the verification of an SU fails, the update process is stopped. The goal of this
algorithm is to ensure that the state updates of each SU are trustworthy. With this algorithm, each
SU can securely discover its two hop neighbors. As long as each pair of SUs can share one common
neighbor, the collusion attacks can be identified.

In [62], the authors address the damage of collusion attacks on the information flowing around the
network. The network has multiple copies of information published by multiple users. The authors
asses the quality of the information from each user by evaluating its trustworthiness. A trust model is
presented to evaluate the trustworthiness of the information as well as the users reporting them. This
trustworthiness is based on information provenance which refers to the location history, the source
of its origin, the details of the user reporting it, the details of the various users who have passed or
processed it before it reaches the FC. The FC evaluates the information it receives from the users.
This evaluation is updated repeatedly by considering two factors: information similarity and path
difference. The information from different users has been grouped in sets known as information sets.
Then, the similarity scores between two pairs of information are evaluated and based on it, the MU

is identified. The MU is imposed with a penalty calculated on the basis of the feedbacks based on the
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similarity scores obtained from the different users.

The authors in [63] study the CR security problem in the medium access control (MAC) layer. The
analysis of a CR system in the MAC layer is based on the Markov chain model of carrier sense multiple
access with collision avoidance (CSMA/CA). The CSMA/CA protocols depend on the random yield
of the packets to use the spectrum efficiently. The MUs attack by picking short random yield and
obtaining a larger share of the available bandwidth than the honest SUs. To address this problem,
the authors use game theory and study the systematic cheating of the MUs. The behavior of the MUs
and their effects on CSS is studied. All the cooperating SUs are viewed as players. Both the cases of
a single and multiple attacks have been studied. The strategies of the honest players are arranged as
contention windows, the size of the contention window is seen as their move, and their utilities are seen
in the form of their throughputs. A contention window is a time division multiplexing mechanism. It
refers to a collection of the strategies supposed to be processed on the first come first serve basis. The
MUs break the contention window to gain additional utilities. First a desired point of operation of this
CSS network is obtained such that the PUs do not suffer any collision and the SUs get equal utilities.
Each contention window represents a set of strategies. For each set of strategies, a throughput value
is obtained. Hence, every contention window gives a range of throughput values. The authors aim to
obtain a contention window which gives the maximum SU throughput. It is shown that the desired
throughput is obtained when the system reaches the Nash equilibrium that is also Pareto optimal. If
any of the SUs deviates from its strategy to disturb the Nash equilibrium, it is penalized by all the
cooperating SUs. The penalty any SU imposes on the other SU is the difference of its throughput
from that of the other SU’s throughput.

In [47], the authors first present a centralized collusion attack strategy. This strategy is made
on a two-phase CSS system shown in Figure [£.1] with the help of an integer linear programming to
compromise the decision of the FC. The strategy is named as energy efficient CSS (EE-CSS). The
authors have designed a separate FC for the MUs known as the malicious FC. The MUs fuse their
manipulated decisions at the malicious FC. The proposed strategy aims to attack only when it is likely
to compromise the decision of the honest FC. It is shown that the proposed collusion attack can severely
impact the global Py, and P,,4. A cross correlation filter identifies the difference in cross-correlations
of the sensing reports of the MUs and the honest SUs. This difference in the cross-correlation of the

sensing reports of the MUs and the SUs is used to identify and eliminate the MUs.
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In [48], the authors have formulated a strategy against the jamming attacks. The SUs exploit
the flexible access to multiple channels as the means of anti-jamming defense. First, investigations
are made for the case where an SU can access only one channel at a time and hop among different
channels. This strategy is used to model the system as an anti-jamming game. The authors formulate
a Markov chain based channel hopping defense strategy by observing the interaction between the
honest SUs and the MUs. Then, they propose two learning schemes for the honest SUs to gain the
knowledge of the actions of the MUs. These schemes make the SUs capable of handling cases without
perfect knowledge. The authors also extend the schemes to the scenario where the SUs can access all
available channels simultaneously. The anti-jamming game with randomized power allocation as the
counter strategy has been formulated for this case to make it a Colonel Blotto game, which is mainly
a class of two player zero sum game. Each player has limited resources. The player which donates
the maximum resources to the system finally wins. The paper formulates the case where the SUs can
access all available channels as a Colonel Blotto game to detect the MUs. Finally a Nash equilibrium
is derived for this game which minimizes the worst-case damages.

The authors in [64] have focussed specifically on the internal attacks. A distributed CSS based
on the dynamic reputation model has been proposed to defend these attacks. The reputation values
are used for performing weighted CSS. These values are based on the Vickrey-Clarke-Groves (VCG)
mechanism. This mechanism is a sealed bid auction procedure among different bidders (SUs in the
present case). The bidders report their evaluation of an event without knowing the reports of the
other bidders in the auction. The auction system charges each of the bidders for the harm they cause
to the other bidders. The VCG mechanism satisfies the following two conditions: 1) It should be
incentive compatible and 2) It is individual rational. The condition in 1) means that the SUs should
have no incentive to submit false information. The point 2) means that the rational users are expected
to gain a higher utility form actively participating in the mechanism than from avoiding it. Based on
the VCG mechanism, the authors design an algorithm for defending the system from MUs. In this
algorithm, the application and the allocation of channels are done in two stages. In the first stage,
the base station calculates the best allocation results. Then it allocates the channels based on the
demands from the PUs. PUs can apply for consecutive slots to complete its transmission. In the
second stage, the remaining vacant channels are allocated to the SUs by the the base station. After

the allocation, the base station waits for the users to complete transmission and reallocate channels
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in the next competing slot.

In [65], the authors aim to defend the MUs by collecting information on their reputation in the
long term. A moral hazard principal-agent framework is constructed and an incentive compatible
mechanism is designed to thwart the malicious behaviors of the MUs. This framework offers incentives
to the MUs for not attacking. The authors consider external MUs. A malicious-behavior-resistant
(MBR) mechanism with the above said framework is designed. The analysis of the malicious behavior
is done by observing the utilities of the MUs. A penalty is exploited according to the conditions for the
MUs to choose different malicious behaviors. The malicious behavior analysis provides an important
basis to design appropriate MBR mechanisms. By analyzing the resistance cost of the MBR, methods,
it is concluded that the proposed MBR with SS could provide infinite punishment with resistance cost.
Hence, an optimally joint SS and access mechanisms that provide an appropriately large incentive to
the MUs with the least resistance cost has been proposed.

The authors in [66], have formulated a collision penalty mechanism for two kinds of proposed
attacks naming them as attack and run and stay with the attacks. In the former attack, the MUs
attack in the short term by attacking and running away and in the latter case, the MUs attack in the
long run by staying after attacking and reap the benefits. To thwart these two attacks the authors
have formulated two kinds of collision penalty: the direct collision penalty and the indirect collision
penalty. The direct collision penalty can counter only the attack and run attacks whereas the indirect
collision penalty can counter both the attacks.

The primary limitation in the above mentioned works is that they fail to provide a comprehensive
categorization of the different possible attacks scenarios. The possibilities of attacks in different
scenarios have not been considered in these works. In this chapter, we design a collision penalty
mechanism keeping different attack scenarios in view. Bounds on the collision penalty are designed to
counter the attacks in different scenarios. The effectiveness of the proposed method is proved using
the concepts of game theory.

The rest of chapter is organized as follows: In Section 4.2 we explain the system model and the
assumptions. The decision fusion rule and the parameters for our evaluations have also been explained
in this section. In Section [£3] we begin with our proposed idea. Section [£3.1] presents the first bound
on the collision penalty. In Section L3292l we find the optimal decision fusion rule. In Section [£.4]

we explain the different attack scenarios and derive additional bounds the collision penalty for their
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prevention. In Section 5] a game theoretic analysis of the considered system has been presented.

Section concludes the chapter.

4.2 System Model

4.2.1 System Model and Assumptions

Let there be N SUs performing CSS. Let hypothesis Hy imply the PU is idle and H; imply the PU
is active. The ith SU senses the PU spectrum and reports a decision D; = 0 for Hy and D; = 1 for H;
to the FC. Let Py; and Py; be its probability of detection and probability of false alarm respectively.
The FC makes the final decision using the reports of the SUs and broadcasts it to all the SUs. Again,
we adopt a periodic sensing model for opportunistic spectrum access illustrated in Figure 3] and

again here in Figure [£1l Each time slot consists of two phases:

e Phase 1- CSS: It is the reporting phase. In this phase, all the SUs report their decisions to the

FC which uses them to make a global decision.

e Phase 2- Spectrum Sharing: This is the transmission phase. Based on its decision, the FC
broadcasts 0 when the channel is available for transmission. If it broadcasts 1, none of the SUs

should transmit.

One Time Frame

Phase 1 Phase2 Phasel Phase 2 Phase 1 Phase 2

Figure 4.1: Periodic Sensing

If the phase 1 is divided into m = 1,2, ..., M sensing instants, the received signal y;(m) at the ith

SU by the mth sensing instant is given by

yi(m) = h;s(m) +u;(m) : Hy (4.1)

yi(m) = u;(m) : Hy
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4.2.2 Decision Fusion Rule

There are various decision fusion rules (DFRs) available in the literature [36]. The three DFRs

widely used are:

n out of N rule: Suppose D represents the sum of the decisions of the NV SUs at the FC as

N
D= Z D;, (4.2)
i=1
Then n out of N DFR is given as
H
D Za. (4.3)
Hy

AND rule: According to this rule, the FC decides for the presence of the PU only when all the N

SUs report 1 at the FC. Hence, this rule is obtained after substituting n = N in (£3).

OR rule: By this rule, the FC decides for the presence of the PU if only one SU reports 1 at the FC.

Hence, this rule is obtained after substituting n = 1 in (4.3).
4.2.3 Evaluation Parameters and Conditions

PU and SU utilities (Upy, Usy) : For each successful transmission, we assume that the PU and

each SU gain utilities Upyy and Ugy respectively.

Collision Penalty (Cp) : Collision Penalty Cp is the amount charged on the FC by the PU if is
suffers collision. The FC penalizes the SUs by dividing Cp equally among all of them, irrespective

of an SU being honest or malicious [22].
4.2.4 Assumptions
We make the following assumptions

1: Both the SUs and the FC know the probability of the PU being idle (P(Hyp)) [129].

2: The signal power of the PU is sufficiently higher than the noise power, hence the probability of

successful transmission by an SU in the presence of the PU is negligible [9].

3: The FC follows the n out of N rule for making the global decision, since our study is based on a

general decision fusion CSS.
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4: The PU has a legitimate right over the spectrum while an SU is obliged by the PU to get only a

part of it in its absence. This leads to the assumption Upy >> Ugy.

5: We proceed with the assumption made in [22] that the smart MUs can overhear the decisions of

the other SUs while reporting to the FC.

6: The SU will act maliciously only if it sees a gain in it.

4.3 Proposed Scheme

The proposed scheme finds bounds on C'p for countering smart SSDF attacks
4.3.1 Bound on Cp for Sharing the Spectrum by the PU

The utility point of view demands that sharing its spectrum with the SUs must be more beneficial
for the PU than not sharing it. A CR network has three situations: 1) the SUs are present but do not
cause collisions to the PU, 2) the SUs are present and cause collisions to the PU, and 3) the SUs are
not present. If the PU gets a greater utility in situations 1 and 2 than in situation 3, it will share its
spectrum even in hostile environments. If 7(N) is the probability of collision of the SU with the PU,
then

(1=y(N))Upy +~(N)Cp > Upy. (4.4)

On Solving (44]), we obtain

Cp > Upy (4.5)
Therefore, Cp = Upy is the lower bound for sharing the spectrum by the PU.
4.3.2 Optimal Decision Fusion Rule

In an n out of N decision fusion CSS, Vn € {1,..., N}, there exists an n = nyy which is optimal
in some sense for the system [160,161]. The n = ngy is known as the Optimal Decision Fusion Rule
(ODFR). The FC uses the ODFR for deciding about the spectrum occupancy. The OFDR will be used
for formulating bounds on Cp in different attack scenarios. There have been significant researches
on finding the OFDR [160, 161]. In these papers, the OFDR has been obtained for minimizing the
total error P, = Py, + Ppq, where Py, and P4 are the global probabilities of false alarm and miss

detection respectively. Since, Cp has been proposed for preventing collisions with the PU, it improves
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the throughput of the PU. In the next section, we find an n,, aimed for the maximization of the
SU throughput. The formulation of the SU throughput will appropriately consider C'p such that,
maximizing the SU throughput should not harm the PU.

Let P and P, be the probabilities of error for each SU while transmitting in the absence and
the presence of PU respectively. Assuming n out of N DFR, we formulate the expected throughput
Ey,(n) of the ith SU as

Ey,(n)=P((D<n—1)NH)(1—P.__ )L+ .
P((D<n-)nH){(L- Py S s P, Lo,

As mentioned before, the probability of successful transmission for the SU in the presence of the PU

is negligible, hence P, ~ 1. Therefore, (4.0]) can be written as

SpUsu

Cr

Ey,(n) =P ((D < n—1)N H) =

~P((D<n-1)nH) (4.7)

where Sp =1— P,

e and Perrr = Q (%), d is the distance between the SU transmitter and the
(o.]
. . . . 1 2 . .
SU receiver, o2 is the noise variance, and Q(z) = o xf exp (—%) dt. Since the SUs report binary

decisions at the FC, D follows a Binomial distribution. Expanding (£71) will give

= j ~n—j| SpUsu | NV, ~N—j| Cp
Ey,(n) = P(Ho) | > PR = Pr) — (- P(Ho) > | Pe, (1= Py N
J=0\J J=0\ J

(4.8)

In the above expression, all the parameters except m are known. This simplifies the problem of

maximizing Ey,(n). To find np, the FC sets the penalty Cp = Upy, the minimum penalty possible.

From (4.8), the ratio E%U(?:)l) is obtained as
P(Ho) | 2 | | (= Pp)" | SpS - (1= P(Ho) | 2 P (1= Py )N e
Ey,(n+1) T\ | T\
EUi (n) n—1 N ; .y U n—1 N ; voil o
P(Hy) Pi (1= PN | splie — (1 - P(Ho)) Py (1= Pa) N | U
Jj=0 j =0 j

On simplifying, we get
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EUZ.(TL+1) .
Ey,;(n)
N N
P(Ho) Pg(lfPfi)N_”SpUSTUf(lfP(HO)) P;i(ldei)N—"l“%U
n n (4.10)
A +1
n—1 N X . n—1 N . .
P(Ho)| Y Pl (1=Pp)N 77| Sp U —(1-P(Ho)) | & P (1-Py)N 77 | URU
j= . ¢ j=0 . v
j=0 j J j
K PR (1= Pp)N "~ K Py (1— Fy,)
Ey,(n+1) _ " " +1 (411
EUi (TL) n—1 N -nfl N '
Ki| Y Pl1-P)" 7| - Ky | ¥ Pj (1= Py)N
=0\ 34 7=0\ j

where K; = P(H()SpUsy and Ko = (1 — P(Hp))Upy. The ratio EgiU(_rz:)l) represents the slope of
' EUZ(TH'l) 1

Ey,(n). It can be seen that EEZ(Z:)D > 1 indicates that Ey, (n) is increasing with n, while —z= @]

indicates Ey,(n) is decreasing with n. Expressing (4.11) as

— = A(n)+1 4.12
e = Aln) (4.12)
where
K Pfi(l _Pfi) — Koy Pdi(l_Pdi)
n n
A(n) = — (4.13)
n—1 . N n—1 N . N
K| 2 PAGE—Fry Ay KeYs Py(1—Py)"™
Jj=0 j Jj=0 j

It can be seen that,
>1 if A(n)>0
EUi (n + 1) . .
Eon) ) 1 if A(n)=0
<1l if A(n)<O0

(4.14)

Note that at the value of n where A(n) crosses from a positive value to a negative value, Ey,(n)
reaches its maximum. This value of n will represent the OFDR (n = ngy). Analytically, it is difficult

to find ngy for [@II). We perform simulations in Figures E22HLE] to observe the behavior of A(n).

TH-1605_10610214

87



4. Collision Penalty based Mechanism for Countering Smart SSDF Attacks
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Figure 4.2: Variation of A(n) vs n for N=10
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Figure 4.3: Variation of A(n) vs n for N=18
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A(n)

Figure 4.6: Variation of A(n) vs n for N=28

30

Table 4.1: Ey,(n) at n=N/2—-3ton = N/2+1 for Py, =0.1 and Py, = 0.9

N EUi(N/2_3) EUi(N/2_2) EUi(N/2_1) EUi(N/2) EUi(N/2+1)
10 | 14.8769 15.7944 15.9592 15.8342 14.7203

14 | 15.8523 15.9763 15.9954 15.9816 15.8526

20 | 15.9933 15.9990 15.9998 15.9993 15.994

22 | 15.9976 15.9997 15.9999 15.9998 15.9979

28 | 15.9999 16.0000 16.0000 16.0000 15.9999

In Figures the behavior of A(n) has been shown for different values of N, Py, and P;,. We
obtain K and K» by assuming the values as Upy = 5Usy and P(Hp) = 9P(H;). It can be seen that
the smoothed A(n) curve crosses zero slightly before N/2. This indicates that np is either N/2 — 1
or N/2. Since n is an integer, we may conclude that ny, = N/2 — 1. Tables 1] 2] and E.3] show
the values of Ey,(n) from n = N/2 — 3 to n = N/2 + 1 for different set of Py, and Py, values.

From Tables [41], 42, and H.3 we conclude ngy = N/2 — 1.

4.4 Bounds on Cp for Attack Prevention

Once the ngy is determined, the FC analyzes all the possible malicious strategies of the MUs.
We analyze the attack prevention mechanisms from the perspective of Game Theory. The reward
obtained by an MU after playing maliciously will be expressed as utility. An MU may act maliciously

in either one or both phases of periodic sensing. Any MU can play these strategies in the two phases:
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Table 4.2: Ey,(n) at n=N/2—-3ton=N/2+1 for Py, =0.2 and Py, = 0.8

N [ B, (N2=3) | Bi,(N2—2) | Bi,(N/2—1) | Bo,(N/2) | Bo,(N/2+ 1)
10 | 10.8370 13.9796 14.8384 12.6187 3.8988
14 | 13.9180 15.2601 15.5745 14.8007 11.6085
20 | 15.4842 15.8301 15.9021 15.7315 15.0002
22 | 15.6767 15.8953 15.9396 15.8354 15.3849
28 | 15.9204 15.9751 15.9856 15.9613 15.8545

Table 4.3: Ey,(n) at n=N/2—-3ton=N/2+1 for Py, =0.3 and Py, =0.7

N EUi(N/2_3) EUi(N/Q_Q) EUi(N/2_1) EUi(N/2) EUi(N/2+1)
10 | 5.9655 8.3346 8.8608 0.2156 -19.2084

14 | 9.1807 11.2594 11.3606 6.1683 -6.0810

20 | 12.2285 13.3729 13.5181 10.9295 4.5846

22 | 12.9039 13.8872 13.9766 11.9010 6.7211

28 | 14.2815 14.8599 14.8928 13.7997 11.0489

(H,H),(H,M),(M,H) and (M,M) where H and M represent 'Honest’ and 'Malicious’ strategies
respectively. The only completely honest strategy is (H,H). The activity M in the phase 1 is
reporting a false D; to make the FC alter its decision. If the false D; has not altered the FCs decision,
then it is not considered malicious because none of the honest SUs or the PU will be adversely affected.
The activity M in phase 2 is to disobey the FCs decision. Thus, the MUs know the number of SUs
who have sensed the PU. Suppose n SUs have sensed the PU. Then the utility Gy, (m,n) seen by each
of the m MUs if m MUs transmit during phase 2 is

Gur.(m,n) = P (D :n)ﬂHo)Sp% _p((D:n)mﬂl)C—]\f

(4.15)

A plot of Gyi(m,n) with m MUs transmitting while n SUs have sensed the PU is shown in
Figures [4.7] - These plots are obtained after substituting Cp = Upy in (£I5) for different values
of N. m and n have been varied from 1 to N. As mentioned in the Assumption 6, the SU will act
maliciously only if it sees a positive value for Gy;(m,n). It can be seen in Figures [4.7] - that
Vn < N/2, Gyi(m,n) attains significant positive values. Hence, Vn < N/2, the MUs will become
highly active. More importantly, it shows that setting Cp = Upy at n = ngpy still makes Gyi(m,n)
significantly positive for different values of m. Hence, even if the FC uses n = n,y; for decision making,

the MUs are highly likely to attack. It also indicates that the bound Cp > Upy is not enough to

thwart the attacks and additional bounds on Cp are needed. We make analysis about the possible
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attack scenarios to derive the additional bounds on Cp. Our analysis is based on two scenarios: When

the FC declares H; and when it declares Hy.
4.4.1 Avoiding Malicious Strategies when the FC declares H,

The FC declares H; in the following cases:

(i) When the MUs do not play malicious in the phase 1 and the PU is actually present. In this case
the MUs will play (H, M).

(ii) When the PU is absent and it is forced by the MUs to declare H;. In this case the strategy
played by the MUs will be (M, M).

4.4.1.1 Avoiding (H, M)

This strategy is played when n = n,, SUs have sensed the PU. If n < ngy, and the SUs are
reporting honestly, then FC will never decide H;. For n = 1 in Figure [L7 Gy ;(m,n) is positive for
all values of m. This motivates the MUs for individual or collusion attacks. When n = 5, then it is
positive only for m = 1 and m = 2. No attacks can happen for n = 6. To avoid the MUs playing
(H,M), Cp should make Gy;(m,n)s seen by the MUs which will result in (H, M) lower than zero.
Thus,

P(D:nﬂHO)Sp%—P(D:nOHl)% <0 Vne{l,2... N} (4.16)

P(D:nﬂHO)SpUSUN
P(D=nnNH)m

Cp > ¥ne{1,2,...,N} (4.17)

Let the RHS of (4I7) be the function f(n). The ratio fg%n = (]P;Zg:gz;) is less than 1 as
Py; > Py; .Therefore, f(n) is a monotonically decreasing function in n. Hence, it has the maximum
value at n = 1. We denote this maximum value as C5(H,M). Thus the strategy (H,M) can be

avoided if the following relation is satisfied
Cp>Cp(H,M) (4.18)

Note that C%(H, M) is only the value which corresponds to n = 1. To avoid (H, M) attacks, Cp must

be kept larger than C(H, M).
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4.4.1.2 Avoiding (M,M)

Suppose the PU is absent. The MUs will never play the strategies (H, M) and (M, H). This is
because if they play H in the phase 1, the FC will declare Hy and will allow the SUs to transmit in
the phase 2. Now, playing M in the phase 2 means not obeying the FC, and hence not transmitting.
Hence, by playing (H, M), the MUs do not gain anything. Now suppose they play M in the phase 1.
This will force the FC to decide H; and deny transmissions for the SUs in the phase 2. In the phase
2, the MUs do not gain anything by playing H, which means obeying the FC and not transmitting.
Hence, (M, H) will also not happen for this case. However, they do gain by disobeying the FC and
transmitting in the phase 2. Hence, (M, M) strategy can be played when n < ngy,. On the other
hand, if the PU is present, playing M in the phase 1 means making the FC declare Hy. It will be
useless for the MUs to disobey the FC and do not transmit in the phase 2. Hence, (M, M) is not
possible when the PU is present. The (M, M) strategy is possible only when n < ng,:. Let us consider
the case of N = 10. It can be seen in Figure A7 that Gy;(m,n) is positive for n < ngp. This
motivates the MUs to play (M, M). If ney — 1 SUs have sensed the PU, then a single MU can make
the FC decide H;. Similarly, when n,, — 2 SUs have sensed the PU signal, then at least m = 2
MUs need to collude in order to procure the spectrum by this strategy. We can generalize that when
nept — 7 SUs have sensed the PU, then at least m = r MUs need to collude to attain the spectrum
by this strategy. To avoid (M, M), Cp should be chosen to make the corresponding utilities negative.
Therefore, Vr € {1,...,nop} and Ym € {r,..., N},

P((D:ngpt—r)ﬂHo)Sp%—P((D:nopt—r)ﬂHl)% <0 Vne{l,Q,...,N} (4.19)

P ((D = Nopt — 7“) N HO) SpUsy N B

Cp > =h vne{l,2,...,N 4.20
P T P((D=ngt —r)NH)m (m) ¥n €4 J (4.20
PZopt_r_l(1_Pfi)N—nopt+r+1
1 Pn.opt—T‘—l 1_P, N—nopt+1"+1 +1
h(r+1) _ My _ t(ir d;) . (r+1) (4.21)
h(r) e A A
PCZopt*T(l_Pdi)N—nopt+rr
1 P, (1— Py,
h(?“) Pfi(]‘_Pdi) r+1
~~ ——
R Ry Ra
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Table 4.4: Checking %Rl for different Py, and Py,

Pdi Pfi R

0.57 |1 0.4 | 1.19884
0.58 | 0.4 | 2.0714
0.6 | 0.2 | 6.0000
0.6 | 0.2 | 3.5600
0.6 |04 | 225
0.7 102 |93333

0.7 0.3 | 5.4444

0.7 104 |35
0.8 |10.2 |16
08 [04 |6

0.8 |03 |933
0.9 | 0.3 | 21.0000
09 |04 | 135
0.9 | 0.2 | 36.0000

Using the notations R, Ry and Ry as shown above and noting that Py; > Py; , we see that Ry > 1 and

Ry < 1. So the ratio R can be greater or lower than 1. The minimum value of Ry for 7 € {1,...,nyp}

Pdl(lfpfl)

is % Hence the ratio R > 1 always if % (m

) > 1. The generally desired value for Py, is as low
as 0.1 while that P, is as high as 0.9. We aim at a more general analysis and check the validity of
% (%) > 1 for Pr; < 0.4. It can be seen in Table 44 that for Pr; < 0.4, this relation will be
satisfied VPy; > 0.58.

We consider Py; < 0.4 and Py; > 0.57 as the valid ranges for Pr; and Py; where h(r) is an
increasing function in r always. To avoid any kind of attacks in this scenario, C'p must be greater
than the maximum of h(r). Thus the maximum value is obtained at r = n,y. We denote this value

as Cp(M, M). Note that C3(M, M) only corresponds to the Cp at r = ngp. Therefore, the strategy

(M, M) can be avoided if the following relation is satisfied:
Cp>Cp(M,M) (4.23)

The strategies (H, M) and (M, M) can be avoided if Cp satisfies both (4I7) and (£23). Also consid-

ering C'p = Upy as the lowest bound, we get

Cp > maX(C’;S(H’M) s C;;(M,H)’ UPU) (4.24)
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4.4.2 Avoiding Malicious Strategies when the FC declares H

The FC declares Hy in the following cases:

(i) When the PU is actually absent and the MUs play honestly in the phase 1. The strategy MUs

will be left with in this case is (H, H).

(ii) When the PU is present but the FC is forced by the MUs to decide Hy. The strategy played by
the MUs will be (M, H).

4.4.2.1 Avoiding (M,H)

The MUs try to make the FC decide Hy so that both MUs and honest SUs transmit during phase
2. So (M, H) can happen only when n = n,y; where the FC would have actually decided H;. For the

analysis of this strategy, expanding (4.8)) gives

Eu,(nopt) = P(Ho) [(1 = Py)V| 2285 — (1 — P(Ho)) [(1 = Pa,)Y] S+

P(Ho) [Pr,(1 — Pp)V "] S2st — (1= P(Ho)) [Pa,(1 = Pa)N] Sp+

i

N
.. + P(Hy) Pyl (1 = Py )N (rom ) | Selsu (4.25)
TNopt — 1
N
(1 — P(Ho)) Pror (1 = Py )V lhem =D | G2
nopt -1

Rewriting (@I58 for m = N

Gu,(N,n) = P ((D = n) N Hy) Sp% — P((D :n)ﬂHl)% (4.26)

From ([£.27) and ([.20), it can be seen that Eyj(nept) = Gui(N,0)+Gri(N, 1)+...4Gui(N, ngpe—1).
Similarly Eyi(nept + 1) = Eyi(nopt) + Gui(N,ngpt). We have already seen that Vn € [ngp, ..., N,
Eyi(n+1) < Eyi(n). Hence, Eyi(nopt) > Evi(nop:+1) which shows that Giri(IV, ngpt) < 0. Similarly,
Gui(N,nopt+1), ..., Guyi(IN, N) are all negative. Therefore, as far as the collusion attacks are concerned,
the MUs will never play (M, H). By considering that Cp = Upy, FC sets Cp = Upy.

Figures show that the additional bounds on Cp make Gr;(m,n) negative for almost all
the values of N,n and m. Though n,y can still be seen as shifted from N/2 — 1. Nevertheless, our
aim is to prevent the damage caused by the MUs. It has been accomplished by the additional bounds

on CP.
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for m varying from 1 to 10 (graphs overlapping)]
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Figure 4.13: Variation of Gy ;(m,n) vs n after using additional bounds on Cp for N=10
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Figure 4.14: Variation of Gy ;(m,n) vs n after using additional bounds on Cp for N=15
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Figure 4.15: Variation of Gy;(m,n) vs n after using additional bounds on Cp for N=18
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Figure 4.16: Variation of Gy ;(m,n) vs n after using additional bounds on Cp for N=20
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Figure 4.17: Variation of Gy;(m,n) vs n after using additional bounds on Cp for N=22
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Figure 4.18: Variation of Gy ;(m,n) vs n after using additional bounds on Cp for N=28
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Table 4.5: Values for L(n) for n € [1, 3]

n 1 2 3

Tt = Py | 04268 | 2.3333 | 12.7037

It can be seen from (£.24) that the value of Cp is large, since its lowest bound is Upy. This can
result to the honest SUs stop participating in CSS. To solve this problem, in the next section, we show
with the help of Game Theory that the MUs lose heavily after playing malicious and the proposed
Cp ensures avoidance of any malicious activity and complete safety to the honest SUs from being

penalized unfairly.

4.5 The Best Strategy for the SUs

In this section, we use Game Theory to show that the best strategy for all the users is to be honest.

The considered CSS has three basic elements if viewed as a strategic form game -

(i) A finite set of players SUy, SUs, ..., SUx with actions ay,ag, ...,an. Each a; is either honest or
malicious and is given as a; € (H,M). The play (H, H) is the only strategy under H while
(H,M),(M,H) and (M, M) come under the strategy M.

(ii) The game is defined as J({SU;}, {a;}).
(iii) A utility /payoff function- Gy, (m,n) as given in (A1) is redefined as Gy, (a1, ag, ..., @i, ..., aN).

Our objective is to obtain the strategic profile which brings the game to Nash Equilibrium (NE) and
Pareto Optimality. Such a strategic profile will give the ith player the maximum Gy, (m,n). Let a!
be the strategy of the ith SU at NE, where ¢ = 1,2,..., N. NE is achieved when the ith player does
not regret for its action, given the action chosen by the jth player is a; where j # 4, j € {1,...,N}.

Hence, NE for this game can be expressed as

Gu,(aj,a3,...,a;,....,ayN) = Gu, (a7, a5, ..., @i, ..., aN) (4.27)
a; € (H,M)

The NE will be disturbed if any ith player deviates from action a;.
Using Cp, we have made the utilities gained by even a single MU negative. Moreover, all the

honest SUs also have to suffer a negative utility even if a single MU is present as the FC charges
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Table 4.6: Gy, (m,n) for various n and m with Cp = Upy

n=0 n=1 n=2 n=3
Gy(1l,n) | 1.2536 | -1.3546 | -0.0194 | -0.4694
Gy(2,n) | 0.6043 | 0.5198 | -0.3772 | -0.5206
Gy (3, 0.3879 | 0.2415 | -0.4965 | -0.5376

Table 4.7: Gy, (m,n) for various n and m with Cp = 722

n=0 n=1 n=2 n=3
Gy(l,n) | 0.6488 | -2.8790 | -9.8978 | -8.1526
Gu(2,n) | -0.0005 | -3.7138 | -10.2556 | -8.2038
Gu(3,n) | -0.2169 | -3.9961 | -10.3749 | -8.2208

the penalty equally on all SUs. This implies that the utility gained by each SU when at least one
of them is malicious is negative. Hence, for j # 7 and Va; = H, the only a; which maximizes
Gu,(a1,as, ...,ai,...,an) is H. Hence, NE can be achieved only when a; = H and the strategic profile
which will result in non-negative utility to each SU is (H, H, ..., H). It can also be seen that an NE also
exists Va; = M. However, that will make Gy, (a1, ag, ..., ai, ...,an) negative, hence does not maximize
it. Therefore, the NE obtained with a; = H,Vi € {1,..., N} is Pareto-optimal.

Example:

We illustrate this for the case where only 3 SUs are involved. We assume that each SU has Pg; = 0.70
and Py, = 0.3. We take P(Hp) = 0.9, Usy = 10 and Upy = 5 x Usy = 50. The ratio % = 0.7572.

Table shows that the value of the ratio L(L?:)l) crosses from less than 1 to greater than 1 for the

first time at n = 2. Hence FC decides n,y; = 2. Table shows Gy, (m,n) seen by the SUs for various

n when Cp = Upy. None of the SUs will play (M, H) as Gy, (3,2) and Gy, (3,3) are negative. By
#24), Cp = max(16.23,721.45,50). Let the FC set Cp = 722. The new values of Gy, (m,n) are

Table 4.8: Payoff matrix when the FC declares H;

SU,—H SU, H M
SU; H [(0,0,0) (-4.5,-2.9,-4.5)
M [ (-45-2.9-45) (-4.5,-0.0005,-0.0005)

SU, —M SU, H M
SU, H [(-2.9,-45-45) (-0.0005,-0.0005,-4.5)
M [ (-0.0005,-4.5,-0.0005) | (-0.21,-0.21,-0.21)
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4. Collision Penalty based Mechanism for Countering Smart SSDF Attacks

shown in Table .7l We can see that the utilities which will result in (H, M) and (M, M) have become
negative. Note that even if the utility Gy, (1,0) is positive, none of the malicious strategies will make
the SUs attain this value. Hence, the value Gy, (1,1) = —2.9 is the maximum possible utility when
only 1 MU acts maliciously. Similarly, Gy, (2,0) = —0.0005 and Gy, (3,0) = —0.21 are the maximum
possible utilities when 2 and 3 MUs act maliciously. Table 4.8 shows the payoff matrices when the FC
decides Hi. The value —4.5 is the negative penalty suffered by the honest SUs.

The NEs are obtained for the strategic profiles (H, H, H) and (M, M, M ). However, the strategic
profile (H, H, H) is Pareto-optimal. Therefore the best strategy for all the SUs is to be honest. Thus,

it is proved that Cp can avoid both (H, M) and (M, M) strategies.

4.6 Conclusion

CSS is highly vulnerable to the attacks by MUs. In this chapter, we focused on preventing both
individual and collusion SSDF attacks. The proposed attack prevention method has been developed
in the light of Game Theory. The ODFR that maximizes the throughput of each SU is found out
first. It is seen that the effects of MUs are prevalent at the proposed OFDR. However, the MUs cause
severe damage to the CSS Therefore, all possible malicious strategies of the MUs are identified and
avoided by properly adjusting C'p. It is seen that Cp avoids all the malicious activities. The value
of Cp is large, since its lowest bound is Upy. This can result to the honest SUs stop participating in
CSS. To solve this problem, we show with the help of Game Theory that the MUs lose heavily after
playing malicious. Hence, the proposed Cp ensures avoidance of any malicious activity and complete
safety to the honest SUs from being penalized unfairly. Also, it performs satisfactorily for a system

with any value of n as its DFR.

TH-1605_10610214

104



Countering the Primary User
Emulation Attacks

Contents
Bl PUEAS . « o« ot ot e et et e e e e e [Lod
5.2 Approaches to Combat PUEAs . . . . . ... . ... eeeee.. 107
5.3 System Model, Sensing Mechanism and Parameters . ... ... ... .. [11d
5.4 Maximization of the SU Throughput under PUEAs ... ......... 114
5.5 Obtaining Optimal Weights for Performing CSS . . . ... ... ... ... 117
5.6 Experimental Results and Performance Evaluation . ... ......... 125
5.7 The Reason for usingthe NMA . . . . . . . . . i 136
5.8 Conclusion . . . . . . . . . i i i i i i i e e e e e e e e e e e e e e e e e 137

TH-1605_10610214

105



5. Countering the Primary User Emulation Attacks

In this chapter, we consider the second kind of attack mentioned in Chapter 1 : the primary user
emulation attack (PUEA) [55]. An MU causes PUEA by transmitting emulated PU signals. Such
an MU is known as a primary user emulator (PUE). The honest SUs mistake a PUE’s signal to be
coming from the PU and cease their transmissions. Hence, a PUE misleads the honest SUs about the
licensed spectrum status. The PUE takes the advantage of this situation and starts transmitting on
the spectrum.

We start the chapter with an introduction on PUEAsn in Section Bl Then we briefly describe
about the existing works, their limitations and the significance of the SU throughput maximization
problem in the presence of PUEs in Section In Section £.3, we explain the system model and the
parameters considered for this investigation. Here, we discuss the expression for the throughput of an
SU at the physical layer in detail. Subsequently in Section[5.4] we formulate the maximization problem
of the SU throughput while giving sufficient protection to the PU. In Section B.5, we present the
proposed solution to the problem. We present the experimental results in Section and summarize

the chapter in section

5.1 PUEAs

As mentioned earlier, PUEAs are caused when the MUs transmit emulated PU signals to misguide
the cooperating SUs regarding the spectrum occupancy. The probability of these attacks is high
since the MUs are installed with highly reconfigurable CRs [8]. With the learning and reconfiguring
capabilities provided by the CR, it is not difficult for an MU to modify its air interface to emulate the
PU signals. The SU system is required to differentiate the PU signal from the emulated PU signals,
and it is a significantly difficult task. If an SU system misinterprets a signal to be coming from the
PU, it has to terminate its communication which severely degrades its throughput. The PUEAs can
also increase interference to the PU. Hence, the two major damages caused by the PUEAs can be

categorized as:
e Degradation of the throughput of the SU system.
e Increased interference to the PU.

A successful implementation of the CR technology depends on robust security mechanisms against

the PUEAs. The focus of our work is on the throughput degradation of the SU system.
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5.2 Approaches to Combat PUEAs

There have been two kinds of PUEAs discussed in the literature [24]: always-on PUEAs and smart
PUFEAs. Always-on PUEAs are caused when the MUs transmit seamlessly irrespective of the presence
of the PU. On the other hand, smart PUEAs are launched only when the PU is absent, thus saving
its transmission power. In the following section, we detail about the existing works to counter PUEAs

with their limitations and the problem addressed in this chapter.

5.2 Approaches to Combat PUEAs

As mentioned in the Chapter 2, there have been mainly two approaches in the literature to combat

PUEAs:

(i) Direct approaches: These approaches aim at detecting the PUE. The detection is performed
by identifying its location, differentiating the received signal power (RSS) or its features form
those of the PU. The most significant work on detecting a PUE is in [55], where the authors
have focussed on the vacant TV bands, since the FCC has recognized the TV bands suitable for
the initial application for CR technology. The reason is that these TV bands experience lower
dynamic traffic compared to the cellular networks. In this paper, a transmitter verification
scheme termed as LocDef (localization based defense) has been proposed. In this scheme, the
source of the signal is verified for being the PU by observing the signal characteristics. The
location information of the PU has been used to distinguish between the PU and the PUE signal
characteristics. The authors assume a stationary and known PU location. To implement this
scheme, LocDef uses a non-iterative localization scheme. This method primarily depends on
the modeling of the received signal from the PUE. Liu et al. in [162] aim at differentiating the
PUE signal from the PU signal with the help of cryptography. The challenge in addressing this
problem is that the FCC prohibits any modification to the PU signal. The authors develop
an approach to authenticate the PU signal without violating the FCC norms. The wireless
link signatures derived from the physical radio channel characteristics are integrated with the
cryptographic signatures. To accomplish this, a helper node is kept physically near the PU. This
node serves as a bridge between the PU and the SUs. The SUs first verify the wireless link
signatures of the helper node. Then, they obtain the helper node’s authentic link signatures to
verify the PU’s signals. The drawback of this mechanism is the requirement of the helper node

near the PU. In [163], Pu et. al have used the cyclostationary features to differentiate between
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(i)

the PU and the PUE signals. The classification of the features is done by feeding the signal into

an artificial neural network. The authors aim at the following issues in detecting the PUEAs:

e The inability of the energy detection scheme based spectrum sensing systems in detecting

PUEASs as the PUEs can easily transmit signals with the same energy as the PU.
e Localization based mechanisms being applicable only for static PUs

e Cryptographic signature based mechanisms requiring additional helper nodes near the PUs.

The proposed method has an advantage that it does not need a separate hardware for performing
the cyclostationary feature classification. However, this method fails when the PUE is able to
emulate the modulation scheme of the PU. In [164] and [165], Markov lower bound and Wald’s
Sequential Probability Ratio Test (WSPRT) based methods have been proposed to detect the
PUEs. Both the methods are based on the analytical modeling of the received SU power. The
authors in [56] and [57] have proposed a belief propagation based defense strategy, which uses

the location information of the PU and the RSS from the PUEs.

The primary limitations of the above mentioned works is their dependence on the location
identification, the features and the received power of the PU and PUE transmitted signals.
The location identification based mechanisms distinguish the direction of arrival (DOA) of the
received signal from the PUE and the PU. These mechanisms are efficient as long as the incoming
PUE signals do not have the same DOA as the incoming PU signal. Also, the major requirement
for the DOA differentiation based methods is a directional antenna or antenna arrays on each
SU [166]. On the other hand, if the PU and PUE signals have the same signal power and features,

the feature and RSS based mechanisms fail to differentiate them.

Indirect approaches: These approaches aim at thwarting the PUEAs by suppressing a specific
damage caused by them rather than detecting them. The basis of these approaches is the
estimation of the channel state information (CSI) of the PUE-SU links made in [167]. The
estimated CSI is used to suppress the damage on a specific parameter by the PUEAs. For
example, in [24], the authors use the CSI to reduce the damage caused by the PUEAs on Py of
the CSS system. The authors have considered an always-on PUEA model. A binary hypothesis
testing problem for this model is considered and the expressions for P; and Py, are formulated.

The authors use centralized weighted CSS for making the decision about the spectrum occupancy.
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However, to simplify the calculations of P; and Py,, a modified weighted mechanism has been
followed, where the received signals from all the SUs are weighted first and then summed at
the FC. The FC calculates the energy of the weighted sum of the signals and P; and Py, are
obtained. Then, Py is maximized while keeping a bound on Py,. A bound on Py, is needed since
the ROC curves show that Py and Pr, monotonically increase with each other. On solving this
optimization problem, the weights for performing weighted CSS are obtained. These weights are
capable of suppressing the damage of PUEAs on P;. It is known that the interference to the
PU increases with a decreasing P;. Hence, the authors have aimed at reducing the increased

interference to the PU due to the PUEAs.

Some other major relevant works are [58-60,67], where the authors have used the CSI obtained
in [167] to minimize the total error of decision fusion based CSS systems. The total error is
defined as the sum of Pp,q and Py,. Unlike [24], the authors in [58-60,67] consider a decision
fusion based CSS. Saber et al. in [59] and [58] have obtained the optimal voting rule, the
optimal number of samples needed for individual spectrum sensing and the optimal individual
decision threshold which minimize the total error for the CSS model of smart PUEAs. In [59],
the optimization of the number of samples and optimal voting rule have been presented whereas
in [58], the optimal individual detection threshold has also been presented. The work in [58] is
the extension of [59]. Further, Haghighat et al. in [60] have proposed different threshold values
pertaining to different hypotheses arising in a smart PUEA model. These different threshold
values are obtained with the help of simulations. The work in [60] is mainly an extension
of the reference [67] by the same authors where only one threshold value has been obtained
through simulations to mitigate the effects of the PUEAs. The authors in [168] have proposed a
correlation matrix based detection method to detect the PUEAs. The authors consider the fact
that the receivers closely placed have a high correlation in their received signals. The cooperating
SUs placed closely will receive correlated signals from the PU going through almost identical
fading. Such SUs will not help to exploit spatial diversity for CSS. Hence, the authors investigate
over the receive signal correlation. They propose to select a few SUs with less correlation so that
they can contribute to the purpose of CSS. This is done by forming a correlation matrix of the
signals received by the SUs. After, selecting the few SUs, the MME detection is used to detect

the presence of the PU. The authors assume that the PUE is located near to the SUs. Hence, in
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the process of excluding the users with a high signal correlation, the PUE will also be excluded.

Note that the CSI estimation in [167] does not depend on the DOA, the RSS or the features of the
PU signal. Therefore, the indirect approaches overcome these limitations of the direct approaches.

In this chapter, we follow an indirect approach to maximize the throughput of an SU participating
in CSS in an environment facing PUEAs with a constraint on the interference to the PU. Our aim is to
mitigate the effects of PUEAs on the SU throughput. To the best of our knowledge, this problem has
not received focus in the physical layer. In honest sensing, the maximization of the SU throughput
has been a subject of research [129,169]. However, these references do not consider PUE in their
cooperative model. On the other hand, the existing indirect approaches explained above consider the
PUE in their cooperative models. However, they do not aim at mitigating the damages on the SU
throughput by the PUE.

The objective of our work is to design a robust indirect PUE suppression scheme from the SU
throughput perspective. Similar to [24], we consider the always-on PUEA CSS model and a weighted
CSS scheme for fusing the SU energy data at the FC. An optimization problem is formulated to
maximize the SU throughput with a constraint on the interference to the PU, in a CSS system facing
PUEAs. The problem is solved with the help of the Nelder Mead Algorithm (NMA) [170] to obtain the
optimal combining weights. The optimal weights generated are then used to combine the cooperating
SUs’ data at the FC. Our main contribution is the study of the CSS model in the presence of the
PUEAs for maximizing the throughput of the SUs.

In the following section, we explain about the system model and the parameters considered for the

evaluations in the chapter.

5.3 System Model, Sensing Mechanism and Parameters

5.3.1 System Model

Consider N SUs and 1 PUE in a CSS system as shown in the Figure Il A periodic sensing
scheme is considered for sensing the PU spectrum shown in Figure Let Hy and Hy be the null and
the alternative hypotheses respectively denoting the absence and the presence of the PU respectively
in a PUEA environment. If the sensing time 7" is divided into M sampling instants, the signal y;(j)

received by the ith SU at sampling instants j = 1,2,..., M under Hy and H; can be written as [24]

TH-1605_10610214

110



5.3 System Model, Sensing Mechanism and Parameters

Statiog @%U \
yd /‘é \(\\Z\ -\ @\_ _-
y . |
v / \X Y a k\\

\k’ su Station

<& suU
Primary Ve \/ Q@]

Figure 5.1: Primary User Emulation Attack Model
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(5.1)

where hp,(j) denotes the channel coefficient of the PU-ith SU path, he,(j) denotes the channel co-

efficient of the PUE-ith SU path, z,(j) and z.(j) denote the PU and PUE signals assumed to be

BPSK modulated, u;(j) denotes the noise at the ith SU assumed to be circularly symmetric complex

Gaussian (CSCG) and v, and . the SNRs of the PU to SU and the PUE to SU paths respectively.

Without the loss of generality, the noise power of all the receivers has been assumed to be unity in all

the investigations. hy,(j) and he,(j) are assumed to be constant over one sensing interval and different
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probability distributions are considered for hy, (j) and he,(j) for evaluations in the Section

At the end of T, the ith SU calculates its energy e; as

M
ei = i) (5.2)
j=1

The SUs report their calculated e;s to the FC. The FC combines them to form a global decision
regarding spectrum occupancy. Our aim is to weigh e;s at the FC for the maximization of the SU
throughput. Unlike conventional combination, the FC performs a weighted combination of e;s to

obtain its decision statistic E as

N
i=1
where w1, ws, ..., wy are the combining weights to be optimized for maximizing the SU throughput.

The decision regarding the PU presence is made at the FC by comparing E to a decision threshold
A. A value of E greater than A concludes the decision in the favor of hypothesis Hy, otherwise Hy is
decided. Thus,

E =z (5.4)

5.3.2 Characterization of the Parameters

5.3.2.1 Probabilities of False Alarm and Miss Detection

As mentioned before, the performance evaluation of a SS system is based on two parameters, Py,
and Py,4. Py, is the probability of the FC wrongly declaring a vacant band as occupied. On the other
hand, P,,4 is the probability of the FC declaring an occupied band as vacant. Mathematically, these

probabilities are written as,

P, = Pr(E > M Hy) (5.5)
and
Prqg=1—Pr(E > \H;). (5.6)

A high efficiency of the SS system is ensured by low magnitudes of Py, and P,,4. The evaluation
of Ps, and P, is done by integrating the probability density function (pdf) of E over Hy and H;.
For a large N, E approximately follows a complex Gaussian distribution [129] and the expressions for

Pyq and Py,q are obtained as
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1
where Q(z) = = = The,Pre 1"

2

8@

in Appendix B.
5.3.2.2 Throughput of an SU (G;(w, \))

When the PU spectrum is detected vacant, it is allocated to the SUs depending on the spectrum
allocation policy followed [171]. Without the loss of generality, we assume that for a period of one
time span, the PU band is allocated to one SU [172]. One time span may contain one or more time
frames (I'+T1) as shown in the Figure Our analysis here is confined over one time frame. Hence,
only one SU will be active during all the evaluations. The SU transmits in two cases: 1) when the
FC rightly recognizes the absence of the PU and 2) when the FC misses the presence of the PU.

Accordingly, the effective throughput ‘G;’ of the ith SU will be [129],

Ty

Gi(w,\) = TIT

(002(1 — Pfa(wa )‘))P(HO) X Clz(l o Pd(wa )‘))P(Hl)) (59)

where T" and 717 are the sensing and the transmission times of the ith SU, Cp, and Cy, are the
normalized capacities of the PU channel when used by the ith SU under the hypothesis Hy and H;
and Py(w,\) = 1— P,,4(w, \) is the probability of correct detection at the FC. In the above expression,
the first term inside the bracket refers to the SU throughput when the PU is absent while the second
term refers to the SU throughput when it is present. The normalized channel capacities are given as
Co, = logy(1+ |hi|2'ysHO) and C, = logy(1+ |hi|2'y$H1 ), where h; is the channel coefficient of the ith SU

transmitter receiver link and ~; Hy and s u, are the corresponding SINRs under Hy and H; given as

and s, is the transmit power of the ith SU transmitter and

r)/ — s — Vs ,-Y
SHy |hei|2'Ye+1 ‘hpi‘Q'Yp‘f"hei‘Q'Ye‘f‘l’ s

Py(w, ). Since it is known that, P(Hg) >> P(H;), Cp, >> C1, and 1 — Pgo(w,A) > 1 — Py(w, \),
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the throughput of the ¢th SU is approximated as

Gi (W, )‘) = Tl

~ 7 Co(1 = Pra(w. \)) P(Ho). (5.10)

5.3.2.3 Effective Interference to the PU (I.;¢(w,\))

The interference is caused to the PU by the SUs and the PUEs. If the interference to the PU by

the SU is Igy(w,\) and by the PUE is Ipy g, the total interference Iy(w, \) to the PU is written as
It(W,)\) = ISU(W,)\) + IpuyE (5.11)

where
Isy(w, \) = %s|hi, |* Pra(w,\) x P(Hy), (512)
IpuE = Yelhe,|* x P(Hy)
7s is the transmission power of an SU, . is as defined earlier, h;, is the channel gain of ith SU with
the PU, and h,, of PUE with the PU. It can be seen that Ipyg is not a function of P,4(w,\). It
will be seen further that all the evaluations in this work are concerned only with w and A. Secondly,
the intention of the PUE is to mislead only the SUs. Hence, we assume that it has beamforming

capability to direct its signals only towards the SUs and does not cause a significant interference to

the PU. Therefore, the effective interference to the PU is obtained as
Ieff(w,)\) ~ ISU(W,)\). (5.13)

I.f¢ is not a function of Ipyg. However, Igy is affected by the PUE, since P,,q4(w, A) is an increasing

function of |he,|*ye in (5.8). Hence, the effect of PUE on Igy also appears in Ioyy.

5.4 Maximization of the SU Throughput under PUEASs

As mentioned earlier, our objective is to maximize G;(w, A) in a CSS facing the PUEAs. However,
maximizing G; can increase I.;r. We explore the possible ways to maximize G; and explain how
its maximization can increase I.ss as follows: In (5.I0), it can be seen that G; depends on T7, Cy,,

Pto(w, A), and P(Hp). The maximization of G; can be achieved by the following ways:
(i) Increasing P(Hy), T, and Cy,:

e P(Hy) is decided by the frequency of the arrival of the PU. It cannot be controlled by
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external factors.

T1 depends on the periodic sensing mechanism and its optimization has been an important
subject of research. In the absence of PUE, it has been optimized in [129] for maximizing
the SU throughput. In the presence of the PUE, it has been optimized in the form of
number of samples over T for minimizing the total error in [58]. Note that for one time
frame (T} + T) is a constant. Hence, optimizing T essentially means optimizing 7;. The
problem of optimizing 7" or T for maximizing the SU throughput in the presence of the
PUE has so far not been investigated to the best of our knowledge. However, in the present
work, our aim is only to design a weighted CSS for maximizing the SU throughput. Hence,

the optimization of T is out of the scope of our present work.

The third factor affecting G is Cp, which depends on |h;|*vs 1ys Where s, It

=0

‘hei ‘276 +1°
can be seen that G; can be increased by increasing ;. However, the magnitude of v, cannot
be increased beyond a certain value since there are hardware constraints. From (5.13)), it

can be seen that increasing 7, increases Isy and I.yy.

(ii) Decreasing Py,: It can be seen in (5.I0) Pj, and G; vary opposite to each other. Therefore,

minimizing Py, will maximize G;. The receiver operating characteristics (ROC) curves show

that

Py, also varies opposite to Pq [34]. On decreasing Ptq, Ppg increases. Hence, decreasing

Py, will also increase I.f.

It can be concluded from the above analysis that maximizing G; increases I.;s. Hence, the maximiza-

tion of G;(w, A) cannot be carried out without putting a constraint on I.¢s(w, ). To ensure sufficient

protection

to the PU, we formulate an optimization problem as

maximize G;(w,\)
weR, (5.14)

subject to Iesp(w, ) < Iiﬁ,

where, Iiﬁ is the bound on I.rr(w, ) and R represents the set of positive real numbers. In this

chapter, we will focus only on Py, for maximizing G;. The reasons are as follows:

Py, is more crucial for the maximization of ; : The PUEAs damage the SU throughput in the

form

Pta.
TH-1605_10610214

of interruptions in the SU network operation. These interruptions appear in the form of

The effects of PUE on Py, and P, can also be seen in (B.7) and (5.8).
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Designing weighted CSS : Our aim in this chapter is to design a weighted CSS for SU throughput
maximization while constraining interference to the PU. It can be seen in (5.10) and (5.11]) that

the only terms effective with respect to w and A, are Py,(w, A) and Pp,q(w, A).

Hence, our objective reduces to address the problem in (5.14]) through Py, and P,,q. The problem

in (514) reduces to

minimize Prq (W, \)

—

subject to Pq(w,\) < P,

where % is the bound on P,,4 corresponding to @ The bound I/GEc will involve various factors
present in the expression for I.ss in (5.13). Hence, the calculation of E);l might involve some more
analysis. As of now for the purpose of evaluation, we consider ]5,;{ only a theoretical value which
corresponds to .if\f For avoiding interference to the PU, a general upper bound on P, is 0.2 [173].
For any detection system, the ROC curves show that P,q and Py, vary opposite to each other [34].
On reducing Py, Ppq increases. Suppose, for the optimal weight vector w*, \g is the value of the
threshold when the constraint in (5.10) is Ppq(w*, A\g) = ﬁn:i. If we chose a threshold A < Ag, then
Pra(w*,\) < ]Fn;i and Ppq(W*,A) > Pja(W*, Ag). On the other hand, a A > A\ will violate the
constraint by making Pp,q(w*, \) > 157;[. Hence, the problem in (5.15)) is justified only for an equality

constraint as
minimize Prq (W, \)
subject to Pyq(w,\) = ]ST;.

This is applicable as a general case for any weight vector w. Now, A in the constraint term of (5.10])

can be written as a function of P,,4 by using (5.8) as

Do - h
9.17
= |h1’z‘ Tp 2 ( )
Z Wi (|he [2ye+1 1) (’hez‘ Ye + 1)

Substituting A in (B.I7) into the cost function of (5.16]) transforms the optimization problem in (5.16)

into an unconstrained problem as
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—

minimize Pfq (W, Ppq)

(5.18)
A\ R+
Elaborating (5.I8) gives
1 5 1 X, |hp; 12vp Py P X 2
Q' (1=Pma\| 31 2 (2m+1>(|hei\ Ye+1) +Z wilhp, |*vp
minimize @ =k Nl = .
B2 w2(1420he, 27e)? (5.19)
i=1

W € RJr
5.5 Obtaining Optimal Weights for Performing CSS

The unconstrained non-linear optimization problem in (5.I9]) can be solved with two traditional
approaches: the gradient based and the direct search methods. The direct search methods have
become popular in solving complex optimization problems. In [174], it was observed that for small
scale problems, the NMA [170] converges relatively faster and is easily implementable compared to the
evolutionary computation or gradient based algorithms. Another significant characteristic of the NMA
is its ability to to bring the approximate results even when it fails to converge. These features make
it one of the most preferable algorithms for engineering applications [175], [176], [177]. Therefore, we
apply the NMA to solve the problem in (5.19).

The first step in the application of the NMA is forming the working simplex of the objective
function. The working simplex is formed with K + 1 vertices wqg, w1,...,Wg. W is the initial base

point and vertex w; Vi € {1,..., K} is found as follows [178]:

K
W; = Wy —I— CU; + Z d’l)j, (520)
j=1,j#i
where ¢ = Kf/ﬁ (\/K +14+ K — 1) ,d= Kf/ﬁ ( K+1- 1), s is the size of the simplex (for example

area of the simplex for the 2 dimensional case, volume for the 3 dimensional case and hyper-volume
for higher dimensional cases), and u; and v; represent the unit vectors in the ith and jth directions

respectively.
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5.5.1 Calculation of wy

The choice of wy is crucial for the performance of the algorithm. An arbitrary choice of wy is less
likely to cause the algorithm to converge to w*. A wq nearer to w* results into a lower algorithmic

execution time. In this chapter, we carry out investigations with three choices of wy:

(i) Arbitrary point: wy will be chosen randomly. We denote it as wy,.

(ii) Solution of the existing SU throughput maximization technique: In [129], efficient
throughput maximization schemes were proposed for single sensing and CSS systems without

PUEs. The weight vector obtained for combining the data at the FC were obtained as

|hp1|2 |hp2|2 |hpN|2

~ 9 ~ 5 il ~
Z ’hpi‘4 Z ‘h’pi’4 Z ’hpi‘4
=1 =1 v =1

These weights perform excellently for the maximization of the SU throughput in the absence of

Woe = (5.21)

PUEAs. We denote it as wq_ where subscript ‘e’ represents existing.

(iii) A proposal for initial weight vector:

In the presence of the PUE, wq needs to be redesigned. In this regard, we aim to exploit the PU
to SU and the PUE to SU channels gains. We start with investigating the individual received energies

of the SU, represented as

S | o (m)p(m) + v/Fehes(m)ze(m) + () : H,
E; = m=t (5.22)

M
Z ‘\/ f)/ehei (m)xe(m) + uz(m)‘Q . Hy.
m=1
The individual energies are fused at the FC to form the decision about the spectrum occupancy as

shown in (53). For clarity, (5.3) is rewritten in the expanded form as,
E=wFE +wEy+..+wnEN. (523)

It can be seen in (5.22)) that the energy calculated by each SU depends on its path with respect
to the PU (hyp,) and the PUE (h,,). Different SUs may have good or bad paths with respect to the

PU and the PUE depending upon their locations. For instance, the ith SU may have a good h,,, but
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a bad he,;, whereas jth SU may just have the opposites. Our objective is to use the estimated channel
gains to appropriately scale the energy values of the SUs at the FC.

Under hypothesis Hy, y;(m) in (5.1) consists of the PUE signal and the noise. It can be concluded
from (B.5) that a decrement in the PUE signal power decreases Py,. In (5.23), each SU energy data
has been scaled by some weight factor and added at the FC. Intuitively, a low weight value must be
given to the energy of the SU which is at good channel conditions with the PUE. Mathematically, the
received signal energy needs to be multiplied by a factor which deemphasizes it if it is from a good

PUE-SU path. This will decrease the Py, since under Hy, only the PUE signal and noise are present.

—~ 2 —~ 2
Let hy,, = il and = K:#' be the normalized estimated channel gains of the PU-SU and
_21 |hPZ ‘4 '21 |hei |4

the PUE-SU paths available at the FC. We propose to weigh the ith source’s energy as

1
he,

On the other hand, from (5.6), giving high weight value to the energy data of SUs having good

channel condition with the PU will ensure the decrease in P,,;. Therefore, we can consider

wo, X hp,. (5.25)
Combining (.24 and (5.25]), we get N
wp, X ==, (5.26)
e
so that,
hy,
Wo,; = Klg, (5.27)

€

where K is the constant of proportionality. Without the loss of generality, we keep K1 = 1. The

proposed initial base point in this case denoted by the vector w, can be obtained as,

hpy P, hp

Wop = [%%ﬂ] . (5.28)
hey he, he

It can be seen that wq, exploits the virtue and the adversity of the SU channel conditions with the

PU and PUE. At every sensing instant, each SU reports the calculated energy value to the FC. It is

assumed that the reporting channels are error free. Note that the channel estimation errors have also

been ignored here.
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Let us first compare the performances of wq, and wq. by directly using them as weights for

weighted CSS. Substituting wq,, into (5.19) gives Py, as

N —_—
_ hl |, | 2 I,
- m\/ > o (20 4 1) (e + 10 + X Bl g

Pfa(WO’Pmd) = Q

\/ z Fur, (14 2l 29,
(5.29)
which is further substituted in (BI0) to give G;(w, A).

Figures have been plotted for checking the suitability of wg,. These evaluations use the
average SU throughput and average interference to the PU values (as shown ahead in (532) and
(533)). The plots show the variation of the average SU throughput over the average interference
values to the PU, the received PU SNRs at the ¢th SU, and the number of cooperating SUs. The
comparison has been made for the initial weight vector w. in (5.2I]) and the proposed weight vector
wop in ([B28). It can be seen that performing CSS with wo, in (5.28) performs better than when

performed with wg, in (5.21]).
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Figure 5.3: Plot of the G;(w, ) vs I.sf(w,\)

5.5.2 Obtaining wx

After obtaining wg, the working simplex is formed with the expression in (5.20). The values of

Pfa(w,ﬁn;l) in (5.29) are compared at the points wg, wq,...,wg. Then, these values are sorted in
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Figure 5.4: Plot of the G;(w, \) vs PU SNR (at I.sy = 0.0695W)

ascending order. If w(g), w(1), ..., W(g are the vertices at which Py, (w, ]5,;1) comes in ascending order,
then

| .

Pya(W(0)s Prud) < Pra(W(1y, Prad) < - < Pa(W(x), Prma)- (5.30)

In the next step, the points wg), wx_1), and w(g) are chosen. Since Pfa(w,ﬁn;l) has the lowest
value at the point w gy, this point is the best available vertex and is denoted as wp. Similarly, w1
and wg) are the second worst and the worst vertices and denoted as wg and wyy. The working
simplex is shown in the Figure All the vertices except wp, wg and wyy lie on the line adjoining

wg and wpg.
The next step is the calculation of the centroid ‘c’ of all the points except wyy. ¢ is evaluated as

] X

c= i:(%;w Wi. (5.31)
Now, with each iteration, the simplex moves towards wx*. The iterations involve the following opera-

tions:

(i) Reflection: This operation gives w, which is in the opposite face to wyy. Since, Py (w, ]Sn;l) has
the highest value at wyy, it expectedly has the lowest value at w,.. The reflection point is found
as, wy = (1 + a)c —awy. If Pfa(WBaFr;i) < Pfa(wraf/)n:i) < Pfa(WSaf/)n;l)a wyy is replaced

. . . . Durc .
with w,. and the iteration is terminated. Here, a = 5= where D,, represents the distance
WWC
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Figure 5.5: Plot of the G;(w,\) vs N (I.sf = 0.0758)

between points x and y.

—

(ii) Expansion: If the reflection point gives a new minimum as Prq(W;, Prd) < Pre(WB, ]5,;1), then,

the expansion point is calculated with the relation, w, = ww, + (1 — w)c. If Pfa(w67 ]gm\d) <

—_

Pto(WpB, Pra), Wi is replaced by we. If the case is opposite, wyy is replaced by w, and the

. . . D
reflection process is started again. Here, w = F2<°.

WrcC

(iii) Contraction: If Pgq (W, ]5721) < Pyo(wy, ]gm\d), where, i € {0,...,K},i # W and Pfa(w,«,lg-n;l) <

Py (W, ]5721), the contraction point needs to be calculated. The contraction point may lie inside

or outside depending on the following conditions:

o If Pfa(we,1%)<Pfa(wr,1§n;)<Pfa(wB,1%), the contraction point is found as, w,,,, =
c+ B(w, —c).
o If Ppo(wy, 15,;1)>Pfa(ww, ]5,:01), the contraction point lies inside and is given by the equa-

tion, we,, = ¢+ B(wy — c).

— DWeC
Here, 6 = po—

(iv) Shrink: If the contraction conditions fail, each vertex except Pfa(wB,F,;j) is replaced by the

point Py, (w;, ]5721) = 5Pfa(wiaﬁr-n\d) + (1 — 5)Pfa(wBaﬁ7-n\d)- The simplex is said to shrink by

the parameter 6.
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W,, Wjg

Figure 5.6: Working simplex with reflection, contraction and expansion points

A fixed value of 0.5 is recommended for the shrink coefficient () in [170].

The last stage is the termination of the iterative process, and is decided by the following conditions:

(i) The domain termination test: This termination criterion depends on the difference in the vertices

with largest and the smallest function values.

(ii) The function termination test: The decision of this criterion is based on the minimum difference

between the smallest and the largest function values at the vertices of the simplex.

(iii) Maximum iterations and function evaluations test: At the beginning of the algorithm, the max-
imum number of iterations for the algorithm to converge has to be specified. If the number of
iterations or the number of function evaluations at an iteration exceeds the specified maximum

value, the algorithm stops and the final value obtained is to be taken as the optimal value.
We have showed the overall operation of our mechanism in the Algorithm 5.3.

5.5.3 Average Throughput and Interference
5.5.3.1 Average Throughput

The average throughput can be calculated as
E[G(w,\)] = ///G(w, A) f(hi) f(hyp,) f(he;)dhidhy,dhe, , (5.32)
00 0

where f(.) denotes the pdf, the channel gains hy,, he, and h; are assumed to be independent and

Rayleigh distributed.
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Algorithm 5.3 Designing CSS for defending the damage of PUEAs on SU throughput

Input N, ]3,;1, P(Hy), P(Hy), Maximum Iterations Itr, Number of sensing time frames Ng,Index
values Ix, o, B, w, and
for i +— 1: Ng do
e : incoming energy data set
Calculate wo,, from (5.28)
Calculate ¢ from G310
Pfa — Pfa(WaPmd)
Pyo(Ix) = sort(Py,)
w k) = W(Prq(Ix)) {Weights corresponding to the sorted Py, values}
Chose w(g), W(x_1), and w g
Form simplex with (5.20)
Motion of simplex towards w
for j < Itr do
Perform reflection, expansion, contraction,shrink operations as mentioned in Section
Test for the termination criteria based on domain, function, maximum iterations, and maximum
function evaluation

* shown in the following loop

N

If algorithm terminated, perform E = ) w!E; {w* is the numerical optimal weight vector
i=1

generated by the simplex}

end for
end for

5.5.3.2 Average Interference

The average interference is calculated as

E[Ls(w,\)] = / / / / Adhy,dh;, dhe, dh, (5.33)
0 0 0 O

where
A= eff(W, )‘)f(hei)f(hpi)f(hep)f(hip) (5.34)

and he,, hy,, he, and h;, are assumed to be independent and Rayleigh distributed.

The Algorithm 5.3 generates numerical values of w* at every iteration. In such a case, it is not
possible to evaluate E[G(w, )] and E[I.¢(w, \)] in closed forms, since it requires the analytical model
of w*. Therefore, E[G(w,\)] and E[I.¢f(w, )] have been evaluated by Monte Carlo simulations with

the experimentally generated numerical values of w*.
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5.6 Experimental Results and Performance Evaluation

The PU signal is considered to be BPSK modulated with a bandwidth (BW) 1 MHz (data rate
1 Mbps). The sampling frequency for energy detection is taken twice the BW, that is M = 2 x 10°.
The sensing time T' is taken to be 1 ms. The number of samples per sensing interval are 5100. The
characteristics of the PUE signal are considered similar to the PU signal.

The evaluations are based on the results derived in (5.17), (5.19) and (5.29). P(Ho) and P(H;)
are assumed to be known a priori, in a particular geographical area or in a given time span and are
taken as 0.8 and 0.2. Since, a unit noise power has been considered in all the evaluations, the transmit
powers of the PU, PUE or the SU equate their transmit SNRs 7,, 7., and 7, respectively. The noise
at the SU receivers is considered to be CSCG distributed. In the Figures and [(.4 the number of
cooperating SUs was taken as 5 and the total time (7" + 77) as 100 ms.

An upper bound of 400 on the number of iterations has been considered for the application of the
NMA. The maximum number of function evaluations allowed per iteration has been taken as 1000.
The termination criteria for function and domain tests are kept as low as 10~ and 1072 so that the

solver may not fail to recognize convergence.
5.6.1 Static Transmitters and Receivers

In the subsequent experiments, the performance assessment of different weighted CSS schemes has
been carried out. Figure 5.7 shows the comparison of G(w,\) and I.f¢(w,\) for large number of
obstacles present on the PU-SU and the PUE-SU path. The presence of large number of obstacles
result into severe fading on these paths and hence the absence of the line-of-sight (LoS) components.
Hence, h,, and h,, are assumed to be Rayleigh distributed. Like before, we consider a path loss
exponent of 2. The average received SNR, at the SU from the PU is 5 dB while from the PUE is 20
dB. The transmit powers of the PU and PUE are kept at 25 dB. The comparisons have been made
between the weighted CSS schemes with the weights obtained after applying the NMA using wg,, Wo,
in (5.2I)) and the proposed wq, in (5.28). The evaluations have been carried out with different values
of SU transmit SNRs.
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Figure 5.8: Plot of G;(w, A) vs I.ss(w,A) when PU-SU and PUE-SU channels are Rayleigh and Rician faded
respectively

TH-1605_10610214

126



5.6 Experimental Results and Performance Evaluation

Rician Rayleigh

—— CSS with NMA (w,,) |

ﬁ-"l-" —»— CSS with w_ with PUE [*"|
/ ——— CSS with Wop with PUE| |
# —o— CSS with NMA (w,, )

—=— CSS with Woe (no PUE)|
—4— CSS with NMA (Wop)

SU throughput G. (bits/s/Hz)

. 1 | 1 el
o] 0.1 0.2 0.3 0.4 0.5
Interference to the PU Ieff (W)

0.6 0.7 0.8

Figure 5.9: Plot of G;(w, \) vs I.sr(w, \) when PU-SU and PUE-SU channels are Rician and Rayleigh faded
respectively

Kiclan xician
2.5 T

—»— CSS with w,_ with PUE | |
—=— CSS with Woe (no PUE)
—a— CSS with NMA (Wop)
0.5 —e— CSS with NMA (w_)
——— CSS with Wop with PUE
— s CSS with NMA (WOr)

I I I I  — e e —

o 0.1 0.2 0.3 0.7 0.8 0.9 1

SU Throughput G, (bits/s/Hz)

0.4 0.5 0.6
Interference to the PU |t w)

Figure 5.10: Plot of G;(w,\) vs I.s¢(w, ) when both PU-SU and PUE-SU channels are Rician faded
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Therefore different ranges SU throughput values are observed in the evaluations. For completeness,
CSS using wo. and wy, in (5.2I)) and (5.28)) directly as weights has been performed to compare the
improvement achieved by the NMA with the respective wgs. The performance of the CSS with wy,
in (5.2I)) as the combining weights in an honest CSS scenario (without PUE) has also been plotted.
The performance in this case has been regarded as the ideal mark. All the evaluations are carried out
by comparing the declination caused by the PUEAs in G;(w, \) with the ability of a scheme to bring
it closer to the ideal mark. It can be seen that the NMA performed with a random wyg, gives highly
non-convergent results. Thus, we see that for the particular system considered here, a random wy,
proves inefficient. It can be seen that the PUE is successful in severely damaging the weighted CSS
performed with the wg. in (5.21]) as combining weights. However, applying the NMA with the same
weight vector wy. as the initial point brings a considerable improvement in the performance. In the
next evaluation, the performance of the proposed initial point wg, in (5:28) as the combining weights
for CSS is seen to give better results than that for the case of (5.2I]). Similarly, the NMA applied with
the wo, in (0.28) as the initial base point shows a higher improvement than when applied with the
woe in (B.2I). The performance is the closest to the ideal mark when NMA is used with wy, as the
initial base point.

We extend our investigation in Figure 5.7 over more diverse scenarios by considering the presence
of LoS components on the PU-SU and PUE-SU paths. LoS components are present when there are
less number of obstacles on a path, and the transmitted signal is undergoing non-severe fading. The
channel gains on such paths follow Rician distribution. We perform the simulations for the following

cases:

Case 1: Severe fading on the PU-SU channel and non-severe fading on PUE-SU channel. h,, follows

Rayleigh distribution and h,, follows Rician distribution.

Case 2: Non-severe fading on the PU-SU channel and severe fading on the PUE-SU channel. h,

follows Rician distribution and h., follows Rayleigh distribution.

Case 3: Non-severe fading on both PU-SU and PUE-SU channels. hj, and h,, follow Rician distri-

bution.

Figure (.8 shows investigations for the Case 1. The environment between the PU and the ith SU is
considered to have a large number of obstacles while the environment between the PUE and the ith
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SU has been considered to have less obstacles.
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Hence, LoS components are highly possible on the PUE-SU path. This suggests to model the
PUE-SU environment with Rician distribution. On the other hand, the environment between the PU
and the SUs is still considered to be Rayleigh faded. Figure shows the investigation in Case 2.
Here the environment between the PU and the SU network has less obstacles, such that there exist
LoS components between the PU and the SUs and the environment between PUE and the SU is
considered to be suffering severe fading. Hence the PU-SU channel is considered to be Rician faded
while the PUE-SU channel is considered to be Rayleigh faded. It can be seen that in all the fading
scenarios, the proposed algorithm with wq, outperforms its performance with wq.. Individually, wg,
used for CSS outperforms the CSS with wy,.

In Figure G.I0) the performance for the Case 3 has been plotted. Here, both the environments
between the PU-SU and the PUE-SU are considered to have less obstacles so that both the PU-SU
and the PUE-SU channels have LoS components and are Rician faded. It can be seen here that the
same trend of performance as in Figures B.10.8, and is depicted.

Next, in Figures B.11] and .12 the variation of the SU throughput over different PUE receive
SNRs at the SU has been plotted at the two values of P,,;. The path loss exponent is kept the same
as before. The comparisons have been done for the weighted CSS systems employing weights obtained
from the NMA with the proposed wy, in (5.28) and the existing wo, in (5.2I)). Clearly, the former
case is seen to perform better than the latter. Similar to the previous experiment, the evaluations
using wo, and wo, directly as the weight vector for the weighted CSS have also been carried out. It
can be seen that the proposed algorithm with w, outperforms its performance with wq.. Also, CSS
performed with wg, outperforms the CSS when performed with wo..

Figures and [B.14] show the values of SU throughput at different receive SNRs of PU at the
SUs for the two values of P,,4. As before, the evaluations assess the ability of a scheme to bring the
SU throughput of a PUEA affected system close to an honest weighted CSS system using the wg,
in (0.21) as weights. An identical nature of improvement with the previous plots is shown by the
weighted CSS with weights obtained from the NMA using the wy,, in (5.28)) over that in (B:21]). Also,
the weighted CSS with the proposed wyg, as weights outperforms the weighted CSS with the existing
wge. Figures and shows the plot of SU throughput with different SU transmit SNRs. The
trend in the performance again shows that the proposed wy, outperforms the existing wo. both, when

directly used as the weight vector and when used as wg for obtaining the optimal weights with NMA.
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Next, we observe the SU throughput for different interferences suffered by the PU with varying SU
SNR in Figure The SU, PUE, and PU transmit powers and the path loss exponent are kept
same as before. One significant point to be noted in all the experiments is, since the PUE lies close
to the SU, its receive SNR at the SU is likely to have lower pathloss effect compared to the PU. It
can be clearly seen that for any set of (SU SNR, SU interference) values the wq in (5.28) is a better

choice than the one in (5.2I]) as a base point for the application of the NMA.
5.6.2 Transmitters and Receivers in Motion

In the evaluations so far, we have considered the PU, SUs, and PUEs. Now, we consider channels
where relative motion between the PUE and the SUs causes a Doppler shift in the received signals at
the SUs.

We assume the PU to be always static, since most PU systems like TV stations, mobile BS etc.
are static. Hence the following cases occur:1) when both the ith SU and the PUE are mobile, 2) when
only the PUE is mobile, and 3) when only the ith SU is mobile. Since the ¢th SU is moving in the
cases 1 and 3, its receive SNR from both the PU and the PUE will fluctuate. Mathematically, both
these cases are similar. Since only the PUE is moving, only the receive SNR from the PUE at the ith
SU will fluctuate in case 2. First we consider the case 1 with the effective direction of the ¢th SU and
the PUE away from each other. Without the loss of generality, we assume the movements of the i¢th
SU and the PUE along the line joining them. The effective direction of the ith SU from the PU is
assumed at 120°. The simulation results for this case have been shown in Figure 5. 17 It can be clearly
seen that for any set of (SU SNR, SU interference) values the wg in (5.28)) is a better choice than the
one in (2]]) as a base point for the application of the proposed algorithm. The proposed algorithm
with wg, outperforms its performance with wo.. Also, CSS performed with wy, outperforms the CSS
when performed with w,.

Figure 518 shows the case 1 with the relative motion between the PUE and the ith SU towards
each other along the line joining them. For these evaluations, we consider the standard parameters
for 3G /4G mobile systems [179]. We consider a carrier frequency f. = 1850 MHz. In Figure (I8 the
relative velocity between the ith SU and the PUE have been considered to be 50 miles/hr or 22.36
m/s. For evaluating the Doppler shift f; we consider f; = % f.cos ), where 0 is the angle between the
direction of motion of the ith SU and the line joining it with the PUE, v is its velocity, and c¢ is the
velocity of light. We obtain f; = 137.886Hz and the Doppler spread 2f; = 275.76Hz. The coherence
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time T, is obtained from T, = ﬁ as 1.81ms. In Figure B.I7 the relative motion of the ith SU and
the PUE is assumed to be in the opposite directions (# = 180), with the same relative velocity. Hence
fa will be obtained as —137.886 Hz. The effect of doppler shift on the channel coefficient is given in
the following expression
L-1
h(t) — Z aie—jQﬂ'chiGjQTCfdt (535)
i=0
It can be seen that the when the Doppler shift is negative, the channel coefficient suffers more

distortions compared to when the doppler shift is positive. Hence lower values of the SU throughput
can be seen in Figure (.17 compared to those in Figure B.I8 It can be observed that the Doppler
shifts produce the least fluctuations when NMA is used with the initial base point as wop and gives
a consistently high SU throughput. Similarly, in the evaluation done in Figure 519 only the PUE is
moving towards the ith SU which signifies the case 2. The magnitude of the relative velocity has been
taken as v = 40 miles/hr, and correspondingly fy is obtained as 110.31Hz, and the Doppler spread
is obtained as 220.62Hz. The coherence time in this case is obtained as 2.2ms. The symbol duration
time for 3G /4G systems is taken to be approximately 3ms, hence the channel is a fast fading channel.
Note that in both the investigations in Figures 5.17 and [B.I8] the obtained values of T, are greater
than T' = 1 ms assumed in our simulations. Hence, even if the channels are fast fading, they do not

change over T.

5.7 The Reason for using the NMA

The major reason for considering the NMA in this chapter is its fast convergence and its ability to
bring satisfying results even when it fails to converge completely. Compared to the derivative based
methods, the NMA converges faster because it need not have to calculate derivatives. Derivative
calculation is a complicated and computationally involved task specially when the problem is as
complicated as in (5.I6). On the other hand, it performs faster than the widely used evolutionary
algorithms because of simple calculations [174]. It has been observed in [174] that for problems of
small dimensions (up to N=15), the NMA gives a better performance than most of the derivative and
non-derivative based algorithms in terms of convergence speed. Since the networks we have considered
in our simulations comprise of 8 — 10 SUs needing quick decisions, our choice for the NMA is justified.

The reason for prioritizing the convergence speed while choosing our optimization algorithm is that

in CR systems, the most important parameter is the quickness in sensing the spectrum. A slightest
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delay in the sensing process can cause a severe increase in interference to the PU. Hence, we aim at an
algorithm which is fast yet accurate enough not to compromise on the system robustness. The NMA
has been widely known as the most preferable algorithm in Engineering problems for its property of
giving approximately optimal solutions even when it fails to converge. Also, most of the non-linear
optimization algorithms have a drawback of getting stuck to a suboptimal solution. However, it has
been found that the NMA doesn’t get stuck to a suboptimal solution [176].

It is possible that there are some algorithms which may give better results than the NMA in terms
of accuracy, however considering the trade-off between the accuracy and convergence time [180], we
found NMA be the best available option for our work.

Also, note that we have formulated an initial base point wop in (23) (.28). The efficiency of
Wop has been investigated in Figures 5.3 5.4, and [.5] which indicates its closeness to the optimal
point. It has been proved that when an initial base point closer to the optimal solution is available,

the simplex algorithms are more preferable over other algorithms ( [175] and [177]).

5.8 Conclusion

The chapter reported redesigning of the SU throughput maximization scheme necessitated by the
presence of a PUE in the physical layer. We aimed at saving the SU throughput from getting affected
by the PUEAs in CSS. To suppress the damage caused by the PUEAs, an optimally weighted CSS
scheme is proposed for energy data combination at the FC. The optimally weighted combination of
the energy values at the FC maximizes the SU throughput while providing sufficient protection to the
PU in a CSS network facing the PUEAs. It can be seen that the proposed scheme does not depend
on the differences in the DOA and the features of the PU and the PUE signals. Simulation results
demonstrate that the proposed scheme is effective in suppressing the effects of PUEAs on the SU

throughput.
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6.1 Summary of Contributions and Discussions

This thesis dealt with some security issues in a CSS system. The main objective of this thesis is to
suppress effects of the MUs in CR systems. The contributions of the thesis can be mainly categorized
into three parts, containing the research on non-colluding SSDF attacks, colluding SSDF attacks and
the PUEAs respectively. We studied the existing mechanisms to counter each of these attacks. The
issues with the existing mechanisms were investigated and work was done to provide some possible
solutions. In the first part, we countered the actions of the MUs. This was done by discarding the
wrong reports of the MUs. In the second part, we proposed a mechanism to counter the intentions
of the MUs. This was carried out by penalizing them for a wrong activity. Instead of allowing them
to report wrongly as done in the part 1, we attempted to stop them from even acting maliciously. In
the third part, we suppressed a particular effect caused by the MUs. In this thesis, we have focussed
on the effects of the PUEAs on the throughput of the SUs. The attacks considered in all these parts
were different. While collusion SSDF attacks are an enhanced form of individual SSDF attacks, the
reader can see that PUEAs are relatively more stand-alone from the individual and collusion SSDF

attacks. The contributions of this thesis are summarized as follows:

(i) We provided a comprehensive literature review of all the major researches in the security issues
in CRs. Starting with the first work which had expressed the possibility of the security issues in
CRs [40], we elaborated on every major research in this area. We categorized the SSDF attacks
and the PUEAs as active and passive. All the major existing counter mechanisms for each of

the categorizations have been explained.

(ii) The next chapter of the thesis investigated on the non-colluding SSDF attacks. We studied var-
ious statistical methods for suppressing the SSDF attacks. We showed that the major difficulty
with the existing statistical methods is to obtain a statistic to measure the deviation of the
MUs’ data from those of the SUs’ data. We showed that Dixon’s test has been a very simple
mechanism to obtain this deviation. We illustrated the application of Dixon’s test in Analytical
Chemistry. We threw light on the motivation for using it in Communication and Signal Pro-
cessing problems. Then we showed how it was used to detect MUs causing SSDF attacks. We
conducted a thorough study to find the Dixon’s test as an appropriate method to make the MU

suppression less complex because it does not depend on the estimation of the statistical parame-
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ters. We later found that the application of Dixon’s test has certain drawbacks in the form of its
inapplicability to the detection of multiple MUs. Our objective was to design a simple method
which can detect multiple MUs efficiently. We used the idea that applying the test on smaller
groups can enhance it to detect anomalies in each of the groups. Secondly if the smaller groups
show optimality in terms of the application of the Dixon’s test, we can enhance its performance.
We proposed to extend the capability of the Dixon’s test to multiple MUs detection by applying
it over smaller groups of 3. Further if each data element undergoes the test multiple times, the
efficiency of the algorithm can be significantly enhanced. To further enhance its capability, we
applied it over groups with maximum overlap of the SU data. This size of the overlapping groups
is set as the optimal size at which Dixon’s test gives the best performance. Simulation results

showed that the proposed mechanisms are efficient in suppressing multiple MUs.

(iii) The above mechanism was proposed for suppressing individual MUs. However, the mechanism
for suppressing individual MUs fails if they launch attacks in collusion. In the next part of the
thesis, we studied on the colluding MUs. We found that most of the existing mechanisms on
collusion attack scenario were based on the collision penalty C'p. Unlike the first part where our
focus was on the actions of the M Us, here the focus was on the intentions of the MUs. Suppressing
the malicious intentions can assure a much higher capability to counter these attacks. This idea
was expected to work since the collusion SSDF attacks are more harmful than the individual
SSDF attacks. In hostile environments, specially when the MUs are colluding, the PU becomes
reluctant to share its spectrum with the SUs. The existing mechanisms of designing C'p in hostile
environments did not consider incentives for the PU to share its spectrum. Also, they did not
consider different collusion attack scenarios in the context of the CRs. We designed a mechanism
to counter the collusion attacks where Cp ensures sufficient incentives for the PU to make it
share its spectrum in hostile environments. We started with formulating the expression for the
expected utility of an SU. The expected utility was defined as the net throughput gain obtained
by the SU after considering its successful transmission and Cp imposed on it by the PU for
causing collision to it. The expected utility was a function of Cp. The different attack scenarios
were considered next and the bounds on Cp to counter them were obtained. After considering

all the bounds, the final range of C'p obtained is successful in suppressing the collusion attacks.

(iv) The third part of the thesis studied the PUEAs. Our idea was that reducing the damage caused
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6.2

by the PUEAs rather than discarding it altogether can produce a significantly simpler and flexible
counter mechanism. The possibility of successfully discarding it is more dependent on factors
like RSS, DOA, signal features etc. On the other hand, reducing the damage depends only on
efficient channel estimation. Our objective was to reduce the damage caused by the PUE on the
throughput of the SUs. The maximization of the throughput of an SU has been an important
subject of study in an honest SS environment. However, if PUEAs are launched, the architecture
of the network is changed which necessitates the redesigning of the scheme for the maximization
of the SU throughput. Such redesigning of maximization of the SU throughput required due
the presence of a PUE was carried out for CSS. Our objective was to combine the data of the
cooperating SUs in a manner that the effects of the PUEAs on the SU throughput are suppressed.
To serve this purpose, a weighted scheme for combining the SU data at the FC was considered
for the CSS. The optimal combining weights were obtained by solving an optimization problem
which maximizes the SU throughput while protecting the PU from interference in a network
facing the PUEAs. The optimal weights generated were used to combine the SU energy data at
the FC. The experiments carried out endorsed the effectiveness of the proposed scheme compared

to the existing combination schemes.

Suggestions for Future Research

The thesis points to several important research directions. Some of these are discussed below:

6.2.1 Suppression of Multiple Malicious Users

(i)

The present work is for a data fusion CSS system. However, in data fusion systems, the major
issue is the required bandwidth for reporting the data to the FC. The present work can be
extended for decision fusion systems. However, applying statistical tests on decision fusion
systems can be difficult since the values reported are binary. Hence, the work can be extended

with a quadrature system which may support some statistical tests.

The present work assumes error free reporting channels. However, if the reporting channels are
erroneous, the sliding window Dixon’s mechanism will likely reject the reports from some honest
SUs, since it is highly robust towards any deviation from the normal values. An efficient scheme

which considers the error in the reporting channels while rejecting the reports is necessary.
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6.2.2 Suppressing Collusion Attacks

(i) The proposed mechanism for suppressing collusion attacks is for n out of N decision fusion CSS.

A similar study needs to be carried out for OR and AND rule decision fusion CSS systems.

(ii) Additional categorizations can be incorporated in the work like the attack and run and stay with

the attacks.
6.2.3 Suppressing PUEAs

(i) The present work is for a basic “always on” PUE Model. However, smart PUESs represent a more
practical scenario. Smart PUEs can manipulate their transmissions according to the presence of
the PU and hence are more harmful than the always on PUEs. Designing an efficient scheme for
the maximization of the SU throughput under smart PUEASs is a significant direction for future

work.

(ii) The interference to the PU considered in the present work is only because of the SUs. However
formulating a scheme that considers the interference from the PUEs to the PU too will make

the solution more robust for both kinds of PUEs.

(iii) The channel estimations have been considered error free in the present work. Considering channel

estimation error in the present work is an important future work to be done.

(iv) The derivations for the closed form expressions for the average throughput and average interfer-

ence in the present work is a significant problem that needs attention.
6.2.4 Security issues in frequency selective fading channels

This research work has been performed over flat fading channels. However, a more practical
scenario is obtained when frequency selective fading channels are considered. The PU signal reaching
the SUs may experience a frequency selective fading for the reason that the signal reaches the SU
receiver through multiple propagation paths. It has been found that the additional multipaths in
frequency selective channels improve the detection performance in the case of energy detection based
sensing [181,182]. Consider a frequency selective fading channel condition and let h = [hy, hg, ..., hr]
be the channel gain vector [181,182]. The elements of h are circularly symmetric complex Gaussian

RVs, that is Ccal N (O,E |hl|2) where [ = 1,2, ..., L. We assume a uniformly distributed power delay
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profile. The power of the channel is normalized as i E|ly)?. Let y(n) be the received signal at an SU
as shown in (2.J)). For frequency fading channels, ‘éi(la hypotheses are

Hy: y(n)=w(n)

o L—1 (6.1)
Hy: y(n) = el@indf+6() S pis(n —1) 4+ w(n)
1=0

where n is the number of samples collected by the secondary user, s(n) is the signal transmitted
by the PU, Af is the frequency offset that results from the oscillator frequency mismatch between
the transmitter and the receiver or the relative motion of the receiver ¢(n) is the phase noise. The
instantaneous signal to noise ratio is y = o2 il |hy|? /o2, The noise w(n) is assumed to be iid samples
CN (0, afv). It can also be seen that on consi:dering the frequency selective channels, frequency offset
will appear between the transmitter and the receiver. It can be seen that considering frequency

selective fading changes the basic system model. The study of security issues on frequency selective

channels and noise correlation model may be an area for our future research.
6.2.5 Research on military applications

Cognitive radios have a tremendous application in military applications. The cognitive radio
technology has the capability to support waveforms of various frequencies. They can help in providing
a cost effective solution for a platform to support communications in various ranges of frequency
spectrum after sensing for their availability. They can jump to the available frequency band and
help in adjusting the radio parameters accordingly for providing effective communications. Cognitive
radios have a tremendous application in enabling network centric warfare (NCW) or network enabled
operations (NEOps) [183]. NEOps refer to the sharing of information among the frontline forces,
decision makers, weapons, sensors, etc. The need for sharing this information is awareness about the
situation for making quick decisions. The information needs to be transferred wirelessly. On the other
hand, the commercial interests in civilian applications of the wireless technology are leading to huge
investments over frequency bands. This is pressurizing the military to reduce their allocated bands.
As a result of this, the use of CR has been widely proposed for military applications over the parts of
the VHF and the UHF bands most parts of which remains unused.

In the military applications of CRs, it might not be difficult for the enemy side to disrupt the
SS process, particularly on the border areas. In most of the border areas, the communication sys-

tems of the warring sides are likely to be located within an area of 0-30 Kms. If one party has the

TH-1605_10610214

144



6.2 Suggestions for Future Research

required information about the characteristics of the transmitted signals on its counter side, it can
easily transmit fake signals of similar characteristics and cause PUEAs. As far as SSDF attacks are
concerned, there is a high possibility of external SSDF attacks to cause interference at the enemy side
FC. A proper investigation of this thesis work in military applications can open interesting and useful

research.
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A. Table for Critical Values for Dixon’s Test

A.1 Table for Critical Values

Table A.1: Critical values for different confidence limits (CLs)

N / CL | 710% 80% 90% 95% 98% 99% 99.5%
3 0.6836 | 0.7808 | 0.8850 | 0.9411 | 0.9763 | 0.9881 | 0.9940
4 0.4704 | 0.5603 | 0.6789 | 0.7651 | 0.8457 | 0.8886 | 0.9201
) 0.3730 | 0.4508 | 0.5578 | 0.6423 | 0.7291 | 0.7819 | 0.8234
7 0.2811 | 0.3444 | 0.4340 | 0.5077 | 0.5864 | 0.6371 | 0.6809
8 0.2550 | 0.3138 | 0.3979 | 0.4673 | 0.5432 | 0.5914 | 0.6336
9 0.2361 | 0.2915 | 0.3704 | 0.4363 | 0.5091 | 0.5554 | 0.5952
10 0.2208 | 0.2735 | 0.3492 | 0.4122 | 0.4813 | 0.5260 | 0.5658
11 0.2086 | 0.2586 | 0.3312 | 0.3922 | 0.4591 | 0.5028 | 0.5416
12 0.1983 | 0.2467 | 0.3170 | 0.3755 | 0.4405 | 0.4831 | 0.5208
13 0.1898 | 0.2366 | 0.3045 | 0.3615 | 0.4250 | 0.4664 | 0.5034
14 0.1826 | 0.2280 | 0.2938 | 0.3496 | 0.4118 | 0.4517 | 0.4869
15 0.1764 | 0.2202 | 0.2848 | 0.3389 | 0.3991 | 0.4385 | 0.4739
16 0.1707 | 0.2137 | 0.2765 | 0.3293 | 0.3883 | 0.4268 | 0.4614
17 0.1656 | 0.2077 | 0.2691 | 0.3208 | 0.3792 | 0.4166 | 0.4504
18 0.1613 | 0.2023 | 0.2626 | 0.3135 | 0.3711 | 0.4081 | 0.4423
19 0.1572 | 0.1973 | 0.2564 | 0.3068 | 0.3630 | 0.4002 | 0.4333
20 0.1535 | 0.1929 | 0.2511 | 0.3005 | 0.3562 | 0.3922 | 0.4247
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B. Evaluation Parameters for PUEA Model

The calculations of Py, and P, follow the procedure similar to [129]. The only difference made

here is the inclusion of PUE channels and power in the expressions as shown below:

B.1 Probability of False Alarm

The probability of false alarm can be mathematically written as Py = Pr(E > A|Hg). For simplicity

we write, F(y) = E. Considering the distribution for F as given in Section 2, we get

o
Py = [ BdE
A
N 2
(E Z UJz(heZQ'Ye‘i’l))
1
B = N —
\/27%14 2 UJ?(%H)Q 237 X w 2(Jhe, |2ve+1)?
=1
Substituting
N
E— Z wl(|h61| Ve + 1)
=1 _
1 5 2 2 ’
M lez (’hez"Qer + 1)
1=
gives

N

—_

dE = dz
i=1

With the substitutions, Py is obtained as

o> wh(lhe P + 1)

1 Vi 22
Py(w,\) = Nz /eXp (—5> dz,
Ly,
N
)‘__Z wi(|hei|2%+1)
where L;, = — .
le 2 (lhe ‘276"'1)
Finally, Py comes out to be
)‘_;wz ‘hez’ Ye + 1)
Pr(w,\) = Q Z];
\/ﬁ ;w (|he:|*7e + 1)

where Q(.) is as defined in (57).
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B.2 Probability of Miss Detection

B.2 Probability of Miss Detection

We simplify the analysis by writing P,,, = 1 — P;, where P; is the probability of detection. The
probability of detection is mathematically written as Py = Pr(E(y) > A|H;). Considering the distri-

bution as given in section 2, we get,

N |hpi|2')’p 2 2
[ 1 ~(B- £ i (s + 1) e+ 1)
Fa(w. 3) = / exp e dE
= 1 2 |hpi|2’)’p
A \/27r% ; w? <|i|hz‘)27A|/ k’l i 1) (e + 1) 2.4 Z; w? (27|hei|2%+1 + 1)(|h8i|2% +1))
(B.6)
Substituting
B= 3 wn (2 1) (e P+ 1)
: v\ ke, [2ve+1 eil Ve
= - =% (B.7)
1 %’U)Q 2 |hpi‘27p +1 (‘h ’2 +1))
M i1 i |hei|2"/e+1 el Ve
gives
1 P |2
dE =dz,| — 2 (g 1Pl P4 1) (|p..|2 1)), BR
: M;wl < e, [27e + 1 + 1) (|he;[*7e + 1)) (B.8)
Writing ([ED as
< 2
1 —z
Fa(\w) = —= [ exp | —— ) dz, B.9
iy \/271’/ p<2> (B.9)
Ly,
where
= |hp, [ 2
A= 3w (s + 1) (hefPre + 1)
L= ~ : (B.10)
2 1 SN o (o lhp 2 9
3 2 u? (2782 + 1) (e P+ )
1=
The probability of detection is found as,
A hp; *¥p 2
A Z Wi <|hei|12'76+1 + 1) (|he;[“ve + 1)
Pd(wa )‘) = Q Z;l . (Bll)
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I
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