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Abstract

With the ever-increasing demand for Internet services, the knowledge of Inter-
net traffic data is very essential for addressing various network-wide applica-
tions within an Internet Protocol (IP) backbone network. However, the high-
dimensional multivariate structure of Internet traffic data proves to be a major
hurdle in addressing these applications. Decomposition techniques based on Prin-
cipal Component Analysis (PCA), which provides a low-dimensional representa-
tion of Internet traffic data, have garnered widespread popularity among network
researchers in the last few decades. Despite widespread applicability, PCA suffers
from fundamental limitations stemmed in its assumption. This paves way for the
research motivated towards exploring more apt decomposition techniques. In this
thesis, we primarily focus on three applications, namely estimation, reconstruction,

and analysis of Internet traffic data.

1. The first contribution of this thesis is to propose the use of matrix-CUR
decomposition and a multi-view learning technique based on CCA for traffic
matrix estimation to avoid the overheads associated with direct measurement

of Internet traffic data.

2. The second contribution of the thesis is to propose the use of matrix-CUR
decomposition for the reconstruction of missing values in the traffic ma-
trix. For the reconstruction of missing values in traffic tensor, we introduce
relative-error bound tensor-CUR (TCUR-REB) decomposition. Both these
techniques are computationally inexpensive and TCUR-REB alleviates the

limitation of having apriori knowledge of tensor rank.

3. The third contribution of the thesis is to propose the interpretable decompo-
sition, namely correspondence analysis and matrix-CUR decomposition, for
structural analysis and volume anomaly analysis of traffic matrices. Both
these techniques alleviate the limitations of PCA associated with the lack of

interpretability and assumption of continuous random variables.

We have performed extensive experimentation on real and synthetic Internet traffic
data to demonstrate the efficacy of the proposed techniques. Results show that
these proposed techniques outperform the state-of-the-art techniques in terms of

their corresponding evaluation measures.
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Chapter 1

Introduction

In the last few decades, there has been a rapid growth in the Internet Protocol
(IP) traffic due to Internet video surveillance, video streaming, Virtual Reality
(VR) and Augmented Reality (AR) traffic, mobile data traffic, Consumer Video-
on-Demand (VoD) traffic, Internet gaming traffic, etc. According to Cisco’s pre-
diction [1], the global IP traffic will increase more than threefold between 2017 and
2022. Mobile data traffic will increase sevenfold between 2017 and 2022 globally.
With the ever-increasing demand of the Internet, the knowledge of Internet traffic
data has become very essential for handling various network-wide operations and

management tasks within an IP backbone network.

An IP backbone network, or Autonomous System (AS), consists of a collection
of TP routers and bidirectional layer-three links [2] as shown in Fig. 1.1. The
arrangement of these routers and links define the topology of the underlying net-
work. Each network is connected to a set of customers and a set of peer networks
(other autonomous systems). The routers and links that are completely internal to
the network are referred as backbone routers and backbone links (shown in green
color); while others are referred as edge routers and edge links (shown in blue
color). The edge routers through which traffic data enters the backbone network
are referred to as ingress routers and the edge routers through which traffic data
leaves the network are referred to as egress routers. Note that the same router can
act as ingress as well as the egress router. For example, if traffic enters the network

1
TH-2484_11620104
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Autonomous system (AS) /

@ @ @ O IP backbone network
:\& i t % IP Router
@ <= Bidirectional links
O
AR

Customers

FI1GURE 1.1: IP backbone network

through router A, A will be referred to as ingress router and if traffic leaves the
network through router A, A will be referred to as the egress router. Traffic volume
data (measured in the number of bytes or packets) enters the network through an
ingress router, traverses multiple backbone links and leaves the network through
an egress router. The traversal of the links is governed by the routing information.
Network operators capture the volume of traffic flow across various Ingress-Egress
(IE) router pairs during successive time-intervals in the form of IE Traffic Matrix

(TM) or IE Traffic Tensor (TT).

An IE traffic matrix is a two-dimensional non-negative matrix with rows corre-
sponding to time-intervals and columns denote various IE router pairs. The (i,j)™
entry of TM denotes the volume of traffic flow during i*” time-interval across j** IE
router pair. The traffic matrix is also viewed as a set of Origin-Destination (OD)
flows, where an OD flow is time-series of traffic volume flow across an IE node
pair. On the other hand, an IE traffic tensor is a three-dimensional non-negative
array where the first dimension, i.e., the row, corresponds to ingress routers, the
second dimension, i.e., the column, denotes the egress routers and the third di-
mension, i.e., the tube, corresponds to time-intervals. The (i,j,k)"* entry of TT

denotes the volume of traffic flow from *" ingress router to j* egress router dur-

ing k' time-interval. Direct measurement of Internet traffic volume data can be

TH-2484_11620104



Chapter 1. Introduction 3

performed using various monitoring technologies such as NetFlow [3], SFlow [4]
and i-Perf [5]. However, direct measurements are associated with costs of commu-
nication, computational and storage overheads [6]. Obtaining an accurate traffic
matrix is of value to network operators for addressing various network-wide appli-

cations such as estimation, reconstruction, and analysis of Internet traffic data.

Estimation problem refers to the estimation of traffic matrices using less ex-
pensive and easily available traffic information, to avoid the overhead costs

associated with direct measurement.

Reconstruction problem refers to the reconstruction of missing values in the
traffic matrix or traffic tensor which percolate due to multiple reasons includ-

ing failure of monitoring equipment and use of unreliable transport protocol.
The analysis consists of two sub-problems.

Structural analysis aims to identify the different structural patterns of

the traffic matrix.

Volume anomaly analysis aims to identify volume anomalies present in

the traffic matrix, which are unexpected events.

1.1 Motivation

The major challenge in addressing the network-wide applications is that even a
moderate-sized network consists of thousands of routers, resulting in a 1000 x 1000
= 1,000,000 IE router pairs. That is, the resulting traffic matrix will have 1 million
columns which makes the analysis of the traffic matrix very cumbersome. So there
is a need for a more compact representation of TMs. Thus, TMs are aggregated
at the Point of Presence (PoP) level. A PoP is an artificial demarcation point
representing a geographical location, which is a collection of physically co-located
edge routers. The PoP level aggregation is readily accepted as it provides a simple

visualization of the whole backbone network to its operators. For example, the

TH-2484_11620104
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Abilene backbone network which is located in North America consists of 11 PoPs
resulting in a total of 121 PoP pairs. That is, Abilene traffic matrices [7] consists
of 121 columns with each corresponding to a PoP pair. Traffic matrices obtained
from the Geant network [8] consists of 529 PoP pairs. Despite this aggregation,
a moderate-sized network such as Abilene and Geant network consists of 121 and
529 PoP pairs respectively, which makes the resulting traffic matrix as a high
dimensional multivariate structure. So, the central challenge in addressing various
network-wide applications stems from the high dimensional multivariate structure

of traffic matrices.

In practice, a common solution for dealing with high-dimensional multivariate
structure is to find an alternate lower-dimensional approximation to the structure
that preserves its important properties. It has often been observed that a high
dimensional structure can be approximated using a smaller number of dimensions.
Such an approach is termed as a dimensionality reduction technique. One can
reconstruct the original high-dimensional structure from the low-dimensional rep-
resentation with an associated reconstruction error. Decomposition techniques
play a pivotal role in addressing the central challenge by decomposing the traffic
matrix in terms of a few basis vectors. These basis vectors, in turn, provide a low-
dimensional representation of traffic matrices. Thus, decomposition techniques
are helpful in addressing various network-wide applications such as estimation,

reconstruction, and analysis of Internet traffic data.

In the past two decades, Singular Value Decomposition (SVD), which forms the
baseline of multiple decomposition techniques including Principal Component Anal-
ysis (PCA), has garnered popularity among network researchers for dealing with
high-dimensional multi-variate structures. The basis vectors of PCA are termed
as Principal Components (PCs) which are arranged in the decreasing order of
importance (singular values). The projection of the traffic matrix onto the first
few PCs provides a set of eigenflows which denote the low-rank approximation (or

low-dimensional representation). Application of PCA and its variants have been

TH-2484_11620104
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demonstrated extensively in literature for addressing various network-wide appli-
cations such as traffic matriz estimation [6], compressive sensing (9], structural

analysis [10], and volume anomaly analysis [11].

Despite widespread usage, PCA suffers from a few fundamental limitations stemmed

in its assumptions listed as follows:

1. Assumption of continuous Random Variables (RVs): PCA is primarily em-
ployed for continuous random variables. In PCA, variables are assumed to be
continuous random variables, while variables (PoP pairs) of TM are discrete

random variables. Discreteness is of three types:

(a) Binary data, which can take only two values such as 0 or 1.

(b) Categorical data, which contain different categories such as days of a

week.

(¢) Count data, which takes into account the number of occurrences such as
the number of bytes flowing between a PoP pair during a given specified

time-interval.

PoP pairs belong to the category of count data type discrete RV. Although
the variables in question are discrete RVs, PCA assumes them to be con-
tinuous RVs. Application of PCA on discrete RV by assuming them to be
continuous RV results in ezcessive skewness and kurtosis [12]. In addition
to this, the covariance matrix of assumed continuous RV doesn’t match the

true covariance matrix of the original discrete RV.

2. Lack of interpretability: The objective of PCA is to find directions along
which maximum variance is achieved by projecting the data. The resulting
directions, namely eigenflows, do not preserve meaning in terms of original
dimensions (PoP pairs). It has been argued in the literature that recovering
original input space from the projected space is an inherently challenging
problem [13]. This is problematic when one is interested in obtaining insights

from the output of matrix decomposition.

TH-2484_11620104
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These limitations question the applicability of PCA on Internet traffic data and
demands for decomposition techniques which can alleviate these limitations. Mo-
tivated by this, the present thesis proposes the use of decomposition techniques
which are well suited for application on Internet traffic data and obtains improved

performance for estimation, reconstruction, and analysis of Internet traffic data.

1.2 Objectives and Contributions of the Thesis

Objectives of the thesis are to perform the (i) estimation (ii) reconstruction, and
(iii) analysis of Internet traffic data using decomposition techniques. For each
of the objectives, we present the problem definition, limitations of existing tech-

niques, and contributions of the thesis.

1. Estimation of Internet traffic data: Direct measurement of Internet traf-
fic data is performed at each ingress node using NetFlow. However, using
NetFlow, one obtains local TMs (that is the traffic which enters through
the corresponding ingress node). These local TMs need to be shipped to a
central location for appropriate processing to obtain a global TM ( which
contains traffic across all PoP pairs). The shipping cost of local TMs trans-
lates to communication overhead, while the processing cost at the central
location translates to computational overhead. In addition to this, there is
storage overhead at the central location as well. These overheads make the
direct measurement an expensive affair. The availability of real traffic ma-
trices becomes scarce and limited. This has motivated researchers to address
the estimation problem which deals with the estimation of traffic matrices

using easily available traffic information.

For a network consisting of M links and P PoP pairs, the TM estimation

problem [14] is posed as a system of linear equations which is as follows:

yi = Ax] (1.1)

TH-2484_11620104



Chapter 1. Introduction 7

where y, € RM®*! is a known vector containing volume of traffic flow across
M links measured during a specific time interval ¢, obtained using Simple
Network Management Protocol (SNMP) reports. A € RM*” is the routing
matrix of binary values, defined such that A(7, j) = 1, if traffic flow across
4" PoP pair traverses i'* link, otherwise zero. x, € R™¥ is an unknown

" time-

vector that represents the traffic volume across P PoP pairs during
interval. By solving Eq. (1.1), x; is estimated from the known quantities
y: and A. The complete TM is obtained by solving Eq. (1.1) for each
time-interval. Since the number of unknowns (P) is more than the number

of known parameters (M), this becomes an ill-posed inverse problem and

multiple solutions exist for the unknown variables.

Traditional approaches for TM estimation assume an initial model for the
TM and minimize the deviation of estimated TM from the modeled one
subject to link and routing constraints given in Eq. (1.1). TM estimation
techniques are classified into three generations based on the models used.
The third-generation techniques, which also include the PCA-based method,
have been shown to outperform the first and second-generation techniques in
terms of achieving low estimation errors. The PCA-based method assumes
a low-rank model for the traffic matrix. PCA [6] solves the TM estimation
problem by estimating first few (say k) eigenflows instead of estimating P
unknown variables, where k is the rank parameter. Since k < P, the problem
becomes well-posed. Although PCA and other third-generation techniques
have shown accuracy in estimation of traffic matrices as compared to the first

two generations of techniques, they suffer from the following limitations:

(a) Use of expensive multiple sources of information: The reduction in
error is achieved because of the use of multiple sources of information
including partial direct TM measurements for TM estimation which is

an expensive affair to obtain.

(b) Rank parameter sensitivity of PCA-based method: The rank parameter
of the PCA-based method is a deciding factor for TM estimation and

TH-2484_11620104
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stands for the number of eigenflows to be estimated instead of estimat-
ing traffic volume flow across all PoP pairs. These estimated eigenflows
are then used to reconstruct the complete traffic matrix. However, the
estimation accuracy is found to vary significantly with change in the

rank parameter.

(¢) Naive use of multiple sources of information: A recent approach [15]
namely Robust Traffic Matrix Estimation (RTME) makes simultaneous
use of multiple sources of information by vertically concatenating link
count matrix and traffic matrix. However, it has been stated in [16]
that this method of naive concatenation causes over-fitting and is not
physically meaningful as the specific statistical property of each source

of information is lost.

The first objective of the thesis is to alleviate these identified
limitations and propose the use of two well-known decomposition

techniques for traffic matrixz estimation.

Contribution 1: Estimation of Internet Traffic Data

(a) Limitation (a) is addressed by the use of multiple inexpensive estimated

TMs as input for TM estimation.

(b) Limitation (b) is addressed by employing matrix-CUR decomposition.
In this decomposition, given a rank parameter k, the input TM is de-
composed into three factor matrices. First factor matrix contains a
small number of original columns of TM; third factor matrix contains a
small number of original rows of the traffic matrix. The second matrix
is computed in such a way that the product of three factor matrices
is equal to the input TM. Experimentation using Abilene traffic ma-
trices [7] suggests that the matrix-CUR decomposition is observed to
exhibit less sensitivity to estimation accuracy and outperforms state-

of-the-art techniques in terms of obtaining low estimation error.

(c) Limitation (c) is addressed by employing a multi-view subspace learning

technique. This technique considers the multiple estimated TMs as
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multiple views and simultaneously learn a common subspace shared by
all the views. We make use of Canonical Correlation Analysis (CCA)
for subspace learning of multiple views. Experimentation using Abilene
traffic matrices suggests that CCA reduces the estimation error by more

than 80% as compared to the single-view learning techniques.

Reconstruction of Internet traffic data: Internet traffic data, be it obtained
through direct measurements or through solving the estimation problem, suf-
fers from the missing value problem because of multiple reasons [17]. Missing
values percolate in TM during direct measurement because flow-level mea-
surements collected locally by network operators are incomplete and cannot
form the global view of the TM. Direct measurement method is constrained
by the use of legacy hardware components whose failure results in missing
values in the local TMs. For complete list of causes for missing values in TM,
please refer to [9]. TM estimation techniques, on the other hand, make use
of known link counts obtained through Simple Network Management Pro-
tocol (SNMP) to estimate unknown TM. SNMP data itself is susceptible to
error as it uses unreliable User Datagram Protocol (UDP) packets for trans-
mission, thereby resulting in missing link measurements. Using SNMP data
with missing values for estimation of TM will again result in missing values
in TM. Since many network-wide applications are either intolerant or highly
sensitive to missing data, addressing the reconstruction problem which deals
with the reconstruction of missing values is of prime importance to network

operators.

Compressive sensing (CS) is a generic methodology for the reconstruction of
these missing values by taking into account the presence of certain types of
structures in the input data. For the reconstruction of missing values in traf-
fic matrix or traffic tensor, CS techniques take advantage of their low-rank
structure. The methodology is to obtain a low-rank approximation of the
traffic matrix or traffic tensor with missing values followed by replacing the

missing values with its corresponding entry from low-rank approximation.
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Existing compressive sensing techniques employ (i) SVD-like factorization
for traffic matrices and (ii) Higher-order SVD (HOSVD)-like factorization
for traffic tensors to obtain a low-rank approximation. The output fac-
tor matrices are obtained using Alternating Least Squares (ALS) procedure
which starts with random initialization of the factor matrices. ALS proce-
dures are computationally expensive and are observed to be sensitive to the
initialization procedures. That is, the ALS procedure exhibits large varia-
tion in errors in the reconstructed values for different initializations. Apart
from this, tensor decomposition techniques require apriori knowledge of ten-
sor rank. However, determining the tensor rank is an NP-hard problem [18],

and there is no straightforward algorithm to determine the rank.

The second objective of the thesis is to alleviate these identified
limitations and propose the use of decomposition techniques for
compressive sensing of Internet traffic data which reconstructs

missing values with least reconstruction error.

Contribution 2: Reconstruction of Internet Traffic Data

(a) We demonstrate the sensitivity (in terms of error in reconstruction and
convergence time) of ALS-based procedures under varying initializa-

tions of factor matrices.

(b) To avoid the sensitivity of ALS-based procedures and the requirement
to have apriori knowledge of tensor rank, we introduce a novel tensor
decomposition technique, namely Relative-Error Bound Tensor-CUR
(TCUR-REB) decomposition, for compressive sensing of traffic tensor.
For loss rates ranging from 0% to 98%, TCUR-REB outperforms ex-
isting tensor decomposition techniques in terms of reconstruction of

missing values in the Abilene [7] and Geant [8] traffic tensors.

(c¢) To avoid the computationally expensive ALS-based procedures for com-
pressive sensing of traffic matrices, we employ matrix-CUR decompo-
sition for the reconstruction of missing values in the traffic matrix.

For loss rates ranging from 0% to 95%, matrix-CUR decomposition
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outperforms existing matrix decomposition techniques in terms of re-
construction of missing values in the Abilene [7] and Geant [8] traffic

matrices.

Analysis of Internet traffic data: Once the missing values are reconstructed,
the traffic matrices are served as an input to other network-wide applications
for the analysis of traffic matrices. In this thesis, we present two such analysis
of traffic matrix, namely structural analysis and volume anomaly analysis.
The structural analysis deals with the identification of different structural
patterns present in the traffic matrix, which is important in the current
scenario when there is a scarcity of publicly available datasets. To overcome
this scarcity, the identified structural patterns are used in the generation of
synthetic traffic matrices for carrying out various research-related activities.
One such activity is volume anomaly analysis which makes use of synthetic
traffic matrix generated using spikes structural patterns for ground truth
information. Volume anomaly analysis deals with the identification of time-
intervals and PoP pairs associated with the volume anomaly, where a volume
anomaly refers to a large and sudden positive or negative change in the traffic
volume flow. These changes are typically caused by unexpected events such
as outages coming from network equipment failures and network attacks
like Denial-of-Service (DoS) attacks. Volume anomaly analysis is crucial
for network operators to correctly manage large and unexpected congestion

problems at the backbone network caused by traffic volume anomalies.

The objective of structural analysis is to decompose a traffic matrix as a
sum of its constituents or structural patterns, which are later classified into
different categories based on their behavior. This systematic decomposition
sheds light on the intrinsic structure of the traffic matrix, and consequently
on the behavior of the network as a whole. For structural analysis, PCA was
exercised by Lakhina et al. [10]. They have considered the eigenflows as the
structural patterns of the traffic matrix and expressed traffic flow across each
PoP pair as a weighted sum of these structural patterns. These structural

patterns are later classified into three categories namely, periodic, spikes and
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noise. However, Wang et al. [19] demonstrated the inefficiency of the cate-
gorization in terms of completeness (each pattern has to be classified into at
least one category) and orthogonality (each pattern must not be classified
into more than one category at the same time). Orthogonality is determined
by the number of indeterminate patterns! and completeness is determined
by the number of non-determinate patterns?. They have proposed a robust
variant of PCA, namely Robust Principal Component Analysis (RPCA), for
structural analysis of the traffic matrix. The RPCA problem is to decompose
a given matrix as a sum of a low-rank matrix (corresponding to the periodic
pattern), a sparse matrix (corresponding to spikes pattern), and a random
matrix (corresponding to noise pattern). However, this decomposition fails
in case if the sparse matrix is also a low-rank matrix or if the low-rank matrix
is also sparse. This results in confusion between the identification of peri-
odic and spikes pattern. Although RPCA has resolved the issue concerning
the completeness, however, the problem of orthogonality persists. Besides,
PCA and its variants suffer from two fundamental limitations stemmed in

its assumption as stated earlier.

For anomaly analysis, PCA was exercised by Lakhina et al. [11]. Once the
principal components (PCs) are obtained using PCA, the principal compo-
nent space is separated into normal and anomalous subspaces. The first k
PCs comprise the normal subspace and remaining PCs comprise anomalous
subspace. The PCA-subspace method identifies a time-interval as anomalous
if the magnitude of projection onto the anomalous subspace exceeds an as-
sociated Q-statistic threshold. Various other authors [20, 21, 22] have used
PCA-subspace method for anomaly analysis. Huang et al. [22] have pro-
posed a distributed PCA-subspace method to handle the issues of scalability
and communication overhead. Rubinstein et al. [20] analyzed poisoning and

defense techniques for the PCA-subspace detector in backbone networks.

The following limitations are identified for the PCA-subspace method for

volume anomaly analysis.

'Indeterminate patterns are those patterns which fall into more than one category.
2Non-determinate patterns are those patterns which do not fall into any of the categories.
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(a)

()

The obtained factors through PCA lack interpretability. As a conse-
quence, identification of PoP pairs which triggered the volume anomaly
becomes fundamentally difficult because of the inability of recovering

original input space.

Ringberg et al. [23] have demonstrated that the false positive rate is very
sensitive to small differences in the number of principal components in

the normal subspace.

A large anomaly may inadvertently pollute the normal subspace as a

result of which it goes undetected [23].

The third objective of the thesis is to alleviate the above identi-

fied limitations associated with the analysis of traffic matrix and

propose the use of interpretable matrixz decomposition techniques.

Contribution 3: Analysis of Internet Traffic Data

(a)

Structural analysis: We employ Correspondence Analysis (CA) and
matrix-CUR, decomposition to perform structural analysis. Both of
these techniques address the above-identified limitations. In addition,
we show that matrix-CUR decomposition addresses the problems spe-
cific to the classification of structural patterns namely completeness and

orthogonality.

Volume anomaly analysis: We propose the use of CA and matrix-CUR
decomposition for volume anomaly analysis of the traffic matrix. All
the identified limitations in volume anomaly analysis are addressed by
each of the employed techniques. Experimentation using Abilene [7]
and synthetic [24] traffic matrices shows that matrix-CUR and CA not
only identifies the time-interval associated with a volume anomaly but

also the PoP pairs which triggered the volume anomaly.
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1.3 Organisation of the Thesis

The rest of this thesis is organized as follows. Chapter 2 presents notations and
background on matrix and tensor decomposition techniques. In Chapter 3, we
present the first contribution of the thesis which proposes the use of matrix-CUR
decomposition and multi-view subspace learning technique for estimation of Inter-
net traffic data. In Chapter 4, we discuss the second contribution of the thesis, i.e.,
to propose the use of matrix-CUR decomposition and relative error-bound tensor
CUR decomposition for reconstruction of Internet traffic data. The third contri-
bution of the thesis which proposes the interpretable decomposition technique,
namely correspondence analysis and matrix-CUR decomposition, for analysis of

Internet traffic data is presented in Chapter 5. Chapter 6 presents conclusions.
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Chapter 2

Matrix and Tensor

Decomposition Techniques

This chapter presents the notations and the decomposition techniques related to

the thesis.

2.1 Notations

Scalars are denoted by non-bold small letters/capital letters with two indices/cal-
ligraphic letters with three indices such as z or X(i,j) or X(i,7,k). Vectors are
denoted by small bold letters, say x. Matrices are denoted using bold capital let-
ters, say X. Higher-order tensors, i.e., tensors of order three or higher, are denoted
by bold calligraphic letters, say X. A TM with P PoP pairs and T time-intervals
is represented as X = [x] x5 - xp]7 € RT*F where x; € R™*” is the traffic
volume flow across P PoP pairs during i*" time-interval and (.)T is the transpose
of a matrix/vector. The corresponding traffic tensor is represented using bold cal-
ligraphic letter X. Y = [y, y, - -+ y7]€ RM*T denote link count matrix of M
links obtained using SNMP reports where y, € RM>*! denote the volume of traffic
flow across M links during i*" time-interval. A € RM*F is the routing matrix

of binary values, defined such that A(i, j) = 1, if traffic flow across j* PoP pair

15
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traverses 1" link, otherwise zero. 1 denote an identity vector of size either (7' x 1)

or (P x 1) depending on the context. ||.||r denote the Frobenius norm.

2.2 Principal Component Analysis

Principal Component Analysis (PCA) [25] is the most popular matrix decompo-
sition technique which provides a low dimensional representation with the aim
to retain most of the variation present in the data. PCA was originally intro-
duced by Karl Pearson [26] in 1901 and was developed independently by Harold
Hotelling [27] in the 1933. PCA has been used as a dimensionality reduction
technique in various fields including image processing, genomic analysis, and in-
formation retrieval. In [28], authors have performed k-means clustering using
PCA on DNA gene expression and Internet newsgroups. In the context of Inter-
net traffic data, PCA has been employed for estimation [6], reconstruction [9], and

analysis [10, 11] of Internet traffic data.

PCA can also be viewed as a co-ordinate transformation method that maps the
high dimensional data onto a fewer set of axes, known as principal components.
These principal components (PCs) are orthogonal, uncorrelated and points in the
direction of maximum variation remaining in the data. Given a matrix X € R?*?,
the set of vectors {v;}I_;, represent PCs where v; denotes i" PC and are computed

as follows:

vy = argmax || Xv||
|v|=1

vp = argmax [ Xv||
[v|=1
vlivi,..,.vp_1

These PCs are arranged in such a way that the first PC vy captures most of

the variation present in the data, the second PC vy captures the second most
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variation in the data and so on. It has been observed that computing the PCs is
equivalent to solving the eigenvalue problem for the covariance matrix X' X. PCA
is conducted by performing Singular Value Decomposition (SVD) on X. Given a

matrix X € R™* SVD decomposes X into a product of three matrices as follows:
X =ESV' (2.1)

where the columns of E € R™F e {e;},, denote the set of left singular
vectors (or the set of eigenflows) and are the eigenvectors of XX'. The columns
of V.€ REXF e {v;}L, denote the set of right singular vectors (or the set of
PCs) and are the eigenvectors of XTX. S € RP”*F is a diagonal matrix containing
singular values {o;}2 ;. The diagonal elements in this matrix are arranged in the

descending order such that oy > 09 > ... > 0p.

E, S, and V are also termed as output factor matrices of SVD. Using these output

factor matrices, one can obtain the following:

X =) (0ie)v] =X (2.2)

=1

where X is a reconstructed matrix obtained using the factors E, S, and V re-
spectively. Note that the reconstructed matrix X will be identical to the original
matrix X as all the P PCs are used in obtaining X. As most of the variation
present in the data is captured by the first few PCs (say k where k < P), using
these k PCs alone in reconstructing X will result in rank-k approximation of the

original matrix X as given in Eq. (2.3).
k
i=1

X, is rank-k approximation of X.

TH-2484_11620104
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2.3 Correspondence Analysis

Objective of PCA is to find a low-dimensional subspace such that every principal
direction captures maximum variance (energy) present in the data when the data is
projected on to the corresponding principal direction. The objective of maximizing
variance in the case of continuous random variables leads to obtaining eigenvec-
tors and eigenvalues of covariance matriz. In PCA, the data associated with every
variable is assumed to be continuous and randomly drawn from the multivariate
normal distribution. Sample PCA too follows this assumption. When the nature
of random variables are discrete, this assumption has a direct impact on the co-
variance matrix computation which is subject to matrix decomposition. Violation
of this fundamental assumption results in excessive skewness and kurtosis of the
obtained factor matrices [12]. Therefore, the use of traditional PCA results in ob-
taining PCs that deviate from the actual PCs in case of discrete random variable.
Correspondence analysis (CA) is employed to achieve dimensionality reduction

when the random variables are discrete.

Throughout its history, this method has been referred by multiple names includ-
ing contingency table analysis [29], RQ-technique [30], reciprocal averaging [31],
correspondence analysis [32], reciprocal ordering [33], dual scaling [34], and ho-
mogeneity analysis [35]. The theory of CA dates back to 1935, originated by
Hirschfeld [36]. Fisher [29] provided an application of CA on a dataset involving
two discrete random variables namely hair color (taking values fair, red, medium,
dark, and black) and eye color (taking values blue, light, medium, and dark) of
5387 children. The objective is to obtain the correlation between these two random
variables in low dimensional (two dimensional) space. Bansard et al. [37] applied
CA for understanding recent trends in the research over the timeline among bioin-
formatics and medical informatics fields. They have used the papers published
during the year 2000 to the year 2005. These papers were arranged in the form
of (document x word) matrix where the entries denote the frequency of occur-
rence of a particular word in a particular document. Kurt et al. [38] applied CA

to microarray data to study the relationship between genes and hybridizations.

TH-2484_11620104



Chapter 2. Background 19

The microarray data is represented as a table with rows corresponding to genes
and columns corresponding to hybridizations. They have demonstrated the appli-
cation of CA on well-known Saccharomyces cerevisiae cell-cycle synchronization

data [39].

Let n be the sum of the elements of the matrix X. Every element of the matrix
X is divided with n to obtain correspondence matrix P. An (4, 7)™ element of the
correspondence matrix P denotes the joint probability of row event i and column
event j occurring simultaneously. When two events e; and e; are independent,
then the joint probability model is written as: P(e; N e2) = P(e1) X Pleq).
That is Py = P, X P,j;

.j; where P;; denote the joint probability of occurrence of

i'" row variable event and ;" column variable event, P;, denote the probability
of occurrence of i" row event, and P,; denote the probability of occurrence of j™"

column event.

When the total independence gets deviated, the model is re-written as: P;; =
a;; X P;, x P,;, where «;; denotes the amount of deviation. If o;; = 1, then row
event ¢ and column event j are independent. When row features have a certain
relation with respect to column features, «;; takes a value less than 1. For every

row event and for every column event, (i, )" entry of the matrix « is given by:

H .

= Y 2.4
_PZ'.XP.]‘ ( )

Oél'j

Eq. (2.4) is well known as Pearson’s ratio. Pearson’s Chi-square statistic is then

expressed as:

X =nx YN P x Pyfay — 17 (25)

Eq. (2.5) assumes smaller value when «;; — 1; which indicates that row features
are independent of column features. Higher the value of this quantity, the stronger

is the relationship between row and column features.

Note however that both row features and column features are in high dimensional
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space. CA [40], a multivariate statistical technique, is used to obtain a low di-
mensional subspace that contains the row features and column features. In order

to obtain the low dimensional space, CA minimizes the sum of the squared y-

(observed—expected)?

expected ) from

distance (a weighted Euclidean distance given as x* = >
the subspace to each of the profile points. To obtain the solution to this mini-
mization, SVD [41] is applied on the normalized and centered matrix X to obtain
the principal components of row features (F) and principal components of column

features (G). The complete CA algorithm is presented in Algorithm 1.

ALGORITHM 1: Correspondence Analysis
Require: A matrix X of size T' x P

1: Matrix sum: n = 3. Zle X(1,7)

2: Correspondence matrix: P = %N

3: Row masses: r = P1

4: Diagonal matrix of row masses: D, = diag(r)

5: Column masses: ¢ = PT1

6: Diagonal matrix of column masses: D. = diag(c)
7. Standardized residuals: S, = D:%(P - rcT)D;%
8: Singular value decomposition: S, =J EIKT

9: Standard coordinates of rows: ® = D, 2J )
10: Standard coordinates of columns: I' = D, 2K
11: Principal coordinates of rows: F = &3
12: Principal coordinates of columns: G = I'Y
13: return F and G.

In order to visually interpret the relationship between row features and column
features, the first two principal directions of F and G are obtained from algo-
rithm 1 and plotted on a two-dimensional plot as vectors. This method is well
known as biplot [42]. In the biplot, the row and column vectors having the highest

inner product values are the closest vectors.

2.4 Matrix-CUR Decomposition

Although PCA decomposes an input matrix as a product of three orthogonal
matrices, the decomposed matrices lack interpretability in terms of the original

dimensions of the input matrix. This is problematic when one is interested in
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obtaining insights from the output of matrix decomposition. For example, each
eigenflow (left singular vector) of traffic matrix derived using PCA is a weighted
linear combination of all OD flows and hence can’t be interpreted in terms of
original PoP pairs. When applications demand interpretability, the use of PCA
is of limited scope. In this context, decomposition of the original matrix which
retains interpretability is of prominence. Matrix-CUR, decomposition is employed

to achieve the interpretability using the output factor matrices.

Matrix-CUR, decomposition [13] is a low-rank matrix decomposition technique
that decomposes an input matrix in terms of a small number of original columns
and original rows of the input matrix. Specifically, matrix-CUR decomposes input
data matrix X as a product of three matrices: C, U, and R, such that C comprises
of a small number ¢ of original columns of X, R comprises of a small number r
of original rows of X, and U is a small precisely computed matrix such that the
product of matrices C, U, and R provides an approximation of the input matrix.
That is, X =~ C x U x R. Note that the matrices C and R can replace left and
right singular vectors of SVD [13] retaining the interpretability in terms of the

original columns and rows of the input matrix.

Matrix-CUR decomposition has been applied in diverse domains which includes
Internet term-document data analysis [13], genetics [13] and Intelligent transporta-
tion system [43]. Mahoney et al. [13] employed matrix-CUR decomposition on a
(document x term) matrix of size (139 x 15170) for the classification of docu-
ments based on two topics. They have also classified patients according to three
cancer types using a (patient X genes) matrix of size (31 x 5520). In [43], matrix-
CUR decomposition has been employed for compression and compressive sensing
of transportation data matrix of size (8928 x 6024). The rows of the matrix de-
note time-intervals, the columns denote road segments and the entries denote the
volume of traffic flow. The compression problem deals with the representation of
the input matrix in the form of a few time-intervals and few road segments. The
compressive sensing problem deals with the reconstruction of missing values in the

input matrix using a limited number of time-intervals and road segments.
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Decomposing the matrix X using SVD is known to take polynomial time O(7T?P)
or O(P?T). Whenever T and P are large, the decomposition will be prohibitive
in practice. To overcome this issue, Frieze et al. [44] have proposed a method of
obtaining a low rank approximation of X which is qualitatively faster. Frieze et
al. [44] have sampled columns of input matrix X based on the Euclidean norms to
form the matrix C such that CC* X is approximately equal to X, where (.)" denote
Moore-Penrose generalized inverse [45]. When the number of selected columns is
polynomial in k& and 1/e where k and € are rank and error parameter respectively,
then using Euclidean norm selection criteria one can obtain the following worst-

case additive error guarantees with high probability.

X = PXllp <X =Xyl + €[ Xl 7 (2.6)

where P.X denote the projection of X onto the subspace spanned by columns of
C and P, = CC™. X,, is best rank-k approximation of X obtained using PCA as
shown in (2.3).

In addition to selecting the original columns of the matrix X, [46] have proposed
to select rows simultaneously to construct two matrices C and R using 2 passes
of (2.6). In the first pass, matrix C is obtained using X. In the second pass, matrix
R is obtained using X?. The matrix U is constructed such that the following
additive-error bound holds with high probability.

IX = CUR|[p < [ X — Xpllp + €l Xellr (2.7)

Bounds of this form are generally weaker because the additive error term is usually
large in practice. It is suitable either for large-sized data or for a small percentage
of missing data or when limited resources are available [47]. However, if the input
matrix is exactly low rank, the left-hand side will become zero and the first term on
the right-hand side will also be zero and the additive-error term will remain non-
zero. Thus, additive-error bound fails to reflect the case of perfect reconstruction

in case the input matrix is exactly low-rank.
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In order to address the above issue with the additive error bound which is due to
the column selection strategy, Drineas et al. [48] proposed a new column selection
strategy based on normalized statistical leverage scores (2.8) to obtain C given the

input matrix X.
k
1
m= 13 () (28)
j=1

where 7; denote the normalized statistical leverage score of i column of X. Algo-
rithm 2 presented below constructs columns of C based on normalized statistical
leverage scores given (i) the input matrix X, (ii) rank parameter &, (iii) number

of columns ¢ that one wish to select from X, and (iv) an error parameter e.

ALGORITHM 2: COLUMNSELECT (A k,c,¢)

Input: A matrix X € R™*" rank parameter &, number of columns ¢ that one
wish to select from X, and error parameter e.

Output: C € R"*¢ with ¢ columns from X s.t. E[c] < ¢.

C = { } //empty set of columns

Compute top k right singular vectors {v;}%_, of X using (2.1).

for i<+ 1 to P do

compute normalized statistical leverage score using Eq. (2.8)

probabilities p; = min{1, ¢/m;}, for ¢’ = O(kl:—fk).
generate a random number n between 0 and 1.
if n <= p; then

L C «+ CUX(,1)

o N O otk W N -

©

return the set of columns C as matrix

It was shown in [48] that selection of columns using statistical leverage scores
satisfies

X =PcX|[p < (14¢/2)[X = Xillr (2.9)

with probability at least 0.99, where P, = CC™ denotes a projection matrix onto
the column space of C. The above algorithm is limited to the selection of columns

alone and obtains decomposition as X ~ P.X.

In addition to selecting the original columns of the matrix X based on normal-
ized statistical leverage scores, Mahoney et al. [13] have proposed to select rows

simultaneously to construct two matrices C and R using 2 passes of (2.9). In the
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first pass, matrix C is obtained using X. In the second pass, matrix R is obtained

using X7

Given X and a rank parameter k, construct 3 matrices: C, U, and R, such that
C comprises of a small number ¢ of original columns of X, R comprises of a small
number r of original rows of X, and U = CTXR™, where * denotes a Moore-
Penrose generalized inverse [45] of the matrix. The product CUR guarantees the

error bound of the following form

IX = CUR|} < 2+ )X — X% (2.10)

Following are the advantages of matrix-CUR, decomposition over PCA:

1. Matrix-CUR, decomposition achieves an improved relative-error bound (as
given in Eq. (2.10)), which states that the Frobenius norm of the error in
reconstruction using matrix-CUR decomposition is always less than or equal
to (2-€) times the error incurred in reconstruction using PCA from its rank-k

approximation.

2. The construction of C and R involves truncated SVD, i.e., computation of
top k right singular vectors, which has a time complexity of O(T'Pk), which
is an improvement over PCA which involves full SVD with the complexity

of O(min{T?P, TP?}).

3. The matrix C and R can replace left and right singular vectors, with an
advantage of interpretability in terms of the original columns and rows of X

because they are a subset of the original input matrix.

4. There is no distributional assumption involved in the selection of C and R.

2.5 Canonical Correlation Analysis

Given one set of data consisting of P continuous random variables, PCA obtains

P directions which have maximum variance among these random variables. In
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Canonical Correlation Analysis (CCA), given two sets of data with each set having
P continuous random variables, the objective is to obtain directions which have
maximum covariance between these two sets of random variables. CCA [49], a
well-known statistical method that captures the linear correlation between two
sets of multivariate random variables, is one of the most representative techniques
and has been widely used for many problems, such as classification, retrieval,

regression, and clustering.

We explain the working of CCA using two sets X; € RT™F and X, € RT*F
as input, with each set having P random variables. The objective of CCA is
to maximize correlation between all the paired data points from the two sets so
that they are unified in the correlated space. For this, we linearly project the data
points onto an intermediate subspace that maximizes the correlation between them

using CCA [49]. Mathematically, this is expressed as

covariance((w;) X1, (wy)"X5)

p = max (2.11)

W1, W2 \/Variance( (wq) "X )variance((w2)TX5)

where w; and wy are the linear projection directions for X; and X, respec-
tively. As p is invariant to scaling of w; and wy, we constrain the denominator in

Eq. (2.11) to unity, to result in the following alternate optimization.

p = max covariance((w)" Xy, (wy)"Xy) (2.12)
Wi1,W2

such that variance((w;)"X;) =1, variance((wy)'Xs3) = 1.
We can reformulate the problem as follows:

P = Mmax (Wl)T212W2 (213)

Wi1,W2

such that (Wl)TZHWl = 1, (WQ)TEQQWQ =1

where Y15 is the covariance between X; and X,, ;7 is the variance of X, and

Y99 is the variance of X,.
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Eq. (2.13) can be revised using the Lagrangian L as
L= (w)"S1aw2 + A (W) TE1wy — 1) + Xo((w2) "Soows — 1)

where A\; and A\, are the Lagrangian multipliers. The optimization problem with

respect to wy and we results in the following generalized eigenvalue problem [50]

0 X W by 0 w
12 1 1 11 1 (2.14)

Yo 0 W2 0 Yol |wy

where A = 2\; = 2\ and Xy = (X15)"T. The solution to Eq. (2.14), w; are
the eigenvectors of (X11)7 2% 15(X0s) ' X91(X11)""/? and w, are the eigenvectors
of (Xgp) V2551 (211) 1 812(Se2) 72 [50]. That is, Eq. (2.14) is repeatedly solved
to obtain multiple directions for transforming the data. The number of such direc-
tions is bounded by the dimensions of X; and X5. These directions are obtained
by solving for wy’s and wy’s in every dimension. Let W = [wq;|wya| -« - |wyp]
be the projection matrix for X; and Wy = [wy;|Was| - - - [Wop| be the projection
matrix for X,. Then X; = X; x W, and X, = X5 x W, denote the projection of
X; and X, onto the intermediate space respectively, such that the data points of
X; and X, are maximally correlated in the intermediate (or common) subspace

learnt using multiple views.

2.6 Tensor Decomposition Techniques

Tensor decomposition techniques have gained widespread attention over the last
decade for various applications including recommender systems [51], image anal-
ysis [52], computer vision [53], and intelligent transportation systems [54, 55].
More recently, tensors of various dimensions have been utilized to represent In-
ternet traffic data for anomaly detection [56], [57] and compressive sensing [58].
In this section, we present important definitions related to tensor decomposition

techniques.
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Definition 1. The order or mode of a tensor corresponds to the number of di-

mensions of the tensor.

Scalars are tensors of order zero. Vectors are tensors of order one. Matrices are

tensors of order two. Higher-order tensors are tensors of order three or higher.

Definition 2. Fibers are one-dimensional sections of a tensor, determined by vary-

ing one index while fixing the others.

Columns and rows of matrices are considered as mode-1 and mode-2 fibers, respec-
tively. Third-order tensors have columns, rows, and tubes, as mode-1, mode-2, and

mode-3 fibers. Please refer to the tutorial material in [59] for further details.

Definition 3. Slices are two-dimensional sections of a tensor, determined by vary-

ing two indices while fixing the others.

A third-order tensor can be sliced in three distinct ways; horizontal, lateral, and

frontal slices [59].

Definition 4. Matricization refers to the transformation of a tensor into a matrix.

The mode-n matricization of X', represented by X, is defined as the arrangement
of the mode-n fibers of a tensor as the columns of the X|,). For details, please
see [59].

Definition 5. The n-mode product (denoted by x,,) of a tensor X € RI1x/2x...xIx

with a matrix U € R7¥IV is defined as
Yy=Xx,Ux Y[n} = UX[n} (2.15)

Definition 6. The outer product (denoted by o) of two vectors a and b is defined

as

aob=ab' (2.16)

Definition 7. Rank-one tensors: An N-dimensional tensor X € RIt*f2x-xIn g

of rank one if it can be expressed as the outer product of N vectors, in the form

of
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X:aloago...oaN

Definition 8. CANDECOMP /PARAFAC (CP) decomposition decomposes

a tensor X € RIxl2xIs 59 5 sum of k rank-one tensors as
k
X = E a,ob,oc, =X
r=1

where k denotes the rank of a tensor and o denotes the outer product. A = [a;

ay ... ag|, B=[b; by ... by, and C = [c; ¢y ... ¢ are the factor matrices. X

denotes the reconstructed tensor using factor matrices.

Definition 9. Tucker decomposition, also termed N-mode Principal Compo-
nent Analysis (PCA) or Higher-order Singular Value Decomposition (HOSVD),

decomposes a tensor X € RI1x[2xIs a9
X~Gx  Ax;Bx3C=[G;A B C|=X

where G € RP*X@XE i5 termed the core tensor, with P < I}, Q < I, and R < I;.
A € RUxP) B ¢ R2XQ) and C € RUB*A) gre the factor matrices, with P,
(@, R being the number of components in the three factor matrices A, B, and
C, respectively. If P = Q = R, then Tucker decomposition is equivalent to CP

decomposition.

Definition 10. Tensor-CUR decomposition decomposes an input tensor into
a small number of original frontal slices and original tubes. For a given tensor
X € RI*2xIs tensor-CUR decomposition computes three carefully constructed
sub-tensors: C, R, and U, where C consists of a small number of frontal slices
of X , R consists of a small number of tubes of X as its columns, and U is a
carefully constructed matrix such that 3-mode product of C, U, and R gives an

approximation to the input tensor.
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2.7 Summary

This chapter briefly discussed four multivariate analysis techniques namely PCA,
CA, CCA, and matrix-CUR. In addition, definitions related to tensor decomposi-
tion techniques are presented. PCA plays a vital role in the context of applications
involving Internet traffic data namely estimation, reconstruction, and analysis. We
identify limitations of applying PCA to each of these applications and show the
utility of the CA, matrix-CUR, CCA and tensor decomposition techniques.

Estimation Estimated TMs using PCA are sensitive to the rank parameter k.

We alleviate this limitation by employing matrix-CUR decomposition.

Estimation Uses multiple expensive sources of information for accurate esti-
mates. We address this issue by utilizing inexpensive sources of information

and employing CCA to estimate accurate TM.

Reconstruction Reconstructing missing values in the TM is achieved by em-
ploying matrix decomposition techniques which use computationally expen-
sive alternate least squares (ALS) procedure. We employ matrix-CUR, and
tensor-CUR decomposition techniques which do not involve the use of ALS

and obtain an accurate reconstruction of missing values

Analysis The eigenflows obtained by employing PCA do not have the inter-
pretability. In applications like volume anomaly analysis and structural
analysis, interpretability is required. We employ CA and matrix-CUR. de-

composition methods which have the interpretability property.
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Estimation of Internet Traffic

Data

In this chapter, we present our first contribution which proposes the use of two well-
known decomposition techniques to alleviate the identified limitations of existing
estimation techniques (as presented in Chapter 1) and obtain improved estimation

of Internet traffic data with least estimation error.

3.1 Introduction

Inferring accurate traffic matrix is of paramount importance in solving many prob-
lems that arise in network operations and management tasks, such as traffic en-
gineering, network provisioning, and design [60]. Traffic matrices are obtained
through direct measurement using various monitoring tools. One such example is
NetFlow monitor [3] which performs the measurement at the ingress router. For
each traffic flow, NetFlow maintains a record in router memory containing many
fields including source and destination IP addresses, source and destination ASes,
flow starting and finishing timestamps, the number of bytes and number of packets
transmitted. The collection methodology using NetFlow for direct measurement

involves the following steps:

31
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1. The NetFlow leaving the egress links is examined to build a set of the des-

tination AS numbers connected to each egress router.

2. For each destination AS number, all the egress routers corresponding to this

AS is listed.

3. At each ingress router, and for each NetFlow record, the destination AS
number is mapped to a set of egress routers using the list obtained in step
2. Open Shortest Path First (OSPF) is then simulated to choose the closest

egress router.

These NetFlow measurements provide local TMs for each of the ingress routers.
These measurements would be sufficient to obtain complete traffic matrix provided
NetFlow data were collected for the entire network. However, the fact is that
NetFlow is often only partially deployed because products from some vendors do
not support NetFlow in a way consistent to our needs, i.e., different from Cisco
NetFlow specification, and some do not support it at all. Apart from this, the
local TMs need to be shipped to a central location for appropriate processing
to form a complete traffic matrix for the entire network. The shipping costs
of local TMs translate to communications overhead and the processing cost at
the central location translates to computational overhead. These overheads are
coupled with an additional storage overhead at the central location. It has been
widely established that these overheads are so high that the direct measurement
of traffic matrices for the entire network is not feasible. This has been one of the
main motivations behind recent research targeted toward estimation techniques
that can estimate the traffic matrix from the readily available Simple Network

Management Protocol (SNMP) link counts.

The TM estimation Problem: For a network consisting of M links and P PoP pairs,

the TM estimation problem is posed as solving a system of linear equations [14]
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where y, € RM*! is a known vector of link counts obtained using SNMP reports.
x; € R"™” is an unknown vector that represents the traffic volume across P PoP

t'" time-interval. By solving Eq. (3.1), x; is estimated from the known

pairs during
quantities y; and A. Since the number of unknowns (P) is more than the number
of known parameters (M), this is an ill-posed inverse problem and there exist

multiple solutions for x;.

Existing solutions: The traditional approaches for TM estimation assume an initial
model for the TM and minimize the deviation of estimated TM from the modeled
one, subject to the constraints imposed by Eq. (3.1). TM estimation techniques
in the literature are classified into three generations, based on the models used
for the traffic flows. The first generation techniques [14, 61, 62] assume Poisson
or Gaussian distribution for the TM and do not capture the temporal and spatial
correlations in the TM. The second-generation techniques use better models, such
as the gravity model [63], generalized gravity model [64], and the route change
method [65] to capture the spatial and temporal correlation. These techniques
show an improvement in minimizing the error of estimation, but the error is still
large. Some techniques like the tomogravity, generalized tomogravity, and {1}-
inverse technique [66], strive to minimize the error in estimation by capturing the

spatio-temporal properties.

Third generation techniques [6, 67, 15] make use of partial direct TM measure-
ments along with the SNMP data for the estimation. Soule et al. [6] have used
direct measurements of the previous day along with Y and A for estimation of
successive days TM using Principal Component Analysis (PCA) method. PCA
method assumes a low-rank model for the initial traffic matrix. The key idea be-
hind using PCA is to estimate k eigenflows instead of estimating traffic volume
flow across P PoP pairs, where k is the rank parameter. Since, k¥ < P, the number
of unknown parameters becomes less than the number of known parameters, hence
the TM estimation problem becomes well-posed. The third-generation techniques
are shown to outperform second-generation techniques in terms of the estimation

error.
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Limitations: First and second-generation techniques are characterized by a high
error in the estimated TM along with high bias in estimation error. Although the
third-generation techniques have been tuned to reduce the estimation error, they
incur high variance in the estimation error making the estimated TM utility lim-

ited. Besides, we identify the following limitations of third-generation techniques.

1. Use of expensive multiple sources of information: The reduction in error
in the third generation techniques is achieved because of the use of mul-
tiple sources of information including partial direct TM measurements for
TM estimation which is an expensive affair to obtain due to the additional
cost of measurement, communication, and storage. A fundamental question
arises that are there inexpensive multiple sources of information worthy of

incorporation in TM estimation models?

2. Rank parameter sensitivity of PCA-based method: PCA is argued to be sensi-
tive to various application tasks that are built over TM in the literature [23].
In this thesis, we identify another limitation of PCA in the context of TM
estimation, ¢.e., the estimation accuracy is sensitive to the input rank param-
eter of PCA. This limitation hasn’t been explored yet in literature. We are
the first one to identify it and demonstrate it experimentally using publicly

available Abilene traffic matrices.

3. Naive use of multiple sources of information: In some earlier works [6, 15]
of TM estimation, distinct multiple sources of information (direct measure-
ments and link count matrix) were utilized to estimate the TM. However,
they do not make simultaneous use of multiple sources of information. These
methods fall in the realm of single-view learning because they learn a single
subspace corresponding to a distinct source of data. A naive way to simulta-
neously use multiple sources of data is to concatenate the features extracted
from multiple sources. The work in [15] concatenated the link count ma-
trix and traffic matrix into a single view. However, as noted in [16], such a

concatenation causes over-fitting and is not physically meaningful, because
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the statistical properties of each view are lost. Another fundamental ques-
tion arises that are there techniques that construct multiple learners from the
identified sources of data, instead of naively concatenating information from

multiple sources?

Multiple sources of data are natural in some application domains, such as image
processing, computer vision, and information retrieval. For example, in computer
vision, the pose of a person is considered to be a distinct view of data [68]. To
collect distinct poses, one uses multiple sensors (cameras) at different places to
collect information about the same subject. In the audio-visual speaker cluster-
ing [69], the data corresponding to the audio and the video features are considered
to be two distinct sources of data (obtained with different sensors). However, for
clustering Wikipedia documents, each webpage is considered as one source of data,
while the hyperlink structure across the webpages is considered as another source
of information. In this case, multiple derivations of the existing data are pre-
sented as views of data (same data source). To summarize, we note that multiple
views of data are typically obtained from either different sources or constructed
as derivations of the same underlying data. Multi-view learning techniques con-
struct multiple learners, one from each source of data [70]. Application of such
multi-view learning methods, that consider multiple views of the same underlying

data, has seen success in diverse application domains [71, 72, 73, 74].

3.1.1 Main Contributions

The summary of first contribution of the thesis is as follows:

1. We address the first limitation concerning the use of expensive multiple
sources of information by making use of traffic matrix estimated using inex-
pensive sources of information only such as SNMP link counts. In particular,
we make use of estimated traffic matrix (obtained using second-generation
techniques such as tomogravity and generalized tomogravity) as input to the

proposed decomposition techniques for TM estimation.
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2. To overcome the rank parameter sensitivity of PCA-based method, we propose
the use of matrix-CUR, decomposition for TM estimation. The key idea for
TM estimation using matrix-CUR decomposition is to estimate (a few) ¢

columns instead of estimating all P columns of the traffic matrix.

3. To avoid the overfitting because of the naive use of multiple sources of infor-
mation, we propose the use of multi-view subspace learning technique which
considers the traffic matrices estimated using less expensive and easily avail-
able information as inexpensive multiple sources (or views) of information
and simultaneously learns a common subspace shared by all views. We make
use of Canonical Correlation Analysis (CCA) for subspace learning of mul-

tiple views.

3.1.2 Summary of Experimental Results

We use real-world traffic matrices from the Abilene network [7] for experiments.

The summary of the experimental result is as follows:

1. Experimentation on Abilene traffic matrices [7] suggests that CUR decom-

position

e Exhibits less sensitivity to the rank parameter as compared to PCA-

based approaches.

e Achieve low spatial and temporal error in the estimation of Abilene

TMs.

e Exhibits bias value close to zero and low value of variance.

2. Two distinct sets of multi-view data are constructed for TM estimation:

{Xy, Xy4g} and {X;, Xy, }, where Xy, X, Xy, and X, are the traffic matrices

99+
estimated using gravity, generalized gravity, tomogravity, and generalized
tomogravity methods, respectively. We compute the correlation among the
two sets using CCA to find that the set {X;, X} has a maximum correlation

along 39 canonical directions. Hence, we use this set for multi-view learning.
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We observe the following from experimental results that also demonstrate

the advantages of the proposed multi-view learning technique.

e CCA has the ability to reconstruct one view of TM using the TM from
another view and all the projection directions. For the set {X;, X},
the reconstruction error of X; using Xy and the projection directions

is as low as 2.98%.

e The proposed multi-view learning technique gives accurate estimates
of TM to reduce the temporal and spatial error by more than 80%
compared to all the other techniques, including the third-generation

techniques.

e CCA outperforms single-view learning techniques in terms of bias and
variance values. The obtained bias value is close to zero which indi-
cates an accurate estimation of TM. There is also a low variance in the

estimation error with the proposed technique.

3.2 Related Work

As mentioned earlier, any TM estimation technique starts by assuming an initial
model for the TM and then tries to estimate another TM with the measured data,
as closely as possible to the modeled TM. Earlier literature on TM estimation can
broadly be categorized into three generations, based on the model they use for the

initial TM.

First and Second Generation Techniques: First-generation techniques as-
sume that the entries in the TMs follow Poisson [14, 61] or Gaussian [62] distri-
butions. These models do not capture the spatial and temporal correlations in
the TMs, thus resulting in a high error in the estimated TMs. To reduce the
error, second-generation techniques made use of TM models that account for the
spatiotemporal correlations in the data. The authors of [63] used a gravity model

for the TM that assumes that the traffic flow across an IE pair is independent
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of the traffic flow across the other pairs. In [75], probabilistic methods based on
the gravity model were used that outperformed the gravity model for TM esti-
mation. Gunnar et al. [76] critically evaluated these estimation techniques and
demonstrated that the gravity model fails as an initial TM model because of the

violation of underlying traffic flow patterns.

To overcome the limitations of the gravity model, the generalized gravity model
was proposed in [64] which imposes a conditional independence criterion between
various IE node pairs and also takes into account the asymmetric nature of the
traffic matrix. The generalized gravity model has been shown to attain a low
estimation error of traffic matrices as compared to the gravity model. However, the
reduction in error is not significant and needs to be further lowered. Subsequently,
the authors of [77] have proposed the tomogravity method, that combines network
tomography and gravity model to select a TM closely following the gravity model,
while satisfying the link constraints in Eq. (3.1). Different from these approaches,
the work in [66] formulated the TM estimation problem as an optimization problem
and solved it by computing {1}-inverse of the routing matrix. For any given matrix
say B, there exists a matrix B~ which is not necessarily unique such that the
following holds: BB™B = B. B~ is called a {1}-inverse of B. The general form

of {1}-inverse of B is given as follows:

B~ =B* + K- B'BKBB™ (3.2)

where * denotes the Moore-penrose generalized inverse [45] and K denotes an

arbitrary matrix.

Third Generation Techniques: Traditional estimation techniques use a sin-
gle view of network-wide traffic volume flow data to estimate the TMs. Third-
generation techniques [6, 15, 78] make use of two views of traffic data; partial
direct TM measurements and SNMP link data. Fanout method in [78] does not
require routing matrix and does not need to solve Eq. (3.1). A node fanout is
represented as a vector that denotes the fraction of total incoming traffic volume

that it forwards to other egress PoPs during a given time interval. The key idea
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behind the fanout method is that these node fanouts show strong periodicity and
can be used to estimate traffic volume flow during successive weeks at the same
time interval. Node fanouts are computed using direct measurements from the

previous week to estimate the TM of next week.

Soule et. al. [6] used a subspace learning technique, namely PCA for TM estima-
tion. They have assumed that the matrices V and S, obtained after employing
PCA on the previous one week TM measurement data, are stable and can be used
to estimate traffic matrices for successive weeks. PCA-based approach relies on
the fact that top few PCs (first few columns of V) captures most of the energy of
TM. They have relaxed the Eq. (3.1) to the following equation

y: = AVkSketTa (3-3)

where Vi is (P x k) matrix with only the top k principal components, Sy is the
corresponding diagonal matrix of size (k x k) and vector e] has the values of the k

t" time-interval. The matrices V;, and S;, can

most significant eigenflows during
be obtained from SVD of partial direct TM measurement of the previous week.
So, the problem defined in Eq. (3.3) is of estimating unknown top k significant
eigenflows instead of estimating P OD flows. As k < P, the number of unknown
parameters becomes less than the number of known parameters, the TM estimation
problem becomes well-posed. Eq. (3.3) can be solved by taking pseudo-inverse of
AVS;. to obtain an estimate of top significant eigenflows e, which can be used
to estimate the traffic matrix measurement at time-interval ¢ of successive week

using following equation

%, = V;.Sie/, (3.4)

for t = 1,..., T. X7 € RP*! denote the estimated traffic volume flow across P
PoP pairs during t"* time-interval. In [6], the authors used partial direct TM
measurements of the previous day along with link data, thereby their technique

outperforms the other estimation techniques that use only link data.

TH-2484_11620104



Chapter 3. Estimation Chapter 3 Estimation of Internet Traffic Data

After Soule’s study [6], various authors have used PCA-based approaches for traf-
fic matrix estimation. Zhang et al. [9] have solved the TM estimation problem
using Sparsity Regularized Matrix Factorization (SRMF). Zhao et al. [79] have
proposed a PCA based Optimization Method (PCAOM) for TM estimation where
the objective is to minimize the Mahalanobis distance of estimated TM from the
modeled one, subject to the constraints imposed by Eq. (3.1). The robust traf-
fic matrix estimation (RTME) technique in [15], use a vertical concatenation of
partial direct TM measurements and SNMP link data to solve the TM estimation
problem using the least-squares estimator. It uses Singular Value Decomposition
(SVD) to obtain a weighted least square estimate of the TM. SVD forms the basis
for various subspace learning techniques including PCA. Results show that one
can obtain a much more accurate estimate of the TMs using the two sources of

information rather than a single source.

Apart from subspace learning techniques, deep learning techniques have also been
employed for TM estimation. Jiang et al. [80] estimated the TM based on Back-
Propagation Neural Network (BPNN) which uses SNMP link data as an input and
TM as the output for training BPNN. The trained BPNN is then used to predict
future TMs. Zhou et al. [81] have shown improvement over [80] by using the routing
matrix along with SNMP link data as an input to the neural network. Authors
in [82] have argued that with an increase in the size of the network, traffic flows
are complex to characterize and the ill-posed nature of the estimation problem
gets worse. Motivated by this, they proposed deep learning architecture based on
the Deep Belief Network (DBN) for TM estimation. DBN is able to outperform
subspace learning techniques, namely PCA, in terms of estimation accuracy. The
authors of [83] have proposed to use the Convolutional Neural Network (CNN)
to extract the spatiotemporal nature of traffic for traffic matrix estimation in the

context of Vehicular Ad-hoc NETworks (VANETS).

Recent works in [67, 84] studied TM estimation for Software-Defined Networking
(SDN)-based IP networks using SNMP link volume measurements, destination-
based flow measurements, and origin-destination based flow measurements. An

SDN router enables the measurement of different types of data, but the cost and
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inaccuracy associated with gathering the data still remain. Our work considers
the TM estimation only in the context of a conventional IP backbone network

without the requirement of additional sources of data.

Motivation: First and second-generation techniques are characterized by a high
error in the estimated TM along with high bias in estimation error. Third genera-
tion techniques make use of multiple sources (views) of data, i.e., in addition to link
counts and routing matrix, they used partial direct measurements to improve the
estimation of TM. Subspace learning approaches based on PCA are argued to be
sensitive to various application tasks that are built over TM in the literature [23].
In this thesis, we identify one limitation of PCA in the context of TM estimation,
i.e., the estimation accuracy is sensitive to the input rank parameter of PCA. The
rank parameter is a deciding factor and stands for the number of eigenflows to
be estimated instead of estimating all OD flows. Third generation techniques also
lead to high variance in estimation error and the use of partial direct measurement
is an expensive affair. Also, the vertical concatenation of multiple sources of data,
as performed in one of the techniques [15] causes over-fitting. In this thesis, we (i)
make use of inexpensive multiple sources of information for TM estimation, (ii)
address the rank parameter sensitivity using matrix-CUR decomposition, and (ii)

employ a multi-view subspace learning technique to avoid the issue of over-fitting.

3.3 Proposed Decomposition Techniques

In this section, we present the use of matrix-CUR decomposition to alleviate rank
parameter sensitivity in estimating TM and multi-view subspace learning tech-
nique based on CCA for accurate estimation of TM. The proposed techniques do

not make use of expensive sources of information for TM estimation.
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3.3.1 Matrix-CUR Decomposition

The motivation for employing matrix-CUR, decomposition is that the matrices C
and R retain a subset of columns and rows of the original input TM. In the case
of PCA, the columns of matrix E are the weighted linear combination of all the
columns of the original input TM. By retaining the original rows and columns in
the factored matrices lead to insensitivity in the estimated TM when the rank

parameter is varied.

For the input TM, we make use of estimated TMs obtained using second-generation
methods. Let X,,_; and X,, denote the previous week estimated TM and current
week estimated TM obtained using the tomogravity method. PCA uses previous
week’s (w — 1) TM obtained using direct measurements to estimate the current
week (w) TM. In order to eliminate the use of the direct measurement, we propose
the use of X,,_; instead. Three steps are involved in estimating the current week

(w) TM given previous week (w — 1) TM.

1. Obtain the column indices along with the factor matrices using X,,_; by

employing matrix-CUR, decomposition as given below

Xw—l - Cw—lUw—lRw—l (35)

2. The columns in the X, are selected according to the column indices obtained

in step 1 to form C,,.

3. Refine the estimate X,, by using C,, obtained in step 2 and U,,_; and R,,_;

obtained in step 1 as given below
X, = CopUy_1Ruys (3.6)

where X,, denote the TM of week w estimated using matrix-CUR decompo-

sition.
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We demonstrate that X,, is insensitive to the rank parameter unlike the coun-
terpart based on PCA. The proposed method eliminates the use of TM obtained
using direct measurement method. Even though matrix-CUR decomposition pro-
vides a rank insensitive estimate, it uses a single source of information namely
X,_1. In section 3.2, we presented the motivation for employing multiple sources
of information for better TM estimation. In the following section, we identify the
multiple sources of information and their use in TM estimation through multi-view

subspace learning.

3.3.2 Multi-view Subspace Learning using Canonical Cor-

relation Analysis

The class of learning techniques that take into account multiple feature sets to learn
a hypothesis are termed multi-view learning techniques. For such techniques, the
same data viewed from distinct perspectives can yield multiple independent feature
sets. The multi-view learning techniques are shown to have better performance
than those using a single view [70]. As discussed earlier, there are two ways to
get multiple views of data; using distinct sensors or using different views of the
same underlying data. For example, the text and image features extracted from a
webpage are distinct views of the same underlying webpage, but with data from
different sources [71]. On the other hand, two distinct views of the webpage can
be constructed by considering the content as one view, and a graph with nodes
representing the webpages and edges representing the hyperlinks as another view.
However, the number of webpages and the number of nodes in the graph must
be the same, because for every data point in one view (node in the graph) there
must exist a corresponding data point in another view (the content of the webpage

corresponding to the node), termed pairing.

Definition of a View:
In other applications of multi-view learning to information retrieval [71], com-
puter vision [72], computational biology [73] and natural language processing [74],

defining a view as well as the pairing of data points between multiple views occur
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FIGURE 3.1: Schematic diagram of traffic matrix (TM) estimation using a

multi-view subspace learning technique. For illustration purpose, sample TM

matrices Xy, Xyg, Xy, and Xy are denoted with three IE node pairs and five
successive time-intervals.

naturally. In the context of the network-wide traffic flows, defining a view as well

as obtaining paired data points are challenging.

As shown at the top of Fig. 3.1, traffic enters the network through an ingress node,
traverses multiple links and then leaves through an egress node. Each view of this
data, captured as a matrix, contains the network-wide traffic volume, i.e., the vol-
ume of traffic across different IE pairs or links, measured during a particular time
interval. To obtain multiple views of the data, one could use tools like NetFlow,
SFlow or iPerf to collect the traffic volume data across IE pairs, whereas SNMP

can be used to obtain individual link count data. The upper part of Fig. 3.1(a)
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illustrates how four distinct views of data can be obtained for learning. However,
it is an expensive affair to collect data from direct measurements in large scale

networks.

To avoid the use of expensive direct measurement, some TM estimation techniques
use inexpensive link-level data along with the routing matrix to estimate the TM.
Since they use the same source of information for TM estimation, we could consider
the estimated traffic matrices as distinct views of traffic flow data. In the lower part
of Fig. 3.1(a), we illustrate how to obtain four distinct views of TMs using different
estimation techniques; gravity, generalized gravity, tomogravity and generalized

tomogravity, labelled as X, X4, Xy, and X, respectively. We utilize sets of

99
estimated TMs {X,, X ,} and {X;, X}, as multiple views of data. As these
views are TMs estimated using second-generation techniques, using them as an
input for TM estimation gives us an additional advantage over techniques that
use partial direct measurement, like PCA and RTME. Note that obtaining partial

direct measurements is associated with the cost of measurement, communication,

and processing.

Defining Pairing Between Views:

In multi-view learning, there has to be a correspondence between data points
present in one view with the other view which is termed data pairing. The next
step in our work is to define the pairing between multiple views of the data. In
this work, we consider two views at a time as an input to the multi-view learning
technique. Two views of the data, consisting of TMs estimated with two different
techniques, estimate the traffic across the same IE node pairs for the same time
intervals. Therefore, we propose to pair every row of the first view, obtained using
one estimation method with the corresponding row from the second view, obtained

using another estimation method.

In Fig. 3.1(b), we illustrate the pairing of data points (using red-colored bidi-
rectional arrows) for the constructed multi-view dataset using {X,, X,,} and
{X,X,:}, where the view is for three IE pairs and five time-intervals. Each

row of a view corresponds to a data point in three-dimensional space as shown in
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Fig. 3.1(b). Consider the two views X, and X, in the left part of Fig. 3.1(b). For
set {X, X4}, we pair row 1 of X with row 1 of X, row 2 of X, with row 2 of X,
and so on till row 5 of X, with row 5 of X,,. This pairing is essential because the
objective of multi-view subspace learning is to maximize the correlation between
these paired data points corresponding to the same time-interval in the subspace.
This pairing is natural because both the estimated TMs are for the same network
topology, the traffic volume estimates are for the same IE pairs across the same
time intervals, and every row in the estimated TM has a corresponding row in

another TM, which essentially means that no data points are missing.

Intuition Behind Data and Learning Models:
We present the intuition behind defining the views of traffic matrix data and using

a multi-view learning technique for TM estimation.

Answering “what constitute multiple views of traffic matrix data?” is a non-trivial
task. In multi-view learning, information collected with regards to the same un-
derlying object using different approaches can be considered as multiple views of
the observed object. The multiple derivations of data in various application do-
mains use different feature extraction methods. For example, in image processing,
extracting edge features of image or texture features, obtaining line drawing of the
image, extracting SIF'T features, etc., are considered as multiple views. However,
in the context of traffic matrix estimation, no such feature extraction methods
are available. In this context, different estimation techniques give us different
estimations of the TM. Since each technique uses the same underlying network
topology, these estimates lead to different derivations of the traffic in the same
network. Therefore, the proposed notion that each estimated TM serves as a view
is consistent with the general definition of a view in multi-view learning. To verify
the consistency across different views, we also show the correlation between them

(see the result in Fig. 3.5), which also asserts the similarity.

In all the traffic matrix estimation methods that use subspace learning, single
source of data is used and one set of projection directions is learned to be associated

with a single source. Obtaining an accurate estimate of the TM from a set of
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inexpensive and inaccurate estimated TMs is the central idea of this work. This
is done by learning a common subspace associated with different views of data.
Multiple projection directions are learned to be associated with multiple sources of
data to derive a common subspace, that maximizes the correlation across different

estimates.

The Problem:

Given two views constructed from different estimation techniques, the problem is
to maximize the correlation between the paired data points in the subspace learnt
using multiple views. Projection of the input views onto fewer dimensions of this
subspace gives TMs estimated using multi-view learning, which also corresponds to
the problem of joint dimensionality reduction. We define the joint dimensionality
reduction problem as, given two views X; and X, find low-dimensional mappings
Xt = X;W,; and th = X W that mazimize the correlation between Xt and
th, defined by

p(Xtht) _ A]E[(}A(t) XgAt] -
VEIX) TXE[(X ) X e
E[(W:)T (X)X, W

= 7
VE[(W)T (X)X WE[(Wg0) T(Xgt) "X g Wt &0

where W; and Wy, are the projection matrices for X; and X, respectively.
In the numerator E[(W;)T(X;)"X,; W] denotes the covariance between the two
views and the denominator is the product of view-specific covariances. The low-
dimensional mappings X, and th correspond to the TMs estimated using multi-

view subspace learning.

Canonical Correlation Analysis:

Once the views are constructed and pairing is done, the final step in multi-view
learning is subspace learning, which seeks a unified space shared by all views.
We make use of Canonical Correlation Analysis (CCA) for multi-view subspace

learning. We provide two views at a time as an input to CCA, which in turn
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maximizes the correlation between the input views and provides two sets of pro-
jection directions. As illustrated in the right part of Fig. 3.1(c), CCA takes X;
and X, as input and gives the set of projection directions W; and Wy, as the
output. Similarly, the left part of Fig. 3.1(c) illustrates working of CCA for X,
and X,,, which gives the set of projection directions W, and W, as the output.
The complete derivation of CCA using X; (or X;) and X, (or X,;) as input is

presented in section 2.5.

The projection of X; and X onto the intermediate space, i.e., Xt =X; x W,
and th = Xy X Wy, denote the traffic matrices estimated using multi-view
learning. The effectiveness of estimated TM using multi-view learning is measured
by comparing it with the original TM. For this, the original TM is projected into

intermediate space as

X = XW, (3.8)

or

X = XW,, (3.9)

The accuracy of the estimated matrix is studied by comparing it with the original
TM using corresponding evaluation measures, the results for which are presented

in the next section.

The intermediate subspace learnt using multiple views has the ability to transform
one view to the other view. That is, given X; and the mappings W, and W, one

can reconstruct Xy by

Xg = X,W,W,! (3.10)

where th is the reconstructed matrix Xg. Similarly, given X, Wy, and W,

one can reconstruct X; by

Xt - thWgtW;l <31]_)

where X, is the reconstructed matrix X;.
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3.4 Experimental Results

In this section, we report the results of experiments conducted to measure the
estimation error for the TMs using the proposed techniques, namely matrix-CUR
decomposition and multi-view subspace learning technique using CCA. The data
used for experimentation is collected from the Abilene backbone network [7] that
consists of 11 PoPs across North America. The dataset has 24 TMs reflecting traffic
volume data from March 1% to September 10", 2004. The TMs are numbered
X01, X02, ..., X24. Each TM is of size (2016 x121) containing data across 121
PoP pairs during a week period (2016 intervals, each of 5 minutes). However, we
use only 19 TMs corresponding to data from May 1% to September 10%", 2004
(X06 - X24) as there are no missing periods. For third-generation techniques,
we use direct TM measurement X06 as input and estimate successive weeks TMs
X07, ..., X24. For matrix-CUR decomposition, we use tomogravity estimates
of 6" week TM X06 as input and estimate successive week TMs. For multi-view
learning, we use tomogravity and generalized tomogravity estimates of current
week TM as input views and estimate current week TM by learning a common
subspace shared by input views. Note that the proposed decomposition techniques

do not make use of direct measurement which is an expensive affair to obtain.

3.4.1 Evaluation Measures

We consider the four evaluation measures of a TM estimation technique which
are widely reported in the majority of the literature [6, 15]. The four considered

evaluation measures are discussed as follows:

1. Relative Temporal Error (RTE): Temporal error is computed for each time-
interval such that it adds the estimation error during a given time interval

across all PoP pairs. The relative temporal error of ¢ time-interval is given

by
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(X () = X(t.))°

P
=1

d (3.12)

where P is the total number of PoP pairs. X and X denote the original and
estimated TM respectively. The relative temporal error (RTE) computation
for multi-view learning is different, because the RTE is computed in the
intermediate subspace. We use a modified definition for the RTE of multi-

view learning as given below:

(3.13)

Y]

where N is the number of maximally correlated directions. X(¢,7) is the
(t,§)™ element of X = XW,,; which is the projection of original matrix onto
intermediate subspace using W ;. Xy (%, 7) is the (¢, j)™ element of X ;W
which is the projection of TM estimated with generalized tomogravity tech-

nique in the intermediate subspace using W,.

2. Relative Spatial Error (RSE): Spatial error is computed for each PoP pair
such that it adds the estimation error across a given PoP pair during all

time-intervals. Relative spatial error of j** OD flow is given by

S o(X ()~ X(0.9)?

RSE(j) = (3.14)

where T' denote the total number of time-intervals. For multi-view learning,
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3.

TH-2484_11620104

the relative spatial error (RSE) for j* OD flow is also computed in the inter-
mediate subspace using the following equation on the same set of variables

used in Eq. 3.13.

(3.15)

Bias of estimation error: A consistent difference between estimated and true
values is called estimation bias. An ideal estimation technique should have
an estimation bias close to zero. A positive value of bias corresponds to the
overestimation of traffic volume flow and a negative value of bias implies
an underestimation of traffic volume flow. Estimation techniques with bias
value close to zero tend to characterize the traffic volume correctly and help
in network capacity planning [6]. The bias of j¥ OD flow denote the mean

of total estimation error across j* PoP pair and is given as

1 T

bias(j) = = D (X (i, ) = X(i,)) (3.16)
i=1
For multi-view learning technique, bias is defined using the following equa-

tion on the same set of variables used in Eq. (3.13)

bias(j) = 7 S (Xl ) =~ X(i.5) (317

=1

where T denotes the total number of time-intervals.

. Variance of estimation error: Estimation techniques with low variance tend

to track changes between individual time points very well and are useful for

applications such as anomaly detection. The variance of estimation error for
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5" PoP pair is given by

T
. 1 5oL o o
Var(j) =\ 7—1 > (X (i, 4) — X(i, §) — bias(j))? (3.18)
i=1
For multi-view learning, the variance of estimation error of j* OD flow is
defined using the following equation on the same set of variables used in

Eq. (3.13)

1 T

Var(j) = | 77— D_(Xau(in ) = X (i ) — bias(5)? (3.19)

3.4.2 Matrix-CUR Decomposition

Here we present the experimental results of traffic matrix estimation using matrix-
CUR decomposition. First, we demonstrate the rank parameter sensitivity of
PCA-based approaches in terms of estimation error. Next, we present the effi-
cacy of matrix-CUR decomposition through a comparison with the state-of-the-art

techniques in terms of four evaluation measures discussed in the section 3.4.1.

Rank Sensitivity Analysis:

First, we demonstrate that the TMs estimated using PCA-based approaches,
namely PCA [6] and PCAOM [79], are sensitive to the input rank parameter.
Abilene network consists of 28 links and 121 PoP pairs. Since the number of
links (known parameters) in the Abilene network is 28, the number of unknown
parameters to be estimated should be less than or equal to 28 to make the problem
well-posed. Authors of [6] have fixed the rank parameter of PCA to be 10. That
is, they have proposed to estimate top 10 eigenflows, i.e., first 10 columns of
E, instead of estimating 121 columns of X using PCA. Authors of [79] have
considered the rank parameter as the number of PCs which captures 90% of the

variance in the input data.

Figure 3.2 shows rank parameter sensitivity of PCA [6], PCAOM [79], and matrix-

CUR decomposition for estimation of X07 in terms of average RTE and average
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FI1GURE 3.2: Rank parameter sensitivity for traffic matrix estimation.

RSE. In each of these plots, the x-axis denotes the rank parameter and the y-axis
denotes average RTE or average RSE. The rank parameter is varied from 1 to 28.
From these plots, we can observe that for every rank parameter matrix-CUR de-
composition outperforms PCA and PCAOM in terms of average RTE and average
RSE. We also observe that with the change in the rank parameter, the change
in estimation error is very less in the case of matrix-CUR decomposition. On
the other hand, PCA and PCAOM exhibit high variation in the estimation error
with the change in the rank parameter. For PCA and PCAOM, the variation
factor (maximum divided by minimum value) for RTE is 4.07 and 3.66 respec-
tively. The average RSE value also exhibits a high variation factor of 2.32 and
3.58 for PCA and PCAOM respectively. For matrix-CUR decomposition, the vari-
ation factor of RTE and RSE is 1.50 and 1.11 respectively. Experimentation is
performed for estimation of remaining TMs (X08 - X24) as well and we observe
high variation factor in estimation error for PCA and PCAOM and less variation
factor for matrix-CUR decomposition. The high variation in estimation error with
small changes in the rank parameter demonstrates the sensitivity of PCA-based
approaches for TM estimation very well. On the contrary, CUR decomposition
exhibits a small change in the value of temporal and spatial error with changes in
the value of the rank parameter. This suggests matrix-CUR decomposition to be

an apt technique for TM estimation as compared to PCA-based approaches.

Measuring the Accuracy of Estimated TMs:
Here, we demonstrate the efficacy of matrix-CUR decomposition for TM estima-

tion compared to state-of-the-art techniques namely PCA, PCAOM, Fanout, and
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FI1GURE 3.4: Bias and Variance of top 40 OD flows of X07.

{1}-inverse method. Figure 3.3 shows the average relative temporal and spatial
error incurred in estimation of 17 TMs (X07 - X23). The x-axis denotes the es-
timated TMs and the y-axis denotes the average RTE or average RSE value. We
fix the rank parameter for estimating TM using PCA, PCAOM and matrix-CUR
decomposition as 2 in this experiment. We observe that the CUR decomposi-
tion provides a more accurate estimate of traffic matrices as compared to the four
techniques in terms of exhibiting the least average RTE and RSE value. Consider
the estimation of X07. We observe that CUR decomposition attains i) an av-
erage RTE of 0.19; while for PCA, PCAOM, {1}-inverse, and Fanout method, it
is 0.35, 0.38, 0.44, and 0.43 respectively. ii) an average RSE of 0.30; while for
PCA, PCAOM, {1}-inverse, and Fanout method, it is 0.37, 0.39, 0.88, and 0.49

respectively.

We also demonstrate the efficacy of matrix-CUR decomposition in terms of the
bias and variance of estimation error. Figure 3.4 shows the bias values of 40 largest

OD flows of the estimated TM XO07. From the plot of bias value, we observe that
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the bias value for estimation of 1% largest OD flow is closer to zero as compared
to other techniques. In particular, PCA, {1}-inverse, and fanout method incurs
a large negative bias value and PCAOM incurs a large positive bias value. This
implies that PCA, {1}-inverse, and fanout method exhibits a large underestimation
of 1°¢ largest OD flow; PCAOM exhibits a large overestimation of 1 largest OD
flow. On the other hand, CUR decomposition also exhibits overestimation but the
difference is quite low and hence provides a more accurate estimate of 1% largest
OD flow. This observation holds for the majority of the large OD flows. From
the variance plot, we observe that CUR decomposition exhibits a low value of
variance for the majority of the large OD flows; while PCA, PCAOM, {1}-inverse,
and Fanout method exhibit large variance for top largest OD flows. The obtained
bias and variance values of estimation error suggest CUR decomposition as a better

TM estimation technique as they yield estimates closer to the true value.

Through the experimental results, we learned that matrix-CUR decomposition
provides a more accurate estimate of traffic matrices as compared to the recent
second and third-generation techniques. An added advantage is that matrix-CUR
decomposition does not make use of partial direct TM measurements which is
an expensive affair to obtain. Rather it makes use of TM estimated using less
expensive and easily available information, ¢.e., link counts and routing matrix.
Hence, TM estimation using matrix-CUR decomposition corresponds to second-
generation techniques as it does not involve any use of partial direct TM measure-

ments.

3.4.3 Multi-view Subspace Learning Technique

Here we present the experimental results of traffic matrix estimation using a multi-
view subspace learning technique namely CCA. First, we present the correlation
between different input views. Next, we present the error in the reconstruction
of one input view TM using other input view TM to demonstrate the utility of

common subspace learned using multiple input views. Finally, we present the
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accuracy of the traffic matrix estimated using a multi-view learning technique in

terms of the four evaluation measures.

Correlation between Different Views of TM:

First, we present the correlation between the different views of TM X19. These
views, {viewl,view2} correspond to the TMs constructed with two second gen-
eration techniques discussed in Section 3.3.2. For quick reference, in the view
set, {Xy, X4y}, X, denotes the TM estimated using gravity model [63] while X,
denotes the TM estimated using generalized gravity model [64]. Similarly, in the
view set {X;, Xy}, X; is the TM estimated using tomogravity model [77] and X,

is the one estimated using generalized tomogravity model technique [77].

0.8

Correlation value

10 20 30 40 50 60 70 80 90 100 110 121
Number of Canonical directions

FIGURE 3.5: Correlation between sets of estimated TMs for X19.

Fig. 3.5 shows the correlation value, between the two TM estimates corresponding
to different view sets, computed along the canonical directions. We observe that
CCA employed on the set {X;, X}, gives a larger number of maximally corre-
lated canonical directions. In fact, for the TMs estimated with tomogravity and
generalized tomogravity, 39 directions out of 121 directions are found to give a
perfect correlation value of 1.0. Hence, we chose the TMs corresponding to view

set {X;, Xy} in most of the experiments.

The larger correlation values for the set {X;, X,;} signifies that tomogravity and
generalized tomogravity methods are very similar in nature and the variation of
estimated traffic volumes between these two methods along the principal directions
is low. Thus, when the estimated TMs are projected along these directions, it will

reduce the variation in the estimated TMs. However, for the sake of completeness,
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we also show the estimation error employing the other view combinations as well

in Section 3.4.3.

Henceforth, we use the TMs estimated using the second-generation techniques as
input for TM estimation. This avoids the inherent cost involved in techniques,

like PCA and RTME that use partial direct measurement.

Reconstruction Error:

In this experiment, we reconstruct a TM estimated with generalized tomogravity
technique using the TM estimated with tomogravity technique and projection
matrices as specified by Eq. (3.10). The reconstruction error is computed by

o ||th — thHF

Reconstruction error (in %) = o] * 100 (3.20)
gt || F

Similarly, the TM with tomogravity technique is reconstruted using the generalized
tomogravity TM using Eq. (3.11). The reconstruction error for this is

X =Xl

Reconstruction error (in %) = %] * 100 (3.21)
tllF

For the view set {X¢, X} of X19 TM, the reconstruction error of X; using X,
along the projection directions is 2.98%, whereas the reconstruction error of X,
using X, is 5.59%. Note that, despite the reconstruction being performed using
different views of TM, there is a low error in reconstruction. For the view set
{Xy, X4}, the reconstruction error of X, using X, is 11.32%, while it is 8.14%
for X, using X,. The low error in reconstruction of one TM using the other is

possible due to the common intermediate subspace constructed with CCA.

Measuring the Accuracy of Estimated TMs:

The CCA technique takes two distinct views, say {X;, Xy} as input, and gives
two projection matrices (W; and W) and two estimated TMs as output, say
Xt and th. In this section, we characterize the accuracy of the estimated TMs
using the four considered evaluation measures. We also compare with the accuracy

obtained for the other techniques like PCA, Fanout, {1}-inverse, and RTME. It
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F1cURE 3.6: Average RTE and RSE of Abilene Traffic Matrices.

was shown in the literature [15, 10] that few largest OD flows capture most of
the energy present in the TM and they are of main interest to network operators,
rather than the smaller flows. Hence, we present the temporal and spatial error
for these largest OD flows only. For CCA, we sort the OD flows from the input
views of TMs in the descending order of their average volume. With this, one can
identify canonical directions along which these largest OD flows are maximally
correlated. The relative temporal and spatial error for CCA is computed in the
intermediate space, while for the other techniques it is computed in the original

space.

Fig. 3.6 shows a comparison of the average RTE and average RSE for estimated
TMs with tomogravity (X;), generalized tomogravity (X) and for X,; projected
onto the intermediate subspace using CCA. The x-axis indicates the estimated
TMs X07 through X24 and the y-axis denotes the average RTE and average RSE
value. It can be seen from the figure that the TM estimated using CCA exhibits
much lower temporal error and spatial error. In particular, TMs estimated using
CCA have an average RSE value of less than 0.08, while it is more than 0.26 with
tomogravity and generalized tomogravity. Though not presented here, even for the
view set {X,, X4}, TMs estimated using CCA exhibit least temporal and spatial
error. The RTE value is less than 0.20, while the RSE value is less than 0.13.

Fig. 3.7 shows the RTE obtained with CCA compared to other single-view learning
techniques; PCA [6], Fanout [78], {1}-inverse [66] and RTME [15] techniques for
Abilene TMs (X07 - X24). For PCA and Fanout, we utilize previous week TM to
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FIGURE 3.7: Average relative temporal error of Abilene TMs.

estimate the next week TM. We did not consider X06 (May 1°¢ to May 7", 2004)
due to the unavailability of previous week TM, without which PCA and Fanout
do not work. CCA exhibits the least average RTE for all TMs, as high as 0.16,
while the minimum value with the other techniques is 0.27 (PCA and Fanout),
0.37 ({1}-inverse) and 0.62 (RTME). For most of the cases, CCA gives more than
80% reduction in temporal error, by projecting generalized tomogravity estimates

along maximally correlated canonical directions.

Fig. 3.8 shows the plot of the average RSE. We present the average RSE for 40
largest OD flows of each TM. It can be seen that CCA exhibits the least average
RSE compared to the other single-view learning techniques. With CCA, the spatial
error is not more than 0.07, while the minimum value of the average RSE for other
techniques is: 0.30 (PCA), 0.34 (Fanout), 0.46 ({1}-inverse) and 0.70 (RTME).
Experiments on the view set {X,, X,,} also show that the TMs estimated using

CCA exhibit the least RSE and RTE compared to all the other techniques as well.

To show that there is no bias in the results due to the choice of techniques used

for building the views, we conducted experiments with other view combinations as
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F1GURE 3.9: Average RTE and RSE of Abilene TMs using CCA on different
view combination.

well. Fig. 3.9 shows the average RTE and average RSE value obtained with CCA
based on other sets of views. From the results, we noticed that the estimation

error with CCA did not largely vary due to the view combination.

For the sake of completeness, we also report the average RSE computed across all
the 121 IE flows (not just the strongly correlated ones) for all the 17 weeks of data
in Fig. 3.10. We do not report the error for 24" week (TM X24), because of a
very large volume anomaly (of the order 10 bytes). When we consider all the IE
flows, CCA has lower error than {1}-inverse and RTME technique, but slightly
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FiGURE 3.11: RTE and RSE of X19.

lags behind PCA and Fanout methods. However, it must be noted that most of

the techniques employed for TM estimation only consider principal directions.

Detailed analysis of TM X19: For further analysis of the estimation error, we
report the detailed results for one TM, X19 and the view set {X;, X }. Fig. 3.11
shows the RTE and RSE for TM X19 estimated with the techniques of tomo-
gravity (X), generalized tomogravity (X,), and CCA (X;W,). The number
of maximally correlated canonical directions (N) in this case is 39. The figure
clearly shows that the TM estimated using CCA exhibits a low RTE across all the
time-intervals. The average RTE using CCA is 0.05, while it is 0.24 for the others.

The x-axis of the RSE plot indicates the top 40 largest OD flows arranged in order
of decreasing mean value and the y-axis indicates the RSE. We see that CCA has
an average RSE of 0.06 for the top 40, while it is 0.35 for tomogravity and 0.36
for generalized tomogravity. It is similar for other TMs estimated with CCA.
Experiments on the view set {X,, X,,} also show that CCA gives much better
estimates of the TMs.
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Fig. 3.12 compares the RTE for CCA, PCA, Fanout, {1}-inverse, and RTME
techniques for the TM X19. From the plot, we see that CCA outperforms all
the other state-of-the-art single-view learning techniques across all time-intervals.
CCA gives the least average RTE of 0.05, while PCA, Fanout and {1}-inverse
techniques show high RTE on Wednesday, Thursday and Friday. TMs across all
the time intervals estimated with RTME have high RTE. The average temporal
error with PCA, Fanout, {1}-inverse and RTME techniques is found to be 0.49,
0.42, 0.38 and 0.76, respectively. Overall, CCA gives more than 80% reduction in

temporal error compared to the other single-view learning techniques.

Fig. 3.13 compares the RSE for all the techniques for TM X19, which also shows
that the CCA gives accurate estimates of the principal OD flows. The average
error with CCA is only 0.06, while it is 0.45, 0.44, 0.54, and 0.79 for PCA, Fanout,
{1}-inverse, and RTME techniques, respectively. Even in terms of spatial error,
there is a reduction of 80% with CCA. We also observe that across all the time
intervals, the RTE with CCA is lower than 0.13 and more than 80% of the top 40
OD flows estimated with CCA have RSE lower than 0.06. As discussed earlier,
the significant improvement in the accuracy of estimation requires no additional
sources of data. We use the TMs estimated with conventional techniques like

tomogravity as input for multi-view learning.

Estimation Bias and Variance:

We also study the estimation bias and variance, computed for each OD flow es-
timated with the proposed technique. We present the results for the view set
{X¢, X4}, but the results for the other view set are also similar. Fig. 3.14 shows
the estimation bias in intermediate subspace for 40 largest OD flows of the TM
X19. The bias values for CCA and {1}-inverse are shown on the left-side y-axis,
while for the PCA, Fanout and RTME techniques, they are shown on the right-side
y-axis. The x-axis indicates OD flows arranged in order of decreasing mean value.
The bias values for CCA and {1}-inverse are found to be very low. For example,
for 1°¢ largest OD flow the bias values for CCA, {1}-inverse, PCA, Fanout and
RTME are 0, 0, -0.24, -0.20 and -0.11, respectively. This implies that CCA and

{1}-inverse give an accurate estimation of the largest OD flow and hence are better
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FIGURE 3.14: Plot of estimation bias for CCA and {1}-inverse using left y-axis
and for PCA, Fanout and RTME using right y-axis.
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FIGURE 3.15: Variance of estimation error.

for capacity planning, whereas PCA, Fanout, and RTME underestimate the flow

volumes.

Fig. 3.15 shows the variance of estimation error in intermediate space for 40 largest
OD flows of TM X19. We observe that CCA exhibits the least variance in estima-
tion error compared to PCA, Fanout, {1}-inverse, and RTME techniques. CCA
shows almost zero variance in estimation error for the top 39 largest OD flows. We
conclude that the proposed multi-view learning technique helps to estimate the
TMs without bias and variance, a feature that can be very useful in applications

like capacity planning and anomaly detection.

3.4.4 Execution Time

Finally, we compared the execution time for different techniques, run on a 1.10 GHz
Windows machine with 2GB RAM using MATLAB software. Fig. 3.16 shows the
execution time required to estimate the TMs using different techniques, based on

Abilene dataset. We plotted the execution time for {1}-inverse separately because
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FIGURE 3.16: Execution time for estimation of Abilene traffic matrices.

of larger values compared to the rest. From Fig. 3.16, we can see that the proposed
multi-view subspace learning technique based on CCA takes the least execution
time compared to the other single-view learning techniques. In particular, CCA

takes less than 0.26 seconds across all the experiments.

To conclude, we propose a multi-view learning technique for TM estimation using
canonical correlation analysis. We defined the notion of multiple views of TM as
those TMs estimated with inexpensive estimation techniques. We then showed
how these views of a TM can be used in CCA for estimating more accurate TMs.
Results on the Abilene dataset show that the proposed multi-view learning tech-
nique gives accurate estimates of TM, by reducing the temporal and spatial error
by more than 80% compared to all the other state-of-the-art techniques. The bias
and variance of the estimation error for top OD flows are very close to zero and
hence the estimated TMs are robust for use in capacity planning and anomaly

detection.

3.5 Summary

The first contribution of the thesis is focused on alleviating the limitations of
existing decomposition techniques for traffic matrix estimation and proposes the
use of two well-known decomposition techniques for TM estimation. Extensive

experimentation is performed using publicly available real traffic matrices obtained
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from the Abilene network. We have compared the proposed techniques with state-
of-the-art techniques in terms of four evaluation measures, namely RTE, RSE, bias,
and variance. We observe that proposed decomposition techniques outperforms
other techniques in terms of the evaluation measures and provides a more accurate
estimate of the traffic matrix. Besides, we do not make use of partial direct
measurements for estimation like the third generation techniques, which is a costly
affair to obtain. Thus, the proposed decomposition techniques provide an improved

estimation of Internet traffic data with the least estimation error.
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Reconstruction of Internet Traffic

Data

This chapter presents the second contribution of the thesis which proposes the use
of matrix-CUR decomposition and relative error-bound tensor-CUR decomposi-

tion for reconstruction of missing values in Internet traffic data.

4.1 Introduction

Measuring Internet traffic volume data between Origin-Destination (OD) pairs
(say in bytes/sec) is of paramount importance in several network engineering tasks
such as, capacity planning, load balancing, capacity provisioning, anomaly detec-
tion, and fault-tolerance [60]. Though the knowledge of traffic data is very impor-
tant, measuring the same at a large number of vantage points, at finer time scales
is impractical and often a costly affair. In practice, the traffic data is represented
as a matrix, commonly termed traffic matrix (TM), where the rows indicate time
intervals, the columns indicate the pairs of nodes (points of presence aka PoPs),
and (i, 7)™ entry represents the volume of data between the j node pair during
the i'" time interval [60]. To reduce the cost of collecting TM data, random sam-

ples of traffic data are collected by the monitoring system across the network links
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from which the complete data is estimated [85, 6, 86|. However, the data collec-
tion can be affected by network congestion and temporary failures of nodes/links.
Due to the importance of accurate TMs, recovery of missing values and accurate

reconstruction of TMs have been widely studied in the literature [9].

Compressive Sensing (CS) is a generic methodology for the reconstruction of miss-
ing values, that takes advantage of the presence of a certain type of structure in
the data. Roughan et al. [9] identified some limitations in borrowing existing CS
techniques, normally applied in other domains, to estimate the missing elements in
traffic volume data. These are mainly due to large variations in the traffic volume,

structured loss pattern in the data, and the low-rank nature of the traffic matrix.

At the heart of TM estimation and the other applications, that decompose the
TMs are Singular Value Decomposition (SVD)-based matrix decomposition tech-
niques and their variants. Though widely used, the representation of Internet
traffic data as TMs has several fundamental issues. First, the traffic volume is
measured at designated nodes (either PoPs or intermediate vantage points) and
not as represented in a TM. Second, the measured traffic volume is at a certain
time interval and thus, the data has an inherent multidimensional structure, not
captured in a TM. Acar et al. [87] identified another fundamental problem with the
matrix representation of traffic data, that the uniqueness of factor matrices can-
not be guaranteed in the matrix decomposition methods. Finally, it is well-known
that matrix-based algorithms cannot perform well in the recovery of missing traffic
data when the data loss ratio is large, especially when the traffic data on several

consecutive intervals is lost [60, 58].

To overcome these limitations, traffic volume data is modeled as a three-dimensional
traffic tensor (TT) [87, 58]. Tensor representation would be a more natural rep-
resentation of Internet traffic data as it would theoretically preserve the spatio-
temporal properties better than stacked matrices, as well as capture the evolution
of traffic during the time interval of measurement. For the Internet traffic data,

the natural choice of dimensions for tensor representation are; ingress node, egress
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node, and time-interval. Modeling traffic data using tensors has the following ad-
vantages: (i) uniqueness is guaranteed in the tensor decomposition methods [59]
without imposing constraints such as orthogonality and independence, as done in
case of matrix decomposition and (ii) the multi-dimensional structure of the traf-
fic data is preserved without pairing two distinct dimensions (ingress and egress

nodes) as a column of the TM.

Motivation: Just as in the case of TM estimation, it is also difficult to obtain
accurate tensor data for Internet traffic due to missing measurements. Few works
in the recent times have addressed the problem of accurate recovery of tensor
data in various application domains, including compressive sensing of Internet
traffic data and anomaly detection [88, 56]. In this work, we explore an alternate
decomposition technique that helps accurate reconstruction of missing values in

Internet traffic data using the tensor representation.

Various tensor decomposition techniques are used to reconstruct the missing val-
ues, that are predominantly based on CANDECOMP/PARAFAC (CP) decompo-
sition [87, 17, 89] and Tucker decomposition [54]. These decomposition techniques
obtain a low-rank approximation of tensors (input) by decomposing it in terms of
three factor matrices (output). We discuss below two main limitations of the CP
and Tucker decomposition techniques, that are widely used for reconstruction of
missing values in the tensor. We introduce an alternate decomposition technique

that avoids these limitations.

1. Apriori knowledge of tensor rank: The CP decomposition expresses the ten-
sor as a sum of k£ rank-one tensors, where k£ denotes the rank of a tensor
which acts as an important input parameter. However, determining the
tensor rank is an NP-hard problem [18], and there is no straightforward al-
gorithm to determine the rank. Similarly, Tucker decomposition decomposes
n-dimensional tensor as a product of a core tensor and n factor matrices.
Here n-rank, i.e., the rank of matricized form of tensor, is an important

input parameter for Tucker decomposition. However, determining suitable
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values for n-rank apriori is also not feasible [90]. In both these decomposi-
tion techniques, knowing the rank apriori poses a fundamental limitation for
their use in the reconstruction of missing values. Hence, all the recent works

in [87, 56, 58] have the same limitation.

2. Usage of alternating least squares (ALS) procedure: Both CP and Tucker
decomposition techniques employ the alternating least squares (ALS) pro-
cedure to solve the optimization framework required to obtain the factor
matrices. The ALS procedure starts with random initialization of the three
factor matrices. The optimization problem is then solved by designating
one of them to be an optimization variable and the process is repeated for
the other factor matrices, till convergence criteria is satisfied. In the ALS
procedure, the factor matrices are sensitive to the method of initialization.
Furthermore, the time of convergence depends on the matrix initialization
because ALS decomposes the approximated tensor in each iteration till con-

vergence. See Section 4.5.3 for results that show this aspect.

In addition, we also observed that the method used in [9] and the variants thereof,
perform the global interpolation using decomposition technique followed by a local
interpolation procedure. Extending such a procedure for tensor/matrix decompo-
sition has a consequence that the reconstructed tensor/matrix is not exactly the
one obtained from the factor matrices. This would also defeat the very purpose of

tensor/matrix decomposition.

4.1.1 Main Contributions

In this work, we demonstrate the sensitivity of the ALS procedure in traffic tensor
decomposition techniques, which has not been done in the literature till date.
Since all the decomposition techniques proposed so far use the ALS procedure,
we specifically design a tensor decomposition method that does not use the ALS
procedure to obtain the factor matrices. The major contributions of this chapter

are as follows:
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e We study the sensitivity of factor matrix initialization in the ALS procedure
on the error of reconstruction in traffic tensors and the computational time

required for it.

e We introduce a new decomposition technique, relative-error bound tensor-
CUR decomposition (TCUR-REB) for the reconstruction of missing values
in Internet traffic tensor. TCUR-REB decomposition does not depend on
the ALS procedure and does not require to know the rank of the tensor
apriori. It also has a better bound on the low-rank approximation compared

to the standard additive-error bound TCUR decomposition.

e We also propose to use matrix-CUR decomposition for the reconstruction
of missing values in the traffic matrix. Matrix-CUR decomposition has an

improved time complexity over SVD-based techniques.

o We reversed the order of combining global and local interpolation procedure.
We first propose to use a local interpolation procedure, termed zeroth-order
interpolation followed by a global interpolation procedure based on the pro-
posed tensor/matrix decomposition technique. This ensures that the recon-

structed traffic tensor/matrix is exactly the product of the factor matrices.

4.1.2 Summary of Experimental Results

We evaluated the proposed compressive sensing techniques on two publicly avail-
able Internet traffic datasets collected from GEANT [8] and Abilene [7] networks.

We summarize the following from this evaluation:

1. For traffic tensor decomposition, the factor matrix initialization in the ALS
procedure causes a large variation in the error of reconstructing the missing

values and the convergence time for different loss rates.

2. TCUR-REB outperforms the state-of-the-art tensor decomposition techniques

in terms of the error in the reconstruction of missing values and also has the
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least computation time among the other techniques and hence it is compu-

tationally inexpensive.

3. Matrix-CUR decomposition outperforms the state-of-the-art matrix decom-
position techniques in terms of the error in the reconstruction of missing

values and computational time involved.

4. Changing the order of interpolation leads to zero error in the reconstructed

tensor from its factors as opposed to the order proposed in [9, 17].

4.2 Related Work

In this section, we review literature that uses matrix or tensor representation for
traffic data and highlight the limitations, thereby serving as motivation for the

proposed contribution.

4.2.1 Compressive Sensing of Internet Traffic Matrix

Matrix decomposition techniques aim to find a low-rank approximation of traffic
matrix to reconstruct missing values. Singular Value Decomposition (SVD) forms
the basis for a variety of techniques employed in literature for compressive sensing
of traffic matrices. As discussed in chapter 2, SVD decomposes TM X as X =
ESV'. Sparsity Regularized SVD (SRSVD) [9] employs SVD on traffic matrix
and obtains factorization of the form X = LRY, where L = ESY? and R =
VS!2_ such that the product LR exhibit low rank and satisfy traffic measurement
equations. While the decomposed factor matrices in SRSVD can contain negative
values, Nonnegative Matrix Factorization (NMF') [91] makes sure that decomposed
factor matrices L and R contain nonnegative values only and obtains a similar
factorization. Sparsity Regularized Matrix Factorization (SRMF) [9], on the other
hand, besides employing SRSVD also takes into account the temporal and spatial
properties of traffic matrices. It has been demonstrated that SRMF outperforms

NMF, SRSVD, and SRSVD-base.
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Recovery of the missing data from partial traffic measurements has also been
carried out in [92, 93, 94, 95, 96]. Chen et al. [95] developed a general Com-
pressive Sensing framework (LENS) which decompose a traffic matrix into four
components: a Low-rank matrix, an Error matrix, a Noise matrix, and a Sparse
anomaly matrix (hence the acronym LENS). This decomposition incorporates do-

main knowledge, such as temporal locality, spatial locality, and initial estimate.

Limitations: SVD-based matrix decomposition techniques employed for compres-
sive sensing of traffic matrix make use of ALS procedures to obtain output factor
matrices L and R. ALS-based procedures are computationally expensive. This is
because it performs the matrix decomposition at each iteration of the optimiza-
tion. Thus, there is a need for a matrix-decomposition that avoids the use of ALS

procedures and is computationally inexpensive.

4.2.2 Compressive Sensing of Internet Traffic Tensor

Tensor decomposition techniques have gained widespread attention over the last
decade for various applications including recommender systems [51], image analy-
sis [52], computer vision [53], and intelligent transportation systems [54, 55]. More
recently, tensors of various dimensions have been utilized to represent Internet traf-
fic data for anomaly detection [56], [57] and compressive sensing [58]. Below we
present the techniques employed in literature for compressive sensing of Internet

traffic tensors followed by their limitations.

CP decomposition: The work in [87] proposed a method based on CP weighted
optimization (CPWOPT) to reconstruct the missing values in a tensor. Asif et
al. [55] have also used CPWOPT for compressive sensing of traffic tensor of trans-
portation data from a large road network. Zhou et al. [17] have employed Spatio-
Temporal Tensor Completion (STTC) for the reconstruction of missing values in
traffic tensor, that relies on CP decomposition along with considering the spatio-
temporal constraints. The central approach in these works is to minimize the

difference between the reconstructed traffic tensor and the original traffic tensor

TH-2484_11620104



Chapter 4. Recons. Chapter 4 Reconstruction of Internet Traffic Data

with the constraints that factor matrices are of low norm. They demonstrated that
STTC achieves promising accuracy over matrix-based methods and CPWOPT, for

a wide range of loss patterns with varying loss rates.

Limitations: To obtain a low-rank approximation, the CP decomposition requires
the knowledge of tensor rank apriori. Determining the tensor rank is challenging
and it is an NP-hard problem [18]. Furthermore, CP decomposition based ap-
proaches employ ALS procedure to obtain the factor matrices, which is sensitive

to initialization of factor matrices.

Tucker decomposition: Tan et al. [54] proposed a Tucker decomposition based
approach to estimate the missing values in traffic tensor of the transportation
information system data. Authors of [58] proposed a Sequential Tensor Completion
(STC) algorithm based on incremental SVD so that the tensor can be decomposed
for the current traffic data using the tensor decomposition result of the previous
traffic data. This is an incremental algorithm, whereas the approach taken in our
work performs tensor completion using the decomposition result of the same tensor
data. The low rank (rank-k) approximation of a matrix using PCA is obtained
by retaining few (k) components of the factor matrices. However, in the case of
Tucker decomposition which is viewed as a higher-order generalization of PCA,
one cannot obtain a rank-k approximation of a tensor by retaining k& components

in the factor matrices [90].

Limitations: The n-rank is an important input parameter for Tucker decomposi-
tion. Determining a suitable truncation value of n-rank apriori is again hard [90].
To obtain the factor matrices, Tucker decomposition based approaches also employ
ALS procedure which is sensitive to initialization of factor matrices, as we would

show in Section 4.5.3.

Tensor-CUR decomposition: Tensor-CUR decomposition is used in [97, 98] to
reconstruct the missing values in a tensor. In [97], the tensor C is constructed
by selecting ¢ frontal slices with highest Frobenius norm and the matrix R is
constructed by selecting r tubes with the highest Euclidean norm. As a result

of this selection strategy, it has been demonstrated in [97] that given a tensor
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X € RIxkxIs =5 preferred mode o € {1,2,3}, a rank parameter k, an error

parameter €, and a failure probability ¢ € (0,1), the following condition holds
1€ = Xlr < [ Xj) — Xia)ellr + €l X]| 7 (4.1)

with probability at least 1 - &, where X denotes the tensor reconstructed us-
ing tensor-CUR decomposition, (X)), denotes the best rank-k approximation of
mode-a matricized form of X obtained using Higher-Order SVD. The left-hand
side (L.H.S.) of Eq. (4.1) signifies the error in reconstruction using tensor-CUR
decomposition, which is computed by the Frobenius norm of difference between
original tensor (X) and reconstructed tensor (X), and the right-hand side (R.H.S.)
denotes the error incurred using HOSVD plus an additive factor. Eq. (4.1) simply
states that the error incurred in reconstruction using tensor-CUR decomposition is
always less than or equal to the error incurred in reconstruction using best rank-k
approximation of HOSVD plus an additive factor. This method is called additive-
error bound tensor-CUR (TCUR-AEB) decomposition. Interested readers may

refer to a recent survey presented in [99] which details various state-of-the-art

tensor decomposition methods applied to data mining.

Limitations: Bounds of this form are generally weaker because the additive error
term is usually large in practice. It is suitable either for large-sized data or for
a small percentage of missing data or when limited resources are available [13].
However, if the input tensor is exactly low rank, the left-hand side will become zero
and the first term on the right-hand side will also be zero, while the additive-error
term will remain non-zero. Thus, additive-error bound fails to reflect the case
of perfect reconstruction in case the input tensor is exactly low-rank. Another
limitation of the additive-error bound tensor-CUR decomposition is the need to
have access to the complete tensor for the accurate decomposition of the given

tensor.

Other Applications of Internet Traffic Tensor:

e Anomaly detection: Sun et al. [88] have used the tensor representation for
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Internet application traffic data using four dimensions; ingress node, egress
node, socket port number, and time-interval. They proposed dynamic and
streaming tensor analysis for anomaly detection to identify anomalous traf-
fic from normal traffic. Kim et al. [100] have arranged the traffic tensor
as a three-dimensional traffic tensor using the dimensions; time-interval,
ingress node, and egress node. They used a higher-order analogue of PCA
for network anomaly detection. It has been shown that tensor decomposi-
tion techniques outperform the matrix decomposition techniques in terms
of the percentage of false negatives and false positives. In [56], the authors
used truncated HOSVD to locate the anomalies in noisy tensor data. The
approach taken there is, however, an incremental one, where the historical

data is used to reconstruct the data in current tensor.

e Low-rank approximation: Kasai et al. [57] have arranged the traffic tensor as
a three-dimensional traffic tensor and utilized CP decomposition to obtain a
low-rank approximation of traffic tensor, which in turn is used to model the

normal traffic and separate anomalies.

In summary, only the recent works in [87, 58], demonstrated the power of tensor
decomposition techniques for compressive sensing of Internet traffic tensor data.
It is very clear that tensor representation and tensor decomposition techniques
have a promising future in the context of the reconstruction of missing values
in Internet traffic data. However, all the works till date use either CP or Tucker
decomposition, both of which use the ALS procedure, that is highly sensitive to the
selection of initial factor matrices. These decomposition techniques also require
apriori knowledge of tensor rank. We propose a compressive sensing technique
that uses an alternate decomposition technique, termed TCUR-REB, that avoids
all the limitations mentioned earlier. It also gives a stronger bound compared to

the well-known TCUR-AEB decomposition.

TH-2484_11620104



Chapter 4. Recons. 7

4.3 Choice of Traffic Tensor Representation

Though there is no unique way to represent the Internet traffic data using tensors,
most of the works modeled the tensor using the three dimensions; ingress node,
egress node, and time-intervals (which are the natural dimensions used to collect
the data). However, the authors of [58, 56] have argued that such a representation
does not capture the temporal stability, spatial correlation, and periodicity, fairly
well. Hence, they constructed the tensor using the dimensions; ingress-egress node
pairs, time-intervals, and days. In this section, we first demonstrate that either
of these two representations for the tensor captures the similarity features fairly
well, to avoid the controversy associated with the dimensions chosen for the tensor

representation.

The work in [58, 56], measured temporal stability by taking the normalized differ-
ence of traffic volume during successive time-intervals across a given ingress-egress
node pair. If the difference is low, traffic flows are considered to be more stable.
The spatial correlation between two pairs of nodes corresponds to the correlation
between the time-series of traffic flows. If the correlation is high, the traffic is con-
sidered to be spatially correlated. Periodicity is measured by taking the difference
of traffic volume during the same time-intervals of successive days across a given

pair of nodes. If the difference is low, the traffic is considered to be periodic.

Fig. 4.1 shows the cumulative distribution frequency (CDF) of the three similarity
features using two different representations of GEANT traffic data (similar rep-
resentation was used for the Abilene dataset also). We refer Representation 1 as
(N x N xT), where N denotes the number of ingress/egress nodes and 7" denotes
the number of time-intervals and Representation 2 as (O x T' x D), where O, T
and D denote the number of ingress-egress node pairs, time-intervals, and days,
respectively. It can be clearly seen from the two plots, that they are exactly iden-
tical, irrespective of the representation. Additionally, we observe the following for

GEANT dataset:
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days.

FIGURE 4.1: Cumulative Distribution Frequency (CDF) of the three similarity
features.

1. For more than 90% of time-intervals, the normalized difference is smaller

than 0.2 during successive time-intervals across all the node pairs.

2. More than 97% of the node pairs exhibit a spatial correlation of more than

0.5.

3. More than 60% of the time-intervals exhibit a normalized difference of less

than 0.3 during successive days.

Similarly, for the Abilene traffic tensor (plots for which are not shown here), we

observe the following:

1. For more than 75% of time-intervals, the normalized difference is smaller

than 0.1 during successive time-intervals across all the node pairs.

2. All the node pairs (i.e., 100% node pairs) exhibit a spatial correlation of

more than 0.5.

3. More than 55% of the time-intervals exhibit normalized difference of less

than 0.3 during successive days.

From the above observations we note that (N x N x T') retains temporal stability,
spatial correlation, and periodicity. Hence, without loss of generality, we use the
representation of the form (N x N x T), for the tensor in our work. Incidentally,

it is the natural way in which the data is collected by the network operators.
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4.4 Proposed Decomposition Techniques

In this section, we present the TCUR-REB for the reconstruction of missing values
in traffic tensor to alleviate the limitations concerning apriori knowledge of tensor
rank and use of ALS-based procedures. In addition, we present the matrix-CUR
decomposition for the reconstruction of missing values in the traffic matrix to

alleviate the limitation concerning the use of ALS-based procedures.

4.4.1 Relative-error Bound Tensor-CUR (TCUR-REB) De-

composition

In this chapter, we propose a tensor-CUR decomposition technique that has an im-
proved relative error bound on the reconstruction compared to the additive error
bound proposed in [97]. We explain the four steps involved in the decomposition
(also illustrated in the bounding box, for quick reference). The entire process is

summarized in Algorithm 3.

Step 1
N

X3 € R o Node-3 matricization of X

Step 4
= =~
X=_C x; U x3 R . (4.2)
~— ~
Step 2 Step 3

Step 1: Mode-3 Matricization: Three dimensional tensor X should first be trans-
formed into a matrix form, i.e., two dimensional tensor, for obtaining C and
R. For this, the traffic tensor should be subject to mode-3 matricization.
Here, X € RI1*2%5 i represented as Xig) of size (I3 x I;I3), as shown in
line 1 of Algorithm 3. The frontal slices of tensor X are the rows of X

and tubes of tensor X are the columns of Xj3. In our application domain,
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the rows and columns of X3 denote the time-intervals and node pairs, re-
spectively. As evident from Eq. (4.2), the next two important steps are to

obtain the tensor C and matrix R.

Step 2: Selection of Frontal Slices: After the matricization step, the rows of the
matrix X are the frontal slices of the tensor. Therefore, selection of frontal
slices of tensor X is simply the selection of rows of X3}, as shown in line
2 of Algorithm 3. This is done by employing column selection strategy
(COLUMNSELECT) using Algorithm 2 [13] (presented in chapter 2) with
the following as input: X[Ta, rank parameter k£, number of frontal slices that
one wishes to retain ¢ and an error parameter e. Algorithm 2 selects ¢
original columns of input matrix based on normalized statistical leverage
score such that, the number of columns selected is less than ¢, i.e., Ec|
< . A randomized approach is used to select the columns based on the
computed normalized leverage score for each column. A number is drawn
between 0 and 1 from a uniform distribution. If this number is greater than
the normalized leverage score of a column, that particular column is selected.
The algorithm COLUMNSELECT gives ¢ (¢ < [3) original time-intervals
with high leverage scores, that are rearranged as a three-dimensional tensor

C of size (I1 x Iy X ¢) in line 3 of Algorithm 3.

Step 3: Selection of Tubes: After the matricization step, the columns of the matrix
X3 contain the tubes of the tensor. Therefore, the selection of tubes of
tensor X is simply the selection of columns of X3, shown in line 4 of Al-
gorithm 3. This is done by employing COLUMNSELECT with the input of
X{3), the rank parameter &, number of tubes that one wishes to retain 7" and
an error parameter €. This step returns the indices of r node pairs with the
highest leverage scores. These ingress-egress node pairs form the matrix R
of size (I3 x r) with the tubes of original tensor X indexed by selected node

pairs.

Step 4: Obtaining matriz U: Finally, given Cpgj, X{3) and R, the matrix U is obtained

as
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U =R"XpCf

ALGORITHM 3: RELATIVE-ERROR BoUuND TENSORCUR (TCUR-REB)

Input: X € RI1*2X3 rank parameter k, number of frontal slices ¢’ that one
wish to select from X', number of tubes 7’ that one wish to select from
X, and error parameter €.

Output: C € R 2xe gt E[] < ¢/, Re RB*" s.t. E[r] <1/, and Ue R™*°.

X3 € RB>*Il2 « Mode-3 matricization of X

Ce Rifzxe .. COLUMNSELECT( XE;],]{,C/,E)

c c Rllxlgxc — CE Rlllgxc

Re R*" +— COLUMNSELECT( X.k," €)

U+ R+X[3]C[Jg];

return C, R, and U

S R W N =

It was shown in [13] that selection strategy based on normalized statistical leverage
scores results in relative-error bound on the reconstruction. According to [13],
matrix-CUR decomposes an input matrix X as a product of C, U and R where
C and R have few original columns and rows of X, respectively. U is constructed

in such a way that the following holds with a probability of at least 0.98.
X — CUR|r < (2+¢)[|IX = Xyl|r (4.3)

where Xy is the best rank-k approximation of X obtained using PCA.

By extending the same principle, we state in the following theorem, that the
selection of frontal slices and tubes according to statistical leverage scores results

in the relative-error bound on reconstruction error.

Theorem 4.4.1. Given a tensor X € RI*2XI3 5 rank parameter k, a preferred
mode a (mode-3), an error parameter €, and failure probability 6 € (0, 1), construct
C € RivE2xe ysing COLUMNSELECT on XE;}, R € R*" using COLUMNSE-
LECT on X3, and U € R™¢ as U = R+X[3}C[§], where .T denotes a Moore-
Penrose generalized inverse of the matrix. Then, the following holds with a prob-

ability of at least 0.98

1 € x5 U s Rllp < (24 6)[Xpy — (Xehell (4.4)
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where (Xf3)) denotes the best rank-k approximation of mode-3 matricized form

of X obtained using HOSVD.

Proof 4.4.1. Matricization of tensor X along any mode does not change the value

of its Frobenius norm, hence the left hand side of Eq. (4.4) can be rewritten as

||X -C X3 U X3 R“F = ||X[3} — (C X3 U X3 R)[g]”p (45)

which in turn can be expressed as

X3 = (€ x3U x3 R)gllr < (2 + €)[| X3 — (Xig))ll - (4.6)

The resulting Eq. (4.6) is in coherence with Eq. (4.3), the proof for which is as
follows. It was shown in [48] that selection of columns using statistical leverage

scores satisfies

X =PXllp < (1+¢/2)|IX = Xllr (4.7)

with probability at least 0.99, where P, = CC™ denotes a projection matrix onto
the column space of C. CUR decomposition is limited to selection of columns only
in some application and obtains decomposition as X ~ P.X. In other applica-
tions, CUR decomposition obtains decomposition in terms of columns and rows

simultaneously and obtains a relative-error bound as given in Eq. (4.3).

Since, U = CTXRT, the left-hand side of Eq. (4.3) can be written as
|X — CUR||r = || X — CC*XRR||5.

After addition and subtraction of CC" and application of triangle inequality for

the Frobenius norm, the L.H.S becomes

|X — CUR||r < [|X - CC™X]|p+||[CCTX - CC*XR'R||r
<X - CCX|lr + X - XR'R||F (4.8)

= [[X =PX]r + X = XP, [/
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The second inequality in Eq. (4.8) holds because the projection matrix CC* does
not change the Frobenius norm. P, = RTR is a projection matrix onto row space
of R. Matrix-CUR decomposition [13] involves two applications of COLUMNS-
ELECT resulting in Eq. (4.3). TCUR-REB also involves two applications of
COLUMNSELECT given by Eq. (4.7), first for selection of frontal slices and sec-
ond for selection of tubes which results in Eq. (4.4). O

Note that in Eq. (4.4) there is no additive error term which generally is weaker
than the relative-error bound. If X is an exact low-rank tensor, then Eq. (4.4)
implies perfect reconstruction, but the additive error term in Eq. (4.1) remains
non-zero. Next, we highlight some advantages of TCUR-REB decomposition over
HOSVD-based techniques for the decomposition of traffic tensors. Note that, both

CP decomposition and Tucker decomposition are variants of HOSVD.

1. TCUR-REB achieves a relative-error bound (as given in Eq. (4.4)), which
simply states that the Frobenius norm of the error in reconstruction is always
less than or equal to (2+€) times the error incurred in reconstruction using

HOSVD based on rank-k approximation.

2. Note that the input rank parameter in Algorithm 3 does not imply that
the output of the tensor-CUR decomposition, i.e., the resulting tensor C x5
U x3 R, is a rank-k approximation of the input traffic tensor X because
determining the tensor rank is an NP-hard problem. It rather implies that
the error in reconstruction of original input traffic tensor X using TCUR-
REB is always less than or equal to the error in reconstruction using the

rank-k approximation of HOSVD-based techniques.

3. The tensor C and the matrix R can replace the factor matrices of CP de-
composition and Tucker decomposition, with an added advantage of inter-
pretability, because the original dimensions of the input tensor are retained

as a subset.

4. The construction of output factors in TCUR-REB decomposition, i.e., C,

U, and R, does not involve the sensitive ALS procedure.
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Tensor-CUR decomposition needs to have access to complete tensor data. This
poses a limitation in its use as a decomposition technique for compressive sensing
of traffic tensor. To overcome this limitation, we propose to fill the missing values
with past available measurements before subjecting to tensor-CUR decomposition.
Interpolation using a neighboring value is also termed zeroth-order interpolation.
By filling in the missing values at a given time-interval with past values, we take
into account the temporal properties of traffic tensor. The advantage of zeroth-

order interpolation is that it is computationally inexpensive.

4.4.2 Matrix-CUR Decomposition

For compressive sensing of traffic matrices, we propose to use matrix-CUR decom-
position in place of SVD-based techniques which involve ALS procedures. Matrix-
CUR decomposition has an improved time complexity over SVD-based techniques.
Here also, we first perform local interpolation procedure using zeroth-order inter-
polation and then employ global interpolation using matrix-CUR. decomposition.
In addition, we also employ k-nearest neighbour for better reconstruction as done

in [9].

4.5 Experimental Results

We use two publicly available Internet traffic volume datasets collected from
GEANT network [8] and Abilene network [7]. The dataset of Geant network
consists of 17 traffic matrices labeled as GO1, G02, ..., G17, with each contain-
ing traffic volume flow across 529 PoP pairs measured during one-week period.
We represent the data as a three-dimensional traffic tensor using the dimensions;
ingress node, egress node, and time interval. The characteristics of the dataset are

summarized in Table 4.1.
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TABLE 4.1: Datasets

Network Time-interval | # IE pairs Size of TT Size of TM
GEANT (GO01) | 15 minutes 529 23 x 23 x 671 | 671 x 529
Abilene (X10) 5 minutes 121 11 x 11 x 2016 | 2016 x 121

The rank parameter chosen for the experimentation is two. Before discussing the
results, we discuss how the missing values in the data are synthesized and also

define the metrics used for evaluation.

4.5.1 Modeling Missing Values

The work in [101] identified various sources of error in collecting the traffic volume
data and concluded that the missing values could be unstructured or structured.
In [9, 17], the reasons for structured loss patterns were attributed to instrumen-
tation errors and unreliable transport protocol usage. We consider the following

loss patterns in traffic data, identical to [9, 17].

1. Pure Random Loss: This is simulated by randomly selecting a pre-determined
percentage of entries of traffic matrix/tensor and making their value to be

zero. This is an unstructured loss pattern.

2. xxTime Random Loss: This structured loss pattern, is simulated by ran-
domly selecting xx% of time intervals and marking the traffic volumes across

a specified percentage of node pairs to be zero for these time intervals.

3. xxFElement Random Loss: This structured loss is simulated by randomly
selecting xx% of the node pairs and marking the traffic volume during a

specified percentage of time intervals to be zero for the selected node pairs.

4. Row Random Loss: This is simulated by randomly selecting an egress node
and marking the traffic volume leaving it to be zero for a certain percentage

of time intervals.
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5. Column Random Loss: This is simulated similar to the previous case, but

by randomly selecting an ingress node.

For each of these loss patterns, a tensor (M) of the required size is constructed
with values initialized to unity. Then the values to be dropped according to the
desired loss pattern are made zero. After this, the element-wise multiplication
of M is done with the original traffic tensor X. The resulting tensor is then
subjected to compressive sensing techniques to reconstruct the missing values, to

obtain the interpolated traffic tensor X.

In the case of reconstruction of missing values in the traffic matrix, the proce-
dure for constructing matrix M for each of the loss patterns is identical to the
construction of tensor M explained above. The traffic matrix X is subject to
element-wise multiplication with M. The resulting matrix is subject to compres-

sive sensing techniques which yields interpolated traffic matrix X.

4.5.2 Evaluation Measures

We use the following three measures to evaluate the accuracy of reconstruc-

tion [102].

1. Normalized Mean Absolute Error (NMAE): It denotes the average of
absolute errors in the reconstruction of missing values. For traffic matrix,

4,5:M (i,5)=0

Y XG5

i,5: M (4,5)=0

NMAE =

where X (i, ) is the (i, )" element of the final interpolated traffic matrix.
For traffic tensor, NMAE is computed as follows:

> XG5 k) = X, k)]

NMAE — 4,J,k:M(4,5,k)=0

X (i, 5, k)|
i,k M (3,,J) =0
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where X (i, j, k) is the (i, j, k)" element of the final interpolated traffic tensor.

2. Normalized Mean Squared Error (NMSE): It denotes the average of
squared errors in the reconstruction of missing values. For traffic matrix,
NMSE is computed as follows:

ﬁ- S IX(, )~ X ()P

i,:M (i,5)=0

NMSE = 1
L X (5. 2

where || is the total number of missing entries and 7' denotes the total

number of time intervals. For traffic tensor, NMSE is given as follows:

D DR OB N

|Q| . ~ Y Y 2JI
i,5,k: M (4,5,k)=0

1 -
mz |X<Z7.77 k)|2

Z7j7k

NMSE =

3. Normalized Root Mean Squared Error (NRMSE): It denotes the
standard deviation of the errors in the reconstruction of missing values. For

traffic matrix, NRMSE is computed as follows:

i,:M (i,5)=0

J%Q:wwﬁﬁ

NRMSE =

For traffic tensor, NRMSE is computed as follows:

a1, ) - XK

1 .
|_/T|Z|X(Z>]7k)|2

i7j7k

The performance of these techniques is evaluated in terms of NMAE, NMSE, and
NRMSE. We take into account both non-structured as well as structured loss pat-

terns with loss rates ranging from 1% to 98%. First, we present the experimental
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FIGURE 4.2: Sensitivity of TCUR-REB to the rank parameter using Abilene
traffic tensor.

results for compressive sensing of traffic tensor using tensor decomposition tech-
niques. Next, we present the experimental results for compressive sensing of the

traffic matrix using matrix decomposition techniques.

4.5.3 Compressive Sensing of Traffic Tensor

Sensitivity of TCUR-REB to Rank Parameter:

We studied the sensitivity of the proposed technique, TCUR-REB, to the choice
of input rank parameter using various error measures. We used Abilene dataset
for this experiment. For the loss rate of 95%, the input rank parameter is varied
from 2 to 121 in steps of unity. Figure 4.2 shows the NMAE, NMSE, and NRMSE
for different values of the rank parameter. As it can be seen from the figure, the
variation in the different error measures is close to 0. Experiments conducted with
other loss rates also show the same trend. We also observed no sensitivity to the
rank parameter with the GEANT dataset. As the rank parameter increases, the
number of selected columns increases, but there is no variation in the error, indi-
cating that the proposed algorithm is not sensitive to the choice of rank parameter.

Henceforth, we present all the results for the rank parameter equal to 2.

Sensitivity of ALS-based Procedure:
To demonstrate the performance of the proposed technique, i.e., zeroth-order
interpolation followed by (TCUR-REB), we compare with the following state-

of-the-art tensor compressive sensing techniques.
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1. CP-ALS : Incorporates the CP decomposition and ALS procedure for com-

pressive sensing [103].
2. TUK-ALS: Incorporates Tucker decomposition and ALS procedure [103].

3. CPWOPT-ALS : Uses a first-order optimization approach to solve the
weighted ALS procedure [87].

4. STTC-ALS: Exploits the spatio-temporal properties and CP decomposition
with the ALS procedure [17].

5. TCUR-AEB: Uses Frobenius and Euclidean norm criteria for selection of

frontal slices and tubes of tensor [97].

Before presenting the results, we demonstrate the sensitivity of the ALS procedure
with respect to the initialization of factor matrices. Experiments are conducted
for different loss rates and the observations are similar. We present the results for
a loss rate of 95% and use four ALS-based decomposition techniques; CP-ALS,
TUK-ALS, CPWOPT-ALS, and STTC-ALS for the reconstruction of the tensor.
The rank parameter is fixed as 2. For each technique, we conducted 100 runs
with a random initialization of factor matrices. We compare the NMAE, NMSE,
NRMSE and computational time for all the techniques to show that the techniques

based on ALS are sensitive to the initialization of factor matrices.

Fig. 4.3 shows the NMAE obtained with different ALS-based methods using the
tensors constructed with GEANT data. The x-axis in the plots indicates the
runs and the y-axis shows the error in reconstruction of missing values in terms
of NMAE. We can see that the NMAE values vary across different runs of the
experiment, but this is lower for CP-ALS and TUK-ALS, compared to CPWOPT-
ALS and STTC-ALS. Larger values of NMAE for CP-ALS and TUK-ALS indicate
a high error in the reconstruction of missing values. The variation ratios of NMAE
(maximum over the minimum) for CP-ALS and TUK-ALS are 1.0015 and 1.0004,
respectively. On the other hand, CPWOPT-ALS has a high variation ratio of
1.913 with respect to NMAE. STTC-ALS has a variation ratio of 1.100.
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FIGURE 4.3: Error in reconstruction for 95% pure random loss in GEANT data
for CP-ALS, TUK-ALS, CPWOPT-ALS, and STTC-ALS.

We observed a similar trend for NMSE and NRMSE values as well. We also
computed the confidence intervals and observe that CP-ALS and TUK-ALS have
smaller confidence intervals as compared to CPWOPT-ALS and STTC-ALS. For
example, the confidence intervals of NMAE with CP-ALS and TUK-ALS are
{0.9951,0.9952 } and {0.9949,0.9949}, respectively, while for CPWOPT-ALS and
STTC-ALS, it is {0.9626,0.9971 } and {0.8009,0.8090}, respectively.

Experiments with Abilene dataset also showed that for most of the runs on Abi-
lene traffic data, CP decomposition and Tucker decomposition result in identical
values of NMAE, NMSE, and NRMSE with least variation. However, the values of
NMAE, NMSE, and NRMSE are high suggesting a large error in the reconstruc-
tion. On the other hand, CPWOPT-ALS and STTC-ALS show lower NMAE,
NMSE, and NRMSE values. However, the variation in the values is high across
the runs. For CPWOPT-ALS, the NMAE lies in the range of {0.74 to 1.04 }, the
NMSE lies in the range {0.51 to 1.38}, and the NRMSE lies in the range {2.49 to
4.11}. For STTC-ALS, the NMAE varies between 0.72 and 0.85, the NMSE varies
between 0.99 and 1.13, and the NRMSE varies between 3.49 and 3.72.

These experiments on two different traffic datasets show that STTC-ALS gives
the least error in the reconstruction of missing values, while CP-ALS and TUK-
ALS give the largest error. However, what is more important to notice is that
ALS-based procedures converge to different reconstructed tensors with different

initializations of factor matrices. There is a large variation in the NMAE, NMSE,

and NRMSE values across the runs, with CPWOPT-ALS exhibiting the largest
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FIGURE 4.4: Computational time taken for compressive sensing of GEANT
data using different ALS-based methods.

variation, thereby suggesting that the ALS-based methods are highly sensitive to

initialization of factor matrices.

We also computed the computational time incurred in running different ALS-based
decomposition methods for the reconstruction of missing values in GEANT and
Abilene traffic tensor data. For GEANT traffic tensor, different ALS-based tech-
niques exhibit different convergence times across the runs as shown in Fig. 4.4. In
fact, the variation factor (maximum divided by the minimum) for CP-ALS, TUK-
ALS, CPWOPT-ALS, and STTC-ALS are 5.3508, 7.3964, 4.1412, and 1.4850,
respectively. For Abilene traffic tensor, CP-ALS exhibits faster convergence and is
not much sensitive to the initialization of factor matrices. The rest of the methods
show a wide variation in convergence times. The largest variation is seen with
the STTC-ALS method. We found STTC-ALS had the least NMAE, NMSE, and
NRMSE values, but had the largest variation in its convergence times across the
runs. On the other hand, CP-ALS had a low variation in the convergence times
but had high NMAE, NMSE, and NRMSE values. The variation factor should be
minimal considering the fact that the same optimization formulation is solved with
different initializations of the factor matrices. It is precisely to avoid the sensitiv-
ity of ALS-based procedures, we proposed the use of TCUR-REB decomposition

for compressive sensing of Internet traffic data.

Pure Random Loss Pattern:
First, we present the performance of each technique for unstructured loss pattern.
We varied the loss rate from 1% to 98% and run each experiment to reconstruct

the data 100 times. Fig. 4.5 shows the error in reconstruction of missing values in
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FIGURE 4.5: Error in reconstruction of missing values with Pure Random Loss
in Geant and Abilene traffic tensor with loss rates from 1% to 98%.

terms of the mean values of NMAE, NMSE, and NRMSE using different tensor
decomposition techniques on Geant and Abilene traffic tensors, respectively. In
the plots, the x-axis shows the loss rate variation in percentage and the y-axis

shows the error in reconstruction.

For GEANT traffic data, we observe that the proposed technique (TCUR-REB)
gives the least error in the reconstruction of missing values compared to other
techniques across all the loss rates. Table 4.2 shows the error in reconstruction
with 98% of the values dropped at random from the GEANT traffic tensor. The

95% confidence intervals for mean NMAE with 98% pure random loss were found
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to be smaller for TCUR-REB compared to the other techniques. In particu-
lar, TCUR-REB has a confidence interval of {0.3912,0.4089}; while TCUR-AEB,
CP-ALS, TUK-ALS, CPWOPT-ALS, and STTC-ALS have confidence interval
of {0.9976,0.9978}, {0.9982,0.9993}, {0.9979,0.9990}, and {0.9830,1.0602}, and
{0.8179,0.8501}, respectively. The results were similar with NMSE and NRMSE

values as well.

TABLE 4.2: Reconstruction error for 98% pure random loss of GEANT TT.

Technique Mean NMAE | Mean NMSE | Mean NRMSE

TCUR-REB 0.39 0.21 1.62
TCUR-AEB 0.99 1.00 3.54
CP-ALS 0.99 0.99 3.53
TUK-ALS 0.99 0.99 3.53
CPWOPT-ALS 1.05 0.84 3.24

STTC-ALS 0.83 0.55 2.62

For the Abilene traffic tensor, TCUR-REB and TCUR-AEB perform better than
CP-ALS, TUK-ALS, CPWOPT-ALS, and STTC-ALS. The TCUR-REB tech-
nique also outperforms the tensor-CUR decomposition [97] with additive-error
bound (TCUR-AEB). Table 4.3 shows the error in reconstruction with 98% of
the values dropped at random from the Abilene traffic. The 95% confidence in-
tervals for mean NMAE with 98% pure random loss were found to be the least
for TCUR-REB compared to the other techniques. In particular, TCUR-REB
had a confidence interval of {0.3395,0.3911}, while TCUR-AEB, CP-ALS, TUK-
ALS, CPWOPT-ALS, and STTC-ALS had confidence intervals of {0.9975,0.9979},
{0.9994,0.9999}, {0.9994,1.0000}, and {0.8330,1.0067}, and {0.6240,0.6702}, re-
spectively. Similar results were observed with respect to the NMSE and NRMSE

values as well.

Fig. 4.5(a) and Fig. 4.5(b) also show the standard deviation of reconstruction error
in terms of NMAE for GEANT and Abilene data sets, respectively. To maintain
the clarity in the figures, we show the standard deviation only for NMAE, using
red and green cross (not prominent on the plots), where the red cross indicates the

(mean value - standard deviation value) and the green cross indicates the (mean
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value + standard deviation value). TCUR-REB exhibited less variation for most

of the cases and this was no different for experiments on the GEANT dataset.

TABLE 4.3: Reconstruction error for 98% pure random loss of Abilene TT.

Technique Mean NMAE | Mean NMSE | Mean NRMSE

TCUR-REB 0.37 1.26 3.75
TCUR-AEB 0.99 1.01 3.47
CP-ALS 0.99 1.01 3.47
TUK-ALS 0.99 1.01 3.47
CPWOPT-ALS 0.87 0.95 3.36

STTC-ALS 0.64 0.87 B

Structured Loss Pattern:

For the structured loss patterns as well, we conducted experiments with the loss
rates ranging from 1% to 98% and the observations are similar. Here, we present
the results only for the worst-case loss rate of 98%. Fig. 4.6 shows the error in the
reconstruction of missing values with six decomposition techniques for GEANT
and Abilene traffic tensor, respectively. In each of these plots, the x-axis indicates
different structural loss patterns; row random (RowRand), column random (Col-
Rand), 25 time random (25TIRA), 50 time random (50TIRA), 75 time random
(75TIRA), 25 element random (25ELRA), 50 element random (50ELRA), and 75
element random (75ELRA). The y-axis indicates the error in terms of the mean

values of NMAE, NMSE, and NRMSE.

Results demonstrate that the proposed technique gives the least error in the recon-
struction of missing values. Table 4.4 and Table 4.5 show the error for GEANT
and Abilene traffic tensor with 98% row random loss pattern, respectively. In
Fig. 4.6(a) and Fig. 4.6(b), we also show the standard deviation in NMAE. To
maintain the clarity of the figures, we show the standard deviation only for NMAE
using red and green cross marks. For most of the cases, least standard deviation

was observed for CP-ALS and TUK-ALS methods.

Temporal Stability Analysis of Volumetric Data:

We also used the traffic tensors constructed using different methods to conduct
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FIGURE 4.6: Error in reconstruction of missing values for different structured
loss patterns with 98% loss rate in Geant and Abilene TT.

TABLE 4.4: Error for GEANT tensor with 98% RowRand loss.

Technique Mean NMAE | Mean NMSE | Mean NRMSE

TCUR-REB 0.39 0.17 1.47
TCUR-AEB 0.99 1.00 3.53
CP-ALS 0.99 1.00 3.53
TUK-ALS 0.99 1.00 3.53
CPWOPT-ALS 1.05 0.88 3.32

STTC-ALS 0.95 0.75 3.07

temporal tracking analysis of volumetric traffic between OD pairs. The tempo-

ral stability feature as given in [58, 56] is used for this purpose. CP-ALS and
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TABLE 4.5: Error for Abilene tensor with 98% RowRand loss.

Technique Mean NMAE | Mean NMSE | Mean NRMSE

TCUR-REB 0.48 0.84 3.16
TCUR-AEB 0.99 1.00 3.46
CP-ALS 0.99 1.01 3.46
TUK-ALS 0.99 1.01 3.46
CPWOPT-ALS 1.00 0.01 3.46

STTC-ALS 0.75 0.91 3.28

TUK-ALS exhibit a low normalized difference between successive time-intervals,
when compared to the proposed technique. For 95% pure random loss in GEANT
data, CP-ALS and TUK-ALS had 92.71% and 90.55% of the time-intervals with
a normalized difference less than 0.1 during successive time-intervals, whereas
the proposed method had 83.20% of time intervals. We conclude that the traf-
fic tensors obtained using CP-ALS and TUK-ALS are temporally more stable as
compared to the proposed method. The reason for this is that CP decomposition
and Tucker decomposition are exact decomposition techniques, while tensor-CUR

decomposition gives an approximation to the input tensor.

Computational Time:

Finally, we also measured the computational time required for the reconstruction
of missing values. Experiments were run on a 1.10 GHz Windows machine using
Matlab. Fig. 4.7 shows the computational time for compressive sensing on GEANT
and Abilene traffic data using different tensor decomposition techniques. In each
of these plots, the x-axis indicates the loss rate variation and the y-axis denotes
the computational time in seconds. For Geant traffic tensor, it can be seen that
with 98% pure random missing values TCUR-REB takes 0.77 secs, which is the
least time as compared to TCUR-AEB (1.86 secs), CP-ALS (1.40 secs), TUK-ALS
(3.62 secs), CPWOPT-ALS (2.21 secs), and STTC-ALS (2.88 secs). For Abilene
traffic tensor, TCUR-REB takes only 0.34 secs compared to TCUR-AEB (3.30
secs), CP-ALS (1.36 secs), TUK-ALS (11.26 secs), CPWOPT-ALS (2.63 secs), and
STTC-ALS (4.46 secs) with 98% pure random missing values. The computational
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FIGURE 4.7: Computational time taken for compressive sensing of GEANT and
Abilene traffic tensor.

time is reduced with tensor-CUR decomposition mainly due to avoiding the ALS

procedure, commonly used in all the other decomposition techniques.

As mentioned earlier, the compressive sensing technique in [17] first performs
global interpolation using a decomposition technique followed by local interpo-
lation. This procedure causes the reconstructed tensor not to be an exact product
of the factor matrices. We first perform local interpolation, termed zeroth-order
interpolation followed by global interpolation using TCUR-REB decomposition.
By this, the reconstructed traffic tensor is ensured to be an exact product of the
factor matrices. We compute the reconstruction error between the final recon-
structed tensor and the product of factor matrices for the Abilene data. With
80% of missing values at random, the reconstruction error for (STTC + KNN) is
39.78%, while it is 0% with the proposed technique. Though not reported here,
we find the error to be zero irrespective of the loss rates with the modified order

of interpolation techniques.

4.5.4 Compressive Sensing of Traffic Matrix

Pure Random Loss:
Fig. 4.8 shows the error in reconstruction of missing values for pure random loss
using different matrix decomposition techniques on Geant and Abilene traffic ma-

trix. For Geant TM, it is observed that matrix-CUR decomposition outperforms
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FIGURE 4.8: Error in reconstruction of missing values with Pure Random Loss
in Geant and Abilene traffic matrix with different loss rates.

other matrix decomposition techniques in terms of exhibiting least error in recon-
struction (in terms of NMAE, NMSE, NRMSE values) for loss rates ranging from
1% to 95%. For 98% pure random loss of Geant TM, SRMF is shown to outper-
form matrix-CUR decomposition. In particular, the NMAE, NMSE and NMRSE
value for matrix-CUR decomposition is 0.39, 0.19, and, 1.56 respectively; while
for SRMF, it is 0.37, 0.18, and, 1.49 respectively. Note that this difference is not
significant. On the other hand, for Abilene TM, the proposed matrix decompo-
sition technique exhibits least NMAE value across all loss rates ranging from 1%
to 98%, as compared to SRMF and NMF. For NMSE and NRMSE values as well,

the proposed decomposition technique exhibits least value as compared to SRMF
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and NMF for Geant TM. We present the error in reconstruction for 95% and 98%
pure random loss of Abilene TM in Table 4.6.

TABLE 4.6: Reconstruction error for 95% and 98% pure random loss of Abilene

TM.
Technique | NMSE NRMSE | NMSE NRMSE
95% 95% 98% 98%
CUR 0.08 0.53 0.12 0.63
SRMF 0.09 0.54 0.13 0.66
NMF 0.66 1.29 3.30 3.11

Structured Loss Pattern:

Fig. 4.9 shows the error in the reconstruction of missing values with structured
loss patterns using three matrix decomposition techniques for GEANT and Abi-
lene traffic matrix. In each of these plots, the x-axis indicates different structural
loss patterns and the y-axis indicates the error in terms of the mean values of
NMAE, NMSE, and NRMSE. Results demonstrate that the proposed matrix de-
composition technique gives the least error in the reconstruction of missing values
for row random and time random loss pattern. However, for column random and
element random loss pattern, SRMF outperforms CUR in terms of exhibiting least

error.

Computational Time:

Fig. 4.10 shows that proposed matrix decomposition exhibits least computational
time for compressive sensing of Geant and Abilene traffic matrix as compared to
SRMF and NMF'. The reduction in computational time achieved with matrix-CUR
decomposition is mainly due to avoiding the ALS procedure, commonly used in

all the other decomposition techniques.

4.6 Summary

In this chapter, we introduced relative-error bound tensor-CUR (TCUR-REB)

decomposition for the reconstruction of missing values in tensor data. For an
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FIGURE 4.9: Error in reconstruction of missing values for different structured
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application domain, we chose compressive sensing of Internet traffic data. The
proposed tensor-CUR decomposition avoids fundamental limitations of other ten-
sor decomposition techniques namely, knowledge of rank apriori and sensitivity to
initialization of factor matrices due to the ALS procedure. The proposed technique
also exhibits an improvement over the popular TCUR-AEB decomposition tech-
nique in terms of obtaining a relative-error bound on low-rank approximation as
compared to a weaker additive-error bound. We also revisit the order of global and
local interpolation procedure so that the final reconstructed tensor is a product of
factor matrices. In addition, we also propose the use of matrix-CUR decomposi-
tion for compressive sensing of traffic matrices. Matrix-CUR decomposition also
does not make use of computationally expensive ALS procedures to obtain factor
matrices. Extensive experimentation on two publicly available datasets shows the
efficacy of proposed tensor and matrix decomposition techniques over other state-
of-the-art tensor and matrix decomposition techniques, in terms of exhibiting least

error in reconstruction of missing values and taking the least computational time.
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Chapter 5

Analysis of Internet Traffic Data

In this chapter, we present the third contribution of the thesis which performs two
distinct analysis of Internet traffic data, namely structural analysis and volume
anomaly analysis, where the former deals with the identification of different struc-
tural patterns in the traffic matrix and the latter deals with the identification of

time-intervals and ingress-egress node pairs associated with the volume anomalies.

5.1 Introduction

The traffic matrix is the key input to a multitude of network operations and
management tasks including network monitoring and generation of synthetic traffic
matrices. These tasks require a deeper analysis of components and structures of
traffic matrices, which falls in the realm of structural analysis. The identification
of structural patterns of traffic matrix is important in the current scenario when
there is a scarcity of publicly available datasets. In this scenario, these identified
structural patterns are of great help to network researchers for the generation of
synthetic traffic matrices which are used for carrying out various research-related
activities. The objective of structural analysis is to decompose a traffic matrix
as a sum of its constituents or structural patterns, which are later classified into

different categories based on their behavior. This systematic decomposition sheds
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light on the intrinsic structure of the traffic matrix, and consequently on the
behavior of the network as a whole. In fact, by categorizing the structural patterns
in this fashion, one can gain significant insights into the whole-network properties

of Internet traffic data.

The identified structural patterns are of help in the generation of synthetic traffic
matrices which are used for testing purposes in network-wide applications. For
example, the synthetic traffic matrices generated using identified spikes patterns
are used for volume anomaly analysis where a volume anomaly refers to a large

and sudden positive or negative changes in the traffic volume flow.

These changes are typically caused by unexpected events such as outages com-
ing from network equipment failures, and network attacks like Denial-of-Service
(DoS) attacks. With the rapid growth in IP traffic flow [1], analysis of these
volume anomalies is crucial for network operators to correctly manage large and
unexpected congestion problems at the backbone network caused by traffic vol-
ume anomalies. Analysis of volume anomalies consists of the identification of time
intervals during which network experiences the anomaly, as well as the PoP pairs

which triggered it.

The key challenge involved in structural analysis and volume anomaly analysis is
the high-dimensional multi-variate structure of the traffic matrix. PCA and its
variants have been extensively employed in literature to obtain a low-dimensional
representation of traffic matrix which facilitates the analysis of traffic matrix. The
low dimensional representation of the traffic matrix obtained after PCA, namely
eigenflows, are considered as the structural patterns of the traffic matrix. This is
because each eigenflow captures a particular source of temporal variability (struc-
tural patterns) common to all OD flows [10]. Each OD flow is then expressed as a
weighted sum of these structural patterns or eigenflows. These structural patterns
are later classified into three categories: periodic, spikes and noise. However, Wang
et al. [19] demonstrated the inefficiency of categorization approach for structural
analysis in terms of completeness, i.e., each pattern has to be classified into at least

one category, and orthogonality, i.e., each pattern must not be classified into more
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than one category at the same time. This results in a high value of Unclassified
Energy Rate (UER). They have proposed a robust variant of PCA, namely Robust
Principal Component Analysis (RPCA), for structural analysis of the traffic ma-
trix. The RPCA problem is to decompose a given matrix as a sum of a low-rank
matrix (corresponding to the periodic pattern), a sparse matrix (corresponding to
spikes pattern), and a random matrix (corresponding to noise pattern). However,
this decomposition fails in case if the sparse matrix is also a low-rank matrix or
if the low-rank matrix is also a sparse matrix. This results in confusion between
the identification of periodic and spikes patterns. Although RPCA has resolved
the issue concerning the completeness, however, the problem of orthogonality still
persists. In addition, PCA suffers from two fundamental limitations stemmed in
its assumption as stated in chapter 1, i.e., assumption of continuous random vari-
ables and lack of interpretability. As a consequence of the lack of interpretability,

one can not identify the PoP pairs responsible for a particular structural pattern.

For anomaly analysis, PCA was first exercised by Lakhina et al. [11]. Lakhina
et al. [11] separates the principal component space, i.e., the set of right singular
vectors, into normal and anomalous subspaces, and hence referred to as PCA-
subspace method. The first £ PCs comprise the normal subspace and remaining
PCs comprise anomalous subspace. The PCA-subspace method identifies a time-
interval as anomalous if the magnitude of projection onto the anomalous subspace
exceeds an associated PCA Q-statistic threshold. After Lakhinas studies, various

other authors [20, 21, 22] have used PCA-subspace method.

Three limitations are identified for the PCA-subspace method for volume anomaly
analysis. The first one is associated with the lack of interpretability of obtained
factor matrices. As a consequence, identification of PoP pairs which triggered the
volume anomaly becomes fundamentally difficult because of the inability of recov-
ering original input space. The second limitation is associated with the choice of
the number of PCs in the normal subspace. Ringberg et al. [23] have demonstrated
that the false positive rate is very sensitive to small differences in the number of

PCs in the normal subspace. The third limitation is because of the fact that a
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large anomaly may inadvertently pollute the normal subspace as a result of which

it goes undetected [23].

5.1.1 Main Contributions

To overcome these limitations, the third contribution of the thesis proposes the
use of two techniques, namely Correspondence Analysis (CA) and matrix-CUR
decomposition, for structural analysis and volume anomaly analysis. Since the
output of both techniques can be interpreted in terms of original columns and rows
of traffic matrix, both techniques retain the original input space. In addition, both
techniques exhibit independence from the underlying distributional assumption of
traffic matrices. The advantage of both techniques affirms them to be more apt for
structural analysis and volume anomaly analysis of traffic matrices as compared

to PCA-based approaches. The main contributions of this chapter are:

1. Structural analysis: We employ CA and matrix-CUR decomposition tech-
niques to perform structural analysis. Both of these techniques address the
above-identified limitations. In addition, we show that matrix-CUR decom-
position addresses the problems specific to the classification of structural

patterns namely completeness and orthogonality are retained.

2. Volume anomaly analysis: We propose the use of CA and matrix-CUR, de-
composition for volume anomaly analysis of the traffic matrix. All the iden-
tified limitations in volume anomaly analysis are addressed by each of the

employed techniques.

5.1.2 Summary of Experimental Results

We make use of Abilene and Geant traffic matrices for structural analysis. For
volume anomaly analysis, we present the results on Abilene traffic matrices and

synthetic traffic matrices. Below we present the summary of experimental results.
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1. Structural analysis:

e For the majority of the Geant traffic matrices, CA outperforms PCA

in terms of completeness, orthogonality, and UER.

e For the majority of the Abilene TMs, CA outperforms PCA in terms

of completeness and UER; but lags in terms of orthogonality.

e Matrix-CUR decomposition, on the other hand, outperforms PCA and

CA in terms of orthogonality and completeness for all the matrices.
2. Volume anomaly analysis:

e Matrix-CUR decomposition and CA identify identical volume anoma-
lies during Wednesday and Thursday and flowing across Chicago-Los
Angeles and Los Angeles-Chicago PoP pair for an Abilene traffic ma-

trix.

e For synthetic traffic matrices, matrix-CUR decomposition is effective
with a high detection rate and low false-positive rate for volume anomaly
analysis as compared to the PCA-subspace method. CA, on the other

hand, is a qualitative approach, hence can’t be used in this comparison.

5.2 Related Work

In this section, we review the work present in the literature for structural anal-
ysis and volume anomaly analysis of traffic matrix and highlight the limitations,

thereby serving as motivation for the proposed contribution.

5.2.1 Structural Analysis

PCA was first performed by Lakhina et al. [10] for the structural analysis of X
€ R™*F as given in Eq. (2.1). It has been observed in [10] that TM exhibits a

low intrinsic dimensionality, i.e., most of the variation (energy) present in TM
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can be well approximated by 5 to 10 PCs. Eigenflows {e;}7_,, which represents a
particular temporal pattern common in all OD flows, are computed corresponding

to each PC as follows:
. XVZ'

0;

(5.1)

€;

for i = 1, 2, ... ,P. Since, contribution to the overall energy by v; is maximum,
eigenflow e; corresponding to vy captures the strongest temporal trend common to
all OD flows, ey captures the next strongest, and so on. These eigenflows are con-
sidered as the structural patterns of traffic matrix. OD flows are then expressed as
a weighted linear combination of these structural patterns. The weight associated
with an eigenflow denotes the extent to which that temporal pattern (eigenflow)
is present in an OD flow. As per Lakhina’s observation, most of the OD flows
are found to be composed of few eigenflows. Later, these eigenflows are classified
into three categories - deterministic (d), spikes (s) and noise (n) eigenflows cor-
responding to periodic, spikes, and noise structural patterns, respectively. This
categorization of eigenflows allows having a significant insight into the structure

and properties of network traffic.

Despite providing meaningful insights for structural analysis of TM, approach
in [10] suffers from few drawbacks. A significant number of eigenflows remain
unclassified. Lakhina et al. [10] claimed that top eigenflows, i.e., eigenflows cor-
responding to top PCs, satisfy the criteria of d-eigenflows. On the contrary, it
has been found that top eigenflows may correspond to indeterminate! and non-
determinate? eigenflows. This results in a high value of Unclassified Energy Rate
(UER), which is defined as the percentage of energy captured by the principal
component vector that corresponds to either indeterminate or non-determinate
eigenflow. The energy captured by the i principal component is given by the
square root of its corresponding singular value (o;). Hence, unclassified energy

rate (UER) is expressed as

ZieUEID Ai
Zil )‘i

'Eigenflows that satisfy more than one category.
2Eigenflows that does not satisfy any category.

UER =
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where A\; = /0; and the union of unclassified eigenflow ID (UEID) is the total
number of unclassified eigenflows, i.e., indeterminate and non-determinate eigen-

flows.

Wang et al. [19] stated that in the case when TM is polluted with large volume
anomalies, the eigenflows classification may result in increased indeterminate and
non-determinate structures. To deal with such traffic matrices, a robust variant of
PCA, i.e., Robust Principal Component Analysis (RPCA), has been used in [19].
Because of ambiguity in eigenflow categorization, i.e., presence of indeterminate
and non-determinate eigenflows, they have decomposed the traffic matrix X into

three sub-matrices as follows:

X = X, + Xe + Xq (5.3)

where X, represents a deterministic traffic matrix, X, represents anomaly traf-
fic matrix, and X,, represents the noise traffic matrix. X,, X,., and X,, contain
periodic, spikes, and noise structural patterns, respectively. The decomposition
described in Eq. (5.3) fails in case if the sparse matrix is also a low-rank matrix or if
the low-rank matrix is also a sparse matrix. This results in confusion between the
identification of deterministic TM and anomaly TM. This approach has resolved
the issue concerning the completeness, however, the problem of orthogonality still

persists.

Limitations: Despite the simplicity, the PCA-based approach suffers from two
fundamental limitations. First, lack of interpretability of obtained structural pat-
terns. Unfortunately, being linear combinations of up to all the OD flows, these
structural patterns are notoriously difficult to interpret in terms of the original
PoP pairs generating it. The second limitation is associated with the assumption
of continuous random variables, which results in excessive skewness and kurtosis

of the obtained factor matrices [12].
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5.2.2 Volume Anomaly Analysis

Lakhina et al. have extended their work in [11] and proposed the PCA-subspace
method for detection, identification, and quantification of large volume anomalies
across the network. The PCA-subspace method involves the separation of the
space occupied by PCs into two disjoint subspaces: normal subspace S (consisting
of few top PCs) and abnormal subspace S (consisting of remaining PCs). The
separation procedure involves the projection of original traffic data onto PCs in
order from the top. As soon as the projection exceeds a threshold (say a 30 devi-
ation from the mean), that PC and all subsequent PCs are assigned to anomalous
subspace. All previous PCs are assigned to normal subspace. Original traffic data
is projected onto normal and anomalous subspaces thereby obtaining the modeled
and the residual traffic, respectively. It has been assumed in [11] that anomalies
reside in abnormal subspace and a volume anomaly will result in a large change
to residual traffic. Squared prediction error of residual traffic is computed at each
time step and is flagged as an anomalous time-interval if found to exceed the de-
tection threshold. The anomalous flows are identified using the following strategy:
associate j™* flow as anomalous if j*" column of residual traffic has the maximum

contribution during anomalous time-intervals.

Huang et al. [22] proposed a new framework for anomaly analysis that makes use
of distributed tracking combined with PCA-subspace method, and considered the
tradeoff between detection accuracy and communication overhead. Rubinstein et
al. [20] analysed poisoning and defense techniques for the PCA-subspace detector
in backbone networks. Other works utilizing a PCA-based approach on SNMP
measurements include [21, 9]. However, SNMP data is highly susceptible to error
due to the following factors: missing link observations, incorrect link observations,
and inaccurate polling times. Hence, works in [104, 105] have applied the PCA-

subspace method on OD flow data which is a rich source of information.

Limitations: Three limitations are identified when the PCA-subspace method is

employed for volume anomaly analysis.
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Interpretability Identification of PoP pairs which triggered the volume anomaly

becomes fundamentally difficult.

Number of PCs Ringberg et al. [23] have demonstrated that the false positive
rate is very sensitive to small differences in the number of principal compo-

nents in the normal subspace.

Polluted normal subspace When a large volume anomaly inadvertently pol-

lutes the normal subspace, the anomaly goes undetected [23].

5.3 Proposed Techniques

In this section, we present the use of two techniques namely CA and matrix-
CUR decomposition for structural analysis and volume anomaly analysis of traffic

matrices which alleviates the above-identified limitations.

5.3.1 Correspondence Analysis

We apply CA on TM X by using the algorithm 1. The SVD of the matrix of
standardized residuals S, results in three factor matrices namely the matrix J
containing the left singular vectors, the diagonal matrix ¥ containing singular
values, and K containing right singular vectors. The obtained factor matrices
are used for performing both structural analysis and volume anomaly analysis.
We first present the procedure for performing structural analysis followed by the

procedure performed for volume anomaly analysis.

Structural Analysis:

We designate the obtained left singular vectors as the structural patterns of X.
Each OD flow is then expressed as a weighted linear combination of these structural
patterns where the weights are defined by the rows of the matrix of right singular
vectors. These derived set of structural patterns are classified into one of the

following three categories:
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1. Deterministic (‘d’) structural patterns, which exhibit a diurnal pattern
in network traffic as well as the difference between weekdays and weekends

traffic.

2. Spike (‘s’) structural patterns, which captures a massive upsurge/down

surge in traffic flow volume.

3. Noise (‘n’) structural patterns, which captures the remaining random

variation exhibiting relatively time-invariant properties across all OD flows.

The identical procedure is used for categorizing deterministic patterns and spikes
patterns as presented in [10]. Noise patterns are categorized using the Chi-square
goodness of fit test. It returns a test decision for the null hypothesis whether the
data in the input vector comes from a normal distribution. The test decision is 1
if the test rejects the null hypothesis at the 5% significance level, and 0 otherwise.
If the test decision is 0, then the structural pattern satisfies the criteria for n-
eigenflow. The performance of this categorization procedure is evaluated on the

basis of Unclassified Energy Rate (UER) which is given in Eq. (5.2).

Volume Anomaly Analysis:

We make use of the biplots obtained using CA. The first two columns in F (prin-
cipal coordinates of rows) are plotted as dots. These dots denote the rows of X
namely the time intervals. Similarly, the first two columns in G (principal coor-
dinates of columns) are plotted as lines. These lines denote columns of X namely
PoP pairs. The length of a line in the biplot is directly proportional to the stan-
dard deviation of the corresponding column of X. Similarly, the distance of a dot
from the origin is directly proportional to standard deviation of the corresponding
row of X. Rows or columns of X having entries exceeding largely from their mean
are plotted far from origin as compared to others in the biplot. This feature of CA
biplot will assist in volume anomaly analysis as it will place large volume anoma-
lous time intervals and PoP pairs far from the origin as compared to normal time
intervals and PoP pairs. The association between a row and a column of X can

be understood through biplot in the following manner: If ¢ time interval and ;™
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PoP pair exhibit volume anomaly, then the i** time interval and j** PoP pair will
be close to each other in the biplot. In other words, the angle between these two

vectors will be small.

5.3.2 Matrix-CUR Decomposition

Both PCA and CA obtain P structural patterns. Examining each of these and
classifying them is an involved task. To address this issue, matrix-CUR decompo-
sition is employed. Applying matrix-CUR, on X results in three matrices namely
C, U and R. We designate the columns of C as structural patterns which consists
of ¢ columns, where ¢ << P. As the resulting structural patterns are very small
in number, matrix-CUR alleviates the overhead in examining and classifying each
of the P structural patterns. Traffic flow across each PoP pair is then expressed
as a weighted sum of these few structural patterns which are later classified into

three categories.

The construction of C involves computation of normalized statistical leverage
score for all columns of X. This score depends on the Euclidean norm of rows of
the matrix containing top k right singular vectors obtained after PCA of X. The

probability of selection of i column is given as:

P = min{l, C * % i(vij)Q} (5.4)
j=1

where v;; denote the (7,7)" element of the matrix of right singular vectors and
pi € [0,1]. Eq. (5.4) states p; is directly proportional to the standard deviation
of i column of X. This imply that the columns of X having high standard
deviation have high probability to be part of C. Along the same line, the rows
of X having high standard deviation have high probability to be part of R. With
the construction of C and R, matrix-CUR decomposition separates the columns
and rows of TM having high standard deviation from the remaining ones. From

the matrix C and R, we designate the columns of C as anomalous PoP pairs,

TH-2484_11620104



Chapter 5. Analysis Chapter 5 Analysis of Internet Traffic Data

if p; = 1. In a similar fashion, we designate the rows of R as anomalous time

interval, if p; = 1.

5.4 Experimental Results

We make use of Abilene and Geant traffic matrices for structural analysis. For
volume anomaly analysis, we present the results on Abilene traffic matrices and
synthetic traffic matrices. To obtain ground-truth information, we utilize three
traffic matrices which are generated synthetically using the procedures discussed
in [24] followed by injecting anomalies. We consider the rank parameter equal to

2 in all the experimental results.

5.4.1 Sructural Analysis

Fig. 5.1 shows the plot of results obtained after structural analysis of Geant and

Abilene traffic matrices.

1. From the plot of indeterminate structural patterns, we observe that for all
the Geant traffic matrices CA captures a lesser number of indeterminate
structural patterns (which is desired) as compared to PCA. For Abilene
TM, PCA outperforms CA for the majority (19 out of 24) of the TMs.
When employed matrix-CUR decomposition on Abilene TMs, the number
of indeterminate patterns are the least compared to PCA and CA. A similar

result is obtained on Geant data set (except for 4™ week and 8" week TMs).

This experiment demonstrates that both CA and matrix-CUR are able to
classify more number of structural patterns into only one of three categories
with greater accuracy, thereby achieving more orthogonality in the catego-

rization procedure.

TH-2484_11620104



Chapter 5. Analysis 115

601 20
-+-PCA-+-CA-s-CUR

~-PCA-*CA-e-CUR

o
=]

'Y
S

n
=3

2
# Indeterminate patterns
-
o

# Indeterminate patterns
©w
8

6 7 8 9 10 11 12 13 14 15 16 17 12345678 91011121314151617 181920212223 24
Geant traffic matrices Abilene traffic matrices

o

o

(a) Indeterminate patterns (Geant) (b) Indeterminate patterns (Abilene)

2501
--PCA-+CA-e-CUR

n
S
S
T
o
S

a
=]
T
'S
S

n
S

i
\{\
>
)
}

o
=]
T
r=

# Nondeterminate patterns

>

# Nondeterminate patterns
o
o

T T T T T T R RO R R
9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Y12 6 7 b 9 10 1 12 13 14 15 16 1 12345678
Geant traffic matrices Abilene traffic matrices
(c) Nondeterminate patterns (Geant) (d) Nondeterminate patterns (Abilene)

--PCA-4-CA
--PCA-4-CA

UER (%)
UER (%)

o

T T Y SO O RO N
9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

ok
wl
N
ol
ok
<~k
ol

T S R
10 11 12 13 14 15 16 17

12 6 7 8 9
Geant traffic matrices Abilene traffic matrices
(e) UER (Geant) (f) UER (Abilene)

FIGURE 5.1: Structural analysis of Geant and Abilene traffic matrices.

2. From the plot of nondeterminate structural patterns, we clearly observe
that matrix-CUR obtains the least number of unclassified structural pat-
terns which is the desired result. Whereas CA closely competes with PCA
in terms of the number of nondeterminate structural patters (with majority
times obtaining low numbers). This result indicates that CA and matrix-
CUR decomposition techniques are able to categorize more number of struc-
tural patterns into any of the three categories as compared to PCA, thereby

attaining more completeness in categorization procedure.

3. From the unclassified energy rate plot, we observe that CA obtains low

UER percentage compared to PCA for the Geant dataset (except 6" week
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TM). For the Abilene dataset, the average UER percentage using CA is
significantly low compared to PCA (lesser UER percentage in 12 out of
24 TMs). This implies that the structural patterns categorized using CA
capture more energy as compared to those categorized using PCA for the

majority of the TMs.

5.4.2 Volume Anomaly Analysis

Correspondence Analysis (CA):

Fig. 5.2 shows the biplot of Abilene traffic matrix X10 with red lines denoting PoP
pairs and blue dots denoting time intervals. The label for time-intervals is coded
in a string of length of six characters. The first character of the string denotes
the day of the week of the TM. The rest of the characters in the string denote the
ending time interval of measurement. For example, the label 523:05 is interpreted
as 5 day of traffic measured during 23:00 to 23:05 time interval. The ending time
interval 23:05 is suffixed with the 5 day to form the string 523:05. The first day
of the week starts with Saturday as present in the Abilene dataset. Therefore, the
day of the week mapping is as follows: {l:Saturday}, {2:Sunday}, {3:Monday},
{4:Tuesday}, {5:Wednesday}, {6:Thursday}, {7:Friday}. The PoP pairs are rep-
resented as a string of length of nine characters. The first four characters denote
the source PoP code. The last four characters of the string denote the destination
PoP code. For example, CHIN-LOSA stands for traffic originating at Chicago with
destination to Los Angeles. In order to avoid cluttering of the PoP pair labels, we
have labeled only two PoP pairs namely, Chicago-Los Angeles (CHIN-LOSA) in
the bottom left and Los Angeles-Chicago (LOSA-CHIN) in the bottom right. We
observe that these two PoP pairs corresponding to (CHIN-LOSA) and (LOSA-
CHIN) lie far from the origin as compared to remaining PoP pairs, i.e., OD flows
corresponding to these PoP pairs exhibit the highest standard deviation. In other
words, these PoP pairs are experiencing a large volume of anomalous behavior.
The time intervals which tend to lie along these vectors (PoP pairs) correspond

to the anomalous time intervals, as they lie far from the origin as compared to
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FIGURE 5.3: Volume anomaly analysis of Abilene traffic matrix.

the remaining time intervals. Anomalies along the CHIN-LOSA PoP pair are
observed on Wednesday during ending time intervals (23:05, 18:25, 17:20, 17:25,
18:45, ...) hours and Thursday ending time intervals (06:25, 06:10, 01:25,04:45, ...)
hours. Similarly, anomalies along LOSA-CHIN PoP pair are observed on Wednes-
day during ending time intervals (16:50, 16:45, 16:55, 17:35, 17:45, ...) hours and
Thursday ending time intervals (08:20, 08:15, 08:30, 10:15, 08:10, ...) hours.

Matrix-CUR Decomposition:

Fig. 5.3 shows the normalized statistical leverage scores of all columns and rows of
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the Abilene traffic matrix. The red dots denote the columns (rows) of original TM
which are selected to form the columns (rows) of C (R). A total of 11 columns
and 304 rows are selected to form the matrix C and R, which are denoted by the
red dots in the Fig. 5.3. From Fig. 5.3, we observe that PoP pairs Chicago-Los
Angeles (CHIN-LOSA) and Los Angeles-Chicago (LOSA-CHIN) have a normalized
statistical leverage score of unity. This implies that OD flows corresponding to
these two PoP pairs exhibit high standard deviation, and thus can be regarded as
large volume anomalous PoP pairs. We observe anomalies on Wednesday during
ending time intervals (23:05, 18:25, 17:20, 17:25, 18:45, 16:50, 16:45, 16:55, 17:35,
17:45, ...) hours and on Thursday ending time intervals (06:25, 06:10, 01:25,04:45,
(08:20, 08:15, 08:30, 10:15, 08:10, ...) hours.

Experimentation shows that the anomalous time intervals identified by PCA, CA
and matrix-CUR decomposition are almost similar. However, the takeaway point
in CA and matrix-CUR decomposition is the identification of PoP pair and time
intervals which triggered the anomaly, which is an inherently challenging problem
with PCA. Note that the observation obtained using matrix-CUR decomposition
and CA go hand in hand. PoP pairs exhibiting anomalous behavior in CA biplot
form the matrix C in matrix-CUR decomposition. The time intervals identified

as anomalous one in CA biplot form the matrix R in matrix-CUR decomposition.

In the considered datasets for experimentation, the labeled ground truth informa-
tion of volume anomalies is not available. In order to compute the false positive
rate and anomaly detection rate, we generate traffic matrices synthetically. Me-
thodically inject anomalies between 1 to 50. We adopt three models for generating
synthetic traffic matrices using the procedures given in [24]. These are (i) sim-
ple TM model, (ii) Modulated Gravity Model (MGM), and (iii) Non-stationary
Conditionally Independent Model (NCIM).

We demonstrate the effectiveness of the matrix-CUR, decomposition technique for
volume anomaly analysis in terms of the total number of detection and false pos-
itive rate. Figs. 5.4 and 5.5 show the plot of the total number of detections and

false-positive rate. We observe that (i) Matrix-CUR shows superior performance
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than PCA in terms of the total number of detected anomalies for all three models,
except for a few instants only for the simple TM model. (ii) Matrix-CUR decom-
position exhibits a low false-positive rate for all three models, except for the MGM

and NCIM model for a low number of injected anomalies.

CA, on the other hand, is a qualitative approach and hence can’t be compared
with matrix-CUR and PCA in terms of the total number of detections and false-
positive rates. Experimentation shows that anomalous time intervals and PoP
pairs identified using CA are in coherence with those obtained using matrix-CUR
decomposition. Overall, our results show that matrix-CUR decomposition is ef-
fective with a high detection rate and low false-positive rate for volume anomaly
analysis as compared to the PCA-subspace method. Also, it is quite accurate in
identifying the time intervals and the underlying PoP pairs and which triggered

the volume anomaly.
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5.5 Summary

The use of CA and matrix-CUR decompositions have alleviated the most difficult
limitation mentioned by [23] in their work on sensitivity of PCA in volume anomaly
detection namely interpretation of the obtained subspace. Both CA and matrix-
CUR decomposition obtain identical anomalies and identical time intervals during
which anomalies occurred. In structural analysis, both CA and matrix-CUR de-
composition are able to reduce the number of indeterminate and non-determinate
eigenflows and UER percentage. Results show that both these techniques achieve
improved analysis of Internet traffic data in terms of their corresponding evalua-

tion measures.
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Conclusion and Future Work

This research work is motivated towards alleviation of identified limitations of the
existing state-of-the-art decomposition techniques for estimation, reconstruction,
and analysis of Internet traffic data. We proposed the use of matrix-CUR, de-
composition to alleviate the rank parameter sensitivity of PCA-based approaches
for TM estimation. We proposed to use a multi-view subspace learning technique
based on CCA to avoid the overfitting because of the naive use of multiple sources
of information for TM estimation. Note that both the proposed techniques do not
make use of multiple expensive sources of information for TM estimation as done
in recent third-generation techniques. For the reconstruction of missing values, we
proposed the use of matrix-CUR decomposition and relative-error bound tensor-
CUR decomposition. Note that both the proposed techniques avoid the use of
computationally expensive ALS-based procedures. In addition, TCUR-REB does
not require the apriori knowledge of tensor rank. For analysis of Internet traf-
fic data, we proposed the use of matrix-CUR decomposition and Correspondence
Analysis (CA). Both of these techniques address the limitations of PCA-based
approaches, namely (i) lack of interpretability and (ii) assumption of continuous
random variables. Extensive experimentation is performed on real and synthetic
traffic data to demonstrate the efficacy of the proposed techniques over state-of-

the-art techniques.
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We present the outcome of the experimental observations for each of the applica-

tion tasks.

e Estimation of Internet Traffic Data

1. Matrix-CUR decomposition is observed to exhibit less sensitivity to the

rank parameter k£ as compared to PCA-based approaches.

2. Matrix-CUR decomposition outperforms the state-of-the-art techniques

in terms of obtaining low estimation error.

3. The proposed multi-view learning technique reduces the estimation er-

ror by more than 80% compared to the single-view learning technique.

e Reconstruction of Internet Traffic Data

1. Large variation in the error of reconstructing missing values is observed

when ALS procedure is employed.

2. For all loss models and all loss rates, TCUR-REB outperforms the state-
of-the-art tensor decomposition techniques in terms of the error in the

reconstruction of missing values.

3. For all loss models and all loss rates, matrix-CUR. decomposition out-
performs the state-of-the-art matrix decomposition techniques in terms

of the error in the reconstruction of missing values.
e Analysis of Internet Traffic Data

1. On majority of the traffic matrices, CA and matrix-CUR decomposi-
tion outperform PCA in terms of completeness and orthogonality of
structural pattern categorization. In addition, the obtained structural

patterns retain the interpretability.

2. Matrix-CUR decomposition and CA not only identifies the time inter-
val associated with a volume anomaly but also the PoP pairs which

triggered the volume anomaly.
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3. Experimentation using synthetic TMs shows that the matrix-CUR de-
composition is effective with a high detection rate and low false-positive
rate for volume anomaly detection as compared to PCA-subspace method.
CA, on the other hand, is a qualitative approach, hence can’t be used

in this comparison.

6.1 Scope for Future Work

The contributions of this thesis can be extended in a number of ways. Some of

these possible future research directions are listed below:

o Multi-view subspace learning for volume anomaly analysis: It has been cited
in literature that the performance of volume anomaly analysis depends on
the input source of information. For instance, a given anomaly might get
detected in OD flow level data but might go undetected in link-level data.
Making use of multiple sources of information for volume analysis using a
multi-view subspace learning technique will enhance the performance and

provide an improved volume anomaly analysis performance.

o Multi-view subspace learning for the reconstruction of missing values: Miss-
ing value problem is inherently present in multiple sources of traffic infor-
mation. Making use of multiple sources of information using multi-view
subspace learning will help in the improved reconstruction of missing values

in Internet traffic data.

e Relative-error bound Tensor-CUR (TCUR-REB) for volume anomaly analy-
sis: In the future, we will explore the application of this tensor decomposition

technique to other applications such as anomaly detection.
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