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Abstract

Internet of Things (IoT) is a network of physical objects (also called “things”) that are found
in homes, healthcare systems, industries, to name a few. IoT helps the computational sys-
tem to interact with the physical world by sensing, communicating, and actuating. The
IPv6 over the Time Slotted Channel Hopping mode of IEEE 802.15.4e (6TiSCH) network
is standardized to meet high reliability, end-to-end latency, and network lifetime require-
ments of various IoT applications. Basically, 6TiSCH leverages the traditional IPv6 based
network protocols to build upon IEEE 802.15.4e TSCH Medium Access Control (MAC)
protocol. The formation of 6TiSCH network should happen before establishing end-to-end
data communication. So, the 6TiSCH Working Group (WG), formed by Internet Engineer-
ing Task Force (IETF), published 6TiSCH Minimal Configuration (6TiSCH-MC) standard
for 6TiISCH network formation. 6TiSCH-MC allows only one cell per slotframe (known as
shared cell or minimal cell) to transmit all types of control packets.

6TiSCH network formation process is started by the Join Registrar/Coordinator (JRC),
and all the new nodes (aka pledges) join one-by-one following the joining procedure in the
multi-hop 6TiSCH networks. Note that faster formation of 6 TiSCH network is challenging
because of the inherent channel hopping feature of TSCH as the pledges do not know in
which channel and at what time control packets are transmitted by the already joined
nodes and/or the JRC. Apart from this, the resource allocated by 6TiSCH-MC standard
is static in nature, and it did not provide any mechanism to handle congestion in shared
cell. Furthermore, 6TiSCH-MC did not provide any information regarding the transmission
rates of different control packets used to form the network. Therefore, we set the objective
of this thesis is to augment the 6 TiSCH-MC standard by updated mechanisms for achieving
faster formation of 6TiSCH IoT network.

It is observed that congestion in shared cell becomes an inevitable problem when the
number of joined nodes increases, and it gradually degrades the performance of 6TiSCH
network formation scheme. So, the first contribution of this thesis targets to reduce con-
gestion in shared cell by dynamically varying the beacon generation interval. For this, we
propose channel condition based dynamic beacon interval (C2DBI) scheme, which varies
the beacon generation interval with the current congestion status in shared cell instead of
using a fixed beacon generation interval. In the next work, we observe that due to fixed
priority assignment to the control packets and insufficient transmission of routing control
packet, formation of 6TiSCH network gets delayed. So, we propose opportunistic transmis-
sion of control packets (OTCP) scheme, which dynamically adjusts the priority of control
packets and provides sufficient routing information during network formation. Furthermore,

sometimes it may happen that a node needs to transmit its packets immediately. OTCP
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further allows the nodes having such urgent packets to transmit their packets in less time.
In brief, OTCP gives higher priority to the transmission of routing control packet whenever
it is urgent. We further inspect the effect of routing control packet on 6TiSCH network
formation by designing a Markov Chain-based analytical model. Analytical results show
that improper selection of the Trickle Algorithm (TA)’s parameters, which are responsi-
ble for routing control packet generation and transmission, cause congestion in shared cell.
Further, the default TA does not provide fair transmission opportunity to all the nodes in
shared cell of 6TiSCH network. Therefore, to address these issues, we propose adaptive
control packet broadcasting (ACB) scheme as our third contribution of this thesis. ACB
reduces the congestion in shared cell and provides equal control packet transmission oppor-
tunities to the nodes. However, congestion in shared cell is not fully avoidable but can be
controlled further. So, in the next contribution, we design a non-cooperative gaming model
to determine the optimal control packet transmission probabilities of the nodes to coun-
terbalance the congestion in minimal cell. After solving our gaming model, we obtain the
optimal control packet transmission probabilities of the nodes. Subsequently, we propose
a game theory based congestion control (GTCC) scheme by which nodes are restricted to
transmit their packets frequently. This results in less congestion in shared cell which further
improves the joining time and energy consumption of the pledges. Further, we realize that
the number of shared cells per slotframe can be increased to achieve significant performance
improvement during 6TiSCH network formation. The existing schemes do not use all the
channels at a time to transmit control packet. So, in the fifth contribution of this thesis, we
leverage all the available channels at a time in order to increase the number of shared cells
per slotframe for quicker transmission of control packets. The radio duty cycle of the nodes
is also considered while increasing the number of shared cells per slotframe. For this, at
first, we propose autonomous allocation and scheduling of minimal cell (TACTILE) scheme,
and later, we further enhance the performance of TACTILE by proposing time-variant RGB
(TRGB) model for minimal/shared cell allocation and scheduling in 6TiSCH networks. It
is noteworthy that both the TACTILE and TRGB do not hamper the data transmitting
cell unlike the existing works. Both the TACTILE and TRGB significantly improve the
performance of 6TiSCH formation compared to our previous works and existing benchmark
schemes. Finally, it is worthwhile to mention that all the proposed schemes are evaluated
by Markov Chain based theoretical analysis, simulation, and testbed experiments.

As a whole, this dissertation improves the performance of 6TiSCH network during its
formation period in terms of joining time and energy consumption of the IoT nodes while

maintaining stable network.

Keywords: 10T, IEEE 802.15.4e, TSCH, 6TiSCH, Network formation, RPL, Channel

estimation, Opportunistic transmission, Autonomous allocation, Autonomous scheduling
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“You have to dream before your dreams can come true.”

~A.P.J. Abdul Kalam (1931 - 2015)

Introduction

1.1 Research Context

In early 2000’s, Kevin Ashton from the Massachusetts Institute of Technology coined the
term “Internet of Things (IoT)”, which attracts the governments and leading Information
Technology (IT) companies and gets recognized as crucial part of sustainable economic
growth of the nations. IoT is intended to connect almost all physical objects (refers to
as “things” or “nodes” in 10T) that are found everywhere such as in homes, health-care

systems, industries, various transportation systems [1-3].
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According to [4], IoT is

“World-wide network of interconnected uniquely addressable objects, based on stan-

dard communication protocols.”

[oT allows the nodes to sense the environment and then exchange the sensed information
among themselves by establishing communication among them, which helps the associated
computational system to interact with the physical world. The information received from the
nodes is used for analyzing the current environmental situation, and based on this analysis,
IoT changes the behavior of the environment as per requirements [5], [6]. Various application
domains such as industry [7], [8], health-care [9], [10], smart home [11], [12], smart city [13],
[14], smart grid [15], [16], smart transportation [17], and smart precision agriculture [18] are
the few applications of IoT. The nodes in IoT are called smart [1], [19] in three aspects: (i)
they can sense or monitor their surroundings, (ii) they can communicate or exchange their
information with other nodes, (iii) they can change the behavior of their surroundings. Nodes
use different sensors for sensing or monitoring the environment, and most commonly, they
usage wireless communication for exchanging information. The behaviors of the environment
are changed (known as actuation) using some mechanical devices which work based on the
input provided by the nodes [20], [21]. Therefore, IoT can improve the efficiency, safety, and
security of its various applications in the physical world through sensing, communication,
and performing actuation on the environment.

Most of the IoT devices! are resource-constrained in terms of processing capacity (which
has only a few kilobytes (KBs) of RAM), memory (also in KBs), and energy (mainly bat-
tery operated) [22]. Nevertheless, IoT should provide highly reliable, delay-bounded, and
energy-efficient communication to most of its applications. Therefore, it is very challenging
to implement and fulfill various requirements of different IoT applications with resource-
constrained devices.

In the recent few years, because of the increasing demand of wireless technology for

!Note that we use the terms device, mote, and node interchangeably in this thesis as all of them mean
the same.
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both sensing and actuating, many standards have been introduced for [oT networks as
per the requirement of different applications [22-24]. Few of them are ZigBee [25], IEEE
802.15.4 [26], Bluetooth (27|, WirelessHART (28] and ISA-100.11a [29]. These standards
use 2.4 Ghz frequency band, whereas the other standards such as Narrowband Internet
of Things (NB-IoT) [30], IEEE 802.11.ah [31], LoRaWAN (Low Power and Long-range
Wide Area Network) [32] use Sub 1GHz frequency band. Among these standards, I[EFE
802.15.4 is the most widely used standard for resource-constrained Low power and Lossy
Network (LLN) [22]. The IEEE 802.15.4 defines both the Physical (PHY) layer and Medium
Access Control (MAC) layer specifications and envisioned to be used in all IoT applications.
However, it is observed that the IEEE 802.15.4 standard suffers from unbounded delay,
low reliability, less protection against interference and multi-path fading [33], [34], and
hence, not suitable for most of the [oT applications. One of the main reasons for these
issues is the usage of a single channel in the 2.4G Hz frequency band. On the other hand,
ZigBee suffers from interoperability and scalability issues as it does not use the existing
communication infrastructure and is a proprietary solution. Similarly, WirelessHART and
ISA-100.11a suffer from scalability issues as both of them follow centralized approach for
establishing /maintaining communication among the nodes. The Sub 1G H z based standards
are designed for long-range but low data rate oriented applications. Note that LoRaWAN
can be operated on 2.4G Hz to achieve higher data rates but at the cost of range.
Therefore, to fulfill the increasing demands of sensor/actuator-based technologies and
deal with the issues of existing standards, the Institute of Electrical and Electronics Engi-
neers Standards Association (IEEE-SA) published IEEE 802.15.4e [35] amendment in 2012.
The TEEE 802.15.4e is an extension of the existing IEEE 802.15.4 [26]. It supports multiple
transmissions at a time using multiple physical channels (maximum 16 channels). It also
allows the nodes to change their physical communication channel after each transmission,
which is known as channel hopping. Channel hopping helps in getting rid of multi-path fad-
ing and interference on the transmission channels in LLNs. Thus, IEEE 802.15.4e improves

the throughput and reliability in resource-constrained LLNs. Apart from the enhancement
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in the Physical layer, it has added various functionalists in the MAC layer to support dif-
ferent application requirements. Specifically, IEEE 802.15.4e has mentioned five different
MAC behavior modes depending on different types of applications. These modes are Time
Slotted Channel Hopping (TSCH), Deterministic and Synchronous Multi-channel Exten-
sion (DSME), Low Latency Deterministic Network (LLDN), Asynchronous Multi-Channel
Adaptation (AMCA), Radio Frequency Identification Blink (BLINK). Among these MAC
behavior modes, both TSCH and DSME are included in the recent revised version of IEEE
802.15.4-2016 [36] because of their wide applicability in different IoT application domains.

TSCH gains attention among the researchers because it provides high reliability and
guaranteed latency by utilizing its core features such as channel/frequency hopping and Time
Division Multiple Access (TDMA) based transmission channel access. TSCH is intended to
provide reliable and delay-bounded communication [37] in various application domains such
as industrial automation, process monitoring, and oil and gas industry as a part of Industry
4.0 revolution. The channel hopping feature greatly improves the network’s reliability by
effectively mitigating the effects of interference and multi-path fading at a considerable scale.
On the other hand, TDMA based channel access, in which time is divided into small and
fixed duration timeslot' provides delay-bounded and guaranteed packet delivery. Note that
the collection of several timeslots is known as slotframe, which repeats over time. Slotframe
is used for managing the schedule for both data and control packet transmission. It is further
noteworthy that the IEEE 802.15.4e standard does not specify how the TSCH schedule is
formed and managed.

As IEEE 802.15.4e defines only the PHY and MAC layers, therefore, to provide Inter-
net connectivity to the resource-constrained devices, the Internet Engineering Task Force
(IETF) created the IPv6 over the TSCH mode of IEEE 802.15.4e (6TiSCH) Working
Group (WG). The main aim of this WG is to establish interoperability between TSCH

and IPv6 [38]. It provides an open communication network protocol stack to connect IEEE

LA single timeslot duration is long enough, usually 10 ms, to transmit a packet (maximum 127 Bytes
long), and receive its Acknowledgment (ACK), if it is needed. A timeslot repeats over time, and only one
node is allowed to transmit its data packet using a particular channel at a given timeslot.
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802.15.4e TSCH MAC based multi-hop and lossy networks to existing I[Pv6 networks. TSCH
is limited in establishing global synchronization among the participated constrained devices.
On the other hand, 6TiSCH layer is necessary to fill the gap between the IETF’s IPv6 com-
munication stack [22] and TSCH. Figure 1.1 shows a 6TiSCH based LLN connected with
the traditional IPv6 network through a network gateway. Here, the user(s) can access the
data in real-time, or data can be stored in the central server(s) for further processing using

[Pv6 connectivity.

Internet for dataanalysis

Figure 1.1: A 6TiSCH network connected to the end user and central server over Internet

Apart from the interoperability, the most important task is network bootstrapping/-
formation by which pledges' can join with existing 6TiSCH networks. Several attributes
are essential to consider during network formation, such as less joining time, low energy
consumption, less resource allocation, and network stability. For this purpose, 6TiSCH-WG
released the 6TiSCH Minimal Configuration (6TiSCH-MC) standard [40]. This standard
mentioned the strategy for allocating timeslot to transmit control packets. Specifically,
6TiSCH-MC allocated only a single cell® in a slotframe (known as shared cell or minimal
cell) for the transmission of all types of control packets for forming and maintaining the
network throughout its lifetime. Whereas, manageable cells (also called dedicated cell) are
used for data packet transmission. All the cells i.e., shared cell and manageable cells can

be represented by a matrix of cells as shown in Figure 1.2. In this figure, the slot offsets

IIETF used the term “pledge” to designate a new joining node, which has not completed the joining
process in a given secure network and is therefore not trusted by the network [38], [39]. So, we refer to a
new node as a pledge in this thesis.

2A cell is represented by the touple [slot offset and channel offset], which denotes the time and
channel together to transmit a packet. Slot offset denotes the timeslot (index number) within a slotframe,
and channel offsets are mapped with unique physical channels.
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and channel offsets are used as cell indices (showing in X-axis and Y-axis, respectively),
and a slotframe repeats after 5 timeslots. Manageable cells are used for data packet trans-
mission, and a particular manageable cell is assigned only for a pair of nodes in a slotframe
for guaranteed data packet transmission. Whereas, in shared cell, any node can transmit
its control packets. For example, only node @ transmits its data packet to node @ in
the manageable cells (1,0) and (2,3) of slotframe “n”. On the other hand, in the shared

cell of same slotframe, node @ transmits to node @ and node @ transmits to node

simultaneously.
Slotframe "n" Slotframe "n+1"——
?ASN 0 1 2 3 4 5 6 7 8 9
B 4
5 o X E=clasgl
2. 8 =
g 1 [D=8|[5-4 CoE]
o(g 22 JlE=e] 528 — i
o 1 2 3 4 0 1 2/ 3 N\ 4 jome

Slot offset ———»

i Manageable cell DA N
Shared/minimal call - —ssRagiiing of calls) E rcar| DM

Figure 1.2: Scheduling of shared cell and manageable cell in the repeated slotframes.

Note that 6TiSCH-MC allocates the shared cell at the fixed position of each slotframe
i.e., at slot offset=0, and channel offset=0 for all the nodes as shown in Figure 1.2.
Basically, to maintain synchronization and finding optimal routing route, this default allo-
cation policy forces the nodes to use the same shared cell of a slotframe. The remaining cells
starting from the second timeslot to the last timeslot of a slotframe i.e., manageable cells are
scheduled using the scheduling function used in the network such as [41], [42] after/along

with the formation of 6TiSCH network.

6TiSCH-MC allocates only one shared cell (or minimal cell) per slotframe for the

transmission of all types of control packets.
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1.2 Motivation of the Research Work

IEEE 802.15.4e standard has left several issues open to the researcher. Few of them are
resource allocation during/after the formation of TSCH network, scheduling for exchanging
data packet and control packet in time-frequency domains, and analysis of the protocols
under different network settings. Among these issues, formation of TSCH based 6TiSCH
network is the main focus of this dissertation. It is because the formation of 6 TiSCH network
becomes challenging as TSCH allows the nodes to change their physical communication
channel after each timeslot. On the other hand, at the beginning of network formation,
the pledges do not know about the channel where the joined nodes transmit their control
packets. The transmission time of those control packets are also unknown to pledges. Note
that control packets are not transmitted on a particular channel always as that channel might
have interference and multi-path fading issues, which can severely degrade the performance.
Further, the transmission of control packets on a fixed channel is not compliant with IEEE
802.15.4e. Therefore, pledges need to scan all the channels randomly one after another
by keeping their radios active. This causes enormous energy consumption of the pledges.
Furthermore, a pledge is allowed to transmit its control packets for further expansion of
the multi-hop 6 TiSCH network and can transmit /forward data packet only after joining the
6TiSCH network successfully. This leads to increased joining time of the pledges, which
are located at the multiple hops away from the Join Registrar/Coordinator (JRC). The
increasing joining time of the pledges also affects on the overall network throughput and
end-to-end data packet latency. Therefore, faster formation of 6TiSCH network is essential
to increase its lifetime and ensure reliability to its applications.

A pledge requires several types of control packets to join in a 6 TiSCH network completely.
Specifically, at the beginning, the pledge should receive Enhanced Beacon (EB) frame to get
the basic network configuration information, followed by DODAG Information Object (DIO)
packet transmitted by the Routing Protocol for Low power and Lossy network (RPL) [43]
to join the routing tree, or in other words, Destination Oriented Directed Acyclic Graph

(DODAG). The pledge further needs to exchange Join Request (JRQ) and Join Response

7
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(JRS) frames with the JRC for its secure enrollment [39], [44]. An example of the step by

step network formation process of a small network is presented in Figure 1.3. Note that

777777777777777777777777777777777777777777777777777777777777777j

| EB,DIO I IJ
| generation | =2 x Slotframe

O\\
A ' ‘ E
I Shared slot D Dedicated Slot I EB sent I DIO sent I JRQ sent I JRS sent
Orc/xinedNode O New Node E3EB frame © DIO packet B RQ/ RSframe W Packet discarded

Figure 1.3: An example of 6 TiSCH network formation

neither the IEEE 802.15.4e standard nor 6TiSCH-MC mentioned the transmission rate of
these control packets. On the other hand, multiple joined nodes transmit their control
packets using shared cell i.e., using the same channel simultaneously. So, the possibility of
packet collision in wireless medium increases with the increasing number of nodes in the
network. This increases the joining time of the pledges and the energy consumption of both
joined nodes and pledges.

Although IETF has published 6TiSCH-MC standard for the formation of 6TiSCH net-
work, Vallati et.al [45] proved that 6TiSCH-MC does not provide sufficient resource i.e.,
number of shared cells per slotframe during network formation. This insufficient resource
allocation results in high congestion in shared cell. This further results in control packet
collision and ultimately increases the formation time of 6TiSCH network as nodes take
longer time to transmit their control packets. The work in [45] improved the performance of
6TiSCH network formation significantly by increasing the number of shared cells per slot-
frame but at the cost of high energy consumption. Furthermore, the work in [45] affects the
performance of the networks in terms of throughput and end-to-end packet latency as some
of the data transmitting cells are converted into shared cells. The solution provided by [46]
may not be suitable for all types of networks as it fixed the EB broadcasting probability in
a slotframe irrespective of the size and node density of the networks. On the other hand,

8
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the works in [47-57] did not consider the formation of multi-hop 6TiSCH network. In brief,
these works considered only the initial phase of 6TiSCH network formation i.e., one-hop
TSCH synchronization. The key focus of these works was to transmit as many EB as pos-
sible for faster synchronization of one-hop TSCH network. This results in the allocation of
more network bandwidth and the consumption of additional energy. Moreover, these works
are not 6TiSCH-MC compliant and create synchronization issue among the nodes, which
further results in unstable network. Apart from this, none of the existing works explore the
effect of different control packets generation rate, priority of the control packets, uncertainty
in accessing the shared cell, fair transmission by the available nodes, and usage of multi-
ple channels at a time for control packet transmission during the formation of multi-hop
6 TiSCH network.

Therefore, the existing issues and unexplored research directions of 6TiSCH network
formation motivate us to develop improved techniques for it. Thus, the main aim of this

dissertation is set to improve the performance of multi-hop 6TiSCH network formation.

— Thesis goal \

Improve the performance of multi-hop 6TiSCH network formation in terms of

nodes’ joining time, energy consumption, and network stability while following the

resource allocation policy made by IETFEF 6 TitSCH-MC standard.

1.3 Thesis Objectives

The faster formation of 6TiSCH network helps in efficient sensory data transmission and
increases the network lifetime. However, efficient transmission of different control packets,
fair transmission opportunity to the nodes, judicious transmission rate of different control
packets, and utilization of all the available channels at a time for control packet transmissions
have significant effect on 6TiSCH network formation and have not been explored. Therefore,
we frame the objectives of this dissertation to improve the performance of multi-hop 6 TiSCH

network formation in terms of nodes’ joining time, their energy consumption, and network
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stability. In brief, we describe the objectives of this Thesis as follows:

e Channel Condition based Dynamic Beacon Interval: Proposing a scheme to reduce
the congestion in shared cell by varying the beacon generation interval of the nodes

dynamically instead of using fixed beacon generation interval all the time.

e Opportunistic Transmission of Control Packet: Assigning priority to the control pack-
ets depending on their requirement, providing sufficient routing information, and en-

abling quick access to shared cell.

e Adaptive Control Packet Broadcasting: Providing efficient and fair transmission of
routing information carrying control packet and enabling fair control packet transmis-

sion opportunity to all the nodes.

e Non-Cooperative Gaming based Control Packet Transmission: Exploiting non-cooperative
game theory to find optimal control packet transmission probability in a slotframe in

order to alleviate congestion in shared cell.

e Autonomous Allocation and Scheduling of Shared Cell: Providing schemes to leverage
all the available channels at a timeslot in order to increase the number of shared cells

per slotframe for quick transmission of control packet.

1.4 Thesis Contributions

To improve the performance of multi-hop 6 TiSCH network formation, we explore the effect of
different control packets generation rate and their transmission probabilities, priorities of the
control packets, uncertainty in accessing the shared cell, unfair transmission by the nodes,
and misutilization of multiple channels at a single timeslot for control packet transmission
and contribute several schemes to deal with these issues. In the next subsections, we briefly

describe each of these proposed schemes one by one.

10
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1.4.1 Channel Condition based Dynamic Beacon Interval (C2DBI)

At first, we design a Markov Chain model to analyze the formation of 6TiSCH-MC based
multi-hop 6TiSCH network in terms of pledges joining time and their energy consumption.
Analytical results show that the performance of 6TiSCH network formation degrades with
the increasing number of joined nodes in the network. The reason for this performance
degradation is the increasing congestion in shared cell due to fixed beacon generation inter-
vals of the nodes. Hence, it proved that the allocation (i.e., one shared cell per slotframe)
made by 6TiSCH-MC is not sufficient when the nodes use fixed beacon generation intervals
in a large network. To overcome this problem, instead of using a fixed beacon generation in-
terval, we propose to vary the EB generation interval of the joined nodes dynamically based
on the present channel status. All the joined nodes measure the congestion in shared cell
for a particular interval, and depending on that, the nodes decide their next EB generation
interval. In brief, nodes increase their EB generation interval if the congestion is high, oth-
erwise, set to default standardized value. Hence, the proposed scheme neither increases the
waiting time for the pledges to receive EB frame nor congests the shared cell. Ultimately,
it reduces the congestion in shared cell even though the number of nodes increases in the
network. We provide a theoretical analysis of the proposed scheme in terms of both joining
time and energy consumption. It shows how the performance of 6TiSCH network during
its formation is improved with varied EB generation intervals. Furthermore, the proposed

scheme is also evaluated using simulation and testbed experiments.

1.4.2 Opportunistic Transmission of Control Packet (OTCP)

We further analyze the formation of multi-hop 6TiSCH network using our previous Markov
Chain model. Our probabilistic analysis further reveals that 6TiSCH-MC affects the for-
mation of 6TiSCH network because it considers (i) EB frame has the highest priority over
all other control packets, (ii) it does not provide sufficient and quick transmission of DIO
packet during network formation, and (iii) it does not provide any provision to access the

shared cell quickly. To deal with these problems, we propose two schemes i.e., opportunistic
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TH-2796_176101102



Introduction

priority alternation and rate control (OPR) and opportunistic channel access (OCA). In
OPR, a joined node decides the priority of a control packet depending on the current net-
work condition. It gives the highest priority to DIO packet over EB frame when a pledge or
joined node needs the DIO packet immediately or urgently. We named this kind of packet as
an urgent packet. OPR also allows quick generation of DIO packet during the formation of
6TiSCH network. On the other hand, OCA allows the nodes to access the shared cell quickly
if they have urgent packet to transmit. We evaluate both OPR and OCA individually by
designing separate Markov Chain based analytical models. We also perform extensive sim-
ulation experiments to evaluate both the proposed schemes individually and combine them.

At last, we evaluate both OPR and OCA together using testbed experiments.

1.4.3 Adaptive Control Packet Broadcasting (ACB)

We design a Markov Chain model to study the behavior of various Trickle Algorithm (TA)’s
parameters on DIO packet generation and transmission, and so 6TiSCH network formation.
Our analysis reveals that improper selection of various Trickle parameters’ values and default
working principle of TA can degrade the performance of 6 TiSCH network formation. During
some network instances, TA enables burst transmission of DIO packet, whereas, sometimes,
it does not allow the nodes to transmit their DIO packet for a long time. Furthermore, the
default TA does not give a guarantee to the fair transmission of DIO packets among the
nodes. To address these issues of TA, we propose dynamic Trickle algorithm scheme for effi-
cient and fair transmission of DIO packets in 6 TiSCH network. The proposed scheme skips
some of the intermediate DIO packet generating Trickle states during network consistency
to reduce congestion in shared cell. It also varies one Trickle parameter, i.e., redundancy
constant dynamically depending on current network condition to alleviate the congestion
in shared cell. Furthermore, we propose another scheme to provide fair DIO transmission
opportunity to all the nodes. This scheme varies the Trickle listen-only period of the nodes
depending on their previous DIO transmission history instead of using random listen-only
time. Apart from this, to reduce the congestion and provide fair control packet transmission

12
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opportunity to the nodes further, we propose slotframe window (SW)-based adaptive control
packet transmission scheme. This scheme restricts the nodes from transmitting their control
packets more frequently. This results in less congestion in shared cells and provides equal
control packet transmission opportunities to all nodes. We perform testbed experiments to

validate the proposed schemes together.

1.4.4 Game Theory based Congestion Control (GTCC)

In our previous analysis of C2DBI, GTCC and ACB, we find that the transmission rates of
EB and DIO severely affect the formation of 6TiSCH network when the number of nodes
increases in the network. Therefore, we design a non-cooperative game to find the optimal
control packet transmission probability in a shared cell of the nodes. In this proposed game,
joined nodes are considered as players who want to maximize their profit i.e., control packet
transmission probability irrespective of the strategies of other neighboring nodes. In the
pay-off function of the proposed game, control packet transmission probability is considered
as a wutility function, and the minimal cell busy ratio and remaining energy of the nodes
are considered as price functions. We prove that the proposed game has a unique Nash
equilibrium point and a unique solution. The obtained solution of the proposed game,
i.e., optimal control packet transmission probability using Lagrange multiplier and Karush-
Kuhn-Tucker (KKT) conditions is used in our proposed game theory based congestion control
(GTCC) scheme. GTCC calculates slotframe window (SW) size for each node based on
its calculated optimal transmission probability and restrains the node in transmitting its
control packets for SW amount of time. Thus, GTCC reduces the congestion in shared cell
and improves the performance of 6TiSCH network formation. Along with the theoretical

analysis, we perform testbed experiments to validate the proposed scheme.

1.4.5 Autonomous Allocation and Scheduling of Shared Cell (AAS)

It is observed that the existing schemes do not use all the available physical channels at

a time in each shared cell to transmit control packet. These works used only one channel
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at a time. So, it reduces the EB reception probability of the pledges and increases the
congestion in shared cell. This cumulatively degrades the performance of 6TiSCH network
formation concerning joining time and energy consumption of the nodes. To deal with this
under-utilization of channels, we propose autonomous allocation and scheduling of minimal
cell (TACTILE) scheme. TACTILE autonomously allocates and schedules the shared cells
of the nodes without any signaling overhead. For this, we propose autonomous minimal cell
allocation (ALLOT) and hierarchical odd-even minimal cell scheduling (CHOICE) schemes
to distribute the shared cells among all the available channels and for conflict-free scheduling
of the allocated shared cells, respectively. We evaluate the proposed TACTILE using Markov
Chain-based theoretical analysis and testbed experiments.

However, later, we observe that TACTILE suffers from network stability issues as it
does not maintain a common cell for all the nodes for exchanging routing information. A
common cell is necessary to maintain a stable network and construct an efficient routing
tree for upward and downward routing. Furthermore, the allocation made by TACTILE
(specifically, ALLOT) is static which remains unchanged throughout the lifetime. So, the
repeated collision of control packet transmission is possible when two or more nodes add
the same set of minimal cells. This is the motivation for further designing the time-variant
RGB (TRGB) model for minimal cell allocation and scheduling in 6TiSCH network. For
this, we propose time-variant autonomous allocation of minimal cell (INSTALL) scheme,
which changes the position of autonomously allocated minimal cells after each slotframe
to avoid repeated control packet collision. Subsequently, we further propose Red-Green-
Blue (RGB) scheduling algorithm for conflict-free scheduling of the allocated shared cells
by INSTALL and enabling close interaction with RPL. RGB separates the transmission
of RPL control traffic from the transmission of other control packets, which significantly
improves the joining time and energy consumption of the pledges by maintaining stable
networks. We evaluate our TRGB model using Markov Chain based theoretical analysis

and extensive testbed experiments.

14
TH-2796_176101102



Thesis Contributions

1.4.6 Summary of Contributions

The major contributions of the thesis can be summarized as follows:

e A Markov Chain model is proposed to show the demerits of fixed beacon interval

scheme during the formation of multi-hop 6TiSCH network.

e A channel condition based dynamic beacon interval (C2DBI) scheme is proposed to
reduce congestion in shared cell, which, in turn, improves the performance of 6TiSCH

network formation.

e An opportunistic priority alternation and rate control (OPR) scheme is proposed to
deal with the demerits of EB’s highest priority and to provide sufficient DIO packet

quickly.

e An opportunistic channel access (OCA) scheme is proposed to transmit urgent control

packets with minimum delay.

o A Markov Chain based analytical model is proposed for analyzing the effect of Trickle

Algorithm (TA)’s parameters on 6TiSCH network formation.

e A dynamic Trickle algorithm is proposed to reduce congestion in minimal cell and to

provide fair DIO transmission opportunity to all the nodes.

o A slotframe window (SW) based adaptive control packet transmission scheme is pro-
posed to restrict the nodes from transmitting several control packets within a short
period in order to reduce congestion in shared cell. The SW-based scheme also pro-

vides fair control packet transmission opportunities to the nodes.

e Design a non-cooperative game to find optimal control packet transmission probability

in a shared cell to alleviate congestion.

e A game theory based congestion control (GTCC) scheme is proposed by which nodes

can efficiently transmit their control packets.

15
TH-2796_176101102



Introduction

e An autonomous minimal cell allocation scheme (ALLOT) is proposed to utilize all
the available channels at a time, and so, to increase the number of shared cells per

slotframe.

e A hierarchical odd-even minimal cell scheduling scheme (CHOICE) is proposed to
schedule the shared cells allocated by ALLOT efficiently.

o A time-variant autonomous allocation of minimal cell (INSTALL) scheme is proposed

for autonomous and time-dependent allocation of minimal cell.

e A Red-Green-Blue (RGB) scheduling scheme is proposed for conflict-free scheduling

of the shared cells allocated by INSTALL and to enable close interaction with RPL.

e Finally, the proposed schemes are evaluated using one or more of the following meth-
ods: Markov Chain based theoretical analysis, Contiki-NG OS based Cooja simulator,

and FIT IoT-LAB Testbed.

1.5 Organization of the Thesis

The Figure 1.4 shows the life cycle of a joined node’s control packet transmission process fol-
lowing the 6TiSCH-MC standard. In this cycle, at the beginning, the joined node generates
EB frame periodically and it follows the Trickle Algorithm (TA) to generate DIO packet.
After that, the node chooses the highest priority frame/packet from its transmission buffer
and then try to transmit that frame/packet by allocating and scheduling the shared cell fol-
lowed by participating in the contention race for shared channel access. Our contributions
i.e., C2DBI, OTCP, ACB, GTCC and AAS are shown in different events during the packet
transmission process by the joined node. Finally, Figure 1.4 illustrates the organization of
this thesis, which maps the different chapters onto the area of our work and the correspond-

ing publications. In brief, the rest of the thesis is organized as follows:
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Chapter 1: Introduction

Introduction, motivation, and contributions of the thesis are presented in this chapter.
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Figure 1.4: Area of our work wise organization of the thesis
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Chapter 2: Background and Literature Survey
This chapter provides detailed background on 6TiSCH network followed by the discus-
sion on state-of-the-art works related to 6 TiSCH network formation. It also describes

the experimental environment used for performing simulation and testbed experiments.

Chapter 3: Channel Condition based Dynamic Beacon Interval

This chapter proposes C2DBI scheme for generating EB frame dynamically to reduce
congestion in 6TiSCH network. Theoretical analysis, simulation, and testbed experi-

mental results are provided to validate the proposed C2DBI scheme.

Chapter 4: Opportunistic Control Packet Transmission

This chapter exploits the demerit of EB’s highest priority, insufficient transmission of
DIO packet, and uncertainty in accessing shared cell during the formation of 6TiSCH
network. Subsequently, it proposes OTCP scheme to deal with these problems. Theo-
retical analysis, simulation, and testbed experimental results are provided to show the

effectiveness of the proposed OTCP.

Chapter 5: Adaptive Control Packet Broadcasting

This chapter explores the effect of TA’s parameters on 6TiSCH network formation
and proposes ACB scheme to improve the formation of 6TiSCH network. Testbed

experiments are carried out to validate the proposed ACB scheme.

Chapter 6: Non-cooperative Gaming based Control Packet Transmission

This chapter inspects the gaming based control packet transmission in 6TiSCH net-
work and proposes GTCC scheme for efficient control packet transmission in 6TiSCH
network. Theoretical analysis and testbed experimental results are provided to show

the effectiveness of the proposed scheme.
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Chapter 7: Autonomous Allocation and Scheduling of Shared Cell

This chapter proposes TACTILE and TRGB schemes for autonomous allocation and
scheduling of shared cells for quick transmission of control packet. Theoretical analy-
sis, testbed experimental results are provided to show the effectiveness of the proposed

schemes.

Chapter 8: Conclusions and Future Perspectives

Finally, this chapter concludes the thesis with summarization of work done, and future

direction for possible future work on 6TiSCH network formation.

DL S | Qe elw
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“Education is not the learning of facts, but the training of the mind to think.”

~Albert Einstein (1879 - 1955)

Background and Literature Survey

In this chapter, at the beginning, we briefly discuss the IEEE 802.15.4e TSCH MAC behavior
followed by the brief discussion of 6TiSCH network protocols stack. As the major objectives
of this dissertation concerns 6TiSCH network formation, we briefly discuss the procedure of
how a 6TiSCH network is formed using an example scenario. Thereafter, a detailed survey
on the works that considered 6TiSCH network formation is presented. Apart from this, we
also provide detailed information about the experimental environments which are used to

evaluate the proposed solutions in this dissertation.
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2.1 Background

2.1.1 Overview of IEEE 802.15.4e TSCH

As stated before, IEEE 802.15.4e TSCH MAC behavior mode is designed to fulfill the basic
requirements of LLNs such as reliability, guaranteed packet delivery, and energy efficiency.
To achieve these, TSCH divides time into small and fixed duration timeslot that repeats
over time. A timeslot is long enough, usually 10 ms, to transmit a packet and receive its
ACK. And the collection of several timeslots is known as slotframe. Every slotframe repeats
periodically for forming/maintaining a communication schedule for both data and control
packet transmission. Figure 2.1 shows the timeslot architecture in TSCH. A node can be in
any of the three different radio states in a given timeslot such as receiving (Rx), transmitting
(Tx), or idle, and it can use only one physical channel at the given timeslot for either Tx or

Rx.

Slotframe ‘i’ timeslot Slotframe ‘i+2’

I
0({1(2(3|4|0|1|2|3|4|0(1[2|3|4

A
\ 4

Timeslot, usually 10 ms e

Tx Data | R)& Ack |

Rx Data | m
—

Guard time

Figure 2.1: Timeslot structure in TSCH

Note that a pair of timeslot and channel is called cell, and a scheduling function is used
to allocate unique cell to the nodes for their communication. So, a cell being used by a pair
of nodes is not used by any other pairs present in their communication range. In this way,
TSCH provides deterministic channel access to the nodes to exchange their information.
This results in deterministic delay-bounded data packet delivery and also increases overall
network throughput. It is noteworthy that there exist few timeslots in a slotframe which
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are used by more than one node. This type of timeslot is called shared timeslot, and the
cell associated with it is called shared cell. Nodes perform TSCH-CSMA /CA channel access
mechanism to transmit their packet in shared cell in order to avoid repeated collision.
[EEE 802.15.4e TSCH takes advantage of the availability of multiple channels to deal
with the problems of interference and multi-path fading on the transmission channels. It
allows the nodes to change their physical communication channels after each transmission.
This mechanism is called channel hopping and TSCH improves the reliability of the com-
munication using channel hopping. Now, as the transmitting nodes change their physical
communication channels in every timeslot, the receiving nodes should also change their
receiving channel after each timeslot aligning/synchronizing with the transmitting nodes’
channel hopping sequence. For this, the nodes compute their physical channels using the

Equation (2.1) for maintaining this channel synchronization as follows:
f = F[(ASN + channel offset) mod N, (2.1)

where f denotes the calculated channel index associated with a particular frequency, F
denotes the sequence of channel hopping i.e., lookup table for channels. Absolute Slot
Number (ASN) denotes the number of total timeslots that have elapsed from the inception
of the network. So, ASN is an integer number that starts from 0 and gets incremented by
one after each timeslot and it is same for all the nodes in a network. The channel offset
is the fixed and unique integer assigned to the pair of transmitter and receiver(s) nodes by
the scheduling algorithm, and N, denotes the number of channels used in the network. The
output of this equation provides a pseudo-random channel hopping sequence.

Figure 2.2 depicts an example of channel hopping mechanism where in one case, a
pair of nodes is assigned the slot offset=2 and channel offset=1 i.e., cell [2, 1] by the
scheduling algorithm. Using the Equation (2.1), both the transmitter and receiver nodes
change their physical communication channel in the assigned timeslot of a slotframe, e.g.,
from channel 5 to 11, 11 to 2, and so on. Apart from this channel hopping, TSCH also

allows multiple transmissions at a time using multiple channels, which further improves the
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network throughput. It is done by assigning different channel offsets to the nodes at the
same slot offset.

ASN01@345@78911121315

15

Channel offset

@I (I I
.I LIL II NS II B III || ||

Slot offset
Slotframe i l i L
Channel (f)

Figure 2.2: An example of channel hopping in TSCH

2.1.2 6TiSCH Protocol Suite

In 2007, IETF formed IPv6 over Low power Wireless Personal Area Network (6LoWPAN)
WG to provide IPv6-based Internet connectivity to the IEEE 802.15.4 networks [58]. For
this, the 6LoWPAN adaptation layer is added on top of Layer-2 [59], whereas TETF’s
6TiSCH WG is formed to provide Internet connectivity to the devices that run TSCH in
their link-layer with the 6LoWPAN adaptation layer. So, currently, 6TiSCH WG is working
on to provide interoperability between IEEE 802.15.4e TSCH and IETF’s upper layer pro-
tocols stack. This WG deals with the scheduling of communication cells among the nodes
based on the received signals from the TSCH link layer and other upper layers. Apart from
this cell scheduling, 6TiISCH WG also deals with resource allocation (bandwidth or number
of cells) for efficient 6TiSCH network bootstrapping. In brief, 6TiSCH bridges the IETF’s
upper layer protocols stack with the IEEE 802.15.4e TSCH to provide IPv6-based Internet
connectivity to the LLN devices. The overall protocols stack is shown in Figure 2.3, where
the 6TiSCH stack is rooted on the top of IEEE 802.15.4 physical layer [22], [60], and [38].
RFC8180 [40] is released by 6TiSCH WG for 6TiSCH network bootstrapping, which pro-

24
TH-2796_176101102



Background

Application
Dayer |IETF CoAP
Transport
Layer |IETFUDP, DTLS
Network IETF RPL /" |RFC 9033 (Minimal scheduling)
Layer /
IETFBLOWPAN ||/ | RFC 8480 (6P protocol)
Datalink IETF 6P RFC 8137 (Container for 6P)
L& | |EEE 802.15.4¢ TSCH RFC 9031 (Constrained Join )
e |EEE 802.15.4 "\ | RFC 8180 (minimal 6TiSCH)
6TiSCH Protocol Stack 6TiSCH Operational sublayer

Figure 2.3: The complete 6TiSCH network protocols stack

vides the basic procedure to form a network and information about minimum resource in
terms of cell used for forming the multi-hop 6TiSCH networks. On the other hand, works
in [44], and RFC9031 [39] described the procedure for secure enrollment of nodes during
their joining process. RFC8137 [61] and RFC8480 [42] described the distributed cell man-
agement protocols and [62-65] are few scheduling schemes used for scheduling data packet
transmission cell. The 6LoWPAN adaptation layer includes stateless header compression
and fragmentation technique as mentioned in RFC4944 [66] and contextual header com-
pression techniques as mentioned in RFC6282 [67], RFC8025 [68] and RFC8138 [69] for
providing the IPv6-based Internet connectivity. The RPL [43] is used in the network layer
to organized the network in the form of DODAG topology following the RFC6552 [70]. On
the other hand, Constrained Application Protocol (CoAP) [71] is used in the application

layer for enabling low-overhead secure RESTful interaction.

2.1.3 Formation of 6TiSCH Network

The formation process of a 6TiSCH network is initiated by its Join Registrar/Coordinator
(JRC) (or the RPL root) by periodically broadcasting the EB frame. The EB frame con-
tains the basic information of a network such as identification number of JRC, duration of

a timeslot, number of timeslots in a slotframe, channel hopping sequence, and location of
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shared cell. At the beginning, the pledges do not have such prior information (that an EB
contains) to join a network, specifically, the time and channel where joined nodes transmit
their control packets. Therefore, the pledges turn on their radios and randomly start scan-
ning on all the available channels one by one to receive EB frame. The pledges switch their
scanning channel from one channel to another channel after a specific amount of time and
keep scanning until they receive valid EB. When a pledge receives a valid EB from an already
joined node (it can be the JRC or any other joined nodes), the pledge becomes a TSCH
synchronized node. If the pledge receives several EBs from different joined nodes, it selects
the best joined node as its parent based on the value mentioned in the Join Metric field
of the received EB frames. Now, the TSCH synchronized node knows the timeslot and the
channel (i.e., [slot offset, channel offset]) where the joined node(s) transmit their
control packets. Therefore, from now onward, the TSCH synchronized node keeps its radio
active (i.e., either Tx or Rx) only in the shared timeslot to save energy. Now, in order to
complete the joining process by the TSCH synchronized node, it needs to receive a valid
DIO packet, which is multicasted/unicasted and the routing protocol i.e., RPL generates
the DIO packet. The DIO packet contains all the necessary routing information required
to join the DODAG routing tree constructed by the RPL for both upward and downward
routing operations. However, before waiting for this DIO packet, the TSCH synchronized
node exchanges JRQ and JRS control frames with the JRC via its parent node (if JRC is
not the parent node) for secure enrollment RFC9031 [39], [44]. Once the secure enrollment
is over, the TSCH synchronized node becomes a 6TiSCH joined node or RPL joined node
after receiving a valid DIO packet. Now, the 6TiSCH joined node is eligible to transmit its
control packets for further expansion of the network. The formation of the entire network

is considered to be completed when all the pledges complete their joining process.
Journey of a pledge

New node/Pledge — TSCH synchronized node — TSCH secured joined node —

RPL/6TiSCH joined node.
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Figure 2.4: 6TiSCH network formation steps

Figure 2.4 shows an example of the formation of the two-hop 6TiSCH network. At the

beginning (i.e., at ASN 0), the JRC starts the formation process by broadcasting its first

EB frame on channel 11. At that time, Node (1) has also started scanning for EB frame to

join the network. However, node (1) is scanning on a different channel i.e., not on channel

11, and so it missed the EB frame broadcasted by the JRC. In the next slotframe, JRC

broadcasts its first DIO packet. Note that the slotframe length is taken as 101 timeslots

TH-2796_176101102
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in this example. Therefore, ASN becomes 101 in the next slotframe. Although node (1)
receives the DIO packet correctly, it has to discard the received DIO packet because it does
not receive any valid EB yet. Node (1) continues its searching for EB by performing random
scanning on the channels, and it gets synchronized with the network when it receives a valid
EB from the JRC on channel 22. It is important to note that from now onwards, node (1)
will keep its radio active only in the shared timeslot instead of keeping its radio all the time.
In the meantime, node (2) has also started scanning for EB by keeping its radio active all
the time. Here, node (2) is out of the communication range of JRC, so it needs to wait for
node (1) to complete its joining process. Node (1) completes its joining process and becomes
a 6TiSCH joined node once it has completed its secure enrollment process (ASN 606) and
received a valid DIO packet (ASN 909) from JRC. Now, node (1) is eligible to transmit its
control packets for further expansion of the network. A node transmits DODAG Information
Solicitation (DIS) packet to its parent node if it does not receive DIO packet for a long time
i.e., to request for DIO packet. Similarly, node (2) also joins the network after receiving
both the EB (ASN 1010) and DIO packets (ASN 1414) from its parent node i.e., node (1.
Node (2) uses node (1) as its join proxy to exchange its JRQ and JRS frame with the JRC.
Subsequently, node (2) has started broadcasting its control packet after joining the network

successfully, and thus, the formation of the 6TiSCH network gets over.

2.2 Literature Survey

Researchers have separately considered the TSCH synchronization state and 6 TiSCH joining
state of the pledges during the formation of 6TiSCH networks. A pledge comes to know
about the basic network configuration details (most importantly timeslot duration, slotframe
length, channel hopping sequence) when it receives its first EB frame. After receiving its first
EB, it knows the time and channel where next the control packets would be broadcasted. So,
the pledge keeps its radio active only in the shared cell, which saves its energy. Otherwise,
the pledge needs to keep its radio active all the time to receive an EB frame. Therefore, at
the beginning, researchers tried to reduce this scanning time so that the energy consumption
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of the pledges during their channel scanning could be reduced. This channel scanning time
can be called as TSCH synchronization time because a pledge becomes a TSCH synchronized
node after receiving an EB. Subsequently, to form a multi-hop 6 TiSCH network, the TSCH
synchronized nodes should get valid DIO packet from their respective parents to join the
DODAG constructed by the RPL routing protocol. And after joining the DODAG, they
become 6TiSCH joined nodes. Only the 6 TiSCH joined nodes are allowed to transmit
their control packet for further expansion of the multi-hop network. Furthermore, quick
construction of DODAG also helps in efficient sensory data packet transmission [72] [73].
Therefore, it is important that the TSCH synchronized node should quickly join the DODAG
constructed by RPL. Accordingly, researchers tried to reduce this 6 TiSCH joining time of
the TSCH synchronized nodes, so that multi-hop 6TiSCH network can be constructed in
less time. Note that the construction of DODAG and the formation of 6TiSCH network
happen together because a TSCH synchronized node becomes a 6TiSCH joined node after
receiving DIO packet while the same DIO packet is used to form the DODAG.

Therefore, we divide the literature study on 6TiSCH network formation into two parts
based on the prior research works on TSCH synchronization and 6TiSCH network forma-
tion. The works that considered only the TSCH network synchronization are included in
one section. These works focused solely on the transmission of EB frames in order to cre-
ate single-hop TSCH network. The works that considered the formation of a multi-hop
6TiSCH network, on the other hand, are described separately in another section. During
the formation process, these works looked at the transmission of both EB frame and DIO
packet. Hence, 6TiSCH network formation may be described as an extension of TSCH
network formation in which nodes wait for DIO packets to join the DODAG created by
the underlying RPL routing protocol. In the following sections, existing works on TSCH

network synchronization and 6 TiSCH network formation are described separately.
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2.2.1 TSCH Network Synchronization

This section discusses the works that considered TSCH network synchronization, i.e., con-
sidered only the broadcasting of EB frame during the synchronization process. When a
pledge receives its first EB frame, it becomes a TSCH synchronized node, and the time
between when it starts scanning for EB frame and when it receives the first EB frame is
referred to as the pledge’s TSCH synchronization time.

Researchers considered different design characteristics while designing their proposed
approaches for faster TSCH synchronization. Figure 2.5 shows the taxonomy of the exist-

ing TSCH network synchronization schemes, where researchers mainly considered different

‘ TSCH Network Synchronization )
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slot allocation
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Figure 2.5: Taxonomy of TSCH network synchronization schemes

advertisement slot allocation policies such as random [47], [50], semi-random [48, 49, 51],
and [52], deterministic [53], [54]. In random advertisement slot allocation, already synchro-
nized nodes transmit their EB frame by randomly choosing any slot as their advertising
slot. On the other hand, in semi-random allocation, fixed advertisement slot(s) are assigned
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to the JRC, whereas, other synchronized nodes chose their advertisement slots randomly.
In deterministic advertisement slot allocation, the synchronized nodes used to fix their
advertisement slot. Apart from advertisement slot allocation, few works modified the ad-
vertisement timeslot format [74] and few other works proposed (e.g., [55-57]) rendezvous
based active joining schemes for faster TSCH synchronization. All these existing works
related to the TSCH network synchronization are briefly discussed one by one as follows.

Guglielmo et. al did the performance analysis of the formation process of TSCH network
in [47]. The authors designed a Markov Chain-based analytical model to find the relation
between the average synchronization time of the pledges and beacon transmission probability
of the already synchronized nodes. Following that, the authors used a random advertisement
algorithm (RA) based on their analytical model. The authors observed from their analytical
analysis that the synchronization time of the pledges is inversely affected by the number
of channels used for beacon transmission. Subsequently, the authors suggested using more
number of channels to broadcast EB frame when more number of nodes are available in the
network. The authors also mentioned that the overall synchronization time decreases when
nodes increase in the network. Although the authors suggested various important points
for improving the TSCH synchronization time, their work is limited to analytical analysis
of the network synchronization process. Furthermore, their analytical model used only one
channel for EB transmission. However, in the TSCH network, nodes use multiple channels
to transmit their EB frame to get benefited from the availability of multiple channels, such
as to get rid of interference, multi-path fading on a single channel, and improve the overall
network throughput.

Vogli et. al proposed random vertical (RV) filling and random horizontal (RH) filling
schemes for faster synchronization of TSCH networks in [48]. The authors used the term
multi-slotframe (multi-SF), which is nothing but a collection of several slotframes together.
Just like slotframe, multi-SF also repeats one after another. In RV, the coordinator (or
JRC) transmits at the first slot of a multi-SF using the channel offset 0. On the other

hand, other (new) synchronized nodes transmit using any random channel offset except the
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channel offset 0. Therefore, the EB transmitted by the synchronized node(s) will never
collide with the EB transmitted by the JRC. Note that using RV, all the nodes transmit
their EBs simultaneously, i.e., at the first timeslot of a multi-SF. Therefore, as EBs are
broadcasted using different channel offsets by different nodes simultaneously, the EB recep-
tion probabilities of the pledges also increase. However, as the nodes transmit their EBs in
different channel offsets, this can lead to de-synchronization between parent-child pairs. On
the other hand, in RH, all the nodes, including the JRC, use the same channel offset 0 but
use different slotframes of a multi-SF to transmit their EBs. Here also, de-synchronization
between the parent-child pairs is possible. Furthermore, collision is possible in both RV and
RH schemes when two or more nodes choose the same channel offset and slotframe, respec-
tively, to transmit their EBs. The authors designed probabilistic-based theoretical models
for both the RV and RH schemes to estimate the synchronization time of the pledges. The
designed analytical models were validated using simulation experiments by the authors. The
results from both the theoretical and simulation experiments showed that the performance
obtained by both RV and RH is the same. However, no comparison-based evaluation with
any benchmark scheme was done for both schemes. The authors only showed the relation
between the TSCH synchronization time and the number of synchronized nodes. Note that
all the nodes in a network can either use the RV scheme or RH scheme.

The authors in [49] proposed a lightweight joining/synchronization scheme for TSCH
networks to speed up the synchronization process. One slotframe is divided into two parts
in their proposed approach, namely the advertisement plane and the communication plane.
The advertisement plane contains the advertisement slot(s) where only the EB frame is
broadcasted. On the other hand, the communication plane is reserved for transmitting the
sensory data packet. The authors pre-configured the number of advertisement slot(s) at
the beginning of their experiments and compared their scheme with the existing RV and
RH schemes. The obtained results showed improvement over the RV and RH schemes.
However, the authors did not provide any information about how many advertisement slots

are needed for faster synchronization i.e., no scheme/method is provided to find out the
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optimal value of advertisement slots for a particular network configuration. Rather, they
pre-configured this value at the beginning of each experiment, which is static. Furthermore,
the energy consumption of the nodes, throughput, and end-to-end packet delivery latency
of the network get affected when more advertisement slots are used per slotframe. It is
because the nodes need to keep their radios active in all the advertisement slots, and the
communication slots are converted into advertisement slots. Furthermore, the authors did
not consider the collision of packets in the advertisement slot while evaluating their scheme.

Guglielmo et. al [50] proposed a beacon scheduling algorithm based on their proposed
discrete-time Markov Chain model for TSCH network synchronization. The authors de-
scribed the behavior of a pledge during its network joining process using the proposed
Markov Chain model, and accordingly, formulated an optimization problem from the pro-
posed model. The optimization problem is used to minimize the average synchronization
time by efficiently scheduling the EB transmission slot. At the end, the solution of the
optimization problem is used in the model-based beacon scheduling (MBS) algorithm, which
determines the unique beacon transmission link for every node. The authors analyzed their
proposed MBS algorithm analytically, and results showed that MBS outperforms the ex-
isting schemes such as RD, RV, and RH in terms of average synchronization time. It is
noteworthy that MBS behaves like RV when both MBS and RV use equal number of chan-
nels. On the other hand, MBS behaves like RH when both MBS and RH schemes use equal
slotframe lengths. Hence, in some cases, all the schemes such as MBS, RV, and RH showed
the same performance in terms of average synchronization time. However, increasing the
number of EB transmission slots per slotframe in the MBS scheme can significantly affect
the nodes’ energy consumption. Furthermore, a large number of EB transmission slots per
slotframe also affects the data transmission schedule. Additionally, the de-synchronization
between the parent-child pairs is possible in MBS as the nodes use different channels to
transmit their EB frames.

P. Duy et. al proposed a fuzzy logic-based adaptive beacon transmission scheme in [51]

by extending their work EJS [49]. This scheme determines the EB rate of the TSCH syn-
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chronized nodes adaptively depending on the number of available advertising nodes in their
surroundings. The authors also took care of the energy consumption of the nodes as the
EB rate is directly related to the energy consumption of the nodes. Like the EJS scheme, a
slotframe is also divided into two parts, i.e., advertisement plane and communication plane,
where advertisement slots are kept together in the advertisement plane. A synchronized
node randomly chooses a channel for broadcasting its EB frame using a slot from the added
advertisement slots. The purpose of fuzzy logic is to determine the required number of
advertisement slots per slotframe depending on the node density. The fuzzy logic takes the
number of synchronized nodes as input and provides the number of advertisement slots per
slotframe as output. The theoretical and real hardware-based experimental results showed
that RJS-FL improves the network synchronization time compared to the RV scheme. How-
ever, the idea of a random selection of advertisement slots can lead to collision.

Vogli et. al extended their previous work [48] in [52], where authors proposed enhanced
version of their previous approaches i.e., random vertical (RV) and random horizontal (RH),
and named them as enhanced random wvertical (ECV) and enhanced random horizontal
(ECH). As mentioned in RV, the JRC uses the channel offset 0, whereas other synchronized
nodes use different channel offsets, and all the nodes transmit at the same timeslot i.e., at the
first timeslot of the first slotframe of a multi-SF. However, when the number of synchronized
nodes exceeds the total number of channel offsets (at max. 16 channel offsets are allowed),
there will be collision in EB transmission as more than one node needs to choose the same
channel offset. The authors proposed the ECV scheme to mitigate this problem, where a
node can choose any channel offset other than channel offset 0 from the next slotframe of
a multi-SF' when the previous slotframe gets filled. Furthermore, the JRC can transmit its
EB frame in every slotframe of a multi-SF using the channel offset 0, considering it has
enough power source. On the other hand, in ECH, the nodes use the next channel offset
when there is no free slotframe available in the multi-SF using the previous channel offset.
Thus, both the ECV and ECH reduced the probability of EB collision by using different

channel offsets and slotframes in dense networks. The authors designed analytical models

34
TH-2796_176101102



Literature Survey

for the ECV and ECH and compared their analytical results with the experimental results
performed using real hardware devices. The results showed the TSCH synchronization time
of the nodes as a function of number of synchronized nodes. Although both ECV and ECH
improve the performance of TSCH network formation, these two schemes also suffer from de-
synchronization issues between the parent-child pairs, and high energy consumption of the
nodes. It is not always true for every loT application that JRC has enough energy source.
Furthermore, the network’s throughput and latency are also affected as many advertisement
slots are used in both the ECV and ECH schemes.

Karalis et. al proposed a technique i.e., advertisement timeslot partitioning (ATP) to
transmit more number of EB frames without allocating extra advertisement slots per slot-
frame in [74]. The EB control frame is generally broadcasted in the advertisement slot,
where the receiver does not transmit an acknowledgment (ACK) packet after correctly re-
ceiving an EB frame, nor the transmitter waits for it. As the TSCH timeslot length is long
enough to transmit a packet and receive its ACK, half of the total timeslot duration gets
wasted when EB frame is transmitted. Therefore, ATP divides a timeslot into two parts and
utilizes both the parts for advertising EB frame instead of allocating extra advertisement
slots per slotframe. Hence, ATP can broadcast two EB frames in a single advertisement slot,
unlike the other schemes. Thus, ATP improves the EB transmission rate in the network
without increasing the number of advertisement slots per slotframe. The authors performed
simulation experiments on a python-based simulator, and the obtained results showed that
ATP can improve the synchronization time of the nodes. However, in real-life scenarios,
some control packets require ACK such as unicast DIS request and keep-alive. Therefore,
ATP becomes tough to implement in the presence of those control packets as they also need
to be transmitted in the advertisement slot for constructing multi-hop 6TiSCH networks.

The authors Khoufi et. al proposed deterministic beacon advertisement (DBA) algo-
rithm for TSCH networks in [53]. This work reduces the collision of the beacons where
the transmitting nodes are not neighbor to each other. DBA distributes all the available

channels among the nodes so that deterministic channel access is possible for the nodes to
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transmit their beacons. DBA finds the unique channels for all the nodes and allows the
nodes to transmit their EBs in the regularly spaced advertisement slots using their assigned
channel. Therefore, the advertisement nodes calculate their unique channel offset during
their association using the DBA scheme to achieve collision-free beacon broadcasting. The
simulation results showed that the DBA outperforms the RV and RH in terms of joining
time. The results considered the TSCH synchronization time of different network topologies
as a function of number of beacon transmitting nodes and beacon transmitting interval.

Khoufi et. al further improved their previous work DBA [53] in [54]. Authors proposed
enhanced deterministic beacon advertising scheme (EDBA) for collision-free EB broadcast-
ing. EDBA transmits beacons on all the available channels without any collision. The au-
thors developed a Markov Chain based analytical model for comparing EDBA with MBS [50]
and also performed simulation experiments. Results showed that EDBA outperforms MBS
in terms of the joining time of the nodes. However, no clear distinction is visible between the
DBA and EDBA schemes. Both DBA and EDBA used the same method to add collision-free
advertisement slots per slotframe.

Algora et. al proposed parallel rendezvous-based association for TSCH networks (PRA-
TSCH) scheme in [55] to reduce the random channel scanning time of the pledges during
their TSCH association. Unlike the previously mentioned works, PRA-TSCH allows the
pledges to perform active scanning for EB frame instead of always waiting (i.e., scanning)
for EB frame on random channels. It allows the non-associated nodes to turn up for their
rendezvous during their channel scanning process. The non-associated (i.e., pledge) nodes
form a network among themselves by exchanging rendezvous beacon (RB) frames. When
a pledge receives an EB frame from an associated node (i.e., already synchronized), the
pledge broadcasts the basic information carried by the EB frame among the other non-
associated nodes, which helps the other pledges to join the network quickly. As the pledges
in the rendezvous group scan on different channels and share the basic network configuration
information among the nodes when they receive EB frame, it reduces the scanning time of the

pledges in the network. Both theoretical and simulation experimental results showed that
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PRA-TSCH scheme improves the TSCH association (or synchronization) time compared to
the 6TiSCH-MC standard [40].

However, PRA-TSCH scheme may affect the existing TSCH schedule performed by the
already associated /synchronized nodes for control and data packet transmission. Further-
more, this scheme could lead to the higher energy consumption of the nodes by unnecessarily
broadcasting RB frames in sparse networks. On the other hand, collisions among the pack-
ets transmitted by the associated and non-associated nodes are possible in dense networks.
Apart from this, there is a possibility that the non-associated nodes miss the EB frame
broadcasted by the already associated nodes while gossiping among themselves in the ren-
dezvous group.

The authors Byeong-Hwan Bae and Sang-Hwa Chung proposed the distributed radio
listening (DRL-TSCH) scheme in [56] to form the TSCH networks quickly. The authors
used a similar concept of exchanging rendezvous beacon (RB) among the non-associated
nodes as mentioned in PRA-TSCH [55]. However, in the DRL-TSCH scheme, nodes also
responded to RB frames by mentioning their own channel scanning sequences (i.e., their
channel index, channel array, and ID), so that a node does not follow the same configuration
used by the other nodes. As a result, all the channels are sub-divided among the pledges,
which creates the rendezvous chain. Hence, the EB receiving probability of the pledges
increases in DRL-TSCH compared to the PRA-TSCH [55], which allows random scanning.
In PRA-TSCH, scanning on random channels may result in two or more nodes scanning
on a single channel at the same time, which reduces the EB reception probability. The
simulation results showed that DRL-TSCH outperforms the PRA-TSCH and 6TiSCH-MC
in terms of TSCH association/synchronization time. However, the mentioned problems
related to PRA-TSCH may also be possible in DRL-TSCH.

Recently, Mohamadi et. al proposed fast and active network formation (FAN) scheme for
faster TSCH synchronization in [57]. Following the works in [55] and [56], FAN also allows
the pledges to transmit enhanced beacon requests (EBRs) to accelerate the (re)association

process. However, unlike PRA-TSCH and DRL-TSCH, FAN took care of the collision-free
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EBRs broadcasting. This collision-free method avoids collisions between EBRs transmitted
by pledges and underlying TSCH schedule running by the already associated nodes for both
the EB and data packet transmission. Apart from this, FAN also proposed to use trickle-
based EB transmission instead of using periodic EB transmission. This trickle-based EB
transmission strategy allows the nodes to change their EB transmission rate depending on
the current network condition. However, EBRs may cause a large number of EB transmission
in the network because of this trickle-based EB transmission rate. The authors performed
simulation-based experiments to evaluate FAN performance in terms of joining time as a
function of number of EB transmitting nodes, number of used channels, and channel packet
delivery rate. Results showed that FAN outperforms the RV, RH schemes.

The authors Algora et. al designed a theoretical model for the nodes’ joining process in
TSCH network in [75]. The model estimates the time required by a pledge to get associated
with a synchronized node. The authors also considered possible link failures among the nodes
during network formation in their theoretical model. Basically, their proposed theoretical
model finds out the upper bound time to form a network with an arbitrary topology. From
the analytical analysis and simulation experiments, the authors concluded that the formation
of a TSCH network greatly depends on the number of channels used for communication and
the used EB transmission interval by nodes in the network. In the future work plan, the
authors mentioned that they would try to design a perfect channel selection mechanism
for collision-free EB transmission and try to find out the optimal EB transmission interval
depending on the total running time and/or the stability of the network topologies.

Finally, Table 2.1 summarizes all the above mentioned works related to TSCH network
synchronization considering different parameters used in designing efficient TSCH network
synchronization schemes. None of these existing works considered the formation of multi-hop
6TiSCH network (i.e., considered the transmission of EB frame only) and synchronization
issue between the parent-child pair. Furthermore, most of the works used more number of
advertisement slots per slotframe to transmit EB frame which is not 6TiSCH-MC compliant

and consumes huge energy.
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Table 2.1: Comparison among the existing works on TSCH network synchronization

Schemes A B C D E F G H I
RA [47] 1/EB cycle NIA NIA NIA All No | No | Passive NIA
R RV: 1 RV: 1% slot of multi-SF RV: Random .

RV & RH [48] 1/Multi-SF RI: =1 | RE: 1% slot of each SF Random RIL 0 Yes | No | Passive NIA
EJS [49] ilpni li(;rzlentatlon >1 Beginning of a SF Pre-configured All Yes | No | Passive RV
MBS [50] iﬁg;lg(l;entanon >1 Anywhere Random Any No | No | Passive | RV & RH

RJS-FL [51] 1/Multi-SF >1 Beginning of a SF Random All Yes | No | Passive RV
. ECV: >1 | ECV: 1¥ slot of each SF ECV: All .
ECV & ECH [52] 1/Multi-SF ECH: 1 | ECH: 1° slot of each SF Random ECH- All Yes | No | Passive | RV & RH
ATP [74] Implementation |y | Implementation Pre-configured NTA No | Yes | Passive NTA
specific specific
DBA [53] NIA >1 Anywhere Distributed All No | No | Passive | RV & RH
EDBA [54] NIA >1 Anywhere Distributed All No | No | Passive MBS
- slot offset 0 Centralized . . ,
PRA-TSCH [55] 1/SF 1 channel offset 0 (6TISCH-MC) 0 No | No | Active | 6TiSCH-MC
. slot offset 0 Centralized . 6TiSCH-MC
DRL-TSCH [56] 1/5% ! channel offset 0 (6TiSCH-MC) 9 No | No | Active | pp o pscn
- slot offset 0 Centralized - 6TiSCH-MC
FAN [57) W SF 1| channel offset 0 (6TiSCH-MC) 0 No | No | Active | pyg piy

A: EB transmission rate, B: Number of advertisement slot, C: Advertisement slot position,
D:Resource Allocation Type, E: Channel offset used for advertisement, F: Modify slotframe (SF),
G: Modify timeslot, H: EB scanning type, I: Improved Over; ° NIA: No information available; *SF:
Slotframe length

2.2.2 6TiSCH Network Formation

The works that considered multi-hop 6 TiSCH network formation are briefly described in this
section. These works considered that the pledges should receive both EB frame and DIO
packet to join in multi-hop 6TiSCH network. Furthermore, the pledges require these two
control packets in order to select their best parents and maintain a stable 6 TiSCH network.
After receiving its first EB, a pledge becomes a TSCH synchronized node, and when the
TSCH synchronized node receives a valid DIO packet from its parent, it becomes a 6TiSCH
joined node. Subsequently, a network is said to be completely formed when all the pledges
present in the network become 6TiSCH joined nodes, which means after receiving both the
control packets i.e., EB and DIO and exchanging JRQ and JRS frames with the JRC.

The 6TiSCH WG published the 6TiSCH minimal configuration (6TiSCH-MC) stan-
dard [40] for providing the information about minimum resource allocation during multi-hop
6TiSCH network formation. This standard mentioned three important points which need
to be followed by the pledges and already joined nodes during the formation of 6TiSCH

networks. These are: (i) all types of control packets (such as EB, DIO, DIS, keep-alive)
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should be broadcasted /unicasted in shared cell. Control packets are not transmitted in the
manageable cell. Only data packets are transmitted in the manageable cell. As the trans-
mission of control packets happens only in shared cells, nodes need to access the shared
cell first before transmitting their control packets. Therefore, nodes perform TSCH CS-
MA /CA channel access mechanism to access the channel associated with the shared cell.
The main difference between the traditional CSMA/CA and TSCH CSMA/CA is in set-
ting the backoff timer by a node when it finds that the shared channel is busy using Clear
Channel Assessment (CCA). The backoff timer is set in terms of number of shared cells
instead of continuous time period in TSCH CSMA /CA. (ii) This is related to the number
of shared cell per slotframe for transmitting all the generated control packets by all the
nodes. The standard mentioned to use only one shared cell per slotframe for transmitting
the control packets. Note that this static allocation is made by the standard irrespective of
the slotframe length. The default location of the shared cell is at slot offset=0, channel
offset=0 for all the nodes present in multi-hop 6TiSCH networks as shown in Figure 2.6.

Therefore, this common shared cell helps the nodes get tightly synchronized within the
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Figure 2.6: Resource allocation by 6TiSCH-MC

networks. (iii) The last but not the least important point mentioned by the standard for
network formation is that a pledge should receive both the EB and DIO control packet
to complete its joining process, and a pledge is allowed to transmit its control packets for
further expansion of the network only after becoming a 6TiSCH joined node. Otherwise,
according to 6TiSCH-MC, the network becomes unstable, and the overall formation process
of the network gets delayed, which further affects the energy consumption of the nodes.
After 6TiISCH-MC, two schemes have been proposed by different researchers considering
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different design characteristics. The works in [45] increased the number of shared cells per
slotframe to transmit the generated control packets quickly, whereas, the work in [46] con-
sidered fixed EB transmission probability per slotframe. The summary of these existing
works are described below,

Vallati et. al [45] improved the 6TiSCH formation process by allocating more number
of shared cells per slotframe unlike the 6TiSCH-MC standard, which considered only one
shared cell per slotframe. At the beginning, the authors designed an analytical model
for analyzing the formation of 6TiSCH network considering the similar resource allocation
as 6TiISCH-MC. Using the analytical results, the authors proved that 6TiSCH-MC does
not provide enough resources i.e., number of shared cells, to transmit all the generated
control packets during the formation of 6TiSCH networks. The authors also performed
simulation experiments on a 7 X 7 grid topology to validate their statement on 6 TiSCH-
MC’s resource allocation. From both the analytical and simulation, the authors further
concluded that because of the resource scarcity, pledges take more time to join the network
and consume huge energy. Therefore, the authors proposed the dynamic resource allocation
(DRA) scheme to deal with this insufficient resource allocation problem. Basically, DRA
increases and allocates more than one shared cells per slotframe as shown in Figure 2.7, and

this allocation is done depending on the number of control packets generated in the network.
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Figure 2.7: Resource allocation by DRA

So, unlike 6TiSCH-MC, DRA allocates the more than one shared cells dynamically when
the number of control packet generated in the network is more. To add as many shared cells
as the number of control packets generated in their surrounding, all the nodes exchange
the information about their buffered control packets in their EBs. Accordingly, every node
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calculates the required number of shared cells to transmit all the generated control packets in
their surroundings. Finally, the nodes set the location of the added shared cells without any
external signaling overhead by calculating the distance between two shared cells by taking
the logarithmic value of the total number of added shared cells. Note that the number of
allocated shared cells is taken as a power of 2 to ease the dynamic allocation/deallocation.
The authors mentioned that their proposed scheme significantly improves the formation
time compared to 6TiSCH-MC by performing real testbed experiments. Also, the authors
mentioned that their proposed scheme creates stable networks compared to the networks
created by 6TiSCH-MC.

However, this scheme has several drawbacks. This scheme converts the dedicated cells (or
manageable cells) into shared cells, making more unusable cells per slotframe. It is because
the nodes need to keep their radios active in the shared cells. Hence, the rest of the channel
offsets become unusable apart from the channel offsets associated with the allocated shared
cells. This decreases the network efficiency in terms of throughput and end-to-end latency.
Furthermore, dedicated cells need to be rescheduled again because there is a possibility that
some of the dedicated cells and shared cells are scheduled at the same timeslot. Apart from
this, using this scheme, the radio duty cycle of the nodes increases as they need to keep
their radios active in all the allocated shared cells, which causes more energy consumption.
Note that the radio duty cycle denotes the amount of time a node keeps its radio active per
unit. Again, nodes add shared cells based on the information received from their neighbors’
EB. Therefore, if a node does not receive an EB frame from its neighbor due to collision
or corruption during the transmission of their EB, the node might not receive important
information transmitted by the neighbor nodes. Thus, this can result in an unstable network
topology.

Vucinic et.al [46] performed simulation experiments on the formation of multi-hop 6TiSCH
networks considering the same resource allocation policy stated by 6TiSCH-MC i.e., only
one shared cell per slotframe. From the simulation experiments, the authors mentioned

that the EB transmission probability per slotframe should be 0.1 in order to reduce the
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Table 2.2: FEzisting works in 6 TiSCH network formation

EB Number of Shared cell Resource Dynamic | Provide Provide | Don’t disturb | Synchronized
Schemes transmission shared ) & l(i‘tmw Allocation congestion | fair sufficient | manageable utilization of
rate cell oca Type control transmission | DIO cell all channels
RA [47] EB period NIA NIA NIA No No No No No
. , o RV:1 RV: 1% slot of multi-SF B B .
RV & RH [48] 1/Multi-SF RH: 1 RH: 1 slot of cach SF Random No No No No No
EJS [49] Impl}emenl‘auon >1 Beginning of a SF Pre-configured No No No No No
specific i
MBS [50] Impl.ement,at,mn >1 Anywhere Random No No No No No
specific
RJS-FL [51] 1/Multi-SF >1 Beginning of a SF Random No No No No No
ECV: >1 | ECV: 1 slot of each SF . .
o . . .
ECV & ECH [52] 1/Multi-SF ECH: =1 | ECH: 1% slot of each SF Random No No No No No
ATP [74] Impl‘c‘mcntatlon NIA IIllpll(‘;lll(‘,llt‘(Ltl()ll Pre-configured No No No Yes No
specific specific
DBA [53] NIA >1 Anywhere Distributed No No No No No
EDBA [54] NIA >1 Anywhere Distributed No No No No No
e . . slot offset 0 Centralized . . .
PRA-TSCH [55] 1/SF 1 channel offset 0 (6TiSCH-MC) No No No No No
o . slot offset 0 Centralized . ;, .
DRL-TSCH [56] 1/SF L channel offset 0 (6TiSCH-MC) No &0 No No No
slot offset 0 Centralized - i R
FAN [57] 1/SF ! channel offset 0 (6TiSCH-MC) N o No No No
DRA [45] EB period Dynamic jfin?gjegﬂ?singmm Distributed Yes No No No No
. S . slot offset 0 Centralized . ) .
BS [46] 1/10¥EB period 1 channel offset 0 (6TiSCH-MC) No No No Yes No
. L Dynamic, slot offset 0 Centralized, - -
This thesis EB period 1 channel offset 0, All Autonomous Yes Yes Yes Yes Yes

°NIA: No information available; *SF: Slotframe length

congestion in shared cell. This EB broadcasting strategy is set irrespective of the number
of nodes and node density in the networks. Furthermore, the authors considered the DIO
transmission probability per slotframe is 0.3 in their simulation experiments. Nevertheless,
the DIO transmission rate is governed by the Trickle Algorithm [76], which increases the
transmission rate of DIO packet when there is an inconsistency in the networks. Note that
during the formation of the networks, the nodes frequently transmit DIS request packet,
which forces the Trickle algorithm to transmit more DIO packets in less time. This results
in congestion in the shared cell. Therefore, in RPL-based 6TiSCH network, inaccurate for-
mation time estimation is possible when a fixed DIO transmission rate is considered to form
the networks. Moreover, the pledges need to wait for more time to receive EB frame when
the EB transmission interval increases. This waiting time is more when only few nodes are
deployed i.e., in sparse network topology. As a result, this increases the TSCH synchro-
nization time of the nodes, and so their energy consumption. Subsequently, it increases the
overall formation time of multi-hop networks. Therefore, the idea of using a fixed and low
EB rate all the time in order to reduce congestion in shared cell is not always fruitful for

all kinds of networks.
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Finally, Table 2.2 briefly summarizes the existing works related to one-hop TSCH syn-
chronization and multi-hop 6 TiSCH network formation and compared them with the works
done in this dissertation. As stated above, the existing works related to TSCH synchro-
nization did not consider the formation of multi-hop 6TiSCH network and synchronization
issue, and used more number of advertisement slots per slotframe. On the other hand, the
existing works related to 6TiSCH network formation either used more number of shared cells
per slotframe or did not consider the congestion in shared cell due to higher transmission
rate of different control packets. Furthermore, none of these existing works looked into the
fair transmission of control packets as well as fair transmission by the nodes, usage of all
the physical channels at a time for control packet transmission. Therefore, these existing
issues and unexplored research directions motivate us to design efficient scheme for faster

formation of 6TiSCH network.

2.3 Experimental Environments

There are several major embedded operating systems (OS) available such as TinyOS* [77],
Contiki 2 [78], RIOT? [79], FreeRTOS? for resource-constrained IoT devices, which run on
limited amounts of memory and processing power. These OSs provide efficient resource
allocation, preemptive or cooperative scheduling, and follow the modularity-based imple-
mentation. Their distinct modules are implemented for different functions, which helps in
providing interoperability with heterogeneous hardware, enables less effort in reprogram-
ming or making changes in the individual modules.

In this dissertation, we use the current version of Contiki i.e., Contiki Next Generation
(Contiki-NG), to implement and evaluate our contributions. We use the Cooja simulator for
simulation-based evaluation of few of our contributions. The Cooja Simulator is a network

simulator, designed explicitly for IoT networks and freely distributed with Contiki/Contiki-

thttp:/ /www.tinyos.net/
https: //www.contiki-ng.org/
3https://www.riot-os.org/
“https://www.freertos.org/
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NG OS. In order to perform testbed experiments, we use the devices (IoT nodes) that are
deployed in the FIT IoT-LAB testbed. We briefly discuss the Contiki-NG and FIT IloT-LAB

in the below subsections.

2.3.1 Contiki-NG Operating System

Contiki-NG is an open-source, cross-platform, memory-efficient OS for Next-Generation [oT
devices. Its source code! is available on GitHub under the terms of the 3-clause BSD license,
with a vast community of contributors and forks. Adam Dunkels first started the Contiki in
2002 [78], and many developers from research institutions and major industries are further
developing it. Note that Contiki-NG started as a fork of the Contiki and now retains some of
its own features. Contiki-NG focuses on low-power communication and standard protocols
such as IPv6/ 6LoWPAN, RPL, and CoAP, including 6TiSCH. In brief, it supports the
protocols standardized by IETF for low-power IPv6 connectivity in the IoT.

Contiki-NG is designed to run on resource-constrained IoT hardware devices limited
in memory, power, and processing capacity. To fulfill the requirements of these resource-
constrained devices, Contiki-NG requires approximately 38 kB of ROM and 11 kB of RAM
for running a full IPv6 stack with 6LoWPAN and RPL. Contiki-NG also provides mecha-
nisms to run the devices in low-power mode to reduce the power consumption of devices on
which it runs. In brief, it consumes power in milliwatts.

Contiki-NG programming model uses protothreads to execute effectively on low-memory
devices. A protothread is a memory-efficient programming concept that combines multi-
threading and event-driven programming to execute a program with low memory. The
concept of protothreads was developed within the context of Contiki in response to inter-
nal (i.e., time-based event) or external events (i.e., sensor-based event). Protothreads are
scheduled cooperatively, such as a Contiki process must explicitly give control back to the
kernel at regular intervals. In brief, protothreading is a way to code that allows the system

to run other activities when the code is waiting for something to happen.

Thttps://github.com/contiki-ng/contiki-ng
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Contiki-NG offers two main communication stacks in terms of networking: i) the uIP
stack, which is a IETF-compliant TCP/IP stack for both IPv4 and IPv6 connectivity, and
(ii) the Rime stack, which can be used instead of IPv4 or IPv6 stacks to reduce overhead.
Contiki-NG supports a variety of channel access mechanisms at the MAC layer such as
CSMA/CA, Contiki-MAC, TSCH, and Bluetooth Low Energy (BLE).

Contiki-NG also freely distributes a java-based loT network simulator named Cooja,
which simulates Contiki nodes. Cooja simulator helps the developers to test applications or
protocols before testing them on real hardware platforms. In brief, with the Cooja simulator,
Contiki networks can be emulated before being burned into hardware. It also provides a
graphical user interface by which users can set network topology as per his/her requirements,
set the radio propagation model and radio interference and communication range, visualize
the serial line output of each node, nodes’ communication activities in different network
protocol layers, and their power consumption.

In Chapters 3 and 4, we use the Cooja simulator to validate our contributions.

2.3.2 FIT IoT-LAB testbed

FIT ToT-LAB! [80] is an open-source IoT lab that provides a very large-scale infrastructure
suitable for testing small wireless sensor devices and heterogeneous communicating objects.
IoT-LAB allows researchers to monitor nodes’ energy usage and network-related metrics
such as end-to-end delay, throughput, and overhead by giving them complete control over
the nodes and direct access to the gateways to which nodes are connected. It facilitates
rapid experiment placement and simple evaluation, data collection, and analysis. In brief,
[IoT-LAB provides a testing environment of multi-platform, multi-radio, multi-topology, and
multi-OS based configurable IoT networks.

[oT-LAB testbeds are located at six different sites across France, giving access to 1786
wireless sensors nodes when this thesis is written. The nodes include WSN430, M3, A8, to

name a few. All the testbeds are equipped with various node types, topologies, and settings

Thttps://www.iot-lab.info/
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that can be configured to support a wide range of real-world use-cases of IoT networks.
The testbeds are accessed through a web portal or using provided command-line tools. In
addition to it, it also allows access to devices’ serial ports via SSH front-ends.

Although due to licensing compatibility issues on hardware drivers, Contiki-NG offi-
cial release does not support IoT-LAB boards, IoT-LAB releases the repository! to bring
support for the [oT-LAB platform. Basically, this repository is a port of the official Contiki-
NG repository and supports two boards i.e., M3 and A8-M3 that are available in loT-LAB
testbeds. The changes (e.g., modification in TSCH behavior, RPL, etc.,) should be done
inside the respective Contiki-NG directories as per the user requirements. We provide more
information about our experimental setup in Appendix A of this thesis.

All of our contributions are evaluated using the M3 nodes with different network topolo-

gies such as grid, linear, tree, and with various network configurable parameters in different

FIT IoT-LAB testbeds.

2.4 Summary

It can be seen that most of the TSCH network synchronization schemes reduced the syn-
chronization time by scheduling the EB frame, increasing the number of advertisement slots
per slotframe, and increasing the EB transmission rate. However, each of these three meth-
ods has significant drawbacks. Firstly, as each node transmit its EB frame using different
channel at the same time to make collision-free broadcasting, the parent-child pair nodes
might lose the synchronization to each other while transmitting their EB frames. No prior
works mentioned this issue, and so did not overcome it. De-synchronization is an inevitable
problem when nodes do not maintain communication for a long time. Secondly, adding more
advertisement slots per slotframe affects the data communication cell, hindering network
performance in terms of throughput and end-to-end delay. However, TSCH is designed to
provide deterministic delay-bounded reliable communication to the applications using it.

Furthermore, collision is possible in the advertisement slots when the nodes choose their

Thttps://github.com /iot-lab/iot-lab-contiki-ng
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advertisement slots randomly. Thirdly, the ill effect of transmitting more EB frames by a
node directly fall upon node’s energy consumption, which further affects the network life-
time. Although the rendezvous based association schemes (i.e., [55-57]) look promising, the
synchronization between the parent-child pairs needs to be addressed. Furthermore, the
energy consumption of the nodes needs to be taken care of while the nodes transmit their
EB request frame (or probing for EB frame) during their association process.

On the other hand, only a few works have been published related to 6TiSCH network
formation. The work in [45] significantly improved the performance of 6TiSCH network
during its formation, but it severely affects the data transmission cells. In total ((number of
channels used in a network -1) x number of allocated shared cells) number of cells remain
unused in each slotframe, which significantly impacts the network performance in terms
of throughput and end-to-end packet latency. Although the work in [46] did not hamper
the data transmission schedule, so, compliant to 6TiSCH-MC, the fixed EB transmitting
probability might not be a good setting for all type network topologies. Indeed, the existing
works did not explore the effect of EB and DIO generation/transmission rate, priority of
control packets, uncertainty in accessing the shared cell, fair transmission of control packet
by the nodes, usages of multiple channels at a time for control packet transmission during
the formation of multi-hop 6TiSCH network. Accordingly, this thesis proposes a set of
amendments over the 6TiSCH-MC standard to achieve the faster formation of 6TiSCH
network. To begin with, in the next chapter, a dynamic EB generation scheme is provided
to reduce congestion in shared cell, and so, improve the performance of 6TiSCH network

formation following the similar resource allocation made by 6TiSCH-MC.

PP JEH>- ot
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“Don’t stop chasing your dreams, because dreams do come true.”

~Sachin Tendulkar (1973)

Channel Condition based Dynamic Beacon

Interval

In this chapter, we discuss the first contribution to improve the performance of 6TiSCH
network during its formation by reducing congestion in shared cell. For this, we propose a
channel condition based dynamic beacon interval (C2DBI) scheme to alleviate congestion in
shared cells. In brief, C2DBI varies the joined nodes’ beacon generation interval depending
on the shared cell congestion status instead of using a fixed beacon generation interval all
the time. The proposed work C2DBI is evaluated with Markov Chain based theoretical

analysis, simulation, and testbed experiments.
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3.1 Introduction

As discuss in Chapter 2, Vallati et al. [45] proposed an efficient multi-hop 6TiSCH network
formation scheme considering the transmission of both EB frame and DIO control packet
during network formation. The authors proposed a dynamic resource allocation scheme to
provide enough resources i.e., shared cells per slotframe to the nodes for transmitting their
control packets. On the other hand, to reduce the congestion in shared cells, Vucinic et
al. [46] proposed to fix the EB transmission probability to 0.1 irrespective of the number of
nodes and node density in the network for faster network formation. However, it is observed
that allocation of extra shared cells per slotframe like the work in [45] costs in higher energy
consumption, and severely affects the data transmission schedule. On the other hand, fixed
EB transmission probability is not suitable for all type of network topologies. Apart from
these two works, the works in [47-57] considered only the initial TSCH synchronization
of 6TiSCH network. They did not consider the formation of multi-hop 6TiSCH network.
The key focus of these works was to transmit as many EB as possible by either allocat-
ing more shared cells per slotframe or increasing the EB transmission rate for the faster
synchronization of single-hop TSCH network. However, both these approaches either con-
sume more bandwidth, and so affects the data transmission schedule or increases the energy
consumption of the nodes.

Basically, both [45] and [46] considered the shared cell congestion issue which occurs due
to limited resource allocation by 6 TiSCH-MC and provided different schemes to deal with it.
To understand the effect of resource allocation by 6TiSCH-MC on 6 TiSCH network forma-
tion, at the outset, we design a Markov Chain based analytical model for estimating nodes’
joining time and energy consumption in multi-hop 6TiSCH networks. Our analytical results
show that the performance of network formation protocol (i.e., 6TiSCH-MC) degrades in
terms of nodes’ joining time and energy consumption due to fixed beacon generation inter-
vals of the nodes. When the number of joined nodes increases in the network, the shared
cells get congested due to their fixed beacon generation interval. And finally, due to the

increasing congestion in shared cell, the pledges need to wait for longer to receive different
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control packets, resulting in nodes’ longer joining time and higher energy consumption. On
the other hand, beacon transmission is essential to expand or reorganize the present net-
work topology. To overcome this performance trade-off, we propose channel condition based
dynamic beacon interval (C2DBI) scheme for improving the formation of 6TiSCH network.
In the proposed scheme, the beacon generation interval of the joined nodes is varied based
on the shared cell congestion status. In brief, in this work, the main target is to achieve
an energy-efficient scheme for faster association of the pledges into the existing 6TiSCH
network without effecting the existing data transmission schedule and increasing nodes’
energy consumption. At first, the theoretical analysis of C2DBI shows the advantages of
dynamic beacon generation interval over fixed beacon generation interval in terms of nodes’
joining time and energy consumption. Finally, we implement the proposed scheme C2DBI
on Contiki-NG and validate it by performing simulation and testbed experiments on Cooja
simulator and FIT ToT-LAB, respectively.

We summarize the contributions of this chapter as follows,

e A Markov chain model is provided for analyzing the node joining process in a multihop

6TiSCH network.

e Analytical results show the demerits of fixed beacon generation interval scheme during

network formation with respect to node joining time and energy consumption.

e A channel condition based dynamic beacon interval (C2DBI) scheme is proposed for

efficient joining of nodes in 6TiSCH network based on shared cell congestion status.

e Theoretical analysis of the proposed scheme is provided to compute nodes’ joining

time and energy consumption.

e Comparison based simulations on Cooja simulator and testbed experiments on FIT

IoT-LAB are conducted to validate the proposed scheme.

The rest of the chapter is organized as follows. In Section 3.2, we provide an analytical

model of 6TiSCH-MC considering multi-hop 6TiSCH network. In Section 3.3, we present
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our proposed channel condition based dynamic beacon interval scheme. Subsequently, in
Section 3.4, we provide the theoretical analysis of C2DBI, followed by the performance
evaluation of C2DBI using simulation and testbed experiments in Sections 3.5 and 3.6,

respectively. Finally, we conclude this chapter in Section 3.7.

3.2 Theoretical Analysis of 6TiSCH-MC

In this section, we provide the analysis of 6TiSCH-MC during the formation of 6TiSCH
network. In this analysis, we consider the secure enrollment of nodes in the network during
their joining process. Hence, transmissions of all bootstrapping control traffic such as EB,
DIO, JRQ, and JRS happen in shared cells during network formation. We model the node’s
joining time and energy consumption during network formation. Finally, it is shown that the
formation of 6TiSCH network degrades in terms nodes’ joining time and energy consumption

due to limited/insufficient resource allocation (i.e., shared cell) by 6TiSCH-MC.

3.2.1 Analytical Model for Joining Time

In Section 2.1.3, we briefly discuss the four states of a pledge during its joining in 6TiSCH
networks. The pledge must follow all the states one after another to complete its joining
process. Please note that the next state of the pledge depends only on the current state, and
not any state in the past. In brief, occurrence of the next state does not depend on the whole
state transition history i.e., the future is independent of the past given the present state.
Furthermore, the pledges’ joining process is a stochastic process as moving from one state
to another state depends on various control packets transmission probabilities of the joined
nodes and different network conditions such as varied packet loss probability, link failure.
Additionally, the control packet transmission probability by each node is independent of
other nodes and happens in shared cell. Hence, packet collision can be expected. In brief,
at a certain time, the outcome is a random variable. So, as the next state of the pledge’s

joining process depends only on the current state, and not any state in the past and the
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whole joining process is stochastic process in nature, therefore, we can model the behavior
of the pledge during its network joining process using the Discrete Time Markov Chain

model. Following this, in Figure 3.1, we show the four states of a pledge in the form of

Pgpg Biin Ppjos

Enroll
ment

1_PEBS 1_1'}0in 1_PD105 1

Figure 3.1: Markov Chain model of node joining process

Markov states with different transition probabilities. The last state of the model i.e.; the
absorbing state indicates that a pledge has joined with the existing network successfully.
That means a pledge has become a 6TiSCH joined node, and now, it can transmit its own
control packets for further expansion of the network.

In brief, at the initial state, a pledge waits for an EB from the JRC or any already joined
nodes. Once a pledge receives a valid EB frame with probability Pgp., it moves to the second
state. The second state represents that a pledge gets synchronized with the TSCH network
and waiting to complete its secure enrollment to the network. For secure enrollment, a
pledge transmits JRQ frame and waits for the corresponding JRS frame. Exchanging of
these JRQ and JRS frames happens in shared cell. After finishing the secure enrollment
process with probability Pj,, a pledge moves to the third state. In the third state, a pledge
waits for routing protocol information. Once it receives at least one fresh /recent DIO packet
from its preferred parent, the pledge moves to its final absorbing state. In the absorbing
state, a pledge successfully joins the 6 TiSCH network and becomes a 6 TiSCH joined node.

Again, if we consider that the probability of receiving a DIO packet successfully is Ppiog,
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Figure 3.2: An example of multi-hop network topology used in this work

then the transition probability matrix of the Markov model can be written as follows,

1 — Pgp, Prp, 0 0
0 15§ P'oin P‘oin 0
M il J J
0 0 1— Ppros Ppros
0 0 0 1

Using the Markov model, the average number of slotframes (ASF) require to reach the final

absorbing state can be computed as follows,

1 1 1
ASF = +—

PEBS Pjoin

PD[OS

R SR O S S D 6.1)
Pgp, Piros  Pigss Pprog .

Now, to get the actual value of ASF, we need to calculate the values of Pgp., Ppros, Piros,
and Pjgrsy, where Pyrg,, and Pjrs, denotes the successful transmission probability of JRQ
and JRS frame in a slotframe/shared cell, respectively. Note that the probability Pjy, is
written in terms of Pjrg, and Pjrg,. Let us consider a multi-hop network model as shown
in Figure 3.2, where each node has a different number of neighbors. Let Py, Pyio, Pjrq, Pjrs
are the transmission probabilities of EB, DIO, JRQ and JRS frame/packets in a shared cell,
respectively. P, is the packet loss probability, and N, is the total number of channels

used in the network. The probability of receiving an EB frame successfully by a pledge in

a shared cell is computed as,
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SV Py (1 — Py)" 11 — Pyip)" ' X
(1 - PjTS)n_l(l - Pjrq)M_n(l - PIOSS)P(N = n)
N,

Prp. = (3.2)

where n is the number of joined neighbor nodes, and M is the total neighbors of a pledge.
The values of n and M can be different for every node present in a network. The above
equation follows that the (M — n) pledges join a network one by one, and the P(N = n)
denotes the probability that, at an instant, total number of joined neighbors is n. Again,
when a joined node transmits its own EB frame, the remaining (n — 1) joined nodes should
not transmit their EB frames, DIO packets, and JRS frames. The probability of this condi-
tion equals to (Puy(1 — Pp)™ (1 — Puio)™ *(1 — Pjrs)"'). Additionally, the neighbors but
pledges also should not transmit any JRQ frames, which is defined by the probability equals
to ((1— Pjrg)™ ™). Further, the transmitted frame should not be lost in the channel, which
is computed by probability (1— P,ss). Finally, a pledge is not synchronized with the channel
hopping sequence of the network at the beginning. Therefore, it searches in all the available
N, number of channels one by one, which reduces the EB success probability by N, times.
Further, the EB frames can be transmitted by any of the n joined neighbor nodes, which
result in multiplying the computed probability by n. Note that a pledge can transmit JRQ
frame only after receiving a valid EB frame, and a joined node transmits JRS frame only
after receiving a valid JRQ frame. So, Pjq = Prps and Pj,.s = Pjrg,-

Considering that EB frame has higher priority over DIO packet, the probability of trans-

mitting a DIO packet successfully in a shared cell is computed as,

S " Paio(1 = Paio)" (1 = Pjre)" '

n

P10 = 0 = ) (1 = Py (1 = P PN =) )

Note that in the above equation, IV, is not used because a TSCH synchronized node knows
the channel hopping sequence of the network after getting an EB frame. Likewise, the
probabilities of transmitting a JRQ) frame and receiving a JRS frame successfully in a shared

cell are also computed as,

W (M = n)P;

Piro. =" q( Tq)M " 1(1_Peb)n><
Qs ( Pdw) (1 =

P (1 — Prows) P(N (34)

n)
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ZMﬁn nPjr5<1 - Pj?"S)nil(l - Peb)nx

n

Prrs. = S 3.5
855 =1 — Po) (1 = Pyeg) M (1 = Prs) P(N = 1) 39)
Now, to compute the Equations (3.2), (3.3), (3.4), and (3.5), we should know the trans-
mission probabilities of EB and DIO in a shared cell. The probability P., can be calculated

as,

Peb = (36)

L

[eb

where L is the slotframe length and I, is the beacon generation interval. We compute the
probability Py, following the procedure described in [45] as follows,
2V (1 — P )Nemin(srp e, 1)+

>ty P21 = P)imin(ge, 1)

P, io — i Pe ; ;
o = (1= Fa) oy oVp(1— P)No + N2~ poi(1 — P)

(3.7)

where I is the initial minimum DIO interval, P, is the Trickle Algorithm (TA) [76] reset
probability and Np represents the total number of Trickle Algorithm states. Finally, we

compute the average joining time (AJT) of a pledge as follows,
AJT = PJT + ASF x L (3.8)

where PJT is theaverage joining time of the parent node of a pledge in multi-hop network.
For example, in Figure 3.2, joining time of node (4) is the summation of its own joining
process time and its parent node’s joining time (joining time of (1) or (2) whichever (4)
selects as its parent).

Likewise, the joining time of each pledge in a network can be calculated, which is de-
pendent on its parent’s joining time and the number of neighbors. Finally, the formation

time of the entire network is the joining time of the pledge added last in the network.

3.2.2 Analytical Model for Energy Consumption

During network formation process, two different types of nodes are present in the network.
One is joined nodes, i.e., the nodes which have already joined the network, and the other

type is pledge who wants to join the network. During network formation, both joined nodes
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and pledges consume different amounts of energy because of their various radio activities.
For example, a joined node needs to broadcast or receive a control packet once in each
slotframe, whereas a pledge needs to keep its radio active all the time until it receives a
valid EB frame. Therefore, we calculate the energy consumption of joined node and pledge
separately.

In this analytical model, we do not consider the micro-controller states of a node to
keep the analytical model as simple as possible. Only the radio state of a node during net-
work formation is considered. The following subsections briefly described the computation

method of calculating the energy consumption of pledge Epcq4c and joined node Ejoineanode-

3.2.2.1 Energy Consumption by a Pledge

Referring to the Markov Chain model shown in Figure 3.1, the average number of slotframes

(ASF) required to receive an EB frame successfully can be calculated as, ASFgp = 5 —
S

During these (ﬁ) slotframes, a pledge needs to keep active its radio to get a valid EB
S

frame. Therefore, the average time a pledge needs to keep active its radio is,

Average Timegg = PJT +

(3.9)

EBg
Note that in the above equation, parent node joining time is also added. It is because the
parent node can transmit EB frame only after finishing its joining process. Converting this

time duration into the number of timeslots, we get,

Average Timegpg

(3.10)

Average Slotpg =
g BB = Yimeslot duration

Therefore, average energy consumption by a pledge for successfully getting an EB frame is
computed as,

PJTXPEBS+L
TXPEBS

Average Enerqgypp = (ERrzData) (3.11)

where Er,paa is the average energy consumption by a node for receiving a frame/packet in

a timeslot, and T is the duration of each timeslot. Similarly, average energy consumption
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for successfully receiving a DIO packet is,

1

P (ERmData) (312)
DIOg

Average Energypro =

Note that the variables L and T are not used in Equation (3.12) because a pledge is al-
ready synchronized with the network after getting a valid EB. Likewise, the average energy
consumption by a pledge to transmit a JRQ and to receive its corresponding JRS frame

successfully can be calculated as,

1
Average Energyjrg = (ErsData) (3.13)
Pirgs
1
Average Energyjps = (ERreData) (3.14)
PjRrss

where Er,pata 18 the amount of average energy consumed to transmit a packet. Finally, the

average energy consumption by a pledge during its network admission process is,

Epledge = Average Energypp + Average Energypro

+ Average Energy rq + Average Energyrs (3.15)

3.2.2.2 Energy Consumption by a Joined Node

Average energy consumption by a joined node is the summation of energy consumption
when it was a pledge and after becoming a joined node. However, in case of JRC, energy
consumption as a pledge will be zero. A joined node needs to transmit different control pack-
ets for forming the rest of the network. For example, in Figure 3.2, JN2 needs to broadcast
different control packets (e.g., EB, DIO, JRQ, JRS) so that JN3 can join the network. The

number of such control packets transmitted by any joined node can be estimated as follows,

_ ASqultihop
E B transmatting interval

CEB = ASqultihop X Peb (316)

where ASF,,uitinop denotes the average number of slotframes required to form the rest of
the network, which can be calculated by summing all hop-by-hop ASF values and EB

transmitting interval is written in terms EB transmission probability as we consider the
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number of occurring slotframes (and so, shared cell) in the numerator. Similarly, the total

number of DIO and JRQ packets received by a joined node can be calculated as,
C1DIO = ASqultihop X Pdio (317)

ASqultihop
JRQ) transmitting interval

Cirg = x No of new nodes

= ASqultihop X PJRQS x K (318)

where K is the number of pledges to be admitted in the network. As a response to JRQ
frames, same number of JRS frames also need to be transmitted. Therefore, Cjrs = Csro,
where Cjgg is the total number of JRS frames. Now, we compute the total average energy

consumption by a joined node or JRC as follows,

EjoinedNode = Epledge aF (CEB)ETxData =8 (CDIO)ETxData

+ (CJRQ)ERxData + (CJRS)ETxData (319)

where Er7.pata and Erepaee are the average amount of energy consumed by a joined node
during transmission and reception of a frame/packet in a slotframe, respectively. For the
JRC, the value of Ejeqqe is 0, and for the other joined nodes, Epjeqqe depends on their

respective joining times in the network.

3.2.3 Analytical Results

In this section, we graphically present the above analysis and show the limitations of the
6TiSCH-MC standard during network formation procedure. Let us consider a network with
the following given values: No = 16, I, = 4xL, Pyss = 0.2, IT" = 8 ms, L = 101 timeslots,
T, = 10 ms, Np = 16 and P, = 0.2. We compute the average joining time (AJT) and
energy consumption of nodes during node joining process using the above analytical models.
Figure 3.3a depicts that, for a fixed beacon interval, the joining time of a pledge increases
gradually with the increasing number of nodes after a certain threshold. In other words, the

performance of the network degrades once it allows to join a pledge with it. It can be seen
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Figure 3.3: Numerical results on average 6 TiSCH joining time during with increasing values of
joined node and beacon interval

that, initially, an increasing number of nodes helps the pledges to join in less time because
more number of EB frames are transmitted by several joined nodes. But when the number
of nodes increases further, contention among the participating nodes also increases due to
the limited number of shared cells, i.e., one shared cell per slotframe. This, in turn, results
in higher joining time.

Figure 3.3b shows the results of variable beacon interval with a fixed number of nodes,
i.e., 8 nodes. The figure shows that joining time is high in case of low beacon intervals and
high beacon intervals. In low beacon intervals, contention among the joined nodes increases
as they frequently transmit their beacons. This, in turn, increases the time period to get
a valid EB by a pledge. In high beacon intervals, a pledge has to wait for a long time to
get a beacon. Therefore, once again, the joining time increases with the increase in beacon
interval. Figure 3.4a shows the change in success probabilities of EB, DIO packets with
the varied number of nodes. Because of the increasing number of joined nodes, congestion
also increases, which results in low success probabilities. On the other hand, Figure 3.4a
shows the change in success probabilities of EB, DIO packets with varied beacon generation
intervals. The success probability of EB frame decreases with the increasing beacon genera-
tion interval as nodes transmit their packet after along interval. However, DIO packet gets
more opportunity to get transmitted with increasing beacon generation interval, and so its

success probability increases.
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Figure 3.4: Numerical results on success probabilities of different control packets with increasing
values of joined node and beacon interval

For calculating the energy consumption of the joined node and pledge, two different types
of wireless motes, GINA and OM-STM32 [81], are considered. These two types of nodes are
considered to show the effect of fixed beacon interval scheme in energy consumption. Both
the GINA and OM-STM32 motes consume 69.6 and 119.2 uC' (micro coulombs), respectively,

for transmitting a packets. Again, the same motes consume 72.1 and 154.8 uC' for receiving

a packet, respectively.
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Figure 3.5: Numerical results on energy consumption of nodes during 6 TiSCH network formation
with increasing values of joined node and beacon interval

Considering this energy consumption data, we plot the average energy consumption
graph of a joined node and a pledge by varying the number of nodes and beacon intervals in
Figures 3.5a, 3.5b, and 3.5c¢, respectively. It can be observed in Figure 3.5a that the energy
consumption by a joined node almost remains unchanged with respect to varying number
of nodes. This is because the transmitting rate of control packets by a joined node is not
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changed when a pledge joins into the network in fixed beacon interval scheme. On the other
hand, energy consumption by a pledge increases with the increased number of nodes. It is
because the contention in shared cells increases with the increased number of joined nodes.
A pledge needs to wait for a long time to get a valid EB. Again, it can be seen that a joined
node consumes less energy than a pledge. This is because a pledge has to keep its radio
active until it gets a valid EB, whereas a joined node transmits/receives only in a single
timeslot (i.e., shared timeslot) in a slotframe. Figure 3.5b shows the energy consumption
of a joined node with varying beacon generation intervals. It can be observed that energy
consumption by a joined node almost remains the same with the increasing beacon interval.
Whereas a different scenario is observed for the pledges as shown in Figure 3.5¢c. Here,
energy consumption increases with the increase of beacon interval. During high beacon
interval, though the congestion in shared cell is reduced but a pledge has to wait for a long
time to get a valid EB. During this entire time period the pledge needs to keep active its
radio all the time which consumes more energy, and thus, energy consumption increases
again.

From these analytical results, it can be established that the performance of a network
decreases with the increased number of joined nodes, i.e. when a pledge joins in the network.
Further, it is also important to keep generation beacon interval in the optimal range to

maintain the joining time and energy consumption as low as possible.

3.3 Channel Condition based Dynamic Beacon Inter-

val (C2DBI)

The previous analysis (in Section 3.2.3) shows that joining time of a pledge increases with
the increasing number of nodes in a network that follows a fixed beacon generation interval
scheme. The number of nodes has a significant impact on the energy consumption of a
pledge. We propose a dynamic beacon generation interval scheme to reduce the joining
time and energy consumption during network formation.
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As the congestion in shared cell increases with the increasing number of joined nodes, it
is crucial to reduce congestion in shared cells when the number of joined nodes increases.
For this purpose, we propose a scheme to dynamically adjust the beacon generation interval
depending upon the congestion status in shared cells. When congestion is increased in the
shared cells, the proposed method increases the beacon interval to decrease the number of
beacons generated by joined nodes. This decreasing rate of beacon generation reduces the
congestion and thus gives opportunities for other control packets to be transmitted in the
network. On the other hand, when the congestion is low in the shared cells, the beacon
generation interval is reduced so that a pledge can quickly get a valid beacon. This, in
turn, reduces the energy consumption of a pledge as it needs to keep its radio active until
it gets synchronized with the TSCH network. The congestion estimation can be done using
different methods considering many parameters such as the number of neighboring nodes,
packet loss, queue length, and channel load.

In this work, shared cell or channel busy ratio (CBR) [82] is used for congestion esti-
mation as it gives better results in both the static and dynamic networks. Static network
means when the nodes are in fixed position, but the nodes are mobile in dynamic network.
The C'BR is measured for a fixed interval, and based on the measured C'BR value, the
beacon interval of a joined node is calculated and assigned. The assigned beacon interval
will be used in the next time period. The C'BR for a particular period of time is calculated
as,

CBR — Busy shared cells

3.20
Busy shared cells + Empty shared cells (3:20)

A shared cell is considered as a busy shared cell by a node if the measured signal strength
in that cell is higher than the clear channel assessment (CCA), or either the node receives
a packet or transmits a packet. Otherwise, a shared cell is considered as an empty or idle

cell. After computing the CBR for a particular time interval, a joined node computes its
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Algorithm 1 Channel Condition based Dynamic Beacon Interval
1: Input: N; : Node i; W : CBR period; T; : Current time; T, : Time instant of last
CBR calculation

2: Output: I, for the next period

3: At each timeslot T}

4: if the current Linky,. is Shared then

5: increment totalSharedSlot variable by unity

6: if current C'C Agyapys 18 busy or received packet /transmit a packet then
7: increment busySlot variable by unity

8: end if

9: end if

10: if the difference between T; and T, is greater than or equal to W then
11: CBR, 1., w) = busySlot/totalSharedSlot

12: if the C'BR is not equal to 0 then

13: [eb — ]engm (Iergax ol Iengin)CBR

14: else

15: Iy ==

16: end if

17: Update T, by T;

18: Reset busySlot and totalSharedSlot to 0

19: end if

own beacon interval for the next time as follows,

O if CBR =0
Iy = (3.21)
Imim o ([rae — [rim)CBR - gtherwise
Using the above equation, a joined node always choose its beacon generation interval in
between the minimum beacon generation interval I and maximum beacon generation
interval I7}** as the values of C'BR varies between 0 to 1. Algorithm 1 describes the method

of adjusting beacon generation interval dynamically based on present channel congestion

status.

3.4 Theoretical Analysis of C2DBI

Let us consider that P, is the probability of an already joined node transmits a packet in

a shared cell and P,,, is the probability that a pledge transmits a packet in a shared cell.
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If P, denotes that there is a transmission in a shared cell, then P;, can be written as,
Pts — Ljns + Pnns (322)

Now, an already joined node transmits all the EB, DIO, JRS control packets. So, we can

write Pj,s as follows,
Pjns = rLep+ Pdio + Pjrs (323)

where P., and P, are the transmission probabilities of transmitting an EB frame and a
DIO packet in a slotframe, respectively. And Pj,, is the probability of transmitting JRS
frame after getting valid JRQ. On the other hand, a pledge only transmits JRQ frames

during network formation. Hence, P,,s can be computed as,
Bons = Py (3.24)

where Pj,4 is the transmission probability of a JRQ frame in a slotframe. Now, considering

both the Pj,s and P,,s, the Equation (3.22) can be rewritten as,
Pis = Pey + Paio + Prrgs + PEBs (3.25)

where Pj,,=Pgpy as a pledge transmits JRQ frame only after receiving a valid EB frame,
and Pj,s=Pjrqg as a joined node transmits JRS frame only after getting a valid JRQ frame
from a pledge.

The same multi-hop network model is considered, as shown in Figure 3.2, for evaluating
the proposed scheme. Different joined nodes may have different numbers of neighbor nodes,
so the calculated C'BR values of the joined nodes would also be different. Let’s assume that
joined node k£ has nn number of pledges and jn number of joined nodes in its communi-
cation range. These nodes use the same shared cell for transmitting their control packets.
Sometimes, it is also possible that there is no transmission in a shared cell. These types of

cells are known as empty cells. The probability of such an empty shared cell is,

Prmpty = (1 — P)"Hm (3.26)
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And the probability of having at least one transmission in a shared cell is,
Pr=1—(1—Pp,)"H" (3.27)
Now, the CBR at a particular time interval for node k£ can be calculated as follows,

CBR, — Busy shared cells

Busy shared cells + Empty shared cells
PT + PEmpty

(3.28)
Note that Pr and Pgp,, are computed with respect to node k. This is because a CBR
measuring time interval consists of several slotframes. In each shared timeslot of slotframe,
either a transmission occurs, or there is no transmission. Now, if we consider that the CBR
measuring time interval consists of W shared cells, then the Equation (3.28) can be written
as follows,
Sa(l = (@ =R,)"™") « Ty

S (1= (1= R)™ ™ + (1= Roymtin) + T,

CBR,, = (3.29)

where T, denotes the shared cell duration in i** slotframe. As all the shared cell durations

are same, we can simplify the above equation as follows,
QBT | SN T (3.30)

Now, the calculated C'BR value can be directly used in the dynamic beacon interval formu-
lation as shown in Equation (3.21) to calculate next beacon interval of node k i.e., I%.
When different joined nodes have different number of neighbors, then their calculated
C BRs will also be different. This results in varied beacon interval of each joined node. Now,
with the proposed dynamic beacon interval approach, the successful EB frame receiving

probability can be calculated as follows,

M—n n—1 i n—
> nPh Hz‘:u;ék(l — P3)(1 = Pyio)" ™

1— P, )" N1 — P, )M (1 — Pes)P(N =
Py = (L= P (= P70 P POV =) 531

where P, denotes the EB frame transmitting probability in a shared cell by the joined node

¢, which is calculated by I# Similarly, we can calculate the successful packet transmission
eb
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probabilities in a slotframe for other control packets such as Pprog, Prros, Prrss using

varied beacon interval, i.e., I, of each joined node i.

3.4.1 Analytical Results of C2DBI

Assigning similar values to the variables as mentioned in Section 3.2.3, few graphs are
plotted for the proposed method and compared them with the fixed beacon interval based
6TiSCH-MC scheme. Figure 3.6a depicts the join time to the number of nodes for the
proposed method C2DBI, and also compares it with the 6TiSCH-MC method. Here, we
take I = 4040 milliseconds, which is the same value used in 6 TiISCH-MC scheme, and

177" = 10100 milliseconds. These values are taken randomly. However, any other value

EB in 6TiSCH-MC *--)<--*

12t | ‘ 6TISCH-MC —} k 2
- C2DBI 8 0.03 1 DIO in 6TiSCH-MC -+ ¢
o) Q EB in C2DBI
E 10 = DIO in C2DBI :é:
> 8 % 0.02 1
£ &
g 0.
-
2 | I I I I I I I Q-‘ O I I I I I I I I
2 4 6 8 10 12 14 16 18 2C 2 4 6 8 10 12 14 16 18 2(
Node Node
(a) Joining time against varying number of (b) Probability of success of different con-
nodes trol packets (EB and DIO)

Figure 3.6: Comparing numerical results on joining time and different control packets success
probabilities of the C2DBI with 6 TiSCH-MC

can also be considered. It is observed in Figure 3.6a that the proposed model outperforms
the 6TiSCH-MC model in terms of joining time of the nodes. Figure 3.6b depicts the
reason behind it. It shows the probabilities of successfully transmitting different control
packets during network formation in both schemes. When the number of joined nodes
increases, congestion in the shared cell also increases. This increasing congestion reduces
the success probabilities of different control packets in 6TiSCH-MC. Whereas, in C2DBI,
congestion is reduced by increasing the beacon generation interval, which improves the
success probabilities of different control packets as shown in Figure 3.6b. This increasing

successful control packets probabilities of EB and DIO frame/packets improve the overall
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joining time of the nodes in the network.

The energy consumption graph of GINA motes for both the 6TiSCH-MC and the proposed
C2DBI schemes is shown in Figure 3.7. The plotted graph shows how C2DBI maintains
almost stable energy consumption when the number of nodes increases in the network. It
can be observed in the graph that the joined node consumes almost same energy in both
the approaches. This is because, in both the approaches, the joined nodes use similar radio

duty cycles for transmitting their control packets. A small difference is observed because
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£ 1200 6TiSCH-MC New Node =<+ f g
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(a) Energy consumption of both type of (b) Join time and energy consumption of
nodes a pledge

Figure 3.7: Comparing numerical results of pledge’s energy consumption the C2DBI with
6TiSCH-MC

less number of EB frames are transmitted when the congestion is high in C2DBI. But
a significant difference in energy consumption can be observed for the pledges when the
number of nodes varies. This can be explained by the higher congestion in 6TiSCH-MC
when the number of joined nodes increases. Higher congestion forces the pledges to wait for
more amount of time to get a valid EB. This increasing amount of channel scanning time
to get EB frame causes more energy consumption as the pledges need to keep their radio
active. Whereas in our proposed scheme C2DBI, congestion is reduced by increasing the
beacon intervals of the already joined nodes. Therefore, almost equal energy consumption
can be seen in C2DBI even in the presence of more number of nodes. Figure 3.7b shows the
energy consumption and joining time of a pledge together with respect to varying number

of nodes for both 6TiSCH-MC and C2DBI schemes considering GINA motes.

68
TH-2796_176101102



Simulation based Evaluation of C2DBI

3.5 Simulation based Evaluation of C2DBI

3.5.1 Simulation Settings

In this section, the performance of the proposed scheme is analyzed using the Cooja simula-
tor on Contiki-NG OS [78]. In our evaluation, the nodes are deployed in a fixed square (6 x6)
size grid area where the JRC (or RPL root) is placed at the top left corner of the considered
multi-hop grid topology. The simulation parameters and their corresponding values are men-
tioned in Table 3.1. In 6TiSCH-MC, the considered beacon interval is equal to 4 seconds.
In the proposed scheme, we take the same value for minimum beacon interval I7" and the
value of the maximum beacon interval I7}** equals to 12 seconds. The C'BR calculation
interval is considered to be 8 seconds. For DRA [45], the limit of maximum shared cells is
set to 8 within a slotframe. The slotframe length is varied from 33 to 101 timeslots in order
to obtain different results with different network configurations. We run each simulation for
120 minutes using a realistic Multipath Ray-Tracer Medium (MRM) channel model. This
model provides various propagation effects such as multi-path, refraction, and diffraction.
During simulation, the keep-alive packet is used to keep the communication between a node
and its parent active. When a node does not hear from its parent for 30s, it initiates a

keep-alive packet.

Table 3.1: Simulation parameters

Parameter Value

Operating System Contiki-NG

MAC protocol 802.15.4e TSCH
Number of channels 16

Timeslot length 10 ms

Slotframe length 33,67,101 timeslots
RPL version RPL Lite

RPL DIO interval Trickle Algorithm
Keep-alive timeout 30 s

Mote type Cooja Mote
Propagation model =~ MRM

Simulation duration 120 min
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3.5.2 Simulation Results

We consider two metrics i.e., T'SCH network formation time and 6 Ti.SCH network formation
time to measure the performance of C2DBI compared to DRA [45] and 6TiSCH-MC [40],

which are describes one by one as follows:

3.5.2.1 TSCH Network Formation Time

The performance of TSCH network formation is evaluated by means of total time required
by the nodes to join the TSCH network. A pledge scans for EB frame to join the network.
So, TSCH network formation time for a pledge is the time required by the pledge to get a

valid EB. In brief, it is the time taken by a pledge to be a TSCH synchronized node.
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Figure 3.8: Simulation results of TSCH formation time using different schemes for different
slotframe (SF) size (= 33, 67, 101 timeslots)

Figures 3.8a, 3.8b and 3.8c show the Cumulative Distribution Function (CDF) of TSCH
synchronization/formation time with different slotframe lengths such as 33, 67, and 101
timeslots. It can be observed in all the three figures that DRA takes less amount of time
than our proposed method (C2DBI) and 6TiSCH-MC. The reason for this is the use of
multiple shared cells per slotframe by the DRA. DRA dynamically increases the number of
shared cells per slotframe when more control packets are available in the network. However,
in the C2DBI and 6TiSCH-MC, only one shared cell is used, which delays the transmission
of already generated control packets. Although both the C2DBI and 6TiSCH-MC use a
single shared cell in each slotframe, the C2DBI takes less amount of time to form a TSCH
network compared to that in 6TiSCH-MC because C2DBI reduces congestion in the shared
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cells by dynamically varying the beacon generation interval of the nodes when the shared

cells are already congested.

3.5.2.2 6TiSCH Network Formation Time

To expand the network further, it is necessary for a pledge to join the network fully. That
means the pledge should also get the routing information of the network along with EB frame
to transmit its own beacon frame. The Figures 3.9a, 3.9b and 3.9c show the time required

by a newly joined node to transmit its first EB after completely joining the network. Once
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Figure 3.9: Simulation results of 6TiSCH network formation time using different schemes for
different slotframe (SF) size (= 33, 67, 101 timeslots)

again, it is observed that DRA performs better than C2DBI and 6 TiSCH-MC. The reason
is again usage of multiple shared cells per slotframe by the nodes in DRA. On the other
hand, dynamic beacon interval reduces congestion in shared cells, and, thus, it performs
better than 6TiISCH-MC. Note that C2DBI and 6TiSCH-MC use a single shared cell in a
slotframe.

Again, it can be observed that, though the pledges join in the TSCH network quickly,
they take a longer time to transmit their beacons. This is because of the delay in getting
DIO packets when congestion in shared cells increases due to the limited available resources.
Further, the joining time increases with the increasing slotframe lengths. This is because the
frequency of the occurring shared cells decreases with the increasing slotframe length within
a time period. Hence, even though, the control packets are generated at the same rate,
less number of control packets are transmitted because of high congestion in less number

of shared cells. This ultimately results in increasing joining time of the nodes. However,
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in DRA, because of the usages of multiple shared cells per slotframe, nodes can transmit
their packets without contending much. In brief, DRA significantly reduces the congestion

in shared cell. Hence, DRA gives better results with respect to joining time.
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Figure 3.10: Simulation results on 6 TiSCH network formation time under varying number of
nodes

Apart from the above results, in Figures 3.10a and 3.10b, we show simulation results on
6TiSCH network formation time under varying number of nodes considering two types of
topologies i.e., grid and random topology. In random topology, nodes are randomly deployed
in a fixed area, whereas in grid topology, nodes are deployed in fixed square x x x size grid
area, where x is an integer from 2 to 8. Please note that we show the results of random
topologies using 95% confidence interval. In these simulation experiments also we observe
similar behavior as mentioned before on pledges joining time using all the schemes. So, from
these results, we can further conclude that our proposed scheme improves the joining time
compared to 6TiSCH-MC in all kind of network settings, whereas, DRA always performs

better compared to our proposed scheme in terms of joining time.

3.6 Testbed Evaluation of C2DBI

The implementation of C2DBI on Contiki-NG has been flashed into the M3 nodes of FIT
[oT-LAB [80]. We consider two topologies i.e., (5 x 5) grid topology and (2 x 12) linear
topology in Lille and Grenoble locations, respectively, for testing our proposed scheme in FIT

[oT-LAB. The used M3 node is an STM32 (ARM Cortex M3) micro-controller based node
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that supports FreeRTOS, Contiki, and RIOT operating systems. We consider a similar
configuration used in our simulation experiments in terms of beacon interval for all the
schemes except the slotframe length. Here, the slotframe length is set to 101 timeslots.
The obtained results in our testbed experiments can be explained as follows:

Figures 3.11a and 3.11b show the time required by a pledge to be a TSCH synchronized

node and 6TiSCH joined node in (5 x 5) topology, respectively. Similarly, Figures 3.12a and
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Figure 3.11: Testbed results corresponding to 5 X 5 topology

3.12b show the time required time required by a pledge to be a TSCH synchronized node
and 6TiSCH joined node in (2 x 12) topology, respectively. The plotted results show that
the DRA performs better than the proposed scheme C2DBI as well as 6TiSCH-MC in terms

of both TSCH joining time and 6TiSCH joining time. This is because of the allocation of
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Figure 3.12: Testbed results corresponding to 2 x 12 topology
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packets by DRA. On the other hand, the proposed scheme and 6TiSCH-MC use a single
shared cell in a slotframe. In this regard, the proposed scheme performs better than the
6 TiSCH-MC because of the reduction of congestion in the shared cell using dynamic beacon
generation interval.

In our testbed experiments, we also collect the results on nodes’ radio duty cycle during
the formation of 5 x 5 grid network. Here, the radio duty cycle of a node corresponding to
a micro-controller state is the ratio of time spent in that micro-controller state (e.g., Rx)
in every 60 seconds by a node. We observe that even though DRA performs better with
respect to joining time, it has very high radio duty cycle as shown in Figures 3.13a and
3.13b. Results in the Figures 3.13a and 3.13b show the average radio duty cycles of all
nodes present in the network in their three different states (C'PU,ctive, T¢, Rx) during the

initial 10 minutes of network formation. In this initial 10 minutes of the network formation,
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Figure 3.13: Testbed results on radio duty cycle using 5 X 5 topology

most nodes join the network. After this time interval, there is no such significant change
in average radio duty cycles. As DRA uses more number of shared cells, the nodes need to
keep their radio active for more amount of time than the single shared cell based schemes
such as C2DBI and 6 TiSCH-MC. Therefore, it results in a higher duty cycle. Again, higher
duty cycle increases the energy consumption of a node. So, the nodes in DRA consume
more energy than that in C2DBI and 6 TiSCH-MC. Thus channel condition based dynamic
beacon interval significantly improves the network formation performance with respect to

joining time and energy consumption.
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3.7 Summary

In this chapter, we proposed a channel condition based dynamic beacon interval (C2DBI)
for faster association of nodes in 6TiSCH networks. At first, using a Markov Chain based
analytical model, we showed that the performance of a network degrades with the increased
number of joined nodes due to fixed beacon interval in 6TiSCH-MC. To overcome this
problem, we proposed C2DBI, which dynamically adjusts the beacon generation interval of
a joined node depending on its present channel congestion status measured by the CBR
parameter. Theoretical analysis of the proposed scheme showed how network formation
performance is improved with varied beacon generation intervals compared to the fixed bea-
con generation interval scheme. Furthermore, we also evaluated the proposed scheme using
Cooja simulator and performing testbed experiments in FIT IoT-LAB. The received results
were compared with the existing benchmark schemes i.e., DRA and 6TiSCH-MC standard.
Though C2DBI does not perform better than the DRA regarding network formation time,
from the energy consumption perspective, C2DBI is better than all the existing works. Fur-
ther, to note that DRA uses multiple shared cells per slotframe, whereas C2DBI uses only
one. It was observed in our simulation that around 8% of the total slotframe of size 101 is
used as shared cells in DRA, whereas our proposed method uses only 0.99% during network
formation. This observation signifies that sensory data packet transmissions are less affected
by the proposed method C2DBI compared to that in DRA. From the obtained results, we
can claim that the C2DBI scheme could be more suitable for networks where energy con-
sumption is an important constraint along with network formation time. Please note that
every node keeps its radio active in shared cell and also performs CCA before transmitting
control packets. Hence, shared cell busy ratio can be calculated by each individual node
without any signaling overhead in the network. Hence, no addition communication over-
head there in the proposed scheme. Furthermore, we used a simple equation to vary the EB
generation interval based on the shared cell congestion status. So, it does not incur much
computational cost also. Therefore, in multi-user scenario, each node computes the ratio

independently and varies its own EB generation interval accordingly. The transmission of
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generated EB packet in shared cell is performed following the default contention mechanism
as mentioned in the 6 TiISCH-MC, and so C2DBI does not modify the contention procedure
and thus the channel resource allocation process.

Apart from the problem of fixed beacon generation interval, our probabilistic analysis
reveals that the performance of 6TiSCH-MC standard degrades the formation of 6TiSCH
network because of the following reasons: (i) 6TiSCH-MC considered that beacon frame has
the highest priority over all other control packets, (ii) 6TiSCH-MC provides minimal routing
information during network formation, and (iii) sometimes, joined node can not transmit
control packets due to high congestion in shared cell using 6TiSCH-MC. In Chapter 4, we

briefly discuss these three problems and proposed solutions to address them.

PeNPJEH- Mot
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“Intelligence plus character — that is the goal of true education.”

~Martin Luther King Jr. (1929-1968)

Opportunistic Control Packet Transmission

This chapter proposes two schemes: opportunistic priority alternation and rate control
(OPR) and opportunistic channel access (OCA) for efficient transmission of control packets
in 6TiSCH network in order to reduce its formation time and enhance network lifetime. The
first scheme changes the priority of control packets and enables sufficient transmission of
DIO packet during network bootstrapping, whereas, the second scheme provides mechanism
to access the shared cell quickly by the nodes which have urgent packet to transmit. The
proposed schemes are evaluated using theoretical analysis, simulation, and testbed experi-

ments.
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4.1 Introduction

In the previous chapter (i.e., Chapter 3), we have shown that due to limited bandwidth
allocation by 6TiSCH-MC standard, the formation of 6 TiSCH network degrades when more
pledges join the network. Apart from this, we observe few more problems in the allocation
by 6TiSCH-MC standard as follows. According to 6TiSCH-MC, the network advertisement
frame, i.e., Enhanced Beacon (EB), has the highest priority among all the control packets.
Because of this fixed priority and scarcity of bandwidth, the other control packets starve
to get transmitted by a joined node. Again, the requirement of routing information for a
newly joining node is unseen to the already joined nodes. Hence, the joined nodes do not
transmit routing information packets immediately when it is required for pledge. So, in worst
case, the pledges suffer from long waiting times to get routing information i.e., DIO packet
after getting valid EB frame. Furthermore, uncertainty in accessing the shared cells also
contributes to longer network formation time in dense 6 TiSCH network, which is co-located
with other networks using the same frequency band. It is observed that none of the existing
works on 6TiSCH network address the above mentioned problems. As mentioned before the
state-of-the-art approaches (e.g. [47-57]) focused on either the number of transmissions or
scheduling of EB frames during network formation. However, both the EB frame and DIO
packet are necessary for multi-hop 6TiSCH network formation. Although Vallati et al. [45]
and Vucinic et.al. [46] considered the transmission of both EB frame and DIO packet during
network formation, their solutions have not considered the above mentioned three problems
in 6TiSCH-MC, and these problems will persist even after applying their solutions.

To deal with EB’s highest priority, incoherency between network information require-
ment and different control packet transmission rate, and uncertainty in accessing shared cell
(or shared transmission channel), we propose two schemes. The first one is an intra-node
scheme, namely, opportunistic priority alternation and rate control (OPR), which dynam-
ically adjusts the priority of different control packets based on their requirement in the
network. It also opportunistically increases the rate of transmission of DIO packet during

network formation. The other scheme, namely, opportunistic channel access (OCA), pro-
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vides a global solution to the nodes having urgent packets to transmit by allowing them
to access shared transmission channels opportunistically. This is basically an inter-node
scheme. The proposed schemes together reduce the overall network formation time.

We summarize the major contributions of this chapter as follows:

e Analytically, we show the demerits of EB’s highest priority, absence of routing infor-
mation, and uncertainty of shared channel access during bootstrapping in 6TiSCH

network.

e An opportunistic priority alternation and rate adjustment (OPR) scheme is proposed

to deal with the demerits of EB’s highest priority and absence of routing information.

e An opportunistic channel access (OCA) scheme is proposed to transmit urgent packets

with minimum delay.
e Theoretical analysis of the proposed schemes are provided using Markov Chain models.

e Comparison based performance evaluation of the proposed solutions are performed

using Cooja simulator and FIT IoT-LAB testbed.

The rest of the chapter is organized as follows. In Section 4.2, we describe the shortcom-
ings of 6TiISCH-MC based 6TiSCH network formation procedure along with the validation
of the problem statements using theoretical analysis. Section 4.3 describes the proposed
methodologies, and Section 4.4 provides analytical analysis of the proposed schemes. By
presenting the performance evaluation of the proposed schemes and comparing their results
with existing benchmark schemes in Section 4.5 and Section 4.6, we summarized this chapter

in Section 4.7.

4.2 Problem Statement and Validation

We observe few shortcomings in the 6TiSCH-MC standard, which motivate us to propose

a better scheme for the faster formation of 6TiSCH network. In this section, we describe
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the our observations one by one, followed by their validations using numerical analysis as

follows:

4.2.1 Starvation due to EB priority

Any node having packets to transmit, at first, participates in channel contention to get
access in shared cells. The node performs random backoff once it encounters busy channel.
The problem occurs when an EB frame is generated during the node’s backoff period. Due
to the EB’s highest priority over all other control packets, that node transmits its newly
generated EB frame, although other control packets are waiting in its transmission buffer
for a long time. In a dense network, winning a contention by a node is very low. Hence,
the node has higher chance to go to backoff. As a result, other control packets like DIO,
DIS, keep-alive, etc., suffer from starvation because of EB’s highest priority. When a pledge
waits for a DIO packet to complete its joining process, the pledge needs to wait for longer
time duration due to above mentioned problem. Hence, the total joining time of the pledge
increases, which in turn affects the overall network formation time. Figure 4.1 pictorially
describes the packet level starvation problem that happens within a node. The figure shows
that a DIO packet is replaced by a newly generated EB frame during the backoff time of an

already joined node.

EB interval &—»H 5.
bio-interval Ble——le———— >l

Shared slot
Interval D<—’D<—>D<—’D<—’D
|
Tx H Backoff period
Buffer r r<— e
Transmitted
Priority problem

packet
Figure 4.1: Starving DIO packet due to EB’s highest priority
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4.2.2 Negative Effect of Trickle Algorithm

In 6TiSCH network, the rate of transmitting DIO packet is decided by the Trickle Algorithm
(TA) [76] in network layer. The main use of TA is to save energy consumption by transmit-
ting minimum routing information packets. Initially, DIO transmission interval starts with
a minimum duration of I7%". Until the interval reaches its maximum value of I79%, the
interval duration becomes double at the end of each interval. If any inconsistency occurs,
such as the parent node changing its rank, then the node resets its Trickle interval to I’/
Other than that, the interval is not changed. Hence, the interval of DIO in TA is unaffected
by a pledge’s JRQ frame. Even though a node transmit DIS request for DIO packet, in the
worst case (i.e., highly congested network), a pledge needs to wait for at least I7}%* time to
get a DIO packet from its parent. Moreover, after generating a DIO packet, a joined node
may encounter packet level starvation as explained in Section 4.2.1. This scenario leads to
higher joining time to a pledge, which is waiting for a DIO packet from its parent node.

Figure 4.2 describes the effect of the Trickle Algorithm. Here, a pledge needs to wait for

the completion of the maximum Trickle interval of its parent to receive a DIO packet.

ZImzn 161771171

DIO-Interval

T it DI]I]EIEIEI ------- DDDDDDDDD

Shared Slot
interval
=
(]
Waiting for DIO
Pledge
generation

Figure 4.2: Negative effect of Trickle Algorithm

The works such as [73,83-85] have been published to improve the performance of RPL.
For this, the authors tried to transmit the DIO packet immediately for faster formation
of DODAG. These works mainly tune various parameters such as node wise varied Trickle

listen-only time and redundancy constant and perform encapsulation of DIO packet into the
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EB frame. However, all these works did not consider the quick generation of a DIO packet
when it required during network formation. These works follow the same DIO generation
interval set by the TA. Hence, following these approaches, a pledge might need to wait for
maximum Trickle interval time (I7}%%) to get a DIO packet. The problem of long waiting

for DIO packet during its requirement persists in these existing works.

4.2.3 Delayed Channel Access for Control Frames

We observe that the packet level starvation and negative effect of TA problem occur inside
a node, and thus they can be solved locally within a node. On the other hand, the 6TiSCH-
MC uses random channel access protocol (i.e., CSMA/CA) to transmit control packets in
shared cells. Although random channel access provides fairness to all the contending nodes
in the long run or steady-state conditions, it does not guarantee that a node can access the
channel within a minimum time period. Again, with the increasing number of joined nodes,
uncertainty in accessing shared channel also increases. In a dense network, a joined node
may need to wait for several shared cells to transmit its control packet, which is already
present in its buffer. Furthermore, nodes perform random backoff once they encounter busy
channel. When the congestion increases, the possibility of getting into the backoff stage
also increases. This results in a delay in the transmission of control packets, and sometimes,
packets are discarded after the maximum number of re-tries. Because of this reason, a
pledge has to wait for long time to get the required control packets. This increases joining
time for pledges, which increases the overall network formation time. None of the existing
works considered this problem during network formation. As this problem occurs within a
network, therefore, an inter-node solution helps in reducing the overall network formation

time of the 6TiSCH network.

4.2.4 Analytical Validation

For validation of our problem statements, we use the analytical model designed for the

analysis of 6TiSCH-MC standard in our previous chapter i.e., Chapter 3 (Section 3.2) to
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validate our problem statements one by one. However, for completeness of this chapter, we
include the brief summary of the model here also.

During network formation, each pledge proceeds through four states. Figure 4.3 shows
the different states of the Markov model, including an absorbing state. The absorbing state

indicates that the pledge has joined with the existing network successfully.

Figure 4.3: Markov Chain model of node joining process

Using the Markov model, the average number of slotframes (ASF) requires to reach the

final absorbing state can be computed as follows,

1 1 1
ASF = + +

Py Pjoin  Pprog

S S IS SR S T @)
Pgp, Pirss  Prros Pprog .

Now, to get the actual value of ASF, we need to calculate the values of Prp., Ppros, Pirss,

and Pjrgy. Let Pey, Puioy Pjrq, Pjrs are the transmission probabilities of EB, DIO, JRQ and
JRS frames/packets in a slotframe respectively. P, is the packet loss probability and N,
is the total number of channels used in the network. The probability of receiving an EB
frame successfully in a shared cell by a pledge is computed as,
fo‘” nP.y(1 — Pup)" 11 — Pyip)"*
(1= Pyra)" (1 = Pirg) ™" (1 = Pioss) P(N = 1)

Py, = - (4.2)

Considering that EB frame has higher priority over DIO packet, the probability of trans-

mitting a DIO packet successfully in a shared cell is computed as,

S Pyio(1 = Paig)" (1 — Py

n

P10 = 1 = Py (1= P (1 = Pl PN = ) )
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Likewise, the probability of transmitting a JRQ frame and receive a JRS frames successfully

in a shared cell is also computed as,

ZM#«M - n)Pjrq(l - Pjrq)MinA(l — Pop)"

Prras =" (12 Pyp)(1 = Py (1 = Pow) P(N = 1) (44)
M—n n—1 n
P :Zn nPjT5<1 - Pjrs) (1 - Pﬁb) (4 5)
IS5 =7(1 = Pygo)(1 = Piyg) (1 = Piogs) P(N = n) '

Now, to compute Equations (4.2), (4.3), (4.4), and (4.5) we should know the transmission
probabilities of EB and DIO in a shared cell. The probability P, can be calculated as,

L
Py,=— 4.
g Ieb ( 6)

where L is the slotframe length and I, is the beacon interval. Note that the value of I, is
always greater than L. Otherwise, EB frame will always replace the other control packets
in the transmission buffer because of its highest priority [45]. We compute the probability
Py, following the procedure described in [45] as follows,
2Np (] — PT)NDmin(W, 1)+
Yty Br2i(L — Pr)imin( g, 1)

P o — 1 — Pe 2 .
o = (1 = Fa) o= 2No (1 — P,)No + Y N2~ p2i(1 — P)i

(4.7)

AJT = PJT + ASF x L (4.8)

where PJT is the average joining time of the parent node of a pledge in multi-hop net-
work. Now, to validate packet level starvation, we compare the results of network formation
method considering EB frame has the highest priority in one case (say, Case 1), and in the
other case (say, Case 2), we consider all the control packets have equal probabilities. The
probability of transmitting a DIO packet does not depend on the existence of an EB frame
in node’s buffer for Case 2. So, the probability of transmitting a DIO packet in a shared
cell in Case 2 can be derived from Equation (4.7) as follows,

2V0 (1 = P Nemin(gwgme, 1) + 0% P21 = Po)'min (g, 1)

Pdio: N N Np—1 .
P+ 2No(1 — P )Ne + 5770 P2i(1 — )i

(4.9)
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Figure 4.4: Comparison on node joining time and the success probabilities of different control
packets. (Case 1: EB has highest probability, Case 2: EB has equal probability with others)

Now, let us consider a network with the following given values: Ng = 16, Pj,ss = 0.2,
Iy, = 4% L, T; = 10 ms, I = 8 ms, L = 101 timeslots, Np = 16 and P, = 0.2. We
plot a graph in Figure 4.4 considering both Case 1 and Case 2. The graph shows that the
overall joining time of the network is less in Case 2. The reason is shown in Figure 4.4b.
It shows how the probability of successfully transmitting a DIO packet in a shared cell
increases when EB has equal priority with other control packets. The increase in success
probability of DIO packet decreases the average network joining time of the pledges in the
network. On the other hand, considering EB frame has the highest priority (Case 1), less
successful transmission probability of DIO packet can be seen as EB frame suppresses the
transmission of DIO packet because of its highest priority. This results in increasing joining
time of the nodes.

To validate the problem exist in TA, we use fixed DIO-interval, i.e., Py, = .03 instead
of using TA based interval, and plot the results in Figure 4.5 along with TA based DIO-
interval. In the figure, results using TA based DIO-interval and fixed DIO-interval is shown
as Case 3 and Case 4, respectively. The figure shows that there is significant improvement in
node joining time when we do not allow TA to update the DIO packet transmission interval.
Figure 4.5b shows that the probability of successfully transmitted DIO control packet in a
shared cell can be improved without using TA. TA decreases the number of transmitted DIO
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Figure 4.5: Comparison on node joining time and the success probabilities of different control
packets. (Case 3: Trickle Algorithm based DIO-interval, Case 4: fized DIO-interval)

packets in a stable network by increasing DIO generation interval to save energy. However,
the decreasing number of transmitted DIO packets harm the reception probability of DIO
packet in a shared cell. Hence, pledges have to wait for longer time for DIO packets, which
in turn increases the overall network joining time. Figure 4.5 shows how TA impacts on the
network joining time (Case 3). Note that a stable network means there are no changes in
the network topology at the current state.

To validate the third problem statement, we plot the node joining time with respect
to the increasing number of joined nodes in Figure 4.6. This figure shows the impact of
increasing uncertainty of shared channel access due to the increasing number of nodes on
network joining time, considering TA based DIO packet generation. Initially, when the
number of nodes is small (e.g., 2-4 nodes), the pledges need to wait for more amount time
because of infrequent transmission of control packets in the network. Therefore, adding a
few more nodes (e.g., 6-8 nodes) helps the pledges join the network in less time because of
more number of transmission of control packets by more nodes without congesting the shared
channel. However, further increment of nodes (e.g., 9-20 nodes) increases the congestion in
the shared channel, which in turn increases the uncertainty in accessing the shared channel.
This reduces channel access probability, which increases the joining time of the pledges as
pledges need to wait more time for control packets. Further, Figure 4.6 shows that the

successful transmission probability for both the EB frame and DIO packet in a slotframe
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Figure 4.6: Impact of number of joined node on average network formation time and success
probabilities of control packets

decreases with the increasing number of nodes.

4.3 Opportunistic Transmission of Control Packet (OTCP)

In brief, none of the existing works considered the above mentioned three problems in the
context of 6TiSCH network formation. Therefore, in this chapter, we try to overcome
all these shortcomings with the aim of faster formation of 6TiSCH network. In 6TiSCH
network, the EB frame is used to broadcast network existence information. Furthermore,
EB frame helps in maintaining synchronization in a network. For these reasons, the highest
priority is given to EB frame among all the control packets used in 6TiSCH network. There-
fore, it would not be suitable for a 6TiSCH network to consider all types of control packets
with equal priority. Again, Trickle Algorithm (TA) based DIO-interval is used to save node
energy in RPL based LLN. TA suppresses the unnecessary transmission of frequent DIO
packet to save energy. Hence, we cannot use fixed rate DIO interval in an LLN because of its
energy constraint. Therefore, to deal with the above mentioned first two problems, we need
to dynamically assign priority to control packets based on their network requirement and
maintain the rate of transmitting routing information based on the pledge’s requirement.
Again, to deal with the uncertainty in accessing the transmission channel, there should be
some mechanism by which the node with an important packet(s) in its transmission buffer

can access the shared channel before the nodes that do not have important control packets
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to transmit immediately.

We propose two schemes to solve all the above three problems. The first one, the
opportunistic priority alternation and rate control (OPR) scheme, solves the problem of
packet level starvation and negative effect of TA. The second one, the opportunistic channel
access (OCA) scheme is used to provide quick channel access to the nodes with urgent
packets. Both the schemes together we called opportunistic transmission of control packet

(OTCP). The proposed schemes are described one by one in the below subsections.

4.3.1 Opportunistic Priority Alternation and Rate Control

The OPR scheme changes the priorities of control packets depending upon network require-
ments and also opportunistically increases the rate of transmission of DIO packet when it
is required. The main purpose of EB frame is to broadcast network availability information
and maintain global synchronization within a network. Therefore, in stable networks, we
always consider EB must have the highest priority. However, in few cases (e.g., when joined
node receives JRQ frame), transmission of DIO packet is more critical than EB frame. In
such cases, the proposed scheme gives the highest priority to DIO packet for reducing over-
all network formation time. Again, the TA-based DIO-interval affects the performance of a
node in terms of energy consumption. So, the existing TA is slightly modified such that it
resets its interval when a joined node receives JRQ frame from a pledge. It enables quick
generation of DIO packet during network joining process instead of waiting for DIS request.

Algorithm 2 describes the OPR scheme.

4.3.2 Opportunistic Channel Access Scheme

The OCA scheme provides a solution to any node having an urgent packet in its transmission
buffer. The DIO packet generated by a joined node after receiving a JRQ frame or DIS packet
from its child node is considered as an urgent packet. It is because the child node(s) require
DIO packet immediately to complete their joining process in less time. The node which

contains such an urgent (DIO) packet is considered as an urgent node. As all the nodes
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Algorithm 2 Opportunistic Priority Alternation and Rate Control
1: if the current Linkyy,. is Shared then

2: if got the channel access to transmit then > Tx mode

3: Transmit highest priority control packet (EB/DIO) from the buffer

4: Set highest priority to EB (default value)

5: Set lagOCA to FALSE > for Algorithm 3

6: end if

7 if received a packet then > Rx mode

8: if received packet is JRQ frame then

9: transmit Join Response (JRS) frame

10: Set highest priority to DIO

11: if no DIO packet is available in transmission buffer then

12: Reset the Trickle interval for generation of DIO

13: Set lagOCA to TRUE > for Algorithm 3

14: end if

15: end if

16: if received packet is DODAG Information Solicitation (DIS) request for DIO
then

17: Set highest priority to DIO

18: Set lagOCA to TRUE > for Algorithm 3

19: end if

20: end if

21: end if

present in a network try to access the shared channel simultaneously, there is a requirement
for an inter-node solution for opportunistic channel access associated with random channel
access. A node does not know whether the neighbor nodes have urgent packets to transmit or
not. Therefore, we need to modify the default channel access mechanism (i.e., CSMA/CA)
for providing opportunistic access to nodes. In this modified scheme, we propose that the
nodes, which have an urgent packet to transmit, use fixed Contention Window (CW) even if
they sense busy channel during Clear Channel Assessment (CCA). In other words, the CW
size does not increase after an unsuccessful attempt in case of urgent packet transmission.
On the other hand, the normal nodes, which do not have any urgent packet to transmit, use
variable CW when they encounter busy channel. In other words, normal nodes calculate
their CW size using the default backoff algorithm. We noted that in 6TiSCH network,
backoff is calculated in terms of number of shared cell. Algorithm 3 describes the procedure

of opportunistic channel access.
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Algorithm 3 Opportunistic Channel Access

1: Initialization: NB (number of backoff stages) =0; BE (backoff exponent) =macMinBE;
w (random backoff counter) =0

2: if the current Linkyy,. is Shared AND w is not 0 then

3: w is decremented by 1

4: else if the current Link,y,. is Shared AND w is 0 then

5: Node perform Clear Channel Assesment (CCA)

6: if channel is free then

7 Transmit the frame;

8: BE=macMinBE;

9: NB=0;

10: Exit

11: else if (NB+1) greater than macMazFrameRetries then

12: Drop the frame and Exit

13: else if flagOCA is FALSE then > i.e., packet is not urgent and flagOCA is
obtained from Algorithm 2

14: BE=min(BE+1, macMazBE)

15: end if

16: Increment of NB by unity;

17: Select a random backoff counter w € [0, 28F-1]

18: end if

19: Goto step 2

4.4 Theoretical Analysis of OPR and OCR

In this section, we perform theoretical analysis of the proposed schemes. As OPR solves
the intra-node problem and OCA solves the inter-node problem within a network, therefore,
separate theoretical modelings of both the schemes are performed and shown in the below

subsections.

4.4.1 Opportunistic Priority Alternation and Rate Control

OPR assigns higher priority to a DIO packet than an EB frame when there is a need for
DIO in the network. However, in a stable network, EB frame always has the highest priority
over all other control packets. Therefore, the probability of transmitting an EB frame in
a shared cell by our proposed OPR scheme i.e., P,y also depends on the requirement and

availability of DIO packet in the network. Hence, P,y can be calculated as follows,

Pan = (1 — Piros)Pey + Prrgs (1 — Paioc) Pes (4.10)
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where the term (1 — Pjprg,)P.» denotes that JRQ frame is not received, which indicates
no urgent requirement of DIO packet. So, P,y depends on the probability of generation
of EB frame in a slotframe i.e., P.,. Furthermore, Pjrg, (1 — Puioc)Pey denotes that JRQ
frame is received (i.e., urgent requirement of DIO packet) but DIO packet is not available in
node’s buffer. Here, P, denotes the probability of generating a DIO packet in a slotframe
and it is calculated using the Equation (4.15). Hence, EB transmitting probability depends
on the generation of an EB frame in a slotframe. Note that the value of P.,y always will
be in between [0,1]. This is because, the values of P,y depend on the values of Pjrq,,
Py and P,,. The values of these variables always remain in between [0, 1] as these are the
transmitting probabilities of different control packets in a shared cell.

Again, the generation of DIO packet is controlled by our modified TA. Hence, the new
probability of transmitting a DIO packet in a shared cell (i.e., Py,n) depends on the recep-
tion of JRQ frame from a pledge and the network status. We follow the similar Semi-Markov
Process (SMP) approach mentioned in [45] to calculate the value of Py,n. The main dif-
ference between the approach in [45] and our approach is that the consideration of the

non-deterministic JRQ frame along with the network status. The modified TA of a joined

node resets its current interval to minimum value 7" during network inconsistency as well

as upon receiving a JRQ frame. Figure 4.7 shows the states of Markov process based on

modified Trickle algorithm. In the figure, the probability P, denotes the inconsistency in

P.(1 = Pros) + Pros(1 = B) + Pros Py

(l_Pr) (1_P]RQS) (1_Pr) (1_P/RQS) (1_Pr) (1_P]RQS)

Figure 4.7: State transition diagram of DIO generation interval in modified Trickle Algorithm

networks. Pjrg, denotes the probability of successfully receiving a JRQ frame in a slot-
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frame. Therefore, when neither any network inconsistency nor any JRQ) frame is received,
Trickle state moves from its I; state to I, state. When Trickle state reaches its final state
I79® it remains in the same state until there is an event to reset it. In brief, the modified

Trickle algorithm resets its DIO-interval to minimum in three conditions:

e When there is inconsistency in the network but does not receive any JRQ frame, i.e.,

PT(l - PJRQS)

e When there is no inconsistency in the network but receives JRQ frame, ie., (1 —

PT)PJRQS
e When there is inconsistency in the network and also receives JRQ frame, i.e., P, Psro,

Therefore, the TA resetting probability can be written as, P.(1—Pjrgs)+(1—P) Prrgs+
P,Piros = Pr+ Pjros — PrPrrog- Considering all these conditions, the probability matrix

of the Markov process can be written as follows,

z y 0 0

z 0 gy 0
M =

z 0 O Y

where ©* = P, + Pjros — PrPjrog and y = (1 — P.)(1 — Pjpg,). Now, having the sojourn
time as T; in state i, the stationary distribution of the state in the embedded Markov Chain

can be computed as follows,
i

N
Zj:o i

where © = Pp. Now, applying this in our Markov process, we get,

T =

T
Ty = 4.11
T ar 2NpyNp Zévj’l_l 29y (4.1
2y e [1,Np — 1] (4.12)
T, = _ — 1 y4VD T .
x + 2NoyNo Zjvfl 20y
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2NDyND
TN = 4.13
ND T + 2NDyND + Z;V:lel x2]y] ( )

Again, the average probability of generating a DIO packet in a state ¢ can be calculated as
follows,
1 ifL>1
P(Puioc | i) = (4.14)

% otherwise
1

where I; is the duration of state 7. Hence, the average probability of generating a DIO

packet in a slotframe i.e., Py, can be calculated as follows,

Np
e = ZmP(PdioG | I;)
i=0
QNDyNszn(W’l) +Z,f\;%_1 x21y1m2n<ﬁ71) (4 15)
= z + 2NoyNo 4 SN0 0iys |

Hence, probability of transmitting DIO packet in a slotframe (i.e., Py,n) can be computed

as follows,

Piion = (1 = Prros)(1 — Pop) Piioc: + Prros Piioc (4.16)

Here, the term (1 — Pypg.)(1 — Pep) Piioc denotes that a joined node does not receive JRQ
frame and there is no EB frame available in its buffer, and hence, node can transmit DIO
packet. PjrrosPiioc denotes that node transmit its available DIO packet when it receives
JRQ frame without conditioning availability of EB frame.

Now, by using the value of P,y and Py,y in Equations (4.1 - 4.8), we can calculate
the average joining time (AJT) of pledge. However, we notice that there exists a circular
dependency among the Equations (4.8), (4.10), and (4.16). Therefore, an iterative approach
is used to compute the steady state AJT of a pledge. At the beginning, only EB and DIO
packets are transmitted, therefore, the initial values of Prp, and Pjprq, are calculated using
the Equations (4.6) and (4.7) and taking the initial values of P;,, and Pj,s as 0 to break the
circular dependency. Now, assigning Pj., = Pgpg and Pj,; = Pjrg, and using Equations
(4.4), (4.6), and (4.7), we calculate new value of Pjrq.. Using this calculated Pjpg, value,

we calculate the transmission probability of EB frame P.,5 and DIO packet P,y in a
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shared cell based on our proposed method. In the next step, we calculate the AJT by using
the new values of P,y and P,y in the Equation (4.8). Simultaneously, we also obtain
the value of Pjrg, using the Equation (4.4). Using the new value of Pjrg,, again, we
calculate new values of Py and Py,n. Again, this newly calculated P,y and Py,y are
used to calculate the AJT and Pjrg,. The processes is repeated until a steady average
joining time is obtained. The final obtained results are plotted in Figure 4.8. Note that in
this calculation process, the values of other network parameters like I, P,, etc., are taken
same as mentioned in Section 4.2.4. The Figure 4.8a shows the improvement in average
joining time of a pledge of the proposed scheme over 6TiSCH-MC. And the Figure 4.8b
shows the reason for this improvement. In the proposed scheme, the negative effect of EB’s
highest priority and Trickle algorithm are eliminated, and thus, there are improvements in
success probabilities of different control packets. As a result of this, average joining time of

a network is reduced.
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Figure 4.8: Comparison on node joining time and the success probabilities of different control

packets

4.4.2 Opportunistic Channel Access

OCA provides higher chance to access the shared transmission channel to the nodes who
have urgent packets to transmit by allowing them to use fixed CW even if they sense busy
channel during CCA. The size of the fixed CW is smaller than the CW of other normal

nodes that have experienced busy channel. For analyzing OCA scheme, we consider two
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classes of nodes. One is the urgent priority class, which includes the nodes with an urgent
packet to transmit. The other priority class contains the normal nodes which do not have
urgent packet to transmit. Xiao et.al. [86] and Khatua et.al. [82] analyzed the random access
MAC protocol with different priority classes of nodes. According to [86], the transmission
probability 7; of a node of priority class 7 in a generic slot can be computed as follows,
1—pmtt 1

L=B s 1+ e S Bk | P

(4.17)

T —

where m is the maximum retries, P; denotes the probability of a node from priority class 4
senses busy channel, W; ; denotes the CW size of a node of priority class 7 in its ' backoff
stage. From the Equation (4.17), we can derive the transmission probabilities 7, and 7,, of

an urgent node and a normal node, respectively, as follows,

B 1 — Pum-i-l i 118
(e ey L Wi Wy k] (4.18)
ijo + 1-P, k=1 W, j u
Tn — ’
I = Pn m Wi, j=1 Wy ;j—k j
Zj:o [1 + ﬁ k:1] TJ,]} Pnj

Note that in Equation (4.18) the value of W, ; remains same as we use fixed CW, whereas,
in Equation (4.19), W, ; varies as W, j+1 = oWV, ;, where a is a CW incremental factor.
The value of P, and P,, i.e., collision probabilities of an urgent node and a normal node,

can be computed as follows,

Po=1-(1-r)""'0=5)™M (4.20)

Po=1—(1—7)"""1—7,)" (4.21)

where N, and N,, are the number of urgent nodes and normal nodes, respectively. Again,
the Equations (4.18), (4.19), (4.20), and (4.21) have circular dependency among themselves.
Therefore, once again an iterative approach is used to solve this dependency as mentioned in

the previous section. For this purpose, the initial values of 7, and 7,, are assumed randomly
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as 0.5. The other initialization parameters W,y = 4, m = 5 are taken same for both the
classes of nodes. For normal node, we take o = 2. In the first step, we calculate the P, and
P, using 7, and 7,,. This calculated P, and P, values are used to calculate new values of
T. and 7,. Again, this new values of 7, and 7, is used to further calculate the new values
of P, and P,. We continue this process, until we reach to a steady state, i.e., there is no
significant change in the values of 7, and 7,.

Let P! .. and P .. denote the probabilities that a successful transmission occurs in a

slot from the class of urgent node and normal node, respectively. The value of P . and

n
P! .. can be computed as,

Pt = Nuru(1 = 7)™ (1 — 7)™ (4.22)

succ

P = Notn(1 — 7)1 (1 — 7)™ (4.23)

succ

The ratio % denotes the opportunistic channel access by the class of urgent nodes over

succ

normal nodes. The Propositions 4.4.1 and 4.4.2 prove that % > 1. This, in turn, confirms
that the proposed scheme provides opportunistic channel access to urgent packet containing
nodes. Figure 4.9a shows that an urgent node obtains higher transmission probability
because of non-increasing small CW. And Figure 4.9b shows the opportunistic successful
transmission probabilities of the urgent node class against the whole normal node class. In
both the plots, the result obtained by the nodes belonging to normal class gets degraded
with the increasing number of nodes. It is because when the number of nodes increases in the
network, congestion also increases and it forces the nodes to increase their contention window
length. It results in less transmission probability and probability of success. So, the lines are
going downward in both the plots with the increasing number of nodes in the network. On
the other hand, when we consider the nodes belonging to urgent class, these nodes do not
increase their contention window even when they find the shared channel busy. Therefore,
before achieving maximum throughput, the lines are slightly going upward until maximum
throughput is reached by the network. However, after reaching the maximum throughput,
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due to increasing number of nodes in the network, the nodes start contending heavily in
a shared channel and it results in both less transmission probability and probability of
success. Hence, the lines are going downward after reaching an apparent peak which results

in concave nature of the plot.
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Figure 4.9: (a) Transmission probabilities of an urgent node and a normal node, and (b) successful
transmission probabilities of whole urgent node class and normal node class

Proposition 4.4.1. After first backoff stage, OCA scheme provides 7, > T, always.

Wi~k
=l — we get,

Proof. From the Equation (4.17), by expanding the term Zl‘:‘ilrl i~
57

Wismd  Wag =2, Wi = (Wag 2 1)
Wi Wi Wij
Wiy =1
=S (4.24)

Hence, the value of 7 is reciprocal to CW size. At the first stage, the values of W, ; and
W1 are same in Equations (4.18) and (4.19). Hence, we get same values for 7, and 7,,, which,
in turn gives same values for P, and P,. But in the later backoff stages say, stage 2, i = 2,
Wypo > Wy o, 7, = 7, and P, = P, and all these values results in 7, > 7, and P, < P,. This

: Wi —1 Wi~k
is because the term Y27 |1+ =5 >t

B Dkl i ]Pﬂ in Equation (4.17) increases with

larger values of CW. And the larger value of the term 7" [1 + 1—;131- Z‘Z,lrl WWZk pJ

reduces the value of 7; and increases F;. In the later backoff stages also 7, > 7, for W,,; >

W O
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Proposition 4.4.2. After first backoff stage, OCA scheme provides P,..> P, . always.
Proof. 1f we calculate the ration %:ZZZ we get,
P  Nutu(l— Tu)Nu_l(l — Tn)N"
Pl Nom(1—7)M 71— 7)™
_ %:Z; (4.25)

We already show that if W, ; > W, ;, then it results 7, > 7,,. From the Equation (4.25), it

is clear that % > 1 when 7, > 7,,. So, P* > P O

succ succ
succ

4.5 Simulation based Evaluation of OTCP

4.5.1 Simulation Settings

The performance of the proposed schemes is investigated by using the Cooja simulator
on Contiki-NG OS. The used parameters and their corresponding values are mentioned in
Table 4.1. In our evaluation, the nodes are deployed in a fixed square size grid area where
JRC i.e., RPL root is always placed at the top left corner of the grid. An increment in the
number of nodes in a fixed area increases node density. As a result, congestion in the network
also changes with varying numbers of nodes. The JRC initializes network formation by
broadcasting network advertisement information carrying EB frame and routing information
carrying DIO packet. The realistic Multipath Ray-Tracer Medium (MRM) channel model
is used in simulations. This model provides various propagation effects such as multi-path,
refraction, and diffraction in the physical channel. Along with the EB frame and various
RPL control packets, few other control packets such as JRQ, JRS and keep-alive are also

considered during our evaluation.

4.5.2 Benchmark Schemes and Performance Metrics

We compare our proposed scheme, i.e., opportunistic transmission of control packets (OTCP)

with the existing benchmark schemes 6TiSCH-MC [40] and BS [46]. Note that the OTCP is
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Table 4.1: Simulation parameters

Parameter Value

Operating System Contiki-NG

Mote type Cooja Mote

Network size 16, 25, 36, 49 nodes
Timeslot length (L) 10 ms

Slotframe length (SF) 33, 101 timeslots
Number of channels 16

Propagation model MRM

EB interval 4s

RPL version RPL Lite

RPL DIO-interval Trickle Algorithm based
DIO interval (min-max) 210 _ 918 912 _ 920 913 _ 921 9ld _ 922 g

RPL Objective Function MRHOF - ETX
RPL Redundancy constant 10

Keep-alive interval 30 s

Simulation duration 2 hrs

nothing but executing both the OPR and OCA schemes together. We also show how OPR
and OCA schemes work individually and compare them with the benchmark schemes.
Mainly, three performance metrics such as T'SCH joining time, 6 Ti.SCH joining time, and
average energy consumption are considered in evaluation. The TSCH joining time denotes
the maximum time required to receive at least one EB frame (i.e., TSCH synchronization
time) by a pledge among all the pledges in the network. In other words, the maximum time
required by the last pledge to reach to TSCH sync state of the Markov chain as shown in
Figure 4.3. The 6TiSCH joining time denotes the maximum time required to receive at least
one EB frame followed by exchanging of JR(Q) and JRS frames and receiving a valid DIO
packet by a pledge among all the pledges present in the network. Similar to TSCH joining
time, the 6TiSCH joining time is the maximum time required by the last pledge to reach to
RPL node state of the Markov chain as shown in Figure 4.3. The energy consumption metric
shows the average energy consumption by the last pledge admitted in the network. The
procedure of energy consumption computation is described below. The energy consumption
by a node is the summation of energy consumption during communication (Egomm,) and

energy consumption during CPU active state (Ecpy).
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Energy consumption of a node in communication (E¢comm,) computed as,

Tx x 18.8 mA + Rx x 17.4 mA
Ecomm = (RTIMERSECOND) x 3Volts (4.26)

where Tx and Rx are the total number of ticks the radio has been transmitting and receiving
mode, respectively, during network formation. The available Energest module obtains these
values in Contiki-NG. The RTIMER_SECOND denotes the number of ticks per second,
and its value is 32768. We consider the CC2420 wireless chip, which provides IEEE 802.15.4
connectivity for estimating energy consumption. CC2420 operates in low voltage of 2.1- 3.6
V, and it consumes 18.8 mA, 17.4 mA, and 1.8 mA during transmission (Tx), reception (Rx),
and CPU active state, respectively. Similarly, the energy consumption of a node during CPU

active period (Ecpy) is computed as,

TC’PU x 1.8 mA

RTIMER SECOND) 2V °ls (4.27)

Ecpy = (

where Topy is the number of ticks the CPU has been in active mode during network for-

mation.

4.5.3 Simulation Results

Simulation results are shown in Figure 4.10 — 4.15. The Figure 4.10 — 4.12 show the results
using different network sizes and Figure 4.13 — 4.15 show the results using different sets of
DIO intervals. The evaluation is done using two different slotframe lengths (SF), such as
33 and 101 timeslots. The frequency of the occurrence of shared cells using SF = 33 is
more than SF = 101 within a fixed time interval. Hence, nodes can transmit their control
packets more frequently using SF' = 33. Figure 4.10a and 4.10b show the TSCH joining
time and Figure 4.11a and 4.11b show the 6TiSCH joining time, respectively, in varied
size of grid topologies. From the result, we can see that the OTCP outperforms all the
benchmark schemes. Furthermore, OPR and OCA also individually show better results
than the 6TiSCH-MC and BS. This is because of priority alternation of control packets

and providing sufficient routing information packet along with opportunistic channel access
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Figure 4.10: Simulation results of TSCH joining time using different size of slotframe lengths
(SF) and grid topologies (number of nodes)
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Figure 4.11: Simulation results of 6TiSCH joining time using different size of slotframe lengths
(SF) and grid topologies (number of nodes)

to the nodes which have generated DIO packet after receiving JRQ frame or DIS request.
The proposed schemes allow the pledges to join the network in less time and transmit their
control packets as soon as possible. This, in turn, helps the multi-hop distant pledges to get
EB frame in less time. Again, using SF = 33, nodes perform better than using SF = 101.
It is because of the frequent occurrence of shared cells using SF' = 33. The joined nodes
can transmit more control packets in less time, and hence, it improves the performance of
the pledges in terms of joining time. Therefore, all the benchmark schemes and proposed
schemes show similar performance when nodes are less (e.g., 16 and 25 nodes) using SF = 33.
However, when the number of nodes increases, congestion in the shared cell also increases,

resulting in longer joining time of the pledges. Significant effect of congestion can be seen

101
TH-2796_176101102



Opportunistic Control Packet Transmission

when more nodes are present in the network (e.g., 36 and 49 nodes) and slotframe length is
101 timeslots. It is because of the severe congestion in less occurring shared cells. All the
nodes try to transmit their control packets in less number of available shared cells, which
reduces the probability of getting the required control packets by the pledges. Hence, longer
joining time can be observed due to high congestion in the shared cell. Note that the chances
of occurring all the three problems, mentioned in Section 4.2, increase with the increasing

congestion in the shared cell.
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Figure 4.12: Simulation results of energy consumption using different size of slotframe lengths
(SF) and grid topologies (number of nodes)

Similarly, the proposed scheme OTCP performs better than the benchmark schemes in
terms of energy consumption also. It is because of the less amount of channel scanning time
as the pledges join TSCH network more quickly. The pledges need to keep their radio active
before TSCH synchronization (during this period radio duty cycle of a pledge is 100%)
to receive a valid EB frame, which in turn consumes more energy. Using the proposed
scheme, the multi-hop nodes receive their EB frame in less time, which saves their energy.
Figure 4.12a and 4.12b show comparison of the average energy consumption by a node using
slotframe lengths SF' = 33 and SF' = 101. The nodes’ energy consumption is almost the
same in all the schemes when fewer nodes use more shared cells (in less slotframe length)
to transmit their control packets. It is because of the less congestion in the frequently
occurring shared cell. The pledges spend less amount of time to join both the TSCH

and 6TiSCH networks. More energy consumption can be observed when there is severe
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congestion in the shared cells, i.e. when the network size is large and slotframe length is
more. OTCP shows better performance than the benchmark schemes because it allows the
nodes to transmit their urgent packet even when the congestion in the network increases.
Furthermore, OTCP provides sufficient routing information packets in a network during its
formation and prioritizes the control packets based on their requirement. OTCP does not
always allow the joined nodes to consider EB frame as the highest priority packet. Hence,
the proposed scheme, OTCP performs significantly better than the benchmark schemes in

terms of joining time and energy consumption even in a severely congested network.
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Figure 4.13: Simulation result of TSCH joining time using different sets of DIO intervals and
slotframe (SF) lengths in a (5 X 5) grid topology

To provide sufficient routing information, the proposed scheme changes the behavior of
the TA during network formation. Therefore, we further evaluate the performance of the
proposed schemes using different sets of minimum and maximum DIO generation intervals.
The results are shown using a 5 x 5 grid topology and different slotframe lengths such as
SF = 33 and SF = 101 timeslots. The Figure 4.13a and 4.13b show the TSCH joining
time and Figure 4.14a and 4.14b show the 6 TiSCH joining time, respectively, using different
sets of DIO intervals. In the graphs, it can be seen that the network formation time is
high for very low as well as very high value of DIO interval. The frequent transmission
of DIO packet congests the shared cells, which in turn results in longer joining time. And
again, due to very less frequent transmission of DIO packet, the pledges need to wait for

longer amount of time to receive a valid DIO packet, which again results in higher network
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Figure 4.14: Simulation results of 6TiSCH joining time using different sets of DIO intervals and
slotframe (SF') lengths in a (5 X 5) grid topology

formation time. In case of BS scheme, due to less frequent transmission of both the EB
frame and DIO packet, both the TSCH and 6TiSCH joining times increase even using
SF = 33. It is because the pledges need to wait for more amount of time to get both the
control packets. However, the same BS scheme performs better than 6TiSCH-MC when
SF =101 is used. It is due to more congestion in the shared cells in 6TiISCH-MC. All the
joined nodes try to transmit their control packets in less number of shared cells. Whereas,
in BS scheme, joined nodes transmit less number of EB frames than that in 6TiSCH-MC,
and thus, less congestion in the shared cells. It can also be seen that the OPR performs
almost similar to OTCP in terms of 6TiSCH joining time and energy consumption as their
behaviors are almost the same except the opportunistic channel access in OTCP. At the
same time, OCA performs similar to BS and 6TiSCH-MC in terms of 6TiSCH joining time
and energy consumption when SF = 33 is used. It is because the OCA does not change the
behavior of the Trickle Algorithm. Therefore, the number of routing packets generated in
the network is similar to BS and 6 TiSCH-MC. The longer joining time also affects in node’s
energy consumption. Figure 4.15a and 4.15b show the average energy consumption of a
node during network formation using different DIO intervals. Due to higher joining time,
nodes consume more energy when the value of minimum DIO interval equals 1024 ms and
16384 ms. Our proposed scheme OTCP outperforms all the existing benchmark protocols,

as the pledges do not keep the radios active for more time in this scheme.
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Figure 4.15: Simulation result of energy consumption using different sets of DIO intervals and
slotframe (SF') lengths in a (5 X 5) grid topology

It is worth mentioning that the proposed scheme transmits sufficient routing information
packets by opportunistically altering the priority of control packets EB and DIO, resetting
the Trickle interval and providing channel access by adjusting the backoff exponent. How-
ever, the Trickle algorithm has a DIO suppression mechanism that suppresses the transmis-
sion of generated DIO when a sufficient number of consistent DIOs are already transmitted
by neighbors in the network. For this suppression mechanism, a redundancy constant k
is used as a threshold on the number of overheard DIOs. If a joined node receives more
than or equal number of k£ consistent DIOs from its neighbors in a Trickle interval, then the
node suppresses its own DIO to save energy. It is pertinent to mention that the proposed
scheme has added one more reason for Trickle reset. There are many other reasons for the
same such as multicast DIS request, DODAG reset time reached, reception of inconsistent
DIO, changed in DODAG version etc., as mentioned in the RPL [43]. The number of DIO
transmission increases if a node performs Trickle reset frequently. The authors in [83] have
already shown that the increasing number of DIO transmission leads to DIO suppression
of neighbors, which in turn forces the neighbors to remain silent for longer amount of time,
resulting in poor performance. However, the resetting of the Trickle interval is not a con-
tinuous event in the proposed scheme as it only occurs during network formation under the
given condition as mentioned in Algorithm 2. Combining with the other modifications as

mentioned in Algorithms 2 and 3, the proposed scheme OTCP suppresses less number of
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DIO transmission. Table 4.2 shows a comparison of the number of DIO suppression and the
number of Trickle reset observed in a network of 5 x 5 grid topology nodes. Simulation is
performed for 60 min. It can be seen from Figure 4.14b that the 6TiSCH network is formed

completely within 30 min and 20 min for 177" = 1024 ms and 4096 ms, respectively, for the
above mentioned simulation setup. Beyond this time period the network performs regular
operations such as data transmission. Therefore, we have tabulated the DIO suppression

results for the initial 30 min and next 30 min separately in the table.

Table 4.2: Results of number of DIO suppression and Trickle reset count within 60 minutes of
simulation using 5 x5 grid topology and slotframe length=101. The results are presented as follows:
<number of DIO suppression, Trickle reset count>

Simulation Scheme Igz-‘é” = 1024ms I(Té” = 4096ms
Time k=1 k=3 k=10 k=1 k=3 k=10
6TiSCH-MC <95, 916> | <14, 544> | <0, 1018> | <107, 870> | <14, 949> | <0, 907>
First 30 min BS <67, 759> | <9, 413> | <0,873> | <93, 771> | <8, 713> | <0, 857>
OTCP (this work) | <45, 488> | <7, 280> | <0, 325> | <82, 549> | <6, 515> | <0, 325>
6TiSCH-MC <84, 707> | <14, 649> | <0, 760> | <63, 855> | <21, 773> | <0, 661>
Next 30 min BS <79, 471> | <11, 612> | <0, 756> | <b8, 798> | <12, 551> | <0, 573>
OTCP (this work) | <56, 277> | <9, 514> | <0, 378> | <29, 464> | <6, 352> | <0, 378>

The results are shown by varying DIO minimum interval (") and redundancy constant
(k) as they also play role in DIO suppression [83]. The results show that the proposed scheme
suppresses less number of DIOs as well as performs less number of Trickle reset compared
to that in the benchmark schemes. Please note that if the benchmark schemes are used, the
already joined nodes reset the Trickle interval more frequently due to more multicast DIS
requests sent by other nodes. One of the reasons for transmitting multicast DIS request by
a node is that when the node does not hear anything from its parent for a long period of
time. It is already mentioned that, in the benchmark schemes, nodes need to wait for longer
amount of time on average to get DIOs from their parents, so the number of multicast DIS
transmission is more, which increases the Trickle reset count as well. Thus, it results in a
higher value of suppression count as shown in the table. On the other hand, in the proposed
scheme, the Trickle reset count is less due to less multicast DIS request. This is because of
the opportunistic transmission of DIOs by which the waiting time to get a DIO packet for

the nodes actually reduces. Furthermore, the number of DIO transmission is also less as
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the number of Trickle reset count is less. It further results in less congestion in shared cell
and also saves energy by transmitting less number of DIOs.

Finally, quick reception of DIO packet helps the pledges in finding the best route or new
route immediately. This, in turn, reduces the possibility of network inconsistency. Hence,
the proposed scheme helps in best route selection or multiple route selections during (or
after) network formation by allowing opportunistic transmission of DIO packets. Addition-
ally, the proposed schemes help the multi-hop distance pledges to join the network in less

time by quickly providing sufficient routing information to the nodes.

4.6 Testbed Evaluation of OTCP

4.6.1 Testbed Experimental Setup

The implementation of the OTCP scheme in Contiki-NG has been flashed on the M3 nodes
in FIT IoT-LAB. We use two different topologies deployed in Grenoble locations for testing
our proposed scheme in the testbed. The used topologies are shown in Figure 4.16. Total
31 M3 nodes are distributed very densely in topology 1, whereas in topology 2, same number
of nodes are distributed sparsely. Again, the maximum hop length is more in topology 2

than the topology 1. The used parameters during the testbed experiments are mentioned

in Table 4.3.

4.6.2 Benchmark Schemes and Performance Metrics

In the testbed experiments, the same benchmark schemes and performance metrics are
used, as mentioned in Section 4.5.2, to evaluate the proposed scheme. Unlike the plots of
simulation results in which total joining time of all the pledges are plotted, the experimental
results are plotted in different ways. In this section, how many pledges have become the
TSCH and 6TiSCH joined nodes within a fixed time interval such as 0-3, 6-9, 12-15 minutes
are shown in the plots. Note that a pledge is called a TSCH joined node when it receives

its first valid EB frame. On the other hand, a TSCH joined node becomes a 6TiSCH
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RPL root

AR

(a) Topology 1

RPL root

1

(b) Topology 2

Figure 4.16: Two different topologies considered for testbed experiments.

Table 4.3: Ezpermental settings

Parameter Value
Operating System Contiki-NG
Testbed Grenoble, FIT IoT-LAB
Node type M3

Network size 31

Number of channels 16

Timeslot length (L) 10 ms
Slotframe size 101 timeslots
EB interval 4s

RPL version RPL Lite

DIO interval (min-max) 212 220 mg
Keep-alive interval 30 s

RPL DIO-interval Trickle interval

RPL Redundancy constant 10
RPL Objective Function MRHOF - ETX

joined node when it receives a valid DIO packet after its secure enrollment in the network.

Similarly, the average energy consumption of the nodes are also shown in such intervals.
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4.6.3 Testbed Results and Discussion

The received results are plotted in Figure 4.17, 4.18, and 4.19 using slotframe length SF=101
timeslots, DIO minimum interval=4096 ms with 95% confidence interval. Each bar in the
Figure 4.17, 4.18 shows the number of joined nodes, and in Figure 4.19 shows average energy
consumption under various time intervals (e.g., 0-3, 0-9, 6-9, 12-15 etc.). The measuring
units of time intervals are minute. Figure 4.17a and 4.18a show the TSCH joining time

and Figure 4.17b and 4.18b show the 6TiSCH joining time for both the topologies. The
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Figure 4.17: Testbed results on different node joining time.
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Figure 4.18: Testbed results on different node joining time.

received results show that the proposed scheme OTCP outperforms the benchmark schemes
in terms of joining time and energy consumption. The reason is due to providing sufficient

routing information by alternating the priority of different control packets and resetting
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the TA during the requirements of routing information packet. Furthermore, the proposed
scheme also allows the urgent packet containing nodes to access the transmission channel
opportunistically, reducing the channel access delay during network formation. The received
results also signify that when the hop distance increases from the RPL root node, the joining
times are also increased. This is because a node needs to join the network completely, i.e.,
a node should get both EB frame and DIO packet, before transmitting its control packets.
So, the nodes located in more depth need to wait for more amount of time than the nodes
which are in less depth from the RPL root node to get a valid EB frame and DIO packet.
Hence, both the TSCH and 6TiSCH joining time of the pledges are more in topology 2
in all the (existing and proposed) schemes as it has nodes with more hop distance from

the RPL root than the topology 1. Furthermore, the 6 TiSCH-MC outperforms BS scheme
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Figure 4.19: Testbed results on different node’s average energy consumption.

in topology 2 as the nodes are distributed sparsely in topology 2. Hence, nodes need
to wait for more amount of time to receive their EB frames because less number of EB
frames are transmitted by the less numbers of neighbors. It results in less EB reception
probability, which in turn increases the overall formation time of the network using the
BS scheme. As longer joining time contributes to more energy consumption; hence, our
proposed scheme outperforms the benchmark scheme in terms of energy consumption as
shown in Figure 4.19a and 4.19b. From the testbed experimental results, it can be concluded
that the proposed scheme performs better than benchmark schemes in terms of joining time
and energy consumption.
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4.7 Summary

In this chapter, we proposed opportunistic transmission of control packets (OTCP), which
is the combination of opportunistic priority alternation and rate control (OPR) scheme
and opportunistic channel access (OCA) scheme for faster association of nodes in 6TiSCH
networks. In 6TiSCH network, by default, the EB frame is given the highest priority over
other control packets. Further, the rate of DIO transmission by joined nodes is independent
of pledge’s joining process. Therefore, at first, analytically we showed that the performance
of 6TiSCH network formation degrades because of the EB’s highest priority and insuffcient
transmission of DIO packet. To overcome these two problems, we proposed the scheme OPR.
In OPR, a joined node gives the highest priority to DIO packet over EB frame whenever it is
required. OPR also allows a joined node to reset its DIO transmission interval in TA when
it receives a JRQ frame from a pledge to transmit a DIO packet immediately. Receiving
a DIO packet in less time also helps the pledges to choose their routing parents efficiently,
which further reduces inconsistency in a network. Apart from these two problems, this
chapter deals with the channel congestion problem of CSMA /CA. Analytically we showed
that an increasing number of joined nodes delay the network formation process because of
increasing congestion in shared cell. The joined nodes or pledges may not be able to transmit
their urgent control packet within a minimum time when required, which, in turn, increases
network formation time. Therefore, we proposed an OCA scheme for such an urgent packet
containing nodes to access the shared cell immediately. Theoretical results were provided
for the validation of the proposed schemes. Again, simulation and testbed results of the
proposed schemes were compared with 6 TiSCH-MC and BS. The obtained results showed
significant improvement w.r.t network joining time of 6 TiSCH networks.

In this chapter, we found that the routing information carrying DIO packet has a sig-
nificant impact on the formation of 6TiSCH network. In the next chapter i.e. Chapter 5,
we study the impact of DIO packet generating/transmitting Trickle Algorithm (TA) on

6TiSCH network formation in more details.

Aot
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“Stay Hungry! Stay Foolish!”

~Steve Jobs (1976-2011)

Adaptive Control Packet Broadcasting

In the previous chapter, we find that the routing information carrying DIO packet has a
significant effect on the construction of RPL-DODAG, and so on 6TiSCH network forma-
tion. Therefore, in this chapter, we explore the effect of DIO packet generating/transmitting
Trickle Algorithm (TA) [76] on the formation of 6TiSCH network in more detail by designing
a Markov Chain based analytical model. Subsequently, we propose two schemes to improve
the formation of 6 TiSCH network. The first proposed scheme changes the default behavior
of TA dynamically depending on the current network condition for efficient transmission
of DIO packet. The second proposed scheme restricts the nodes to transmit their control
packets frequently, and thus, decreases the formation time of 6TiSCH network. We per-

form testbed experiments in FIT IoT-LAB to evaluate the proposed schemes together after
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implementation them on Contiki-NG.

5.1 Introduction

According to 6TiSCH-MC, a pledge should get both the network information carrying EB
frame and routing layer protocol i.e., RPL [43] information carrying DIO packet to fully
join a 6TiSCH network. The generation and transmission of DIO packet is governed by
the Trickle Algorithm (TA) [76]. TA tunes the DIO packet transmission rate depending on
the network condition to save network bandwidth and nodes’ energy. When a network is
stable, i.e., there is no inconsistency, the TA reduces the DIO generation rate by increasing
the DIO generation interval. Otherwise, when the network is not stable, the TA increases
the DIO transmission rate by reducing the DIO generation interval, so that the (new)
routing information reaches all neighbor nodes in less time. Furthermore, sometimes, TA
suppresses the transmission of generated DIO packet when sufficient number of DIO packets
containing similar information have already been transmitted by some other nodes in the
network. Many parameters are used in TA to generate and transmit DIO packets. The
complete behavior of TA and description of the used parameters along with different Trickle
steps are described in Section 5.2 of this chapter.

Note that none of the existing works studied the impact of DIO transmission rate on
6TiSCH network formation. However, many works [72], [73], [83], [85], [87] mentioned that
the default TA creates unfairness among the nodes during DIO transmission which results
in longer construction of RPL’s-DODAG. It happens due to the use of listen-only period
for the suppression mechanism of TA. In every Trickle interval, a node randomly selects
one time instant between half of the interval to the end of the interval. The node listens
for consistent DIO packets from the starting of the interval to that selected random time.
This listening time is called listen-only time. If the node receives consistent DIOs more
than a threshold called redundancy constant k, then it suppresses its own DIO, otherwise,
it transmits. Figure 5.1 shows few examples of Trickle operation considering k = 1, where
node (2), (3) always suppress their DIOs because of the improper selection of the random
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time. This results in longer DODAG construction time. This fairness issue also causes quick

energy draining for the frequently transmitting node (D).

Starting of an  Listen only period Half of an interval
interval .'/Transmit a D%ppress 2 DIO

Node 1 : ’ :

Node 2 } — | | | >

{ | |
(a) Node 1 and 2 are in different Trickle states and starting points

Nodel: el : el : ; l—|—>
| o | | il | o | |
Node 2 | ’ 1 ' I + ™

| 1 l _ 7 l 0.
Node 3 I T I " I u >

(b) All nodes are in same Trickle states but different starting points

Figure 5.1: Example of Trickle operation in different scenarios

The works [72], [73], [83], [85], [87] attempted to solve the problem in various ways, such
as by varying the listen-only period depending on previous suppression and transmission
counts of DIO packets, neighbor nodes. However, their solutions consider the previous
version of IEEE 802.15.4, where the transmission of DIO packets was not performed in
shared cell. A node needs to wait for shared cell to transmit its DIO packet and it may need
to wait for a longer time to transmit DIO packet due to the congestion in shared cell of
6 TiSCH networks. Hence, the performance obtained by the above mentioned existing works
may not be the same in 6TiSCH network as sufficient bandwidth was used in their solutions.
Furthermore, we observe that the default TA creates burst transmission of DIO packets in
some network instances, which severely congests the shared cells of 6TiSCH network. Hence,
the TA should be modified so that it can provide fair DIO packet transmission opportunities
among the nodes and does not create severe congestion in shared cells.

On the other hand, the work in [45] proved that joining time and energy consumption
of a pledge increase due to the increasing congestion in shared cells. Although the existing
work [46] studied the impact of fixed EB rate on congestion in shared cell, and thus on
network formation, the impact of DIO transmission rate is still unexplored. However, our
Markov Chain based analysis reveals that DIO transmission rate affects 6 TiSCH network

formation. Furthermore, the EB transmission rate is set by the network administrator at
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the beginning and remains fixed in 6TiSCH network. This fixed rate creates congestion in
shared cells when the number of nodes increases in the network (ref. Chapter 3). Hence, the
EB rate needs to be modified adaptively in order to reduce congestion. Again, there is no
limitation on the number of transmitted control packets by a node (within a period of time).
This results in severe congestion in shared cells when all the nodes transmit their control
packets more frequently. Hence, there should be some mechanism by which congestion in
the shared cell can be reduced in such scenarios.

The main goal of this chapter is to reduce the joining time and energy consumption of
the pledges during 6 TiSCH network formation by efficiently transmitting the DIO packet
and reducing congestion in shared minimal cell. The contribution of this chapter is twofold.
First, a dynamic Trickle algorithm is proposed for efficient transmission of DIO packet,
which also minimize the congestion in shared cells. It is done by skipping the intermediate
Trickle states, which causes unnecessary DIO transmission during network consistency. To
minimize the congestion further, the redundancy constant k is set dynamically instead of
using a fixed value of it all the time. Furthermore, the proposed dynamic Trickle algorithm
allows a node to adjust its Trickle listen-only period based on its previous transmission
records to achieve fair DIO transmission opportunity, which helps in faster formation of
RPL’s DODAG, and so 6TiSCH network formation.

Secondly, we propose a slotframe window (SW) based adaptive control packet transmis-
ston scheme to restrict a node on generating and transmitting more control packets within
a short period of time. This restriction reduces congestion in the shared cell and also pro-
vides fair control packet transmission opportunities among the nodes. Nodes calculate their
SWs depending on the number of nodes and generated DIO packets in their surroundings.
So, it does not require additional signaling overhead to compute the SWs. In brief, the

contributions of this chapter are as follows:

e A Markov Chain based analytical model is proposed for analyzing the effect of Trickle

parameters on 6 TiSCH network formation.

o A dynamic Trickle algorithm is proposed to reduce congestion in shared cells and to
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provide fair DIO transmission opportunities to all the nodes.

e A slotframe window based adaptive control packet transmission scheme is proposed to
restrict the nodes from transmitting several control packets within a short period of

time in order to reduce congestion in shared cell.

e The proposed schemes are implemented on Contiki-NG and evaluated using FIT ToT-

LAB testbed.

The rest of the chapter is organized as follows. Section 5.2 presents an analytical model
to show the impact of various Trickle parameters on 6TiSCH network formation. Both
the proposed schemes are briefly described in Section 5.3. In Section 5.4, we provide the
experimental evaluation of the proposed schemes together and finally, we summarized this

chapter in Section 5.5.

5.2 Theoretical Analysis of Trickle Algorithm

In this section, the impact of Trickle parameters on 6 TiSCH network formation is described
briefly. Although the transmission rate of DIO packet is governed by TA [76] but it is worth
mentioning that the DIO transmission rate depends on few Trickle parameters such as
minimum DIO generation interval, I and redundancy constant, k. These parameters are
set by the network administrator at the beginning and remain unchanged. The smaller value
of I and bigger value of k allow more DIO transmission in a network, and vice versa [76].

Figure 5.2 shows the flowchart of TA and the used parameters along with different Trickle

steps are described as follows:

e The Trickle algorithm starts with minimum DIO generation interval I

e The generation interval I is doubled after each interval, until the interval reaches the

maximum DIO generation interval I75* in a steady network.

e In every interval I, each node selects a random time ¢ € [£, I].
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e From the interval beginning to ¢, the node maintains a counter c¢ to keep track of the
number of consistent DIO packets transmitted by other neighbor nodes. This period

is called the listen-only period of the node.

e During the listen-only period, if the counter ¢ surpluses the value of predefined (and
fixed for all nodes) redundancy constant k, then the node suppresses the generated

DIO packet. Otherwise, it is transmitted. The value ¢ is reset to 0 after each interval.

e In case of events such as inconsistency in the network, reception of multicast DIS

packet, and DODAG version changed, I is reset to the minimum interval I7".

Start

—|Initidlize: Trickle Interval =13y |
¥ Rule: 1

|Choose randomtime, tin[l/2,1]; c=0 {¢

Rule: 4,
[ Wait | to expire }« Transmit DIO |

Rule: 5
|Next Trickleinterval, 1I=Min [1*2, g ] |—

Figure 5.2: Flowchart of Trickle Algorithm

5.2.1 Modeling the Pledge Joining Process

Let us assume a two dimensional area of size A, in which N nodes are deployed randomly.
Let the coverage radius of each node is r. All nodes run the RPL protocol and thus the
Trickle algorithm in it. This setup is used to calculate the average joining time (AJT)
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P.
Pgps Pjoin Ppjos
RV
________ TSCH Joined RPL
Pledge Sync Node Node
(1-P) (1-PB) (1-P) 1= Pggs 1= PBoin 1= Ppros 1
(a) Semi-Markov model for Trickle states (b) Markov model of node joining time

Figure 5.3: Markov Chain models used for theoretical analysis

of the deployed pledges. The AJT of a pledge denotes the time taken by the pledge to
receive one valid EB frame followed by its secure enrollment (i.e., exchanging of JRQ and
JRS frame) and reception of a valid DIO packet. Therefore, AJT mainly depends on the
transmission probabilities of EB and DIO packet in a shared cell. Trickle algorithm doubles
the DIO generation interval after each interval, until maximum Trickle interval I7}}%* is
reached (Figure 5.2, Rule: 5). The value of the current interval I reset to I77“" when network
inconsistency occurs (Figure 5.2, Rule: 2). Therefore, the next Trickle state depends on the
current Trickle state and network condition. Hence, the average probability of being in a
Trickle state can be calculated using a Semi-Markov model as shown in Figure 5.3a. Note
that the DIOs are generated irregularly i.e., the DIO generation rate does not follow any
constant average rate, and the next DIO generating state depends on how long the current
state has lasted. Therefore, Semi-Markov model is used to find the total time spent by a
node in each Trickle state i.e., sojourn time. Figure 5.3a shows how a node changes its
Trickle state starting from the first state 7" to the last state I7/9*. Each Trickle state I;
represents 2771 x [ duration of Trickle interval. There are maximum Np Trickle states.
The state transition probabilities P. and (1 — P,) are shown in the figure, where P, is the

Trickle reset probability.
Now, the probability of generating a DIO packet in a shared cell being in Trickle State

I; can be calculated as,

N

Pl = ZD: <N,D);1:(1 — )N 1=D i (1 _ L (5.1)

) o5 — mzn>
j=1 J 2 2Idio
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P.(1-P,)i—12i-1
558 Pr(1-Py)i=12i-1

where, x = implies the probability of being in the Trickle state /; follow-
ing the sojourn time of Semi-Markov process as mentioned in [45]. The term min(1, W)
denotes the probability of generating a DIO within the interval [2972 7 2971 [Tin] for the
I; Trickle state, where L is the slotframe length. This is because, a node generates a DIO
at randomly selected time ¢ in between [£, I] when the interval length is I (Figure 5.2, Rule:
1). Now, the transmission of a generated DIO packet follows the suppression mechanism
of Trickle algorithm. A node suppresses its generated DIO when it receives greater than
or equal to k number of consistent DIO packets till the randomly selected time ¢ of an
interval (Figure 5.2, Rule: 3, ¢ denotes the number of received consistent DIO). Otherwise,
the node transmits its generated DIO packet (Figure 5.2, Rule: 4). Therefore, when all the
neighbor joined nodes (say jn) of a node generate and transmit their DIOs, the node can
surely transmit its own DIO if jn < k. It is because less than £ number of DIOs would be
transmitted by its surrounding nodes.

On the other hand, when jn > k, the node can be able to transmit only when it generates

DIO within the first £ transmissions of DIOs. Thus, DIO transmission probability in a shared

cell Py, depends on its generation probability Pjio and suppression conditions as follows,
Fuisre = PjioP(jn < k) + Py, P(jn > k)P(f) (5.2)

where, P(jn < k) and P(jn > k) denote the probabilities of satisfying the jn < k and
jn > k conditions, respectively, and P(f) denotes the probability that a node generates its

DIO within the first k& transmissions of DIOs. These probabilities can be calculated as,

(5.3)

where, M = (%71’7"2) is the total number of neighbors of a node. Both the pledges and joined
nodes are included in those M neighbors. We assume that initially, all M nodes are pledges.

They join the network one by one. So, at any instant, the probability of having any number
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(k=1)
M

of joined nodes equals to % considering uniform probability distribution. Therefore,
denotes the probability that at any instant of time at most (k—1) joined nodes are available.
Similarly, we compute the other probabilities.

We use the Markov Chain model (shown in Figure 5.3b) describe in our Chapter 3

(Section 3.2) to compute the AJT of the pledges as follows,
AJT = PJT + ASF x L (5.4)

where PJT is the parent’s average joining time of the pledge in multi-hop network, and
ASF is the average number of slotframes that is required for a pledge to join the network,
which is calculated as follows,

1 1 1 1
ASF = + i + 5.5
Prpg (PJRQS PJRSS> Pprog (5:5)

where, Pgpg, Pprog, Prrgs, and Pyrgg are the probabilities of successfully transmitting an
EB, DIO, JRQ, and JRS frames/packets in a shared cell, respectively. The values of these
probabilities can be calculated using the value of Pyr, (from Equation 5.2) and following

the method as described in Chapter 3 (Section 3.2).

5.2.2 Analytical Results and Discussion

For performing theoretical analysis, we consider that N nodes are deployed at an area of
A =100 x 10 meters?, where radio range of each node is 7 = 10 meters. The default values
of other variables are as follows: number of channels No = 16, packet loss probability
P,ss = 0.2, beacon interval BI = 4sec, timeslot duration = 10ms, L = 101timeslots,
Np =8, I7%® = 2Np [min and P, = (0.2. Figure 5.4 and 5.5 shows the average joining time
(AJT) against the varied I k, BI and N.

Figure 5.4a shows the joining time for different values of 7" with N = 100 and k = 4.
When the values of I77" is less, frequent transmission of DIO packet congests the shared cell,
which results in higher joining time of the pledges. On the other hand, using higher value of

I pledges need to wait longer time for receiving DIO packet. Hence, their joining times
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Figure 5.4: Analytical results on joining time under varied (a) I, (b) I, k

are high again. It indicates that neither higher nor lower values of I7" are optimal with
respect to the performance of network joining time. In Figure 5.4b, along with 7 [ is
also varied. Results show that some correlation exists between these two parameters I7"

and k. When the values of I7"" are either very low or very high, the values of k need to be

very low and very high, respectively, to achieve less joining time.
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Figure 5.5: Analytical results on joining time under varied (a) I, k, BI and (b) I7", k, N
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In Figure 5.5a, the effect of EB generation rate combining with 77" and k are shown.
Frequent transmission of EB frame severely congests the shared cell. Again, because of the
highest priority of EB frame, other control packets are replaced by the EB from the trans-
mission buffer. Hence, the joining time of the pledges increase. So, longer EB generation
interval, helps in reducing congestion in shared cell, and thus, yields lesser joining time
irrespective of the values of I7" and k as shown in the figure. It is further observed that
congestion in the shared cell increases with the increasing node densities, and so the joining
time. However, the value of increment varies with the values of I7" and k as shown in
Figure 5.5b.

122
TH-2796_176101102



Adaptive Control Packet Broadcasting (ACB)

Analytical results show that the same values of I7"" and k show different results under
different network conditions such as network size and beacon generation interval. It is
mainly due to the congestion in shared cells. So, it can be concluded that the TA should

dynamically change its values depending on the network condition, rather than being fixed,

to reduce congestion in shared cells.

5.3 Adaptive Control Packet Broadcasting (ACB)

In this section, the proposed dynamic Trickle algorithm and the slotframe window (SW)

based adaptive control packet transmission schemes are described briefly.

5.3.1 Dynamic Trickle Algorithm

The above mentioned analytical results show that improper selection of Trickle parameters
such as I and k results in more DIO transmission in the network, which increases the
congestion in shared cell, and so 6 TiSCH formation time. When the TA is reset, it increases
the transmission of DIO packets. In Figure 5.2, Rule: 2 shows one of such Trickle resetting
conditions that is when a joined node receives an inconsistent DIO packet. Note that there
are few more Trickle resetting conditions such as reception of multicast DIS, resetting of
DODAG, changing the DODAG version etc. A single multicast DIS request forces all the
recipient nodes to reset their Trickle Algorithms. This results in burst transmission of DIO
packets in the network for a long time, which creates severe congestion in shared cells. So,
in order to reduce such burst transmission, the proposed scheme allows the receiving node
to generate only a single DIO packet in the consistent networks. This is done by allowing
the receiving node to directly jump to the Trickle state where it has received the multicast
DIS after generating one DIO packet. Hence, it reduces the number of transmitted DIOs
by skipping the intermediate Trickle state(s). Thus, this modification reduces congestion
in the shared cells and energy consumption of the transmitting nodes. This modification is

done at Figure 5.2, Rule: 2 and the steps are mentioned in Algorithm 4.

123
TH-2796_176101102



Adaptive Control Packet Broadcasting

Algorithm 4 Skipping Intermediate Trickle State

1: if Received consistent multicast DIS then

2 if [ is not I then
3 flag = 7 /*save the Trickle statex/
4 Reset I, 7, S and Ty, to their default values
5 end if

6: else if flag then
7 [ = 2flag=1 [min /xjump to saved statex/
8 Reset flag

9: end if

To reduce the transmission of unnecessary DIO packet further, the redundancy constant
k is set based on the number of neighbor and current Trickle state instead of using a fixed
value all the time. The propose scheme allows all the nodes to transmit their DIOs at the
initial Trickle state as a node would be in that state only when there is a strong requirement
of DIO in the network. So, in the initial Trickle state, a node sets k equal to one more than
its neighbor node count. However, after this initial state to the half of the total Trickle
states i.e., %, k is set to half of the neighbors so that frequent transmission of DIO can
be reduced. Furthermore, when the nodes generate their DIOs less frequently i.e., their
current Trickle state is greater than %, again k is set to one more than neighbor node

count. However, the maximum value of k is set to 10 (specified by RPL standard). The k is

calculated before the condition at Figure 5.2, Rule: 3 and Algorithm 5 describes the steps.

Algorithm 5 Dynamic Redundancy Constant k
1. if I=I7"" then

2: k = min(Npp + 1,10) /*all nodes are allowed*/
3: else if j > I && j < &2 then

4: k = min( {M-‘ ,10)
3
6
7

. else
: k = min(Nyp + 1,10)
. end if

Now, to deal with the fairness issue of Trickle algorithm, the proposed dynamic Trickle
algorithm allows a node to calculate its DIO transmitting shared cell based on its previous
transmission record and number of neighbors. When a node suppresses its DIOs continu-

ously in the previous intervals, it gets more opportunity to transmit in the next interval.
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This is done by selecting the random time ¢ within a short interval (started from the be-

ginning of the interval) depending on the number of neighbors N,;,. and total suppression

count S i.e., t = [O, {Ns;e“w — (]X;*Zeli/f X S)] Here, N, .o denotes the number of shared

cells present in a Trickle state. When the listen-only period of a node is small, less number
of consistent DIOs will be received by the node, and so it can transmit its generated DIO
immediately and at the beginning of the interval. Furthermore, the node does not need to
wait more than half of the interval like the default Trickle algorithm. On the other hand, a

frequent DIO transmitting node calculates its listen-only period depending on the number

of already transmitted DIOs Ty;, i.e., t = U%-‘ + (% X Tio)y Ns_cen |- This allows
the node to choose its transmitting cell from the end of the interval. Thus the proposed
scheme maintains fairness among the nodes. This modification is done at Figure 5.2, Rule:

1 and steps are mentioned in Algorithm 6.

Algorithm 6 Providing Fair DIO Transmission Opportunity

9i—1min .
1: Calculate: Ny o= i J /*count the number of shared cells present in a

LxT
Trickle state j*/
2: if I =1,,;, OR S != 0 then

o= [0, [ e ] — (G2 5)]

®

2 Npbrt+1
4: else if Ty, = 0 then

t= |:’7N52C6”—‘ + ( o X TT), Ns_cell:|

o

]Vs,cell/2
6: end if

5.3.2 Slotframe Window based Adaptive Transmission

The dynamic Trickle algorithm only deals with transmission of DIO packet in the 6TiSCH
network. However, the transmission rate of EB frame also has a significant affect on 6TiSCH
network formation. Therefore, apart from the dynamic Trickle algorithm, we propose the
slotframe window (SW) based adaptive control packet transmission scheme to reduce con-
gestion in shared cell. Basically, this scheme restricts the joined nodes from frequent control
packets transmission when the number of neighbor nodes and generated control packets are
more in the network. To understand the proposed scheme, let us assume I, is the fixed EB
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generation rate for all the nodes. So, the probability of generating an EB per shared cell

(LxT)

o Here, L is the slotframe length in timeslots and 7T is the timeslot

by a node is P., =

duration. Now, if N,;. denotes the number of neighbors, then P., X (N + 1) should be
less than 1 i.e., Py X (N + 1) < 1; otherwise, when P, X (Nyp- + 1) > 1 then at least
one node will not be able to transmit its EB in every slotframe by the Pigeon Hole theory.
Therefore, the proposed scheme allows a node to generate its EB depending on its number

of neighbors rather than using a fixed rate as follows,
Ly > Min {I3**, Maz {I}™, L X T X (Npp + 1)} } (5.6)

where, I"7"™ and I are the minimum and maximum beacon generation interval. Here, a
node waits at least (N, + 1) shared cells before transmitting its next EB frame. However,
the same node also has other sporadic control packets such as DIO, DIS, and keep-alive
to transmit. For this, we introduce the term slotframe window SW, which is calculate as
follows,

SW =L xT x (Nupr+ 1)+ [2 % of L X T (N + 1)] (5.7)

where the term = % of L X T'(Npp. + 1) defines the number of extra shared cells allocated
for other control packets, which is mainly controlled by the variable x. We consider two
different values of z. By default the value of z is set to 50 but when a multicast DIS packet
is multicasted, all the receiving nodes will generate one new DIO. Therefore, in such cases,
the value of x is set to 100, so that additional (N, 4+ 1) number of shared cells can be used
for the transmission of newly generated DIOs.

After calculating the value of SW, a node is restricted to broadcast more than two control
packets (e.g., one EB frame and one DIO packet) within the ST amount of time. Therefore,
when there is a situation like more number of control packets are generated in the network,
a node is restricted to transmit its control packets more frequently. This reduces congestion
in the shared cell and also provides equal opportunities to all the nodes to transmit their

control packets.
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Figure 5.6: Transmission of control packet by the nodes following (a) 6TiSCH-MC, and (b)
Proposed SW -based scheme

However, we observe that the nodes with more neighbors get less opportunity to transmit
their packets than the nodes with fewer neighbors. The Figure 5.6(a) depicts one such type
of scenario. When the nodes calculate their ST following the Equation (5.7) and x = 0,
Node @ gets less opportunity to transmit its packets compared to the nodes , @, and
@. Furthermore, collision is possible, and the common neighbor node @ does not get any
free shared cell to transmit its control packets. To deal with this problem, the final value

of SW is calculated as follows,
SW; = Max {SW, SW;““””} (5.8)

where SWis calculated by a node itself (Equation (5.7)) and SW;™* is the maximum value
of SW among its neighboring nodes. The improvement of this step is shown in Figure 5.6(b)
where all nodes (including ®) can transmit their packets without any collision. In the figure,
SW, denotes the calculated value of SW by node @ The overall steps of this SW-based

scheme are mentioned in Algorithm 7.

5.4 Testbed Evaluation of ACB

5.4.1 Experimental Setup

The proposed schemes are implemented on Contiki-NG and evaluated using testbed exper-
iments in FIT IoT-LAB. Performance of both the proposed schemes together is compared
with two benchmark schemes i.e., 6TiISCH-MC [40] and BS [46]. Every node running the

127
TH-2796_176101102



Adaptive Control Packet Broadcasting

Algorithm 7 Slotframe Window based Adaptive Transmission
1: Initialize: SW; = I?" Transmitted packet tp=0, 2=50
2: if Received consistent multicast DIS then
3: if SW; time is over then
4 Calculate: I, using Equation (5.6); tp = 0; = = 50;
5 Calculate: SW using Equation (5.7) & (5.8)
6 end if
7. end if
8
9

. if the current Link,,. is Shared then
if tp < 2 && channel is free then

10: Transmit a packet from broadcasting buffer; tp++;
11: else if received multicast DIS then

12: x = 100 /*to increase SW length*/

13: end if

14: end if

proposed schemes includes its calculated SW in the Information Element (IE) of its EB
frame. Thus, all the nodes exchange their calculated SW without any signaling overhead.
The experimental testbed settings are mentioned in Table 5.1, and two different topologies
are used for evaluation in which the first one is a Tree topology (Figure 5.7) and the other
one is a 6 x 6 Grid topology. Both the topologies have different node densities and hop
distances.

Table 5.1: Experimental settings

Parameter Value
Operating System Contiki-NG
Testbed FIT IoT-LAB, Grenoble
Testbed mote type M3
Number of channels 16
Timeslot, Slotframe length 10ms, 101 timeslots
RPL DIO interval Trickle Algorithm
Experiment duration 60 min

RPL root

AR

Figure 5.7: The tree topology used in testbed experiments
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5.4.2 Performance Metrics

For evaluation, mainly four metrics are considered. The first metric is TSCH joining time.
It denotes the time when a pledge receives its first valid EB from an already joined node.
Before TSCH joining time, the pledges keep on scanning for EB frame by activating their
radios all the time, which causes maximum energy consumption. However, after receiving
an EB, the pledges would keep their radios active only in the shared cell, which saves
energy. The second metric 6T1SCH joining time denotes the time when a TSCH joined
node receives its first valid DIO packet, i.e., TSCH joined node joins the topology created
by routing protocol RPL. Now, the 6TiSCH joined node can transmit its control packets
for further expansion of the 6 TiSCH networks.

The motes used in [oT network constrained in terms of processing capacity, memory,
and energy. As mentioned above, pledges consume huge energy before their TSCH joining.
Therefore, energy consumption by pledge during its network joining is considered as our
third metric for evaluation.

Apart from this, to prove that the proposed dynamic Trickle Algorithm gives equal
opportunity to all the nodes to transmit their DIOs (i.e., provides fairness), Jain’s fairness

indez [88] is used, which is defined as follows,

F(:L‘) _ (Zz’:l xl)

B ZZ?:l z;?

where, z denotes the number of users (here, motes) contending for the resource (here, shared

2 >0 (5.9)

cell) and i user receive an allocation x;. The value of F'(x) becomes 1 when the resource

is equally distributed among the z users.

5.4.3 Results and Discussion

The received results from the testbed experiments are shown using 95% confidence interval
in Figure 5.8, 5.9, and 5.10. In Figure 5.8a, 5.9a, we show the TSCH joining time and
Figure 5.8b, 5.9b show the 6TiSCH joining time of the nodes in Tree and Grid topologies,

respectively. The results are shown by varying the minimum DIO interval I7%" and redun-
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Figure 5.8: Testbed experimental results of joining times using tree topology with respect to g}én,
and k or k1. k1 denotes redundancy constant is set dynamically
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Figure 5.9: Testbed experimental results of joining times using grid topology with respect to Ig}é”,
and k or k1. k1 denotes redundancy constant is set dynamically

dancy constant k in the 6TiSCH-MC and BS schemes. As the proposed scheme dynamically
sets the value of k, so results are obtained only varying the value of I7". From the received
result, it can be seen that the proposed scheme outperforms both 6TiSCH-MC and BS un-
der all the configured settings. It is mainly because of the congestion reduction in shared
cells and providing equal transmission opportunity to all the nodes by both the proposed
schemes. The effect of the dynamic Trickle algorithm on the average number of transmitted
and suppressed DIO packets is shown in Table 5.2 for both the topologies. By skipping the
intermediate Trickle states and dynamically setting k, the number of transmitted DIOs has
been reduced. Furthermore, SW-based scheme also helps in reducing this count. Similarly,
Algorithm 6 helps in providing fairness in DIO transmission among the nodes i.e., reduces

suppression count. On the other hand, 6TiSCH-MC suffers from heavy congestion in shared

130
TH-2796_176101102



Testbed Evaluation of ACB

Table 5.2: Results on average number of transmitted and suppressed DIOs shown as tuple (trans-
mitted DIOs, suppressed DIOs) for both the topologies

Topo | I 6TiSCH-MC BS Proposed
-logy | (ms) | k=1 k=3 |k=10]|k=1 k=3 | k=10 | Dynamic
1024 | 521, 82 | 568, 15 | 467, 0 | 469, 94 | 483, 18 | 599, 0 | 169, 1
Tree | 4096 | 397, 67 | 403,9 | 490, 0 | 488, 123 | 483, 15 | 468, 0 | 152, 4
8192 | 335,57 | 379,4 |443,0 | 568,79 | 534,2 |423,0 | 158,3
1024 | 658, 102 | 692, 22 | 513, 0 | 602, 137 | 587, 94 | 667, 0 | 207, 3
Grid | 4096 | 479, 76 | 468, 17 | 459, 0 | 529, 54 | 561, 14 | 580, 0 | 187, 2

8132 | 435, 67 | 462,12 | 507, 0 | 524,45 | 471,9 |453,0 | 193, 3

cells in Grid topology as the nodes are densely deployed and so experience more joining
time and energy consumption. Although the suppression mechanism is used to save node’s
energy and network bandwidth, the suppression of more number of DIOs affects on routing
operation as shown by [83]. Although, the work in [83] does not consider the shared cell case,
the suppression mechanism of Trickle algorithm is not affected whether transmission of DIO
packet happens in shared cell or not. Hence, from the results obtained by the work in [83],
we can infer that the proposed scheme does not affect routing operation as it suppresses less
number of DIO transmission.

Nodes can save their energy by quickly joining the TSCH network and transmitting less
number of control packets. As both the proposed schemes together reduce the joining time
and the number of transmitted control packets, the energy consumption by the nodes also
gets reduced using the proposed schemes together compared to the benchmark schemes. The
energy consumption results are shown in Figure 5.10a and 5.10b for both the experimental
topologies. From the results, it can be claimed that the proposed schemes together improve
the network’s lifetime.

Now, coming to the Jain’s fairness index, when all the nodes transmit their DIOs without
any suppression, F(z) becomes 1. However, the transmission of more number of DIOs
increases the load in the shared cell and so the congestion. Therefore, the results on fairness
are shown along with transmission load in shared cell in Table 5.3. The transmission load
in shared cells is calculated by taking the ratio of the number of transmitted DIOs to the
number of occurring shared cells during the entire experimental time. The results clearly

show that the proposed schemes improve the performance compared to the benchmark
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Figure 5.10: Testbed experimental results of energy consumption with respect to IC’ZZ;”, andk or k1.
k1 denotes redundancy constant is set dynamically

Table 5.3: Results on fairness and transmission load shown as tuple (fairness, transmission load)
for both the topologies

Topo | I 6TiSCH-MC BS Proposed
logy | (ms) |k=1 | k=3 |k=10|k=1 |k=3 | k=10 | Dynamic

1024 | 87, .14 | .98, .15 | 1, .13 | .83, .13 | .96, .14 | 1, .17 | .99, .05
Tree | 4096 | .86, .11 | .98, .11 | 1, .13 | .80, .13 | .97, .13 | 1, .13 | .97, .04
8102 | .86,.09 | .99, .1 | 1,.13 | .88, .15 | .98, .15 | 1, .12 | .98, .04
1024 | 87, .18 | .97, .19 | 1, .14 | .81, .17 | .86, .16 | 1, .19 | .99, .06
Grid | 4096 | .86, .13 | .96, .13 | 1, .13 | .90, .15 | .98, .16 | 1, .16 | .99, .05
8192 | 87, .12 | .97, 13| L, .14 | .92, .15| .08, .13 | 1, .13 | .98, .05

schemes. Though in some cases 6TiISCH-MC and BS give better fairness (specifically when,
k = 10), their transmission load is also more. Nevertheless, the proposed schemes are able

to maintain a balance between fairness and transmission load.

5.5 Summary

The existing works did not consider the effect of DIO transmission rate on 6TiSCH network
formation. Initially, our Markov Chain based probabilistic analysis revealed that improper
selection of various Trickle parameter values can increase the 6TiSCH network formation
time due to the increased congestion in shared cells. Therefore, in this chapter, a dynamic
Trickle algorithm was proposed to efficiently transmit the DIO packets in 6 TiSCH network.
The proposed scheme skips some intermediate DIO generation Trickle states during network

consistency and varies one Trickle parameter i.e., redundancy constant dynamically to reduce
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congestion in shared cells. Furthermore, it provides fair DIO transmission opportunities to
all the nodes by varying the Trickle listen-only period of the nodes depending on their
previous DIO transmission history. Apart from this, slotframe window (SW) based adaptive
control packet transmission scheme was proposed to further reduce the congestion in shared
cell. This scheme restricts the nodes from transmitting their control packets more frequently
and also provides fair control packet transmission opportunities among the nodes. Both the
proposed schemes were implemented on Contiki-NG and evaluated using FIT IoT-LAB
testbed. Testbed results showed that both the proposed schemes together improve the
joining time and energy consumption of the nodes significantly compared to the state-of-
the-art schemes while providing fair DIO transmission opportunity to all the nodes.

In the previous chapters, we found that both the transmission rates of EB and DIO
packets affect the performance of 6TiSCH network formation because of the congestion in
shared cells. Therefore, in the next Chapter 6, we model a non-cooperative gaming approach
to find out the optimal control packet transmission probability in shared cells to alleviate

congestion in those cells of 6TiSCH network.

Iy Aol
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“Live as if you were to die tomorrow. Learn as if you were to live forever.”

~Mahatma Gandhi (1869 - 1948)

Non-cooperative Gaming based Control

Packet Transmission

In the previous chapters, we have shown that both the transmission rates of EB frame and
DIO packet have significant impact on 6 TiSCH network formation. The existing works in
the literature did not study the effect of transmission rates of all control packets together
during 6 TiSCH network formation. Therefore, in this chapter, we inspect the optimal rate
of control packet transmission to alleviate congestion in shared cell, and so, to improve the
performance of 6TiSCH network during its formation. At first, we model a non-cooperative
gaming approach to find the optimal control packet transmission probabilities in shared

cell (or minimal cell) of the nodes. Later, the obtained optimal control packet transmission
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probability is used in the proposed congestion control scheme — game theory based congestion
control (GTCC), which restricts the nodes from frequent transmission of control packet
whenever it is not required. This restriction results in minimum congestion in shared cell,
and so, improves the joining time of the pledges and network lifetime. We implement
the proposed GTCC on Contiki-NG and perform testbed experiments in FIT IoT-LAB to

evaluate it.

6.1 Introduction

In 6TiSCH network, nodes selfishly transmit their control packets without considering the
congestion in shared cell. This selfish behavior increases the joining time of the pledges by
increasing the congestion in shared cells and thus reduces the lifetime and throughput of the
network and increases end-to-end packet delivery latency. In fact, a joined node is not aware
of the transmission rates of its neighboring nodes. The work [45] mentioned that 6TiSCH-
MC does not provide enough resources i.e., number of shared cells per slotframe to transmit
all the generated control packets during network bootstrapping. The shared/minimal cell
severely gets congested when the number of nodes increases, which ultimately degrades the
performance of 6TiSCH network during its formation in terms of pledges’ joining time and
their energy consumption [45]. To deal with this problem of 6TiSCH-MC, as mentioned
before, Vallati et.al., [45] increased the number of shared cells per slotframe. However,
their proposed scheme consumes more energy and also hinders the throughput and end-
to-end latency. The work in [46] suggested to use beacon transmission probability 0.1 per
slotframe irrespective of the number of nodes present in a network to reduce congestion in
shared cells. Similarly, we vary the beacon generation interval of the joined nodes depending
on the congestion in shared cells in Chapter 3 of this thesis. On the other hand, in Chapter 4
and Chapter 5 of this thesis, we consider only efficient and sufficient transmission of DIO
packet during network bootstrapping. In brief, none of the existing works (including the
works done in the previous chapters of this thesis) considered the impact of the transmission
rates of EB and DIO packet together on the congestion in shared cell, and so the 6TiSCH
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network formation. With the increasing number of nodes, on an average transmission of EB
and DIO also increases. This creates congestion in shared cell, and so increases the 6 TiSCH
network formation time. However, both of these control packets are required during network
formation.

Few research works [89-91] used game theory-based solutions to solve the congestion
problem in different networks such as 6LoWPAN and VANET (Vehicular Ad-Hoc Networks).
The works [89] and [90] tried to obtain the optimal data packet transmission rates of different
priority based applications in 6LoWPAN network. The authors considered the remaining
buffer capacities of the intermediate forwarding nodes, congestion in transmission channel,
and priority of an application as price functions, which were attempted to keep minimum.
On the other hand, data packet transmission rate is considered as wutility function, which
was attempted to keep maximum. However, both the works have signaling overhead as DIO
packet is used for sharing the information related to buffer occupancy. The work [91] tried
to find out optimal beacon transmission rate for VANET, where congestion in transmission
channel is considered as price function and beacon transmission rate as utility function as
a higher beacon rate is desirable because it creates higher awareness within the VANET.
However, in VANET, beacon is transmitted in a dedicated physical channel. On the other
hand, in 6TiSCH network, including EB, other control packets are transmitted in shared
cell. So, these existing game theory-based solutions will not be suitable to reduce congestion
in shared cells.

However, the existing game-theory based solutions (i.e., [89-91]) look promissing in terms
of controlling the congestion in different wireless networks. Therefore, in this chapter, we
formulate a non-cooperative game for efficient control packet transmission in shared cell
based 6TiSCH network. The proposed game considers all the joined nodes as players. The
optimal solution of the non-cooperative gaming is to transmit control packets with maximum
probability without congesting the shared cell. This improves the pledges’ joining time
and their energy consumption. Furthermore, the optimal solution is obtained without any

signaling overhead in the network. The obtained optimal solution is used in the proposed

137
TH-2796_176101102



Non-cooperative Gaming based Control Packet Transmission

game theory based congestion control (GTCC) scheme, which reduces the congestion in
shared cell while allowing the players to maximize their pay-offs irrespective of the strategies

of the neighboring players. In brief, the contributions of this chapter are,

e Design a non-cooperative game to find out optimal control packet transmission proba-
bility to reduce congestion in shared cell, which improves the joining time and energy

consumption of the pledges.
e It is proved that the proposed game has a unique Nash equilibrium point.

e A game theory based congestion control (GTCC) scheme is proposed using the obtained

optimal solution by which nodes can efficiently transmit their control packets.

o At first, GTCC is validated using an existing analytical model, then it is implemented

on Contiki-NG and evaluated using the FIT IoT-LAB testbed.

The rest of the chapter is organized as follows. In the next Section 6.2, we describe
the modeling of the proposed game. We provide the detail description of the proposed
game theory based congestion control scheme in Section 6.3. In Section 6.4, we discuss the
selection of different parameter values used in the proposed game and analytical validation
of the proposed scheme. Finally, in Section 6.5, testbed evaluation of the proposed scheme

is provided, and in Section 6.6, we summarize this chapter.

6.2 Non-cooperative Game Formulation

Let us consider a 6TiSCH network with one JRC and a set of joined nodes defined by
the set JN = {J1,J,...,J,}, where J; denotes the i joined node (i.e., VJ; € JN, i =
{1,2,...,n}). The joined nodes transmit their control packets selfishly, i.e., they do not
bother about other nodes’ control packet transmission rate. Hence, high congestion in
shared cell becomes an obvious outcome when more nodes join the network. The joined
nodes do not have any information about the transmission rates of their neighboring nodes.

Hence, a non-cooperative game theoretic approach is proposed to find the optimal control
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packet transmission probabilities in a slotframe of the joined nodes to reduce congestion in
shared cells.

Let G = {JN,(pi)scon, (Vi) s,esn} is the proposed non-cooperative game to find out
the optimal control packet transmission probabilities in a slotframe of the nodes, in which
all the three tuples are as follows:

Players: J;; J; is the member of set JN i.e., VJ; € JN, who wants to transmit its
control packets in shared cell. Note that the JRC is also included in the set JN.

Strategies: S;; S; denotes the strategy for player J;, V.J; € JN. Each strategy defines
the transmission probability of control packet in shared cell. The transmission rates of
EB frame and DIO packet are different. Therefore, it is required to normalize them as
follows. If the slotframe length is L timeslots with one timeslot duration is T" and the

minimum EB generation interval is I'7", then the EB transmission probability per shared

(LxT)

cell is pe = S On the other hand, if the average DIO transmission probability per
shared cell is pgio (paio can be calculated following the method described in [45]), then the
probability of transmitting both these two control packets in a shared cell by a joined node
iS p = per + Paio- However, a node can transmit either an EB frame or a DIO packet in a
shared cell/slotframe. So, the minimum and maximum value of p; can be in between 0 and
1, respectively. Thus, strategy space for player J; is S; = [0, 1] and strategy space for all
the players is S = [[}_, pi, VJ; € JN.

Pay-off function: ;; p; < R denotes the pay-off function of player J;, VJ; € JN.
Player J; tries to optimize its profit by maximizing its pay-off function ; considering the
best value of its p; over [0, 1].

Frequent transmission of control packets helps the pledges to join the network quickly
when the congestion in the shared cell is minimum. However, it consumes more energy of the
transmitting node and also increases congestion in shared cell. Therefore, the proposed pay-

off function is designed to keep balance among the control packet transmission probability,

channel congestion, and energy consumption of the transmitting nodes. Thus, the proposed
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pay-off function for a player J; is described as follows:

1

Vi(pi, p-i) = Ui(pi) — 1 — MBR;(p;, p—:)

— Erx.(pi) (6.1)

where ©;(p;, p—;) denotes the pay-off function of player .J;; p; denotes the control packet
transmission probability by J; and p_; denotes the control packet transmission probabili-

ties of other players except J;. The term U;(p;) in the Equation (6.1) denotes the wutility

function, and the other two terms i.e. and Erx,(p;) denote the price func-

1
» (1-MBRi(pi,p—i))
tions correspond to shared/minimal cell busy ratio and energy consumption, respectively.
M BR;(p;, p—;) is the observed minimal cell busy ratio by player J;, and Erx, is the required

amount of energy to transmit a control packet with respect to its current residual energy.

The values of U;(p;), MBR;(pi, p—i) and Erx, are calculated as follows,

Ui(p;) = log (pi +1) (6.2)
Busy minimal cell

MBR;(pi, p-i) = — —
(pi, i) Busy minimal cell + Idle minimal cell

_ Sl = (1—p)"
Sol—(1—p)m+ (1 - pi)n
=1 — (1 = pl-)n (63)

(pi X Big)
RE;

(6.4)

Erx, =

We use logarithmic utility function in Equation (6.2) because it has strict concave property
and its second derivative is always negative. The value of M BR is calculated using the
packet transmission probabilities of the joined nodes and number of occurred minimal cells
in an interval W as shown in Equation (6.3). A player considers a minimal cell busy if
it receives any control packet transmitted by other joined nodes or the player transmits
itself, otherwise, the minimal cell is considered as idle. Similarly, in Equation (6.4), E, is
the required energy to transmit a packet and RE; is the residual energy of player J;. The

overall pay-off function of player J; can be derived from Equation (6.1) as follows,

Bi B ViPiEix

Vi(pis p-i) = ailog (pi +1) — ( (6.5)

where «;, (3;, and ; are the preference parameters for player J; with positive values for the
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utility function and price functions, respectively.

6.2.1 Solution of the Game to Find its Optimal Solution

The procedure for calculating the optimal solution (p;) for the proposed game G is described
in this section. At first, it is important to check the existence of Nash equilibrium point in
the proposed game GG because G can have a solution only when there exists Nash equilibrium
point. Further, the solution of the proposed game should be unique, and unique solution is
possible when there exists only one unique Nash equilibrium point. We mention these two

conditions in Lemma 6.2.1 and Lemma 6.2.2 with their corresponding proofs as follows:

Lemma 6.2.1. The proposed pay-off function ¥;(p;, p—i); ¥YJ; € JN is strictly concave in

its strategy space S;, VJ; € JN and the game G has at least one Nash equilibrium point.

Proof. The Nash equilibrium of the proposed game G exists when a player can not improve
its pay-off function by changing its strategy while the other players do not change their
strategies. The strategy space for player J; is closed and bounded i.e., S; = [0, 1], which
implies that the set S; is compact V2 € N. Now Considering z, y to be two points in the
strategy space S; in a Euclidean space where S = [['"_, p;, V.J; € JN, the strategy set S;
convex if for any z, y € S; and n = [0,1], nx + (1 —n)y € S;. Now, the Hessian matrix H
of ¥i(pi, p—i), VJ; € JN, can be defined as follows,

Hyw Hy . Hi
H21 H22 .- H2z

Hzl Hz2 .- sz

Or, we can write the Hessian matrix in short as follows,
H = [Hrs]rxs (66)

where H,, = 5(;??;9’ VH,; € JN. Now, using the Equation (6.5), we can calculate H,4 as
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follows,

(pTH)Q <0 ifr=sVH,; € JN

H,s = (67)

0 if r #s,VH,, € JN
From the Equation (6.7), it can be seen that the leading principal minor of H is negative
definite for all p;, VJ; € JN, which implies that it reaches a local maximum as shown in
Equation 6.7 [92]. Thus, from the work in [92], we can say that the function ¢;(p;, p—:),
VJ; € JN, is a strictly concave function. Now, using the Rosen’s theorem [93] (Theorem
1), it can be further concluded that the proposed game G has at least one Nash equilibrium
point as it is a n-person concave game. However, to proof the existence of a unique solution
in game G, the weighted non-negative sum (8(p;, p;_1;m)) of ¥; must be diagonally strictly

concave. O]

Lemma 6.2.2. The solution of the proposed game G is unique as it has a unique Nash

equilibrium point.

Proof. To prove the existence of a unique solution in game G, the weighted non-negative sum
d(pi, p—i; m) of ¥; must be diagonally strictly concave. For that, using the Equation (6.5),

we can write VJ; € JN,

Swz Q; n/Bz ’yzEtm
St A - 6.8

Based on the Rosen’s Theorem [93], the weighted non-negative sum of the proposed pay-off

function can be calculated as follows;

6 pzap zvm Zmzwz Pis P mz >0 (6'9)

The pseudogradient of &(p;, p_;; m) can be written as,

g(pi, p—izm) = [mz‘v¢i]nx1 (6.10)
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Similarly, the Jacobian matrix M (p;, p_;;m) of g(p;, p—i;; m) can be written as follows,

My My .. My,

M =
Myl My2 Myy
Or, we can write as follows,
M (pi, p—izm) = [MiHis]nxn; Mis € JN; m; >0 (6.11)

where m; H;, is calculated as follows,

om0 if = 5 VH, € JN
miH, = 4§ Y (6.12)

0 if i #s;VH;s € JN
From the Equations (6.11) and (6.12), it can be written that [M (p;, p_s; m)+M7T (p;, p_i; m)]
is again negative definite in the entire strategy space. Hence, the Rosen’s theorem [93]
confirms that the function 8(p;, p_;;m) is diagonally strictly concave, and so the proposed

game G has a unique Nash equilibrium point and it has a unique solution. [

It is already proven that the game G has a unique Nash equilibrium point and a solution.
Each player choose a strategy to maximizing its control packet transmission probability
(pi) per slotframe i.e., its pay-off function. Therefore, the following constrained non-linear

optimization problem is constructed to solve the proposed game G,

maximize 1/%‘(01» P—z‘)
pPi€S;

subject to 0 < p; < p***;¥J, € JN (6.13)

To solve this optimization problem, Lagrange function L;(p;, a;, b;) is used for player J;, V.J; €
JN, as follows:

Li(ps, ai, bi) = ¥i(ps, p—i) + aips + bi(pi"** — pi) (6.14)

where a; and b; are the Lagrange multipliers. The Karush-Kuhn-Tucker (KKT) conditions
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for player J; are as follows:

ai7bi 20
pi =0
Pt —=pi =0

V%(Pup—i) + a; V(pi) + b; V(pzn‘” —pi) =0
pi pi

pi

aipi, bi(pi"** — pi) =0

The Equation (6.14) has three unknown variables i.e., p;, a;, and b;. Using the KKT
conditions, the optimal control packet transmission probability (pf) of player J; can be

calculated by solving the Equation (6.14) as follows:

(
0 ; if condition 1
pi = § pnaz . if condition 2 (6.15)
w2 — 1 ; otherwise
\ Xi g RE;

where condition 1 is,

_ne
o; — "/iEtac _XZ
@ RE;

(6.16)

The term x; = (1 — p;)"*! in Equation (6.16) denotes the minimal cell idle ratio observed
by the player J;; VJ; € JN. The condition 1 is obtained considering p; = 0 and b; = 0,

which implies

Q; n; ViEie
pi+1 (—pyt  RE ' °
gy = — npi | nb (6.17)

- +
pit1  (1—p)™*  RE;

The solution p; = 0 is feasible, if a; > 0 holds, therefore,

M np; n Vil >0
o _ 2B 2> Xi (6.18)
i T "RE;
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Similarly, the condition 2 is obtained by considering p; = p;”**, a; = 0, and here also
pi = p;"™* is feasible only when the condition, b; > 0 holds. Therefore, the final obtained

condition 2 is as follows:

np;
Y <y
o Yilte — Xi
Pl RE,

(6.19)

Finally, the “otherwise” condition denotes all the conditions which do not satisfy condition
1 and condition 2 and is obtained considering the Lagrange multiplier constants equals to

zero, i.e., a; =0, b; =0, and (0 < p; < Prmaz)-

Proposition 6.2.1. The value of p; lies between 0 and 1 in the “otherwise” condition of

Equation (6.15) always.

Proof. The value of p["®*=1, because it denotes the maximum control packet transmission

probability in minimal cell of player J;. Now, let us assume the value of p} in the “otherwise”

condition as follows:

pi =1

a¢
— —1>1
”5l+w
Xi RE;

np k. Vil )
Xi RE;

Xi = a; _ Yibta
pmer{1 — RE;

:>Oéi22><(

But, after simplification, it can be seen that the value of p! in “otherwise” condition is
contradicting with the condition 2 of Equation (6.15). Therefore, pf in “otherwise” condition

can not be more than one. Similarly, let’s assume

pi <0
o7}

nBi | YiEta
Xi + RE;

-1<0

nﬁi ’YiEm
= q; < it
o< T kg

. YiFs
Qi ~ “RE,

= Xi <

But, here also, the value of p! in “otherwise” condition contradicts with the condition 1 of
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Equation (6.15). So, the value of p} in “otherwise” condition can not be less than 0. O]

6.3 Game Theory based Congestion Control (GTCC)

In this section, the solution of the proposed game G (i.e. Equation (6.15)) is used to
propose a novel game theory based congestion control (GTCC) scheme. As all the nodes
keep their radios active in the minimal cell either for transmission or reception, so a joined
node can calculate the minimal cell busy ratio (M BR) for a time interval by itself. It can
be done by dividing the total number of minimal cells in which the joined node has received
control packets, or the node transmits itself by the total number of minimal cells present
in the interval. It does not require any implicit signal to/from other neighbors. Now, by
subtracting this M BR value from 1, it gives the minimal cell idle ratio i.e., X;, which is
used in Equation (6.15). Now, using the value of x; and Equation (6.15), the joined node
calculates its optimal control packet transmission probability (p;) in a minimal cell.

As pf is the control packet transmission probability in a minimal cell, therefore, the
value of p! is converted into number of minimal cells (referring as, slotframe window) SW;

as follows:

SWonaa Cif pf =0
SW; = (6.20)

min( {%-‘ , SWinaz) ; otherwise
where SW,; denotes the number of slotframes that node J; has to wait to transmit its next
control packet and SW,,,, denotes the maximum slotframe window length, which is same for
all the nodes. Therefore, a node can not transmit its control packets in every consecutive
minimal cell when there is high congestion, which ultimately reduces congestion. Even
though, GTCC does not modify the control packets generation rate of the joined nodes, it
restrains their transmissions by forcing them to wait for their respective SW periods, which
results in less congestion in minimal cell. Note that GTCC is run only by the joined nodes to

reduce congestion in minimal cell. Algorithm 8 describes the steps of the proposed GTCC.
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Algorithm 8 Game Theory based Congestion Control

1: Set x; calculation interval [
2: if I ends then
3: Calculate the value of x; = (1 — p;)"™*
Calculate the value of p} using Equation (6.15)
Calculate the value of SW; using Equation (6.20)
Wait ST, amount of time
if SW; number of slotframe ends then
Attempt to transmit next buffered control packet
end if
10: Wait [ amount of time
11: end if

6.4 Parameter Selection and Theoretical Analysis of
GTCC

The analytical model described in the Chapter 3 (Section 3.2) of this thesis is used to
evaluate how the parameters (i.e., a, 3,7) of the proposed game G affect the joining time
and energy consumption of nodes in 6TiSCH networks. The same Markov Chain based
analytical model is used to compare GTCC with the 6 TiSCH-MC [40] standard, and our
previous scheme C2DBI (ref. Chapter 3). For evaluation, the slotframe length (L) is taken
as 101 timeslots, with each timeslot duration of 10ms. We consider the minimum EB
generation interval as 4 X slot frame length for C2DBI, which is same as the EB generation
interval of 6TiSCH-MC, and the maximum value of SW is taken as 10 x slot frame length,
which is same as the maximum EB generation interval of C2DBI. The values of other
variables are as follows: number of channels N, = 16, packet loss probability P, = 0.2,
number of Trickle states Np = 8.

At the beginning, a single-hop network topology with 20 nodes is considered, where
all the nodes are neighbors to each other. The results are obtained by varying any of the
preference parameters while keeping the other two parameters constant. Observed results
are tabulated in Table 6.1. When the price function for the minimal cell congestion i.e.,
B is less, all the nodes transmit their control packets more frequently. Hence, it congests
the minimal cell, and so the joining time of the pledges increases. On the other hand,
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Table 6.1: Joining time under varied preference parameter

Constant a=5v7=01 B=0.5~v=0.1

. I5) o
Varied 30501 T 05 T 1 1 5 10

391 | 3.77 | 3.75 | 3.86 | 3.78 | 3.758 | 3.82

Joining
time (min)

when the value of  is equal to 1, nodes do not transmit their control packets frequently
because of the high price. Though it reduces congestion but increases the waiting time of
the pledges to get the control packets, which again results in longer network formation. On
the other hand, when the value of « is 1, the nodes transmit less frequently, resulting in
longer formation time. However, when o = 10, nodes transmit their control packets more
frequently. This results in higher congestion in the minimal cell, and so the joining time of
nodes increases. Note that the varied values of v with the constant values of a and 8 have

a similar effect like § on network formation time. Therefore, for analytical comparison of
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Figure 6.1: Analytical results on 6TiSCH joining time

GTCC with 6TiSCH-MC [40] and C2DBI, we consider the best values of «, § and v as 5.0,
0.5, and 0.1, respectively. Figure 6.1a shows the 6TiSCH formation time, and Figure 6.1b
shows the 6TiSCH formation time of few bigger networks. On the other hand, Figure 6.2a
and 6.2b show the EB and DIO reception probabilities per slotframe of a pledge. In all the
three schemes, the EB and DIO reception probabilities of the pledges are very less in small
networks as only few nodes transmit them. This results in longer formation of the networks
as shown in Figure 6.1a .

148
TH-2796_176101102



Parameter Selection and Theoretical Analysis of GTCC
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Figure 6.2: Analytical results on EB and DIO reception probabilities of a pledge

However, by increasing the number of nodes (up to 7 nodes), the joined nodes transmit
a sufficient number of control packets without congesting the minimal cell, which helps in
faster formation. Nevertheless, further increment of the nodes congests the minimal cell
(worst in 6TiSCH-MC), which again results in low EB and DIO reception probabilities of
the pledges, and so delays the formation of the networks. Both the C2DBI and GTCC
reduced the congestion in minimal cells by limiting the control packet transmission and
so achieved better results than 6TiSCH-MC. Although GTCC improves the joining time
compared to C2DBI, it is not significant. This is because the complete behavior of DIO
packet generation Trickle algorithm is not considered in the analytical model of the work
in [45], and so the congestion due to DIO transmission is not so significant. Therefore, using
the analytical model, GTCC only controls the EB transmission probability like C2DBI but
does not control the DIO transmission probability. Hence, both C2DBI and GTCC show
almost similar results.

As longer joining time of the pledges also increases the energy consumption of the nodes;
therefore, from Figure 6.3a and 6.3b, it can be seen that the proposed scheme GTCC reduces
the energy consumption of both the joined nodes and the pledges compared to that in

existing benchmark schemes.
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Analytical results on energy consumption of the nodes
Table 6.2
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Number of channels
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RPL version

Parameter
Operating System
DIO interval

Figure 6.3

are mentioned in Table 6.2, and we use two different topologies for our testbed experiments.

The proposed GTCC is implemented on Contiki-NG OS. Along with the 6TiSCH-MC stan-
[0T-LAB for running our testbed experiments. The various testbed experimental settings

dard [40], we compare our proposed GTCC with our previous scheme C2DBI (ref. Chap-
ter 3) for showing comparative performance study. The values of different parameters of all

the schemes are taken the same as the values mentioned in Section 6.4. We use the FIT

6.5 Testbed Evaluation of GTCC
6.5.1 Experimental Setup
The first topology is a 5 x 5 grid topology, and the other is a 2 x 12 linear topology.

TH-2796_176101102



Testbed Evaluation of GTCC

6.5.2 Performance Metrics

We consider three metrics for the evaluation of the proposed scheme GTCC. The first metric
is TSCH synchronization time. It is the time when a pledge receives its first valid EB frame.
Before receiving an EB, a pledge needs to keep its radio active all the time, which consumes
a significant amount of energy. A pledge knows the location of minimal cell after receiving
a valid EB. So, it keeps radio active only in the minimal cell to save energy. So, the TSCH
synchronization time is an important metric to consider during network formation.

6TiSCH joining time is considered as the second metric, which denotes the time when the
TSCH synchronized node receives the DIO packet from its parent. Note that the 6TiSCH
joining time is the same time for the node to join the DODAG. A node is allowed to transmit
its control packet for further expansion of the network after joining the 6 TiSCH network.
Hence, this 6TiSCH or DODAG joining time of the nodes is essential to consider during
network formation.

As it is already mentioned that a pledge consumes more energy before it gets synchro-
nized with the TSCH network. Therefore, energy consumption is taken into consideration
as the third metric. Although, the radio duty cycle (RDC) of a node reduces from 100% to
1% after getting an EB frame, its child node(s) still have the RDC of 100%. It is because
neither the node has started transmitting its control packets nor the child receive EB frame.
Therefore, quick and sufficient transmissions of both EB and DIO packet are necessary to

increase the lifetime of a network.

6.5.3 Results and Discussion

The received results from the testbed experiments are shown using 95% confidence interval.
Each bar in Figure 6.4 shows the number of TSCH synchronized nodes, in Figure 6.5 shows
the number of 6 TiSCH joined nodes, and in Figure 6.6 shows the average energy consumption
under various time intervals (e.g., 0-3, 0-2, 2-4, 9-12). The measuring units of time intervals
are minutes. Figure 6.4a and 6.4b show the number of TSCH synchronized nodes for both

the 2 x 12 linear and 5 x 5 grid topologies, respectively. Similarly, Figure 6.5a and 6.5b
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show the number of 6TiSCH joined nodes in different time intervals. It can be seen from
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Figure 6.4: Testbed results on TSCH joining time.
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Figure 6.5: Testbed results on 6 TiSCH joining time.

the results that GTCC outperforms both 6TiSCH-MC and C2DBI in terms of number of
joined TSCH synchronized nodes and 6TiSCH joined nodes in different time intervals. It
is because GTCC is used to maintain balance between the congestion in minimal cells and
sufficient transmission of the EB and DIO packet in the networks during their formation.
Although C2DBI reduces the congestion in minimal cell by dynamically changing the
EB generation rate, that is not sufficient to fully reduce the congestion in minimal cells. It is
because C2DBI does not control the DIO transmission rate, which is necessary. When a node
transmits DIS request for DIO packet, nearby joined node(s) reset their Trickle algorithm,
which turns outburst transmission of DIOs and congests the minimal cell. Therefore, to
deal with this kind of scenario, GTCC restrains the transmission of joined nodes by forcing
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Summary

them to wait for their respective SW periods so that congestion gets reduced. Hence,
it significantly achieves better performance compared to C2DBI. 6TiSCH-MC suffers the
most because it does not provide any mechanism to deal with the congestion in minimal
cell.

The average energy consumption by a pledge in different time intervals is shown in

Figure 6.6a and 6.6b for the 2 x 12 and 5 x 5 topologies, respectively. At the beginning
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Figure 6.6: Testbed results on energy consumption.

of the formation process, all the schemes consume more energy. It is because, initially,
most of the nodes do not get synchronized with the TSCH networks. They randomly scan
on different channels by keeping their radios active for EBs, which causes more energy
consumption. Therefore, in 6 TiISCH-MC, the average energy consumption of the nodes is
more because only few nodes immediately get synchronized with the TSCH networks due
to congestion in minimal cell. On the other hand, in GTCC, nodes do not need to wait for
a longer time to receive their first EBs because of the less congestion in minimal cell, which
significantly saves nodes’ energy. All three schemes consume almost same energy when their

formation process is over as nodes keep their radios active only in the minimal cell.

6.6 Summary

In this chapter, we proposed a game theoretic approach to reduce congestion in minimal
cell (shared cell) so that performance of 6TiSCH network can be improved during its forma-
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tion. For this, we designed a non-cooperative game, where the joined nodes act as players.
The players want to maximize their profit irrespective of the strategies of other neighboring
players. In the pay-off function, control packet transmission probability is considered as
a utility function, and the minimal cell busy ratio and energy of a node are considered as
price functions. The obtained solution of the proposed game using Lagrange multiplier and
Karush-Kuhn-Tucker (KKT) conditions were further used in a newly proposed game theory
based congestion control (GTCC) scheme. GTCC calculates Slotframe Window (SW) size
of the nodes to restrain them in transmitting control packets frequently so that congestion
in the minimal cell can be reduced without any signaling overhead. We used the analyt-
ical model mentioned in our Chapter 3 of this thesis to find out the best combination of
preference parameters used in the proposed game. We used the same analytical model to
compare the proposed GTCC with the benchmark schemes such as 6TiSCH-MC [40] and
our previous scheme C2DBI (ref. Chapter 3). Furthermore, the GTCC was implemented on
Contiki-NG and evaluated using FIT IoT-LAB testbed. The received results from both the
theoretical analysis and the testbed experiments showed that GTCC significantly improves
the joining time and energy consumption of the pledges.

In Chapters 3, 4, 5, and 6, we considered the same resource allocation (i.e., only one
shared/minimal cell per slotframe) policy mentioned by 6TiSCH-MC. However, to improve
the performance of 6TiSCH network formation significantly, the number of shared cells per
slotframe can be increased as mentioned in [45]. Therefore, in the next chapter, we leverage
the available channels at a single timeslot of each slotframe up to their full extent to increase
the number of shared cells per slotframe, which significantly improves the performance of

6TiSCH network formation.

PeNPIE- ot
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“The cure for boredom is curiosity. There is no cure for curiosity”

~Dorothy Parker (1893-1967)

Autonomous Allocation and Scheduling of

Shared Cell

We observe that, including 6TiSCH-MC, the existing schemes did not use all the avail-
able cells vertically, and so, all the available physical channels at the timeslot where the
minimal/shared cell resides i.e., at timeslot zero. It results in underutilization of channel
resources, and thus, higher network formation time. Therefore, this chapter proposes two
schemes: Autonomous allocation and scheduling of minimal cell (TACTILE) and Time-
Variant RGB (TRGB) to leverage all the available cells (so, channel) at timeslot zero of
each slotframe, and so to improve the performance of 6TiSCH network. Basically, both

the schemes increase the number of shared cells (or minimal cells) per slotframe in 6TiSCH

155
TH-2796_176101102



Autonomous Allocation and Scheduling Shared Cell

network without affecting the data transmission cells and radio duty cycles of the nodes.
We evaluate both TACTILE and TRGB using Markov Chain based analytical model and

testbed experiments in FIT IoT-LAB.

7.1 Introduction

As mentioned before, IETF released the 6 TiSCH-MC [40] standard for describing minimal
resource allocation during 6TiSCH network bootstrapping. 6TiSCH-MC mentioned that
all the control packets (i.e., for bootstrapping and maintaining the network) should be
transmitted in the minimal cell of a slotframe. The shared/minimal cell of a slotframe
is shown in Figure 7.1. To maintain synchronization, the default allocation policy forces
all nodes to use minimal cell at the same location slot offset=0, channel offset=0 of a
slotframe. Therefore, the position of minimal cell for all the nodes of a network remains same
i.e., at the location ([0,0]). The remaining cells starting from timeslot one of a slotframe
are called managed cells, and they are used for data transmission using a communication

schedule assigned by a scheduling function such as [41] and [42].

A Slotframe “n” Slotframe “n+1” -
+15| @ i 0 i
2|3 - T
E|| o o
Silz Managed 3 Managed
21|l g cells (7] cells
(ot [ o
S1]D )
(@)

0

0 1 2 --- 100 0 & 2 %—-— 100

[ Minimal cells "'§|0t offset

[] Managed cells

Figure 7.1: Position of shared slot and minimal cell in slotframe

Vallati et al., [45] revealed that the performance of 6TiSCH network formation degrades
when more pledges join in the network due to the allocation of only one shared cell per
slotframe for control packet transmissions. To address this problem, the authors in [45]
increased the number of shared cells per slotframe dynamically i.e., depending on the number
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of control packets generated in a network. However, the additional shared cells are added
in different timeslots of a slotframe, and thus, the default data transmission schedule and
cells are affected by their dynamic allocation (ref. Figure 2.7 in Chapter 2). Moreover, as
mentioned before, this allocation scheme is inefficient in energy consumption as the nodes
need to keep their radios active in the allocated shared cells of a slotframe.

Because of the fixed position of the minimal cell at [0, 0], only a single channel offset is
used corresponding to that shared timeslot. The usage of a single channel offset has several
disadvantages while multiple channels are available. (1) The other channel offsets remain
unused in slot offset O (i.e., shared slot). These channel offsets, so the corresponding
physical channels are not used even for data packet transmission. Figure 7.1 shows the
unused cells in slot offset 0. In brief, none of the existing schemes used all the channel
offsets at slot offset 0. Therefore, all the channel offsets remain unused except one, as
shown in Figure 7.1. (2) All joined nodes participate in contention at the same physical
channel for transmitting their control packets. This scenario reduces the probability of
getting EB by the pledges even when more joined nodes are available because the pledges
might continue scanning in different physical channels. Furthermore, it increases congestion
in one single channel.

Therefore, in this chapter, we attempt to leverage the available channels at the timeslot
zero of each slotframe up to their full extent to improve the performance of network forma-
tion. In brief, this chapter proposes two techniques to improve the pledges’ joining process
by efficiently utilizing the unused cells (shown in Figure 7.1) as minimal cells. However,
the main challenge is to utilize the available cells at timeslot zero as there is a minimal
cell at [0,0] already scheduled for network bootstrapping. For this, at first, we propose
autonomous allocation and scheduling of minimal cell (TACTILE). TACTILE modifies the
static allocation policy of the minimal cell. Instead of allocating minimal cell at fixed posi-
tion [0,0] for all the nodes in the network, TACTILE autonomously allocates in any cell at
timeslot zero based on the given allocation policy. This modification increases the number

of shared cells used in a network at slot offset 0. In such allocation, the position of min-
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imal cells varies from node to node. Therefore, there is a need for synchronization among
them. A hierarchical scheduling technique is proposed to maintain synchronization among
the nodes. TACTILE improves the EB reception probabilities of the pledges. Further,
it reduces congestion in shared cell and does not hamper data packet transmission as the
modified allocations are done in unused cells.

Later on, we find that TACTILFE creates unstable networks and allows repeated control
packet collision. Therefore, we propose Time-Variant RGB (TRGB) model as an enhanced
version of TACTILE. Although TRGB autonomously allocates the minimal cell like TAC-
TILFE, allocation made by TRGB is time-variant so that nodes change their allocated min-
imal cells after each slotframe to alleviate repeated control packet collision. Again, TRGB
allocates one common cell for all the nodes to exchange RPL control traffics. This com-
mon cell separates the RPL traffics from other control traffics such as EB, keep-alive, which
helps in maintaining a stable network. Therefore, for scheduling the added time dependable
minimal cells and providing tight interaction with the RPL for both upward and downward
routing, we propose an autonomous scheduling algorithm. This scheduling algorithm man-
ages conflict-free scheduling of the allocated minimal cells of the nodes as well as schedules
different radio states i.e., transmission (Tx), reception (Rx), or idle of the parent-child pairs
efficiently. Both the TACTILE and TRGB do not have signaling overhead for allocating
and scheduling the minimal cells per slotframe. In brief, the contributions of this chapter

are summarized as follows:

e An autonomous minimal cell allocation (ALLOT) scheme is proposed for faster trans-

mission of control packets.

e A hierarchical odd-even minimal cell scheduling (CHOICE) scheme is proposed for

maintaining synchronization between a transmitter and a receiver.

e Markov Chain based theoretical analysis, and testbed experiments are performed
for evaluating the proposed TACTILE scheme, which combines both ALLOT and
CHOICEFE schemes.
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e A time-variant autonomous allocation of minimal cell (INSTALL) scheme is proposed
for changing the location of the autonomously allocated minimal cells periodically to

alleviate repeated collision.

e A Red-Green-Blue (RGB) scheme is proposed by which nodes can autonomously man-

age conflict free scheduling of the added minimal cells and provide tight intereaction

with RPL.

e Markov Chain based theoretical analysis and testbed experiments are performed for
evaluating the proposed (TRGB) model, which combines both the INSTALL and RGB

schemes.

The rest of the chapter is organized as follows. In Section 7.2, we briefly describe our
proposed TACTILE scheme. In Sections 7.3, and 7.4, we provide the theoretical analysis
and testbed evaluation of TACTILE, respectively. In Section 7.5, we briefly describe our
proposed TRGB scheme, followed by in Sections 7.6, and 7.7, we provide the theoretical
analysis and testbed evaluation of TRGB, respectively. Finally, this chapter is summarized

in Section 7.8.

7.2 Autonomous Allocation and Scheduling of Mini-

mal Cell (TACTILE)

The work in [45] mentioned that the number of shared cells per slotframe allocated by
6TiSCH-MC is not sufficient to transmit all the generated control packets during 6TiSCH
network bootstrapping. To validate this claim, we perform simulation experiments on the
Cooja simulator. Two grid topologies i.e., 5 x 5 and 6 x 6 are used for simulation ex-
periments, considering slotframe length equals to 101 timeslots and 10 malliseconds long
timeslot. Following the 6TiSCH-MC, we consider only one shared cell per slotframe i.e.,
at slot offset O to simulate in one scenario, and for second scenario, we consider two

shared cells per slotframe at slot offset 0 and 1. Results show that the pledges join the
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6TiSCH networks in less time in the second scenario compared to the first scenario. The
formation time of both the network topologies i.e., 5 x 5 and 6 x 6 are improved by 37% and
23%, respectively, using two shared cells per slotframe. Hence, it can be claimed that the
formation time of 6TiSCH networks can be improved by increasing the number of shared
cells per slotframe. A similar type of improvement is also proved by the scheme DRA [45].
However, as mentioned in our previous chapters, DRA has several disadvantages, such as
throughput, network lifetime.

Based on the above understanding, at the beginning, this chapter proposes an autonomous
allocation and scheduling of minimal cell (TACTILE) for allocating multiple shared cells
by leveraging two attributes — the location of node links in the DODAG topology and the
availability of multiple channels at a fixed timeslot. TACTILE contains two sub-schemes.
At first, autonomous minimal cell allocation (ALLOT) sub-scheme is proposed for distribut-
ing the allocation of minimal cell vertically at slot offset 0 based on the nodes’ position
in the DODAG topology. It autonomously allocates at most three shared/minimal cells
at slot offset O to a joined node for transmitting different types of control packets. As
all the shared/minimal cells are allocated at the same timeslot, only one cell can be used
at a time by the joined node, and thus, it follows 6TiSCH-MC standard. However, unlike
DRA, the number of shared cells per slotframe is increased by allocating the shared cells
in one of those unused cells in slot offset O intelligently. This utilization of multiple
channels simultaneously gives better performance during network formation as it reduces
frame collision.

Now the important question is which minimal cell will be used and when by which node?
Further, how does the receiver know which channel the transmitter is using currently? In
short, the ALLOT scheme creates synchronization issue. For solving it, we propose a
hierarchical odd-even minimal cell scheduling (CHOICE) sub-scheme. So, the joined nodes
should follow both the sub-schemes together to transmit their control packets. How the
proposed sub-schemes are followed together is mentioned in the TACTILE framework. In

the below subsections, both the subschemes and the framework are discussed in detail.
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7.2.1 Autonomous Minimal Cell Allocation

Algorithm 9 describes the procedure for autonomous minimal cell allocation by the nodes
of a 6TiSCH network. At first, only the Join Registrar/Coordinator (JRC) is there in the
network, and thus, it assigns one minimal cell at [0,hash(EUI64 (JRC),N.)]. The function
hash (EUI64(XY),N.) returns a value between [0, N, — 1] based on the EUI64! address of
the node XY. Here, N, is the total number of channels available in the network. De-
tailed procedure of the hash function is described in [94]. However, any hash function can
be used to allocate the minimal cell(s) to the nodes. If a pledge receives an EB frame
from the JRC, then the pledge allocates a minimal cell at [0,hash(EUI64(JRC),NN,)] for
both transmission (Tx) and reception (Rx). Otherwise, it allocates two minimal cells at
[0,hash(EUI64 (parent),N.)] and [0,hash(EUI64 (grandparent),/V.)] considering that
it has received the EB frame from another joined node (not JRC) who is selected as its par-

ent node. Here, EUI64 (parent) and EUI64 (grandparent) are the EUI64 addresses of parent

Algorithm 9 Autonomous Minimal Cell Allocation

1: if node is JRC then

2 Rx, Tx cell = [0,hash(EUI64(JRC), N,)]

3: else if node is TSCH sync but not join DODAG then
4: if parent of the node is JRC then

5: Rx, Tx cell = [0,hash(EUI64(JRC),N,)]

6

7

8

9

else
Rx cell=[0,hash(EUI64 (parent), N.)]
Tx cell=[0,hash (EUI64 (grandparent) , N,)]
: end if

10: else if node is TSCH sync and join DODAG then
11: Tx cell = [0,hash(EUI64(own),N,)]
12: else > node is not TSCH sync or disconnected
13: Scan channel for EB frame
14: end if

and grandparent of the pledge, respectively. The minimal cell at [0,hash (EUI64 (parent), N,)]
is used for listening any control frame from both its parent and child nodes. Whereas,

the minimal cell at [0,hash(EUI64(grandparent),/N.)] is used for transmitting control

'EUI64 (Extended Unique Identifier) is a method by which IPv6 addresses are automatically configured
to the hosts. An IPv6 device will use the MAC address of its interface to generate a unique 64-bit interface
ID (i.e., EUI64) by adding extra 16-bit.
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frames such as JRQ and DIS to its parent. When a TSCH synchronized node gets a valid
DIO packet, i.e., the node joins to DODAG of the 6TiSCH network, then it allocates one
more minimal cell at [0,hash(EUI64 (own),N.)] to transmit its own control packets. Here,
EUI64 (own) is the EUI64 address of the node itself. It is noteworthy that all the allocations
are done at slot offset 0, and so, in the unused cells.

In this process, hash collision may occur when the number of joined nodes exceeds the
available channels. The hash collision results in same minimal cell allocation to the colliding
nodes. Note that the congestion in shared minimal cells occurs only when the hash colliding
nodes simultaneously generate their control packets. The channel offsets are calculated
based on nodes EUI64 addresses, making the allocation distinct. Information about parent
EUI64 address is implicitly mentioned in EB frame, whereas, grandparent EUI64 address
can be added in the information elements (IE) of an EB frame. Hence, no other control
packet needs to be transmitted to provide information about added minimal cells’ location.
Thus, ALLOT allocates extra shared cells without affecting the data transmission schedule

and increasing the radio duty cycle of the nodes.

Node Minimal cell

JRC—[0,0

BT
(D (20 2—» 0,0,[0,11[013]
—»0,0,0,21014
) @ & 5»0,0,[0,2,[0,5]
> & g»ggyg’i'tgﬂ
— s ’ y y ’
& 8 —[0, 2, [0, 5], [0, 8

Figure 7.2: Autonomous minimal cell allocation by ALLOT

Figure 7.2 depicts an example of cell allocations by ALLOT. In the figure, node (6)
allocates three shared minimal cells in slot offset O which are [0, 1], [0,3], and [0, 6].
Channel offsets 1, 3, and 6 are calculated using the EUI64 addresses of the grandparent,
parent, and the node itself, receptively. On the other hand, node (1) allocates two shared

cells using channel offsets 1 and 0 as its parent and grandparent is the same.

162
TH-2796_176101102



Autonomous Allocation and Scheduling of Minimal Cell (TACTILE)

7.2.2 Hierarchical Odd-Even Minimal Cell Scheduling

A synchronization problem will occur as the ALLOT scheme allocates minimal cells at
different locations for the different nodes. So, when a parent node transmits its control
packet, its immediate child node may be busy transmitting its own control packet using
a different channel offset. In this case, the child node might miss the transmitted control
packet. This event can lead to inconsistency in a network. Therefore, proper scheduling of
the allocated cells is necessary for maintaining synchronization among the pairs of parent-
child nodes in a network. Algorithm 10 describes the procedure of the proposed scheduling

scheme.

Algorithm 10 Hierarchical Odd-Even Minimal Cell Scheduling

1: if node is JRC and odd-even selection is not done then

2: Randomly decide odd-even shared cell for listen/transmit > Do it once at the
beginning

3: else if node’s parent transmits in this shared slot then

4: Schedule Rx cell [0,hash(EUI64 (parent) , N.)]

5: else if node has packet to transmit then > Transmit

6: if packet is broadcast or unicast to child then

7 Schedule Tx cell[0,hash(EUI64 (own) , N,)]

8: else if node’s parent is JRC then

9: Schedule Tx cell [0,hash (EUI64 (JRC) , N,)]

10: else

11: Schedule Tx cell[0,hash(EUI64 (grandparent),N.)]

12: end if

13: else > Listen as node does not have packet to transmit

14: Schedule Rx cell[0,random no % N,)]

15: end if

The Absolute Slot Number (ASN), which denotes the total number of timeslots that
have elapsed since the network started, is used in the proposed scheduling scheme. Note
that if the ASN value of the minimal cell in i slotframe is odd, then that in (i + 1)
slotframe it would be even, and vice versa when a slotframe length is an odd number. At
the beginning, the JRC randomly decides whether it is going to transmit its control pack-
ets in the minimal cell associated with either odd or even ASN value. The other nodes
decide their Rx and Tx cells based on their parent nodes’” Tx and Rx strategies. A joined

node listens from both its parent and child nodes during its parent node’s transmission
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slot i.e. at [0,hash(EUI64 (parent),/N.)]. On the other hand, a joined node transmits its
own control packet or unicast response/request to its child node during its parent node’s
listening slot i.e., at [0,hash(EUI64(own),N.)]. At the same listening slot of its par-
ent, unicast request/response to its parent is also transmitted but using the shared cell
at [0,hash(EUI64(JRC),N,)] or [0,hash(EUI64(grandParent), N.)] according to node’s
position in the DODAG. A node uses grandparent’s EUI64 address to transmit control pack-
ets to its parent because at that time, the parent node listens using the grandparent’s (i.e.,
parent of the parent) EUI64 address. Note that when a node does not have a grandparent,
its parent node is treated as its grandparent node for allocating and scheduling Tx and Rx
minimal cells. In this way, hierarchical scheduling is performed to transmit control packets
in a network from top to bottom of a DODAG to maintain synchronization.

0dd=Tx,ChOff-0
Even=Rx, ChOff-0

Odd=Rx, ChOff-0
Even=Tx, ChOff-0,2

Odd=Rx, ChOff-0
Even=Tx, ChOff-0,1

Odd=Tx, ChOff-0,4

Even=Rx, ChOff-2
0dd=Tx, ChOff-0,5

Even=Rx, ChOff-2

—— EB,DIO,JRS, etc.,
---» JRQ,DIS,etc.,

Odd=Rx, ChOff-4

Figure 7.3: Autonomous minimal cell scheduling by CHOICE

This scheduling technique reduces congestion in a network as a node can transmit only
when its parent is listening and vice versa. Figure 7.3 shows how the scheduling of minimal
cells is done by the proposed CHOICE scheme, where node (7) transmits its request control
packets (such as JRQ, DIS) to its parent node (4) using the EUT64 address of node (2). This
is because, at that time, node (4) listens for control packets using its parent EUI64 address.

Furthermore, when node (7) and node (2) transmit (Tx) at the even ASN timeslot, node

164
TH-2796_176101102



Autonomous Allocation and Scheduling of Minimal Cell (TACTILE)

(4) used to listen (Rx) in that timeslot. Hence, there is no scheduling conflict between a
pair of parent-child nodes. On the other hand, child node (say, node (4)) transmits its own
control packets to its own child node (i.e., node (7)) in the tree using its own EUT64 address.
And, if parent node transmits, its child node should listen in the same transmitting shared
cell using parent’s EUI64 based shared cell. For example, node (4) listens using the EUTI64
address of node (2).

7.2.3 TACTILE Framework

It is already mentioned that both the ALLOT and CHOICE schemes are running together
in TACTILE. Figure 7.4 shows a complete framework of a new node’s joining process for the

construction of 6TiSCH network. A node goes through four states — Pledge, TSCH synced

States of a node: Activities during network formation
| Scanfor EB _ :
Pledge Algo 1:Step 13— Received EB

*_I

Allocate minimal cell
by Algo 1: Steps (3-9)

\ |
Schedule minimal cell|[Schedule minimal cell
Algo 2: Step 4 Algo 2: Steps (8-15)

I I

v

TSCH Perform secure joining by
sync node exchanging JRQ and JRS
* 1
TSCH Received Allocate minimal cell
joined node " | DIO packetl | by Algo 1: Steps (10-11)
Schedule minimal cell|| Schedule minimal cell
Algo 2: Step 4 Algo 2: Steps (5-15
~STIScH g | ep g Iep (5-15)
joined node

Figure 7.4: TACTILE framework describing various states and activities of a pledge during its
joining process
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node, TSCH joined node, and 6TiSCH joined node/RPL node for joining to a 6TiSCH
network. Initially, a pledge waits for a valid EB on a randomly selected channel. Once it
receives an EB, the node moves to TSCH synced state. At this state, the node is TSCH
synchronized but has not yet completed the secured enrollment steps by exchanging JR(Q
and JRS frames. Once it is done, the node moves to TSCH joined node state. At this state,
the node waits for RPL routing information required for multi-hop network formation. Once
the node gets the RPL routing information through DIO control packet, it moves to the last
state, which is RPL node or 6TiSCH joined node. At this state, the joining procedure to
6TiSCH network is completed for that node. A node allocates minimal cell for transmitting
or listening control packets during bootstrapping steps. The framework in Figure 7.4 shows
when the node will allocate minimal cell using the Algorithm 9 and when the cell will be
scheduled using Algorithm 10. Note that if a node gets disconnected from the network at
any time, the node needs to rejoin the network as a fresh pledge node. After rejoining, the
previous allocation and scheduling status change based on the newly selected parent. Note
that the steps 1-2 in both the algorithms are not mentioned in the framework, as they are

associated with the JRC but the framework is for new node.

7.3 Theoretical Analysis of TACTILE

In this section, the TACTILE scheme is evaluated using Markov Chain based theoretical
model. We use the same Markov Chain mode described in our Chapter 3 to estimate
the Average Joining Time (AJT) of a pledge. Following the computation methodology as
described in Chapter 3, we can calculate the Average Slotframe Number (ASF) required to
reach the absorbing state of the Markov model can be computed as follows,

1 1 1 1
ASF = + + + 7.1
Pgpy (P 7RQs  PiRss ) Pprog (7.1)

However, as TACTILE allocates more shared cells per slotframe, so the values of Pgp,,
Pprog, Prrss, and Pjpg, to compute the value of ASE are different compared to the values

mentioned in our Chapter 3. These values can be caluculated as follows.
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According to the TACTILE, every node transmits its control packet using its own Tx
cell [0,hash(EUI64(own),N.)]. Furthermore, if a node transmits its control packet in an
even shared slot, it listens in an odd shared slot, and vice versa. Let us assume a node has
n joined neighbor nodes and M total neighbor nodes in its surrounding. In the best case,
there is at least one joined neighbor, and all the remaining (M — 1) neighbors are pledge.
In this case, only one node transmits its control packet, so no collision occurs. However, in
the worst case, all the n joined nodes transmit their control packets at the same shared slot.

Hence, there is no transmission by these n joined nodes in the immediate next shared slot.

So, for simplicity, we can assume that on average 5 nodes transmit their control packets
in each shared slot. Following this assumption, the probability of receiving an EB frame

successfully by a pledge in a shared minimal cell can be computed as follows,

2 on o2
Pops = ) ()5 Peb(1 — Pey) e (1 = Puo) ¥ (7.2)

where, the value of n and M can be different for every node of a network. Here, (M — n)
pledges join the network one by one, and the P(N = n) denotes the probability of being
total n joined neighbour node at any instant of time which equals to % considering uniform
probability distribution. When a RPL node transmits its EB frame, on an average the
remaining (5 — 1) RPL nodes should not transmit their control packets (EB/DIO/JRS).
The probability of this condition equals to (Pe(1 — Peb);%f(l - Pdio)%(l - ij);%) in

Equation (7.2). Additionally, the neighbor pledges also should not transmit their JRQs,

M—n n—2 :
Ne ). The term denotes that, in

which is represented by the probability ((1 — Pjy,) N

TACTILE, collision occurs in worst case only when £ —1 > N, in a single hop scenario.
Otherwise, all the joined nodes transmit their control packets using different channel offsets.
(1 — Pyss) is the probability that a transmitted frame should not be lost in the channel.
Finally, successful transmission probability of EB is reduced by "T/f as a pledge is not
synchronized initially. Further, the EB frame can be transmitted by any of the 3 neighbor

joined nodes which result in multiplying the computed probability by 7.
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Similarly, the probability of transmitting a DIO packet successfully in a minimal cell is

computed as,

n—2

M—n
n n—2
Pprog = Z §Pdio(1 — Piio) Ve (1 — Pyy) 2N (7.3)

—2 M—n

(1— ij);Tc(l - Pj?"q) Ne (1 — PlOSS)P(N =n)

Likewise, the probability of transmitting a JRQ frame and receive a JRS frames successfully

in a minimal cell is also computed as,

M—n
PJRQS = Z (M = n)(l 2 Peb) € (1 - Pdio) Cf)jrq (74)

M—n+1

(1— Pjrq) ¥e (1= ij)ﬁ(l — Ploss) P(N = n)

M—n
n n—2 n=2
Prrss = ) 5 Dirs(1 = Pjrs) ™Ne (1 — Pep) 2 (7.5)
(1= Puo) ™ (1 = Pyrg)” Mo (1 = Pows) P(N = 1)

Now, to compute the above mentioned probabilities, the transmission probabilities of EB,

P,, and DIO, P, in a minimal cell are calculated as follows,

L
Py,=— 7.6
’ Ieb ( )

where, L is the slotframe length and I, is the beacon interval. We compute the probability

Py, following the procedure described in [45] as follows,

2Np (1 — PT)NDmm(W, 1)+
ik P21 = P)imin( g, 1)

e , (7.7)
B+ 28 (1= P)Ne +3 0,0 B2/(1 = B

Pdio:(l_Peb)

where I7%™ is the initial DIO interval, P, is the Trickle algorithm reset probability and Np
represents the total number of trickle algorithm states. Finally, the average joining time

(AJT) of a new node is calculated as follows,

AJT = PJT + ASF x L (7.8)
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where PJT is the average joining time of parent node of a new node in multi-hop network.

7.3.1 Analytical Results and Discussion

We consider a random network topology with the values of few parameters as follows for the-

oretical evaluation of the proposed scheme: No = 16, I, = 4 sec, P, = 0.2, Ig}j” =8 ms,

L = 101 timeslots, T; = 10 ms, Np = 16 and P, = 0.2. Figure 7.5 pictorially depicts the
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Figure 7.5: Analytical results on (a) TSCH synchronization; (b) 6TiSCH formation time; and
(c) energy consumption by a node

theoretical results along with a comparative study with 6TiSCH-MC [40] and and our pre-
vious scheme C2DBI (ref. Chapter 3). In our Chapter 3, we provide a complete theoretical
analysis of 6TiSCH-MC and C2DBI. For evaluating C2DBI, we consider minimum beacon
interval I"M = 4 x L, and maximum beacon interval I’7%* = 10 x L. In this chapter, we
have used the same analysis to draw the plots.

Figure 7.5a and 7.5b show the TSCH synchronization time and 6 TiSCH joining time, re-
spectively. Results show that the pledges’ joining time increases with the increasing number
of joined nodes using the 6TiSCH-MC and our previous scheme C2DBI. It is because both
the schemes use only a single physical channel in the shared timeslots to transmit control
packets even though IEEE 802.15.4e allows to use multiple physical channels at a time. So,
the congestion in the single transmission channel increases with the increasing number of
nodes. When the number of nodes increases, congestion in the transmission channel also
increases. Because of this, nodes fail to transmit their control packet in minimal time, and
sometimes, they drop packets due to congestion in shared cells. This ultimately increases
the formation time of 6TiSCH network. Although the congestion in shared cell is reduced in
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C2DBI by varying the beacon generation interval of the joined nodes, that is not sufficient
compared to that in TACTILE.

TACTILE reduces the congestion using the distribution of minimal cell position of dif-
ferent nodes along the channel offset axis per slotframe. Therefore, instead of using a single
channel for all the nodes, TACTILE uses all the available physical channels in the shared
timeslots when the number of nodes increases in the network topology. Hence, even when
the number of nodes increases, congestion in a particular transmission channel does not
increase abruptly. So, less delay in transmission of control packets, unlike the 6TiSCH-MC
and C2DBI. This helps in improving the formation time. Furthermore, as the pledges scan
random channel for EB, in TACTILE, the transmission of more EBs by multiple joined nodes
simultaneously using different physical channels increases the EB reception probabilities of
the pledges.

Figure 7.5¢ shows the energy consumption of a node during network formation. Again,
for calculating the energy consumption of the nodes, we follow our previous model designed
in Chapter 3. It is observed that when the number of nodes increases, the congestion in
minimal cell also increases. Because of this increasing congestion, pledges need to keep
their radios active for more amount of time to get an EB frame. In other words, nodes
are having 100% radio duty cycle for a longer duration, and it causes quick energy drain.
Hence, 6TiSCH-MC shows worst result than C2DBI and TACTILE. On the other hand,
leveraging all the physical channels for transmitting control packets, TACTILFE reduces the

TSCH synchronization time of the pledges, which in turn reduces their energy consumption.

7.4 Testbed Evaluation of TACTILE

7.4.1 Experimental Setup

To perform the testbed experiments, at the beginning, the proposed TACTILE scheme is
implemented in Contiki-NG. As the grandparent EUI64 address is also used in the scheme,

therefore, a node include its parent EUI64 address in the Information Element (IE) of its EB
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Table 7.1: FExperimental settings

Parameter Value

Operating System Contiki NG

Testbed FIT IoT-LAB, Grenoble, Lille
Mote IoT-LAB M3

Number of channels 16

Timeslot length 10 ms

Slotframe length 101 timeslots

RPL version RPL Lite

RPL DIO interval Trickle Algorithm
Experiment duration 60 min

frame. So, the child nodes can use that EUI64 address as their grandparent EUI64 address.
Subsequently, the implementation of TACTILE has been flashed on the M3 nodes in FIT
IoT-LAB for performance evaluation. The fixed beacon interval I, is set to 4 seconds for
6TiSCH-MC, DRA [45] and TACTILE, whereas, for C2DBI, I"*" is set to 4 seconds and
I is set to 12 seconds. The channel busy ratio (CBR) is calculated in the interval of
8 seconds. Note that in the testbed experiments, the TACTILFE is also compared with
one more benchmark scheme called DRA along with the 6TiSCH-MC and C2DBI. Here,
maximum 8 shared slots are allocated to DRA in a slotframe. In the testbed experiments,
M3 nodes are deployed using a (2 x 12) linear topology and a (5 x 5) grid topology in
Grenoble and Lille locations, respectively. Other configuration settings used in the real

testbed experiments are tabulated in Table 7.1.

7.4.2 Performance Metrics

As both the joining time and energy consumption of the nodes are important for efficient
data transmission and longer lifetime of 6TiSCH networks, therefore, we mainly considered
three metrics to evaluate our proposed scheme TACTILE. Before getting synchronized with
the TSCH network, pledges need to scan for EB frame by keeping their radios active all
the time. So, pledges consume their maximum energy during channel scanning. Hence, the
time required by a pledge to be a TSCH synchronized node is very much crucial. Therefore,

we consider TSCH synchronization time of a pledge as our first metric to evaluate
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TACTILE.
A pledge becomes a complete 6TiSCH joined node when it receives both the EB and DIO

control packets and also successfully exchanges the JRQ and JRS frames with the JRC. Only
a 6TiSCH joined node is allowed to transmit its control packets and data packets. Hence,
the time required to become a 6TiSCH joined node i.e., 6 TeSCH joining time should be
minimum, which is considered as the second metric for evaluation.

As energy consumption of the nodes is essential for longer network lifetime, therefore, we

consider the energy consumption of the nodes during the formation of 6TiSCH network

as the third metric for evaluation.

7.4.3 Results and Discussion

The received results are plotted in Figure 7.6 and 7.7 using CDF of TSCH and 6TiSCH
formation time. Figure 7.6a and 7.7a show the time required by a pledge to receive its first
EB frame corresponding to two different topologies. On the other hand, the Figure 7.6b and

7.7b shows the time required by a pledge to receives its first DIO packet after the completion

of its TSCH joining process.

1 ‘ 1 —
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5 504l
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(b) 6TiSCH formation in 2 X 12 network
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Join time (s)
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Figure 7.6: Testbed results on TSCH and 6TiSCH formation time under the (2 x 12) network
topology.
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Figure 7.7: Testbed results on TSCH and 6TiSCH formation time under the (5 X 5) network
topology.

Received results show that the TACTILE performs better than 6 TiSCH-MC and C2DBI,
whereas it shows almost similar results with DRA in terms of both TSCH and 6TiSCH
joining times. The reason for comparative performance by the DRA and TACTILE is the
usage of more shared cells per slotframe. So, DRA and TACTILE mitigate the congestion

in shared cells significantly, which improves the performance of 6 TiSCH network.
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Figure 7.8: Testbed results on average energy consumption corresponding to various experimental
time intervals (e.g. 0-2 min, 2-4 min, etc.,) under the (2 x 12) and (5 x 5) network topologies.

Figure 7.8a and 7.8b show the average energy consumption of a pledge during initial
10 menutes of network formation. In the initial 10 minutes most of nodes are synchronized
with TSCH, and so, the energy consumption of the network almost remains constant after
this period. In DRA, all the nodes need to keep their radios active in all the allocated
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shared slots as the node does not know in which shared slot its expected control packet will
be transmitted. This increases the radio duty cycle of the nodes, which in turn consumes
more energy consumption. On the other hand, in TACTILE, a receiver knows the exact
location of a transmitter’s cell. Hence, the nodes save their energy by not keeping their
radios active in more than one cell in a slotframe. It can be seen that DRA consumes more
energy, even more than C2DBI.

In brief, the obtained results show that the proposed TACTILE scheme achieves 87%,
67%, and 3% improvements in terms of 6TiSCH joining time, and 42%, 23%, and 29%
improvements in terms of average energy consumption over 6 TiSCH-MC, C2DBI, and DRA,
respectively, in 5x5 grid topology. Similarly, results show significant improvements in joining

time and energy consumption in 2 x 12 grid topology.

7.5 Time-Variant RGB Model for Minimal Cell Allo-

cation and Scheduling (TRGB)

In TACTILE, we increase the number of minimal cells per slotframe in the whole network
but allow a node to use only one minimal cell in a given slotframe. Hence, TACTILE have
shown better performance compared to the existing schemes using similar low radio duty
cycle as 6TiSCH-MC. However, in TACTILFE, we do not maintain a common cell for all the
nodes for exchanging routing information control packets. This common cell is necessary
for maintaining stable network and constructing efficient routing tree for both upward and
downward routing. Furthermore, in TACTILFE, the nodes autonomously allocate their min-
imal cells only once and then remain unchanged throughout the lifetime. Therefore, the
repeated collision of control packet transmission is possible when two or more nodes add
the same set of minimal cells in every slotframe.

Therefore, for maintaining stable network and minimize the repeated collision, we pro-
pose Time-Variant RGB (TRGB) model as an enhanced version of TACTILE in this section.
TRGB has two sub-schemes and both the sub-schemes must be executed by all the joined
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and synchronized nodes. The first sub-scheme i.e., time-variant autonomous allocation of
minimal cell (INSTALL) autonomously allocates minimal cells to the nodes whereas the
other sub-scheme i.e., Red-Green-Blue (RGB) autonomously schedules the allocated min-
imal cells. In brief, INSTALL suffers from the synchronization issue without the RGB

scheme. Both these sub-schemes are described separately in the below subsections.

7.5.1 Time-variant Autonomous Allocation of Minimal Cell

INSTALL usages the unique EUI64 addresses of the nodes to allocate minimal cells at slot
offset 0. For the efficient construction of the routing tree i.e., RPL’s DODAG, INSTALL
adds a common cell at the slot offset 0and channel offset 0i.e., at cell [0,0] for all the
nodes for exchanging RPL routing traffic. Apart from this common minimal cell, INSTALL
allows the nodes to add at most three more minimal cells at the same slot offset 0 but
with different channel offsets depending on the position of the nodes in the DODAG tree.

Let the different channel offsets x, y and z of three minimal cells are defined as follows:

x = mod(hash(EUI64(0wn) + ASFC),N.— 1) +1 (7.9)
y = mod(hash(EUI64 (Parent) + ASFC),N.— 1) +1 (7.10)
z = mod(hash(EUI64(GrandPa) + ASFC),N. — 1) + 1 (7.11)

where hash! function is used to find a unique integer number from the EUI64 addresses of
the nodes and ASFC. The EUI64(own), EUI64 (Parent), and EUI64 (GrandPa) denote the
EUI64 addresses of a node, its parent and grandparent, respectively, and Absolute Slotframe
Count (ASFC) is calculated as L#J Here, ASN and L denote the absolute slot number
and slotframe length, respectively. The function |f]| denotes the floor function and N,
denotes the number of used channels in the network. We add 1 in the equations as channel
offset 0 is reserved for common cell. As the JRC does not have parent and grandparent,

so JRC adds only one minimal cell corresponds to its own address. Similarly, the nodes that

do not have grandparent i.e., one hop children of JRC, add two minimal cells considering

'Network administrator can choose/design his/her own hash function which is implementation specific.
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Algorithm 11 Time-variant Autonomous Allocation of Minimal Cell
1: if node is JRC then

2: Add two minimal cells as follows:

3: [0, 0] > Common cell
4: [0, Own] > By Eq. (7.9)
5: else if node is only TSCH synchronized then

6: if parent is JRC then

7: Add two minimal cells as follows:

8: [0,0] > Common cell
9: [0, Parent)| > By Eq. (7.10)
10: else > i.e. parent is not JRC
11: Add three minimal cells as follows:

12: [0, 0] > Common cell
13: [0, Parent)] > By Eq. (7.10)
14: [0, GrandPa] > By Eq. (7.11)
15: end if

16: else if 6TiSCH joined node then

17: Add one more minimal cell as follows:

18: [0, Own] > By Eq. (7.9)
19: else > It’s a pledge
20: Scan random channel for EB frame

21: end if

the parent i.e., JRC’s EUI64 address and their own EUI64 addresses. Otherwise, the nodes
add three minimal cells at the slot offset 0 and the channel offsets z, y and z defined by
the above equations. Algorithm 11 describes the steps in INSTALL. Few important points
about INSTALL are mentioned in the following.

Alleviate repeated control packet collision: To reduce repeated usage of a set
of minimal cells by more than one nodes, ASFC' is used in the above equations. After
each slotframe, the value of AF.SC will be increamented by one i.e., AFSC will vary over
time. Therefore, AF'SC is used in the hashing equations, so that the hash function returns
different output after each slotframe. This prevents specific cells are being overlapped
forever and alleviates repeated usage of same set of minimal cells by more than one nodes.
Ultimately, this reduces the repeated control packet collision. Therefore, AF'SC' is included
in the equations instead of allocating fixed channel offsets directly. Now, as x, y and z are
used as channel offset, so TSCH’s channel hopping mechanism adds different transmission
channels to the nodes over time. Otherwise, the nodes would always get the same physical
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@ Node Minimal cell Minimal cell
2 —»[0,0], [0,1], [0,2] — [0,0], [0,2], [0,3]

3 —»[0,0], [0,1], [0,3] — [0,0], [0,2], [0,4]
2 9 4 —»[0,0], [0,2], [0,1], [0,4] — [0,0], [0,3], [0,2], [0,5]

%) 5 —»[0,0], [0,3], [0,1],[0, 5]—> [0,0], [0,4], [0,4], [0, 6]
D 6 —»[0,0], [0,4], [0,2], [0,6] — [0,0], [0,5], [0,3], [0,7]

7 —»[0,0], [0,5], [0,3], [0,7] —[0,0], [0.6], [0.4], [0.8]
21—>»[0,0], [0,5],[0,3], [0, 5] —*[0,0], [0,6],[0,4], [0, 7]
® ASFC=0 —— % ASFC=1

Figure 7.9: Minimal cells allocation by INSTALL when absolute slotframe count (ASFC) equals
to 0 and 1, respectively.

channels if their allocated channel offsets are same.

Autonomous allocation of minimal cell without signaling overhead: A node can
easily extract its parent’s EUI64 address from the received EB frame, whereas, EUT64 address
of the grandparent can be added as Information Element (IE) in the EB frame. Hence, nodes
can autonomously add their minimal cells at slot offset 0 without any signaling overhead.
Furthermore, the EUI64 addresses of the nodes are unique, so, INSTALL allocates distinct
minimal cells to the nodes. Note that there will be hash collision when the number of
nodes within a single hop network exceeds the total number of physical channels used in the
network. Hash collision results in assignment of same minimal cell to the colliding nodes.
However, packet collision is only possible when more than one nodes use to transmit their
packets at the same time using same minimal cell.

Leveraging unused cells: All the minimal cells of a node are added at the same slot
offset, but using different channel offsets, which varies with time. So, a node can use only one
minimal cell per slotframe. Hence, INSTALL neither affects the existing data transmission
schedule and manageable cells nor increases the radio duty cycles of the nodes. However,
INSTALL increases the number of unique minimal cells per slotframe in the whole network
without any signaling overhead.

Figure 7.9 shows an example of allocation made by INSTALL in first two consecutive
slotframes i.e., ASFC = 0 and ASFC = 1. For example, node (5) allocates four minimal
cells based on the EUI64 addresses of his own [0,5], parent [0,3], and grandparent [0, 1]

and including the common minimal cell [0,0] in ASFC = 0. However, in the next slotframe
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i.e., ASFC = 1, the positions of the added minimal cells of node (5) have changed to other
location except the common cell due to the used hash function and value of ASFC. All
nodes change the location of autonomously allocated minimal cells after each slotframe as
shown in Figure 7.9. It helps in eliminating cell overlapping by multiple nodes. For example,
node (5) and node @ use different minimal cells based on own their EUI64 addresses in
ASFC = 0 and ASFC = 1. Thus, INSTALL reduces repeated minimal cell overlapping,

and so control packet collision

7.5.2 Red-Green-Blue Scheduling

RGB is proposed to schedule the allocated minimal cells by INSTALL to avoid de-synchronization
for the parent-child pairs. Furthermore, a node can be in any of the three different radio
states i.e., Tx, Rx and Idle in a given minimal cell of a slotframe. RGB also schedules these
radio states of a node effectively. For example, when the parent node is in Tx state, the
child needs to be scheduled in Rx state, and vice versa. Algorithm 12 describes the steps of
RGB. Few important points about RGB scheduling are present in the following.

What these R, G, and B indicate? We consider a slotframe as Red (R) when the
modulus of the ASN number of the starting timeslot of the slotframe with respect to 3 is
0 i.e. (starting ASN) % 3 = 0. Similarly, we consider a slotframe Green (G) and Blue
(B) when the modulus of the ASN number of the starting timeslot of the slotframe with
respect to 3 is 1 and 2, receptively. As, we consider the modulus of 3, so these, R, G and
B slotframes are repeated after 3 slotframes. Note that when the slotframe length is small,
R, G, and B slotframe appear more frequently and vice versa.

Usage of R, G and B slotframes: All the nodes reserve R slotframe for exchanging
routing information carrying packets such as multicast DIS, multicast DIO, whereas, G and
B slotframe are used either for Tx or Rx of EB, unicast DIO, keep-alive, unicast DIS, and
DAO (Destination Advertisement Object).

Conflict free radio states scheduling: All the nodes perform communication in these
R, G, and B slotframes as follows: In R slotframe all the nodes either transmit (Tx) or
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Algorithm 12 Red-Green-Blue Scheduling

JRC decides its Tx slotframe either at G or B
if a pledge receives EB in GG then

set flag =G
else

set flag= B
end if
if current slotframe is R then

Nodes set Tx/Rx at [0, O] > Common cell
else if node is JRC then

if current slotframe is decided Tx slotframe then

Set Tx at [0,0wn] > By Eq. (7.9)
else
Set Rx at [0,0wn] > By Eq. (7.9)

end if
. else if current slotframe is flag then
Set Rx at [0,Parent] > By Eq. (7.10)
. else if current packet is for parent then
if JRC is parent then

Set Tx at [0,Parent] > By Eq. (7.10)
else

Set Tx at [0,GrandPa] > By Eq. (7.11)
end if
. else if packet is available then > Broadcast packet
Set Tx at [0,0wn] > By Eq. (7.9)
. else > Own turn but no packet available
Turn off the radio
. end if

NN DN NN = = = e e e e e
ST A T R eul - v e BRI ARl > ol

receive (Rx) routing information carrying packet using the common minimal cell i.e., [0, 0]
depending on the availability of the routing packet in their transmission buffer. All the
nodes are allowed to transmit their routing information using the common cell only so that
the nodes can change different parents as the routing protocol discovers new neighbors over
time via the reception of DIO packets. This process of receiving DIO packets from new
neighbors helps in finding new routes towards the root node with a better link quality or
a lower cost. Thus the nodes would not stick with the first parent, and so not lead to
suboptimal routes and poor performance for data transmission at the steady state. Again,
assigning the R slotframe particularly for RPL traffic (excluding other traffic such as EB,

keep-alive, unicast RPL traffic) helps in reducing congestion in minimal cell even when the
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number of nodes increases as shown by [45]. Therefore, nodes can easily discover other
neighbors and consequently other routes that the first one discovered at bootstrap.

On the other hand, regarding G and B slotframes, the JRC randomly chooses its Tx
slotframe either G or B at the beginning; and always uses that slotframe as uni-directional
Tx slotframe and the other slotframe as Rx. The other nodes stored their EB receiving
slotframe, and accordingly decide their control packets transmitting/receiving slotframe.
For example, if a node receives the first EB from its parent at G, then it (until the node
performs re-association or changes its parent) considers G as Rx slotframe and B as Tx
slotframe, otherwise, vice-versa. In brief, when a node is in Tx state, both the parent and
child(s) are in Rx state, and vice versa. Thus, nodes eliminates the conflict between the
radio states of their own and parents.

Which minimal cell should be used at what time? We allow the nodes (except
JRC) to listen using their parent EUI64 addresses only in either G or B slotframe i.e., in
the slotframe where their parent nodes transmit. As JRC does not have parent, so it listens
on the minimal cell based on its own EUI64 address in its pre-decided Rx slotframe. On the
other hand, every node decides its control packet transmitting minimal cell depending on
the type of the current control packet. It works as follows, if the current control packet type
is broadcast, such as EB, then the node uses the minimal cell based on the channel offset
calculated by own EUI64 address. Whereas, if the control packet type is ‘unicast’ request
packet to the parent node such as unicast DIS or keep-alive, then the node uses the minimal
cell based on the channel offset calculated using the grandparent EUI64 address. It is be-
cause, at that moment, the parent of the node is listening using the channel offset calculated
using its own parent EUI64 address (i.e., grandparent address of the node). The nodes which
do not have a grandparent (i.e., their parent node is JRC), transmit their request control
packets using the EUI64 address of the JRC. Thus, all nodes can autonomously schedule
their minimal cells without any conflict with their parent and child node(s).

In brief, the common minimal cell is used for exchanging routing control packet in case

of both Tx and Rx; the minimal cell calculated by utilizing own EUI64 address is used for
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broadcasting own control packets i.e., only for Tx; the minimal cell calculated by utilizing
parent EUI64 address is used for listening control packets from parent i.e., only for Rx; and
the minimal cell calculated by utilizing grandparent EUI64 address is used for transmitting
unicast control packet to parent i.e., only for Tx.

RGB makes the scheduling more energy efficient: INSTALL already forces the
nodes to use low radio duty cycle as like 6TiSCH-MC. However, RGB further allows the
nodes to turn off their radios when the nodes do not have any control packet to transmit in
their Tx slotframes. It is because, at their Tx slotframe, the parent and child(s) of a node are
in Rx state. So, there is no chance to receive control packets either from parent or child(s).
Thus, RGB further reduces the radio duty cycles of the nodes, and so makes the scheduling
more energy efficient.

Furthermore, the unused cells are converted into minimal cells without affecting the RDC
and data communication cells, and both allocation and scheduling are done autonomously
without any signaling overhead. So, the proposed TRGB follows the 6TiSCH-MC standard

without incurring any overhead in the network.

7.6 Theoretical Analysis of TRGB

We follow the same Markov model and procedure described in Chapter 3 to calculate the
Awverage Joining Time (AJT) of a pledge using the proposed TRGB model. Therefore, we
follow the Equation (7.1) to calculate the value of Average Slotframe Number (ASF). Now,
the values of Prp., Prss, Prros, and Pprog are calculated following the TRGB model as

follows; The probability of successful EB transmission is computed as follows:

M—n
v

PEBS = Z % X n X Peb(l — peb) L\%J X (1 — PJTS)L\TTCJ(l - ]Dloss)P(N = n) (712)

where n and M denote the number of already joined nodes (including JRC) and total
number of nodes in the given multi-hop network, so 1 < n < M. Different pledges can have

different values of n in a given network. Therefore, the rest of the (M — n) pledges need to

join the network in presence of n joined nodes at any instant. The number of joined node at
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any instant is described by P(IN = n) and considering the uniform probability distribution,

P(N = n) can be written as % Now, in a worst case network condition such as all the
joined nodes are connected to JRC, when a 6TiSCH joined node transmits its EB in a
slotframe with the probability P.,, the other joined nodes (n —1) should not transmit either
EB or JRS frames i.e., denoted by (1 — Peb){NLcJ (1— Pjs) LNLJ Note that here, other joined
nodes means the nodes that are using the same minimal cell as the 6TiSCH joined node
and it happens when the number of joined surpluses the total number of channels used, N..
The term {N%J describes this condition. Now, before getting synchronized with the TSCH
network, the pledges are not aware about the location of minimal cell in a slotframe, so the
entire probability value of Pgp, is divided by the N.. However, the EBs are broadcasted by
the n joined nodes using different channels, and so n is multiplied with the total probability.
Note that TRGB allows the nodes to transmit DIO packet in R slotframe and JRQ frames
are being transmitted by the pledges in parent Rx slotframe, so probabilities of transmitting
these two control packets in a minimal cell i.e., Py, and Pj,s are not considered in the above
equation i.e., Equation (7.12). In the equation, Pj,s denotes the packet loss probability in
the wireless medium.

Similarly, the successful transmission probabilities of different control packets such as

Pprog, Prrgs, and Pjrg, are calculated as follows:

PDIOS = Z_nnpdio(l — Pdio)n_l(l - Ploss)P(N = n) (713)
Pings = Y (M =P B0 — PPy =) (714
PJRS'S = Znn X Pjrs(l - Peb) {NLCJ (1 - Pjrs)LNLCJ (1 - Ploss)P(N = TL) (715)

Pledges know the location of minimal cell after getting synchronized with the network, so,
N, is not used in the denominators of the Equations (7.13), (7.14), and (7.15). Again, using
TRGB joined nodes transmit their DIO packet in R slotframe, so, the transmission of DIO

packet never collides with the transmission of other control packets such as EB, JRQ, JRS.
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Similarly, JRQ frame is transmitted in the parent Rx slotframe using the minimal cell based
on parent EUI64 address, whereas, the joined nodes transmit their EBs using their own
EUI64 addresses, so collision of these packets is not possible. To get the final value of AJT,
the EB and DIO transmission probabilities in a minimal cell by the joined nodes (P, and
Py, are calculated following the Equation (7.6) and (7.7). Similarly, AJT of a pledge to

join a multi-hop 6TiSCH network is calculated using the Equation (7.8).

7.6.1 Analytical Results and Discussion

The values of few parameters to evaluate the TRGB are taken as follows: I, = 4sec,
N¢ = 16, I7" = 8ms, P,ss = 0.2, T; = 10ms, L = 101timeslots, P, = 0.2, and Np = 16.
We use the same metrics as mentioned in Section 7.4.2 i.e., TSCH Joining time, 6 TiSCH
joining time and energy consumption of the nodes to evaluate our TRGB model.

Figure 7.10, 7.11, and 7.12 show the comparison based theoretical results on the above

mentioned three metrics with the state-of-the-art scheme such as 6TiSCH-MC [40], and our

proposed scheme C2DBI (ref. Chapter 3) and TACTILE.
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Figure 7.10: Analytical results on TSCH and 6TiSCH joining time

Figure 7.10a and 7.10b show the TSCH synchronization time and 6 TiSCH joining time of
the pledges in different size networks, respectively. Both the joining times increase with the
increasing number of nodes in the networks using the 6TiSCH-MC and C2DBI schemes. It
is because both schemes transmit control packets using just one minimum cell per slotframe.

As a result, as the number of nodes increases, so does the minimum cell congestion, hence
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Figure 7.11: Analytical results on DIO reception probabilities, and 6 TiSCH joining time in large
network

the joining times. Although C2DBI reduces the congestion by dynamically varying the
beacon generation interval, this modification is not sufficient for quick network formation.
However, TACTILFE reduces the congestion in minimal cell fully by allocating more minimal
cells per slotframe using the unused cells. Hence, TACTILE improved both the joining times
of the pledges significantly. However, using TRGB, the joining times are further improved
compared to TACTILE. 1t is because TRGB adds more minimal cells per slotframe and
also separates the transmission of DIO packet from the other control packets. Nevertheless,
using TACTILE and other schemes, DIO packet gets less opportunity to get transmitted
within a node because of the highest priority of EB frame. Therefore, the pledges need to
wait for more amount time to get the DIO packet compared to TRGB.

To validate this claim, the values of successful DIO transmission probabilities Ppro, is
shown in Figure 7.11a, where TRGB dominates all the other schemes. Furthermore, as the
pledges do scan on random channels for EB frame, both the TACTILE and TRGB increase
the EB reception probability of the pledges by transmitting more EB frames using different
physical channels at the same time and it results in quick synchronization of the pledges
with the TSCH network.

As the charge consumption of the pledges during their network joining process depends
on the channel scanning time, therefore, using the TRGB, pledges consume less charge
compared to the other schemes as shown in Figure 7.12a. It is because, using TRGB, pledges

do not need to active their radios continuously for more amount of time. Hence, it shows
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Figure 7.12: Analytical results on charge consumption

better results compared to the other schemes. Similarly, using TRGB, joined nodes do not
need to transmit control packets (specially, DIO packet) more frequently as the pledges join
the network quickly and start transmitting their control packets immediately. This improves
the charge consumption of the joined nodes as shown in Figure 7.12b. Finally, Figure 7.11b
shows the performance of TRGB in large size networks. 6 TiSCH joining time significantly
increases with the increasing size of networks using 6 TiSCH-MC because of the congestion in
minimal cell. Although C2DBI reduces the congestion, TACTILFE significantly reduces the
congestion by employing more minimal cells per slotframe. However, TRGB outperforms
all the schemes by using more number of minimal cells per slotframe and separating the

transmission of DIO packet from the transmission of other control packets.

7.7 Testbed Evaluation of TRGB

7.7.1 Experimental Setup

For the testbed experimental evaluation of TRGB, both the sub-schemes INSTALL and
RGB have been implemented on Contiki-NG OS. The grandparents’ EUI64 addresses are
added in the IE of the EB frames and 32-bit integer mix function® is used for hashing. The
binary file generated on Contiki-NG has been flashed in a static topology consisting of 32-bit
ARM Cortex M3 micro-controller based 60 M3 nodes on the FIT IoT-LAB in Strasbourg,

France. The nodes are deployed in a 3D space as shown in Figure 7.13. Nodes used all the

Thttps://gist.github.com/badboy /6267743
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Figure 7.13: Deployed 60 M3 nodes in Strasbourg FIT IoT-LAB

16 communication channels with —17dBm packet transmission (Tx) power. The timeslot

duration is taken as 10 ms and RPL-Lite (storing mode) is used as network layer protocol.

7.7.2 Results and Discussion

The experimental testbed results are plotted with 95% confidence interval error bars by
running each experiment 4-10 times for 60 minutes. The metrics described in Section 7.3
are used again to show the comparison based testbed experimental results. Figure 7.14a,
7.14b, and 7.16a show the TSCH synchronization time, 6TiSCH joining time, and charge
consumption of the nodes, respectively. Apart from these metrics, the radio duty cycle
(RDC) of the pledges and joined nodes, and number of parent switches also shown
in Figure 7.15a, 7.15b, 7.16b, receptively. The testbed results are obtained in different
network conditions such as varied EB generation rate of the joined nodes and slotframe
length, specifically, with varied congestion in minimal cell for better understanding of the
schemes. Note that maximum 4 minimal cells per slotframe is taken for DRA and 8 seconds
is taken to measure the channel busy ration in C2DBI. TRGB is compared with the existing
benchmark schemes such as 6TiSCH-MC [40], DRA [45], C2DBI (ref. Chapter 3), and
TACTILE.

The testbed experimental results show that TRGB outperforms all the schemes (except
DRA, in few cases) in terms of TSCH synchronization time and 6TiSCH joining time (Fig-
ure 7.14a, 7.14b). The reason for this performance improvement is the usage of more number
of minimal cells per slotframe which decreases the congestion in minimal cell during net-
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Figure 7.14: Testbed results on joining time obtained by varying the EB generation rate (repre-
sented by z-EB where EB is generated after x sec) and slotframe length (SF) (represented by y-SF,
where SF has y timeslots).
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Figure 7.15: Different testbed results obtained by varying the EB generation rate (represented by
z-EB where EB is generated after x sec) and slotframe length (SF) (represented by y-SF, where
SF has y timeslots).

work formation. Although TACTILE increases the number of minimal cells per slotframe,
it allows the nodes to transmit their DIO packet in the same minimal cell where they trans-
mit their other control packets such as EB, unicast/multicast DIS, keep-alive, and DAO.
This results in increasing waiting time of the pledges to receive their DIO packets. On the
other hand, TRGB separates the transmission of DIO packet from the transmission of other
control packets, which results in faster joining of the pledges in both TSCH and 6TiSCH
networks.

Although DRA shows improvement over TRGB in few cases in terms of joining time,
it consumes highest energy compared to all other schemes as the nodes need to keep their
radios active in all the dynamically allocated minimal cells. Therefore, the RDCs of both the
joined nodes and pledges increase, and so, their charge consumption (Figure 7.15a, 7.15b).

Further, DRA increases the unused number of cells, significantly affecting the manageable
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Figure 7.16: Energy consumption and Stability results obtained by varying the EB generation rate
(represented by z-EB where EB is generated after x sec) and slotframe length (SF) (represented
by y-SF, where SF has y timeslots).

cells, data transmission schedule, and the throughput and end-to-end latency of heavy
traffic networks. Note that results on throughput and end-to-end latency are not provided
as TRGB is designed for only control packet transmission, which can be integrated with any
data transmission schedule. TRGB shows significant performance improvement compared
to all the benchmark schemes in terms of charge consumption. It is because, using TRGB,
joined nodes listen/transmit only in the minimal cell of a slotframe, and pledges quickly
receive both the EB and DIO because of the less congestion in the minimal cells.
Furthermore, TRGB constructs stable network compared to the benchmark schemes.
RPL tries to change the preferred parent when it does not get responses from the parent
quickly. RPL assumes responses are not received because of link failure and so tries to
change the parent, which creates unstable network. So, to get recovered from it, more
control packets are transmitted by RPL, which again increases the congestion in the minimal
cell, and also the energy consumption of the nodes. Using 6TiSCH-MC, nodes change their
parent more frequently as they do not get response from their parents because of the heavy
congestion in minimal cell (Figure 7.16b). On the other hand, one possible reason for more
parent switching in DRA is EB’s highest priority. Although nodes have sufficient resource
to transmit their control packets, the other control packets need to wait longer time to get
transmitted due to EB’s highest priority, which increases the waiting time of the nodes
which has transmitted request control packets, and so more parent switching. However, By

providing more number of minimal cells per slotframe and separating the transmission of
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DIO packet from other control packets, TRGB is able to construct stable networks.

7.8 Summary

We proposed two techniques to deal with the under-utilization of the communication chan-
nels while transmitting the control packets in this chapter. For this, at the beginning,
we proposed autonomous allocation and scheduling of minimal cell (TACTILE) scheme.
TACTILE autonomously allocates and schedules the shared cells of the nodes without any
signaling overhead. For allocating the minimal cell autonomously, we proposed autonomous
minimal cell allocation (ALLOT), and for scheduling the allocated minimal cell, we proposed
hierarchical odd-even minimal cell scheduling (CHOICE) schemes. ALLOT distributes the
shared/minimal cells among all the available channels, and CHOICE schedules the allo-
cated minimal cell without any conflict among the nodes. Along with the Markov Chain
based theoretical analysis, testbed experiments were also performed to evaluate the pro-
posed scheme and compare it with the existing benchmark schemes. The received results
showed that TACTILE can achieve 87% and 42% improvements in terms of joining time
and average energy consumption, respectively, compared to 6 TiSCH-MC.

However, later, we observed that TACTILE suffers from network stability issues as it
does not maintain a common cell for all the nodes for exchanging routing information.
The common cell is necessary for maintaining stable networks and constructing efficient
routing tree for both upward and downward routing. Furthermore, the allocation made
by TACTILE (specifically, ALLOT) is static which remains unchanged throughout the
lifetime. So, repeated collision of control packet transmission is possible when two or more
nodes add the same minimal cell. To address these problems and improve the performance of
6TiSCH network formation further, Time-Variant RGB (TRGB) model had been proposed.
Like, TACTILE, TRGB has time-variant autonomous allocation of minimal cell (INSTALL)
scheme for minimal cell allocation and Red-Green-Black (RGB) for scheduling the allocated
minimal cell. TRGB efficiently leveraged the unused cells of 6TiSCH-MC to use them
as minimal cells and scheduled them effectively for both collision free packet transmission
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and conflict-free radio state management of the nodes. TRGB also allows the nodes to
change their allocated minimal cells after each slotframe to alleviate repeated control packet
collision, which occurs due to overlapping minimal cells. Apart from these, TRGB maintains
a common cell for all the nodes to transmit only DIO packet so that it can tightly work
with RPL routing protocol. Both the Markov Chain based theoretical analysis and testbed
experiment on FIT IoT-LAB showed that TRGB significantly improve the performance
of 6TiSCH network formation compared to all the existing schemes, including TACTILE.
TRGB neither affects manageable cells, so the data transmission schedule, nor increases
the radio duty cycles of the nodes, but maintains stable networks. In brief, compared to
the benchmark schemes — 6TiSCH-MC, DRA, C2DBI, and TACTILF, using the EB rate
equals to 16-EB and slotframe length equals to 101-SF, TRGB achieved 51%, 2%, 43%, and
16% improvements in 6TiSCH formation time and 23%, 27%, 15%, and 4% improvements

in charge consumption of the nodes, respectively.

RS S
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“You got a dream. You gotta protect it. People can’t do somethin’ themselves,

they wanna tell you you can’t do it. If you want somethin’, go get it. Period.”

~The Pursuit Of Happyness (An English movie)

Conclusions and Future Perspectives

This research work is motivated towards improving the performance of 6TiSCH network
formation for efficient data transmission and increasing network lifetime. The channel hop-
ping feature of IEEE 802.15.4 TSCH MAC, limited bandwidth offered by 6 TiSCH Minimal
Configuration (6TiSCH-MC) standard, and under-utilization of all the available physical
channels at a time significantly affect on 6TiSCH network formation. Therefore, to improve
the performance of 6TiSCH network formation, we worked in the following directions: (i)
reduce the congestion in shared minimal cell, (ii) provide fair transmission opportunities to
the nodes (within a network) as well as to the control packets (within a node), and (iii)
increase the number of shared cells per slotframe without affecting the data transmission

cells and radio duty cycle of the nodes. Towards the congestion alleviation in shared cell, we
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provided two techniques which are dynamic beacon generation interval (C2DBI) and non-
cooperative gaming based optimal control packet transmission (GTCC). We provided two
techniques towards our second research direction which are opportunistic and adaptive con-
trol packet transmission (OTCP and ACB). Whereas, towards our last research direction,
we proposed two more techniques for utilizing all the available channels at a time, and thus
to increase the number of shared cells per slotframe (AAS: TACTILE and TRGB). All the
works were extensively validated theoretically, and experimentally and we observed that all
validation methods assert the same observations. For example, when the number of joined
nodes increases in the network, the joining time of the pledges also increases and so their
energy consumption. This chapter sums up all the proposed solutions of this dissertation

along with the future direction of research on 6 TiSCH network formation.

8.1 Summary of Contributions

The minimal resource allocation (i.e., only one shared cell per slotfram) policy of 6TiSCH-
MC standard creates congestion in the shared cell when the number of nodes increases in the
network. One of the major reasons for this increasing congestion is fixed EB generation inter-
val of the joined nodes. Our proposed Markov Chain based analytical model of 6TiSCH-MC
standard shows the effect of fixed beacon generation interval on the performance degrada-
tion of 6TiSCH network in terms of nodes’ joining time and energy consumption. Hence,
to reduce the congestion in shared cell, we proposed to vary the beacon generation interval.
The nodes measure the congestion in shared cell for a particular interval, and depending on
the current congestion status, they decide their next EB generation intervals instead of using
fixed beacon generation interval all the time. In brief, nodes increase their EB generation
interval if the congestion is high and vice versa. The effectiveness of the proposed scheme
was verified using theoretical analysis, simulation, and testbed experiments.

Our further analysis of 6TiSCH-MC standard during the formation of multi-hop 6 TiSCH
network revealed that 6TiSCH-MC affects the formation of 6TiSCH network because (i)
it considers EB frame has the highest priority over all other control packets, (ii) it does
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not provide sufficient and quick transmission of DIO packet during network formation,
and (iii) it does not provide any provision to access the shared cell quickly. To address
these problems, we proposed two schemes. These schemes assign highest priority to the
control packets depending on their requirement in the network, provide sufficient and quick
transmission of DIO packet, and allow the nodes to access the shared cell quickly if they
have an urgent packet to transmit. We evaluated our proposed schemes with Markov Chain
based theoretical analysis, simulation, and testbed experiments.

Further, we noticed that routing information carrying DIO packet has a significant im-
pact on the formation of 6TiSCH network. To confirm it, we designed another Markov
Chain based analytical model for analyzing the effect of Trickle Algorithm (TA) on 6 TiSCH
network formation. Our analysis revealed that improper selection of the values of vari-
ous Trickle parameters and the default working principle of TA degrade the performance
of 6TiSCH network formation. Sometimes, TA creates burst transmission of DIO packet,
which severely congests the shared cell. On the other hand, in some cases, TA does not allow
the nodes to transmit their DIO packet fairly. To address these issues of TA, we proposed
a scheme which enables efficient and fair transmission of DIO packets in 6TiSCH network.
To alleviate the congestion further, we proposed another scheme. This scheme also provides
fair control packets transmission opportunities to the nodes without any signaling overhead
in the network. We performed testbed experiments to validate both the proposed schemes
together.

Nevertheless, we also designed a non-cooperative gaming model to find optimal control
packet transmission probabilities of the nodes. We considered the joined nodes as players
in our proposed gaming model where a player attempts to maximize its control packet
transmission probability (i.e., profit) considering the congestion in minimal cell and nodes’
remaining energy. Therefore, in the pay-off function of the proposed game, we considered
the control packet transmission probability as a wutility function, and the minimal cell busy
ratio and energy consumption of a node w.r.t. its remaining energy as price functions. This

pay-off function maintains a balance among the control packet transmission probability,
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increasing congestion in the minimal cell, and nodes’ energy consumption. The obtained
solution of the proposed game was used in our proposed game theory based congestion
control scheme, which improves the performance of 6TiSCH network formation. Along with
the theoretical analysis, we also performed testbed experiments to validate our proposed
scheme.

Finally, we proposed a scheme to significantly improve the performance of 6TiSCH net-
work during its formation. This scheme increases the number of shared cells per slotframe
without affecting the data transmission cell and increasing the radio duty cycle of the nodes.
The existing schemes did not use all the available physical channels at the shared times-
lot to transmit control packet. Instead, they used only one channel. To deal with this
under-utilization of channels, the proposed scheme autonomously allocates and schedules
the minimal cells in such a way which enables the utilization of all the unused channels
at the shared timeslot, resulting in increasing number of shared cells per slotframe. To
improve the performance of the proposed scheme further, we proposed another improved
scheme. This improved scheme changes the position of autonomously allocated minimal
cells after each slotframe to avoid repeated control packet collision, which is not done in
our previous scheme. The improved scheme also provides close interaction with RPL by
maintaining a common cell for all the nodes for exchanging routing information. Both the
proposed schemes significantly improve the formation of 6TiSCH network in terms of joining
time and energy consumption. The improved scheme also able to maintain stable network
compared to all the existing schemes. We evaluated both the proposed schemes with Markov

Chain based theoretical analysis and extensive testbed experiments.

8.2 Scope for Future Work

While we have made significant improvement in the formation of 6 TiSCH network by work-
ing on several research directions, some of the future research directions still can be con-
sidered towards the faster and efficient formation of 6TiSCH network. We describe these
research scopes as follows:
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8.2.1 Impact of Clock Drift on Nodes’ Re-association

As the nodes use timeslot to communicate with their neighboring nodes for both control
and data packet transmission in IEEE 802.15.4e TSCH based networks, therefore, both the
transmitter and receiver’s clocks should be aligned to each other [95,96]. In brief, both
the transmitter and receiver clocks should be synchronized within 1ms. However, due to
various environmental factors such as fluctuation in temperature as well as supplied voltage,
the difference in mote fabrication by different vendors, both the transmitter-receiver clocks
used to drift from each other. Although this drifting happens in terms of microseconds each
time, both the transmitter and receiver gets de-synchronized when they are drifted by more
than 1ms. And because of this de-synchronization, the child joined node(s) might need to
rejoin the network as a fresh pledge. Although various schemes have already been proposed
to deal with this clock drifting issue, researchers still can consider clock drifting in various
environmental conditions and propose solution for it. Furthermore, only few research works
had been published, which studied the rate of drifting in the presence of multiple time-
source. Therefore, clock drifting is still an open and important research problem because the
timeslot shared by a parent-child (transmitter-receiver) nodes needs to be closely aligned to
receive the transmitted data correctly in 6 TiSCH network. As de-synchronization forces an
already joined node to join the network as a pledge node again, so it may affect the entire
formation of multi-hop 6TiSCH networks if the rejoining of the node does not happen in
minimal time. Therefore, clock drifting is a vital research issue that can be explored in more
detail from a network formation perspective.

Note that during the formation of 6TiSCH network, data transmission is not started
yet. Therefore, ACK-based synchronization can not be used for clock drift correction. Only
Frame-based synchronization mechanism is used by the nodes to align their clocks with
their parents’ clocks after getting EB frame. So, de-synchronization among the nodes due
to clock drifting can be expected when there is a high congestion in shared cell. Hence,
de-synchronization due to clock drift can be considered as an open research problem during
the formation of 6TiSCH network.
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8.2.2 Formation of 6TiSCH Networks in presence of Malicious
Node

The work in [97] studied the 6 TiSCH network formation process in the presence of malicious
nodes. It is the first work that considered the formation of 6TiSCH network under misbe-
haved nodes. The authors mentioned from their simulation experiments that the formation
time of the entire network drastically increases in presence of non-cooperative malicious
nodes. However, the authors did their experiments considering only the 6P transaction [42],
which is used for scheduling the data packet transmission cell in a distributed manner. How-
ever, the formation of 6TiSCH network can be studied considering other security threats
which a malicious node can cause, such as jamming the common shared cell by cracking
the channel hopping sequence, DIS attack or DIS Sybil attack [98], DIO suppression at-
tack, DIO black hole attack, RPL rank attack, etc. As both the congestion in shared cell
and correct/valid transmission of all kinds of routing information carrying control packets
play a critical role in forming the of multi-hop 6 TiSCH networks, therefore, it is very much
necessary to investigate the performance of 6TiSCH network formation in the presence of
malicious node. Furthermore, the other security threads to IoT as mentioned in [99] need

to be investigated during the formation of 6TiSCH networks.

8.2.3 Formation of 6TiSCH Networks in presence of Mobile Node

The TEEE 802.15.4e TSCH based 6 TiSCH network is mainly designed for industrial appli-
cation. Although some industrial applications do not have mobile nodes, some industries,
such as the petroleum and oil industry, actuation-based industrial monitoring, and waste
management, mobile nodes are used. It is noteworthy that none of the published works
considered the formation of 6 TiSCH network in the presents of mobile nodes. It is essential
because when a joined node moves out of the communication range of the child node(s),
all the child node(s) need to again rejoin the network as a pledge. This can severely im-

pact on the overall formation of the network. Therefore, it is another research scope where
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researchers can think about the formation of 6TiSCH network in the presence of mobile

node.

8.2.4 Formation of SDN based 6TiSCH Network

Nowadays, researchers are trying to incorporate Software Defined Network (SDN) concept in
LLNs. However, only a few works had been published, integrating SDN in 6 TiSCH networks
to schedule the communication cell [100,101]. Implementing a centralized SDN architecture
in LLNs will face considerable challenges such as control traffic generated by SDN subject
to jitters due to unreliable wireless links and contention in the communication cell, which
can further hinder the performance of SDN-based network. Furthermore, the SDN control
traffic also needs to be transmitted in the communication cell. Therefore, how the control
traffic overhead generated by SDN can be transmitted along with the existing 6TiSCH
control traffic during the formation of SDN-based 6 TiSCH networks needs to be adequately
investigated. The resource allocation by 6TiSCH-MC is not sufficient for 6 TiSCH control
traffic as per the existing works. In this case, the transmission of SDN control traffic along
with the existing 6TiSCH network traffic will be some extra burden on the shared cell.
Hence, this will surely degrade the performance of the networks during their formations.
Therefore, it is crucial to investigate how to transmit SDN control traffic along with the

6 TiSCH control traffic during or after the formation of 6 TiSCH network.

Aot
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Simulation and Testbed Setup

This appendix focuses on the simulation and testbed experimental set up used in our
thesis. We used Contiki-NG, which is an open-source, cross-platform operating system
for next generation IoT devices. It focuses on dependable (secure and reliable) low-power
communication and standard protocols, such as IPv6/6LoWPAN, 6 TiSCH, RPL, and CoAP.
Contiki-NG allows the user to modify standard protocols for research and developments.
We used FIT IoT-LAB to test our contributions on real IoT network. FIT IoT-LAB is
an open-source [oT lab that provides a very large-scale infrastructure suitable for testing
small wireless sensor devices and heterogeneous communicating objects. In brief, [oT-LAB
provides a testing environment of multi-platform, multi-radio, multi-topology, and multi-
OS based configurable IoT networks. Here, we provide detailed description of the steps to
modify standard protocols stack and to create binary executable file for resource constrained
IoT nodes. We also provide the steps required to flash the Contik-NG OS on the devices
available at FIT IoT-LAB and information about how to obtain output from those devices

through SSH connection.

A.1 Modification on Contiki-NG

We modified existing IoT protocol layers as per our requirement. The related files are
available on different directories of Contiki-NG. For example, we modified the MAC layer
files, which are available at below directory.

/home/alakesh/contiki-ng/os/net

Therefore, at the begining, user needs to make changes in different files of Contiki-NG as per
the requirement. Specifically, we modified the files related to TSCH MAC layer and RPL-Lite

routing layer.

A.2 Creating and Uploading Contiki-NG OS

The user needs to select the application first which he/she wants to run on hardware de-

vices. After selecting the application, user needs to open the terminal inside the selected
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application directory and execute the following commands one by one. We selected the
simple-node application to test all of our contributions which is available at the example
directory i.e.,

/home/alakesh/contiki-ng/examples/ 6tisch/simple-node

o At first, user needs to specify the types of the CPU and board (model) details of the
device where he/she wants to run the application. It was done by using the following

command,
make TARGET=cc26x0-cc13x0 BOARD=launchpad/cc2650 savetarget

Please note that the above command is for Texax Instruments’ CC2650 Launchpad
device. TARGET and BOARD types both vary from device to device. For example,
for FIT IoT-LAB’s M3 device, following command is used

make TARGET=iotlab BOARD=m3 savetarget
So, the user needs to correctly specify the TARGET and BOARD types as per the

device used in the experiments.

e Now, if the user has made any changes in any of the Contiki-NG files then the be-
low command needs to be executed, otherwise, changes will not be reflected during

compilation.
make distclean
e Finally, the binary file of the chosen application can be generated using the following
command,
sudo make BOARD=launchpad/cc2650

After successful compilation, one “build” directory will be created inside the applica-
tion directory, and the generated binary files (with the file extension such as .elf, .hex,

and .bin) will available in that new directory.

e User can also directly upload/flash the binary file using a single command as follows,
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sudo make PORT=/dev/ttyACMO BOARD=launchpad/cc2650
Here, PORT specifies the port number (here, it is ttyACMO) where the device is con-
nected via USB cable.

e Otherwise, user can upload the binary file using the below command,

make TARGET=cc26x0-cc13x0 BOARD=launchpad/cc2650

node.upload PORT=/dev/ttyACMO
Here, node.upload is the generated binary file.

e User can also use the open source UNIFLASH (a stand-alone flashing tool) software

to upload the binary file on the devices.

A.3 FIT IoT-LAB: SSH connection

To upload binary file on the available devices in FIT IoT-LAB and receive aggregated output

from more than one devices into a single file, user should follow the below steps.

e At first, the user needs to establish “SSH” connection with the FIT IoT-LAB server.
Note that FIT IoT-LAB deploys the nodes in different cities across the France. But,
a user can establish only one SSH connection at a time. For this, the user needs to do

the following steps:
— Create an account in FIT [oT-LAB,
— Generate SSH key for our system,
— Update the generated SSH key of our system in FIT IoT-LAB account,
e After that, user needs to build the Contiki-NG binary file at his/her own system
(.elf/.bin/.hex) using the following commands,
— ARCH_PATH=../../../../arch make TARGET=iotlab BOARD=m3 savetarget

— ARCH_PATH=../../../../arch make clean
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— ARCH_PATH=../../../../arch make

Note that before creating binary files, user needs the architecture of iotlab-m3 board
inside his/her Contiki-NG directory. For this, user can clone the files from the below

git link,
(git clone) https://github.com/iot-lab/iot-lab.git

e After building the binary file, user needs to connect a server using the following SSH
command,
ssh kalita@grenoble.iot-lab.info
Here, kalita is the user name of FIT [oT-LAB and grenoble is the chosen server.

e Note that when the user tries to establish the connection for the first time, he/she
needs to perform the authentication using the following command,
Iotlab auth -u kalita
After, executing this command, user needs to enter the FIT IoT-LAB his/her password
in the SSH terminal.

e Next, user needs to upload the binary file(s) on the server using the below command,
scp node.iotlab kalita@grenoble.iot-lab.info

Here, node.iotlab is the uploaded binary file.

e Next, user needs to specify the time duration of an experiment as follows,

export d=61

e User also needs to specify the device(s)’ id
export nodes=‘1-60’+63

Here, using this command, total 61 nodes will be selected for the experiment. User
can choose any random nodes from the deployed sites. However, the chosen nodes

should support the binary file that the user wants to flash.
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e Next, user needs to mention the file name in which he/she wants the aggregated output

from all selected the devices,

export logfile=testbed.log

e Then, user can submit his/her experiment using the following command,

iotlab-experiment submit -n

myexperiment -d $d -1 grenoble,m3,$nodes;

Sometimes, the devices selected by a user may not be available (used by some other
user as FIT IoT-LAB is open source), therefore, in this case, the user needs to run

the following the command before uploading the binary file on the devices,
iotlab-experiment wait;

e Once all the selected devices are available, user can upload the binary file to the
selected nodes using the following command,
iotlab-node --update node.iotlab

e When the experiment time gets expired, user needs to execute the following command
to aggregate the output of the nodes into a single file,

serial_aggregator > $logfile

e Finally, the output file can be downloaded using the following command,

scp kalita@grenoble.iot-lab.info:testbed.log

e The collected output file needs to be processed further to get the desired metrics.

A.4 Processing Motes’ Output

The output file contains all the log information of all the layers of each nodes. To get
the desired output, we used an already available python script. This script is available at

Contiki-NG example directory. However, we modified the script as per our requirement.
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contiki-ng/examples/benchmarks
Please note that user needs to make changes in the Contiki-NG source files so that his/her
required output gets printed on the logfile generated by Contiki-NG. For example, we pro-

cessed the DIO receiving time and first EB generation time of the nodes as follows:

if "Received first DIO” in line:
nodes [node | . SixTiSCH _time=int ( fields [8])

print (nodes [node]. SixTiSCH _time)

#1626088126.725579;m3—50;[INFO: TSCH| First EB is
generated : 56 seconds
if "First EB is generated” in line:
nodes [node | . SixTiSCH _time=int ( fields [10])
#print (nodes [node]. SixTiSCH_time)

print (result)
plot (ids, [r[l] for r in results], "tsch”, "TSCH Joining

time (seconds)”)
plot (ids, [r[2] for r in results], ”sixtisch”, "6TiSCH

Joining time (seconds)”)
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