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ABSTRACT

A perceptual hash function for a video generates a fixed-length binary string called the
perceptual hash on the basis of the perceptual contents of the video. This hash must be robust
to the manipulations that preserve the perceptual contents of the video and fragile to the
modifications that vary the perceptual contents of the video. Developing a perceptual video
hashing method satisfying the conflicting properties is a challenge. This thesis generates the
perceptual hash from the video based on the projection onto a sub-space by utilizing both the
spatial and temporal properties of the video.

This thesis first generates a perceptual hash from the video using the 3D-radial projection
of the pixels and assesses the differentiating capabilities and the perceptual robustness of the
hash generated. This method is the 3D extension of the well established 2D radial projection-
based image hashing. The pixel luminance values of randomly located sub-cubes are radially
projected to calculate the variance of the pixels along the radial lines. The hash is obtained
in two different ways. In Scheme-I, the variances along the radial lines are averaged, and then
projected onto the discrete cosine transform (DCT) basis to form a compact hash vector. This
hash vector is binarized using the median-based quantization. In Scheme-II, the variances along
the lines of each sub-cube are projected on the 2D DCT basis, and then averaged to form a
compact hash vector. This hash vector is also binarized using the median-based quantization.
The performance of this algorithm is assessed using the receiver operating characteristic (ROC)
curves. Simulation results indicate that the method performs well against most of the typical
content-preserving distortions but poorly against the addition of noise. It also performs well
against the malicious attacks.

The thesis proposes to use random projection for the generation of perceptual hash from
the video. This method is the 3D extension of the well established 2D random projection-based
image hashing. The video is projected onto Achlioptas’s random basis. This basis functions are
written in the form of a matrix called as Achlioptas’s random matrix (ARM), with each element
taking +1 and -1 with an equal probability. Hence, the projection involves only addition and
subtraction operation. Simulation results show that this perceptual hash is robust to common
signal and image processing attacks, but has the scope for improvement. To improve the per-
formance of the perceptual hashing function, the temporal discrete wavelet transform (DWT),
referred to as the temporal wavelet transform (TWT), is used for generating the temporally
informative representative frames (TIRFs) by extracting the features in the temporal direction.

The low-frequency components of the resultant transform domain data are then projected onto
i
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the Achlioptas’s random basis to generate the hash. The TWT-ARM based perceptual video
hashing function not only reduces the dimensions but also retains the essential features. Simu-
lation results show that the TWT-ARM based video hashing algorithm performs better against
the content-preserving attacks when compared to that of the existing video hashing algorithms.
The drawback of this algorithm is that the computational complexity increases as the number
of video frame increases.

Finally, the thesis exploits the multi-linear subspace projection for the extraction of the per-
ceptual hash from the video. In the literature, the reduced rank PARAllel FACtor (PARAFAC)
decomposition, has been successfully applied to extract the perceptual hash for the videos. We
propose a robust perceptual video hash algorithm based on a superior tensor decomposition
known as the Tucker decomposition. We also propose a method to find the number of com-
ponents in the factor matrices of the Tucker decomposition. The Tucker decomposition based
video hashing algorithm shows superior performance against the most of the image processing
attacks with the added advantage of computational efficiency.

An application for indexing and retrieval of near-duplicate videos (NDVs) is developed using
the proposed video hashing methods. The performance is evaluated using average precision-
recall curves. The experimental results on a moderate-size video database shows that the Tucker
decomposition and the TWT-ARM based video hashing algorithms perform better in retrieving
the NDVs.

ii
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The rapid pace of growth in the field of VLSI technology and the digital communication has
led to an unprecedented increase in the volume of videos being produced, stored, broadcast,
browsed or viewed every day via digital devices. In addition to this, the easy availability of a
number of software tools to access and modify the video has led to an increase in digital forgery
and the unauthorized use of the video, to the extent that makes the integrity verification and
content identification of the video very necessary, demanding and challenging.

One possible solution to secure the video data is to use the conventional cryptographic
techniques. But these techniques take a long time to directly encrypt the video data, as the data
size is usually huge. Further, the traditional cryptosystems are extremely sensitive to the input
data. Even one-bit change in the input data changes the cryptosystem output dramatically.
However, this is not a necessary requirement for video data because of the characteristics of
human perception. The original video and the one that has undergone content-preserving
manipulations are perceived same even though their digital representations may be different.
Thus, the cryptographic technique fails to authenticate the video and to search the video in
an extensive database. Watermarking techniques can be used for securing the video data and

video authentication [1]. The drawback of a watermarking method is that the video is degraded
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Table 1.1: Notations involved in defining the desirable properties of perceptual hash function.

Notation Description
V Space of finite videos
K Space of secret keys
V Input video
K Secret key
k Length of the hash
h, Hash vector for the video
H(V,K) Perceptual hashing function
Vsim Video perceptually similar to V'

Vaifrr Video perceptually different from V'

dnm () Normalized Hamming distance

after the watermark is embedded. One solution to address this problem is to use the perceptual
video hashing technique. A perceptual video hash function maps the video data to a short
binary string based on its appearance to the human eye. The hash values obtained by applying
the hash function to perceptually similar video data should remain the same. For perceptually
distinct video data, the hash function should produce different hash values.

The flow of the chapter is as per the following. The definition and the detailed discussion
on the properties of the perceptual video hashing function are presented in Section 1.1. The
applications of perceptual video hash are enumerated in Section 1.2. A brief literature review
on perceptual video hashing algorithms is discussed in Section 1.3. The motivation and problem
definition are presented in Section 1.4. The contributions of the thesis are summarized in Section

1.5. The organization of the thesis is outlined in Section 1.6.

1.1 Definition and Properties of Perceptual Video Hashing

Function

Definition: A perceptual video hashing function extracts a compact and a fixed-length binary
string on the basis of the perceptual content of the video. The hash extraction process usually
involves a secret key to include security. The hash should be robust to the content-preserving
manipulations and sensitive to the content-changing manipulations.

Properties: Let h, = H (V, K) represent the hash of a video V' using a secret key K. The
notations used for defining the desirable properties of a perceptual hash function are given in
Table 1.1. The desirable properties of h, are as follows [2, 3, 4, 5, 6]

1. Non-invertibility: It should be practically impossible to deduce the content of V' from
h,. This is denoted as
h, »V (1.1)
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where - denotes non-invertibility.
2. Conciseness: The size of the hash should be compact in nature, thus

Size (hy) < Size (V) (1.2)

3. Visual robustness: V and Vi, should have similar hash values i.e., the normalized
Hamming distance (NHD) between the hashes of perceptually similar videos using the

same secret key should be very small. Mathematically, it can be shown as
E [dNH (hv,hsim)] =0 (13)

where h,, and hg;,, represent the hash value of V' and Vj;,, respectively generated using
the same key. The NHD is defined by

d
dyvg = ——

k
where dp represent the Hamming distance (HD) between the hashes.

4. Visual fragility: V and Vs, should have different hash values i.e., the NHD between
the hashes of perceptually different videos using the same key should be approximately
equal to 0.5. Mathematically,

E [dy g (hy, hgis)] = 0.5 (1.4)

where h, and hg; ;s represent the hash value of V' and Vy; ¢, respectively generated using
the same key.

5. Unpredictability: The hash value is intractable without the secret key i.e., the NHD
between two hashes of same video using the different keys should be approximately equal

to 0.5. Mathematically,
E [dNH (b 1',)] =05 (1.5)

where h, and h', represent the hash value of V generated using two different keys K and
K', respectively.

The perceptual video hash need not satisfy all the properties predominantly and simulta-
neously. It depends upon the application for which the perceptual video hash is being used.
For example, consider the perceptual hash is being used for video authentication or integrity
verification, then the hash must be sensitive to the minimal malicious modifications made to
the video. In this case, the perceptual hash must satisfy the visual fragility property primarily.
If the perceptual video hash is being used for copyright protection application, then it must
satisfy the unpredictability property predominantly. Finally, if the perceptual hash is being
used for the retrieval application, then it must satisfy the robustness property considerably. In
Section 1.2, some of the applications of perceptual video hashing is discussed in brief.

Developing a perceptual video hash satisfying all the above properties is quite demanding.
This thesis investigates perceptual video hashing techniques and proposes new perceptual video

hashing techniques.
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1.2 Applications of Perceptual Video Hashing

1. Content-based identification [7]: The block diagram for the content-based video iden-
tification is shown in Figure 1.1. Content-based identification is the problem of searching
for digital videos in large databases. “Content-based” means that the search will analyze
the actual content of the video. Developing the content-based video identification applica-
tion involve two phases: (i) database creation phase; and (ii) content identification phase.
In the database creation phase, the perceptual hash is extracted for the videos and stored
in the database along with the meta-data of the video such as the video title and owner
of the video.

Video \ Perceptual.Hash
Extraction
Database
Creation Phase i 1L
Metadata of \
e\;iid:oa ¢ { Database
Hash
P tual |Value
Unidentified ercepia , .
i Hash | Matching
Video .
Extraction
Content
Identification Phase Metadata for

unidentified video if
matched

Figure 1.1: Content-based video identification.

Let, h;, 7 =1,2,..., N be the hash vectors for V; videos generated using the perceptual
video hashing function, respectively. These V; videos and the corresponding hashes h;
along with the meta-data are stored in the database. In the identification phase, the hash
hgyery is computed for the query video Vyyer, using the same perceptual video hashing
function, and then compared with all the hashes in the database using a distance metric.
If d(hj, hgyery) < Tp, then V; and Vyyery are similar otherwise they are dissimilar, where
d is a suitable distance metric and T}, is a suitably chosen threshold. Once hgyery and h;

are found to be similar, the corresponding video and the meta-data are identified.

2. Integrity verification: The integrity verification problem refers to the confirmation of
the video content being authenticated and not maliciously modified. The verification can

be done using one of the following two methods, namely
(i) Watermarking scheme: A watermarking scheme involves two phases as shown in
Figure 1.2.

(a) Creation of watermarked video: The perceptual hash, h, is generated from

the video, V' using the secret key, K. Both V and h, is applied to the watermark
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Original | | Perceptual Hash
Video Extraction
Creation of Hash Value
Watermarked
. Watermark
Video
— Embedding
Algorithm
Watermarked Video

Verification of

Watermarked Video
Watermarked | | Perceptual Hash
Video Extraction
Current
Hash Value
Watermark \
Extraction Original Hash
Value

Authentic or not

Figure 1.2: Video integrity verification using watermarking.

embedding algorithm to obtain the watermarked video, V..

(b) Verification of watermarked video: The perceptual hash h', is extracted
from the received (query) watermarked video ... using K. Simultaneously,
the watermark is extracted from V’wm and then the h, is computed. Both
the hashes h/v and h, are matched for similarity using a distance metric. If
d (hv, h/v) < T}, then V,wm is authentic otherwise Vlwm is not authentic, where

d is a suitable distance metric and T}, is a suitably chosen threshold.
The following are the drawbacks of the watermarking technique:

e The watermark can easily be removed or cropped
e [t degrades the quality of the video as the watermark is a distracting element

e It is a time-consuming technique

(ii) Digital signature scheme [8]: This scheme involves two phases as shown in Figure
1.3.

(a) Digital signature creation phase: The perceptual hash vector h, is extracted
from the video, V for which the digital signature is to be generated using a
secret key K. h, and K are encrypted using the private key K,.. The output
of encryption is the digital signature, Vys for V. The input video V' and the

corresponding digital signature Vy is sent using a secured channel.
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] :
. Perceptual Hash Secret
Video P P 7—

Function Key

Hash Vector Digital Signature
Creation Phase

P&\(/ae;te —P»| Encryption |—9| Digital Signature

P>{Ferceptual Hash

Video Public Function
Digital Signature Key
Verification Phase * Vector
Digital .
Signature —> Decryption Compare

Decrypted
Hash Vector

Authentic or not

Figure 1.3: Video integrity verification using digital signature.

(b) Digital signature verification phase: Using a public key K, the received
digital signature V' 45 is decrypted to generate the hash vector h, and the secret
key K. Using this K, the perceptual hash h', is extracted from the received
video (query) Vguery for which the authenticity is to be verified. h, and h', is
compared using a distance metric. If d <hy, hlv> < T}, then Vyyery is authentic
otherwise Vjyery is not authentic, where d is a suitable distance metric and T},

is a suitably chosen threshold.

Even though this scheme has the disadvantage of requiring additional overhead bits
and bandwidth, it is chosen over the watermarking technique due to the following
advantages [9]:

e The video data is not modified

e All of the existing videos can be digitally signed

e The scheme can be used in authentication systems based on public-key

3. Near-duplicate video retrieval: The block diagram of the retrieval of near-duplicate
videos (NDVs) application, based on perceptual video hashing is shown in Figure 1.4.
This application retrieves the NDVs rather than relevant videos. This scheme involves

two phases. They are,

(i) Database creation phase: In this phase, hashes are extracted from a large set

of videos. Let, hj, j = 1,2,...,N be the hash vectors for V; videos generated
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Fingerprint Generation
P .
Database | Database _> repr::flssmg Perceptual' hash
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Metadata of
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Offline ey
Online b
Preprocessing Hash
Query Perceptual hash .
video :> an.d . /| extraction :> Matching
normalization

d

Video Videos are retrieved
retrieval , . along
phase Fingerprint with metadata
Search

Figure 1.4: Content-based near-duplicate video retrieval.

using the perceptual video hashing algorithm, respectively. The V; videos and the

corresponding hashes h; along with the meta-data are stored in the database.

(ii) Video retrieval phase: In the retrieval phase, the hash hgyery is computed for
the query video Vyyery using the same perceptual video hashing algorithm, and
then compared with all the hashes in the database using a distance metric. If
d(hj,hgyery) < T} then all the Vjs (NDVs) are retrieved, where j = 1,2,... N,

d is a suitable distance metric and 7T}, is a suitably chosen threshold.

1.3 Literature Review on Perceptual Video Hashing

Many perceptual video hashing algorithms have been proposed in the literature. This section
presents a brief overview of these. The objective of this section is three-fold. (i) we review some
of the perceptual video hashing algorithms and classify the algorithms based on a criterion.
(ii) we examine the perceptual video hashing algorithms and their performance in terms of
robustness and security. (iii) we establish the scope for the current research.

The methodologies existing in the literature for the generation of perceptual video hash can
be classified into projection-based and non-projection based. Many of the perceptual hashing
algorithms generate a compact hash function using the projection of the image/video data onto
a subspace. Such subspace projections available in the literature can be further classified into
two types: determanistic [10], [11], [12], [13], [14], [15] and random projections [16, 17]. Some

of the deterministic projections are the Discrete Cosine Transform (DCT), Discrete Wavelet
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Transform (DWT) and tensor factorization [18], [19]. Important random projections are the
normal distribution matrix, the Achlioptas’s Random Matrix (ARM) [20], [21] and the Fast
Johnson- Lindenstrauss transform (FJLT) [22], [23]. The perceptual video hashing algorithms
based on random projection of entire video is still an unexplored area. However, for the sake of
completeness perceptual image hashing based on random projection is discussed in Subsection
1.3.3. The non-projection-based perceptual video hashing algorithms involve histogram [24],

local and global features of the frame [25].

1.3.1 Non-projection-based Perceptual Video Hashing Algorithms

A brief description of non-projection based perceptual video hashing algorithms is presented
below.

Histogram based Perceptual Video Hashing Algorithm

The authors in [24] have generated the perceptual hash based on the histogram of the frames by
considering the videos having minimal variation in the temporal direction. The brief description

of the algorithm is as follows.

(i) The video is decoded into individual frames.
(ii) Each colour frame is converted into grey frames.
(iii) Frames are temporally averaged.
(iv) A Gaussian filter is used to remove noise and subsequently bilinear resizing is done.

(v) The resulting image is quantized by obtaining threshold values using a cumulative his-

togram of the image to obtain the binary hash.

The algorithm is robust against many signal processing attacks and can distinguish original

and attacked videos in case of minimally changing videos.

Statistics and Harris Detector based Perceptual Video Hashing Algorithm

The authors in [25] have generated the perceptual hash by using the statistical features and the

Harris detector on the video frames. The steps of the algorithm are enumerated below.

(i) The input color video of arbitrary spatial size is converted to a grey video of predefined
size and then filtered to remove any noise. Finally, the frames are enhanced by applying

histogram equalization.

(ii) Statistics such as the standard deviation, a third-order cumulant and a fourth-order cu-
mulant is applied on the overlapping sub-blocks of the frame to generate an intermediate
hash that captures the global frame features. The Harries detector is applied on the pre-
processed and normalized frame to generate the second intermediate hash that captures
the local frame features. Both the intermediate hashes are concatenated to form a frame
hash.
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(iii) This frame hash is obtained for every i*" frame. All the frame hashes are added and then

mean-based quantization is applied to generate a compact hash vector for the video.

This algorithm is robust against compression, sharpening, and slight geometric distortion,
such as rotation and cropping.
Both the algorithms discussed above are implemented on a small database and robust only

to slight content-preserving distortions.

1.3.2 Deterministic Projection-based Perceptual Video Hashing Algorithms

Most of the perceptual video hashing algorithms existing in the literature are based on deter-
ministic projection. Some of popular deterministic projection-based perceptual video hashing

algorithms are discussed below.

Radial Projection based Video Hashing Algorithm

180 lines with a separation of 1° in their angular orientation and each passing through the
centre of the image are chosen. The variance of the luminance of the pixels on each line is
computed. These 180 variances form the feature vector. The authors in [11] argue that this
feature vector provides the best trade-off in terms of robustness and discriminating capabilities.
Suppose I (x,y) denotes the luminance value of a pixel (z,y) and N, denotes the number of

pixels on the line at an angle ¢. Then, the projected feature vector is given by

T
P=| pP@1°) P(2°) ... P(180°)
where
( ; I* (z,y) ( ; I(z,y)\°
_ (zy €Ny _ z,y)ENy __ 10 oo o
P(¢) = N N , ¢=1°,2°...,180 (1.6)

The P vector is centred around the origin and normalized with respect to the mean p and

standard deviation o respectively, to obtain the radial variance (RAV) feature vector,
T
R=| R(1°) R(2°) ... R(180°)
where R (¢) is given by

The 40 low-frequency coefficients of 180-point DCT of the RAV feature vector are chosen
to obtain a compact hash vector. Mathematically, the radial hash (RASH) vector

. $=1°2°...,180° (1.7)

T
D=| D(1°) D(2°) ... D(180°)

where D (n) is given by,
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D(n):\/%x hf: (R(¢) xcos<7”< (22?:1“810) X")) n=1,2,...,40 (18

g=1°
Finally, each of the 40 low-frequency DCT coefficients is quantized to 8 bits to obtain a
320-bit image hash.

The extension of the image hashing algorithm to video hashing [10] is as follows. The video

sequence is modelled as a collection of video shots, and key frames are selected from those
video shots. A shot is identified by selecting the boundary frames. If the ¢; distance between
the 64-bin luminance histograms of the current frame and the previous frame is greater than a
particular threshold, then the current frame is considered as the boundary frame. Within the
frames of a shot, the disparity between the frames is measured [26]. A frame is selected as the
keyframe if it minimizes the disparity measurement with its preceding frame. Finally, the hash
value is obtained by applying the image hashing algorithm on these keyframes.

The radial projection technique, as proposed in [10], is dependent on keyframes correspond-
ing to a video. This was a major limitation as this technique is exposed to all the non-keyframe-
based attacks such as frame dropping, malicious attacks on non-keyframes, and unwanted frame

insertions.

3D-DCT based Video Hashing Algorithm

Coskun and Sankur in [12, 13], have proposed a video hashing technique based on the 3D
subspace projections of the luminance components of a video on a DCT basis. The projected
low-frequency 3D-DCT coefficients of the normalized video are quantized to obtain the hash.

Following are the steps of the algorithm:

1) Normalization: Normalize the input video clips via temporal sub-sampling and spatial re-
i) N lizati N lize the input video cli ia t 1 sub li d spatial
sizing. This standardization of videos to Viorm (W, H, F) € RWXHXF makes the hashes

robust to various spatial dimensions and frame rates of the video.

(ii) Transformation: 3D-DCT is applied to Vyorm (W, H, F') to obtain 3D array of DCT coef-
ficients Vpor (W, H, F).

(iii) Coefficient selection: 64 coefficients in the form of 4 X 4 x 4 cube in the low pass band is

selected for the generation of hash.

These selected coefficients are robust against various signal processing attacks. The 3D-DCT
based video hash is not secure as the generation of hash is not dependent on any secret key. To
include randomness, the authors have generated DCT bases of dimensions W x H x F' having
random frequencies with the help of a secret key. These 3D Random Bases Transform (3D-RBT)
bases are then passed through a low-pass filter in all three dimensions to remove the unwanted
high-frequency random basis functions, that reduces the robustness of the hash function. The
RBT is obtained via the projection of the 3D video data onto these 3D basis functions. Finally,
after the 3D transform (DCT/RBT) is applied, the selected transform coefficients are binarized
using the median as the threshold. The perceptual video hash based on 3D randomized basis

showed inferior performance compared to that of the deterministic basis.

TP 27EEB610228 10



Chapter 1: Introduction

Centroid of Gradient Orientations based Video Hashing Algorithm

Sunil and Yoo in [7, 27] have obtained the hash values based on the Centroid of Gradient
Orientations(CGO). The CGO values give the direction (angle) information from the difference
of adjacent pixel values. Each frame of the normalized video was divided into blocks and then for
each block, the CGO was calculated. The final hash for the video was obtained by concatenating
the CGOs of all blocks. The steps of the algorithm are as follows:

(i) Normalization: The input videos are temporally sampled to K number of frames and

converted to grey videos. Next, videos are spatially re-sized to a frame size of X x Y.
(ii) Frame division: Each re-sized frame is divided into N x M blocks.

(ili) Centroid of gradient orientation calculation: Let B, ,,; be the block in the nth row
and mt" column of the k** frame and c[n,m,k] be the centroid of the block B, ., 1,
(1<n<N,1<m<M). Then centroid of gradient orientation for each block Bj, ,, j is

given by
( )Z rlz,y, k] 0 [z, y, k]
€,y eB'n,'ml»c
cln,m, k| = —& 1.9
W > v H (19)
(xyy)EBn,m,k
where

rlz,y, k] = /G2 + G2 is the gradient magnitude,

0[z,y,k] = tan™! <g—z> is the gradient direction,
Gﬂi — f[x+1ayak] - f[ZE— 1,y7k] and Gy = f[f)?,y+1,k] - f[ﬂf,y— 1?k] are the ap-

proximations of gradient in z—direction and y—direction respectively and

f (z,y,k) is the luminance value at the location (z,y) in the k%" frame.

(iv) Hash computation: The hash vector ¢, of the k' frame is obtained by
cr =[c[1,1,k],c[1,2,k],...,c[N, M, K| (1.10)

This fingerprint has information about the distribution of edges in each video frame. The

final hash vector for a video is obtained by concatenating all the czs; 1 < k < K.

In this method, the gradients are based on the pixel differences and hence robust against
global changes in pixel intensities such as brightness, colour, and contrast. The algorithm is
robust to most perceptually insignificant operations but weak under geometric distortions like

the rotation attack.

Temporally Informative Representative Images (TIRI) based Video Hashing
Algorithm

In [28, 29], Mani et al., have generated the video hash based on temporally informative repre-
sentative images (TIRIs). The TIRIs are generated using weighted superposition of luminance

values along the temporal direction of a predefined number of frames chosen from a given video.
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The image hashes are generated from the individual TIRIs and then, concatenated to generate

the video hash. The steps of the algorithm are as follows.

(i) The input video is normalized to W x Hj, and divided into shots by putting L frames in

a particular time range together.

(ii) The TIRIs are generated by

L
Ay = Z Wiltig 41 (1.11)
=1
w; =+' = exponential weighting
lugy, = luminance value of (x, y)™ pixel in I frame and L number of frames in the shot.

(iii) The 2D-DCT of the TIRI frames is calculated by

5P+5q w-1 thl

&g = g Z Z g,y €OS (D) cos (5yq) (1.12)
=0 y=0
L, p=0 I, ¢g=0
where am:ﬂ%‘;n,ﬁy:%y,%: and 0, =
0; elsewhere 0; elsewhere

(iv) Mpx My, block of coefficients of ¢, 4 are selected and vectorized. Median-based quantization

is applied on this vector to generate the perceptual video hash.

The resulting hashes were robust to a range of attacks including noise addition, rotation, time

shift and frame dropping but not for the malicious attacks.

Perceptual Video Hashing Algorithm for Scalable Video

In [30], [31], the authors proposed the perceptual video hashing algorithm to extract the hashes
for scalable video using the 3D- discrete wavelet transform (DWT). They have computed the
video hash at a group-of-frames(GoFs) level from the spatiotemporal low-pass bands of the

wavelet transformed GoF's. Following are the steps of the algorithm:

(i) The video is grouped into GoFs with 8, 16 or 32 frames and a GoF is denoted as G'.

(ii) The 3D-DWT is applied on the GoFs. The first-level temporal decomposition of the GoF
results in one temporal low-pass band and one temporal high-pass band. This tempo-
ral low-pass band is recursively decomposed to obtain one temporal low-pass band and
multiple temporal high-pass bands at the highest level of decomposition. The temporal
low-pass band is further decomposed into multiple spatial low-pass and high-pass bands.
Thus, the 3D-DWT on the GoF's results in one spatiotemporal low-pass (LLL) bands at
the highest levels of the temporal and spatial decompositions. The LLL bands act as the

spatiotemporally informative images (STIRISs).
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(iii) The perceptual hash for G’ is obtained from the LLL band of the 3D-DWT decomposition
using one of the two variants. In the first variant, the LLL band is divided into perceptual
blocks, and then, the coefficients are binarized to obtain the perceptual hash for G’. This
variant results in a large hash size that has weak visual fragility and unpredictability
properties. In the second variant, a compact hash is obtained by binarizing the forward
and backward cumulative averages of the local means of the perceptual blocks in the LLL

band.

The performance of the video hashing algorithms was evaluated on a small database of 14

videos. The algorithm is not robust towards geometric transformation.

Low Rank Tensor Approximation (LRTA) based Video Hashing Algorithm

In [14, 15], Li and Monga have modelled videos as third order tensors. The authors experi-
mentally validate that this type of video modelling captures its spatial and temporal essence.
The multi-linear sub-space projections of tensors, such as low-rank tensor approximations (LR-
TAs) via PARAllel FACtor analysis (PARAFAC) [18] are used for the generation of perceptual
hash from the videos. The authors perform a random 3D tiling of the video via overlapping
sub-blocks and compute LRTAs from these sub-blocks. Each sub-block treated as a third order
tensor was approximated using a rank one tensor. In other words, each third order tensor is
factorized into the outer product of three vectors. These vectors are used to form the perceptual

hash. The steps of the algorithm are enumerated below.

(i) Normalization: Though the temporal sub-sampling and the spatial re-sizing, each input
video V is normalized to a size of I x J x K and then converted to a sequence of grey-level

frames of video.

(ii) Randomization: Based on a secret key K, ) randomly overlapping sub-cubes V; €
RMXNXP i =1 . ..,Q, M < I, N < J, P < K are selected such that they cover the

entire video V approximately.

(iii) Tensor factorization: Next rank-r PARAFAC tensor factorization is performed on each
sub-tensor. This results in three sets of vectors for each sub-tensor where the two sets of
vectors x; € RM7 and y; € RN belong to the spatial dimensions and the third vector
z; € RP7 belong to the temporal dimension for i = 1,...,Q. A rank r = 1 is used for

tensor approximations.

(iv) Hash computation: The hash vector hx € RM+N+P) i obtained through arithmetic

averaging given by:

Q Q Q

lez‘ Zl}’z' lez'
h — 1= 1= 1= .
K 0 0 0 (1.13)

Here, the spatial components of the LRTA are unaffected when the attack is temporal, and

the temporal components are unchanged when the attack is spatial. The performance of the
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algorithm was found to be good to most of the content-preserving distortions. Further, there
is a scope for the generalization of tensor decomposition to improve the performance of the

algorithm.

1.3.3 Random Projection based Perceptual Image Hashing

In random projection, when the original high-dimensional space is projected onto a low-dimensional
space using a random projection matrix, the distance between the vectors are preserved, pro-
vided it satisfies the Johnson-Lindenstrauss (JL) lemma [32]. Alion and Chazelle introduced the
FJLT for reducing a high-dimensional data into a lower-dimension [22, 23]. The FJLT maps n
points from R? to R with e distortion, where the low-dimension k is given by k = ¢/e 2 Inn and
¢’ is a constant. A random embedding Rp 1 ~ FJLT (n,d, €) can be obtained as a product of
real-valued matrices

Rpyjrr = PTD (1.14)

where T is the d X d normalized Hadamard matrix, and P and D are k£ X d and d x d matrices
pseudo-randomly dependent on the seed. The elements p;; of P are drawn independently

according to the following distribution,

N (0,¢7 ') with probabilit
- (0,¢7") P v (1.15)
0 with probability (1 — q)

where ¢ = min {%, 1} and c¢ a large constant. D is a diagonal matrix, where each diagonal
element d;; is drawn independently from{—1, 1} with probability 0.5. The FJLT lemma is given
by

FJLT Lemma: Let Q be an arbitrary subset of n points in R%, represented as an d x n matriz

F. Given o < e <1 and Rpjrr ~ FJLT (n,d, €) the following two events occur with probability
at-least %
(1)Vx € Q, (1 —e)klxlly <[[Rpsrrx|ly < (1+€) kx|,
(ii) The mappings Rpsrr - R? — RF requires O (d Ind 4+ min (de*2 Inn, e 2n? n)) opera-
tions.

Based on the FJLT, Xudong and Wang [17, 16] proposed an image hashing concept that
is robust to a large class of content preserving distortions. The results are comparable to the

state-of-the art image hashing algorithms such as image hashing based on non-negative matrix
factorization (NMF) [5]. The FJLT based image hashing algorithm is as follows:

1. Random sampling: Given an image, pseudo-randomly select p subimages, A; € R™*™ 1 <
i < p. Vectorize each subimage A; to form s;, a point in a m?-dimensional space. The

feature matrix is given by: F = [s1 s2 ... s,), with size m? x p.

2. Dimension reduction by FJLT: FJLT (p,mz,e) maps the feature matrix from a high-

dimensional space R™ to a low-dimensional space RF with minor distortion as follows

H =Ry rF (1.16)
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The lower dimension k is set to be ¢’e 2In (p) where ¢’ is a constant. The intermediate
hash is given by H = [hy hy ... hy] with size k x p.

3. Ordered random weighting: Generate the pseudo-random weight factors {w;}?_; from the
uniform distribution U (0,1) such that each w; is in R*. Sort the elements of h; and w;
in a descending order to make sure that larger component of w; will be assigned to larger
component of h; . Calculate the final secure hash as h = [(hy wy) (hy,w2) ... (h,, w,)]

where () denotes the inner product between the vectors.

The algorithm was found to be robust to most of the typical image processing attacks except
for the addition of Gaussian noise, gamma correction, and rotation attack. The algorithm has

a low computational cost.

1.4 Motivation and Problem Definition

Generating a perceptual hash from a video by concatenating the perceptual image hashes ex-
tracted from each frame results in a very long hash. Therefore, developing a perceptual video
hashing technique is still a challenging problem. There are few methods that exist in the liter-
ature as discussed above for the generation of perceptual video hash by treating the video as
a spatio-temporal entity. However, these techniques have scope for improvement. The thesis

aims at generating perceptual video hashing functions to solve the following generic problems:

1. The content-authentication problem: The incidental distortions such as compression, noise
addition, filtering and transcoding, that a video undergoes during distribution are un-
likely to change the perceptual content and the video can be considered still authentic.
The performance of the existing video hashing algorithms for this task has the scope for

improvement.

2. The near-duplicate identification problem: The rapid improvement in the digital technol-
ogy and social media has led to the increase in the production and distribution of the
videos. In addition, the easy availability of a number of software tools to access and
modify the video has led to unauthorized multiple creation of popular videos in different
file formats, spatial sizes and frame rates. The large number of near-duplicate videos also
cause a huge burden on the database server. Finding the near-duplicate videos in a large
database is a challenging problem and perceptual video hashing may prove useful to tackle

the problem.

1.5 Summary of Contributions
The major contributions of the thesis are as follows:

1. The thesis proposes the perceptual video hashing algorithms based on the following pro-

jection operations on video.
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1 3D radial projections: The two-dimensional radial projection on images is ex-

tended to video.

2 Achlioptas’s random projection: The two-dimensional random projection on

images using the Achlioptas’s random matrix (ARM) is extended to video.

3 Combination of the temporal wavelet transform (TWT) and the Achliop-
tas’s random projection: The video is projected onto temporally informative rep-
resentative frames (TIRFs) using the temporal wavelet transform and Achlioptas’s

random projection are applied on the TIRFs to develop the hash.
4 Tucker decomposition: The PARAFAC algorithm is generalized using the Tucker

decomposition to develop a more robust perceptual video hashing function. A method
for finding the optimum number of components in the factor matrices of the Tucker

decomposition is also proposed.

2. The thesis develops an application of perceptual video hashing for retrieving near-duplicate

videos from a database.

1.6 Outline of the Thesis

The rest of the thesis is organized as follows:

e Chapter 2 introduces the framework for the three-dimensional radial projection (3D-
RASH) based video hashing method and then proposes the algorithm. The algorithm
produces the perceptual hash by projecting the luminance values of the pixels along the
radial lines of the overlapping sub-cubes in a video and computing the variance of the pro-
jected pixels. It presents the complete details about the set up of the video database for
the current research downloaded from REEFVID, XIPH, OPEN-VIDEO and TRECVID
databases. Further, it also discusses the procedure used for (i) verifying the desired
properties of the perceptual video hashing function; (ii) evaluating and comparing the
performance of the 3D-RASH based video hashing algorithm with some of the popular

video hashing algorithms using the receiver operating characteristic (ROC) curves.

e Chapter 3 presents the framework for the Achlioptas’s random projection based video
hashing method and then proposes two perceptual video hashing algorithms. The first
algorithm generates the perceptual hash by projecting the pixel luminance of the overlap-
ping sub-cubes on to the Achlioptas’s random basis. It provides the experimental results
in detail to examine the hashing properties. It evaluates and compares the performance
of the Achlioptas’s random projection based video hashing algorithm with other video
hashing algorithm. The second video hashing algorithm is based on the temporal wavelet
transform (TWT) and the Achlioptas’s random projection. The second algorithm gen-
erates the perceptual hash by projecting the pixels in the overlapping sub-cubes in the
temporal low-pass band on to the Achlioptas’s random basis. It validates the desirable
properties of the hash and evaluates the performance of the second video hashing algo-
rithm and also compares the performance with the other video hashing algorithms using

the ROC curves on the database mentioned above.
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e Chapter 4 proposes to use the Tucker decomposition, a multi-linear subspace projection
technique on the overlapping sub-tensors to generate the perceptual hash from the video.
It validates the necessary properties of this hash function. It evaluates and compares
the performance of the Tucker decomposition based video hashing algorithm with other
video hashing algorithms. Evaluates the comparative performance of the algorithm on
the database mentioned above in terms of both the ROC curves and the computational

complexity.

e Chapter 5 demonstrates the application of perceptual video hashing in retrieving the
NDVs. It discusses the state-of-the-art near-duplicate video retrieval algorithms and then
proposes the framework to develop the application using different perceptual video hashing
algorithms. It gauges the performance of the retrieval system using the average precision-
recall curves on three different databases created from REEFVID, XIPH, OPEN-VIDEO
and TRECVID databases.

e Chapter 6 concludes the thesis with a summary of the proposed video hashing methods.

A few future works are also identified.
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Chapter 2

Perceptual Video Hashing based on
Three Dimensional Radial

Projection
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One of the popular image hashing technique is based on the radial projection of the image
pixels. In this, the luminance values of the pixels in the image were projected radially to obtain a
RAdial Variance (RAV) vector [11]. The RAV is transformed to the Discrete Cosine Transform
(DCT) domain to utilize the energy compaction property and the decorrelation property of
the DCT. By choosing and quantizing the low-frequency DCT coefficients, the image hash
was generated and called the RASH (Radial hASH) vector. This method of calculating the
perceptual hash is simple. The idea as mentioned above was extended to the video by applying
the technique to the keyframes of the video [10]. The performance of this algorithm was found
to be good to most of the typical image processing attacks.

Inspired by the simplicity of the work proposed by De Roover et al. in [11, 10], we would
like to extend the idea of radial projection based hashing from the two-dimension (2D) to the
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three dimensions (3D). In this way, the keyframe dependence of RASH for video [10] can be

overcome by considering the entire video. Our objective is to

1. Generalize the robust radial projection based hashing method from 2D to 3D(video); and

2. Study the performance of the proposed generalization in comparison with the keyframe-

based RASH for video.

The flow of the chapter is as per the following. A brief review on two-dimensional radial
projection is presented in Section 2.1. The framework for the three-dimensional radial projection
(3D-RASH) based perceptual video hash is described in Section 2.2. The 3D-RASH based video
hashing algorithm is proposed in Section 2.3. The details of the database, description of the
attacks considered, validation of perceptual hash properties and the performance evaluation of
the 3D-RASH based perceptual hash is presented in Section 2.4.

2.1 Perceptual Video Hashing using 2D Radial Projection

The 2D radial projection technique was discussed in Chapter 1. For the sake of completeness,
the same is reproduced here. 180 lines with a separation of 1° in their angular orientation and
each passing through the centre of the image are chosen. The variance of the luminance of the
pixels on each line is computed. These 180 variances form the feature vector. The authors
in [11] argue that this feature vector provides the best trade-off in terms of robustness and
discriminating capabilities. Suppose I (z,y) denotes the luminance value of a pixel (z,y) and

Ny denote the number of pixels on the line at an angle ¢. Then, the projected feature vector is

given by
T
P=1P@1°) P(2°) ... P(180°)
where
(%Z I (z,y) (%3 I(z,y)\°
z,Y)ENy z,y)ENg 0 5o o
P = - = 140" . 1 2.1
(d)) N¢ N¢ ) ¢ ) ) ’80 ( )

The P vector is centred around the origin and normalized with respect to the mean p and

standard deviation o respectively, to obtain the RAV feature vector,

T
R=| R(1°) R(2°) ... R(180°)

where R (¢) is given by

R(qﬁ):w, 6 =1°,2°...,180° (2.2)

The 40 low-frequency coefficients of 180-point DCT of the RAV feature vector are chosen
to obtain a compact hash vector. Mathematically, the RASH vector

T
D=| D(1°) D(2°) ... D(180°)
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Figure 2.1: Calculation of 3D-RASH vector.

where D (n) is given by,

D(n):\/%x Lioj <R(¢)xcos,(”(;qi%lo)”)), n=1,2,....40  (23)

$=1°
Finally each of the 40 low-frequency DCT coefficients is quantized to 8 bits to obtain a
320-bit image hash.

The extension of the image hashing algorithm to video hashing [10] is as follows. The video

sequence is modelled as a collection of video shots, and key frames are selected from those
video shots. A shot is identified by selecting the boundary frames. If the ¢; distance between
the 64-bin luminance histograms of the current frame and the previous frame is greater than a
particular threshold, then the current frame is considered as the boundary frame. Within the
frames of a shot, the disparity between the frames is measured [26]. A frame is selected as the
keyframe if it minimizes the disparity measurement with its preceding frame. Finally, the hash
value is obtained by applying the image hashing algorithm on these keyframes.

The radial projection technique, as proposed in [10], is dependent on keyframes correspond-
ing to a video. This was a major limitation as this technique is exposed to all the non-keyframe-
based attacks such as frame dropping, malicious attacks on non-keyframes, and unwanted frame

insertions.

2.2 Mathematical Framework of Three Dimensional Radial

Projection

Here, we propose a new technique by eliminating the keyframe dependence of the radial projec-
tion technique and making the proposed technique dependent on the whole video rather than
a particular set of keyframes.

The methods which act in the spatiotemporal domain extract the information from the com-
plete video rather than from selective keyframes. For example, the PARAFAC decomposition

based video hashing [15] performs better as far as perceptual hashing for video is concerned.
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Here, the information about the video is stored by randomly dividing it into sub-cubes and
performing multilinear subspace projection on each of these sub-cubes.

Taking the idea of randomly dividing a video into sub-cubes from the above method, we
propose a new three-dimensional radial projection (3D-RASH) based perceptual video hash.
Here, the video is treated as a cube and the perceptual information is captured using the
following procedure. The cube is divided into N randomly located overlapping sub-cubes of
size U x U x U such that, these sub-cubes cover the entire normalized video of size X x X x X.
Note that U < X.

Consider a sub-cube of size U x U x U with the centre of the sub-cube lying at the origin
(0,0,0). We will call this sub-cube as the reference cube. Within this reference cube, a line
passing through the origin is considered as shown in Figure 2.1. This line is then rotated by 4w
steradians (solid angle) in discrete steps so as to cover the entire reference cube. This is achieved
by considering a plane containing the origin and passing through the central vertical axis of
the reference cube and then rotating the plane by 180° in discrete steps of 1°. Corresponding
to each orientation of the plane, a line passing through its centre is rotated by 180° in discrete
steps of 1°. In this way, the line rotates by 47 steradians in discrete steps and hence, covers the
entire reference cube. Since there are 180 different orientations of plane and corresponding to
each orientation, there are 180 different orientations of the line, so in total there are 180 x 180,
i.e. 32400 different orientations of line. Let L1, Lo, ..., L3ag0p represent the lines corresponding
to each orientation and nm; be the number of pixels in the jth line where j = 1,2,...,32400.

Corresponding to each line, the coordinates traversed by the line are extracted and retained.
T

Let ¢ = [(CaysCy1,C21) (CanyCyoyrCan) oo (C:vnj s Cyn, > Cznj)} denote the vector comprising of co-

ordinates (Cz,,Cy1sCz1) 5 (Can, Cyas Caz) » -rs (cxnj,cynj,cznj) corresponding to n; pixels lying on

the jth line. Let I" = {l3,1s, ..., lnj} denote the array comprising of luminance values l1,ls, ..., ln;

corresponding to n; pixels lying on the jth line. The variance of I’ is calculated using
2 |1 2
= L3 2

where [; denotes the luminance value of i*" pixel lying on the jth line and i denotes the mean

value of all I;s. Thus,

1 &
p=-—> 1 (2.5)
[

Corresponding to each of these orientations, there will be a vector comprising of the coor-
dinates lying along the line and a vector comprising of luminance values of the pixels lying on
the line. The vectors containing the coordinate values are denoted by ¢y, co, ..., 32400 and the
arrays containing the luminance values of 32400 lines are denoted by l/l, l/2, cee lé2400. Therefore,
the array of variance obtained along each orientation of the line from the reference cube using

the 3D-radial projection is given by

2 _ .2 2 2 2 2 2 2 2 2
0(0,0,0) = {01,0% e a0180a0181’0-182’---,0-360’---’0-32221a032222,---5032400} (2.6)
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where 02 denotes the variance of the array l/l, 03 denotes the variance of the array I, and
SO on.

To generate the array of variance using the 3D-radial projection for an arbitrary sub-cube
whose centre coordinates are given by (¢, k,(), the translation operation is applied on the

coordinates of the reference cube, using

c, 100 ¢ Co
c 010 & c
v = Y (2.7)
c, 001 ¢ s
|1 | 000 1} [ 1]

where (cg,cy,c.) represents the co-ordinates of the reference cube and (c&,c’y,c’z) represents
the co-ordinates of the translated sub-cube with (¢,x,() as the centre. After obtaining the
transformed coordinates, the luminance values at those corresponding coordinates are extracted
and then the above-explained procedure is followed to obtain the array of variance for the

translated sub-cube as

2 _f.2 2 T 2 2 2 2 2
T me) — {0103, .. 0780, 0181, Ols2: - - -+ 0360+ - - - 0322215 032222 - - - » T32400 } (2.8)

2.3 Perceptual Video Hashing using Three Dimensional

Radial Projection

Figure 2.2 shows two schemes for the extraction of the perceptual video hash using the proposed
3D-RASH. In both the schemes the following steps are similar: normalization, selection of
randomly located overlapping sub-cubes and 3D-radial projection. The remaining steps differ in
both the schemes depending on how the perceptual hash can be calculated. The details of these

steps are described below:

(i) Normalization: Different videos may have different spatial resolutions and a different
number of frames. To minimize the effect of these variations on the output hash, it is
required to bring the input video, V;,, to a standard size in both spatial and temporal
direction, say X x X x X. This is done by down-sampling the pixels of the V;, in both

spatial and temporal direction. Let V,,o, be the normalized video considered as a cube.

(ii) Selection of randomly located overlapping sub-cubes: N random coordinates
within the V.. are generated using a secret key K. From these N random coordi-
nates, the IV sub-cubes represented by V; where i = 1,2,... , N, of size U x U x U are
formed. The care should be taken that U < X and these N sub-cubes extend over en-
tire Vjorm. Further, if a different key K’ is used then, N different random coordinates
are generated and hence the different sub-cubes, leading to a different hash value. This

procedure is followed to include security in the process of hash generation.
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(a) Scheme-I.

I‘I]‘%“t Randomly AD-Radial
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Output E
hash : 2D-DCT
<:5_ Binarization <: and
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Hash Computation

(b) Scheme-II.

Figure 2.2: The block diagram representation for the extraction of perceptual video hash using
the three dimensional radial projection.

(iii) 3D-Radial Projection: The radial projection is applied on the sub-cube as explained in
Section 2.2 using the Equation 2.4, the Equation 2.5 and the Equation 2.7 to obtain the
array of variance from the sub-cube. The procedure is repeated for all the N randomly

located sub-cubes.

(iv) Hash Computation: The luminance value of the pixels in a video are highly correlated
both in spatial and temporal directions. The variances computed from the neighbouring
lines will be highly correlated. This correlation is exploited in Scheme-I and Scheme-II to
generate a compact hash. Either of the schemes can be used to generate the perceptual

hash from the video.

Scheme-I

Let the following 3D RAV vectors be constructed from the array of variance ( Equation
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2.8) obtained from the corresponding N sub-cubes of Vo, as

ry = [U% Ug U§24OO]T=
ro = [U% Ug U§24OO]T=
2 2 2 T
and ry = [01 o5 ... 032400]

We have now N 3D RAV vectors each of size 32,400. The mean of the vectors give the

representative r, and vectors placed in a matrix Rye., of size 32400 x N.

Rvec: ry ro ... rn (29)

The dimension 32400 x N is very high. One of the easiest way to reduce the dimensionality
and at the same time retain the captured features to the best possible extent is by taking
the average along the rows of Ry... The average of these RAV vectors rq,rs,...,ry are

computed to obtain the final RAV vector r, using the following equation,

1 N
Ty =% o (2.10)
=1

The final RAV vector r,, is still of high dimension, and this length is not suitable to be
considered as the length of the hash. To further reduce the dimensionality the energy
compaction property of DCT can be used. Therefore, the 32400 point DCT is applied on

r, to get a transformed vector t,, as follows
tr, = Cpcr 1y (2.11)

where Cper is the DCT matrix whose elements {c (i, j)} are given by

L i=0;0<;<32399

\V 52400 X €08 <7£(X2§;110)5> » 1 <0< 32399;0 < j < 32399

The first few DCT coefficients contain most of the energy, so without introducing much

c(i,j) = (2.12)

error, we take the first k elements of t,,, where k is the hash length (even). These
coefficients are written in the form of a vector which forms the intermediate hash vector
h’ corresponding to the given video. To generate the binary hash vector for a given
video, obtain the median ¢ of h/. The elements of h’ are rank-ordered to obtain h” =

Wy W gy h’(k)]T. The median is calculated as follows

h/ k +h/k
§= M (2.13)

Then, elements of h’ are binarized to obtain h = [hy hs ... h;]T where
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. !/
h; = (1)’ Zfig,j:m,...,k (2.14)

ILY 3
h’ is computed from the feature vector to represent the video. Binarisation by median
thresholding results in equal numbers of 1’s and 0’s in the binarized data. In this case,
we can assign a probability of 0.5 for each bit to take the value of 1 and the statistical
modelling of binary data becomes easy. The effectiveness of performing the averaging
operation in Equation 2.10 and binarizing the elements using the median is discussed in
[13].
Scheme-11
The 3D RAV matrices Ry, @ = 1,2,..., N are constructed from the array of variance

(Equation 2.8) obtained from the corresponding N sub-cubes of Vo, as follows

2 2 2
01 0181 " 032221
2 2 2
0' O' “ . O'
2 182 32222 )
R, = . _ . , 1=1,2,...,N (2.15)
2 2 2
| 9180 9360 " 932400 |

Hence, it would be appropriate to use a transformation tool to decorrelate R,,q, and
extract the relevant features to generate a compact hash vector. The two-dimensional
(2D) DCT would be a natural choice as it is a simple and effective transformation tool
for decorrelating matrix data and capturing most of the energy in low to mid-frequency
coefficients. The 2D DCT T; of R4, is given by

T; = 2DDCT (Rpnat,), i =1,2,...,N (2.16)

The average DCT matrix T is obtained by
1 N
T== Zl T; (2.17)
1=

This matrix contains the average information of all the relevant features captured by the
3D RPT and 2D DCT of all the sub-cubes. The low to mid-frequency coefficients sub-
matrix of size k' x k' is selected to get k = (k')®. These k coefficients are vectorized to
form the intermediate hash vector h’ for the given video. The hash vector h is obtained

using Equation 2.13 and Equation 2.14.

The hash generation process is described in the Algorithm 2.1.

2.4 Simulation Results and Discussion

A number of experiments are conducted to validate the hash properties and evaluate the per-
formance of the hash. The details of the database, the procedure to validate the hash and the

attacks considered for evaluating the performance of the hash discussed below.
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Algorithm 2.1 Proposed video hashing algorithm based on the 3D-RASH.

1: Input:

Video input V;,, and k (even).
Algorithm parameters: U, X, K and N.

2: Normalization:

Normalize V;;, to X x X x X via temporal sub-sampling and spatial re-sizing to obtain

Vnorm-

3: Selection of randomly located overlapping sub-cubes:

Depending on secret key K, randomly select N overlapping 3D sub-cubes from V,,orm,
to form V;, i =1,2,..., N, each of size U x U x U such that U < X.

4. 3D-Radial Projection:

Apply 3D radial projection on entire sub-cube in steps of 1° to calculate the variance
of the luminance of the pixels along the projection line. This results in an array of
180 x 180 = 32,400 variance values from the sub-cube. The procedure is repeated for
all the N randomly located sub-cubes.

5: Hash Computation:
Scheme-1

Construct N 3D RAV vectors from the array of variance obtained from the correspond-
ing N sub-cubes of Vo to obtain Rye. as shown in Equation 2.9.
N
Obtainr, = %+ > 1;
i=1
Reduce the dimensionality using the 1D-DCT on r, to obtain t,, = Cpcr ry

Select the first £ DCT coefficients to form intermediate hash vector h’.

Generate the binary hash vector using median based quantization (Equation 2.13 and
Equation 2.14).

Scheme-I1

Construct a 3D RAV matrix Ry, from the array of variance obtained from the corre-
sponding N sub-cubes of Vo as shown in Equation 2.15.

Apply DCT to decorrelate and extract the relevant features
T, =2DDCT Rppa,), 1 =1,2,...,N

Obtain average DCT matrix T from T; as shown in Equation 2.17.

Select low to mid-frequency coefficients sub-matrix of size k' x k' and vectorize them to
form the intermediate hash vector h’ of length k = (k')? for the given video.

Binarize h’ using median based quantization (Equation 2.13 and Equation 2.14).

6: Output:

A hash vector h
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Table 2.1: Database details used for experimentation.

Parameter Description

Database [trecvid.nist.gov], [open-video.org], [reefvid.org], [xiph.org]
Number of videos 1000

Minimum spatial resolution 192 x 144

Maximum spatial resolution 640 x 480

Minimum number of frames 66

Maximum number of frames 11,415

Video format MP4

2.4.1 Database

1000 videos are downloaded from the following video databases: REEFVID [33], XIPH [34],
OPEN-VIDEO [35] and TRECVIDI[36]. The details of the video database are tabulated in
Table 2.1.

In both the schemes, videos are normalized to 64 x 64 x 64. 32 randomly overlapping sub-
cubes of size 16 x 16 x 16 are chosen depending on a secret key. The number 32, is decided by
trial and error to get an optimal performance of the algorithm. The hash length of Scheme-I
is 128 while the hash length of Scheme-II is 144. The hash length of all the video hashing

algorithms considered for comparison has a hash length around 128.

2.4.2 Attacks

We have classified the attacks into three categories, namely: spatial attacks, temporal attacks
and spatiotemporal attacks. The spatial attacks considered are average blurring, Gaussian blur-
ring, the addition of Additive White Gaussian Noise(AWGN), the addition of salt and pepper
noise, rotation, cropping (from the borders), brightness modifications, contrast modifications,
modifications in the size of spatial resolutions and adding the watermark. The temporal attack
considered is regular frame dropping and interpolation. The spatiotemporal attack considered
are compression, reverse play and unwanted frame insertion. Further, the combination of spatial
attacks and the temporal attacks simultaneously are also considered under the category of the
spatiotemporal attack. Figure 2.3 shows a video frame under various attacks considered for the

experiments as an example. The brief description of the attacks is as follows:

1. Blurring: Spatial averaging and Gaussian filtering were performed on each frame with
masks of size 5 x 5, 9 x 9, 15 x 15 and 35 x 35.

2. Addition of AWGN: Zero mean AWGN with standard deviation, o ranging from 57 to

127, was added to each video frame.

3. Addition of salt and peeper noise: the salt and pepper noise was added to each video
frame with the following densities: 5%, 10%, 20% and 25%.
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4. Frame rotation: Each video frame is rotated separately by a small amount in an anti-

clockwise direction. The degrees of rotation considered are 2°, 5°, 8° and 12°.

5. Frame cropping: 5%, 10% and 15% boundary pixels are cropped from each frame of
the video.

6. Brightness modification: The brightness of each frame is increased /decreased by adding/-
subtracting a value. The values chosen are 5% and 10% of the maximum original frame

intensity.

7. Contrast modification: The contrast of each frame is increased /decreased by multiply-

ing a value greater/less than one. The values chosen are 0.8, 0.9, 1.10 and 1.20.

8. Changing the size of spatial resolution: The spatial resolutions of the original frames
were varied to 100 x 100, 250 x 250, 500 x 500 and 1000 x 1000.

9. Adding a watermark: A logo of fixed size was added to each frame of the video. The
sizes considered are 16 x 16, 32 x 32, 48 x 48 and 64 x 64.

10. Frame dropping and interpolation: In the first case, only 48 number of the original
frames were retained and then the remaining 16 frames were interpolated using temporal
averaging. In the second case, only 32 number of the original frames were retained and

then the remaining 32 frames were interpolated using temporal averaging.

11. Compression: From the original video database in the MP4 format, two more video
databases were created with video bit-rates set to 64 kbps and 100 kbps. The average
Compression Ratio (CR) of these videos in these two databases are 250:1 and 240:1,

respectively. FFMpeg software was used for compressing the videos.

12. Reverse play: The frames of the video were played in the reverse order, i.e. from the

last frame of the video to the first frame.

13. Unwanted frame insertion: After the normalization of the input video four, eight,
sixteen and thirty-two frames from a different video (normalized) are inserted to the

normalized input video at regular intervals.

2.4.3 Hash Validation

Experiments were conducted to validate the unpredictability, the visual fragility and the per-
ceptual robustness properties of the hash generated using the 3D-RASH based video hashing
algorithm. 224 videos from the database and 1000 secret keys are considered to validate the
proposed hash. The NHD was the distance metric used to compare the hash values of the
videos. Mathematically, the NHD is given by

dy
NHD = —
k

where dpy and k represent the Hamming distance (HD) between the hashes and length of the
hash, respectively. The histograms of the NHD to evaluate the important desirable properties
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(a) Original in- (b) Original  (c) Rotation by (d) Compression  (e) Gaussian

put video frame. grey level frame. 10°. with average CR  Blurring using a
250:1. 5 x 5 mask size.

(f) AWGN with (g) Brightness (h) Contrast de- (i) 10% Crop- (j) Watermark
zero mean and increased by creased by 10%. ping. attack.
o =5T7. 10%.

Figure 2.3: Illustrations of a grey level frame under various attacks considered for the experi-
ments.

of the hash generated using Scheme-I and Scheme-II are shown in Figure 2.4 and Figure 2.5

respectively. The validations are described below.

(i) To validate the unpredictability property

128-bit hashes were generated for a test sequence using 1000 different secret keys, and
then, the NHD was measured between every possible pair of the hashes. The procedure
was repeated for the remaining 223 test sequences. The histogram of the NHD values for
this experiment is shown in Figure 2.4(a) for Scheme-I and in Figure 2.5(a) for Scheme-II.
It can be observed from both the figures, that the NHD measured between the hashes
approximately follows a Gaussian distribution with the mean 0.5. The standard deviation
of the distribution for Scheme-I is 0.129 and for Scheme-II is 0.118. A narrow-spread dis-
tribution (low value of standard deviation) centred around 0.5 implies that the perceptual
hash closely satisfies the unpredictability property given in Equation 1.5. Comparing Fig-
ure 2.4(a) with Figure 2.5(a) we can conclude that the perceptual hash based on Scheme-II
of 3D-RASH satisfies the unpredictability property better than the perceptual hash based
on Scheme-I of 3D-RASH.

(ii) To wvalidate the visual fragility property
128-bit hashes were generated for 224 test sequences using the same secret key, and then,
the NHD was measured between every possible pair of the hashes. The procedure was
repeated for the remaining 999 secret keys. The histogram of the NHD values for this ex-
periment is shown in Figure 2.4(b) for Scheme-I and in Figure 2.5(b) for Scheme-II. It can
be observed from the figures, that the NHD measured between the hashes approximately
follows Gaussian distribution with the mean 0.5. The standard deviation of the distribu-

tion for Scheme-I is 0.233 and for Scheme-II is 0.222. A narrow-spread distribution centred
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around 0.5 implies that the perceptual hash closely satisfies the visually fragile property
given in Equation 1.4. Comparing Figure 2.4(b) and Figure 2.5(b) we can conclude that
the perceptual hash based on Scheme-II of 3D-RASH satisfies the visual fragility property
better than the perceptual hash based on Scheme-I of 3D-RASH.

(iii) To walidate the perceptual robustness property

All the videos were corrupted with AWGN of o = 81 and subsequently blurred with the
Gaussian mask of size 5 x 5 thereby generating a set of perceptually similar videos. The
hashes were generated for these videos using the same secret key. The NHD between
the hashes of the original videos and the perceptually similar videos was measured. A
histogram concentrated towards zero implies that the perceptual hash closely satisfies the
perceptual robustness property given in Equation 1.3. The histogram of all the NHD
values for this experiment is shown in Figure 2.4(c) for Scheme-I and in Figure 2.5(c) for
Scheme-II. It can be observed from Figure 2.4(c), that the NHD between the original videos
and the perceptually similar videos are distributed between 0 and approximately 0.7 with
the mean centred around 0.35 for Scheme-I. From Figure 2.5(c) it can be observed that the
NHD between the original videos and the perceptually similar videos are are distributed
between 0 and approximately 0.65 with the mean centred around 0.325 for Scheme-II.
Therefore, we conclude that the perceptual hash based on Scheme-II of 3D-RASH satisfies
the perceptual robustness property better than the perceptual hash based on Scheme-I of
3D-RASH.

(iv) To assess perceptual robustness versus visual fragility

To evaluate the results of perceptual similarity obtained from Scheme-I and Scheme-II of
3D-RASH based video hashing algorithm for the perceptually similar and distinct videos,
the histograms of the NHDs obtained for the perceptual robustness property and the
visual fragility property are superimposed as shown in Figure 2.4(d) and Figure 2.5(d)
respectively. From the figures, it can be observed that the histogram of the NHD for
the perceptually similar and distinct videos overlap. The overlapping indicates that there
would be a misclassification between the perceptually similar and distinct videos. From
Figure 2.4(d) and Figure 2.5(d) it can be observed that there is a large amount of over-
lapping between the histograms in both the case, however the amount of overlapping
is slightly less in Figure 2.5(d) compared to Figure 2.4(d). Hence, it can be concluded
that Scheme-II of 3D-RASH will have less misclassification rate compared to Scheme-I of
3D-RASH.

The unpredictability, visual fragility and the perceptual robustness properties of the per-
ceptual hashes generated using Scheme-I and Scheme-II of 3D radial projection are compared
in terms of the mean and the standard deviation of the NHD in Table 4.4.

From Figure 2.4, Figure 2.5 and Table 2.2 we conclude that the perceptual hash based on
Scheme-I of 3D-RASH is poor than the perceptual hash based on Scheme-II of 3D-RASH. How-
ever, the perceptual hash based on Scheme-II of 3D-RASH satisfying the desirable properties

of a perceptual hash is found to be average.
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Figure 2.4: The histogram of normalized Hamming distance to evaluate the important desirable
properties of the hash generated using Scheme-I of 3D-RASH based video hashing.

Table 2.2: Comparison of hash validity among the two schemes of 3D-RASH based perceptual

video hashing algorithm.

) ’ . Unpredictability Visual Fragility Perceptual Robustness
Name of the Video Hashing Algorithm
Mean | Standard deviation | Mean | Standard deviation | Mean | Standard deviation
3D-RASH - Scheme-I 0.5 0.129 0.5 0.233 0.35 0.204
3D-RASH - Scheme-II 0.5 0.118 0.5 0.222 0.325 0.190

2.4.4 Evaluation of Hash Performance

The receiver operating characteristic (ROC) curves [37] were used to evaluate the performance of
the algorithm. An ROC curve is a plot of miss probabilities at different false-alarm probabilities.
If V represents the reference video, Vi, represents a video perceptually similar to V' and Vs
represents a video perceptually different from V' then, the miss probability is defined as the
probability of Vi, not being classified as V' and the false-alarm probability is defined as the
probability of Vy;¢s classified as V. The best possible prediction would yield the point (0, 0)
as it refers to miss probability = 0 and false-alarm probability = 0. The diagonal line passing
through (0, 1) and (1, 0) is called the line of no discrimination as any point which lies on this
line is as good as the random prediction. The ROC space can be split into two regions based on
this diagonal line. The region below the diagonal implies that the classification result is good,
in other words, the classification is better than random. The region above the diagonal implies

that the classification result is poor. In other words, the classification is worse than random
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Figure 2.5: The histogram of normalized Hamming distance to evaluate the important desirable
properties of the hash generated using Scheme-IT of 3D-RASH based video hashing.

prediction. We will call the region below the diagonal as good region and the region above the

diagonal as bad region. If we plot the ROC curves corresponding to different perceptual video

hashing techniques on the same graph then the lowest curve which is nearest to the point (0,

0) will correspond to the best perceptual video hashing technique. Similarly, the highest curve

which is farthest from the point (0, 0) will correspond to the poor video hashing technique.

The following perceptual video hashing algorithms were considered for comparison:

in the ROC curve.

the PARAFAC decomposition based video hashing algorithm [15], labelled as PARAFAC

e the DCT based video hashing algorithm [12, 13], labelled as DCT in the ROC curve.

e the CGO based video hashing algorithm [7, 27], labelled as CGO in the ROC curve.

e the 2D radial projection based video hashing algorithm [11, 10], labelled as 2D-RHASH

in the ROC curve.

e the video hashing algorithm based on the 3D-RASH using Scheme-I and Scheme-II are
respectively labelled as 3D-RPT and 3D-RPT-2D-DCT in the ROC curve.
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Figure 2.6: Statistical evaluation of video hashing algorithms via the ROC curves under average
blurring attack using different mask size.

2.4.4.1 Single Attacks

The evaluation of hash performance for various single attacks is as follows. The attacks include
the image processing attacks and the malicious attacks described earlier.

Average blurring attack: Figure 2.6 shows the ROC curves under average blurring using
the mask of the following sizes: 5 x 5, 9 x 9, 15 x 15 and 35 x 35. The performance of the
video hashing algorithms based on the PARAFAC decomposition and the 3D-DCT is relatively
stable. The performance of the video hashing algorithm based on the 2D-RASH, the CGO,
Scheme-I and Scheme-II of the 3D-RASH deteriorate for 15 x 15 and 35 x 35 mask sizes.

Gaussian blurring attack: The ROC curves under the Gaussian filtering using the 5 x 5,
9 x 9, 15 x 15 and 35 x 35 masks are shown in Figure 2.7. The performance of all the video
hashing algorithms under considerations is similarly good for all the mask sizes. It can be
observed that the performance of all the video hashing algorithms considered deteriorates as
the mask size is increased to 15 x 15 and 35 x 35.

AWGN attack: Figure 2.8 shows the ROC curves for the zero mean AWGN attack with
the following values of o: 57, 81, 114 and 127. The performance of the video hashing algorithms
based on the PARAFAC decomposition and the 3D-DCT is relatively stable. As the value of o
increases, the performance of the video hashing algorithms based on the 2D-RASH, Scheme-I
and Scheme-II of the 3D-RASH deteriorates quickly.

Salt and pepper noise attack: Figure 2.9 shows the ROC curves under the salt and
pepper noise attack with the following noise densities: 5%, 10%, 20% and 25%. The perfor-
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Figure 2.7: Statistical evaluation of video hashing algorithms via the ROC curves under Gaus-
sian blurring attack using different mask size.
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Figure 2.8: Statistical evaluation of video hashing algorithms via the ROC curves under AWGN
attack.
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Figure 2.9: Statistical evaluation of video hashing algorithms via the ROC curves under salt
and pepper noise attack.

mance of the video hashing algorithms based on the PARAFAC decomposition and 3D-DCT is
relatively stable. It can be observed that as the density of the noise increases, the performance
of the video hashing algorithm based on the 2D-RASH, Scheme-I and Scheme-IT of 3D-RASH
degrades quickly.

Rotation attack: Figure 2.10 shows the ROC curves under the rotation attack with the
following degrees of rotation: 2°, 5°, 8 and 12°. The performance of all the video hashing
algorithms considered is nearly same for 2° and 5° rotation attack. For 8° and 12° rotation
attack, the 3D-DCT based video hashing algorithm shows poor performance while the CGO
based video hashing algorithm shows the least robustness to the rotation attack beyond 2°. The
performance of the video hashing algorithm based on Scheme-I and Scheme-II of 3D-RASH is
relatively stable for all the degree of rotation attack considered.

Cropping attack: The ROC curves for the cropping attack are shown in Figure 2.11. The
following percentages of pixels were cropped from the borders of each frame: 5%, 10% and 15%.
The performance of all the video hashing algorithms considered is good and relatively same
except the 3D-DCT based video hashing algorithm. It can be observed from the figure that as
more and more boundary pixels are cropped, the performance of the video hashing algorithm
based on the 3D-DCT becomes progressively poor compared to the other video hashing algo-
rithms. It can be observed that the 2D-RASH based video hashing algorithm followed by the
other video hashing algorithms considered are relatively stable for the cropping attack.

Brightness variation attack: The ROC curves under the modified brightness attack
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Figure 2.11: Statistical evaluation of video hashing algorithms via the ROC curves under crop-
ping attack with different percentages of crop.
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Figure 2.12: Statistical evaluation of video hashing algorithms via the ROC curves under bright-
ness variation attack.

(£5% and +10%) are shown in Figure 2.12. The performance of the 2D-RASH based video
hashing algorithm is relatively stable. The performance of all the other video hashing algorithms
considered is similar and deteriorates for 10% modification in the brightness.

Contrast variation attack: The ROC curves for the modifications in the contrast are
shown in Figure 2.13. The contrast of the frames is increased by multiplying the frame pixels
with 1.1 and 1.2, and decreased by multiplying the frame pixels with 0.9 and 0.8, respectively.
The performance of the PARAFAC decomposition based video hashing algorithm is relatively
stable for the modified contrast attack followed by the video hashing algorithms based on the
CGO and the 3D-DCT. The performance of the other video hashing algorithms considered is
robust to the increased contrast attack while susceptible to the decreased contrast attack. The
video hashing algorithms based on the 2D-RASH, Scheme-I and Scheme-II of 3D-RASH are
least robust to the contrast decrease attack.

Frame-drop and interpolation attack: The ROC curves for the frame-drop attack are
shown in Figure 2.14. In the first case, only 48 frames were retained, and then the remaining 16
frames were interpolated using temporal averaging. It can be observed that the video hashing
algorithms based on the 2D-RASH, the CGO and the PARAFAC decomposition show similar
performance and has the least area under the ROC curves followed by the video hashing al-
gorithm based on the Scheme-I and Scheme-II of 3D-RASH and the 2D-DCT. In the second
case, only 32 frames were retained, and then the remaining 32 frames were interpolated us-

ing temporal averaging. In this case, all the video hashing algorithms considered show similar
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Figure 2.13: Statistical evaluation of video hashing algorithms via the ROC curves under con-

trast variation attack.
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Figure 2.14: Statistical evaluation of video hashing algorithms via the ROC curves under frame-

drop and interpolation attack.
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Figure 2.15: Statistical evaluation of video hashing algorithms via the ROC curves under spatial
resolution variation attack.
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Figure 2.16: Statistical evaluation of video hashing algorithms via the ROC curves under com-
pression attack.

performance.

Spatial resolution variation attack: Figure 2.15 shows the ROC curves under the mod-
ified spatial resolutions attack. The following spatial resolutions were considered: 100 x 100,
250 x 250, 500 x 500 and 1000 x 1000. It can be observed that all the algorithms under consider-
ations show similar performance. The 2D-RASH based video hashing algorithm is more robust
to the variations in the spatial resolution while the 3D-DCT based video hashing algorithm is
less robust to this attack.

Compression attack: Two video database was constructed with the average CR of 250:1
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Figure 2.17: Statistical evaluation of video hashing algorithms via the ROC curves under reverse

play attack.
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Figure 2.18: Statistical evaluation of video hashing algorithms via the ROC curves under frame

insertion attack.

and 240:1, respectively. The statistical evaluation of video hashing algorithms using the ROC
curves under the compression attack is shown in Figure 2.16. It can be observed that all the
algorithms under consideration show similar performance.

Reverse play attack: The ROC curves under the reverse play attack are shown in Figure
2.17. The video hashing algorithm based on Scheme-I and Scheme-II of 3D-RASH is robust
to this attack because of the symmetry property of the variance i.e. the variance of {a,b,c}
is equal to variance of {c,b,a}. The ROC curves for the remaining video hashing algorithms
stayed close to the line of no discrimination implying the poor performance of all the algorithms

considered.
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Figure 2.19: Statistical evaluation of video hashing algorithms via the ROC curves under wa-
termark insertion attack.

Frame insertion attack: Firstly, four frames of a different video are inserted in the
normalized version of the original video, and the performance of the algorithms is evaluated.
This attack is repeated by inserting eight, sixteen and thirty-two unwanted frames, and then
the performance of the algorithms is evaluated. The ROC curves under this attack are shown in
Figure 2.18. This is a malicious attack, and hence the video hashing algorithm having the largest
area under the ROC curve is considered to be performing better. When 4 or 8 different video
frames are inserted, all the video hashing algorithms has failed to capture the malicious attack
because of being perceptually robust. As the number of unwanted frame insertion increases, the
video hashing algorithm based on Scheme-I and Scheme-IT of 3D-RASH perform better followed
by the video hashing algorithms based on the PARAFAC decomposition, the 2D-RASH, the
CGO and the 3D-DCT.

Watermark insertion attack: In this attack, a visible logo of different sizes is inserted to
each video frame as a visible watermark. The following sizes of the logo are considered: 16 x 16,
32 x 32, 48 x 48 and 64 x 64. The ROC curves for this attack are shown in Figure 2.19. This
is also considered to be a malicious attack, and hence the video hashing algorithm having the
largest area under the ROC curve is considered to be performing better. For the size of the
logo up to 48 x 48 the performance of the video hashing algorithms based on the 2D-RASH,
the CGO and the PARAFAC decomposition is having less area under the ROC curve while the
video hashing algorithms based on Scheme-1 and Scheme-II of 3D-RASH and the 3D-DCT is

have more area under the ROC curve. For the logo of size 64 x 64, the performance of all the
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Figure 2.20: Statistical evaluation of video hashing algorithms via the ROC curves under AWGN
and average blurring attacks.

video hashing algorithms is similarly good.

2.4.4.2 Multiple Attacks

The evaluation of hash performance for various multiple attacks is as follows. The attacks
include combination of various single image processing attacks and malicious attacks described
earlier.

AWGN and average blurring attacks: In this attack, each video frame was subjected
to the average blurring with different mask sizes (3 x 3, 5 x 5 and 9 x 9), and then the addition
of the zero mean AWGN with ¢ ranging from 81 to 127. The corresponding ROC curves are
shown in Figure 2.20. The performance of the video hashing algorithms based on the 2D-
RASH, Scheme-I and Scheme-IT of the 3D-RASH degrades quickly as the value of ¢ increases.
The performance of the video hashing algorithms based on the PARAFAC decomposition, the
3D-DCT and the CGO is relatively stable.

Salt and pepper noise and average blurring attacks: In this attack, each video frame
was subjected to the average blurring with different mask sizes (3 x 3, 5 x 5 and 9 x 9), and
then the addition of the salt and pepper noise with densities ranging from 5% to 25%. The
corresponding ROC curves are shown in Figure 2.21. The performance of the video hashing
algorithms based on the 2D-RASH, Scheme-I and Scheme-II of 3D-RASH degrades quickly as

the percentage of noise density increases. The performance of the video hashing algorithms
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Figure 2.21: Statistical evaluation of video hashing algorithms via the ROC curves under salt
and pepper noise and average blurring attacks.

based on the PARAFAC decomposition, the 3D-DCT and the CGO is relatively stable.

Cropping and Gaussian blurring attacks: In this attack, each video frame was sub-
jected to the Gaussian filtering with different mask sizes (3 x 3, 5 x 5 and 9 x 9), and then
the cropping of frame boundary pixels (5%, 10% and 15%). The corresponding ROC curves
are shown in Figure 2.22. In all the cases, the performance of all the video hashing algo-
rithms is good except for the 3D-DCT based video hashing algorithm showing relatively poor
performance.

AWGN and Gaussian blurring attacks: In this attack, each video frame was corrupted
with zero mean AWGN with ¢ ranging from 57 to 114 and followed by the Gaussian filtering
with different mask sizes (3 x 3, 5 x 5 and 9 x 9). The corresponding ROC curves are shown
in Figure 2.23. It can be observed that in all the three cases, the performance of the video
hashing algorithms based on the 2D-RASH, the PARAFAC decomposition and the 3D-DCT is
relatively stable. Further, the performance of the video hashing algorithms based on the CGO,
Scheme-I and Scheme-II of the 3D-RASH is relatively unstable and poor.

Frame-dropping and interpolation followed by rotation attacks: In this attack
video frames are dropped at regular intervals while retaining only 16 or 8 of the original frames
and then interpolated to obtain 64 number of frames, followed by 5° or 8° rotation attacks
respectively. The ROC curves for these multiple attacks are shown in Figure 2.24. In the first

case of frame dropping and interpolation and the rotation attacks, the performance of all the
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Figure 2.22: Statistical evaluation of video hashing algorithms via the ROC curves under crop-
ping and Gaussian blurring attacks.

video hashing algorithms is good except for the CGO based video hashing algorithm. In the
second case of frame dropping and interpolation and the rotation attacks, the video hashing
algorithm based on Scheme-I and Scheme-II of the 3D-RASH is relatively stable followed by the
2D-RASH based video hashing algorithm. The performance of the video hashing algorithms
based on the PARAFAC decomposition, the 3D-DCT and the CGO is relatively poor.

Increased spatial resolution, frame-dropping and interpolation followed by rota-
tion attacks: In this attack, the spatial resolution of each frame was increased to 500 x 500 or
1000 x 1000, subjected to frame dropping at regular intervals while retaining only 32 or 16 of
the original frames and then interpolated to obtain 64 number of frames, followed by 5° or 8°
rotation attacks respectively. The ROC curves for these multiple attacks are shown in Figure
2.25. In the first case, the performance of the video hashing algorithms based on the PARAFAC
decomposition and the 3D-DCT is relatively stable, and the remaining video hashing algorithms
considered show relatively poor performance. In the second case, the performance of all the
video hashing algorithms has deteriorated. The video hashing algorithm based on the CGO
shows poor performance in both the cases.

Decreased spatial resolution, frame-dropping and interpolation followed by av-
erage blurring attacks: In this attack, the spatial resolution of each frame was decreased to
250 x 250 or 100 x 100, subjected to frame dropping at regular intervals while retaining only 32

or 16 of the original frames and then interpolated to obtain 64 number of frames, followed by
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Figure 2.23: Statistical evaluation of video hashing algorithms via the ROC curves under AWGN
and Gaussian blurring attacks.
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Figure 2.24: Statistical evaluation of video hashing algorithms via the ROC curves under frame-
dropping and interpolation followed by rotation attacks.
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Figure 2.25: Statistical evaluation of video hashing algorithms via the ROC curves under in-
creased spatial resolution, frame-dropping and interpolation followed by rotation attacks.
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Figure 2.26: Statistical evaluation of video hashing algorithms via the ROC curves under de-
creased spatial resolution, frame-dropping and interpolation followed by average blurring at-
tacks.

mean blurring using a mask of 5 x 5 or 9 x 9 respectively. The ROC curves for these multiple
attacks are shown in Figure 2.26. In the first case, the performance of the video hashing algo-
rithms based on the PARAFAC decomposition, the 3D-DCT and 2D-RASH is similarly good.
The other video hashing algorithms considered show relatively poor performance. In the second
case, the performance of the video hashing algorithms based on the PARAFAC decomposition
and the 3D-DCT is relatively good while the other video hashing algorithms considered show
relatively poor performance.

Addition of AWGN, frame insertion and Gaussian blurring attacks: In this attack,
the video frames were subjected to zero mean AWGN with ¢ = 81 or o = 114, insertion of 4 or
8 unwanted frames and the Gaussian filtering with a mask size of 5 x 5 or 9 x 9 respectively.
The corresponding ROC curves are shown in Figure 2.27. This is a combination of content-
preserving and the malicious attacks. The video hashing algorithms based on the PARAFAC
decomposition, the 3D-DCT and the 2D-RASH are having a relatively smaller area under the
ROC curves and fail to capture the malicious attack. While the video hashing algorithms based
on the CGO, Scheme-I and Scheme-II of the 3D-RASH having a relatively larger area under
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Figure 2.27: Statistical evaluation of video hashing algorithms via the ROC curves under addi-
tion of AWGN, frame insertion and Gaussian blurring attacks.

the ROC curves and hence capable of capturing the malicious attack.

2.5 Concluding Remarks

The performance of the proposed video hashing algorithm was found to be robust to the fol-
lowing single image processing attacks: rotation, cropping, modified brightness, frame dropping
and interpolation, modified spatial resolutions, compression, reverse play, unwanted frame inser-
tions and insertion of a logo as the watermark. The proposed hash is susceptible to the addition
of the noise. For most of the multiple attacks, the performance of the proposed video hashing
algorithm was found to be inferior compared to the other video hashing algorithms considered.
From the validation and the performance evaluation of the hash, it can be concluded that the
performance of Scheme-II of the radial projection based video hashing algorithm is better than
Scheme-I of the 3D-RASH based video hashing algorithm for all the image processing attacks
considered in our work. Furthermore, the proposed algorithm requires a lot of computations to

extract the perceptual hash from a given video.

2.6 Summary of the Chapter

This chapter is summarized as follows.

e The perceptual hash was extracted from the variance of the luminance values projected

along the line.
e The hash was generated using these feature vectors using two schemes.

— In the first scheme, these feature vectors were averaged across the rows and then

projected on to the 1D-DCT basis to generate a compact hash vector.

— In the second scheme, the feature vectors were projected on to the 2D-DCT basis

and then averaged to generate a compact hash vector.
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e The proposed hash based on 3D-RASH was experimentally validated for its desirable
properties. The characteristics of the obtained hash were away from the desired properties

described in Section 1.1.

e The performance of the proposed method was evaluated using the ROC curves and com-
pared with the video hashing algorithms based on the PARAFAC decomposition, the 3D
DCT, the CGO, and the 2D RASH.

e From the ROC curves, it can be concluded that the performance of the algorithm was
satisfactory. The main drawback of the algorithm is that the proposed hash is less robust
to the addition of the noise and multiple attacks. The other drawback is that both the

schemes require a lot of computations to generate the perceptual video hash.
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The previous chapter proposed perceptual video hashing methods based on three-dimensional
radial projections of the video in overlapping sub-blocks. The algorithm required a lot of com-
putations to generate the perceptual hash from the video. The present chapter explores the
application of computationally efficient random projection for developing perceptual video hash-
ing methods.

Applying the dimensionality reduction technique through random projection such as Fast
Johnson-Lindenstrauss transform (FJLT), Xudong and Wang in [16, 17], proposed an image
hashing algorithm. The algorithm is robust to a large class of content-preserving distortions
with less computational cost. It is observed that the results are comparable to the state-of-the-

art image hashing algorithms such as image hashing based on the Singular Value Decomposition
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(SVD) [2] and the Non-negative Matriz Factorization (NMF) [5]. The random projection tech-
niques have not been applied for developing the perceptual hash for a video. We propose to
apply such projections for video hashing.

The following advantages of the random projection technique motivate us to apply them for

the generation of video hashes:

1. The projections of points from high dimensional data to a low dimension through a random
projection technique approximately preserves the length of the unit vectors and also the

pairwise distances among the points.

2. The high computational efficiency and security due to the random projection make it

suitable for practical implementation.

3. The random projection technique can capture the essential features of the original data

in a low dimensional subspace with minor distortion.

In our work, we propose to use the random projection matrix proposed by Dimitris Achliop-
tas [20, 21] for video hashing. The reason for choosing the Achlioptas’s random matrix (ARM)
over the other random projection matrix is discussed in Section 3.1. We also propose to apply
the ARM on temporal low-pass frames of video rather than on the entire video.

The flow of the chapter is as per the following. The framework for the Achlioptas’s random
projection is described in Section 3.1. The perceptual video hashing algorithm using the ARM
is proposed in Section 3.2. The validation and the performance evaluation of the ARM-based
hash are presented in Section 3.3. The motivation for the video hashing algorithm based on the
temporal wavelet transform and the Achlioptas’s random matrix (TWT-ARM) is presented in
Section 3.5. The framework for the temporal wavelet transform (TWT) is discussed in Section
3.6. The TWT-ARM based video hashing algorithm is proposed in Section 3.7. The validation
of perceptual hash properties and the performance evaluation of the random projection based

video hashing algorithm is presented in Section 3.8.

3.1 Dimensionality reduction using random projections

Random projections have emerged as a powerful tool for dimensionality reduction. The re-
sults obtained through the random projection are comparable to that of the conventional di-
mensionality reduction techniques such as the Principal Component Analysis (PCA) and the
Non-negative Matrix Factorization (NMF). Random projections are computationally less expen-
sive than the conventional dimensionality reduction methods [38]. The applications of random
projection include searching of approximate nearest neighbours in high-dimensional Euclidean
space [39, 22, 23], dimension reduction in databases [40] and learning high-dimensional Gaussian
mixture models [41].

When the original high-dimensional data are projected onto a low-dimensional space using
a random projection matrix, the distance between the vectors are preserved, provided the
projection or the mapping satisfies the Johnson-Lindenstrauss (JL) lemma [32]. Johnson and

Lindenstrauss proved that any subset of n points in the d-dimensional Euclidean space can be
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embedded into the k-dimensional Euclidean space, where kK = O (6*2 In n), without distorting
the distances between any pair of points by more than a factor of (1 +¢), for any 0 < € < 1.
The dimension k is independent of d. The JL lemma is given by:

Johnson-Lindenstrauss Lemma: For any 0 < € < 1 and any integer n, let k, be a positive
4xInn

2 _SY”
273

f: R4 — R such that for allu,v € Q,

integer such that k > Then, for any subset Q of n points in R?, there is a map

(L= flu =Vl <[If (@) = FW)II3 < (L+e) lu— vl (3.1)

Further this map can be found in a randomized polynomial time.

The proof for the JL lemma is given in [40, 32]. The concept of randomized polynomial time
can be found in [42, 43, 44]. The mapping of data using the JL lemma requires a dense k x d
matrix. So mapping each point takes O (dlnn) time for fixed e [22, 23].

Dimitris Achlioptas proposed a simple probability distribution to generate the projection
matrix in [20, 21] that satisfies the JL lemma. Each element of this matrix is either 1 or -1, and
thus the projection involves only additions and subtractions. We call this projection matrix as
Achlioptas's Random Matriz (ARM). Achlioptas's method for random projection is summarized

in a theorem in [20, 21]. The same is reproduced here.

Theorem 1 (Achlioptas's theorem) Let Q be an arbitrary subset of n points in R?, repre-

sented as an dxn matriz F. Givene, f > 0, let kg = %. For any integer k > kg, suppose
273

Rarwm is a k x d random matriz and the elements Rapy (4,7),i=1,2,...,k;j=1,2,....,d,
are independent and identically distributed random wvariables following the probability distribu-
tion:

+1 with probability 0.5

| (3.2)
—1 with probability 0.5

Rarm (4,5) =

Let E = ﬁRARMF and f : R* — R¥ map the it column of F to the it column of E, then

with probability at least 1 —n=P and Yu,v € Q,
(1= flu—=vl5<[f @)= fM3< (146 u=v]

The proof for the above theorem can be found in [20, 21].
The reasons for choosing the ARM as the projection matrix over the other random projection

matrices such as Gaussian and FJLT are enumerated as follows:

1. the ARM comprises either 1 or -1, and thus, the projection involves only additions and

subtractions

2. the ARM projection matrix satisfies the JL. lemma and hence, retains most of the relevant

features of the high dimensional data in the low dimensional subspace

The focus of this work is on developing a computationally efficient, and simple-to-implement
algorithm and this is achieved by the ARM-based projection. Furthermore, the Gaussian or
the FJLT random projection matrices involve real multiplication and are computationally more

complex.
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3.2 Perceptual Video Hashing using ARM

The generic block diagram of the proposed video hashing algorithm based on the random
projection is shown in Figure 3.1. The algorithm consists of the following blocks: preprocessing
and normalization, randomization, random projections and hash computation. The algorithm
generates the hash by capturing the spatiotemporal essence of the input video and hence belongs
to the class of spatiotemporal based video hashing algorithms. The brief description of the blocks

is as follows:

Video Preprocessing Random

) ) ) Hash
Inout and | Randomization | projections com Z:ation ) Hash
npu normalization using ARM P Vector

Figure 3.1: The block diagram representation for the extraction of perceptual video hash using
the Achlioptas’s random projection.

(i) Preprocessing and Normalization: The input videos might have the variations in their
spatial dimensions and the number of frames. Since the resultant hash size of the algorithm
is kept constant, standardize the spatial size and the number of frames in the videos to
X x X x X via temporal sub-sampling and spatial re-sizing. This normalization process
ensures the impact of various spatial dimensions and frame rates on the hash value to be

minimal. Let the normalized video be represented by V.

(ii) Randomization: Depending on a secret key K, randomly select N overlapping 3D sub-
blocks of video of pre-defined size U x U x U, such that U < X. Let V;, i =1,2,..., N, be
the randomly overlapping 3D sub-blocks. The secret key ensures the security in the hash
generation process. The number of overlapping 3D sub-blocks of the video is chosen using
trial and error, approximately covering the entire normalized video V. As the selection
of the key is randomized, the selection of overlapping 3D sub-blocks is also different, and
hence the resultant hash is also distinct. Each 3D sub-block is rearranged to form a
column of the feature matrix, say F = [f; f ... fi]. F captures the local information of
the normalized video in each column and the global information as a whole. The advantage
of F is that it is robust under geometric attacks [23]. Because, even if the portions of the
original frames are lost under geometric attacks such as cropping, it will only affect one
or a few components in the feature matrix and have no significant influence on the global

information.

(iii) Random Projections: FEach column vector of F is of high dimension. Use the random pro-
jection to reduce the dimension. Map the high dimensional data into the low dimensional
data using the random projection method, namely the ARM. As discussed in the earlier
section, the mapping of the data via the ARM technique using the random projection

matrices, Ragras, satisfies the JL lemma. Thus the random projection technique is able
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to capture the essential features of the original data in a low dimensional subspace with
minor distortion if the factor € is close to 0. The low dimensional data is enclosed in the

hash matrix .

VE
where k represents the dimension of the reduced sub-space which is also the length of the
hash.

H=—RupyF (3.3)

(iv) Hash Computation: The arithmetic averaging operation is performed on the low dimen-

sional data to obtain the intermediate hash vector,

N
>-h;

h ="=— 4
! (3.4)

where h;s are the columns of the matrix H. This averaging operation not only preserves the
robustness and the fragility of the hash but also reduces the length of the hash suitable for
practical applications. Finally, the video hash h is obtained by binarizing the intermediate
hash vector elements using the median &, of the intermediate hash vector elements as the
threshold. Mathematically,

O <
i<¢ i =1,2,...,k. (3.5)

hj = § o
1; hjZf

where h; and h; are the jth elements of h' and h, respectively.

The algorithmic steps of the proposed hashing method are summarized in the Algorithm 3.1

3.3 Simulation Results and Discussion

A number of experiments are conducted to validate the hash properties and evaluate the per-
formance of the hash. The details of the database are tabulated in Table 2.1 and discussed in
Chapter 2. In this set of experiments, all the videos are normalized to 64 x 64 x 64. 32 randomly
overlapping sub-cubes of size 16 x 16 x 16 are chosen using a secret key such that they cover
the entire video. Thus each feature vector is of size 4096. The number 32, is selected by trial
and error to get an optimal performance of the algorithm. To have a fair comparison with other
algorithms, a uniform hash length of 128 is considered. Accordingly, the values of € and § in

Achlioptas's theorem were chosen to be 0.725 and 0.5 respectively.

3.3.1 Hash Validation

Experiments were conducted to validate the unpredictability, the visual fragility and the percep-
tual robustness properties of the hash generated using the ARM-based video hashing algorithm.
224 videos from the database and 1000 secret keys are considered to validate the proposed hash.
The NHD was the distance metric used to compare the hash values of the videos. The histograms
of the NHD to evaluate the important desirable properties of the hash are shown in Figure 3.2.

The validations are described below.
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Algorithm 3.1 Proposed video hashing algorithm based on the ARM.

1: Input

e RGB video Vj,, and k (even).

e Algorithm parameters: X, U, N, K, € and £5.
2: Preprocessing and normalization

e Convert V;, into a sequence of grey-level frames, Vj,ey.
e Normalize Vg, via temporal sub-sampling and spatial re-sizing to obtain V of size
X x X xX.
3: Randomization
e Depending on secret key K, randomly select N overlapping 3D sub-blocks V;, ¢ =
1,2,..., N, each of size U x U x U, such that U < X.

e Concatenate the columns of each sub-block V; to form vector f; € R? such that d =
UxUxU.

e Construct the feature matrix F € R from f;s to obtain F = [f; f5 ... fy].
4: Random projections

e Apply the dimensionality reduction technique to F using
— the ARM projection matrix Ragpys € R¥*4 to get the hash matrix H = LRARMF.

vk
5: Hash computation
N
> h;
e Generate the intermediate hash vector h' = =—, where h; is the i’ column of the
matrix H.
e Rank order h' to obtain h” = [A/(1y I/ (g) ... h'(k)]T

B pNFR
e Median, £ = (M)

e Binarize the elements of h’ to obtain h = [hy ho ... h;]T where

0; "
=% S ek
1; hj2£

6: Output

e A hash vector h

(i) To wvalidate the unpredictability property
128-bit hashes were generated for a test sequence using 1000 different secret keys, and
then, the NHD was measured between every possible pair of the hashes. The procedure
was repeated for the remaining 223 test sequences. The histogram of the NHD values
for this experiment is shown in Figure 3.2(a). It can be observed from this figure, that

the NHD measured between the hashes approximately follows a Gaussian distribution
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with the mean 0.5 and standard deviation of 0.106. A narrow-spread distribution centred
around 0.5 implies that the perceptual hash closely satisfies the unpredictability property
given in Equation 1.5. Comparing Figure 3.2(a) and Figure 2.5(a), we can conclude that
the perceptual hash based on ARM satisfies the unpredictability property better than the
perceptual hash based on the 3D-RASH.

(i1) To wvalidate the visual fragility property

128-bit hashes were generated for 224 test sequences using the same secret key, and then,
the NHD was measured between every possible pair of the hashes. The procedure was
repeated for the remaining 999 secret keys. The histogram of the NHD values for this
experiment is shown in Figure 3.2(b). It can be observed from this figure, that the NHD
measured between the hashes approximately follows Gaussian distribution with the mean
0.5 and standard deviation of 0.193. A narrow-spread distribution centred around 0.5 im-
plies that the perceptual hash closely satisfies the visually fragile property given in Equa-
tion 1.4. Comparing Figure 3.2(b) and Figure 2.5(b), we can conclude that the perceptual
hash based on ARM satisfies the visual fragility property better than the perceptual hash
based on the 3D-RASH.

(iii) To validate the perceptual robustness property

All the videos were corrupted with AWGN of ¢ = 81 and subsequently blurred with the
Gaussian mask of size 5 x 5 thereby generating a set of perceptually similar videos. The
hashes were generated for these videos using the same secret key. The NHD between
the hashes of the original videos and the perceptually similar videos was measured. A
histogram skewed towards zero implies that the perceptual hash closely satisfies the per-
ceptual robustness property given in Equation 1.3. The histogram of all the NHD values
for this experiment is shown in Figure 3.2(c) and we observe that the NHD between the
original videos and the perceptually similar videos are distributed between 0 and approxi-
mately 0.5 with the mean centred around 0.25. Therefore, we conclude that the perceptual
hash based on ARM satisfies the perceptual robustness property better than the perceptual
hash based on the 3D-RASH.

(iv) To assess perceptual robustness versus visual fragility

To evaluate the results of perceptual similarity obtained from the ARM-based video hash-
ing algorithm for the perceptually similar videos and distinct videos, the histograms of the
NHDs obtained for the perceptual robustness property and the visual fragility property
are superimposed as shown in Figure 3.2(d). From the figure, it can be observed that
the histogram of the NHD for the perceptually similar videos and distinct videos overlap.
The overlapping indicates that there would be misclassification between the perceptually
similar and distinct videos. From Figure 3.2(d), it can be observed that there is overlap-
ping between the histograms and hence, there would be misclassification. However, the
overlapping here is less compared to Figure 2.5(d). Hence, the performance of the video
hashing algorithm based on the ARM is better than the video hashing algorithm based
on the 3D-RASH.
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Figure 3.2: The histogram of normalized Hamming distance to evaluate the important desirable
properties of the hash generated using the ARM-based video hashing algorithm.

From Figure 3.2, we conclude that the perceptual hash generated from the proposed algorithm

closely satisfies all the necessary property of the perceptual hash.

3.3.2 Evaluation of Hash Performance

The ROC curve is used to evaluate the performance of the video hashing algorithms. The ROC
curve shows the miss probabilities at various false-alarm probabilities. The following perceptual
video hashing algorithms were considered for comparison with the ARM-based video hashing

algorithm.

e the PARAFAC decomposition based video hashing algorithm [15], labelled as PARAFAC
in the ROC curve.

e the DCT based video hashing algorithm [12, 13], labelled as DCT in the ROC curve.
e the CGO based video hashing algorithm [7, 27], labelled as CGO in the ROC curve.

e the 2D radial projection based video hashing algorithm [11, 10], labelled as 2D-RHASH
in the ROC curve.

e the video hashing algorithm based on the 3D-RASH using Scheme-I and Scheme-II are
respectively labelled as 3D-RPT and 3D-RPT-2D-DCT in the ROC curve.
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Figure 3.3: Statistical evaluation of video hashing algorithms via the ROC curves under average
blurring attack using different mask size.

The proposed ARM-based video hashing algorithm, labelled as ARM in the ROC curve. The

same single/multiple image processing attacks as in Chapter 2 are considered here.

3.3.2.1 Single Attacks

The evaluation of hash performance for various single attacks is as follows. The attacks include
the image processing and the malicious attacks described earlier.

Average blurring attack: Figure 3.3 shows the ROC curves under average blurring using
the mask of the following sizes: 5 x 5, 9 x 9, 15 x 15 and 35 x 35. The performance of the
video hashing algorithms based on the PARAFAC decomposition, the ARM and the 3D-DCT
is relatively stable. The performance of the video hashing algorithm based on the 2D-RASH,
the CGO, Scheme-I and Scheme-II of the 3D-RASH deteriorate for 15 x 15 and 35 x 35 mask
sizes.

Gaussian blurring attack: The ROC curves under the Gaussian filtering using the 5 x 5,
9 x 9, 15 x 15 and 35 x 35 masks are shown in Figure 3.4. The performance of all the video
hashing algorithms under considerations is similarly good for all the mask sizes. It can be
observed that the performance of all the video hashing algorithms considered deteriorates as
the mask size is increased to 15 x 15 and 35 x 35.

AWGN attack: Figure 3.5 shows the ROC curves for the zero mean AWGN attack with
the following values of o: 57, 81, 114 and 127. The performance of the video hashing algorithms
based on the ARM, the PARAFAC decomposition and the 3D-DCT is relatively stable. As the
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Figure 3.4: Statistical evaluation of video hashing algorithms via the ROC curves under Gaus-

sian blurring attack using different mask size.
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Figure 3.5: Statistical evaluation of video hashing algorithms via the ROC curves under AWGN

attack.
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Figure 3.6: Statistical evaluation of video hashing algorithms via the ROC curves under salt
and pepper noise attack.

value of ¢ increases, the performance of the video hashing algorithms based on the 2D-RASH,
Scheme-I and Scheme-II of the 3D-RASH deteriorates quickly.

Salt and pepper noise attack: Figure 3.6 shows the ROC curves under the salt and
pepper noise attack with the following noise densities: 5%, 10%, 20% and 25%. The performance
of the video hashing algorithms based on the ARM, the PARAFAC decomposition and the 3D-
DCT is relatively stable. It can be observed that as the density of the noise increases, the
performance of the video hashing algorithm based on the 2D-RASH, Scheme-I and Scheme-IT
of 3D-RASH degrades quickly.

Rotation attack: Figure 3.7 shows the ROC curves under the rotation attack with the
following degrees of rotation: 2°, 5°, 8 and 12°. The performance of all the video hashing
algorithms considered is nearly the same for 2° and 5° rotation attack. For 8° and 12° rotation
attack, the 3D-DCT based video hashing algorithm show poor performance while the CGO
based video hashing algorithm shows least robustness to the rotation attack beyond 2°. The
performance of the video hashing algorithm based on Scheme-I and Scheme-IT of 3D-RASH is
relatively stable for all the degree of rotation attack considered.

Cropping attack: The ROC curves for the cropping attack are shown in Figure 3.8. The
following percentages of pixels were cropped from the borders of each frame: 5%, 10% and 15%.
The performance of all the video hashing algorithms considered is similarly good except the
3D-DCT based video hashing algorithm. It can be observed from the figure that as more and

more boundary pixels are cropped, the performance of the video hashing algorithm based on
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Figure 3.7: Statistical evaluation of video hashing algorithms via the ROC curves under rotation
attack with different degrees of frame rotation.
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Figure 3.8: Statistical evaluation of video hashing algorithms via the ROC curves under cropping
attack with different percentages of crop.
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Figure 3.9: Statistical evaluation of video hashing algorithms via the ROC curves under bright-
ness variation attack.

the 3D-DCT becomes progressively poor compared to the other video hashing algorithms. It
can be observed that the 2D-RASH based video hashing algorithm followed by the other video
hashing algorithms considered are relatively stable for the cropping attack.

Brightness variation attack: The ROC curves under the modified brightness attack
(£5% and £10%) are shown in Figure 3.9. The performance of the 2D-RASH based video
hashing algorithm is relatively stable. The performance of all the other video hashing algorithms
considered is similar and deteriorates for £10% modification in the brightness.

Contrast variation attack: The ROC curves for the modifications in the contrast are
shown in Figure 3.10. The contrast of the frames is increased by multiplying the frame pixels
with 1.1 and 1.2, and decreased by multiplying the frame pixels with 0.9 and 0.8, respectively.
The performance of the PARAFAC decomposition based video hashing algorithm is relatively
stable for the modified contrast attack followed by the video hashing algorithms based on the
CGO, the 3D-DCT and the ARM. The performance of the other video hashing algorithms
considered is robust to the increased contrast attack while susceptible to the decreased contrast
attack. The video hashing algorithms based on the 2D-RASH, Scheme-I and Scheme-II of
3D-RASH are least robust to the contrast decrease attack.

Frame-drop and interpolation attack: The ROC curves for the frame-drop and inter-
polation attack are shown in Figure 3.11. In the first case, only 48 frames were retained, and
then the remaining 16 frames were interpolated using temporal averaging. It can be observed
that the video hashing algorithms based on the 2D-RASH, the CGO and the PARAFAC decom-
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Figure 3.10: Statistical evaluation of video hashing algorithms via the ROC curves under con-

trast variation attack.
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Figure 3.11: Statistical evaluation of video hashing algorithms via the ROC curves under frame-

drop and interpolation attack.
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Figure 3.12: Statistical evaluation of video hashing algorithms via the ROC curves under spatial
resolution variation attack.

position show similar performance and has the least area under the ROC curves followed by the
video hashing algorithm based on the ARM, Scheme-I and Scheme-II of 3D-RASH and the 2D-
DCT. In the second case, only 32 frames were retained, and then the remaining 32 frames were
interpolated using temporal averaging. In this case, all the video hashing algorithms considered
show similar performance.

Spatial resolution variation: Figure 3.12 shows the ROC curves under the modified
spatial resolutions attack. The following spatial resolutions were considered: 100x 100, 250x 250,
500 x 500 and 1000 x 1000. It can be observed that all the algorithms under considerations
show similar performance. The 2D-RASH based video hashing algorithm is more robust to the
variations in the spatial resolution while the 3D-DCT based video hashing algorithm is less
robust to this attack.

Compression attack: Two video database was constructed with the average CR of 250:1
and 240:1, respectively. The statistical evaluation of video hashing algorithms using the ROC
curves under the compression attack is shown in Figure 3.13. It can be observed that all the
algorithms under consideration show similar performance.

Reverse play attack: The ROC curves under the reverse play attack are shown in Figure
3.14. The video hashing algorithm based on Scheme-I and Scheme-II of 3D-RASH is robust to
this attack. The ROC curves for the remaining video hashing algorithms stayed close to the
line of no discrimination implying the poor performance of all the algorithms considered.

Frame insertion attack: Firstly, four frames of a different video are inserted in the
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Figure 3.13: Statistical evaluation of video hashing algorithms via the ROC curves under com-
pression attack.
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Figure 3.14: Statistical evaluation of video hashing algorithms via the ROC curves under reverse
play attack.

normalized version of the original video and the performance of the algorithms are evaluated.
This attack is repeated by inserting eight, sixteen and thirty-two unwanted frames, and then
the performance of the algorithms is evaluated. The ROC curves under this attack are shown
in Figure 3.15. This is a malicious attack, and hence the video hashing algorithm having the
largest area under the ROC curve is said to be performing better. When 4 or 8 different video
frames are inserted, all the video hashing algorithm has failed to capture the malicious attack
because of being perceptually robust. As the number of unwanted frame insertion increases,
the video hashing algorithm based on Scheme-I and Scheme-IT of 3D-RASH perform better
followed by the video hashing algorithms based on the PARAFAC decomposition, the ARM,
the 2D-RASH, the CGO and the 3D-DCT.

Watermark insertion attack: In this attack, a visible logo of different sizes are inserted
to each video frame as a visible watermark. The following sizes of logo are considered: 16 x 16,
32 x 32, 48 x 48 and 64 x 64. The ROC curves for this attack are shown in Figure 3.16. This
is also considered to be a malicious attack, and hence the video hashing algorithm having the
largest area under the ROC curve is considered to be performing better. For the size of the
logo up to 48 x 48 the performance of the video hashing algorithms based on the 2D-RASH,
the CGO and the PARAFAC decomposition is having less area under the ROC curve while the
video hashing algorithms based on the ARM, Scheme-I and Scheme-II of 3D-RASH and the

TP 27EEB610228 66



Chapter 3: Perceptual Video Hashing based on Random Projection

ROC
1 T I I
—PARAFAC
~+DCT
08 *CG0 1
2 - 2D-RHASH
B0 ARM 1
2 -2-3D-RPT
o i\ ~$-3D-RPT-2D-DCT]
004
A
5
02

0 0.1 0.2 0.3
False alarm probability

(a) 4 unwanted frames inserted.

ROC
T

0.4 0.5 0.6 0.7 08 0.9 1

. ROC
1 T T T
—PARAFAC
; —DCT
0.8 *CGO
2 \ = 2D-RHASH
é% 1 ARM Ll
o [ —&-3D-RPT
g | ~-3D-RPT-2D-DCT|
004 4
2
2
0.2 J

0.4 05 0.6 0.7
False alarm probability

(b) 8 unwanted frames inserted.

T T

—PARAFAC

—DCT

*CGO

— '2D-RHASH
ARM

—&-3D-RPT

~-3D-RPT-2D-DCT|

o

Miss probability

08

0.7

WP Sty
05 0.6
False alarm probability

(c) 16 unwanted frames inserted.

" ROC
1% T I I
‘ —PARAFAC
*DCT
087 *-CGO
2 - 2DRHASH
Zost ARM l
z 3D-RPT
g ~-3D-RPT-20-DCT
0041 4
2
3
02f 8
0

1 1 i - SIER)
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
False alarm probability

(d) 32 unwanted frames inserted.

Figure 3.15: Statistical evaluation of video hashing algorithms via the ROC curves under frame

insertion attack.
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Figure 3.16: Statistical evaluation of video hashing algorithms via the ROC curves under wa-

termark insertion attack.
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Figure 3.17: Statistical evaluation of video hashing algorithms via the ROC curves under AWGN
and average blurring attacks.

3D-DCT is have more area under the ROC curve. For the logo of size 64 x 64, the performance

of all the video hashing algorithms considered is similarly good.

3.3.2.2 Multiple Attacks

The evaluation of hash performance for various multiple attacks is as follows. The attacks
include combination of various single image processing and malicious attacks described earlier.

AWGN and average blurring attacks: In this attack, each video frame was subjected to
the average blurring with different mask sizes (3x3, 5x5 and 9x9), and then the addition of the
zero mean AWGN with ¢ ranging from 81 to 127. The corresponding ROC curves are shown in
Figure 3.17. The performance of the video hashing algorithms based on the 2D-RASH, Scheme-I
and Scheme-IT of the 3D-RASH degrades quickly as the value of ¢ increases. The performance
of the video hashing algorithms based on the ARM, the PARAFAC decomposition, the 3D-DCT
and the CGO is relatively stable.

Salt and pepper noise and average blurring attacks: In this attack, each video frame
was subjected to the average blurring with different mask sizes (3 x 3, 5 x 5 and 9 x 9), and
then the addition of the salt and pepper noise with densities ranging from 5% to 25%. The
corresponding ROC curves are shown in Figure 3.18. The performance of the video hashing
algorithms based on the 2D-RASH, Scheme-I and Scheme-II of 3D-RASH degrades quickly as

the percentage of noise density increases. The performance of the video hashing algorithms
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Figure 3.18: Statistical evaluation of video hashing algorithms via the ROC curves under salt
and pepper noise and average blurring attacks.

based on the ARM, the PARAFAC decomposition, the 3D-DCT and the CGO is relatively
stable.

Cropping and Gaussian blurring attacks: In this attack, each video frame was sub-
jected to the Gaussian filtering with different mask sizes (3 x 3, 5 x 5 and 9 x 9), and then the
cropping of frame boundary pixels (5%, 10% and 15%). The corresponding ROC curves are
shown in Figure 3.19. In all the cases, the performance of all the video hashing algorithms is
good except for the ARM and the 3D-DCT based video hashing algorithms showing relatively
poor performance.

AWGN and Gaussian blurring attacks: In this attack, each video frame was corrupted
with zero mean AWGN with ¢ ranging from 57 to 114 and followed by the Gaussian filtering
with different mask sizes (3 x 3, 5 x 5 and 9 x 9). The corresponding ROC curves are shown
in Figure 3.20. It can be observed that in all the three cases, the performance of the video
hashing algorithms based on the 2D-RASH, the PARAFAC decomposition, the 3D-DCT and
the ARM is relatively stable. Further, the performance of the video hashing algorithms based
on the CGO, Scheme-I and Scheme-II of the 3D-RASH is relatively unstable and weak.

Frame-drop and interpolation followed by rotation attacks: In this attack video
frames are dropped at regular intervals while retaining only 16 or 8 of the original frames
and then interpolated to obtain 64 number of frames, followed by 5° or 8° rotation attacks

respectively. The ROC curves for these multiple attacks are shown in Figure 3.21. In the first
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Figure 3.19: Statistical evaluation of video hashing algorithms via the ROC curves under crop-
ping and Gaussian blurring attacks.

case of frame dropping and interpolation and the rotation attacks, the performance of all the
video hashing algorithms is good except for the CGO based video hashing algorithm. In the
second case of frame dropping and interpolation and the rotation attacks, the video hashing
algorithm based on Scheme-I and Scheme-II of the 3D-RASH is relatively stable followed by
the 2D-RASH and the ARM-based video hashing algorithms. The performance of the video
hashing algorithms based on the PARAFAC decomposition, the 3D-DCT and the CGO is
relatively weak.

Increased spatial resolution, frame-dropping and interpolation followed by rota-
tion attacks: In this attack, the spatial resolution of each frame was increased to 500 x 500 or
1000 x 1000, subjected to frame dropping at regular intervals while retaining only 32 or 16 of
the original frames and then interpolated to obtain 64 number of frames, followed by 5° or 8°
rotation attacks respectively. The ROC curves for these multiple attacks are shown in Figure
3.22. In the first case, the performance of the video hashing algorithms based on the PARAFAC
decomposition, the ARM and the 3D-DCT is relatively stable, and the remaining video hashing
algorithms considered show relatively poor performance. In the second case, the performance
of all the video hashing algorithms has deteriorated. The video hashing algorithm based on the
CGO show poor performance in both the cases.

Decreased spatial resolution, frame-dropping and interpolation followed by av-

erage blurring attacks: In this attack, the spatial resolution of each frame was decreased
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Figure 3.20: Statistical evaluation of video hashing algorithms via the ROC curves under AWGN
and Gaussian blurring attacks.
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Figure 3.21: Statistical evaluation of video hashing algorithms via the ROC curves under frame-
drop and interpolation followed by rotation attacks.
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Figure 3.22: Statistical evaluation of video hashing algorithms via the ROC curves under in-
creased spatial resolution, frame-dropping and interpolation followed by rotation attacks.
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16 frames retained and average blurring using 9 x 9
mask.

Figure 3.23: Statistical evaluation of video hashing algorithms via the ROC curves under de-
creased spatial resolution, frame-dropping and interpolation followed by average blurring at-
tacks.

to 250 x 250 or 100 x 100, subjected to frame dropping at regular intervals while retaining
only 32 or 16 of the original frames and then interpolated to obtain 64 number of frames,
followed by mean blurring using a mask of 5 x 5 or 9 x 9 respectively. The ROC curves for
these multiple attacks are shown in Figure 3.23. In the first case, the performance of the video
hashing algorithms based on the PARAFAC decomposition, the ARM, the 3D-DCT and 2D-
RASH is similarly good. The other video hashing algorithms considered show relatively poor
performance. In the second case, the performance of the video hashing algorithms based on the
ARM, the PARAFAC decomposition and the 3D-DCT is relatively good while the other video
hashing algorithms considered show relatively poor performance.

Addition of AWGN, frame insertion and Gaussian blurring attacks: In this attack,
the video frames were subjected to zero mean AWGN with ¢ = 81 or ¢ = 114, insertion
of 4 or 8 unwanted frames and the Gaussian filtering with a mask size of 5 x 5 or 9 x 9
respectively. The corresponding ROC curves are shown in Figure 3.24. This is a combination of
content-preserving attack and the malicious attack. The video hashing algorithms based on the

PARAFAC decomposition, the 3D-DCT, the 2D-RASH and the ARM are having a relatively
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Figure 3.24: Statistical evaluation of video hashing algorithms via the ROC curves under addi-
tion of AWGN, frame insertion and Gaussian blurring attacks.

smaller area under the ROC curves and fail to capture the malicious attack. While the video
hashing algorithms based on the CGO, Scheme-I and Scheme-II of the 3D-RASH having a
relatively larger area under the ROC curves and hence capable of capturing the malicious
attack.

3.4 Concluding Remarks on ARM-based Perceptual Video
Hash

The performance of the proposed video hashing algorithm was found to be robust to the follow-
ing single image processing attacks: average blurring, Gaussian blurring, addition of AWGN,
salt and pepper noise, rotation, cropping, modified brightness, modified contrast, frame drop-
ping and interpolation, modified spatial resolutions, compression, and insertion of a logo as the
watermark. For most of the multiple attacks, the performance of the proposed video hashing
algorithm was found to be comparable to the other video hashing algorithms considered.

From the validation and the performance evaluation of the hash, it can be concluded that
the performance of the ARM-based video hashing algorithm is better than the 3D-RASH based
video hashing algorithm for most of the typical image processing attacks but still has the scope
for improvement when compared to the video hashing algorithms considered. Furthermore,
the ARM based video hashing algorithm is computationally simple compared to the 3D-RASH
based video hashing algorithm.

3.5 Perceptual Video Hashing using TWT and ARM

In [28], Mani et al., have generated the video hash based on temporally informative representa-
tive images (TIRIs). The TIRI was generated using weighted superposition of luminance values
along the temporal direction of a predefined number of frames chosen from a given video. The
image hashes are generated from the individual TIRIs, and then concatenated to generate the

video hash. The resulting hashes were robust to a range of attacks including noise addition,
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rotation, time shift, and frame dropping. In [45], Saikia and Bora, have computed the video
hash at a group-of-frames level from the spatiotemporal low-pass bands of the wavelet trans-
formed groups-of-frames. Their work demonstrated the robustness of the video hash function
against the content-preserving and content changing attacks. The prior works in [45] and [28]
motivate us to generate the video hash in two phases. In the first phase, the dimensionality
in the temporal direction is reduced by applying the TWT and considering only the low pass
frames for hashing. In the second phase, the dimensionality is further reduced by applying a
random projection based technique on the low pass frames to generate a compact hash that
satisfies the perceptual hashing properties discussed in Section 1 of Chapter 1.

Thus, extending the work in Section 3.2, instead of applying the random projection technique
directly on the overlapping normalized sub-videos, here, the temporal dimension is reduced by
applying the TW'T in the temporal direction and considering the low pass frames for hashing. It
is observed that the application of the TW'T along the temporal direction naturally generates the
temporally informative representative frames (TIRFs) [46]. Later, these TIRFs were subjected

to random projections. The proposed technique has the following advantages:

1. The TWT applied on the luminance values along the temporal direction of the video frames
captures the important visual features of the sequence in the low pass frames. Considering
only the low pass frames reduces the dimensions and hence the computational complexity

in the further steps.

2. The projections of points from high dimensional data to low dimensional data through a
random projection technique approximately preserve the length of the unit vectors and

also the pairwise distance among the points.

3. The high computational efficiency and security due to the random projection make it

suitable for practical implementation.

Thus, the combined TWT and the random projection technique reduces the dimensionality

and at the same time, extracts the essential features present in the input video data.

3.6 Temporal Wavelet Transform

It is quite known that the level of information within a video changes from frame to frame
gradually or abruptly. Some groups of frames contain significantly more information requiring
detailed analysis, while the other groups of frames may contain less information requiring coarse
analysis. Under such circumstances, the multiresolution representation of the video by applying
the DWT facilitates a simple and efficient hierarchical framework for interpreting the informa-
tion in the video [47]. The DWT uses the principle of subband coding for the multiresolution
(different scales and shifts) representation of discrete signals. This representation provides use-
ful signal information localized in time, space and frequency to a greater extent. In subband
coding, the signal is passed through a series of low-pass and high-pass filters to subdivide the
signal into several frequency bands. Figure 3.25 shows the basic procedure of the DWT decom-
position of the signal [48]. The coefficients of the low-pass filter are given by (0.7071,0.7071)
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and the coefficients of high pass filter is given by (—0.7071,0.7071) corresponding to the Haar
wavelet. Most of the important information of the input signal is present at the output of the

coarse approximation filter.

Low-pass
Filter L2
Low-pass
2
Filter !
Signal [— ng?l—pass 12
| Filter
High-pass
2 >
Filter ! §
Level 1 Level 2

Figure 3.25: 1D DWT using the low-pass and high-pass filter.

The combination of such low pass and high pass filters are called a quadrature mirror filter
pair. The orthogonal wavelets such as Haar wavelets, Daubechies wavelets and Coiflets satisfy
the quadrature mirror filter relationship. The number of times a signal passes through a low
pass/high pass filter indicates the level of decomposition.

Applying the TWT on the input video data results in a subband of approximation frames
(temporal low-frequency components) and subbands of detail frames (temporal high-frequency
components). Since the Haar wavelet is relatively simple and faster compared to the other
wavelets, it is used as the mother wavelet for multiresolution representation of the video along
the temporal direction to produce the static and the dynamic components of the video.

The number of frames in the video must be equal to the power of two. If the number of
video frames is not equal to the power of two, then the additional frames obtained through the
temporal interpolation of the input video frames are inserted to make it equal to the power of

two.

3.7 Proposed Video Hashing Algorithm based on TWT and
ARM

The generic block diagram of the proposed video hashing algorithm based on the TWT and
random projection is shown in Figure 3.26. The algorithm consists of the following blocks:
preprocessing and normalization, TWT, randomization, random projections and hash computa-
tion. The algorithm generates the hash by capturing the spatiotemporal essence of the input
video and hence, belongs to the class of spatiotemporal video hashing algorithms. The brief

description of the blocks is as follows:
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Figure 3.26: The block diagram representation for the extraction of perceptual video hash using
the TWT and the ARM.

(i) Preprocessing and Normalization: Since the resultant hash size of the algorithm is kept
constant, we standardize the spatial size of the videos to X x X via spatial re-sizing.
Further, the video is transformed from the RGB colour space to the grey level. This
normalization process ensures that the effect of various spatial dimensions and chrominance

components on the hash value to be minimal. Let the normalized video be represented by

Vnorm .

(iil) TWT: The TWT requires the number of frames in Vo, to be a power of two. If the
number of frames is not equal to a power of two then, the temporal interpolation is done
to insert frames in between the original frames to make it equal to the nearest power of
two. Next, apply the TWT on V, ., in the temporal direction using a suitable wavelet to
obtain the transformed video. Decide the number of levels of decomposition, depending
on the number of frames in the video. Then, select a predefined number of low-pass
frames obtained at the last level of decomposition. Let V,omm—trans b€ this normalized
and transformed video. For example, if the number of frames in the video is 1000 then,
using temporal interpolation operation insert frames in between the original frames and
make it equal to 1024 frames. Apply TWT up to four levels of decomposition on this
video in the temporal direction to obtain the transform domain frames. Select 64 low-
pass frames obtained after the fourth level of decomposition for further processing. 64
frames were chosen in the proposed video hashing algorithm to have a fair performance
comparison with the existing video hashing algorithms, as all the algorithms retain 64

frames to generate the hash.

The remaining steps of this algorithm to generate a compact perceptual video hash is the
same as that of the ARM-based perceptual video hashing algorithm proposed in Section 3.2.
The algorithmic steps of the TWT-ARM based hashing method are summarized in Algorithm
3.2.
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Algorithm 3.2 Proposed video hashing algorithm based on the TWT and the ARM.

1: Input:

e RGB video Vj,, and k (even) ;
e Algorithm parameters: X,U, K, N, € and ;

2: Preprocessing and Normalization:
e Convert V;, into a sequence of grey-level frames, Ve,
e Normalize V¢, via spatial re-sizing to obtain Vo of spatial size X x X
3: TWT:
o If remainder (logy (No.of Frames),1)! = 0 then, increase the number of frames by
temporal averaging so that remainder (log, (No.of Frames),1) == 0

e Apply TWT in temporal direction up to I*" level of decomposition

e Retain X number of low pass frames to get the normalized transform video Vyorm—trans
4. Randomization:

e Depending on the secret key K, randomly select N overlapping 3D sub-cubes from
Viorm—trans, to form V;, 1 =1,2,..., N, each of size U x U x U, such that U < X

e Concatenate the columns of each sub-cube V; to form vector f; € R? such that d =
UxUxU

e Construct the feature matrix F € RN from f; s to obtain F = [fi f5 ... fy]

5: Random projections: Apply the dimensionality reduction technique to F using the ARM
projection matrix R gy € RFxd g get the hash matrix H = ﬁRARMF

6: Hash computation:

N

2 h(:0)
Generate the intermediate hash vector h’ = =—, where h (:,i) is the it" column of
the matrix H.

e Rank order h' to obtain h” = [A/ (1) I/ (9) ... h’(k)
h/ k +h/ k
Median, & = (M)

Binarize the elements of h’ to obtain h = [hy hy ... hi]T where

]T

0; A
hj = ’ f<£,j:1,2,...,k.
1; hjzg

7: Output

e A hash vector h
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3.8 Simulation Results and Discussion

1000 test sequences are taken from [33], [34], [35] and [36] are considered to evaluate the per-
formance of the video hashing algorithms. The details of the database are tabulated in Table
2.1 and discussed in Chapter 2. A number of experiments are conducted to validate the hash
properties and evaluate the performance of the hash.

All frames were spatially normalized to 64 x 64. After applying the TWT, the 64 low-
pass frames were retained. 32 randomly overlapping 3D sub-cubes of size 16 x 16 x 16 were
chosen from the 64 x 64 x 64 normalized video, using a secret key such that it covers the entire
video. The number 32 was decided by trial and error. Thus, each feature vector is of size 4096.
To have a fair comparison with other algorithms, a uniform hash length of 128 is considered.
Accordingly, the values of € and 8 in Achlioptas's theorem were chosen to be 0.725 and 0.5,

respectively.

3.8.1 Hash Validation

Experiments were conducted to validate the unpredictability, the visual fragility and the per-
ceptual robustness properties of the hash generated using the TWT-ARM based video hashing
algorithm. 224 videos from the database and 1000 secret keys are considered to validate the
proposed hash. The NHD was the distance metric used to compare the hash values of the
videos. The histograms of the NHD to evaluate the important desirable properties of the hash

are shown in Figure 3.27. The validations are described below.

(i) To wvalidate the unpredictability property

128-bit hashes were generated for a test sequence using 1000 different secret keys, and
then, the NHD was measured between every possible pair of the hashes. The procedure
was repeated for the remaining 223 test sequences. The histogram of the NHD values for
this experiment is shown in Figure 3.27(a). The figure shows that the NHD measured
between the hashes in this case approximately follows a Gaussian distribution with the
mean 0.5 and standard deviation of 0.089. A narrow-spread distribution centred around
0.5 implies that the perceptual hash closely satisfies the unpredictability property given
in Equation 1.5. Comparing Figure 3.27(a) and Figure 3.2(a), we can conclude that the
perceptual hash based on the TWT-ARM satisfies the unpredictability property better
than the perceptual hash based on the ARM.

(ii) To wvalidate the visual fragility property
128-bit hashes were generated for 224 test sequences using the same secret key, and then,
the NHD was measured between every possible pair of the hashes. The procedure was
repeated for the remaining 999 secret keys. The histogram of the NHD values for this
experiment is shown in Figure 3.27(b). The figure shows that the NHD measured between
the hashes in this case approximately follows a Gaussian distribution with the mean centred
around 0.5 and standard deviation of 0.176. A narrow-spread distribution centred around

0.5 implies that the perceptual hash closely satisfies the visually fragile property given
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Table 3.1: Comparison of hash validity among the ARM and the TWT-ARM based perceptual
video hashing algorithms.

Name of the Video Hashing Algorithm

Unpredictability Visual Fragility Perceptual Robustness

Mean | Standard deviation | Mean | Standard deviation | Mean | Standard deviation

ARM

0.5 0.106 0.5 0.193 0.25 0.147

TWT ARM 0.5 0.089 0.5 0.176 0.225 0.132

(iii)

in Equation 1.4. Comparing Figure 3.27(b) and Figure 3.2(b), we can conclude that the
perceptual hash based on the TWT-ARM satisfies the visual fragility property better than
the perceptual hash based on the ARM.

To validate the perceptual robustness property

All the videos existing in the database were corrupted with AWGN of ¢ = 81 and subse-
quently blurred with the Gaussian mask of size 5x 5 thereby generating a set of perceptually
similar videos. The hashes were generated for these videos using the same secret key. The
NHD between the hashes of the original videos and the perceptually similar videos was
measured. A histogram skewed towards zero implies that the perceptual hash closely sat-
isfies the perceptual robustness property given in Equation 1.3. The histogram of all the
NHD values for this experiment is shown in Figure 3.27(c) and we observe that the NHD
between the original videos and the perceptually similar videos are distributed between 0
and approximately 0.45 with the mean centred around 0.225. Comparing Figure 3.27(c)
and Figure 3.2(c), we conclude that the perceptual hash based on the TWT-ARM satisfies
the perceptual robustness property better than the perceptual hash based on the ARM.

To assess perceptual robustness versus visual fragility

To evaluate the results of perceptual similarity obtained from the proposed video hashing
algorithm for the perceptually similar and perceptually distinct videos, the histograms of
the NHD obtained for the perceptual robustness property and the visual fragility property
are superimposed as shown in Figure 3.27(d). From the figure, it can be observed that the
histogram of the NHD for the perceptually similar and distinct videos overlap. The over-
lapping indicates that there would be misclassification between the perceptually similar
and different videos. This figure also shows that the overlap of these two superimposed
histograms is quite less implying lower misclassification rates. Further, the overlapping
here is less compared to Figure 3.2(d). Hence, the performance of the video hashing algo-
rithm based on the TWT-ARM is better than the video hashing algorithm based on the
ARM.

The unpredictability, visual fragility and the perceptual robustness properties of the per-
ceptual hashes generated based on the TWT-ARM and the ARM are compared in terms of the
mean and the standard deviation of the NHD in Table 3.1.

From Figure 3.27, Figure 3.2 and Table 3.1 we conclude that the perceptual hash generated

using the TWT-ARM satisfies all the desirable properties more efficiently.
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Figure 3.27: The histogram of normalized Hamming distance to evaluate the important desirable
properties of the hash generated using the TWT-ARM based video hashing algorithm.

3.8.2 Evaluation of Hash Performance

The ROC curve is used to evaluate the performance of the algorithm. The same single/multiple
image processing attacks as in Chapter 2 are considered here. In this set of experiments, the
performance of the TWT-ARM based video hashing algorithm is compared with the following

perceptual video hashing algorithms.

e the PARAFAC decomposition based video hashing algorithm [15], labelled as PARAFAC
in the ROC curve.

e the 2D radial projection based video hashing algorithm [11, 10], labelled as 2D-RHASH
in the ROC curve.

e the ARM-based video hashing algorithm, labelled as ARM in the ROC curve.

These algorithms showed competitive performance against most of the common image processing
attacks and hence were chosen for comparison. The TWT-ARM based video hashing algorithm
is labelled as TWT-ARM in the ROC curve.

3.8.2.1 Single Attacks

The evaluation of hash performance for various single attacks is as follows. The attacks include

the image processing and the malicious attacks described earlier.
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Figure 3.28: Statistical evaluation of video hashing algorithms via the ROC curves under average
blurring attack using different mask size.

Average blurring attack: Figure 3.28 shows the ROC curves under average blurring using
the mask of the following sizes: 5 x 5, 9 x 9, 15 x 15 and 35 x 35. The performance of the video
hashing algorithms based on the PARAFAC decomposition, the ARM and the TWT-ARM is
similarly good for the mean filter of all mask sizes considered. The performance of the video
hashing algorithm based on the 2D-RASH is relatively poor for the mean filter of mask sizes
15 x 15 and 35 x 35.

Gaussian blurring attack: The ROC curves under the Gaussian filtering using the 5 x 5,
9x9, 15 x 15 and 35 x 35 masks are shown in Figure 3.29. The performance of all the video
hashing algorithms under considerations is similarly good for all the mask sizes. It can be
observed that the performance of all the video hashing algorithms considered deteriorates as
the mask size is increased to 15 x 15 and 35 x 35.

AWGN attack: Figure 3.30 shows the ROC curves for the zero mean AWGN attack with
the following values of o: 57, 81, 114 and 127. The ARM-based video hashing algorithm
is relatively stable followed by the PARAFAC decomposition and the TWT-ARM based video
hashing algorithms. As the value of ¢ increases, the performance of the video hashing algorithm
based on the 2D-RASH deteriorates quickly.

Salt and pepper noise attack: Figure 3.31 shows the ROC curves under the salt and
pepper noise attack with the following noise densities: 5%, 10%, 20% and 25%. The ARM-based
video hashing algorithm is relatively stable followed by the PARAFAC decomposition and the
TWT-ARM based video hashing algorithms. It can be observed that as the density of the noise
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Figure 3.29: Statistical evaluation of video hashing algorithms via the ROC curves under Gaus-

sian blurring attack using different mask size.
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Figure 3.30: Statistical evaluation of video hashing algorithms via the ROC curves under AWGN

attack.
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Figure 3.31: Statistical evaluation of video hashing algorithms via the ROC curves under salt
and pepper noise attack.

increases, the performance of the video hashing algorithm based on the 2D-RASH degrades
quickly.

Rotation attack: Figure 3.32 shows the ROC curves under the rotation attack with the
following degrees of rotation: 2°, 5°, 8 and 12°. The performance of all the video hashing
algorithms considered is nearly the same for 2°, 5° and 8° rotation attack. For 12° rotation
attack, the ARM-based video hashing algorithm has deteriorated.

Cropping attack: The ROC curves for the cropping attack are shown in Figure 3.33. The
following percentages of pixels were cropped from the borders of each frame: 5%, 10% and 15%.
The performance of all the video hashing algorithms considered is good and relatively the same
except the ARM-based video hashing algorithm. It can be observed from the figure that as
more and more boundary pixels are cropped, the performance of the video hashing algorithm
based on the ARM becomes progressively poor compared to the other video hashing algorithms.

Brightness variation attack: The ROC curves under the modified brightness attack
(£5% and £10%) are shown in Figure 3.34. The performance of the 2D-RASH based video
hashing algorithm is relatively stable. The performance of all the other video hashing algorithms
considered is more or less the same except that of the TWT-ARM based video hashing algorithm
showing relatively poor performance.

Contrast variations attack: The ROC curves for the modifications in the contrast are
shown in Figure 3.35. The contrast of the frames are increased by multiplying the frame pixels

with 1.1 and 1.2, and decreased by multiplying the frame pixels with 0.9 and 0.8, respectively.
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Figure 3.32: Statistical evaluation of video hashing algorithms via the ROC curves under rota-
tion attack with different degrees of frame rotation.
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Figure 3.33: Statistical evaluation of video hashing algorithms via the ROC curves under crop-
ping attack with different percentages of crop.
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Figure 3.34: Statistical evaluation of video hashing algorithms via the ROC curves under bright-

ness variation attack.
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Figure 3.35: Statistical evaluation of video hashing algorithms via the ROC curves under con-

trast variation attack.
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Figure 3.36: Statistical evaluation of video hashing algorithms via the ROC curves under frame-
dropping and interpolation attack.

The video hashing algorithm based on the PARAFAC decomposition show robustness to con-
trast variations compared to the other video hashing algorithms considered. The TWT-ARM
based video hashing algorithm is also relatively stable, but the area under the ROC curve is
more. The 2D-RASH based video hashing algorithm is least robust to the contrast decreased
attack.

Frame-dropping and interpolation attack: The ROC curves for the frame-dropping
and interpolation attack are shown in Figure 3.36. In the first case, only 48 frames were
retained, and then the remaining 16 frames were interpolated using temporal averaging. It can
be observed that all the video hashing algorithms considered show similar performance except
the ARM-based video hashing showing relatively poor performance. In the second case, only
32 frames were retained, and then the remaining 32 frames were interpolated using temporal
averaging. In this case, the TWT-ARM based video hashing algorithm showed the maximum
robustness to this attack. The remaining algorithms show relatively poor performance.

Spatial resolution variation attack: Figure 3.37 shows the ROC curves under the mod-
ified spatial resolutions attack. The following spatial resolutions were considered: 100 x 100,
250 x 250, 500 x 500 and 1000 x 1000. It can be observed that all the algorithms under consid-
erations are having almost the same area under the ROC curves implying that the performance
of all the video hashing algorithms considered is similar.

Compression attack: Two video database was constructed with the average CR of 250:1
and 240:1, respectively. The statistical evaluation of video hashing algorithms using the ROC
curves under the compression attack is shown in Figure 3.38. It can be observed that for both
the CRs, the performance of the video hashing algorithm based on the 2D-RASH has the least
area under the ROC curves followed by the TWT-ARM, the PARAFAC decomposition and the
ARM-based video hashing algorithms.

Reverse play attack: The ROC curves under the reverse play attack are shown in Figure
3.39. The TWT-ARM based video hashing algorithm was successful in having the least false
alarm probability and the miss probability. The ROC curves for the remaining video hashing
algorithms stayed close to the line of no discrimination implying the poor performance of all
the algorithms considered.

Frame insertion attack: Firstly, four frames of a different video are inserted in the

TP 27EEB610228 86



Chapter 3: Perceptual Video Hashing based on Random Projection

ROC ROC
1 T T 1 T T
i —PARAFAC —PARAFAC
— 2D-RHASH — 2D-RHASH
0.8} ARM m 0.8 ARM m
> ++ TWT-ARM > ++ TWT-ARM
306 4 206 ]
a a
2 2
s s
0 04F B 0 0. B
2k 2
b 2

03 04 05 0.6 0.7 08 09 1

03 0. 05 0.6 0.7 08 09 1

False alarm probability False alarm probability
(a) 100 x 100. (b) 250 x 250.
ROC ROC
1 T T 1 T T
—PARAFAC —PARAFAC
— 2D-RHASH — ‘2D-RHASH
0.8} ARM 08 ARM
> -+ TWT-ARM > -+ TWT-ARM
"E“: 06 J % 0.6 7
2 a
2 o
Q aQ
004} q 004} q
20| AN B
> |t b
e O, | | L eebasmm—

03 04 05 06 07 08 09 1 04 05 06 07 08 09 1
False alarm probability False alarm probability

(c) 500 x 500. (d) 1000 x 1000.

Figure 3.37: Statistical evaluation of video hashing algorithms via the ROC curves under spatial
resolution variation attack.
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Figure 3.38: Statistical evaluation of video hashing algorithms via the ROC curves under com-
pression attack.
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Figure 3.39: Statistical evaluation of video hashing algorithms via the ROC curves under reverse

play attack.
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Figure 3.40: Statistical evaluation of video hashing algorithms via the ROC curves under frame

insertion attack.
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(c) Watermark of size 48 x 48. (d) Watermark of size 64 x 64.

Figure 3.41: Statistical evaluation of video hashing algorithms via the ROC curves under wa-
termark insertion attack.

normalized version of the original video, and the performance of the algorithms are evaluated.
This attack is repeated by inserting eight, sixteen and thirty-two unwanted frames, and then
the performance of the algorithms are evaluated. The ROC curves under this attack are shown
in Figure 3.40. This is a malicious attack, and hence the video hashing algorithm having the
largest area under the ROC curve is said to be performing better. It can be observed that
the TWT-ARM based video hashing algorithm is relatively stable in all the cases. When 4
or 8 different video frames are inserted, all the video hashing algorithm has failed to capture
the malicious attack because of being perceptually robust. As the number of unwanted frame
insertion increases, the PARAFAC decomposition based video hashing algorithm perform better
followed by the video hashing algorithms based on the ARM and the 2D-RASH.

Watermark insertion attack: In this attack, a visible logo of different sizes is inserted
to each video frame as a visible watermark. The following sizes of logo are considered: 16 x 16,
32 x 32, 48 x 48 and 64 x 64. The ROC curves for this attack are shown in Figure 3.41. This
is also considered to be a malicious attack, and hence the video hashing algorithm having the
largest area under the ROC curve is considered to be performing better. For the size of the logo
up to 48 x 48 the performance of the video hashing algorithm based on the 2D-RASH is having
less area under the ROC curve followed by the TWT-ARM, the PARAFAC decomposition, and
the ARM-based video hashing algorithms having relatively more area under the ROC curve.
For the logo of size 64 x 64, the performance of all the video hashing algorithms considered is

similarly good.
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Figure 3.42: Statistical evaluation of video hashing algorithms via the ROC curves under AWGN
and average blurring attacks.
3.8.2.2 Multiple Attacks

The attacks

include combination of various single image processing and malicious attacks described earlier.

The evaluation of hash performance for various multiple attacks is as follows.

AWGN and average blurring attacks: In this attack, each video frame was subjected
to the average blurring with different mask sizes (3 x 3, 5 x 5 and 9 x 9), and then the addition
of the zero mean AWGN with o ranging from 81 to 127. The corresponding ROC curves are
shown in Figure 3.42. For average blurring using a 3 x 3 mask and addition of zero mean
AWGN with o = 81, the performance of all the video hashing algorithms is good except for
the 2D-RASH based video hashing algorithm. Similar observations are made when the video
is subjected to average blurring using a 5 x 5 mask and zero mean AWGN with ¢ = 114
attacks. When the video is subjected to average blurring using a 9 x 9 mask and addition of
zero mean AWGN with ¢ = 127, the video hashing algorithms based on the TWT-ARM and
the PARAFAC decomposition have similar performance. The performance of the 2D-RASH
based video hashing algorithm was poor under this attack in all the cases while the ARM-based
video hashing algorithm was relatively stable.

Salt and pepper noise and average blurring attacks: In this attack, each video frame
was subjected to the average blurring with different mask sizes (3 x 3, 5 x 5 and 9 x 9), and
then the addition of the salt and pepper noise with densities ranging from 5% to 25%. The

corresponding ROC curves are shown in Figure 3.43. For average blurring using a 3 x 3 mask
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Figure 3.43: Statistical evaluation of video hashing algorithms via the ROC curves under salt
and pepper noise and average blurring attacks.

and addition of salt and pepper noise with 5% noise density, the performance of all the video
hashing algorithms is good. For average blurring using a 5 x 5 mask and addition of salt and
pepper noise with 20% noise density, the performance of all the video hashing algorithms is
good except for the 2D-RASH based video hashing algorithm. Similar observations are made
when the video is subjected to average blurring using a 9 x 9 mask and salt and pepper noise
with 25% noise density attacks.

Cropping and Gaussian blurring attacks: In this attack, each video frame was sub-
jected to the Gaussian filtering with different mask sizes (3 x 3, 5 x 5 and 9 x 9), and then the
cropping of frame boundary pixels (5%, 10% and 15%). The corresponding ROC curves are
shown in Figure 3.44. For the Gaussian blurring using a 3 x 3 mask and 5% cropping of frame
boundary pixels, the performance of all the video hashing algorithms is good except for the
ARM-based video hashing algorithm showing relatively poor performance. For the Gaussian
blurring using a 5 x 5 mask and 10% cropping of frame boundary pixels, the performance of
the TWT-ARM based video hashing algorithm is relatively good followed by the PARAFAC
decomposition and the 2D-RASH based video hashing algorithms showing similar performance.
The ARM-based video hashing algorithm has poor performance in this case. A similar observa-
tion is made for the Gaussian blurring using a 9 x 9 mask and 15% cropping of frame boundary
pixels attacks.

AWGN and Gaussian blurring attacks: In this attack, each video frame was corrupted
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Figure 3.44: Statistical evaluation of video hashing algorithms via the ROC curves under crop-
ping and Gaussian blurring attacks.

with zero mean AWGN with o ranging from 57 to 114 and followed by the Gaussian filtering
with different mask sizes (3 x 3, 5 x 5 and 9 x 9). The corresponding ROC curves are shown in
Figure 3.45. For the addition of zero mean AWGN with o = 57 and the Gaussian blurring using
a 3 x 3 mask, the performance of all the video hashing algorithms is good. For the addition of
zero mean AWGN with ¢ = 81 and the Gaussian blurring using a 5 x 5 mask, the performance
of all the video hashing algorithms is good except for the ARM-based video hashing algorithm
showing relatively poor performance. Finally, when the video is subjected to the addition of
zero mean AWGN with o = 114 and the Gaussian blurring using a 9 x 9 mask, the performance
of all the video hashing algorithms is good except for the ARM and the 2D-RASH based video
hashing algorithms showing relatively poor performance.

Frame-dropping and interpolation followed by rotation attacks: In this attack
video frames are dropped at regular intervals while retaining only 16 or 8 of the original frames
and then interpolated to obtain 64 number of frames, followed by 5° or 8° rotation attacks
respectively. The ROC curves for these multiple attacks are shown in Figure 3.46. It can be
observed that the video hashing algorithm based on the TWT-ARM has the least area under
the ROC curves indicating better performance. While the remaining video hashing algorithms
considered, show relatively poor performance.

Increased spatial resolution, frame-dropping and interpolation followed by ro-

tation attacks: In this attack, the spatial resolution of each frame was increased to 500 x 500
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Figure 3.45: Statistical evaluation of video hashing algorithms via the ROC curves under AWGN
and Gaussian blurring attacks.
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Figure 3.46: Statistical evaluation of video hashing algorithms via the ROC curves under frame-
dropping and interpolation followed by rotation attacks.
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Figure 3.47: Statistical evaluation of video hashing algorithms via the ROC curves under in-
creased spatial resolution, frame-dropping and interpolation followed by rotation attacks.
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Figure 3.48: Statistical evaluation of video hashing algorithms via the ROC curves under de-
creased spatial resolution, frame-dropping and interpolation followed by average blurring at-
tacks.

or 1000 x 1000, subjected to frame dropping at regular intervals while retaining only 32 or 16
of the original frames and then interpolated to obtain 64 number of frames, followed by 5°
or 8° rotation attacks respectively. The ROC curves for these multiple attacks are shown in
Figure 3.47. The area under the ROC curves is smaller for the video hashing algorithm based
on the the TWT-ARM. The other video hashing algorithms considered show relatively poor
performance.

Decreased spatial resolution, frame-dropping and interpolation followed by av-
erage blurring attacks: In this attack, the spatial resolution of each frame was decreased to
250 x 250 or 100 x 100, subjected to frame dropping at regular intervals while retaining only 32
or 16 of the original frames and then interpolated to obtain 64 number of frames, followed by
mean blurring using a mask of 5 x 5 or 9 x 9 respectively. The ROC curves for these multiple
attacks are shown in Figure 3.48. The area under the ROC curves is smaller for the video
hashing algorithm based on the TWT-ARM. The other video hashing algorithms considered
show relatively poor performance.

Addition of AWGN, frame insertion and Gaussian blurring attacks: In this attack,
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Figure 3.49: Statistical evaluation of video hashing algorithms via the ROC curves under addi-
tion of AWGN, frame insertion and Gaussian blurring attacks.

the video frames were subjected to zero mean AWGN with o = 81 or ¢ = 114, insertion of 4 or
8 unwanted frames and the Gaussian filtering with a mask size of 5 x 5 or 9 x 9 respectively.
The corresponding ROC curves are shown in Figure 3.49. This is a combination of content-
preserving attack and the malicious attack. The TWT-ARM based video hashing algorithm is
having a relatively larger area under the ROC curves indicating better performance, followed
by the video hashing algorithms based on the ARM and the 2D-RASH. The performance of
the video hashing algorithm based on the PARAFAC decomposition is perceptually robust and

fails to capture the malicious attack.

3.9 Concluding Remarks on TWT-ARM based Perceptual
Video Hash

The performance of the the TWT-ARM based video hashing algorithm was found to be robust
to the following single image processing attacks: average blurring, Gaussian blurring, addition
of AWGN;, salt and pepper noise, rotation, cropping, modified brightness, frame dropping and
interpolation, modified spatial resolutions, compression, reverse play, and insertion of a logo as
the watermark. For most of the multiple attacks, the performance of the proposed video hashing
algorithm was found to be comparable to the other video hashing algorithms considered.
From the validation and the performance evaluation of the hash, it can be concluded that
the performance of the TWT-ARM based video hashing algorithm is better than the ARM-
based video hashing algorithm for most of the typical image processing attacks. It is because
in this algorithm the random projection is applied on the low-pass frames containing essential
perceptual features of the video rather than directly on the video. But still, it has the scope for
improvement when compared to the other video hashing algorithms considered. Furthermore,
the computational complexity of the TWT-ARM based video hashing algorithm increases with

the increase in the number of video frames.
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3.10 Summary of the Chapter

This chapter is summarized as follows.

e The focus of this work was developing a computationally efficient, and simple-to-implement

video hashing algorithm and this was achieved by use of Achlioptas’s random projections.

e The Achlioptas’s random projection matrix consists of +1 and -1 and hence results only

in additions and subtractions.
e Two methods were proposed to produce the perceptual hash vector from the input video.

e In one of the methods, the vectorized grey pixels were projected on to the Achlioptas’s

random basis to generate the compact hash vector.

e This hash based on the ARM was experimentally validated for its desirable properties.
The characteristics of the obtained hash were fairly satisfying the desired properties of

the perceptual hash.

e This scheme is computationally efficient, and the performance was comparable to the
existing video hashing algorithms and the video hashing algorithm based on 3D radial

projections.

e In the second method, the TIRFs were generated using the TW'T. These TIRFs were
vectorized and projected on to the Achlioptas’s random basis to generate the compact

hash vector.
e The characteristics of this hash improved considerably satisfying the desired properties.

e The evaluation of the algorithm using the ROC curves showed considerable improvement

in its performance.

e The computational complexity of the TWT-based video hashing algorithm increases with

the increase in the number of video frames.
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Data in the form of three-dimensional arrays occur in a variety of applications such as video
compression, video surveillance, live face recognition, video monitoring, video summarization,
content-based video retrieval and video tracking. The huge size of the data, memory restrictions
and the speed requirements make it difficult to process such data. The alternate way is to apply
the dimensionality reduction technique on these three-dimensional arrays and then process
them further. The most suitable method to reduce the dimension is by treating these three-
dimensional arrays as tensors and then applying the tensor decomposition on these data. The
tensor decomposition breaks a large-size tensor into a simpler form of low dimension entities for
the extraction of relevant features.

A tensor is a multidimensional array. There are two important types of tensor decom-
positions in the literature [18], [19], [49], [50], namely the PARAllel FACtor (PARAFAC)
decomposition and the Tucker decomposition. The PARAFAC decomposition computes the
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approximation of a given tensor as a sum of rank-one tensors (to be defined later) while the
Tucker decomposition is the generalization of the matrix singular value decomposition (SVD).

Tensor decompositions are used for various applications in different fields. It is extensively
used for chemical analysis [51] and psychometrics [52]. It is also applied to extend Weiner filter in
signal processing [53] and genomic signal processing [54]. It has found important applications in
Computer Vision with Tensor Faces [55], for gait recognition [56], watermarking MPEG videos
[57], identifying hand-written digits [58, 59], face recognition [60, 59, 61], 3D facial expression
recognition [62], determining the foreground region by background subtraction [63], estimating
Gaussian mixture models [64] and controller design [65].

In [14, 15], Li and Monga have modelled videos as third-order tensors for perceptual hash-
ing of videos. The authors experimentally validated that this type of modelling captures the
spatial and the temporal essence of the video. The multi-linear sub-space projection of tensors,
such as low-rank tensor approximations (LRTAs) via PARAFAC decomposition are used for the
generation of the perceptual hash from the videos. The authors perform a random 3D tiling
of the video through overlapping subtensors and compute LRTAs from these subtensors. Each
subtensor was treated as a third-order tensor and then approximated using a rank one tensor.
In other words, each third-order tensor is factorized into the outer product of three vectors.
These vectors are used to form the perceptual hash. The performance of the algorithm was
found to be robust to most of the content-preserving distortions except for the malicious mod-
ifications. Further, there is a scope for the generalization of tensor decomposition to improve
the performance of the algorithm.

We extend the idea of tensor decomposition in [14, 15] for the generation of perceptual video
hashes using the Tucker decomposition [66, 67]. The Tucker decomposition was introduced by
Tucker in 1963 [66]. It is also known by few other names like three-mode factor analysis [67],
three-mode principal component analysis [68] and higher-order SVD [69]. It decomposes a
tensor into a core tensor multiplied by a matrix along each mode [18]. It is a generalized and a
powerful tool for the analysis of the multi-way data arrays. It covers the PARAFAC model as
a special case and has been applied for the decomposition and the interpretation of multi-way
data arrays in many applications [18], [64]. Being a generalized tool, this model also allows the
users to select different number of factors along each mode, during the multi-way data array
decomposition, aiding better analysis in the case of perceptual video hashing.

The main contributions of this chapter can be enumerated as follows:

1. A generalized Tucker decomposition method is proposed for the generation of perceptual

hashes from the videos.

2. A method is proposed for choosing the suitable number of components in the factor

matrices of Tucker decomposition.

The flow of the chapter is as per the following. The framework for the Tucker decompo-
sition is described in Section 4.1. The selection of parameters for the Tucker decomposition
is proposed in Section 4.2. The Tucker decomposition video hashing algorithm based on the
Tucker decomposition is presented in Section 4.3. The validation of perceptual hash properties

and the performance of the Tucker decomposition based video hashing algorithm is evaluated in
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Figure 4.1: Third-order tensor, fibers, slices, unfolding and rank-one tensor.

the Section 4.4. The comparison in terms of computational complexity of all the video hashing

algorithms considered is presented in Section 4.5.

4.1 Mathematical Framework of the Tucker Decomposition

Before introducing the concept of Tucker decomposition the following frequently used terms in
the framework of tensor decompositions are defined [18], [19].
The order of a tensor is the number of dimensions, also known as ways or orders. The tensor

fiber is a one-dimensional fragment of a tensor, obtained by fixing all indices except one. The
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tensor slice is a two-dimensional section (fragment) of a tensor, obtained by fixing all indices
except two. The unfolding or matricization or flattening of a tensor is the process of reordering
the elements of a multi-way tensor into a matrix. The mode-n unfolding of a multi-way tensor
X is denoted by X(,) and arranges the mode-n fibers to be the columns of the resulting matrix.
A multi-way tensor of order n is rank-one if it can be written as the outer product of n vectors.
If a tensor of order three can be written as an outer product of three vectors, then it is said to
be of rank-one. Figure 4.1 illustrates all the terms mentioned above for a third-order tensor.

The rank of a tensor X', denoted by rank(X), is defined as the smallest number of rank-one
tensors that generate X’ as their sum. The n-mode product of a tensor G € RMH*¥ with a
matrix A € R“A B € R#*# and C € RV is given by

y:gxl A<:>Y(1):AG(1); yeRaX“X’Y

Y=G0x3; B& Yy =BGy ; YeRV
Y=Gx3 C& Y3 =CG; YeRVWY

Given a large-sized tensor, the Tucker decomposition computes its best approximation in-
terms of a small-sized tensor called the core tensor, multiplied by a factor matriz along each
mode [18]. It is a flexible technique for performing the decomposition of n-way data arrays into
a lower dimensional space. In the present case, we model the video as an order three tensor.
Therefore, we would only be dealing with the decomposition of three-way data. If the number
of components in each mode is equal, then the Tucker decomposition reduces to the PARAFAC
decomposition. Therefore, the Tucker decomposition can be viewed as a generalization of the

PARAFAC decomposition.

4.1.1 Approximation of a Third-order Tensor using the Tucker

decomposition.

Given a third-order tensor X € R®*#*7 and three positive indices {\, u, v} << {a, 3,7}, the
Tucker decomposition determines the core tensor G € RMEXV and three component matrices or
loading matrices A € R**, B € RO*# and C € RY*¥ [19], [18], [70]. The common notations

used for defining the Tucker decomposition are given in Table 4.1. Mathematically,

A pov

X:ZZZg(r,p,q) (a,obyocy) +E (4.1)

r=1p=1 g=1

where a,, by, and ¢, are the column vectors of A, B and C, respectively;
E=Xx-X
and X is given by

X:

A
r=

uoov
> 9(r,p,q) (arobyoc,) = [G;A,B,C] (42)

1 p=1q=1
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Table 4.1: Notations involved in defining the Tucker decomposition.

Notation Description
X Third-order tensor
X An approximation for X
A,y v Number of components along each mode
g Core tensor
9(i,7, k) Elements of G
A B and C Component matrices
a,, by, and ¢, Column vectors of A, B and C.
a(i,r),b(j,p) and c(k,q) Elements of A, B and C
E Residual or error tensor
e(i, j, k) Elements of E
[ Concise representation of the tensor decomposition
o Outer product between the two vectors
|l 7 Frobenius norm of a tensor

If z(7, j, k) represents an element of the tensor X', then the Tucker decomposition in element-

wise form is given by

v

2(i 4, k) =YY > g(r,p,q)ali, )b, p)e(k, q) + e(i, j, k) (4.3)

r=1 p=1 q=1

The Tucker decomposition of a three-way array (also called Tucker3 model) is shown in Figure
4.2(a).

The elements of G give different weights to the product of a(i,r),b(j,p) and c(k,q). The
parameters A, i and v in Equation 4.1 indicate the number of components (i.e., columns) used
in the Tucker decomposition in each direction. Thus, the Tucker3 model is a weighted sum of
the outer product of three vectors (factors) stored as columns of component matrices A, B and
C. The weights are the corresponding elements of core tensor G. If A = y = v, then the Tucker
decomposition reduces to PARAFAC decomposition. The PARAFAC decomposition is shown
in Figure 4.2(b).

In [69], the authors obtained the Tucker decomposition of the tensor by extending the matrix
SVD, called the higher-order SVD (HOSVD). The HOSVD fits each individual mode optimally
without taking into account interactions among the modes. The drawback of this technique is
that it does not obtain the best fit for a given tensor. In [71], the authors proposed an efficient
way of calculating the loading matrices and called it the Higher-order Orthogonal Iteration
(HOOI) method. The HOOI method is computationally demanding than HOSVD. The details
of the method are as follows.

Consider a third-order tensor X € R®*#*7 and three positive indices {\, p, v} << {a, 3,7}

The goal of the Tucker decomposition is to find the best approximation X in some meaningful
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Figure 4.2: Pictorial representation of the tensor decomposition of a three-way array using
Tucker and PARAFAC decomposition techniques.

sense. Generally, the problem is expressed as

Min HX—XH (4.4)
[6;A,B,C] F

such that the matrices A, B and C are column-wise orthogonal and also orthogonal to
each other; the core tensor is also all-orthogonal (the rows, the columns and the matrices
are all mutually orthogonal) and its matrices are ordered with a decreasing Frobenius norm.
The orthogonality and decreasing Frobenius norm conditions are required to keep the whole
procedure similar to the SVD.

If X is an i x j X k third-order tensor, then it can be unfolded to a two-way array X(j) of
dimensions ¢ X jk. Similarly we can get unfolded two-way arrays X(9) and X3y of dimensions
j X ki and k X ij respectively. A is calculated by performing the SVD on the matrix obtained

by flattening or matricization of X'. In the matricized forms, the Tucker approximation can be
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written as
X1~ AGy(CeB)" (4.5)
X2 ~BG)(C® A)T (4.6)
and
X3 ~ CG (B A)T (4.7)

where ‘@’ denotes the Kronecker product between the two matrices; G(1), G(o) and Gz) repre-
sent the slice of the core tensor G parallel to the ij, jk and ki planes, respectively.

The approximation in Equation 4.5 can be solved for A using the alternating least squares
(ALS) approach as follows.

To start with, the core tensor G and the loading matrices B and C are randomly initialized.
With these values of G, B and C the ALS solution A is obtained by solving

mjn HX(I) = AG(l)(C [ B)THF (4.8)
A
The least squares estimate A is given as
- T
A=X()Gy|(CoB)] (4.9)

where ‘1’ denotes the pseudo-inverse operation.

A is then substituted for A in Equation 4.6 and the least squares estimate of B denoted by
B is calculated. Using A and B for A and B, the least squares estimate of C denoted by Cis
calculated using Equation 4.7. Once the A, B and C are available, G is updated as.

woov

A
(i, 5,k) =YY > a(r,p,q)ali, r)b(j, p)é(k, q) (4.10)
r=1p=1 qg=1

where a(i,r),b(j,p), and é(k,q) are the elements of A,B and C, respectively. The above
procedure of finding least squares estimate A,B, C and updating G is repeated until either
of the conditions HX - X HF < Th, where Th is a small value or the number of iterations =
itermqs is satisfied. The threshold, T'h is a small scalar decided by the trial and error method.
itermqz 18 chosen to come out of the loop if the best fit is not obtained. The computation steps
of the Tucker decomposition is described in Algorithm 4.1.

The main advantage of the Tucker decomposition lies in its flexibility in choosing a different
number of factors corresponding to each of the modes. This flexibility is absent in the PARAFAC
decomposition as it approximates the video as the linear combination of rank-one tensors.
Hence, the Tucker decomposition can be made to capture the variations in each mode. The
advantage of the Tucker decomposition is also its weakness because it is often challenging to
determine a unique representation for any given tensor and identify the dominant relationships
between the components.

We propose a method to find the suitable number of components (i.e., A, u and v) in the
factor matrices of the Tucker decomposition, by finding the maximum variation of the luminance
values of the pixels along each direction. As the video is treated as an order 3 tensor, variations
in the luminance values of the pixels along the spatial and the temporal direction are to be

captured to determine the pertinent values of A, u and v.
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Algorithm 4.1 Computation of the Tucker decomposition using the HOOI Method.
Input: X, A\, u, v, Th and iter,,qq-

1. Initialize G, B, and C with random values; iter = 1.

2. Fix G, B and C to solve for A using the alternating least squares approach.

mj{n HX(I) - AG(l)(C ® B)THF

- T
to get A = X(l)G(l) |:(C (9 B)T}

3. A A
4. Solve for B using
in|[ X — BGu(CaA) |
méﬂ” B @(CeA) |

N T
to get B = X(Q)G(Q) [(C & A)T}

5. B« B
6. Solve for C using
in [ X5 — CG s (B ATH
HgnH 3) @BA) |

A T
to get C = X(3)G(3) [(B ® A)T}

7. C«C
8. Update each element g(i,7, k) of G as

TR

A
g(i, 3, k) =3 a(r,p, q)ali, )b, p)e(k, q)
=il

A~

A
9. Obtain X = >~ > > g(r,p,q) (a,ob,ocy)
r=1p=1qg=1

10. ster = tter +1

11. Repeat step 2 to step 10 until either ||X — /{)HF < Th or iter = iter,qz.

Output: X

4.2 Selection of Parameters: A,y and v

The authors in [72] demonstrate the following about the Tucker decomposition through exhaus-

tive experimentations.

1. The Tucker decomposition obtains a good approximation of the original tensor with high
perceptual quality. This results in a viable technique for compressed volume representa-

tion.
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2. Given a tensor X € RUXUXU_ for a high-quality data reduction, the rank of the Tucker

decomposition is less than or equal to Oh

3. The PARAFAC decomposition requires a large number of ranks to achieve the accuracy

of the Tucker decomposition.

4. The Tucker decomposition has an excellent performance with respect to other Tensor

approximations in terms of both quality and time.

Furthermore, in [14, 15], the authors used rank-1 {\ = y = v = 1} PARAFAC decomposition
to construct the perceptual video hash. The hash showed a good performance to most of the
common image processing attacks, but there is still a scope for improvement.

Our objective is not to reconstruct the video tensor but to capture the essential percep-
tual features from the original tensor and obtain a robust perceptual video hash. From the
above discussion, we argue that a very low-rank Tucker decomposition is sufficient to capture
the essential features from the original tensor. In addition, the Tucker decomposition has the
flexibility of choosing different values of {\, u,v}. Therefore, the objective is to find a suit-
able combination(s) of small values of {\, u, v} such that the perceptual features are captured
more relevantly and construct a robust perceptual video hash from a very low-rank Tucker
decomposition. It has to be noted that if we increase one of the values of {\, u, v}, then the
resultant decomposition can capture important features along the corresponding direction and
hence results in a better fit.

To achieve the objective mentioned above, it is necessary to find the direction of the variation
in the luminance value of the pixels from the video data. Therefore, we need to analyse the
variation in the luminance value of the pixels along each of the 3 directions of a video.

To quantify the variation in the pixel luminance in z,y and z directions, we introduce three
variance parameters d;, 0, and 9.

Suppose X (4,5,k), i =1,...,a; j=1,...,0; k=1,...,7; denotes the video. Then, J,, J,

and §, are given by

v o«
0x =Y > Var (X (i, :, k)) (4.11)

k=1i=1

v B
0y =Y > Var(X(, j, k) (4.12)

k=1j=1

and

a p
0= Var(X (i, j, ) (4.13)

i=1j=1
where ‘: denotes all the pixels along a particular direction and ‘Var’ denotes the variance.
Once ¢, 6, and J, are obtained, the number of factors in each mode of the Tucker decomposition
can be chosen as per the following discussion.
In our formulation, the Tucker decomposition on a tensor X € RUXUXU would result in a
hash length of k = (U x A\) 4+ (U x ) + (U x v) = U(A+ p+v) (procedure to be discussed later).
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For a fixed U, the value of A + p 4 v will determine the hash length. The value of 4., d, and 9,
will in turn determine the value of A, and v. If there is more variation in the pixel luminance
along a particular direction, then a higher value of corresponding A or pu or v is selected
to capture the excess variations. Similarly less variation leads to a parameter value of 1 along
that direction. If k& = 3U then the only possible combination of {\, u,v} is A=p=v =1. If
k = 4U, then the possible combination of {\, u,v} are {1,1,2}, {1,2,1} and {2,1,1}. Thus,
we conclude that for a fixed value of U and the hash length k, the value of ¢, ¢, and ¢, will

determine the value of A\, 4z and v.

4.3 Proposed Video Hashing Algorithm

Preprocessing
and
normalization

Tucker \ Hash \  Hash

Video
‘| Decomposition | computation " Vector

Input

' Randomization

V

Figure 4.3: The block diagram representation for the extraction of perceptual video hash based
on the Tucker decomposition.

A generalized block diagram of the proposed video hashing algorithm based on the Tucker
decomposition is shown in Figure 4.3. The steps involved in obtaining a hash for a video are
as follows: pre-processing and normalization, randomization, Tucker decomposition and hash

computation. A brief description of the different steps are as follows:

(i) Preprocessing and normalization: To account for the effect of the variations in video’s
spatial resolution and the number of frames on the output hash, the input videos are nor-
malized to X x X x X via temporal sub-sampling and spatial re-sizing. Let the normalized

video be represented by Vyorm-

(i) Randomization: N number of randomly overlapping 3D subtensors of video of pre-
defined size U x U x U, such that U < X are chosen. Let V;, i = 1,2,...,N, be the
randomly overlapping 3D subtensors. A secret key K is used for the random selection of
the subtensors. The variation in secret key leads to the selection of different subtensors and
eventually a different hash and thus ensuring that the hash extraction process is secured.

N is chosen by trial and error such that it approximately covers Vy,opm.

(ili) Tucker decomposition: The values d,,d, and J, are calculated for all the videos in the
database. For each video, the maximum of d,,d, and ¢, are determined. For a given U
and k, the number of factors in the component matrices A, p and v is decided using the
procedure described in the Section 4.2. To keep the same combination of A, ;4 and v orient
the video appropriately. Each subtensor X;, ¢ = 1,2,..., N of size U x U x U is considered
as an order 3 tensor and decomposed using low-rank Tucker decomposition described in
Algorithm 4.1. Each subtensor X; is effectively represented by three loading matrices A;,

B, and C; using the Tucker decomposition.
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(iv) Hash Computation: After the Tucker decomposition, the final step is to compute the
hash. The component matrices A;, B; and C; obtained are of sizes U x A, U X pu and
U x v respectively. They are concatenated column wise to form a vector h; of length
E=UxAN+Uxp +Uxv)=UMNN+pu+v) for each V;, i = 1,2,...., N. An
intermediate hash vector h’ is obtained by performingNthe arithmetic averaging on all the

> h;

i=1

h;s corresponding to all the subtensors using, h’ = =—. For an even hash length, the

/

h/(%)jth(k)+1
median, £ = % is calculated after rank ordering h’/. The elements of h’ are

binarized using ¢ as the threshold to obtain the final hash vector, h = [h1 ho ... )T where

0; n.<
h; = J 5,j:1,2,...,/<;.
L, h;>¢

The hash generation process is described in the Algorithm 4.2.

4.4 Simulation Results and Discussion

The desirable properties of the perceptual hash are validated through a number of experiments.
The performance of the video hashing algorithms are evaluated using ROC curves. The details
of the database are tabulated in Table 2.1 and discussed in Chapter 2. The input video,

R64x64x64 ~ For computational simplicity, 7

Vin is preprocessed and normalized to Vyorm €
randomly located subtensors V;, ¢ = 1,2,...,7, each of size 32 x 32 x 32 are selected using a
secret key K, such that it covers V,,orm. Using the method of trial and error, the size of each
subtensor was decided. To have a fair comparison with other algorithms, a uniform hash length
of 128 is considered. To keep the same combination of A, p and v the input video is oriented
appropriately. The Tucker decomposition and the PARAFAC decomposition are implemented

using the MATLAB tensor toolbox downloaded from [73].

4.4.1 Experimental Verification for the Selection of Parameters: )\, and v

Section 4.1 noted that the Tucker decomposition has the flexibility of choosing the number of
factors along each mode, this leads to a better decomposition technique and thus a method was
proposed in Section 4.2 to choose the number of factors in each mode. This flexibility is absent
in the PARAFAC decomposition.

The values d,, 6, and 6, were calculated for the following test sequences, namely ‘clip306.mp4’
and ‘clip467.mpj’ and the results are tabulated in Table 4.2. For the first test sequence
0y > 0 > 0, which suggest 1 > XA > v in the Tucker decomposition for better visual rep-
resentation of the sequence. Similarly for the second test sequence 6, > 6, > d, which suggest
u > v > A in the Tucker decomposition for better visual representation of the sequence. Table
4.2 shows the PSNR values for the reconstructed test sequences using various Tucker configu-
rations by keeping the original normalized test sequence as the reference. From this table we

conclude that the values of A, 1 and v in the Tucker decomposition can be decided using d,, dy
and 9d,.
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Algorithm 4.2 Proposed video hashing algorithm based on the Tucker decomposition.

1: Input:

e Video input Vi, k(even).
e Algorithm parameters: X, U, K and N.

2: Preprocessing and Normalization:

e Convert Vj, (which is generally in RGB format) into a sequence of grey-level frames,
Vgrey-

e Normalize Vi, via temporal sub-sampling and spatial re-sizing to obtain Vo, of size
X x X x X.

3: Randomization: Depending on secret key K, randomly select N overlapping 3D subtensors
Vi,i=1,2,...,N, each of size U x U x U.

4: Tucker decomposition
e Calculate 0,0, and ¢, for all the videos in the database. For each video, determine the
maximum of d,,d, and 9.
e Given U and k, determine the appropriate values of A, p and v.
e Apply the Tucker decomposition to each X; s for chosen values of A, ;1 and v.
X; ~ [Gi; Ai, Bi, Ci] ; A; € RV, B; € RVXH, C; e RVX,
5: Hash computation
e Concatenate the columns of factor matrices A;, B; and C; to form a vector h; €
RUX)\+UXM+U><V; k — U()\ +p+ I/).

e Construct the matrix
H:[h1 hy - hN]-

M=

h;
e Generate the intermediate hash vector h' = =—, where h; is the i column of the
matrix H.

e Rank order h' to obtain h” = [A/(1) b (g) ... hzk)]T.
h/ k Jrh/ k
e Median, £ = (M)
e Binarize the elements of h’ to obtain h = [k hy ... h;]T where

0; K <
hj = ’ f g,jzl,Q,...,k.
1; h]’ZE

6: Output

e A hash vector h
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Chapter 4: Perceptual Video Hashing based on Tucker Decomposition

For computational simplicity we choose uniform values of A, u and v for the Tucker decom-
position of the videos in the entire video database. To decide the uniform values of A\, u and v,
0z,0y and 6, were calculated for all the videos in the database. For each video, the maximum
of 0,0, and d, was determined. The number of times d,,d, and J, are maximum were 153, 579
and 268 respectively. This indicates that, on the average, the variation in the pixel values within
a frame along y direction is maximum and the variation is minimum along the x direction for
the database chosen. In our formulation, U = 32 and k = 128. Therefore, 128 = 32(\ + pu + v)
and the admissible combinations of {\, u,v} are {1,1,2}, {1,2,1} and {2,1,1}. As we need
higher order to preserve the excess variation in the pixel luminance we choose A = 1,y = 2 and
v = 1 throughout the experiments.

A comparison of the PSNRs of the Tucker approximations for the entire database with the
admissible values of A, p and v is shown in Table 4.3. An input video V, is preprocessed and
normalized to a size of 64 x 64 x 64 to obtain V,urm. The Tucker decomposition is applied
on Vyorm by considering A = 1, = 1 and v = 1 to obtain the core tensor Gy—1 ,—1,-1 and
the factor matrices {A,B,C}y—1 —1,—1. The approximate version of Vo, is reconstructed
back using {A,B,C} =1 y—1,,=1 and Gx—1 u=1,,—1 to obtain pnormA:l,u:l,y:l' The PSNR for
Vnormle,uzl,yzl is calculated by keeping Vi,orm as reference. Next, the Tucker decomposition is
applied on V,,orm by choosing A = 1,4 = 1 and v = 2 to obtain the corresponding core tensor
Gxr=1,u=1,,—2 and the factor matrices {A,B,C}y_1 -1 ,—2. f/mmk:m:l,m is reconstructed
back from Gx—1 ,—1,—2 and {A,B,C} _; 4,—1,—2. The PSNR for f/,wrmk:l’”:l’uﬂ is calculated
by keeping Vyorm as reference. The same procedure is carried out for the other values of A, u
and v. The entire process is repeated for all the remaining videos in the database. All the
PSNR values obtained for the entire video database by considering A = 1,4 =1 and v = 1
during the Tucker decomposition are averaged to obtain the mean PSNR value. Similarly the
other mean PSNR values are calculated from the other PSNR values obtained for the entire
video database by considering different values of A, 4 and v. The results are tabulated in Table
4.3. From Table 4.3, it can be observed that the highest PSNR value of 28.21dB is obtained
for {A\ = 1,u = 2,v = 1} followed by {A = 2,u = 1L,v = 1}, {A = L,p = 1,v = 2} and
{A=1Lp=1Lv=1}

Thus, for a given U and k, among all the values of {\, u,v} considered, the values of
{A =1, =2,v =1} result in a hash length of 128 with relatively satisfactory performance. To
further justify this combination of {\, i, v}, the Tucker decomposition is applied on “akiyo_cif”
video with {\ = 1,u = 2,v = 1} and reconstructed back including the residuals. The first

frame of the normalized input video and the approximated video is shown in Figure 4.5.

4.4.2 Hash Validation

Experiments were conducted to validate the unpredictability, the visual fragility and the per-
ceptual robustness properties of the hash generated using the Tucker decomposition based video
hashing algorithm. 224 videos from the database and 1000 secret keys are considered to validate
the proposed hash. The NHD was the distance metric used to compare the hash values of the
videos. The histograms of the NHD to evaluate the important desirable properties of the hash

are shown in Figure 4.6. The validations are described below.
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Figure 4.4: Snapshot of the sample test sequences considered for the selection of A, 4 and v.

Table 4.2: To validate the dependencies of A, u and v on 6,9, and 4.

Tucker Configurations PSNR (in dB) for clip306 PSNR (in dB) for clip467
{82,0y,0-} = {20.339,32.176, 24.169} x 10° | {.,8,,0-} = {46.556, 142.760, 42.083} x 10°
111 16.11 28.57
112 16.24 28.73
121 16.57 29.53
211 16.18 29.06
122 16.86 29.96
212 16.38 29.42
221 16.78 30.60
113 16.28 28.75
131 16.75 29.76
311 16.20 29.13

Table 4.3: Validation of the choice of number of factors along the each mode of the Tucker

decomposition.

Tucker configuration

Mean PSNR value (in dB)

111 25.40
112 26.58
121 28.21
211 27.34

(i) To wvalidate the unpredictability property

128-bit hashes were generated for a test sequence using 1000 different secret keys, and

then, the NHD was measured between every possible pair of the hashes. The procedure

was repeated for the remaining 223 test sequences. The histogram of the NHD values

for this experiment is shown in Figure 4.6(a). The figure shows that the NHD measured

between the hashes in this case approximately follows a Gaussian distribution with the

mean 0.5. A narrow-spread distribution centred around 0.5 implies that the perceptual

hash closely satisfies the unpredictability property given in Equation 1.5. Comparing

Figure 4.6(a) with Figure 3.27(a) we can conclude that the perceptual hash based on
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- o x

(a) Normalized input video. (b) Approximated video.

Figure 4.5: Normalized input video and the approximated video using Tucker decomposition.
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Figure 4.6: The histogram of normalized Hamming distance to evaluate the important desirable
properties of the hash generated using the Tucker decomposition based video hashing algorithm.

the Tucker decomposition satisfies the unpredictability property more closely than the
perceptual hash based on the TWT-ARM.

(ii) To wvalidate the visual fragility property
128-bit hashes were generated for 224 test sequences using the same secret key, and then,
the NHD was measured between every possible pair of the hashes. The procedure was
repeated for the remaining 999 secret keys. The histogram of the NHD values for this
experiment is shown in Figure 4.6(b). The figure shows that the NHD measured between

the hashes in this case approximately follows a Gaussian distribution with the mean centred
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Figure 4.7: The histogram of normalized Hamming distance to evaluate the important desir-
able properties of the hash generated using the PARAFAC decomposition based video hashing
algorithm.

(iii)

around 0.5. A narrow-spread distribution centred around 0.5 implies that the perceptual
hash closely satisfies the visually fragile property given in Equation 1.4. Comparing Figure
4.6(b) with Figure 3.27(b) we can conclude that the perceptual hash based on the Tucker
decomposition satisfies the visual fragility property more closely than the perceptual hash
based on the TWT-ARM.

To validate the perceptual robustness property

All the videos existing in the database were corrupted with AWGN of o0 = 81 and subse-
quently blurred with the Gaussian mask of size 5x 5 thereby generating a set of perceptually
similar videos. The hashes were generated for these videos using the same secret key. The
NHD between the hashes of the original videos and the perceptually similar videos was
measured. A histogram skewed towards zero implies that the perceptual hash closely sat-
isfies the perceptual robustness property given in Equation 1.3. The histogram of all the
NHD values for this experiment is shown in the Figure 4.6(c) and we observe that the NHD
between the original videos and the perceptually similar videos are distributed between 0
and approximately 0.4 with the mean centred around 0.2. Comparing Figure 4.6(c) with
Figure 3.27(c) we conclude that the perceptual hash based on the Tucker decomposition
closely satisfies the perceptual robustness property more closely than the perceptual hash
based on the TWT-ARM.
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Chapter 4: Perceptual Video Hashing based on Tucker Decomposition

Table 4.4: Comparison of hash validity among the PARAFAC decomposition and the Tucker
decomposition based perceptual video hashing algorithms.

) . ) Unpredictability Visual Fragility Perceptual Robustness
Name of the Video Hashing Algorithm

Mean | Standard deviation | Mean | Standard deviation | Mean | Standard deviation

PARAFAC decomposition 0.5 0.076 0.5 0.164 0.215 0.127
Tucker decomposition 0.5 0.060 0.5 0.147 0.2 0.118

(iv) To assess perceptual robustness versus visual fragility
To evaluate the results of perceptual similarity obtained from the proposed video hashing
algorithm for the perceptually similar and perceptually distinct videos, the histograms of
the NHD obtained for the perceptual robustness property and the visual fragility property
are superimposed as shown in Figure 4.6(d). From the figure, it can be observed that
the histogram of the NHD for the perceptually similar and distinct videos overlap. The
overlapping indicates that there would be misclassification between the perceptually sim-
ilar and distinct videos. This figure also shows that the overlap of these two superimpose

histograms is quite less implying lower misclassification rates.

Further, the overlapping here is less compared to Figure 3.27(d). Hence, the performance
of the video hashing algorithm based on the Tucker decomposition is better than the video
hashing algorithm based on the TWT-ARM.

All the validation steps are repeated for the perceptual hash based on the PARAFAC de-
composition and depicted in Figure 4.7.

The unpredictability, visual fragility and the perceptual robustness properties of the percep-
tual hashes generated using the Tucker decomposition and the PARAFAC decomposition are
compared in terms of the mean and the standard deviation of the NHD in Table 4.4.

From Figure 4.6, Figure 4.7 and Table 4.4 we conclude that the perceptual hash generated

using the Tucker decomposition satisfies all the desirable properties more efficiently.

4.4.3 FEvaluation of Hash Performance

In this set of experiments, the performance of the Tucker decomposition based video hashing
algorithm is compared with those of the video hashing algorithms based on the PARAFAC
decomposition, the 2D-RASH, the ARM and the TWT-ARM. These algorithms showed com-
petitive performance against most of the common image processing attacks and hence were
chosen for comparison. The performance is evaluated in terms of the ROC curves [37]. The
video hashing algorithms based on the Tucker decomposition, the PARAFAC decomposition,
the 2D-RASH, the ARM and the TWT-ARM are labelled as Tucker, PARAFAC, 2D-RHASH,
ARM and TWT-ARM respectively. The same single/multiple image processing attacks as in
Chapter 2 and Chapter 3 are considered here.

4.4.3.1 Single Attacks

The evaluation of hash performance for various single attacks is as follows. The attacks include

the image processing and the malicious attacks described earlier.
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Figure 4.8: Statistical evaluation of video hashing algorithms via the ROC curves under average
blurring attack using different mask size.

Average blurring attack: Figure 4.8 shows the ROC curves under average blurring using
the mask of the following sizes: 5 x 5, 9 x 9, 15 x 15 and 35 x 35. The performance of the
video hashing algorithms based on the Tucker decomposition, the PARAFAC decomposition,
the ARM and the TWT-ARM is similarly good for the mean filter of all mask sizes considered.
The performance of the video hashing algorithm based on the 2D-RASH deteriorates for the
mask sizes 15 x 15 and 35 x 35.

Gaussian blurring attack: The ROC curves for the Gaussian filtering using the 5 x 5,
9 x 9, 15 x 15 and 35 x 35 masks are shown in Figure 4.9. The performance of all the video
hashing algorithms under considerations is similarly good for all the mask sizes. It can be
observed that the performance of all these video hashing algorithms deteriorates as the mask
size is increased to 15 x 15 and 35 x 35.

AWGN attack: Figure 4.10 shows the ROC curves for the AWGN attack for the following
values of o: 57, 81, 114 and 127. It is seen that the ARM-based video hashing algorithm is
relatively stable followed by the hashing algorithms based on the Tucker decomposition, the
PARAFAC decomposition and the TWT-ARM respectively. As o increases, the performance
of the video hashing algorithm based on the 2D-RASH deteriorates quickly.

Salt and pepper noise attack: Figure 4.11 shows the ROC curves under the salt and
pepper noise attack with the following noise densities: 5%, 10%, 20% and 25%. The ARM
and the Tucker decomposition based video hashing algorithms are relatively stable followed
by the PARAFAC decomposition and the TWT-ARM based video hashing algorithms. It can
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Figure 4.9: Statistical evaluation of video hashing algorithms via the ROC curves under Gaus-
sian blurring attack using different mask size.
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Figure 4.10: Statistical evaluation of video hashing algorithms via the ROC curves under AWGN
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Figure 4.11: Statistical evaluation of video hashing algorithms via the ROC curves under salt
and pepper noise attack.

be observed that as the density of the noise increases, the performance of the video hashing
algorithm based on the 2D-RASH degrades quickly.

Rotation attack: Figure 4.12 shows the ROC curves under the rotation attack with the
following degrees of rotation: 2°, 5°, 8 and 12°. The performance of all the video hashing
algorithms considered is similarly good for 2°, 5° and 8° rotation attack. For 12° rotation
attack, the ARM-based video hashing algorithm has deteriorated.

Cropping attack: The ROC curves for the cropping attack are shown in Figure 4.13. The
following percentages of pixels were cropped from the borders of each frame: 5%, 10% and 15%.
The performance of all the video hashing algorithms considered is similarly good except for
the ARM-based video hashing algorithm. It can be observed from the figure that as more and
more boundary pixels are cropped, the performance of the video hashing algorithm based on
the ARM becomes progressively poor compared to the other video hashing algorithms.

Modified brightness attack: The ROC curves under the modified brightness attack
(£5% and £10%) are shown in Figure 4.14. The performance of the 2D-RASH based video
hashing algorithm is relatively stable. The performance of all the other video hashing algorithms
considered is more or less same except that of the TWT-ARM based video hashing algorithm
showing poor performance.

Modified contrast attack: The ROC curves for the modifications in the contrast are
shown in Figure 4.15. The contrast of the frames are increased by multiplying the frame pixels

with 1.1 and 1.2, and decreased by multiplying the frame pixels with 0.9 and 0.8, respectively.
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Figure 4.12: Statistical evaluation of video hashing algorithms via the ROC curves under rota-
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Figure 4.13: Statistical evaluation of video hashing algorithms via the ROC curves under crop-
ping attack with different percentages of crop.
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Figure 4.14: Statistical evaluation of video hashing algorithms via the ROC curves under mod-

ified brightness attack.
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Figure 4.15: Statistical evaluation of video hashing algorithms via the ROC curves under mod-

ified contrast attack.
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Figure 4.16: Statistical evaluation of video hashing algorithms via the ROC curves under frame-
dropping and interpolation attack.

The video hashing algorithms based on the Tucker decomposition and the PARAFAC decom-
position show robustness to contrast variations compared to the other video hashing algorithms
considered. The TWT-ARM based video hashing algorithm is also relatively stable, but the
area under the ROC curve is more. The 2D-RASH based video hashing algorithm is least robust
to the contrast decreased attack.

Frame-dropping and interpolation attack: The ROC curves for the frame-dropping
and interpolation attack are shown in Figure 4.16. In the first case, only 48 frames were
retained, and then the remaining 16 frames were interpolated using temporal averaging. It
can be observed that all the video hashing algorithms considered show similar performance
except for the ARM-based video hashing showing relatively poor performance. In the second
case, only 32 frames were retained, and then the remaining 32 frames were interpolated using
temporal averaging. In this case, the Tucker decomposition based video hashing algorithm
showed the maximum robustness to this attack followed by the video hashing algorithm based
on the TWT-ARM. The remaining algorithms show relatively poor performance.

Spatial resolution variation attack: Figure 4.17 shows the ROC curves under the mod-
ified spatial resolutions attack. The following spatial resolutions were considered: 100 x 100,
250 x 250, 500 x 500 and 1000 x 1000. It can be observed that all the algorithms under consid-
erations are having almost the same area under the ROC curves implying that the performance
of all the video hashing algorithms considered is similar.

Compression attack: Two video database was constructed with the average CR, of 250:1
and 240:1, respectively. The statistical evaluation of video hashing algorithms using the ROC
curves under the compression attack is shown in Figure 4.18. It can be observed that for both
the CRs, the performance of the video hashing algorithms based on the Tucker decomposition
and the 2D-RASH has the least area under the ROC curves followed by the TWT-ARM, the
PARAFAC decomposition and the ARM-based video hashing algorithms.

Reverse play attack: The ROC curves under the reverse play attack are shown in Figure
4.19. The TWT-ARM based video hashing algorithm was successful in having the least false
alarm probability and the miss probability. The ROC curves for the remaining video hashing
algorithms stayed close to the line of no discrimination implying the poor performance of all

the algorithms considered.
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Figure 4.17: Statistical evaluation of video hashing algorithms via the ROC curves under spatial
resolution variation attack.
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Figure 4.18: Statistical evaluation of video hashing algorithms via the ROC curves under com-
pression attack.
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Figure 4.19: Statistical evaluation of video hashing algorithms via the ROC curves under reverse
play attack.
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Figure 4.20: Statistical evaluation of video hashing algorithms via the ROC curves under frame
insertion attack.
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Figure 4.21: Statistical evaluation of video hashing algorithms via the ROC curves under wa-
termark insertion attack.

Frame insertion attack: Firstly, four frames of a different video are inserted in the nor-
malized version of the original video, and the performance of the algorithms are evaluated.
Similarly, this attack is repeated by inserting eight, sixteen and thirty-two unwanted frames
and then the performance of the algorithms are evaluated. The ROC curves under this attack
are shown in Figure 4.20. This is a malicious attack, and hence the video hashing algorithm
having the largest area under the ROC curve is said to be performing better. It can be observed
that the TWT-ARM based video hashing algorithm is relatively stable in all the cases. When
4 or 8 different video frames are inserted, all the video hashing algorithm has failed to capture
the malicious attack because of being perceptually robust. As the number of unwanted frame
insertion increases, the PARAFAC decomposition based video hashing algorithm performs bet-
ter followed by the video hashing algorithms based on the ARM, the 2D-RASH and the Tucker
decomposition.

Watermark insertion attack: In this attack, a visible logo of different sizes is inserted
to each video frame as a visible watermark. The following sizes of the logo are considered:
16 x 16, 32 x 32, 48 x 48 and 64 x 64. The ROC curves for this attack are shown in Figure
4.21. This is also considered to be a malicious attack, and hence the video hashing algorithm
having the largest area under the ROC curve is considered to be performing better. For the
size of the logo up to 48 x 48 the performance of the video hashing algorithms based on the
Tucker decomposition and the 2D-RASH is having less area under the ROC curve, followed by
the TWT-ARM, the PARAFAC decomposition, and the ARM-based video hashing algorithms
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Figure 4.22: Statistical evaluation of video hashing algorithms via the ROC curves under AWGN
and average blurring attacks.

having relatively more area under the ROC curve. For the logo of size 64 x 64, the performance

of all the video hashing algorithms considered is similarly good.

4.4.3.2 Multiple Attacks

The evaluation of hash performance for various multiple attacks is as follows. The attacks
include combination of various single image processing and malicious attacks described earlier.

AWGN and average blurring attacks: In this attack, each video frame was subjected
to the average blurring with different mask sizes (3 x 3, 5x 5 and 9x9), and then the addition of
the zero mean AWGN with ¢ ranging from 81 to 127. The corresponding ROC curves are shown
in Figure 4.22. For average blurring using a 3 x 3 mask and addition of zero mean AWGN with
o = 81, the performance of all the video hashing algorithms is good except for the 2D-RASH
based video hashing algorithm. Similar observations are made when the video is subjected to
average blurring using a 5 X 5 mask and zero mean AWGN with o = 114 attacks. When the
video is subjected to average blurring using a 9 x 9 mask and addition of zero mean AWGN
with ¢ = 127, the video hashing algorithm based on the ARM was relatively stable, followed
by the Tucker decomposition, the TWT-ARM and the PARAFAC decomposition based video
hashing algorithms. The performance of the 2D-RASH based video hashing algorithm was poor
under this attack.

Salt and pepper noise and average blurring attacks: In this attack, each video frame
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Figure 4.23: Statistical evaluation of video hashing algorithms via the ROC curves under salt
and pepper noise and average blurring attacks.

was subjected to the average blurring with different mask sizes (3 x 3, 5 x 5 and 9 x 9), and
then the addition of the salt and pepper noise with densities ranging from 5% to 25%. The
corresponding ROC curves are shown in Figure 4.23. For average blurring using a 3 x 3 mask
and addition of salt and pepper noise with 5% noise density, the performance of all the video
hashing algorithms is good. For average blurring using a 5 x 5 mask and addition of salt and
pepper noise with 20% noise density, the performance of all the video hashing algorithms is
good except for the 2D-RASH based video hashing algorithm. Similar observations are made
when the video is subjected to average blurring using a 9 x 9 mask and salt and pepper noise
with 25% noise density attacks.

Cropping and Gaussian blurring attacks: In this attack, each video frame was sub-
jected to the Gaussian filtering with different mask sizes (3 x 3, 5 x 5 and 9 x 9), and then
the cropping of frame boundary pixels (5%, 10% and 15%). The corresponding ROC curves
are shown in Figure 4.24. For the Gaussian blurring using a 3 x 3 mask and 5% cropping of
frame boundary pixels, the performance of all the video hashing algorithms is good except for
the ARM-based video hashing algorithm showing poor performance. For the Gaussian blurring
using a 5 x 5 mask and 10% cropping of frame boundary pixels, the performance of the TWT-
ARM based video hashing algorithm is relatively good followed by the Tucker decomposition,
the PARAFAC decomposition and the 2D-RASH based video hashing algorithms showing sim-

ilar performance. The ARM-based video hashing algorithm has poor performance in this case.
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Figure 4.24: Statistical evaluation of video hashing algorithms via the ROC curves under crop-
ping and Gaussian blurring attacks.

A similar observation is made for the Gaussian blurring using a 9 x 9 mask and 15% cropping
of frame boundary pixels attacks.

AWGN and Gaussian blurring attacks: In this attack, each video frame was corrupted
with zero mean AWGN with ¢ ranging from 57 to 114 and followed by the Gaussian filtering
with different mask sizes (3 x 3, 5 x5 and 9 x 9). The corresponding ROC curves are shown in
Figure 4.25. For the addition of zero mean AWGN with ¢ = 57 and the Gaussian blurring using
a 3 x 3 mask, the performance of all the video hashing algorithms is good. For the addition of
zero mean AWGN with ¢ = 81 and the Gaussian blurring using a 5 x 5 mask, the performance
of all the video hashing algorithms is good except for the ARM-based video hashing algorithm
showing poor performance. Finally, when the video is subjected to the addition of zero mean
AWGN with ¢ = 114 and the Gaussian blurring using a 9 x 9 mask, the performance of all the
video hashing algorithms is good except for the ARM and the 2D-RASH based video hashing
algorithms showing poor performance.

Frame-dropping and interpolation followed by rotation attacks: In this attack video
frames are dropped at regular intervals while retaining only 16 or 8 of the original frames and
then interpolated to obtain 64 number of frames, followed by 5° or 8° rotation attacks respec-
tively. The ROC curves for these multiple attacks are shown in Figure 4.26. It can be observed
that the video hashing algorithms based on the TWT-ARM and the Tucker decomposition

have least area under the ROC curves indicating better performance. While the remaining
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Figure 4.25: Statistical evaluation of video hashing algorithms via the ROC curves under AWGN
and Gaussian blurring attacks.

video hashing algorithms considered, show relatively poor performance.

Increased spatial resolution, frame-dropping and interpolation followed by rota-
tion attacks: In this attack, the spatial resolution of each frame was increased to 500 x 500 or
1000 x 1000, subjected to frame dropping at regular intervals while retaining only 32 or 16 of
the original frames and then interpolated to obtain 64 number of frames, followed by 5° or 8°
rotation attacks respectively. The ROC curves for these multiple attacks are shown in Figure
4.27. The area under the ROC curves is smaller for the video hashing algorithms based on the
TWT-ARM and the Tucker decomposition. The other video hashing algorithms considered,
show relatively poor performance.

Decreased spatial resolution, frame-dropping and interpolation followed by av-
erage blurring attacks: In this attack, the spatial resolution of each frame was decreased to
250 x 250 or 100 x 100, subjected to frame dropping at regular intervals while retaining only 32
or 16 of the original frames and then interpolated to obtain 64 number of frames, followed by
mean blurring using a mask of 5 x 5 or 9 x 9 respectively. The ROC curves for these multiple
attacks are shown in Figure 4.28. The area under the ROC curves is smaller for the video
hashing algorithms based on the Tucker decomposition and the TWT-ARM. The other video
hashing algorithms considered, show relatively poor performance.

Addition of AWGN, frame insertion and Gaussian blurring attacks: In this attack

the video frames were subjected to zero mean AWGN with o = 81 or ¢ = 114, insertion of 4 or
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Figure 4.26: Statistical evaluation of video hashing algorithms via the ROC curves under frame-
dropping and interpolation followed by rotation attacks.
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Figure 4.27: Statistical evaluation of video hashing algorithms via the ROC curves under in-
creased spatial resolution, frame-dropping and interpolation followed by rotation attacks.
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Figure 4.28: Statistical evaluation of video hashing algorithms via the ROC curves under de-
creased spatial resolution, frame-dropping and interpolation followed by average blurring at-

tacks.
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Figure 4.29: Statistical evaluation of video hashing algorithms via the ROC curves under addi-
tion of AWGN, frame insertion and Gaussian blurring attacks.

8 unwanted frames and the Gaussian filtering with a mask size of 5 x 5 or 9 x 9 respectively.

The corresponding ROC curves are shown in Figure 4.29. This is a combination of content-

preserving attack and the malicious attack. The TWT-ARM based video hashing algorithm is

having a relatively larger area under the ROC curves indicating better performance, followed
by the video hashing algorithms based on the ARM and the 2D-RASH. The performance of the
video hashing algorithms based on the Tucker decomposition and the PARAFAC decomposition

are perceptually robust and fails to capture the malicious attack.

The performance of the video hashing algorithms based on PARAFAC decomposition, 2D-
RHASH, 3D-RPT-2D-DCT, ARM, TWT-ARM and Tucker decomposition for various single
and multiple attacks are tabulated in Table 4.5 and Table 4.6, respectively.
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Table 4.5: Performance comparison of various video hashing algorithms under single attack

Attack PARAFAC 2D-RHASH | 3D-RPT- ARM TWT-ARM | TUCKER
2D-DCT

Average blur- | Very good Poor Poor Very good Very good Very good

ring

Gaussian Very good Very good Very good Very good Very good Very good

blurring

Zero mean | Good Poor Poor Very good Good Good

AWGN

Salt and pep- | Good Poor Poor Good Good Good

per noise

Frame rota- | Very good Very good Very good Very good Very good Very good

tion

Cropping Good Good Good Good Good Good

Brightness Very good Very good Good Very good Good Very good

modification

Contrast Very good Good Poor Very good Good Very good

modification

Frame drop- | Good Good Good Good Very good Very good

ping and

interpolation

Spatial reso- | Very good Very good Very good Very good Very good Very good

lution varia-

tion

Compression Very good Very good Very good Very good Very good Very good

Reverse play Poor Poor Very good Poor Very good Poor

Unwanted Very good Good Very good Good Good Good

frame inser-

tion

Watermark Good Good Good Good Good Good

insertion

4.5 Computational Complexity

3D-DCT based Video Hashing Algorithm: In [13], [12], the video hash is obtained by
applying the 3D DCT on the whole video data. The 3D DCT of a cube of X x X x X elements
are calculated in O (X 3logy X ) operations.

Centroid of Gradient Orientations based Video Hashing Algorithm: In [7], [27],
the CGO is used to obtain the hash from each frame of the video. Therefore, the computational
complexity of the algorithm is X times the per-frame complexity. Further, each frame is divided
into 4 x 2 blocks. The number of pixels in each block is % X X = XTQ pixels. The CGO for each

2
block is calculated using the equation,

> rlry, k] 0[r,y, k]
(xvy)EBn,m,k

> rlrykl

(‘Tvy) eBn,m,k

(4.14)

cln,m, k] =

where, By, , 1 is the block in the n row and m! column of the k' frame, c[n,m, k] is the
centroid of the block By, i, (1 <n <2,1<m <4)

rlz,y,kl =/G: + G}
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Table 4.6: Performance comparison of various video hashing algorithms under multiple attack

Attack

PARAFAC

2D-RHASH

3D-RPT-
2D-DCT

ARM

TWT-ARM

TUCKER

Zero mean
AWGN  and
average blur-
ring

Very good

Poor

Poor

Very good

Very good

Very good

Salt and pep-
per noise and
average blur-
ring

Very good

Poor

Poor

Very good

Very good

Very good

Cropping
and Gaussian
blurring

Very good

Good

Good

Poor

Very good

Good

AWGN  and
Gaussian
blurring

Very good

Good

Poor

Good

Very good

Very good

Frame-
dropping

and interpola-
tion followed
by rotation

Good

Good

Good

Good

Very good

Very good

Increased

spatial  reso-
lution, frame-
dropping and
interpolation
followed by

rotation

Good

Good

Good

Good

Very good

Very good

Decreased
spatial  reso-
lution, frame-
dropping and
interpola-
tion followed
by average
blurring

Very good

Poor

Poor

Very good

Very good

Very good

Addition

of AWGN,
frame in-
sertion and
Gaussian
blurring

Very good

Good

Poor

Good

Good

Very good

is the gradient magnitude,

is the gradient direction,

0 [z,y, k] = tan! (

Gy
G

Gm:f[l'—Fl,y,/{?]—f[.%'—l,y,k]

is the approximation of gradient in z-direction,

Gy:f[x,y—{—l,k]—f[ﬁﬂ,y—

1, k]

(4.

(4.

(4.

16)

17)

18)

is the approximation of gradient in y-direction, and f (z,y, k) is the luminance value at location

(x,y) in the k*" frame. Equation 4.15 includes two multiplications, Equation 4.16 includes one

multiplication and Equation 4.14 (in the numerator) includes one multiplication, resulting in 4

multiplications per pixel.

In addition, Equation 4.14 includes one multiplication per block.
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Therefore, the computational complexity of every block is O <X72 X 4+ 1) =0 <X72 + 1).

Hence, the total number of operations include O <X X 2 x4 X (XTQ + 1)) =0 (4X3 + 8X).
Radial Projection based Video Hashing Algorithm: In [10], [11], the video hash is
obtained by using radial projection of luminance values and 1D DCT in each frame. Thus, the
computational complexity of the algorithm is X times the per-frame complexity. The radial
projection is calculated using,
> IP(zy) > I(xy)\?
_ (zy)el(9) (z,y)el(8)

PO="rw |~ #@ (4.19)

where T' (¢) denote the set of pixels (z,y) that are located on the projection line correspond-
ing to a given angle ¢, 0° < ¢ < 180° and I (z,y) denote the luminance value of pixel
(z,y). Each projection line has X number of pixels and there are such 180 radial projec-
tion with equal space. Equation 4.19 includes one multiplication per pixel and three mul-
tiplications for each projection line. The computational complexity for 180 projection lines is
180x (O (X) +4) = O (180X + 720). Lastly, 1D DCT is applied on normalized projected vector
resulting in O (Xlog, X ) operations. Finally, the total number of computations required to gen-
crate the video hash is X x (O (180X + 720) 4+ O (Xlog, X)) = O (180X? + 720X + X?log, X ).

PARAFAC Decomposition based Video Hashing Algorithm: In [14], [15], the
random sub-videos extracted from a video, are modelled as third-order tensors. Using the
PARAFAC tensor approximations, each sub-video is approximated using a rank one tensor.
Therefore, the computational complexity of the algorithm depends on the number of operations
required to find a rank-one tensor for a given sub-video. In this regard, let the dimension of each
sub-video be denoted by U x U x U, where U < %X . From [74], it is found that the operations
required to obtain a rank-one tensor for a sub-video of size U x U x U is O (U3). The authors
in [14] and [15] have chosen eight sub-videos of size U x U x U from a given video, to generate
a perceptual hash. Therefore, the total number of computations required to generate a video
hash is 8 x O (U%) =8 x 0 ((3X)%) =0 (§x?).

Scheme-1 of the 3D-RASH based Video Hashing Algorithm: The computational
complexity of three-dimensional radial projection is a straight forward extension of two-dimensional
radial projection. In Scheme-I, the 3D-RASH are applied on N sub-cubes of dimension UxU x U,
where U = % are extracted from a video. N 3D-RASH vectors are obtained by applying
180 x 180 projection on each of the sub-cube. r, is obtained by applying averaging operation
on N 3D-RASH vectors and then the 1D-DCT is applied on r,. The first kK DCT coefficients
are chosen to obtain the intermediate hash vector. Thus, the computational complexity of the
proposed Scheme-I of the 3D-RASH is,

N x [180 x 180 x {O (U) +4}] + 1+ O (UlogyU)
=N x [32,400 x {O (§) +4}] + 1+ O (Flog, (F))

Scheme-1I of the 3D-RASH based Video Hashing Algorithm: In Scheme-II of the
proposed 3D-RASH, the N array of variances obtained from 180 x 180 3D-RASH on each of the
sub-cube is matricized to form R4, ¢ =1,2,...,N. The 2D-DCT is applied on each R,,4s,
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and then the transformed matrix is averaged. Low-to-mid frequency coefficients are selected to
obtain the intermediate hash vector. Therefore, the computational complexity of the proposed

Scheme-II of the 3D-RASH is,

N x [180 x 180 x {O (U) +4}] + N x O (U?logyU) + 1
= NV x [32,400 x {0 (¥) +4}] + N x O (3508, (¥) ) +1

Achlioptas’s random projection based Video Hashing Algorithm: The hash gen-
erated using the ARM-based video hashing algorithm involves only addition and subtractions
due to the ARM matrix with elements 1 and -1. The multiplication is done only during the
normalization after the addition/subtraction is completed. This multiplication is independent
of the number of data points. Since, the complexity for all the video hashing algorithms is con-
sidered only in terms of the number of multiplications and not the number of additions required
to generate the final hash, the computational complexity for the ARM-based video hashing
algorithms is given by O (¢), where ( is a constant. For the generation of the ARM-based hash
from the video, the multiplication was performed only once during normalization. Therefore,
¢=1.

The TWT and the Achlioptas’s random projection based Video Hashing Algo-
rithm: In the TWT-ARM based video hashing algorithm, the videos are spatially normal-
ized to a size of X x X without applying the normalization in the temporal direction. The
TWT is applied in the temporal direction using the Haar as the mother wavelet. The low-
pass frames of the wavelet decomposition of the video frames in the temporal direction capture
the important visual features of the sequence. Considering only the low pass frames reduces
the data and hence the computational complexity in the further steps. Furthermore, for a
fixed-length hash, a fixed number of low-pass frames are required and hence the decomposition
beyond a level is not considered. The computational complexity of the TWT for first level of
wavelet decomposition with NoF number of frames in the video is given by O (NoF' x X x X).
Similarly, the computational complexity of the TWT for the second, third, fourth level de-
composition and so on are given by O (N"F x X X X), O (N"F x X X X), @ (NOF x X % X)

2 4 8
and so on, respectively. In the video database considered, the maximum number of frames

present in a video is 11,415. The temporal averaged frames are inserted to make this num-
ber equal to the power of two is 16,384. To extract 64 low pass frames using the TWT,
eight levels of decomposition are required. N sub-cubes of dimension U x U x U, where
U = % are selected randomly from the transformed data of dimension X x X x X. The
ARM which involves only addition and subtraction is applied to reduce the dimensionality
and thus, the computational complexity of the ARM is given by O ({), where ¢ is a constant.
Thus, the total number of operations involved to generate video hash using the proposed al-

gorithm is O (NoF x X x X)+ O (FE x X x X)+ 0 (L x X x X)+ 0 (HeE x X x X) +
OPE XX xX)+O(BE XX xX)+0(BE XX xX)+0(FeE x X x X) +0(C) op-

erations.

Tucker decomposition based Video Hashing Algorithm: In the Tucker decomposition

based video hashing algorithm, N random sub-videos of dimension U x U x U, where U = %

are extracted from a video and modelled as third-order tensors. These tensors are decomposed
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into U x 1, U x 2 and U x 1 component matrices and core tensor with dimension 1 x 2 x 1
using the method of the Tucker decomposition. From [75], the computational complexity of the
Tucker decomposition algorithm for one tensor is given by O (U x 1 x 2 x 1). Therefore, for N
tensors (authors have chosen N = 7) the total number of computations required to generate a
video hash is N x O(U x1x2x1)=7x 0 ((3) x2) = O (7X).

The computational complexity of all the video hashing algorithms under consideration is
tabulated in Table 4.7. From the above discussions and Table 4.7, it can be concluded that the
video hashing based on the ARM has the least computational complexity followed by the video

hashing based on the Tucker decomposition.

Table 4.7: Computational complexity of all the perceptual video hashing algorithms under
consideration.

Name of the perceptual video hashing al-
gorithm (PVHA)

3D-DCT based PVHA
CGO based PVHA

Computational complexity

X310g2X)

2D-RASH based PVHA

180X2 4 720X + X?log, X)

PARAFAC decomposition based PVHA

(
(4X3 +8X)
(
(37X

HX)

Scheme-I of the 3D-RASH based PVHA

x [32,400 x {O () +4}]+14+0 (log, (F))

(@)

(@)

(@)

(@)

N x
N
O(f—ﬁlogg(4))+1
0 (<)
(@)

(@]

(@)

(@)

(@)

Scheme-II of the 3D-RASH based PVHA x [32,400x {O (F)+4}] + N x

Achlioptas’s random projection based PVHA (¢

The TWT and the Achlioptas’s random projec- (NoF x X xX) + O (NgF x X X X) +

tion based PVHA (FEx X xX) + O(FeExXxX) +
(BEEXXxX) + O(FExXxX) +
(BEEXx X xX)+0(Ex X xX)+0()

The Tucker decomposition based PVHA (7X)

4.6 Concluding Remarks

The perceptual hash for the original video (akiyo_cif), videos subjected to various attacks and
the corresponding NHD using the different video hashing algorithms are shown in Table 4.8.
The hash is represented using Hexadecimal numbers. The hash variations for the TWT-ARM
and the Tucker decomposition based video hashing algorithms are less whereas the other hashing
algorithms show substantial variations.

The performance of the the Tucker decomposition based video hashing algorithm was found
to be robust to the following single image processing attacks: average blurring, Gaussian blur-
ring, addition of AWGN, salt and pepper noise, rotation, cropping, modified brightness, modi-
fied contrast, frame dropping and interpolation, modified spatial resolutions, compression and
insertion of a logo as the watermark. For most of the multiple attacks, the performance of
the proposed video hashing algorithm was found to be superior than the well performing video

hashing algorithms considered.
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Table 4.8: The perceptual hash and the NHD between the original video and different distorted

versions.
akiyo_cif PARAFAC 3D-RASH Scheme | TWT-ARM Tucker decompo-
1 sition

Original Hash 000003FFFFFOOFF0O | 000BF8DD9962BEAE| D2244CA290FF7A03 | 7FFFFFFF000000004
07FCO3FE1F8007FC | 304796F2033F70B7 DAT38A4C3ECFD790| 0000000FFFFFFFF

5° rotation 000001FFFFFO5FF0 | OFODE9FD9902FE2E | D2244CA2DOFF7A03 | 7FFFFFFF000000004
07FE03FCOF8007FC | 304996F2833C7075 DAT28A4C3ECFD790| 0000000FFFFFFFF

NHD 0.1563 0.4063 0.0625 0

Gaussian blurring | 000001FFFFFO01FFO0 0E88FI9FD9962BEA6 | D2244CA290FF7A03 | 7TFFFFFFF000000004

(5x5) 07FF03FCOF8007FC | 722A9652033DF035 DAT38A4C3ECFD790| 0000000FFFFFFFF

NHD 0.1563 0.5 0 0

Average blurring (5 X 000001 FFFFFO1FFO 0E8CF9FD9902BEA6 | D2244CA290FF7A03 | 7TFFFFFFF000000004

5) 07FF03FCOF8007FC | 722A9672033DF035 DAT38A4C3ECFD790| 0000000FFFFFFFF

NHD 0.1563 0.4688 0 0

AWGN (u = 0,0 = | 000001FFFFF01FFO0 0ES8CF9DDY9942BEE | D2244CA290FF7A03 | DFFFFFFF000000004

57) 07FFO3FEOF8007F8 | 6322A9672033DF035 | DA738A4C3ECFD790| 0000000FFFFFFFF

NHD 0.1563 0.4688 0 0.0313

10% Cropping 00000FFFFFFO03FEO| 8D6DEADF9942BC2 | D22C4CA290FF7A03 | 7FFFFFFF000000004
003FFFE0OB8007FC 6304196D2C37D70A5 | DA7T28A1C3ECFDT790| 0000000FFFFFFFF

NHD 0.3125 0.5625 0.0938 0

10% Brightness in- | 000001FFFFF03FFO 0E88F9FD9962BEA D2244CA290FF7A03 | DFFFFFFF000000004

crease 07FF03FCOB800TFC | 6722A9652033DF035 | DA738A4C3ECFD790| 0000000FFFFFFFF

NHD 0.1875 0.4688 0 0.0313

From the validation and the performance evaluation of the hash, it can be concluded that
the performance of the Tucker based video hashing algorithm is better than the TWT-ARM

based video hashing algorithm for most of the typical image processing attacks. Furthermore,

the Tucker decomposition based video hashing algorithm has an added advantage of being

computationally efficient.

4.7 Summary of the Chapter

This chapter is summarized as follows.

e The focus of this work was to treat the videos as tensors and extend the success of subspace

projection of tensors based video hash generation such as PARAFAC decomposition.

e A generalized Tucker decomposition method was proposed for the generation of perceptual

hashes from the videos.

e It covers the PARAFAC model as a special case and has been applied for the decomposition

and interpretation of multi-way data arrays in many applications. Being a generalized tool,

this model also allows the users to select a different number of factors along each mode,

during the multi-way data array decomposition, aiding better analysis.

e A method was proposed for choosing a suitable number of components in the factor

matrices of the Tucker decomposition.
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e The hash was validated for the desirable properties of the perceptual hash, and it was

found to be very satisfactory.

e The performance of the proposed method was evaluated using the ROC curves and com-
pared with video hashing based on the ARM, the 2D- RHASH, the PARAFAC decompo-
sition and the TWT-ARM.

e The algorithm showed excellent robustness to most of the single and multiple image pro-

cessing attacks except the malicious attack.

e Comparison of all the proposed video hashing algorithms and the video hashing algorithms

under consideration were performed in terms of the computational complexity.
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The rapid pace of growth in the VLSI technology and the Internet has led to an enormous
increase in the number of videos generated or viewed. Furthermore, the easy availability of a
number of video editing tools such as Freemake, Blender, Shotcut, Lightworks has also led to
the significant increase in percentage of near-duplicate videos (NDVs) in the online databases.
According to Susan Wojcicki, the CEO of the YouTube, ‘400 hours of video are uploaded on
the YouTube by users every minute as on July 2015’ [76]. The users may maliciously modify
the downloaded YouTube video and upload it back to the YouTube database server, violating
the copyrights and also increasing the amount of redundancy and adding burden on the server.
Thus, there is a strong need for the perceptual content of the video to be checked by the system
before granting permission to the user for uploading the video. This leads to video copyright
protection and also an efficient video database management by disallowing the user to upload

the video if perceptually similar videos already exist in the database.
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If a viewer searches for the video of his/her interest in a video database by providing the
query in the form of text in the search window, he/she is provided with a lot of irrelevant
videos and NDVs in addition to the video of interest. The authors in [77] and [78] conducted an
experiment of video search in Google video, Yahoo video and YouTube by giving a text-based
query of 24 popular videos and found that on an average there are 27% redundant videos that
are duplicate or nearly duplicate to the most popular version of a video in the search results.
This again indicates that there is a strong need for the search related to query video to be ranked
or ordered based on the perceptual content of the video rather than the meta-data alone.

One of the possible solutions to the above problems is to generate a short and fixed perceptual
hash for a video based on its perceptual contents using methods discussed in the earlier chapters
and use it for indexing the NDVs. In Chapter 2, Chapter 3, and Chapter 4, experiments were
conducted to validate the various desirable properties of the hash. It was concluded that these
hashes were perceptually robust descriptors of the video. Thus, to demonstrate that the hash can
be used to identify perceptually NDVs existing in the database, an near-duplicate video retrieval
(NDVR) application is developed using the video hashing algorithm based on the ARM, the
TWT-ARM and finally the Tucker decomposition. To the best of our knowledge, this is the first
time an NDVR application has been developed using the perceptual video hashing technique.
The NDVR system, in turn, can be used for the following applications: copyright protection,
video monitoring, video recommendation and video re-ranking. In addition to NDVR, the near-
duplicate video detection (NDVD) [79], [80], [81], [82], [83], [84], is also an important task.
NDVD is more challenging and requires significant attention, as it is the need of the hour for
database cleansing, detection of copyright violation and monitoring advertisements. This work
focuses on only the NDVR system and not the NDVD system.

In the literature, the perceptual video hashing also has been used for content authentication,
copy detection and video tracking. In [28] and [29], the authors have used video hash based on
temporally informative representative images (TIRI)s in a video copy detection system. In [45],
the authors have developed a video authentication system using the temporal wavelet transform
(TWT) based video hashing technique. In [85], [86] and [87], the authors have developed visual
tracking application based on perceptual hashing. In [85], three following perceptual hashes,
namely the average hash, the perceptive hash and the difference hash are used for video tracking.
In [86] and [87], the improved Laplace-based hashing and the Laplace-based difference hashing
are applied for visual tracking. The authors in [88] have integrated different features using an
effective fusion-based hashing method to generate the perceptual hash vector for visual tracking
applications.

The flow of the chapter is as per the following. The framework for an NDVR system
is described in Section 5.1. A literature survey on video fingerprint based NDVR system is
presented in Section 5.2. The scope of perceptual video hash as a video fingerprint is discussed,
and then the NDVR system based on perceptual video hashing algorithms is proposed in Section
5.3. The performance of the proposed NDVR system is evaluated in Section 5.4.
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Figure 5.1: A general framework of an NDVR system.

5.1 General Framework of an NDVR System

The authors in [77] have defined the term NDV as “Identical or approximately identical videos
close to the exact duplicate of each other, but different in file formats, encoding parameters,
photometric variations (colour, lighting changes), editing operations (caption, logo and border
insertion), different lengths, and certain modifications (frames add/remove)”. Shen et al. in [89]
defined the NDV as “Clips that are similar or nearly duplicate of each other, but appear differ-
ently due to various changes introduced during capturing time (camera viewpoint and setting,
lighting condition, background, foreground, etc.), transformations (video format, frame rate, re-
size, shift, crop, gamma, contrast, brightness, saturation, blur, age, sharpen, etc.), and editing
operations (frame insertion, deletion, swap and content modification)”. Thus we observe that an
original video undergoing content-preserving operations such as filtering, brightness modifica-
tions, contrast modifications, colour modifications, insertion of a logo, frame rate modifications
and the variations in spatial resolutions are considered to be near-duplicates.

The general framework of an NDVR system is shown in Figure 5.1. The system generally
consists of three major components, namely fingerprint generation, fingerprint management and
fingerprint search as summarized by Liu et. al in [90]. These components are briefly described

below.
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Fingerprint generation: The fingerprint can be generated directly using the low-level
features of the video. Alternatively, video summarization [91], [92] can be performed based
on these low-level features and then the fingerprint can be generated from these abstract and
meaningful video representations. A detailed discussion on the generation of video fingerprints
is discussed in Section 5.2.

Fingerprint management: Managing the videos and their fingerprints are quite chal-
lenging as the number of videos in a database is large in number. Hence, efficient indexing
structures are necessary to organize the video fingerprints and achieve faster retrieval. The
fingerprint management involves identifying the efficient indexing techniques and then indexing
the video fingerprints.

The objective of different methods of indexing the video fingerprint is to enable faster search
and retrieval. The method of indexing depends upon the form of video fingerprint. The in-
dexing and retrieval of multimedia data are based on the nearest-neighbour search. Different
high-dimensional indexing methods exist in the literature [93], [94]. They include tree-like
structures, transformation methods, and hashing methods. In [93], the video fingerprints are
indexed using the Gauss-tree. The Gauss-tree is an index structure for managing Gaussian
distributions to efficiently answer video queries [90]. The Gauss tree uses novel algorithms for
query processing, insertion and tree construction. As the dimensionality increases, the feature
space splitting becomes very poor with too many overlaps, and hence, the efficiency of the tree
structures reduces gradually. In [94], the fingerprints are clustered and indexed based on their
distance with respect to a reference point inside a cluster using a BT- tree. The B*- tree
is an effective indexing structure for one-dimensional data. The performance of the retrieval
system is dependent on the choice of the reference point. In [95], the authors have proposed an
optimal choice of two far-away reference points based on the bi-distance transformation. The
bi-distance transformation transforms a high-dimensional point into two distance values with
respect to two optimal reference points. Another approach for indexing the video fingerprint
comprises the method of locality sensitive hashing (LSH) [96], [97]. An LSH is a well-known
method for indexing as it overcomes the ‘curse of dimensionality’ problem [96]. It hashes the
fingerprints of the NDVs to the same “buckets” with high probability [98].

The fingerprint generation and indexing of database videos are usually the offline processes
whereas the fingerprint search is an online process.

Fingerprint search: The query can be in the form of a text query or query-by-example. For
a given query video, the fingerprint is generated and then matched with the video fingerprints in
the database. If the similarity is greater than a particular threshold or if the distance between
the query fingerprint and the video fingerprint in the database is less than a particular threshold,
then the corresponding video is considered to be the NDV of the query video.

Some of the distance metrics include Euclidean distance, squared-chord distance, Chi-square
distance, Manhattan distance and normalized Hamming distance (NHD). The NHD was dis-
cussed in Section 5.2 of Chapter 1. For discussion on the other distance measures, please refer
to [99].
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5.2 Survey on Video Fingerprint based NDVR System

The problem of finding the near-duplicate documents, audio and images dates back to early
1990s when the internet was evolving [100]. Finding of NDVs became a serious problem because
of the size, the storage in different formats for easy downloading and streaming, evolving of video
editing tools and so on. The problem of searching and retrieving NDVs was addressed in [100]
through video summarization. Currently, two approaches exist in the literature for the video
fingerprint generation. In the first approach, the NDVR system is developed by directly using
the low-level features of the video. In the second approach, the NDVR system is developed by
using the higher-level abstraction of the video called a video fingerprint, extracted from shots,

keyframes or summarized video. A brief description of these approaches is presented below.

5.2.1 Low-level Features based NDVR System

Colour histogram [77], [78] and local features [101], [102] such as corners and edge pixels are used
in NDVR systems. A colour histogram represents the frequency of colour pixels. An NDVR
system based on it is computationally efficient and compact, but it is sensitive to variations in
colour, and also it does not contain any information about the shape or texture information.
Two different video frames may result in similar histograms and hence may result in the wrong
retrieval. Some of the local features used in an NDVR system are blobs, corner and edge pixels.
An NDVR system based on it captures the features that are usually resistant to variations
in scale and different affine transformations. But the drawback is that to retrieve NDVs, a
large number of features have to be compared, and hence the method becomes computationally
expensive. Therefore, a small number of pertinent features, in terms of a video fingerprint, have

to be extracted.

5.2.2 Video Fingerprint based NDVR System

After extracting a large number of low-level features from a video, they are operated by a
fingerprint generation algorithm to reduce the dimensionality and retain the most relevant
and meaningful features. The dimensionality is reduced to improve the retrieval speed. In
fingerprint generation, different works focus on different aspects of the video. Depending upon
the application, the fingerprints are extracted from different levels of the video, namely frame-
level local fingerprint, frame-level global fingerprint, video-level global fingerprint, spatiotemporal

fingerprint and multi-feature fusion fingerprint. They are outlined below.

1. A frame-level local fingerprint: It is extracted from the local features of the frame.
Some of the local feature descriptors used are the scale-invariant feature transform (SIFT)
[103], the principal component analysis (PCA)-SIFT [104] and the LBP [105]. These fin-
gerprints are robust to complex editing, photometric variations, changes in the angle of
viewport during the recording process of the same scene. These fingerprints can be used
when speed is not the key requirement of an NDVR system as the method used to gen-
erate the fingerprint and implement the NDVR system are computationally expensive.

Recent works have tried to increase the speed of retrieval by using the fast indexing struc-
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ture techniques [82] and dimensionality reduction techniques such as neighbour retrieval

visualizer [106].

2. A frame-level global fingerprint: It is extracted from the global features of the
keyframes. The keyframes are extracted from the video using temporal sampling or shot
boundary detection techniques. Some of the global features include the colour histogram,
shape descriptors, contour representations, and texture features. Some of the recently
used global feature descriptors in an NDVR system are bag-of-visual-words [107], [108]
and frame-level global descriptors such as the improved Harris detector [109] and ternary
frame descriptor [110]. These fingerprints are the trade-off between the speed and the
accuracy of the NDVR system [90].

3. A video-level global fingerprint: It is extracted by treating the entire video as a
single entity. The basic idea of generating this type of fingerprints is to represent the
global video information into various forms, such as the histograms [77], [111], and cluster
representatives [112]. These fingerprints are robust to minor colour, contrast and frame
position modifications. They can be used when speed is the key requirement of an NDVR
system as the methods used to generate the fingerprint and implement the NDVR, system

are computationally efficient [90].

4. A spatiotemporal fingerprint: It is extracted from the spatial and temporal features
of the video. In [113], the spatiotemporal fingerprint is generated based on the condi-
tional entropy and the local binary pattern (LBP) feature descriptors. The conditional
entropy is used to select relevant features that carry as much information as possible.
The LBP feature descriptor is robust against illumination changes and computationally
simple, which makes it possible to extract features in challenging real-time settings. In
[82], a spatiotemporal fingerprint is extracted using the pattern-based approach under the
hierarchical filter-and-refine framework. In other words, the non-near-duplicate videos
are filtered and removed thereby reducing the search space of the NDVs and then finally
re-rank it. This method fails to retrieve the videos obtained by applying the picture-
in-picture transformation [114], high-speed fast-forwarding, or super-slow motion. These
fingerprints are robust to heavy colour modifications and geometric modifications but
sensitive to temporal modifications on the video frame. The spatiotemporal fingerprints
involve high complexity during measurement of similarity as the temporal order is taken

into consideration [90].

5. A multi-feature fusion fingerprint: It is extracted by combining both the local and the
global features of the video. The feature-level fusion is preferred over the only local feature
- based or only global feature - based NDVR system because the information present in
local features and global features are complementary in nature. In general, the technique
is also known as multi-modal [115], [116], [117] and multiview learning [118], [119], [120]
as it involves machine learning tasks and general data analysis to fuse multiple features.
In [121], the video fingerprint is generated using the machine learning technique for fusing

the hue-saturation-value (HSV) and LBP features extracted from the video keyframes. In
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[122], [123] the fingerprint is generated based on the machine learning techniques using
the convolutional neural networks. The machine learning techniques for the generation of

fingerprint eliminates the need for feature extraction and selection.

Thus, there are different approaches to the generation of the video fingerprint. Currently, the
fingerprints generated using the machine learning techniques are outnumbering the traditional
ways of generating the video fingerprints. Whatever may be the method of generation, a video
fingerprint is desired to be compact in nature to facilitate faster retrieval. Furthermore, the
fingerprint generation technique should take care that all the NDVs have similar fingerprints

and non-NDVs should have different fingerprints.

5.3 Proposed Framework of NDVR System

The perceptual hash of the video may be used as a fingerprint for content-based retrieving,
efficient database management (by removing NDVs from the database if the perceptual contents
of the videos are same), video copyright protection and video authentication. The perceptual
video hash would qualify to be video fingerprint for such applications if it satisfies the following

properties [2, 12, 15]:
1. It should be compact and non-invertible.
2. It should be similar for NDVs.
3. It should be dissimilar for different videos.

The properties mentioned above were validated and discussed in the earlier chapters of this
thesis. Thus, the perceptual hash of the video as a fingerprint could be used to develop an
NDVR system. In [124], we first demonstrated that the NDVR system could be developed
using the perceptual video hash.

Figure 5.2 shows the block diagram of the application developed for the indexing and re-
trieval of NDVs, based on the perceptual hashing. This application retrieves the NDVs rather
than relevant videos. This scheme consists broadly of two phases, namely the database creation

phase and the video retrieval phase. The brief description of each phase is given below:

1. Database creation phase: This phase consists of two parts, namely fingerprint genera-
tion and fingerprint management. Fingerprint generation includes the preprocessing and
normalization of the video, perceptual hash generation from the video and then storing
the perceptual hash along with the meta-data of the video in the form of a structured
array.

The input colour videos are converted to grey videos and then normalized to a predefined

RX*XXX via temporal sub-sampling and spatial resizing. This preprocessing

size say, V €
and normalization process ensures the impact of various spatial dimensions and frame rates
on the hash values to be minimal. The perceptual hash is then extracted using a perceptual
hashing technique. Let, h;;j = 1,2,..., N be the hash vectors for IV videos Vi, Va, ..., Vi,

respectively, generated using the perceptual video hashing algorithm. Later, the videos
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Figure 5.2: Block diagram of the perceptual hashing based NDVR application.

and the corresponding hashes h; along with the meta-data of the video are stored in the
database. The possible meta-data include title, owner and description. We have used the

title of the video as the sole meta-data.

2. Video retrieval phase: In the retrieval phase, the query video is preprocessed and
normalized as described in the database creation phase. The hash hyyer, is then computed
for the query video Viyery using the same perceptual video hashing algorithm used during
the database creation phase. The hgyery is then compared with all the hashes in the
database using the NHD metric. The videos are considered to be NDVs and retrieved if

the following condition is satisfied:

dyve (hj, hguery) <Th; j=1,2,...,N (5.1)

where dyp is NHD metric and T}, is a threshold. Here, the threshold is chosen based
on the experiment conducted to validate the perceptual robustness property of the hash.
The detailed procedure for choosing a specific value of the threshold is described in the

following section.
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5.4 Simulation Results and Discussion

The following perceptual video hashing techniques are used for developing the NDVR system:
1. The Achlioptas’s random projection (Chapter 3)
2. The combination of the TWT and the Achlioptas’s random projection (Chapter 3)
3. The Tucker decomposition (Chapter 4)
4. The PARAFAC decomposition [15]

A typical NDVR system considers the following aspects: huge video database, scalability and
efficient indexing structure to facilitate faster retrieval of NDVs. Since the prime motive of this
thesis is to propose a robust perceptual video hashing algorithm and not on developing an NDVR
system; we have not considered the algorithms specifically tailored for such an NDVR, system
for comparison. For demonstration, the perceptual hashing based NDVR system (without
considering the aforementioned factors) is also developed using the perceptual video hashing
algorithm based on the PARAFAC decomposition [14, 15].

Table 5.1: Database-I details for NDVR system using the videos downloaded from REEFVID
and XIPH video databases.

Parameter Description

Database [reefvid.org] and [xiph.org]
Number of original videos 224

Number of NDVs 1792

Total number of videos 2016

Modified frame rates 15fps and 60fps

Modified spatial resolutions 704 x 576 and 176 x 144
Modified compression ratios 250:1 and 240:1

Insertion of a logo as a watermark | 64 x 64 and 128 x 128

5.4.1 Database Details

A number of experiments are carried out to study the performance of the proposed NDVR
system. Three different databases of different sizes are created from different sources with
different levels of content-preserving and malicious attacks. The details of the databases are
tabulated in Table 5.1, Table 5.2 and Table 5.3.

Table 5.1 shows the details of the Database-I created from REEFVID [33] and XIPH [34]
video databases. In this database, 224 downloaded videos were subjected to various content-
preserving operations and malicious attack (as described in Table 5.1) to create 1792 NDVs.
Thus, the total number of videos including the original and near-duplicates in this set up is

equal to 2016. In other words, for each original video in the database, eight perceptually close
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Table 5.2: Database-II details for NDVR system using the videos downloaded from OPEN-

VIDEO database.

Parameter Description
Database [open-video.org]
Number of original videos 224

Number of NDVs 2240

Total number of videos 2464

Modified frame rates

15fps and 60fps

Modified spatial resolutions

576 x 704 and 176 x 144

Increase in contrast

20%

Average Blurring

5XH

Adding AWGN

@ =0and o =57

Cropping

10% from the boundary pixels

Insertion of a logo as a watermark

64 x 64 and 128 x 128

Table 5.3:

Database-II1 details for NDVR system using the videos downloaded from

REEFVID, XIPH, OPEN-VIDEO and TRECVID video databases.

Parameter

Description

Database

[open-video.org], [trecvid.nist.gov], [reefvid.org] and [xiph.org]

Number of original videos

1000

Number of NDVs

19000

Total number of videos

20000

Modified frame rates

15fps and 60fps

Modified spatial resolutions

576 x 704 and 176 x 144

Contrast modifications

+100% and —50%

Brightness modifications

+5% and —5%

Average blurring

5x5H

Gaussian blurring

5 x5

Adding AWGN

w=0and o =57

Adding salt and pepper noise

Density of 1%

Cropping

10% from the boundary pixels

Frame dropping

Only 128 frames were retained

Insertion of a logo as a watermark

64 x 64 and 128 x 128

Histogram equalization

Applied grey level histogram equalization to R, G and B frame.

Frame rotation

o

5° in anti-clockwise direction

Compression

Average CR of 250:1
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NDVs were created. The hash was generated for each of the videos, and the corresponding
meta-data (the title of the video) was stored in the form of a structured array.

Table 5.2 shows the details of the Database-II created from OPEN-VIDEO dataset [35].
Here, 224 downloaded videos were subjected to ten different content-preserving operations and
malicious attack (as described in Table 5.2) to create 2240 NDVs. Thus, the total number of
videos including the original and near-duplicates in this set up is equal to 2464.

Table 5.3 shows the details of the Database-III created from REEFVID [33], XIPH [34],
OPEN-VIDEO [35] and TRECVIDI[36] video databases. Here, 1,000 downloaded videos were
subjected to nineteen different content-preserving operations and malicious attack (as described
in Table 5.3) to create 19,000 NDVs. Thus, the total number of videos including the original

and near-duplicates in this set up is equal to 20,000.

5.4.2 Performance Evaluation

The query to the video retrieval system is presented in the form of a query-by-example. The
hash is computed for the query video and then matched with the hashes in the database. The
videos are then retrieved and indexed according to the match between the hash for the query
video and the hashes in the database. The performance of the video retrieval system developed
using all the algorithms mentioned above was evaluated using the average precision-recall curves
[125, 126, 127]. The effectiveness of the retrieval systems is related to the relevance of retrieved

videos in terms of precision and recall. The Recall, denoted by R is defined as

“Bndy (5.2)

where Ng_, is the number of NDVs retrieved and Nt , is the total number of NDVs present

ndv
in the database.

It is the fraction of the NDVs that are successfully retrieved. In other words, the value of
R indicates the ability of the search to find all of the NDVs in the database. If the R value of
the retrieval system is close to 1, then the system can retrieve almost all of the NDVs from the
database.

The Precision, P is defined as

P = N (5.3)
Ngr,
where Np,. is the total number of videos retrieved.

It is the fraction of retrieved videos that are near-duplicates to the query video. In other
words, the value of P indicates the ability to retrieve only the NDVs. If the P value of the
retrieval system is close to 1, then the system can retrieve only the NDVs from the database.

For each video query, the recall and the precision values are obtained. In our experiment,
50 queries were selected to obtain the average precision-recall values. These values are used to
plot the average precision-recall curves. A threshold of 0.4 was used to limit the total number
of NDVs retrieved out of the total number of videos retrieved. This value of threshold is chosen
based on the following argument. For the video hashing algorithms under consideration, it can

be observed from the validation of the perceptual robustness property (from Chapter 3 and
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Figure 5.3: Performance evaluation in terms of average precision-recall curves for the developed
video retrieval system using the proposed and the other perceptual hashing algorithms for the
videos downloaded from REEFVID and XIPH database.

Chapter 4) of the hash that dygy between the original video and the NDVs was found to be
less than 0.5 in most of the cases. From the validation of the visual fragility property of the
hash, it can be observed that the dypg between the different videos ranges between 0.2 and 0.8.
Therefore, to increase the retrieval of NDVs, a value of 0.4 is selected as the threshold value.
The average precision-recall curves for the video retrieval system using the aforementioned
perceptual video hashing algorithms are shown in Figure 5.3. The curve closest to the upper
right-hand corner of the graph indicates the best performance [125, 126, 127]. From Figure 5.3,
it can be observed that the performance of all the video hashing algorithms is similarly good
except the video hashing algorithm based on the ARM. This is quite expected as the size of
the database considered is relatively small and also from the hash validation properties and the
ROC curves obtained in the earlier chapters.

Table 5.4 shows the list of first few videos retrieved for the query video titled “waterfall_cif”
using the ARM based video hashing algorithm. Figure 5.5 first frame of few retrieved videos as
the representative frame.

Following the same procedure described earlier, the performance of the NDVR system was
evaluated on the database-II using the average precision-recall curves for 50 queries. From
Figure 5.4, it can be observed that the average precision-recall curves have fallen by a small
amount compared to the curves in Figure 5.3 implying that the performance of the NDVR
systems has reduced by a small amount. This is due to the increase in the number of NDVs
in database-II compared to the number of NDVs in the database-I. The Tucker decomposi-
tion based video hashing algorithm has shown the best performance very closely followed by
the two video hashing algorithms, namely the TWT-ARM and the PARAFAC decomposition
based video hashing algorithm. The performance of the ARM-based video hashing algorithm
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Figure 5.4: Performance evaluation in terms of average precision-recall curves for the developed
video retrieval system using the proposed and the other perceptual hashing algorithms for the
videos downloaded from OPEN-VIDEO database.

Table 5.4: List of first few videos retrieved for the query video titled waterfall_cif using the
ARM based video hashing algorithm.

Video Retrieved NHD
waterfall_cif 0
waterfall_cif_br100k | 0.046875
waterfall_cif_br64k | 0.046875
waterfall_cif_ wm64 0.0625
waterfall_cif_big 0.125

waterfall_cif_small 0.125

waterfall_cif_15fps | 0.140625

waterfall_cif_60fps | 0.140625
clip216_wm64 0.1875
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(a) waterfall_cif. (b) waterfall_cif_br64k.

(c) waterfall_cif_wm64. (d) clip216_wm64.

Figure 5.5: First frame of few retrieved videos as the representative frame

is relatively poor compared to the other video hashing algorithms. The argument for this per-
formance is as follows: the ROC curves in the earlier chapters demonstrated that the Tucker
decomposition based video hashing algorithm had a minimum area under the ROC curves for
most of the attacks followed by the TWT-ARM, the PARAFAC and the ARM-based video
hashing algorithm. Furthermore, from the hash validation properties, the overlap between the
curves of perceptual robustness property and the visual fragility property was minimum for
the Tucker decomposition based video hashing algorithm, indicating the maximum retrieval of
NDVs; maximum for the ARM-based video hashing algorithm, indicating the minimum retrieval
of NDVs.

Using the procedure mentioned above the performance of the NDVR system was evaluated
on the database-III using the average precision-recall curves for 50 queries. From Figure 5.6,
it can be observed that the average precision-recall curves have fallen compared to the curves
in Figure 5.4 implying that the performance of the NDVR, systems has reduced. This is due
to considerable increase in the number of the original videos and the number of NDVs in
database-111 compared to the size of the database-II. It can be observed that the video hashing
algorithm based on the Tucker decomposition is close to the upper right-hand corner followed
by the TWT and the ARM-based video hashing, the PARAFAC decomposition based video
hashing, and finally, the ARM-based video hashing. Again the performance of the ARM-based
video hashing algorithm is relatively poor compared to the other video hashing algorithms. The
performance of the algorithms is justified similarly on the above arguments presented for the

performance of the NDVR systems on database-II.
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Figure 5.6: Performance evaluation in terms of average precision-recall curves for the developed
video retrieval system using the proposed and the other perceptual hashing algorithms for the
videos downloaded from REEFVID, XIPH, OPEN-VIDEO and TRECVID database.

5.5 Concluding Remarks

From Figure 5.3, Figure 5.4 and Figure 5.6, it can be concluded that the NDVR system based
on the Tucker decomposition based perceptual video hashing algorithm is relatively stable com-
pared to the other perceptual video hashing algorithms.

A detail discussion on the computational complexity was presented in Chapter 4. The
computational complexity of all the perceptual video hashing algorithms considered for the
development of the NDVR system based on the perceptual video hashing is tabulated in Table
5.5. From Table 5.5, it can be observed that the video hashing based on the ARM has the least
computational complexity followed by the video hashing based on the Tucker decomposition.

Considering the retrieval performance and the computational complexity of the Tucker de-
composition based perceptual video hashing algorithm, it can be concluded that this algorithm
is suited best for the retrieval of NDVs among the perceptual video hashing algorithms consid-

ered.

5.6 Summary of the Chapter

This chapter is summarized as follows.

e A framework of an NDVR system and an overview of existing video fingerprint based

NDVR systems were discussed.

e An NDVR system was proposed using the perceptual video hashing algorithms based on
the PARAFAC, the ARM, the Tucker and combination of the TWT and the ARM.

TH-2127_10610208EE, IITG 151



Projection-based Perceptual Video Hashing

Table 5.5: Computational complexity of the perceptual video hashing algorithms considered for

the development of the NDVR system.

Name of the perceptual video hashing al-
gorithm (PVHA)

Computational complexity

PARAFAC decomposition based PVHA O (S—‘;X 3)

Achlioptas’s random projection based PVHA 0 ()

The TWT and the Achlioptas’s random projec- | O (NoF x X x X) + O (NSF x X X X) +

tion based PVHA O(RE x X xX) + OFExXxX) +
O(FExXxX) + O(FEExXxX) +
O(FEE XX xX)+0 (B x X xX)+0(Q)

The Tucker decomposition based PVHA O (7X)

e Three different databases were created from REEFVID [33]|, XIPH [34], OPEN-VIDEO

[35] and TRECVID([36] databases using various content-preserving and malicious attacks.

e Average precision-recall curves were used to evaluate the performance of the proposed

NDVR system.

e This curves demonstrated that the perceptual hashing algorithm can be used to develop

NDVR systems.

e The performance of the NDVR, system using the video hashing algorithm based on the
Tucker, the PARAFAC and the TWT-ARM was found to be good. Finally, it was con-

cluded that the perceptual video hashing algorithm based on the Tucker decomposition is

suited best for the retrieval of NDVs in terms of both the retrieval performance and the

computational complexity.
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Conclusions

Contents of the Chapter

6.1 Summary of the Thesis. . . . . . . . . .. . . L 153
6.2 Future Research Directions . . . . . . . . . . . . . . e 155

Perceptual video hashing is an important tool for the authentication of video contents. The
thesis proposed new techniques for perceptual video hashing satisfying the important properties,
namely the perceptual robustness, the visual fragility and the unpredictability properties. It
also explored the potential application of perceptual video hashing for the identification of

near-duplicate videos (NDVs) in a database. The thesis findings are summarized below.

6.1 Summary of the Thesis

The problems addressed in the thesis can be divided into two areas:

1. Development of new perceptual video hashing algorithms for authenticating the video
that has undergone common content-preserving attacks such as the addition of noise,

compression and filtering.

2. Exploring the potential of perceptual video hashing as a tool for identifying the near-

duplicate videos in a database.

Chapter 2, Chapter 3, and Chapter 4 addressed the first problem and Chapter 5 addressed

the second. These contributory chapters can be summarized as follows:

1. Perceptual Video Hashing based on Three Dimensional Radial Projection
In the 3D radial projection (3D-RASH) based video hashing algorithm, the features were
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extracted from the variance of the luminance values projected along lines in a video sub-
cube. This line was rotated by 47 steradians in discrete steps of 1° to cover the entire
sub-cube. A sufficient number of sub-cubes were used to cover the complete video and
thereby, the local and global features were extracted from the video in terms of the 3D-
RASH vectors. The hash was generated using these feature vectors using two schemes. In
the first scheme, these feature vectors were averaged across the rows and then projected
on to the 1D-DCT basis to generate a compact hash vector. In the second scheme, the
feature vectors were projected on to the 2D-DCT basis and then averaged to produce
a compact hash vector. The proposed hashes based on 3D-RASH were experimentally
validated for their desirable properties. The performance of the proposed algorithms was
evaluated using the ROC curves and compared with the video hashing algorithms based
on the PARAFAC decomposition, the 3D DCT, the CGO, and the 2D RASH. From
the ROC curves, it was concluded that the performances of the proposed algorithms were
satisfactory against most of the single content-preserving and malicious attacks. However,

they were vulnerable to the addition of the noise.

2. Perceptual Video Hashing based on Random Projection
The focus of this work was at developing a computationally efficient and simple-to-
implement perceptual video hashing algorithm, and this was achieved by using the distance
preserving Achlioptas’s random matrix (ARM). This projection matrix consists of binary
random numbers +1 and -1 and hence involves only additions and subtractions contrary
to the Gaussian or the FJLT random projection matrices. Because of the computational
advantage, the use of ARM-based hash in the video retrieval application results in the
faster hash generation and hence faster video retrieval. In this chapter two methods were
proposed to produce the perceptual hash vector from the input video. In one of the
methods, the vectorized grey pixels were projected on to the Achlioptas’s random basis
to generate the compact hash vector. This hash vector was experimentally validated for
its desirable properties. It satisfied all the desired properties of the perceptual hash. This
scheme is computationally efficient, and the performance was comparable to the existing
video hashing algorithms. To improve the performance further, the second method is
proposed. In this method, the TIRIs were generated using the TW'T. These TIRIs were
vectorized and projected on to the Achlioptas’s random basis to generate the compact
hash vector. The characteristics of this hash improved considerably satisfying the desired
properties. Furthermore, the evaluation of the algorithm using the ROC curves showed
considerable improvement over the first method. Both the methods are computationally

efficient.

3. Perceptual Video Hashing based on Tucker Decomposition
The focus of this work was to treat the videos as tensors and generalise the video hash
generation method employing the PARAFAC decomposition. We used the Tucker de-
composition for the generation of perceptual video hash, because it is a generalized and
a powerful tool for the analysis of the multi-way data arrays. It covers the PARAFAC

model as a special case. Being a generalized tool, this model also allows the users to
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6.2

select a different number of factors along each mode, during the multi-way data array
decomposition, aiding better analysis. A method for finding the suitable number of com-
ponents in the factor matrices of the Tucker decomposition was proposed. The hash was
validated for the desirable properties of the perceptual hash, and it was found to be very
satisfactory. The algorithm showed excellent robustness to most of the single and multiple

attacks except the malicious attack.

. Application of Perceptual Video Hashing for Near-duplicate Video Retrieval

A perceptual video hashing scheme for the content-based retrieval of NDVs was proposed.
The following algorithms were used to design the application: the ARM-based video
hash, the TWT-ARM based video hash, the Tucker decomposition based video hash and
the PARAFAC decomposition based video hash. The performance of the application
was evaluated using the average precision-recall curves on three video databases created
from REEFVID, XIPH, OPEN-VIDEO and TRECVID datasets using various content-
preserving operations and malicious modifications. The near-duplicate video retrieval
application based on the PARAFAC decomposition, the Tucker decomposition and the
TWT-ARM was found to be suitable.

Future Research Directions

The thesis focused on developing perceptual video hashing techniques by projecting video into

sub-spaces. There are several unexplored areas. Some of the research directions are as follows:

1.

The existing video hashing methodologies in the current literature and the proposed meth-
ods utilizes only the luminance component of the video to generate the hash. It would
be interesting to investigate how to make use of the colour component of the video to

generate the hash.

. In Chapter 2 of this thesis, the 3D-RASH based video hashing algorithm performed poorly

against the addition of noise. The performance may be improved by considering the

higher-order moments as features in addition to the variance.

. In Chapter 3 of this thesis, the random projection based video hashing the projection

matrix consisted of +1 and -1 resulting in only addition and subtraction operations. In
future, it would be worth investigating the performance of the video hashing algorithms by

using the combination of sparse projection matrices and fast random projection matrices.

. In this thesis, the video hashing algorithms are proposed for generic videos and found to

be robust against most of the single and multiple image processing attacks. It would be
interesting to investigate how to utilize the apriori information about the characteristics
of the video such as minimally changing background and then develop a robust video

hashing algorithm for such videos.

. The proposed video hashing algorithms showed strong perceptual robustness. Only the

3D-RASH based video hashing algorithm performed well against the malicious modifica-

tions of the video. All the other proposed methods perform poorly against the malicious
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attacks. Hence, a direction for future research would be to design video hashing algorithms

that are sensitive to malicious modifications.

6. In this thesis, the performance of the video hashing algorithms were tested on a database
of 1000 videos with duration being less than 5 minutes per video due to the constraints
in the availability of the computational resources. In future, the performance of the video
hashing algorithms may be tested on a large video database with duration being more

than 5 minutes per video.

7. The near-duplicate video retrieval application was developed in the thesis using the pro-
posed video hashing algorithms without considering the retrieval speed. A direction for
the future research would be to design a fast video retrieval application based on the

perceptual video hash and test its performance on a large video database.
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