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Abstract

While there has been a steep growth in Internet bandwidth, international bandwidth prices
have declined sharply. This has led to a trend where large enterprises and educational in-
stitutes continually increase their Internet bandwidth and subscribe to more than one ISP
(multihoming) to increase resilience. Higher speeds will of course mean better performance
but beyond a point, the improvement in performance does not match the increase in speed.
There are a number of factors that affects download speed. One such factor is that Internet
Service Providers (ISPs) over-provision their resources and there can be periods when all
links of an ISP are saturated. However, if the enterprise is multihomed then it can route its
traffic through a less congested path. In a multihomed environment traffic along one path
can experience congestion even when other paths are under-utilised. In this dissertation
we propose a solution where an end network monitors the bandwidth of egress links and
re-distributes the traffic along less congested paths. Our main goal is to improve the down-
load speed by load balancing the incoming traffic. Controlling incoming traffic is difficult
since an end network has little control over it. The time-scales considered in this disserta-
tion are small (5 minutes). Internet traffic is known to exhibit highly chaotic behavior at
such time-scales. Our attempt to load balance traffic for such small time-scales makes the

problem even more challenging.

The solutions proposed are based on controlling the egress route of a node. The key

advantage of our scheme is that we try to improve performance by optimising the resources

v
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that are at the disposal of the local network and do not rely on any assistance from uplink
networks. Moreover, we ensure that when traffic is switched from one link to another, ongo-
ing connections continue uninterrupted. This makes our route control schemes transparent
to end users. In order to make our approach practical, easily deployable and acceptable to
a larger audience, we have also consciously tried to use existing tools and standards. In
the first part of our thesis, we propose a simple route control mechanism to load balance
Internet traffic in a multihomed local area network (LAN). We deploy a prototype of our
scheme in an actual campus network. This experiment emphasizes the following two points.
First, it demonstrates how our scheme can be actually implemented in a real network. Sec-
ondly, we show that load balancing the traffic improves the overall Internet round-trip times
(RTTs), throughput and reliability. Our experiments show that multihoming can improve
the round trip times by as much as 15 percent. We also demonstrate that performance
improvements can be achieved even with a very coarse granularity of load balancing. We
showed how an overall performance improvement can be realised by balancing the traffic

of Internet proxy servers.

Networks cannot accurately estimate their link metrics as it has limited knowledge
about user demands, available network resources and routing policies of other competing
networks. A major challenge in interdomain traffic engineering is due to the level of un-
certainty faced by networks. As the size of the network scales these limitations become
more prominent. Moreover in larger networks like that of a stub Autonomous System (AS),
the intradomain path from a node to an egress link can be several hops and it can be a
source of bottleneck too. In the later part of our work we propose route control techniques
to load balance traffic for such large end networks. We solve the problem in two steps.
In the first phase, we make unrealistic assumptions that the input traffic is known and
bandwidth measurements are accurate (offline model). Even with such strong assumptions

we show that the problem is NP-complete. In the second phase we assume a realistic net-
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work environment where input traffic is unknown and network measurements are inaccurate
(online model). Leveraging upon our solutions proposed for the offline model, we design
a number of heuristics. During each period users are provisionally assigned egress routes.
Based on the input traffic seen in the succeeding period, the egress routes are re-assigned
(recourse action). This process continues recursively. The performance of our techniques
was evaluated in a static intradomain traffic environment as well as in a dynamic network
environment. The simulations were performed using both synthetic as well as actual traffic
traces. We found that when no load balancing mechanisms were used, deviation of the
utilisation of the links from their ideal value ranged from 15 - 30 percent. Employing our

route control schemes reduced the deviations by about 40 percent.

Ideally, the problem of re-assigning traffic should be dealt at the global level where a
manager can see the traffic state of the whole network. Hence the route control schemes
proposed have a centralised approach. However, centralised routing techniques cannot scale
and due to the geographical distance between nodes collecting all the required information
at a central location will prove costly. Moreover, a distributed architecture is not consistent
with the distributed design philosophy of the Internet. Therefore, in the final part of our
work we propose distributed versions of our route control schemes. Using probability
analysis we show that the expected performance of our distributed scheme is comparable to
that of the centralised one. Empirical results are used to further validate our theoretical
analysis. The distributed route control schemes were validated by repeating the experiments
performed for the centralised algorithm. After each simulation we draw a parallel between
the distributed algorithm and the greedy approach. In all the experiments that were
performed, we found that the performance of the distributed schemes is comparable to the
centralised techniques both in terms of traffic load balancing, traffic re-assignments and

improvement in RTTs.

vi
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Chapter 1

Introduction

In the early 1990s it was predicted that Internet traffic will double every three months.
Although such predictions were later proved to be false, Internet traffic continues to grow
and change over relatively short time ([87]). Internet traffic has been growing at nearly
twice the rate since the year 1997 ([86]). Along with the growth of Internet traffic, end
user speeds have also improved substantially over the same period. Internet speeds have
increased with the migration of users to cable modem and DSL connections, backbone
links are upgraded and service providers install new faster routers to handle high volume
of traffic. With the increasing reliance on Internet for a wide range of task, the trend is
moving toward providing even faster connectivity. Today Internet service providers are

rapidly moving toward providing Ethernet or fibre everywhere.

When access speeds are limited, Internet performance will directly depend on the con-
nection speed. For example when a dial-up user moves over to a DSL link, the difference in
performance will be significant. But will the performance improve as we keep on increas-
ing the connection speed? Higher speed will of course mean better performance but the
improvement in performance will not be commensurate to the increase in speed beyond a

certain point. This is because the bottleneck may not be in the last mile but beyond the
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provider’s network. However to exactly state at what point the disparity between perfor-
mance and speed will occur will be difficult to state due to the dynamics of the Internet
traffic. A study in this direction can be found in [22]. In such a situation a possible first
step toward route control would be subscribe to the Internet from more than one provider
(multihoming). Multihoming provides an elegant disaster recovery scheme, while improv-
ing performance. The second step is to add intelligent route control or smart routing ([65],
[42]). Intelligent route control aims to pick up the best route on the fly for users with two
or more ISPs. Studies have shown that the performance benefits of multihoming can be as

high as 25 percent ([21]).

In a pioneer work on distributed computer systems, a design principle called end-to-end
was proposed ([101]). The idea was to keep the core of the computer network simple and
allow intelligence to reside at the edge of the network, closer to the end user. This principle
has proved to work well in many applications and distributed systems. For instance the
end-to-end principle is one of the central design principles in TCP. Intelligent route control
adheres to the end-to-end principle, since these tools are deployed at the edge of the Internet
to address the fundamental issue of Internet performance and cost barriers. The focus in
this dissertation is to develop route control techniques for a multihomed network to load
balance the incoming traffic across its multiple links without disturbing the core of the

Internet.

1.1 Factors affecting Internet Performance

A network that only produces or consumes packets but do not transit packets of other
network is called an end network or stub. Internet performance in an end network is
affected by congestion and latency between the user and remote server, performance of
traffic engineering techniques employed and performance of the remote server and its back-

end databases. An end network may have a dedicated link between itself and its ISP, but
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beyond a certain point its Internet traffic flows will share network resources with millions
of other flows. Usually last mile connectivity links have much lower speed than those of
backbone links. The issues that affect download speed can be grouped into two - local and
remote. Download speed limited due to last mile connectivity of the source, ill-configured
software stack and errors in router configuration are local factors. Such issues can be easily
overcome by locally updating the system. Remote factors on the other hand are those
over which an end network has no control. Data transfer rates limited due to congestion
between the source’s and destination’s provider, congestion in the last mile connectivity of
the destination, performance of the remote server and its back-end databases are remote
factors. Overcoming performance bottlenecks due to remote factors will require network-
wide upgradation and management. With many competing ISPs such global coordination
can be very difficult. Thus, with limited knowledge about network topology, available
bandwidth and routing policies of other networks, a stub network cannot guarantee end-
to-end performance improvement. Under such circumstances, the best a stub network can

do is to try to fully utilise the resources at its disposal.

1.2 Internet Traffic Characteristics

Characterising Internet traffic is difficult due to its heterogeneous and time-varying nature.
Nevertheless, researchers have identified certain aggregate characteristics about Internet
traffic. In this section we summarise some of the important characteristics that are relevant

to our work.

1.2.1 Bi-directional but Asymmetric

Previous as well as more recent studies of Internet traffic ([110], [108]) reveal that TCP
packets still dominate Internet traffic. Although many of the applications used on the
Internet generate bi-directional flow of data, volume of data is heavier in one direction than

the other. Proliferation of peer-to-peer applications could have affected this asymmetry, but
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these applications could not take off in a large scale due to legal and network considerations
([86]). The asymmetric nature of Internet traffic is likely to continue for the foreseeable
future. The growing popularity of ADSL connections is a proof of this. Organisation,
therefore, try to optimise either the traffic that enter or leave the network based on its
business interest. Content providers that host a lot of web or streaming servers will have
several customers wanting to download traffic from its network. Such networks will try
to optimise the traffic that leaves their network. On the other hand access providers that
serve small and medium enterprises will have users that primarily want to download traffic
from the Internet. In access networks the main objective is to optimise the way traffic enter

the networks.

1.2.2 Long-Range Dependent but Chaotic for Small Time Scales

Leland et. al. in a pioneering work ([81]) established that Ethernet traffic patterns are
self-similar (SS) and long-range dependent (LRD). The discovery of these properties was
hailed as a major breakthrough among the research community and their applicability
have been extensively studied. Later it was found that these SS and LRD properties are
ubiquitous: many network traffic including Internet traffic exhibit these properties ([41]).
Thompson et. al. ([108]), in their study on wide area traffic, shows that Internet traffic
levels follow a 24-hour pattern. The issue of self-similarity has been addressed from many
aspects including its impact on network performance, modeling techniques and its causes.
From a statistical viewpoint, self-similarity implies studying the variations in the signal
strength linearly with the considered time scale. Interdomain traffic variability has shown
to become limited over timescales larger than one hour or so ([99]). This suggests that from
a control perspective, interdomain traffic engineering should focus on timescales larger than

one hour or so.

However, Internet traffic is known to exhibit different scaling characteristics at different
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time-scales. Internet traffic behaviour when analysed on small time-scales (typical round-
trip time) transforms rather abruptly to a more complex behaviour ([60], [49]). At such
small time scales Internet traffic seems to have multi-fractal scaling behaviour ([48]). Jiang
et. al. ([60]) showed that such burstiness of Internet traffic can extend to the round trip
time of dominant TCP flows. Due to this complex nature of Internet traffic no traffic model
has been able to completely capture the behaviour of Internet traffic. One of the issues that
we try to address in this dissertation is how to make bandwidth provisions in the absence
of a formal traffic model for small time scales. In this dissertation our goal is to propose

route control techniques without making any presumptions about the network traffic.

1.2.3 Elephants and Mice

Studies on Internet traffic usually track user (host) activity by observing the user as an IP
address ([38]). In this work too an IP address is treated as a user. Internet traffic is always
a mix of flows from a variety of applications. A flow is usually classified by its size or
duration. Studies show that user traffic flows have usually low throughput and are short-
lived. This low throughput, short-lived connections are referred to as mice in literature.
Due to the presence of mice, the number of sources that become active or passive is high
for small time scales ([99]). While it is true that majority of the Internet flows have low
throughput, a small fraction of users account for major volume of the traffic (referred to as
elephants). The common observation is that 10 percent of users (elephants) account for 90
percent of the traffic ([99],[33], [46]). The presence of this property implies that by moving
a few user among the egress links of an enterprise we can achieve a fair degree of traffic

load balancing.

1.3 Multihoming

A network or a set of networks with a unified administrative routing policy is called an

autonomous routing domain (ARD). Examples may be an internal ISP network, corporate
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network, campus network et. al. Autonomous system (AS) also called domain is an ARD
that has a unique autonomous system number ([67]). Although the notions of an AS and
ARD are different, in this work the terms AS, ARD and domain are used as synonyms. The
Internet has seen a substantial growth in the number of ASes. This growth has been mainly
due to the increase in a large number of stub ASes. In stub ASes, the basic form of Internet
access is singlehoming, where the end network uses a single upstream ISP to reach all desti-
nations. Transit ASes interconnect several networks and hence they are usually connected
to more than one provider (multihomed) or peer. Interestingly this trend of multihoming
has been observed in stub ASes too ([104],[109]). This trend toward multihoming is only
likely to increase with more interdomain traffic engineering tools and techniques exploiting

multihoming to extract performance benefits ([65],[42]).

In general a multihomed network will find that traffic on one path is congested, even
when traffic on other links is under-utilised. In figure 1.1, we plot the link utilisations of a
two ISP multihomed stub network. As can be seen from the plot, for most of the time peri-
ods there is a substantial difference in the link utilisations although their link capacities are
the same. Localised congestions can also occur anywhere in the Internet due to distributed
denial of service attacks (DDoS) and Internet worms. An efficient way of re-routing traffic
around such localised congestion points can be an ideal tool for networks to improve their
performance. Smart or intelligent routing also referred to as route optimisation is a source-
based route control technique, wherein a multihomed network distributes its traffic among
multiple Internet links ([65],[42]). Such source-based routing is also called selfish routing
since a user tries to optimise its metric without considering its impact on other traffic. In
[56] it has been shown that smart-routing users can coexist well with very little interference
to other users. The solutions proposed in this dissertation can be categorised in the broad

realm of smart routing, although our objectives and optimising criteria are very different.
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Fig. 1.1 Comparison of link utilisations of a 2-ISP stub network.

1.4 The Problem and our Approach

Figure 1.2 shows the incoming and outgoing traffic on the egress link of a campus network.
As can be see from the graph the volume of incoming traffic is relatively very high. Studies
have shown that in access networks, the incoming traffic is more than five times of the
outgoing traffic ([99], [11]). Most of the work on traffic engineering attempt to control the
flow of outgoing traffic ([109], [64], [78], [85]). Some of these outbound traffic engineering
techniques will no doubt influence the incoming traffic, but this aspect has not been studied.
Inbound traffic control is difficult because it involves influencing the behaviour of the remote
destination. Secondly, an end network has very limited or no knowledge about the topology,
available bandwidth and user demands of other networks through which its traffic transits.
This uncertainty makes load balancing of interdomain traffic very challenging. Thirdly,
network traffic is routed based on destination. With destination based routing, optimising
inbound traffic becomes extremely difficult, since network announcements cannot be done
individually for all the different destinations.

The fundamental question that we seek to answer in this work is:

How can a multihomed, stub access network optimally utilise the bandwidth of all its
egress links to improve its Internet erperience?

In this dissertation we first review the existing traffic engineering techniques including BGP
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Fig. 1.2 Internet traffic of a campus network.

([112]), the current de-facto interdomain routing protocol. We find that these traffic engi-
neering tools concentrate on improving the end-to-end performance rather than distributing
the traffic. Moreover, these tools having been primarily designed for outbound traffic, they
are not competent to handle incoming traffic. Based on our quantitative evaluation of the
different traffic engineering techniques we conclude that incoming traffic cannot be con-
trolled by directly acting on the traffic. We, therefore, propose to control the flow of the
incoming traffic by acting on its corresponding outgoing traffic. In the solution that we
propose, an end network monitors the incoming bandwidth on all its egress links. In order
to ensure that utilisation of the incoming bandwidth is not limited by remote factors, the
monitoring is not end-to-end but only on the path between the end network and it’s ISP.
These paths are called connecting paths or connecting link. The congestion (or restriction
in available bandwidth) is assumed to be only on these paths. Tools that can be used
to monitor such paths is identified in chapter 3. When the end network observes that a
particular egress link is congested, it does not try to control the routing of its ISP. Rather
it re-routes some of its incoming traffic to a relatively less congested egress link. As the
focus of our work is on access networks, requests for downloads will primarily originate
from within the network. Internet traffic being primarily in the form of request-response
pairs, the re-routing is achieved by scheduling the outgoing request appropriately. The only
requirement for our scheme to work is that the request and response of a traffic flow must

follow the same egress route. The network models which can be used in our solution are
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given in chapter 2. Our proposed solutions encompass all types and sizes of end networks.
The proposed route control techniques neither require any modification to existing rout-
ing protocols nor support for Internet-wide infrastructure. This will make our techniques

acceptable to a wider range of audience.

1.4.1 Dissertation Outline

The rest of this dissertation is organised as follows. In chapter 2, we review traffic engi-
neering techniques used in different scenarios - intradomain, interdomain and Internet-wide.
Putting together the information gained from our review of the different traffic engineering
techniques, we summarise a general model for controlling incoming traffic. We then present
network models which can be used in our solution. The first step toward load balancing
traffic is to monitor and detect congestion on the links. In chapter 3, we survey the various
tools available for estimating bandwidth and devise a methodology for measuring available

bandwidth of the connecting path.

We attempt to solve the problem of managing incoming traffic at two levels. In chapter
4, we tackle the problem of managing incoming traffic in small end networks (LANs). We
implement a prototype of our approach in an actual campus network and demonstrate how
a multihomed LAN can improve its Internet experience. In the second part of our work
(chapter 5), we consider larger end networks like a stub AS. We highlight the complexity
of managing incoming traffic and go on to prove that the problem is NP-complete. We
then propose heuristics and validate our proposals using real traffic traces. To keep our
work in tune with standard network routing protocols, in chapter 6 we propose distributed
versions of our heuristics. We prove that the expected performance of the distributed
heuristics is comparable to that of the centralised approach proposed in the earlier chapters.
Empirical results are used to further validate our claim. Finally, in chapter 7 we present

our conclusions and future direction of our work.
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Chapter 2

Background

Due to large scale deployment of fibre cables, there has been a huge growth in Internet
bandwidth and at the same time prices have gone down. However, as we can see from
table 2.1 ([89]), the growth in Internet bandwidth has not been able to keep up pace with
demand. There are several factors that fuel the growth of Internet traffic. While Internet
penetration rates have saturated in developed countries ([3]), these rates continue to grow
rapidly in other countries. The second factor that fuels Internet growth is due to increasing
intensity of Internet use among existing users. IP routing policy of choosing the shortest
path does not always select the best path or result in good network utilisation. Optimising
and improving Internet performance has and will remain a hot topic of research for the

foreseeable future.

Traffic Engineering is the process of controlling how traffic flows through one’s network
so as to optimise resource utilisation and network performance ([111]). A detailed discussion
on issues surrounding traffic engineering in IP networks is given in [43]. In this chapter
we look at some of the prevalent traffic engineering techniques from a perspective of our
research work. Based on the scope of application, we study traffic engineering techniques

under three groups: (i) Intradomain traffic engineering (ii) Interdomain traffic engineering

12
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and (iii) Internet-wide traffic engineering. Based on our quantitative evaluation of the
different traffic engineering techniques, we propose a general model for managing incoming
traffic. Network models that will support load balancing of incoming traffic are discussed.
Finally we review those works that are related to ours in terms of the traffic input, network

model and goal.

Table 2.1 Annual Growth in Internet Traffic and Bandwidth.
2003 - 04 | 2004 - 05 | 2005 - 06

Average Traffic 104% 50% 75%
Internet Bandwidth | 45% 43% 47%

2.1 Intradomain Traffic Engineering

Inside a domain, a link state protocol (also called Interior Gateway Protocol, IGP) like
OSPF ([72]) is used to flood the topology information to all routers within the routing
domain. Best end-to-end paths that optimise certain metric chosen by the network admin-
istrator are computed locally at each of the routers. Traffic is then routed through these
pre-computed paths. Traffic engineering goal within a domain is to improve traffic distribu-
tion throughout the entire network. The IGP link cost metric greatly influences utilisation
of intradomain links. A number of intradomain traffic engineering works has been centered
on determining the optimal link cost weight. Techniques to set optimal OSPF weights for
a known traffic matrix is proposed in [28], [52]. A proposal to distribute traffic over equal
cost multi paths is given in [107]. Typically, link cost is set to inverse of the link bandwidth.

Default OSPF link cost setting on Cisco routers is described in [6].

Interdomain traffic engineering on the other hand refers to managing the route of pack-
ets that flow across domains. Although intradomain and interdomain traffic engineering
are usually treated in isolation, there is a strong correlation between the two ([96], [73]).

Interdomain traffic engineering can greatly impact traffic on intradomain routes ([19]). At
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the same time internal network traffic also have a substantial contribution on the overall
network latency ([90]). A large end network like an AS is usually an interconnection of
smaller networks spread over a large geographical area. The influence of intradomain traffic
on interdomain traffic cannot be ignored, especially for such large end networks. Thus one
of the objectives that we consider in our problem while selecting an egress route is the
intradomain link cost. The periodic link state updates of intradomain protocols do not
include any traffic engineering metrics. To facilitate intradomain traffic engineering, the
Internet Engineering Task Force (IETF) has proposed extensions to link state protocols.
Such traffic engineering extensions primarily mean piggy-backing some performance met-
rics along with the periodic link state updates. For example, OSPF-TE ([44], [24]) adds
traffic engineering capabilities to OSPF by incorporating available bandwidth information,
hop count etc. along with the link state updates. In this work, the intradomain proto-
col deployed is assumed to be OSPF-TE. Intradomain link costs are set proportional to

available bandwidth of the links.

2.2 Interdomain Traffic Engineering

Most of the work after the concept of traffic engineering was introduced concentrated
on intradomain traffic engineering. However, with the rapid growth of Internet traffic,
researchers realised that interdomain resources are also a frequent source of bottleneck. In-
terdomain traffic engineering requirements are driven by the motivation to balance traffic
on the multiple egress links of a network, reduce cost of carrying traffic and optimise use of
resources. BGP ([112]) is the current de-facto interdomain routing protocol. Understand-
ably, majority of the work on interdomain traffic engineering revolves around BGP. Yet,
there are also a number of interdomain traffic engineering techniques that do not involve
BGP. In this section, we initially look at techniques that function independent of BGP.

Then we study in detail interdomain traffic engineering with BGP.
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2.2.1 Edge-based Bandwidth Managers

The Internet link of an enterprise is usually subscribed by a number of users. Some of these
users may over-subscribe and thus have an influence on the overall performance. In order
to fairly distribute the resource among the users, a bandwidth manager is installed at the
edge of the network to control the incoming and outgoing traffic. The most popularly used
edge-based managers are policy-based. A network administrator defines policy rules on the
basis of which network packets are matched. Traffic shapers ([97]) identify and categorise
specific network traffic and then constrain each category to use no more than a specified
amount of bandwidth, queuing the excess packets for later transmission. Traffic policers
are similar to traffic shapers but the excess traffic is dropped or marked. Such policy-based
managers will not be effective on inbound traffic since they act on the traffic after it has

already traversed the egress link and consumed the bandwidth.

Another class of bandwidth managers called dynamic bandwidth managers track the
network traffic on a long-term basis and then depending on the average usage, allot band-
width to users. This scheme, however, cannot meet the short-term burst requirement of
users. Surveys of traffic engineering techniques are available in the literature ([64], [78]).
In multihomed networks, the general principle used is to find the best outbound route to
reach a destination based on active or passive measurements. A number of tools both from
the research community ([21], [57]) as well as commercial ones ([4], [9], [1], [10] and [8])
are available. In general these tools aim to improve end-to-end performance rather than
distributing the Internet traffic among egress links. For inbound traffic, DNS cycling tech-
nology ([21]) is used, but such techniques for inbound traffic control are coarse and does

not direct inbound traffic to the least loaded link.
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2.2.2 Rate Control Techniques

Internet traffic being mainly TCP, another way we can control incoming traffic is to try
to influence the behaviour of the remote TCP sender. These techniques are collectively
referred to as rate control techniques. The sending rate of a TCP source is determined by
its window size, round trip time and rate of acknowledgments. A TCP receiver tries to
influence the sending rate of the source by modifying its ack number and receiver window
fields in acknowledgments and by modulating the acknowledgment rate. Three methods
that are widely used are - Window Sizing, ACK Pacing and MSS Shrinking. Huan-Yun
Wei et. al. ([59]) have done a detailed analysis of these methods. Karandikar et. al. ([74])
proposed a hybrid approach that combines Window Sizing and ACK Pacing. Another way
a TCP receiver can influence the sender is to advertise a zero window size and force the
sender into the zero window probe (ZWP) mode ([55]). During this mode the sender will
freeze all re-transmit timers, enter a persist mode and send probes until the receiver window
opens up. ICMP, an error reporting mechanism included with all TCP/IP implementations
is also used to induce the behaviour of the TCP sender. ICMP Source Quench Message
can be used to inform the sender to reduce its transmission rate ([79]). However, the use

of ICMP is crude and not effective.

Rate control techniques are used when the demand for network resources far exceeds its
capacity. Though congestion control mechanisms are necessary and powerful, they are not
sufficient to provide good performance under all circumstances. These techniques try to
control congestion by limiting the amount of data entering the network whereas our goal is
to alleviate congestion by spreading data more evenly. Rate control techniques should be
tried as a last resort to control congestion. The study of such active control mechanisms is

beyond the scope of the thesis.
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2.2.3 Egress Route Selection

Selecting different egress routes for Internet traffic flows can have diverse effects on the
resource utilisation of an end network. Egress route selection techniques can react swiftly
to traffic dynamics. The principle is to select egress routes based on an optimisation routine
and network-wide performance objective. A straight-forward application of egress router
selection would be to manually configure each router in a domain with a fixed ranking of
egress points for each destination. Such fixed ranking of egress points, although robust,
cannot adapt to traffic dynamics and topology changes. In order to account for traffic
dynamics, we need to dynamically rank the egress routers. A number of works on dynamic
ranking of egress routes is available in the literature ([93] and [77]). A more detailed survey
on egress route selection techniques is given in chapter 5. In this dissertation we assume
that the source network has no control on network routing, except on the choice of exit
points from a set of possible paths. In this context, our work is similar to the egress route

selection problem.

2.2.4 Traffic Engineering with BGP

Although BGP was not designed with traffic engineering goals in mind, nevertheless a
large number of works on interdomain traffic engineering involves tweaking BGP. The
operation of BGP is fairly simple. There is no broadcasting of information. A BGP router
establishes a TCP session with another BGP speaking router. Routes are first advertised
when the session is established. Thereafter, routes are updated when they change. Routes
for destinations that become unreachable are removed. A route advertisement indicates
the reachability of a network. It consists of a network address and a mask representing a
block of contiguous addresses. Figure 2.1 shows a simplified BGP network of five ASes. In
this topology, the stub AS, AS1, will announce reachability of its own address 16.1.2.0/24.
There are two variants of BGP. The eBGP variant is used to announce reachable prefixes

between neighbouring ASes. The iBGP variant is used to announce reachability within a
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domain.

Inter-domain Links
Intra-domain Links

Fig. 2.1 A simplified Internet topology.

Working of a BGP Router

A BGP router with several BGP peers will accept advertisements from each of the peers.
To begin with, the BGP router applies an input filter for each BGP peer and selects only
acceptable advertisements. For example, a BGP router may accept advertisements contain-
ing trusted ASes only. In case there is more than one BGP peer, the first step will usually
result in multiple routes for a given destination prefix. The second step in the BGP decision
process is to select from among the multiple routes for a given destination prefix, a single
best route. The routing table will be populated with the next-hop of these best routes.
Thirdly from among these best routes the router will select routes that will be advertised
to other BGP peers. At most one route will be advertised for each reachable destination.
Routers learned from upstream providers or peers are usually not exported because there is
no economic incentive to transit traffic from providers and peers. However, routes learned
from customers will be exported to all other BGP speakers. In the second step, a BGP
router needs to select one route from among several routes to reach a destination. To

allow operators a more systematic approach in this decision process, in the BGP announce-
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ments along with destination prefix, several additional attributes are advertised. In table
2.2 we list the important attributes in order of their preference. A common technique of

traffic engineering with BGP involves manipulating the value of these attributes ([47], [29]).

The first attribute local-pref, is an administrative cost specifying the preference among
the different routes toward a given destination. The route with the highest value of local-
pref is considered the best one. This attribute is set upon receipt by the local router. The
second attribute AS path is the list of AS through which the announcement passed. The
second rule, therefore, is to select the route with the smallest AS path. The third attribute
origin type concerns how the originating AS learned about the route. The rule here is
to prefer IGP over EGP (Exterior Gateway Protocol, this protocol is nowadays no longer
used). The fourth attribute multi exit discriminator (MED) can only be used between a
pair of AS that share more than one route. This attribute is used to prefer one egress point
over the other. The rule is to prefer the route with lowest MED value. Routes that do not
have a MED attribute are assumed to have the lowest MED value. The fifth rule prefers
route learned through eBGP over those learned over iBGP. The sixth rule prefers the next
hop to a destination that has the lowest IGP path cost. The objective of this rule com-
monly referred to as hot-potato routing, is to get rid of a packet as soon as possible so that
minimal resource within the domain is consumed. The last rule is to prefer the route with
the lowest router id (IP address of the BGP peer). This rule is also called the tie break-

ing rule, because in case the first six rule has failed to obtain a single best route, it will do so.

Controlling Outbound Traffic

The first technique to control outbound traffic is to use local-pref attribute. This optional
attribute is used inside a domain only. A BGP speaker upon receiving an advertisement,

inserts the local-pref attribute before distributing the route via iBGP to other routers of
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Table 2.2 Attributes of a BGP advertisement.
Step | Attribute Which AS controls? | Effect of TE
1 Highest local-pref | local outbound
2 Shortest AS path | peer inbound
3 Lowest origin type | neither neither
4 Lowest MED peer inbound
5 eBGP over iBGP | neither neither
6 lowest IGP cost local outbound
7 lowest, router id neither neither

the domain. For example the local-pref attribute could be set in such a way that a high
bandwidth link is preferred over a low bandwidth link. Another practice to load-balance
outbound traffic is to set local-pref value based on passive or active measurements. A second
technique often used by large transit providers is to invoke hot-potato routing. Most of the
BGP-based interdomain traffic engineering work is devoted to controlling the outbound
traffic ([109], [83], [106]). Commercial solutions to manage Internet connectivity based on
BGP-based techniques are also available ([10], [2]). In this dissertation our main goal being

to control incoming traffic, we do not go into the details of these approaches.

Controlling Inbound Traffic

The key challenge in inbound traffic control is that the local domain needs to influence
the behaviour of the remote domain, which in turn may have conflicting traffic engineering
goals. The first technique is to use the MED attribute. This attribute can be used between
a pair of domains connected via multiple peering links. For example in figure 2.1, AS2 has
two external links with AS3: Ry, — Rs; and Ry — Rse. If AS2 finds that the link Ry, — Rs;
is congested, then it could reduce the traffic on the link by increasing the MED value,
router Ry; advertises. This will make the other link Ry3 — R3s more preferable to AS3. A
common method is to set the MED value equal to the IGP cost toward the next-hop. The
drawback is that this technique can be used only between ASes that have multiple links

and it requires a bilateral agreement.

TH-775_014101



The second technique an AS can use to influence incoming traffic is called AS path
prepending. The idea is to reduce the preference of a link by prepending multiple copies of
its AS number to the AS-path, thereby artificially inflating the AS-path length. Lets again
consider figure 2.1. The stub AS, AS1, receives traffic from two links: R;; — Ry (AS2)
and Ry; — R43 (AS4). AS1 wants to move some incoming traffic from AS4 to AS2. AS1
can effect this by prepending its own AS number on the advertisements it sends to AS4.
This will make the routes of AS1 advertised via AS2 more preferable to other ASes, than
to those advertised via AS4. The challenge, here is that the amount of prepending required

needs to found by trial and error.

The effectiveness of the above two techniques will depend on how the destination and
transit ASes have tuned their outgoing traffic. For example in figure 2.1, if AS3 has tuned
its local-pref attribute such that its traffic destined for AS1 is routed through AS4, then
no change in MED or AS prepending can force AS3 to route traffic for AS1 via AS2. BGP
allows very limited control over incoming traffic. Therefore, proposals to control inbound

traffic should be collaborative ([20]).

The third technique used is called selective announcement and it does not involve tweak-
ing of the BGP attributes. The idea is to announce different route advertisements on
different links. Consider figure 2.2, AS2 has two egress links, one with AS3 (Ry; — R3;)
and the other with AS4 (Ry3 — Ry;). Further let us assume that AS2 uses two subnets
within its domain: 16.1/16 and 17.1/16. In order for AS2 to balance the incoming traffic,
it will announce the subnet 16.1/16 on the link with AS4 and the other subnet 17.1/16 on
the other link with AS3. The problem with such an announcement is that if one of the
link fails, the subnet announced through that link will become unreachable. While routing

packets, an IP router always selects from the routing table the most specific route for each
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packet. Taking advantage of this fact, we have another variant of selective advertisement
which allows more precise control of the incoming traffic and at the same guarantees a fall
back link in case of a failure. The technique is to announce a large prefix on all links for
redundancy but prefer some links for part of this prefix. Continuing with our example,
let us suppose that AS2 additionally announces the prefixes 16/8 and 17/8 on the links
Ry1 — R31 and Ry3 — R4y respectively. In the case of failure of link Ry3 — Ryq, hosts having
prefix 16.1/16 will still be reachable through the other link Ry — R3;. The drawback of this

approach is that it increases the size of BGP routing tables on all routers on the Internet.

Another technique used is community-based traffic engineering. The communities at-
tribute is an optional 32 bit value used by ISPs to attach optional information along with
the route advertisements. For example, pre-defined community values can be attached to
set the local-pref attribute, not to include certain routes in the advertisements etc. The
BGP community attribute is described in [98] and detailed survey on the utilisation of
this attribute can be found in [88]. The main drawback is that this technique relies on ad
hoc definition of community values and error-free manual configurations. Moreover, this

technique is not scalable.

........ Inter-domain Links
—— Intra-domain Links

17.1116;
16/8

Fig. 2.2 Incoming Traffic Control in BGP.

TH-775_014101



2.3 Internet-wide traffic engineering

As we have seen in the previous sections, intradomain or interdomain traffic engineering
alone cannot guarantee a good end-to-end Internet routing performance and resilience. Co-
operation among all participating networks is required. To address these issues, researchers
have proposed Internet-wide infrastructure called overlays. In overlay routing, virtual links
are established across several networks throughout the Internet. Whenever, a network
participating in the overlay finds that the Internet route to a destination as determined
by BGP does not offer the expected performance, it can route the traffic via an alternate
path using overlays. Research studies advocating overlay routing can be found in [102],
[23]. In this dissertation our main goal is to optimise the utilisation of Internet paths that
is in under the control of the local network. The study of overlay routing techniques is ,

therefore, beyond the scope of our work.

2.4 General Model to Manage Incoming Traffic

Putting together the information gained from our review of the different traffic engineering
techniques, we summarize a general model for controlling incoming traffic (figure 2.3). The
first step is to measure the incoming traffic on each of the egress links (per-link monitor). We
can monitor a number of QoS parameters of the incoming traffic. In this work we monitor
bandwidth, a prominent QoS parameter and try to optimise it. Based on the bandwidth
utilisation of the egress links and policies specified by the network administrator, the second
step is to mark the links (Link Marker). Depending on how the network administrator
specifies the policy there can be different models. In this work we look at two models.
In the first model (described in chapter 4), a threshold value is defined for each of the
links. A link is marked if its utilisation exceeds the threshold value. In the second model
(described in chapter 5) we compute an optimal utilisation value for each of the link based

on total traffic entering the network and available bandwidth of the links. A link is marked
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if its utilisation is above the optimal value. Finally, outbound traffic of those users whose
inbound link is marked is classified on a per-user basis. The regulator then acts on the
outbound traffic of some or all of these users. The action that the regulator can take are

delaying or re-routing of the outgoing traffic.
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Fig. 2.3 General model to manage incoming traffic.

2.5 Network Support for Managing Incoming Traffic

In this work our aim is to load balance the incoming traffic by moving users from one egress
link to the other. Incoming traffic on the egress links are monitored. If we observe that
inbound bandwidth of a link is congested, a user or a group of users assigned to that link
is selected and their outbound traffic is redirected to a relatively non-congested link. In
this section we propose network models which can be used in our solution. The primary

supports that the underlying network model should provide are:
i. Both incoming and outbound traffic of a user follow the same egress route.

ii. Allow the egress route of a user to be re-assigned dynamically.
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2.5.1 NAT-based Model

The first network that we consider is one which does not have an independent IP address of
its own and uses the IP address assigned by its provider. This is particularly true for small
stub networks like LANs. The standard practice in multi-homed networks is to advertise
reachability to only the IP address prefixes alloted by the ISP ([105]). Figure 2.4 show a
small end network (LAN) connected to two ISPs. Typically users of the network will be
distributed manually between the two ISPs by assigning IP address of the respective ISP.
To preserve the limited number of IP addresses, users are assigned private IP address and
their Internet traffic is routed using NAT or proxy servers. We illustrate our network model
using two private IP address prefixes 192.168.0.0/24 and 192.168.1.0/24. To make the re-
assignments easier, each user of the network is assigned two IP addresses, one from each of
these pools of private prefixes. To change the egress route assignment a user merely needs
to change its default gateway. Network Address Translation (NAT) is then used to send
outbound packets with a source IP address associated by the ISP with that outbound link.
The corresponding return traffic will automatically come back via the same link, because
that link is the only link servicing that address range. In our example the first private IP
address prefix is translated in router R1 and the second IP address prefix in router R2.
NAT-based solutions are frequently used to control the flow of incoming traffic ([21], [57]).
Even though a user is assigned two IP addresses, all external traffic of the user will be
routed through one of the egress routes only: the default egress route of the user. In order
to change the egress route of a user all we need to do is to change the default route of the
user. After the egress route of a user is changed, if the user initiates a new Internet session
the traffic will follow the new egress path. The question now is what will happen to the
ongoing traffic flows of the user? This abrupt re-routing of the user will cause all active
sessions of the user through the previous egress route to fail due to change in the source 1P
address. Most implementations of load balancing ignore such ongoing connections on the

pretext that Internet connections are short-lived. While it is true that most of the Internet

TH-775_014101



connections are short-lived, the bulk of the bandwidth is consumed due to a few long-lived
flows. Measures on how to preserve the on-going active sessions of a user are proposed in

chapter 4.

An alternative implementation would be to use a single IP address prefix network-wide
and then direct the default route of all users to a centralised bandwidth manager. The task
of selecting egress routes and translating of network address is delegated to this centralised
controller. The manager keeps track of which users are assigned to which routes and
perform the address translations accordingly. This is the approach that we have adopted
in our prototype implementation given in chapter 4.

........ Egress Links

ISP1 ISP2
i s —— LANLinks
E'I ‘\‘ ,”’ Ez

5
@

192.168.0.1/32; 192.168.1.1/32
Default Route : Ry

Fig. 2.4 Managing user movement in a LAN.

2.5.2 BGP-based Model

In the second model, we consider stub networks that have a block of IP addresses inde-
pendent of its ISPs. While NAT-based solution by far is the most practical solution for
controlling incoming traffic, NAT-based solutions are however not scalable for large do-
mains with many hosts behind the NAT. In case of such large networks where NAT-based

solutions fail to scale, we propose tweaking of BGP policies to meet our objective. BGP
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being the de-facto interdomain routing protocol, changes to BGP policies are usually pro-

posed in work that involve interdomain routing ([37]).

Let us consider a stub AS, AS1 (as shown in figure 2.5), with two egress links E; and
E5 connecting to two different service providers. For simplicity let us assume that the AS
has two subnet addresses 17.1/16 and 16.1/16. The first network model we propose is using
selective advertisement. Subnet 17.1/16 is advertised on link F; and 16.1/16 is advertised
on link F5. Each user is assigned two IP addresses, one from each of the subnets. As in
the case of NAT-based model, all external traffic of a user will be routed through one of
the egress links only (the default egress route). Once the egress route of a user is changed,
traffic of new sessions initiated by the user will follow the new route. However, unlike in
the NAT based model, ongoing sessions of the user will continue uninterrupted as the user
will be visible through its previous egress link also. The disadvantage of this method is
that fifty percent of the IP addresses are wasted. To reduce wastage in IP address we can
initially allot each user a single IP address. Once a user is selected to move to a new egress
route it is accordingly assigned a second IP address. The first IP address assigned to the
user is revoked once there is no external traffic on that interface. A similar network model is
used to control incoming traffic in [21], where a user is assigned an IP address dynamically
depending on which egress route is used to reach a destination. In our route control ap-
proach, a node will require to handle connections using more than one IP address in order
to preserve the active connections of a user (more details in chapter 4, section 4.4.4). Such
a network model may not be able to handle this transparently without making changes to

the node software.
In our second proposed network model, we use selective sub-prefiz advertisements. We

partition the original IP address prefixes into groups and then advertise these prefixes.

For example, we could partition the users of the domain into groups of 64. Thus, adver-
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tisements on links F; and Fs will be 17.1/26, 17.1.0.64/26 --- and 16.1/26, 16.1.0.64/26

- respectively. Once we change the egress route of a user group, say from link F; to
E5, we change the BGP route advertisements simultaneously. We announce the prefix of
the user group on link Ey and withdraw the prefix from E;. The first advantage of this
model is that there is no wastage of IP addresses. Secondly, once the route of a user group
is withdrawn and re-advertised through a new route, all traffic destined toward the user
(including traffic of ongoing sessions) will start following the new route immediately. This

is ideally the model we prefer for an effective solution of our problem.

An issue with the use of sub-prefixes is that many ISPs filter out small IP prefixes
advertisements. The reachability of the sub-prefixes announced is, therefore, not guaran-
teed. The challenge would be to announce sub-prefixes that are acceptable to the uplink
providers. Subdividing of prefixes for load balancing, however, is a standard practice in
multihomed networks ([30]). The other issue is with regard to time taken for route con-
vergence. BGP route convergence typically range from seconds to tens of minutes ([80]).
The frequent route updates required in our model may cause route convergence problems.
BGP route convergence time has always been a source of concern and several techniques
have been proposed to reduce it ([32]). The heuristics that we propose proceeds in periods
(each period is 5 minutes). During each period it is expected that some route updates will
be required. However, our algorithms are designed in such a way that once a user is moved
it is not considered for re-assignment for the next several periods. This means routes of
users that have been moved will converge before it is selected again for re-assignment. Thus
delay due to BGP convergence will not have a serious impact on the performance of our
heuristics. Moreover, tools have been developed ([47]) which allow network operators to

predict flow of traffic due to changes in BGP policies.
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Fig. 2.5 Managing user movement in a stub AS.

2.5.3 Host Identity Protocol (HIP) Architecture

The Internet has essentially only two global namespaces (IP addresses and DNS names)
to meet all its computing needs. One of the main deficiencies of the current namespaces is
that it does not allow dynamic readdressing. This handicap has prevented a large number
of constructive research proposals in IP multihoming and mobile computing from being
successfully implemented. The Host Identity Protocol architecture ([115],[117]) has been
proposed by Internet Engineering Task Force (IETF) to address this issue of dynamic
readdressing as well as other deficiencies in the current namespaces. The IP addresses
are currently used both for topological location (routing packets) as well as end-point
identifiers (identifying the physical network interface). In the HIP architecture the locators
and end-point identifiers are separated. IP addresses are still used as locators but the
end-point identification is done using host identifiers. In this architecture, address changes
are straightforward. A node while in communication can directly change its IP address by
changing its binding between the host identifier and IP address. The node informs its peer
about the address change by simply sending HIP readdress packet. Once the peer accepts
the new address, the active sessions (as well as new sessions) between the peers will be

seamlessly transferred to the new address.
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The HIP architecture has been shown to work well between hosts that use this architec-
ture. There has been a consistent effort from the IETF to make this proposal an Internet
standard and subsequently for its Internet-wide deployment. The latest developments on

this architecture are availableonline in its official charter at [116]

2.6 Related Studies

In the previous sections as well as in the following chapters we review a number of works
which are related to our work in terms of the techniques used, approach and application. In
this section, we study those approaches that are related to our work in terms of the input,
network model and goal. In particular, we look at models that try to load balance traffic
in a multihomed environment. We study the evolution of such models and their quest to

represent a real multihomed environment.

Online problems are those which receive their input incrementally, one piece at a time.
In response to the input seen so far, an online algorithm must generate output not knowing
future input. An extensive systematic study of online algorithms started after Sleator and
Tarzan ([103]) suggested comparing an online algorithm with an optimal offline algorithm.
The term competitive analysis was coined to measure the performance of online algorithms
([75]). In a competitive analysis an online algorithm A is compared to an optimal offline
algorithm OPT. An optimal offline algorithm knows the entire input sequence in advance
and can process it optimally. Online algorithms have been used to solve many interesting
problems including those of load balancing. In the classical online load balancing problem
([27]), there are n parallel machines that is used to process a sequence of independent tasks
or jobs. Upon arrival, a task is assigned to one of the machines immediately. Arrival pat-
tern of the tasks is not known. Each task is associated with a weight and a duration which
may or may not be known in advance. The load of a machine is the sum of the weights

of the jobs present on the machine at that instant. The goal is to minimise the maximum
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load, though other goals can also be considered. In special cases, re-assignments of tasks to
machines are allowed to improve the overall performance. However, re-assignments are an
expensive process and should be limited. The online load balancing problem arises in many
scenarios where allocation of resource is involved. An example (cited in [27] also) is where
each machine represents a communication link with bounded bandwidth. The problem is
to assign request for bandwidth from users to one of the links such that maximum load
on the links is minimised. Azar et. al. ([27]) proved using randomised algorithms, that
the optimal competitive ratio achievable for the load balancing problem with n machines is
2-1/n. Randomised algorithms have often been used to solve online problems since on an
average they can obtain better competitive ratios. The power of randomisation to tackle

online algorithms has been explored in [26].

One may consider that online load balancing models are similar to our problem in the
sense that the mode of input and final goal is analogous to our problem. Moreover, it also
allows re-assignment of user traffic to improve performance. However, there are significant
points of differentiation with our problem mainly with reference to the assumptions of net-
work traffic. Firstly, in the online load balancing, bandwidth of the links are assumed to be
known (constant) whereas in our case it will vary because of cross traffic and route changes.
Secondly, in the load balancing model, bandwidth of a traffic flow will remain constant for
the entire duration of the flow. In our problem, both the bandwidths as well as duration
of flows are unknown and the bandwidth of a flow will vary over time. Thirdly, all of
the proposed online load balancing algorithms available in the literature have a centralised
controller. In this work, our goal is to propose both centralised as well as distributed algo-

rithms for our problem.

Realising the need to study the dynamic nature of network behaviour from a host’s

perspective, Karp et. al. ([76]) initiated such a study by proposing a simple model. In this
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model, a host A wants to transmit the maximum possible packets (with no packet drops)
to another host B. An adversary is used to dynamically vary the bandwidth of the link
connecting the two hosts. A number of randomised algorithms were proposed for this sim-
ple model ([76], [25]). Later this simple model was extended to represent a more realistic
network ([37]). We call this extended model Karp’s model, so as to bring a distinction with
our model. In Karp’s model, host A and host B are connected by N paths. The bandwidth
on each of this path varies over time. More specifically, the bandwidth, ¢;(t), of path i at
time ¢ is not known except for a upper and lower bound called the pinning interval. z;(t) is
the amount of traffic offered to the path g it is assumed that the x;(t)'s can be measured.
The total traffic D is then given as, D = Zf\; z;(t). The goal is to distribute D over the N
paths such that there is no congestion on the paths (i.e. no packets are dropped). In case a
feasible solution exists, the aim is to find the solution with the least convergence time. The
other aim is to re-assign as little traffic as possible in between the paths. In other words
their goal is to develop an iterative algorithm which narrows the pinning interval during
each iteration till it finally converges to ¢;. The authors ([37]) model the uncertainty in
the problem as a search game. They attempt to solve the search game in two steps - static
and dynamic search games. Initially in the static search game, algorithms are proposed
assuming both available bandwidth of the paths as well as information about the network

topology are known. Later these assumptions are relaxed in the dynamic search game.

Given that the Karp’s model tries to re-distribute network traffic across multiple paths,
their network model is analogous to the one we consider in this dissertation. In order to
highlight the complexity of our problem we initially perform an offline analysis, where we
assume both the available bandwidth as well as input traffic to be known. The offline
analysis of our problem is equivalent to the static search game of Karp’s model. We
demonstrate that an exact solution of the offline problem is possible only if the input

traffic is appropriately discretised. Similar observations have been made in the Karp’s
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model too. They observed that in the absence of appropriate levels of discretisation, one
may not be able to find a feasible solution. For the dynamic scenario, the aim of Karp’s
model is to distribute a given total traffic D over N paths in the presence of imprecise
information about network topology and bandwidth. In the real world in addition to
network measurements being inaccurate, the arrival pattern of input traffic will be dynamic
and unpredictable. To make our model more realistic we assume that the input traffic is
unknown and that it arrives in installments (as in the case of online problems). We do
not make any presumptions about the network traffic. Based on the input network traffic
seen so far, our aim is to make provisions for the next time period, such that the traffic
load on the multiple links is balanced. Although our assumptions made about network
behaviour is similar to that of the Karp’s model, the mode of input traffic in our problem
is comparable to that of the online problems. In other words we have incorporated the
uncertainty involved in both the Karp’s model as well as in online problems. This makes

our problem more difficult than either of these two models.
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Chapter 3

Survey of Bandwidth Estimation

Techniques

3.1 Introduction

Traffic engineering techniques cannot create additional bandwidth; they give preferential
treatment to some packets while restricting other packets. In a multihomed site all the
links may not be fully utilised at any given instant. While one link is congested other
links may be lightly loaded. In order to load balance the links, the first step would be to
monitor and detect congestion on the links. In this work we propose to monitor the avail-
able bandwidth on the egress links. Our primary objective is to fully utilise the resources
at our disposal. We understand there exists a common bottleneck point in the provider’s
network through which all flows of the end network has to pass through. We call such
a path as the so called connecting path. The main congestion is assumed to be on this
path. A formal definition of connecting path is given in chapter 4. In this chapter our aim
is to devise a methodology for measuring the available bandwidth of the connecting path.
There are two key technical issues underlying the design of such a tool. Firstly, the tool

should be able to identify the common bottleneck point. Secondly it should provide an

34
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estimate of the available bandwidth of this bottleneck path. In general, the tool that we
seek to design should be able to measure hop-by-hop available bandwidth of Internet paths
and locate bottleneck positions in the Internet. Additionally, the tool should perform the
measurements without cooperation from the remote end. The Internet being a collection
of uncooperative networks, this is an important requirement from a deployment point of

view. Finally the tool should be light-weight.

The ability to locate bottleneck link along Internet paths, other than allowing multi-
homed networks to avoid bottleneck links is of great interest to end users as well as network
operators. End users can use the information to estimate performance of a network path to
a given destination. The knowledge of bottlenecks can provide network operators insight
into the causes of congestion and ways of circumventing it. Flows that share a common
bottleneck resource can benefit from cooperative congestion control strategies ([95]). Due
to the intriguing nature of the problem and its practical importance, a number of techniques
as well as tools have been proposed to measure bandwidth on Internet paths. Given the
large array of tools and techniques publicly available to estimate bandwidth, we first review
these open source tools. Our aim is to inspect the possibility of tailoring one or more of
these tools to meet our prescribed design. The survey is in two parts. Initially we examine
those tools which can measure available bandwidth on Internet paths. The intention of this
first part of our evaluation is to review the existing technologies used to estimate available
bandwidth and comment on their accuracy. In the second part we analyse those tools that

can locate bottleneck points on Internet paths.

3.2 Bandwidth Estimation Techniques

In the context of data networks, the term capacity or bandwidth of a path means the
maximum bandwidth that a flow can achieve when no other traffic is present. Avail-

able bandwidth means the maximum bandwidth that such a path can provide to flows,
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given the existing traffic it is already carrying. Network measurement techniques are of
two categories: passive measurement ([61]) and active measurement ([34], [63]). Passive
measurements work on network traces collected earlier. Although they are efficient and
accurate, their scope is limited to network paths that have recently carried user traffic. In
this work we concentrate on the active probing techniques only. Active probing techniques
on the other hand are more useful since they can be used to determine the instantaneous
bandwidth. Typical methods of active probing scheme are packet pair/train dispersion
(PPTD), variable packet size (VPS) probing, Self-Loading Periodic streams (SLoPS) and
Trains of Packet Pairs (TOPP).

In packet pair probing ([34], [36]), the source sends multiple packet pairs to the re-
ceiver. From the measure of the dispersion experienced by the packet pairs, the receiver
computes the end-to-end capacity. In order to cancel the influence of cross-traffic on the
measurement, of capacity a number of packet-pairs are sent and statistical methods are
used to filter out erroneous measurements. In VPS probing ([69], [31]), multiple packets
of a given size are sent. This technique uses the TTL field of the IP header to force the
probing packets to expire at a particular hop. The source uses the ICMP error messages
received from the routers to measure the RTT to that hop. TTLs of the probe packets can
be suitably designed such that the TTL of a pair of probe packets expire at each hop. Thus
VPS probing can be used to measure the capacity of each hop along a path. In SLoPS
([70]), a series of equal-sized packet probe trains is sent at a particular rate. Depending on
the trend of one-way delays experienced by the stream, the sender varies its sending rate
and attempts to bring the stream rate close to the available bandwidth. If the streaming
rate R is greater than the path’s available bandwidth, the stream will cause a short term
overload in the queue of the bottleneck link increasing the one way delays of the probing
packets. On the other hand, if the streaming rate is lower than the available bandwidth,

the one way delays of the probing packets will not increase. While SLoPS overcomes the
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inaccuracy in existing probing techniques, it requires a large number of packet streams and
a very long measurement time which makes it unsuitable for real-time applications. TOPP
([84]) like SLoPS, sends packet streams and gradually increases the stream rate to mea-
sure the available bandwidth. The difference between the two methods is in the statistical
processing of the measurements. More details on bandwidth estimation techniques and a
taxonomy of public available bandwidth estimation tools can be found in the survey paper
by Prasad et. al. ([91]). An up-to-date list of tools for measuring Internet performance is

maintained online at [16].

Bandwidth estimation tools can be classified as either a double end-host (DE) or a single
end-host (SE) tool ([114]). DE tools must be installed in both the source and destination
hosts of target paths, while SE tools in only the source hosts. Since DE tools have access to
both ends they are generally more accurate than SE tools, but they are less scalable since
cooperation of both ends is required. Our main aim being to find tools that can be deployed
in an uncooperative environment, in table 3.1 we provide a list of SE tools along with their
measurement metric and methodology used. Measuring available bandwidth is complex
in practice since it depends on many other factors including latency, loss rate, network
path load and TCP implementation details. A number of studies have shown that existing
techniques to measure available bandwidth provide only a rough estimate. Estimating
available bandwidth requires more coordination between the two ends. This is evident
from the limited number of SE tools that are present to measure available bandwidth.
Zhow et. al. ([114]) presents a comprehensive analysis of the difficulties faced by DE as

well as SE tools in estimating available bandwidth.

3.3 Locating Bottleneck Links

In the preceding section, we have examined a number of techniques and tools that can

measure the bandwidth of bottleneck links. Our next objective towards measuring the
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Table 3.1 Bandwidth Estimation Tools with Single-ended Control.

Tool Measurement Metric Methodology
bing End-to-end capacity PPTD

bprobe End-to-end capacity Packet Pair
cprobe End-to-end available bandwidth Packet Pair
pipechar | End-to-end available bandwidth Packet Pair
clink Per-hop capacity VPS

nettimer | End-to-end capacity Packet pair
pathchar | Per-hop capacity VPS

pchar Per-hop capacity, Latency and Loss | VPS

sprobe End-to-end capacity packet pairs
treno Bulk transfer capacity Emulated TCP throughput

available bandwidth of the bottleneck path is to find the location of the bottleneck point.
Intuitively, if we can locate the bottleneck point, then we can measure the available band-
width using one of the tools reviewed in the previous section. In this section, we review

four tools that can locate bottleneck points along Internet paths - BFind, Spatio-temporal

available bandwidth (STAB), Pathneck and BNeck.

BFind ([22]) operates in a single-ended mode. First, BFind obtains the propagation
delay of each hop to the destination. For each hop along the path, the minimum of the
measured delays is used as an estimate for the propagation delay on the hop. The mini-
mum is taken over delay samples from 5 traceroutes ([15]). After this step, BFind starts
a UDP stream to the destination at a low sending rate and monitors the delay. It also
starts concurrently a variant of traceroute. The hop-by-hop delays measured are combined
with the raw propagation delay computed initially to obtain rough estimates of the queue
lengths on the path. BFind gradually increases the sending rate to build up the queues
of intermediate routers. BFind then finds the routers whose queue sizes have increased
and the corresponding link is identified as the bottleneck link. The lowest probe rate that
induces build up of the queues is regarded as the available bandwidth. The main drawback

of BFind is that it needs to send a large amount of data to fill up the links.
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STAB (]94)]) is a tool that can identify the link with the least available bandwidth on
an end-to-end path. The tool introduces several novel concepts like self induced conges-
tion, packet tailgating and chirp trains. Unlike, BFind it is a relatively light-weight tool.

However, its main drawback is that it requires access at both end points of the path.

Pathneck ([62]) is an active probing tool based on a novel probing technique called
Recursive Packet Train (RPT) which allows end users to locate bottleneck links on the
Internet. A choke link is defined as any link that has a lower available bandwidth than the
partial path from the source to that link. The upstream router for the choke link is called
the choke point or choke router which corresponds to our definition of congestion point
(X) as defined in chapter 4 (section 4.3.1). Figure 3.1 shows an example of a RPT. The
idea is to combine measurement and load packets in a single probing packet train. Each
box is a UDP packet and the number in the box is its TTL value. Measurement packets
are 60 byte UDP packets with properly filled-in payload fields. Load packets are 500 byte
UDP packets used to emulate the behaviour of regular data traffic. The probing source
sends the RPT packets in a back-to-back fashion. When they arrive at the first router, the
first and last measurement packets of the train expire, since their TTL values were set to
1. As a result, the packets are dropped and the router sends two ICMP packets back to
the source. The time difference between the arrivals of the two ICMP packets is called the
packet gap. Due to the way TTL values are set in the RPT, the above process is repeated
at each subsequent router. The sequence of packet gap values from routers along a path
is called the gap sequence. The core part of the algorithm for calculating candidate choke
points involves matching the gap sequence to a step function, where each step corresponds
to a candidate choke point. For each path, the choke points are ranked based on their
average gap value in the probing set. Pathneck does not measure available bandwidth of

the bottleneck path. However, based on the average per-hop gap values, it provides a upper
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or lower bound for the available bandwidth of each link.

measurement load packets measurement
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Fig. 3.1 Recursive Packet Train (RPT).

Alluding to the usefulness of their tool the authors, Ningning Hu et.al claim that path-
neck can be used to address the following two questions in a multihomed network - (i)
Given a set of popular destinations, which upstream provider should be considered, and
(ii) Given a set of upstream providers, which provider should be used to reach a given des-
tination? In actual networks, one would probe from the same source to several destinations
through different upstream providers to measure available bandwidth on the uplink paths.
In the experiment carried out by Ningning Hu et.al, the probing nodes were not located in
the same city. They, therefore, simulate multihomed networks by choosing several nodes
and grouping these nodes based on their geographic proximity. For each geographic group,
bounds on the available bandwidth of the paths from each member in the group to the
same destination are measured. If the lower or upper bound on available bandwidth from
the worst path compared with any other path in the group is more than 50 percent, mul-
tihoming is declared to be useful. Results show that more then 70 percent of the cases are

useful ones.

BNeck ([113]) is an active probing tool that tries to combine the functionality of locating
the bottleneck link, measuring link capacity and available bandwidth in a single tool. The
design of its packet stream is similar to that of pathneck. The TTL of the packets in the

stream increment linearly from both ends but all packets are of the same size. The source
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estimates the dispersion of the train by measuring the time gap between the two ICMP
packets from each router. BNeck once again uses the idea proposed in pathneck to locate
the bottleneck points. However, to measure the capacity and available bandwidth of the
links, additional probe packets of different sizes are send by the source. This makes the

tool relatively more heavy weight than pathneck.

3.4 Properties of single-ended tools

Based on our evaluation of a large number of publicly available tools to locate bottleneck
points and measure its available bandwidth, we find that the tool pathneck nearly fulfills
all our requirement. Pathneck has a single-ended control, it is light-weight and can detect
bottleneck links on end-to-end path. The only objective that pathneck does not fully meet
is that it does not measure the available bandwidth of the bottleneck link but provides a
upper or lower bound. Given that the bottleneck point can be identified using pathneck,
we can use tools like cprobe or pipechar to estimate the available bandwidth of the bot-
tleneck path. This would, however, mean generating additional probe packets to measure
available bandwidth (similar to the idea used in BNeck). Besides, Dovrolis et. al. have
demonstrated that what cprobe and pipechar estimate is not the available bandwidth but
asymptotic dispersion rate, a quantity which is related to available bandwidth but is not
the same ([34]). In view of the above facts, the available bandwidth information provided

by pathneck is the cheapest to obtain and is considered good enough.

From our analysis of pathneck, it is evident that the technique employed by the authors
is a variant of the variable packet size probing (VPS) bandwidth estimation technique,
described above in section 3.2. The measured RTT to each hop consists of three delay
components in the forward and reverse paths: serialization (transmission) delays, prop-
agation delays and queuing delays. Thus single end-host tools like pathneck, although

primarily want to measure the metrics of the forward path, they unavoidably conflate the
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delays of both the forward and reverse paths ([114]). While this property of conflating
the delays of the reverse path may be a cause of concern for others, in the context of our
problem, it works to our favour since we want to basically measure the metrics of incoming
traffic. Assuming there is very little traffic on the forward path, the metrics measured by
pathneck primarily reflect the properties of the backward path. Our validation of pathneck
on actual Internet paths in an access network reveals that the delays reported by pathneck

are indeed for the reverse path, destination to source.

Estimates of single-ended tools like pathneck which are largely built on ”echo” tech-
niques rely on the timing of the ICMP replies from the target. However, many routers on
the Internet ignore ICMP and do not send back ICMP error replies. Tools based on ICMP
can also yield significant capacity underestimation errors if the measured path includes
store-and-forward layer 2 switches which introduce serialization delays but do not generate

ICMP replies because they are not visible at the IP layer.

3.5 Internet validation of pathneck

In this section we present the results of validating pathneck on Internet paths. As men-
tioned in the documentation of the tool, the number of load packets used is critical to
its performance. Currently, the number of load packets required for a link is empirical
and needs to be discovered using trial and error. In short pathneck does not accurately
measure available bandwidth and in certain scenarios it may fail to provide results. To
check whether the results provided by pathneck are acceptable, we need to know the in-
stantaneous available bandwidth of all the links on the path. However, it is not feasible
to obtain this information for all hops on Internet paths. We, therefore, devise a scheme
to provide a check on the results reported by pathneck. We SNMP probe the edge router
and measure the incoming octets in a given time period. This value divided by the time

period yield the incoming bandwidth utilisation of the particular link. The difference of
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the capacity and utilisation of the link is assumed to be the available bandwidth of the
incoming path. Strictly speaking, the metric so computed is the available bandwidth of
the link that connects the end network to that of the provider’s network. Assuming that
there is only one path that connects the end network to the provider’s network, this link
will always be the first hop of any choke point reported by pathneck. Thus our computed
value of available bandwidth will be an upper bound on the available bandwidth reported

by pathneck.

The tool was tested on different Internet paths. In tables 3.2, 3.3 and 3.4 we show
the comparison of the output of pathneck with our measured upper bound of available
bandwidth on three Internet paths provided by three different ISPs. All bandwidth mea-
surements are in Mbps; "ub”, ”1b”, and "uk” stands for upper bound, lower bound and
unknown respectively. If the available bandwidth reported by pathneck is less than our
computed upper bound, the output of pathneck is accepted else discarded. We found that
under high traffic scenario, pathneck fails to detect choke points. In such cases, the value

of the upper bound is considered as the available bandwidth of the bottleneck path.

Output of SNMP Probe (Upper Bound): 1.449
Output of Pathneck

Hop RTT Choke | Estimated | Hop

Count Point | Bandwidth | Hostname

01 18.222 | . 1.149 (Ib) static115-2.staticcal.vsnl.net.in
02 312.664 | . 588.674 (Ib) | static191-11.staticcal.vsnl.net.in
03 34.126 | 1 1.056 (ub) | 59.163.16.73.static.vsnl.net.in
04 0.000 | . 0.000 (uk) | 0.0.0.0

05 78.743 | 2 1.038 (ub) | 59.163.16.13.static.vsnl.net.in

Final Output (Available Bandwidth): 1.056
Internet Service Provider: VSNL (Capacity: 2 Mbps)

Table 3.2 Detecting bottleneck links and measuring its available bandwidth
on a low bandwidth Internet path.
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Output of SNMP Probe (Upper Bound): 1.16

Output of Pathneck

Hop RTT Choke | Estimated | Hop

Count Point | Bandwidth | Hostname

01 39.944 |1 1.447 (ub) | kol-guwahati-backbone.ernet.in
02 39.678 1.447 (Ib) | 202.141.139.4

03 99.008 | . 1.169 (Ib) | 125.20.0.253

04 118.277 | 2 0.000 (uk) | 125.21.167.25

Final Output (Available Bandwidth): 1.16 Mbps

Internet Service Provider: ERNET (Capacity: 2Mbps)

Table 3.3 Detecting bottleneck links and measuring its available bandwidth
on a low bandwidth Internet path.

Output of SNMP Probe (Upper Bound): 31.60
Output of Pathneck
Hop RTT Choke | Estimated Hop
Count Point | Bandwidth Hostname
01 0.492 34422 (ub) | 210.212.8.57
02 110.553 | . 12905.551 (1b) | 210.212.8.50
03 15.616 | 2 21.954 (ub) 218.248.255.10
04 58.382 | 3 17.880 (ub) 220.227.53.238
05 58.371 | 1 11.547 (ub) | 220.224.140.33
Final Output (Available Bandwidth): 11.547
Internet Service Provider: BSNL (Capacity: 34 Mbps)

Table 3.4 Detecting bottleneck links and measuring its available bandwidth
on a high bandwidth Internet path.
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Chapter 4

Threshold Based Approach to

Manage Incoming Traffic

4.1 Introduction

Even though there is talk of cheap bandwidth and easy availability of bandwidth, proper
management of the available bandwidth will always be required as costs, quality of service,
and even insufficient bandwidth have to be addressed. In chapter 1, we discussed about the
increasing popularity of multihomed techniques to optimise network resources and improve
download speeds apart from providing resilience from link failures. Multihoming has been
commonly associated with large routers and complex BGP configurations ([2], [109], [20],
[83]). However, the use of BGP in multihoming is not the only solution. Today, multihomed
networks employ a variety of route control techniques other than solutions along the BGP
line ([8], [21], [57]). In this chapter, our goal is to demonstrate how the practical benefits
of load balancing can be reaped in an actual multihomed environment. The networks that
we focus on in this work are small end networks spread over a limited geographical area.
Such networks generally have high bandwidth links to connect the nodes of the network.

We concentrate both on improving the Internet performance as well as optimising the use
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of network resources.

More specifically, in this chapter we present a scheme to utilise the available bandwidth
of egress links in a multihomed local area network (LAN). A threshold limit is defined for
each of the egress links to infer congestion. The scheme monitors the utilisation of the
egress links and re-assigns users or groups of users from one link to another as congestion is
detected on a link. A centralised bandwidth manager acts as the default gateway for all the
participating nodes. This central system is entirely responsible for making and implement-
ing the decisions. Network Address Translations (NAT) is used to provide transparency of
route changes to the source nodes. A general technique of load balancing in multihoming
networks is to manually assign the user traffic to egress nodes based on past performance
(we call this the default approach). We compare our load balancing algorithm to the de-
fault approach and evaluate the improvements in Internet round-trip times (RTTs). We
quantify the effectiveness of our load balancing approach by measuring the number of user
re-assignments. We also address a number of other practical issues such as usefulness of
past history to define link thresholds, admission control and clustering of users to make

management of routing tables easier.

To demonstrate the effectiveness of our scheme, we implement a prototype of our scheme
in an actual campus network. In the first part of our experiment we highlight the benefits
of multihoming vis-a-vis singlehoming. The performance gains of our multihoming route
control technique are comparable to existing multihomed techniques, but our approach is
much simpler and practical. Existing multihomed techniques rely on choosing the best ISP
link ([21]) to realise performance benefits whereas our aim is to improve the performance by
optimising the utilisation of the multiple egress links at our disposal. In order to evaluate
our approach for the general case, where an end network can be multihomed to K ISPs, we

use a 3-multihomed end network. In the later part of our evaluation, we show the benefits
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of multihoming using a coarse granularity of load balancing. Given a network with a fixed
set, of proxy servers used to access the Internet, we show that without disturbing the exist-
ing network setup our route control strategy can be transparently applied for performance
benefits. We identify tactics to fine-tune the value of link thresholds. We illustrate that
by carefully choosing the threshold limits an overall improvement in performance can be
achieved even with a coarse granularity of load balancing. In this chapter our main focus
is on the practical aspects of load balancing in multihomed networks. A detailed analysis
of load balancing in the presence of imprecise network information and alternative tactics

to overcome the short-comings of the threshold approach are given in the following chapters.

Evaluation of existing bandwidth monitoring tools and our strategy to monitor the
egress links has already been discussed in chapter 3. In section 4.2, we give a formal state-
ment of the load balancing problem. We describe our solution mechanism in section 4.3.
Section 4.4 deliberates on a number of additional design issues that need to be consid-
ered during actual deployment. We give details of our implementation in section 4.5. The

experimental setup and results are presented in section 4.6.

4.2 Problem Statement

Figure 4.1 shows an enterprise network (LAN) connected to two ISPs. Given a destination
D, an ideal multihoming load balancing algorithm would select an external link such that
latency to access the site D is the least through that link. However, in practice always
selecting a link that has the least latency would require that we probe all the egress links
for every given destination. This is a practically infeasible proposition. The research
issue addressed is to make the best use of incoming bandwidth available from the different
ISPs. The incoming traffic on the different lines is sought to be controlled by appropriately
distributing the corresponding outgoing traffic among the K ISPs. While load balancing

the egress links, we additionally need to consider the following:
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e not to allow average round-trip times (RTTs) to deteriorate.

e not to cause disruptions in user connections; if traffic from a node is re-routed from

one connection to another, ongoing transfers are to continue unaffected.

e to provide different quality of service to different users.

INTERNET
//
Y 4 \\
/‘ /
I.
. CONNECTING PATH
\ ’
\ !
\
Edge Router 1 (Ewouter 2 (ER2)
ENTERPRISE

NETWORK

[_

[_

Fig. 4.1 A typical enterprise network connected to two ISPs. The user traffic
is assigned to the two ISPs using static routing.

The key assumption made in this chapter is that both the outgoing and incoming traffic

of a user follow the same egress link. The other assumptions are:

e Traffic is primarily TCP. All connections are initiated from within the enterprise

network. Since our focus is on access networks this assumption is not far-fetched.

TH-775_014101



Services offered by the enterprise like web servers can be assigned static public IP

addresses and placed outside the realm of load balancing.

e The main congestion is assumed to be on the incoming bandwidth only. Thus we

basically need to monitor the incoming traffic.

e Sufficient bandwidth is available within the network and there is no congestion within
the network. Latency experienced by Internet traffic is only due to congestion on the

paths connecting the network to the Internet.

4.3 Solution Details

The solution proposed for controlling the incoming traffic consists of three basic steps: (i)
monitor the bandwidth of all the egress links, (ii) based on the results of monitoring, if the
link utilisations are above a pre-defined threshold, re-assign the nodes to a less congested

link and (iii) finally direct the traffic from nodes to their assigned egress link.

4.3.1 Monitoring Incoming Bandwidth

Correctly monitoring utilisation on the egress links is crucial to the performance of our
algorithm. The first issue that needs to be addressed in the monitoring of egress links is,
what parameters do we monitor to detect congestion? Our load balancing algorithm needs
to ensure that the average response times do not deteriorate. A simple and straight forward
approach would be to monitor round-trip times on the egress links. However, measurement
studies have shown that there is little correlation between increased delays (or RIT'Ts) and
congestion ([68], [100]). In bandwidth management a metric of great significance is avail-
able bandwidth. By available bandwidth we mean the maximum bandwidth that a path
can provide to flows, given the existing traffic it is already carrying. The performance of a
link also depends on several other Quality of Service (QoS) parameters like delay, jitter etc.

Bandwidth being one of the most prominent QoS parameter, we propose to monitor the
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(incoming) available bandwidth of the external links. Moreover, if a link has the necessary
bandwidth than the other QoS parameters such as delay and jitter will normally become

minimised.

To measure available bandwidth, we need to know the two ends of a communication
path between which we will measure this metric. One end of the path would obviously
be the egress router of the end network, but what will be the other end? To optimise
the Internet experience of end users, it is crucial to understand the location and traffic
load of bottleneck links. Most of the traffic engineering techniques which target multi-
homed networks usually monitor end-to-end Internet paths ([21], [57]). In such end-to-end
monitoring, ideally one would like to monitor the path for all possible destinations and
select the one with least latency. However, even a small network will access thousands of
destinations and monitoring the path for all these destinations is practically infeasible. A
popular solution is to select the most popular destinations, but even this can be infeasible
for large networks. Moreover, how to categorise a destination as popular is contentious.
The challenge with such selective monitoring is to avoid biasness due to a narrow view of

the network from few probe sites.

In chapter 1, we studied that Internet download speeds may be affected either due to
local or remote factors. Performance considerations due to remote factors require coopera-
tion from external agencies, but those due to local factors can be managed single-handedly
by the end network. In this work we do not want the Internet performance to be affected by
local factors to the extent possible. In the context of Internet bandwidth, this would mean
we want to ensure that the bandwidth available to the end network is fully utilised. We
assume that there is a point ”X” (as shown in figure 4.1) in the provider’s network to which
all packets from the end network have to travel to, and that beyond the point X, there

is sufficient bandwidth available (highways). The congestion (or restriction in available
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bandwidth) is assumed to be only up to point X. In fact there may be more than one path
to the point X, but typically an ISP will provide one path through which all packets of a
customer are routed. The path to this point X from the egress router is referred to as the
connecting path. In the simplest case, the path could be of length 1 if the provider’s peering
border router is point X. In this case where the path is one hop, we can directly probe the
edge router and find out the bandwidth usage. For the general case the point X will not
be known and has to be discovered. The challenge is to have a scheme that is light-weight
and does not rely on co-operation from nodes at the remote end of the connecting path for
making an estimate. We adapt an existing tool pathneck ([62]) to infer the congestion point
and measure the available bandwidth of the connecting path. In the preceding chapter we
provided a comprehensive analysis of the various tools and techniques available to measure

bandwidth and locate bottleneck links.

4.3.2 Assigning Traffic to Egress Links

The second step is to assign network traffic among the various providers. The basic gran-
ularity of assignment in our load balancing approach is a user (IP address). Initially users
are assigned links as per the default static routing policy of the organization. A threshold
value is defined for each of the links. The threshold value of a link indicates the maximum
available bandwidth of the link. Based on the monitoring of the connecting paths, if the
utilisation of a link exceed its predefined threshold, than a user is moved from the congested
link to the least under-utilised link. The users are moved one at a time from the congested
link. The process of moving users continues until the utilisation of the link goes below
threshold, or there are no links available to move the users. The users are moved back to
their originally assigned links when the utilisation of the link goes below the threshold. The
reason behind moving back a user to its default link is that we do not want to disturb the
long term goals of the network. In networks where static routing is used to distribute user

traffic, network administrators apportion the traffic on the basis of past performance of the
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ISP, link capacity and user traffic profile. Our load balancing scheme does not intend to
interfere with the long term strategy of the network. Our aim is to manipulate the routing
strategy for short terms in order to optimise the bandwidth usage. The other reason is
that the count of the number of times a user switches from its original assigned link to a
different link and moves back provides a measure of the effectiveness of our route control
strategy. Consider a scenario where we have two links. If the static route assignments
are such that the first link is always over-utilised and the second link under-utilised, then
moving a few users from the first link to the second will result in overall improvement of
performance and at the same time the number of re-assignments will be low. Therefore,
this count provides us a check on the biasness of the static routing policy. When our load
balancing algorithm is run for a sufficiently long period, the number of times a user moves
out and returns to its original link should be ideally equal. In case there are more than
two egress links, a user may get moved from its default link to a second link and then to a
third link and so on. However, if we track only the two situations where a user moves out

and moves back to its default link than their count should be ideally equal.

4.3.3 Addressing Issues

A stub network may have an independent IP address block of its own or it may use the
IP addresses assigned by its providers. Assume the enterprise network has been allocated
a class B TP address range. To switch traffic from one line to another, the enterprise will
announce a subnet of this address to each of the egress links. In order to route traffic
through a particular link, a user will use an IP address advertised on that link or use
NAT to translate its address accordingly. More likely, an ISP will give to the enterprise
network a set of IP addresses to use and it will only route traffic with these IP addresses as
source/destinations. In such a case, the only way for a node to directly access the Internet
through an egress link is to be allotted an IP address of that link. If a node is to connect to

all the links, than it will be have to be given an IP address corresponding to each link. It
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is unlikely that the number of IP addresses available will allow such a scheme to be imple-
mented. One may argue that a node will need only one IP address at a time, and therefore
a manager could allocate IP addresses on demand. However, as we shall see, a node may
need to be communicating through more than one link at a time to avoid disruptions in
TCP connections. This will require a node to handle connections using more than one
IP address and it won’t be possible to handle this transparently without making changes
to the node software. Proposals to modify the client network stack in general will not be

acceptable.

The network model that we propose to use is the NAT-based model, details of which
have been given earlier in chapter 2. NAT is used to redirect traffic to the desired ISP link.
This approach is transparent to the nodes. While NAT is not able to handle all network
traffic, it is commonly used to operate with a limited number of IP addresses and traffic
that NAT cannot handle can be treated specially. A central bandwidth manager acts as a
central router to the enterprise network and all nodes treat the bandwidth manager as their
default gateway. The manager in turn uses NAT to translate the source IP addresses as
desired and forward packets to the appropriate router and manages the active connections
of a node while switching the node from one egress link to other. In the remaining part of

the thesis we use the term router to mean this bandwidth manager.

4.4 Additional Design Issues

4.4.1 User Classes

In order to make the management of users and routing tables simpler we group users with
similar priority into user classes. However, selecting the maximum size of a user class is
not trivial. If the size is very small it will lead to a finer granularity of load balancing;

but then, the size being small the traffic generated by the class is likely to be less. Thus
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during congestion we may need to move more number of users, to bring down the link
utilisation below its threshold. In other words our load balancing algorithm is likely to
take more time to converge. The number of entries in the routing table will also become
large and unmanageable for a network with a huge user population. On the other hand if
the user class size is big, it will lead to a small, efficient routing table. But a large size may
cause users to oscillate between links. Intuitively, if the user class size is very large then
switching the user to a second link will make the first link under-utilised and the second
link over-utilised. This will prompt our routing scheme to move back the user to the first
link or to a different under-utilised link in case there are more than two egress links. Such
user oscillations (a so called ping-pong effect) can adversely affect the performance of our
route control technique. The other problem with a large user class size is that it will lower
the performance benefits due to the coarse granularity. This leads to the question, what is
the optimal size of a user class? The size of a user class will depend on the Internet usage
intensity of the users. Theoretically, a single long-lived TCP flow can fill up the entire
bandwidth of a link. In chapter 5, we show using simulation, that even the switching of
a single user can trigger the ping pong effect. Ideally the size of a user class should be

dynamic and its size should depend on the usage intensity of the users.

A practical way to address this issue of ping-pong, is to define two thresholds for each
link - a upper threshold and a lower threshold. When a link exceeds its upper threshold
then it signals congestion on that link and if it is below its lower threshold then it means
there is bandwidth available on the link and a user can be accommodated. If the utilisation
of a link is between its upper and lower thresholds, then it means that the link is in a steady
state. No user will be moved from the link but it will not accommodate any new users
either. The other approach is to empirically determine the user class size from experiments.
In chapter 5 we tackle the issue of user oscillating between links by ensuring that once a

user has moved, it is not allowed to be re-assigned for the next few iterations.
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4.4.2 Defining Thresholds

A correct definition of link thresholds is central to the performance of our algorithm. By
threshold, we mean the maximum traffic a link can carry without affecting performance.
In the simplest case, we can measure the maximum traffic that a link can carry without
dropping of packets and fix this value as the threshold. Even if a fixed bandwidth is leased
from an ISP, the lease may be in a shared mode, or the ISP may not be able to provide
guarantees upstream. The maximum traffic carrying capability of a link will, therefore, be
less than its capacity. Traffic carrying capacity of a link will depend on the cross traffic
present at that instant. In general the threshold of a link will vary depending on the type
of service agreement with the provider, behavior of users and time of day. A fixed threshold
value will not be able to take into account such traffic dynamics. A second approach to
define link thresholds would be to correlate the thresholds with the link latencies or RTTs.
As the link latency increases, decrease the threshold value and vice-versa. The issue here
would be the quantum by which we will increase or decrease the threshold value. More-
over, at the same level of utilisation, latency of a link may increase or decrease. As we
have stated earlier, a number of studies have shown that there is little correlation between
increased delays and congestion. The increase in latency may be due to bottleneck on the

remote destination and not because of cross traffic.

In figure 4.2, we plot the link latencies as a function of its utilisation. The link latencies
remain low for small link utilisations but beyond a certain limit the latencies tend to
increase exponentially. This is due to the fact that as the utilisation of a link exceeds its
available bandwidth, packets will get dropped and re-transmissions will occur. For this
particular link, the saturation point is at about 90 percent of the link capacity. The other
observation is that as utilisation of a link increases, though there are no packet drops, its
latency also increases. This may be due to queuing of packets in the upstream router’s

buffer. In general link latencies grow as utilisation of the link increases. This indicates that
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in order to bring about an overall improvement in performance the threshold values should
be defined in such a way that utilisation of all the links are minimised. In other words
traffic on the links should be load balanced. Our third approach of defining thresholds is
based on the past utilisation of a link. In figure 4.3, we show a typical hour-wise utilisation
of a link. During certain periods we find that the link utilisation is at its peak and there
are intervals when the utilisation almost touches zero. Based on the link history we define
the threshold values, such that traffic will be moved out from the link when its utilisation is
high and the link accommodates traffic of other links during periods when its utilisation is
low. The possible threshold values are shown. The assumption here is that utilisation of a
link does not vary to a great extent when considered period-wise. In this particular example
(figure 4.3) we assume that in a 24-hour cycle, utilisation of a link at noon today will be
comparable to the utilisation of the link at the same time yesterday. A similar approach
would be to consider utilisation of all the links and set the threshold values proportionately
to their available bandwidth. During actual implementation (in section 4.5) we show that
the threshold values can be further refined empirically depending on the outcome of our

load balancing algorithm.

4.4.3 ISP Pricing Models

In order to allow flexibility to customers, ISPs have different pricing structures. The pricing
models may be flat-rate, usage-based, advertising-based or a combination of these models.
Goldenverg et. al. ([56]) proposes algorithms to improve performance while at the same
time minimising cost for multihomed networks. In usage-based models, the cost incurred
is based on the volume of traffic which may be either percentile-based charging or total-
volume based charging. Given the cost function of an ISP, the aim is to minimise the total
cost. In [56], the ideal volume of traffic that should be assigned to each ISP is referred to as
the charging volume. Suppose there are 4 ISPs and each of them charge based on the 95th-

percentile; then the minimum charging volume of each ISP is equal to the 80th-percentile of
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the total traffic (since 1-4*(1-95%)=0.80). Once we know the total and per-link traffic vol-

ume, the goal is to assign traffic to each ISP such that their charging volume is not exceeded.

In this work, we assume that the ISP pricing model is flat-rate based. In such a model

the fee paid to an ISP does not depend on the volume of usage, hence our aim has been
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to utilise the maximum bandwidth available. In case a network is connected to differential
cost ISP links, then we can optimise the cost by defining the link thresholds based on the

charging volume instead of link utilisation.

4.4.4 Handling Active Sessions

A major drawback of switching a user from one connection to another is that all the ac-
tive connections of the user will fail due to the change in the source address. Most of the
works on load balancing ignore such active connections with the assumption that Internet
connections are short-lived. While it is true that most of the Internet flows are short-lived,
majority of the packets and bytes belong to long-lived flows, and this property persists
across several levels of aggregation ([99],[33]). Thus ignoring active connections may ad-

versely affect the average throughput.

In order to preserve the active connections of a user, we allow the established connections
of the user to continue undisturbed on the current link while all new connections initiated
by the user are routed through the second chosen ISP link. This is done by identifying all
active connections of the user and flagging them. Packets of the flagged connections are
then routed by the router through the old link and then the route of the user is changed
to the new link. We have to take care of multiple switches where a long lived connection
in link 1 is still alive, while the user has been switched to link 2 and then to link 3. At
this point of time, the user has connections on link 1, link 2 and link 3. Since we have
a centralised router, handling such cases is not a problem. However, some of the new
(unmarked) connections of the user directed over the new link may be part of a previous
active session continuing on the old link. This could cause the session continuing on the first
link to fail. Identifying all the connections of a session is very difficult. One possibility is to
use a protocol specific approach to handle such active sessions. For example in the HT'TP

protocol, we can use session identifiers stored in cookies to identify all the connections that
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belong to a session. This, however, will require that we probe packets at the application
layer. In this work we assume that no new connections are initiated by an active session

once the user is moved to another link.

4.4.5 Quality of Service

In this work we do not provide any bandwidth guarantees to the users. The only guarantee
we try to provide is that, the congestion of the default link of each user, will be below our
defined thresholds. The quality of service we can provide is in terms of the user movements.
We select the user with the lowest priority as the candidate to move when congestion is
detected. This will ensure that only the low priority users will face possible disruptions due
to movement. An alternate way of looking at it would be to select the user with the highest
priority as the candidate for movement. This will ensure that the highest priority user is
moved from a congested link to another link which is not congested. However, the second
link may be an inferior link, in terms of QoS parameters; hence we will not be able to ensure
the same QoS to the user. This can be handled by storing the QoS parameters of each link
on a look-up table. We will move the highest priority user if the QoS parameters of the
second link is comparable to that of the first link, otherwise we move the lowest priority
user. This, however, will require that we consult the lookup table every time we need to
move a user. In our experiments, we identify some users as high priority users. These users
are not considered for movement when congestion is detected on their default egress link.
Rest of the users are candidates that can be selected for movement. This scheme ensures

that the quality of service of these groups of high priority users remains stable.

4.4.6 Admission Control

During peak traffic hours all the egress links are likely to be congested. Thus the utilisation
of all the links will be above our defined thresholds. In such a scenario load balancing

techniques will not prove to be effective, since there is no bandwidth available to move
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the excess traffic. What we require is some means to check the flow of incoming traffic.
In such situations, a pro-active way of managing the queue at the bottleneck router like
Random Early Detection ([51]) can be used to shape the inbound traffic. However, since
the packets have arrived and consumed the WAN link bandwidth, shaping the traffic is not
worth while. A more effective way of restricting the throughput of incoming traffic will
be outgoing admission control. For instance, we may disallow users from initiating request
for new downloads. Internet traffic being predominantly TCP we can use standard TCP
traffic control approaches link delaying outgoing acknowledgments (details were discussed
in chapter 2) will be more effective in slowing the remote destinations. However, the
integration of such TCP traffic control approaches with our route control scheme is beyond

the scope of the thesis.

4.5 Implementation Details

We have implemented our threshold-based route control approach in Linux. The Linux ma-
chine acts as a centralised bandwidth manager (router). The computer used is a Pentium
IV machine with 512MB of memory and a number of network interface cards. All nodes
of the network that participate in the load balancing scheme set their default route to the
router. The router has access to all the egress links of the multihomed network. The follow-
ing components were used in the implementation (i) ip rule, a tool to manipulate routing
policy database in Linux (ii) iptables, a user space application program to implement NAT
and IP filters (iii) a SNMP ([66]) package to probe the egress routers. SNMP is enabled in
all the egress routers. (iv) Pathneck ([62]), an open source tool to locate bottleneck links

and estimate available bandwidth.

The manipulation of the routing table of the router, monitoring of links and the algo-

rithm to select the egress link were implemented using Perl ([7]) programs.
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Fig. 4.4 Multihoming Implementation. ER1 and ER2 are edge routers of
ISPs, ISP1 and ISP2 respectively.

4.5.1 Measuring Available Bandwidth of the Connecting Path

We SNMP probe each of the edge routers to obtain the available bandwidth of the egress
links. The metrics so obtained will be the actual available bandwidth of the connecting
path, if the first hop connecting the edge router of our network to the provider’s edge net-
work is the connecting path. Assuming there is only one link that connects our network to
the provider’s network, this link will always be the first hop of any connecting path. Thus

our measure of available bandwidth obtained by probing the edge routers is a upper bound
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Fig. 4.5 Scheme to monitor connecting path.

on the available bandwidth of the connecting path. In order to locate the exact congestion
points and refine our measurement of available bandwidth, we use pathneck. This tool
when run on Internet paths, outputs three choke points and ranks them based on a com-
putation of confidence information of the choke points. We select the first choke point as
our congestion point (equivalent to X as mentioned in section 4.3.1), provided the choke
point is in the upstream provider’s network, otherwise the next choke point is selected. We
can intuitively find out the location of a node by observing its domain name. The main
drawback of pathneck is that it does not measure available bandwidth of the bottleneck

link, but provides a lower or upper bound. The available bandwidth of the bottleneck
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link reported by pathneck is compared with our computed upper bound. If the output
of pathneck is less, then our assessment of available bandwidth is revised with this value.
Figure 4.5 shows the basic operations of our scheme to measure the available bandwidth of
the connecting path. In our experiments, to get more accurate estimates, the choke points

are detected based on 10 probings.

Our load balancing algorithm runs recursively once in every period. In order to ensure
that the algorithm get the latest network state in every iteration, the procedure to compute
the available bandwidth also loops once every period. The duration of a period is set to 5
minutes. We have tried to keep the durations small in order to handle the chaotic nature
of Internet traffic at small time scales. At the same time the period has been kept large
enough keeping in mind the re-assignment cost. The other reason behind our choice of the
period duration is that typical network operations collect link level statistics every 5 - 15
minutes ([48], [82], [14]). The duration of an interval is kept large enough to allow polling
of all the network elements during an interval. On the other hand, the interval should not

be too small so as to avoid overloading the polled network elements.

4.5.2 Directing User Traffic to Egress Links

Initially users are assigned egress routes as per the existing static routing policy of the
organisation. In this chapter since we focus on small networks, we follow the guidelines of
our NAT-based network model, as deliberated in chapter 2. Each user of the end network
is assigned a private IP address or an IP address that does not have direct access to the
Internet. The routing table of the centralised bandwidth manager is manipulated to direct
the traffic of a user to a specific egress route. NAT rules are used to translate the private
IP address of a user to the corresponding IP address of its assigned egress link. Let us
consider an enterprise network (figure 4.4) with three users and two egress links. Suppose

user class Ul with IP address IP1 is assigned egress link 1, user class U2 with IP address
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IP2 is also assigned link 1 and user class U3 with IP address IP3 is assigned link 2. In
order to direct the user traffic accordingly, the router inserts an ip rule for each of these
three user classes - From IP1 lookup T1, From IP2 lookup T1 and From IP3 lookup T2,
where T1 and T2 are the routing tables for egress links L.1 and L2 respectively. Let ER1
and ER2 be the IP addresses of egress links 1.1 and L2 respectively. The following three
NAT rules are added to translate the private IP address - NAT IP1 to ER1, NAT IP2 to
ER1 and NAT IP3 to ER2.

4.5.3 Re-directing User Traffic

After measuring the available bandwidth, the egress route of a user is re-assigned if the
utilisation of its assigned egress link is above the link threshold. Suppose utilisation of link
L1 has crossed its threshold limit and that of link L2 is below its threshold. We need to
switch the user Ul from link L1 to L2. To preserve the ongoing data transfers of the user
U1, we first track all its active connections. In Linux, the module ”ip_conntrack” maintains
a table of all the current connections on the system. The whole list of active connections
can be accessed by reading a kernel file (usually /proc/net/ip_conntrack). From this active
list, we select those connections that belong to user Ul, mark them using NAT rules and
then add a #p rule to allow the marked connections to continue on link 1. Next we delete
the routing table entry and NAT rule for user Ul and add new entries to direct the traffic
of Ul to link L2. After these changes, traffic of any new session initiated by the user Ul

will follow link L2. The default rules and new rules are shown in figure 4.4.

4.6 Experimental Evaluation

In this section, we explain the experiments conducted using our prototype implementation
in a campus network. These experiments demonstrate the practical benefits of multihoming.
We show that for a given network, we can empirically determine the user class sizes and

threshold limits which will result in overall improvement of Internet download speeds. The
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experiments were conducted on different days of the week and at different times of the day

to ensure that our model is evaluated against the gamut of network traffic.

4.6.1 Comparison Metric

To evaluate our approach we use the response time of downloads to the local network from
Internet servers as a yard stick. Let the latency to access a site x through link y be T,.

Given a site x, the ideal latency Tr4eq1, t0 access the site x can be defined as
TmIdeal = myin Twy

where |y| is the total number of external links. If T 5,; is the latency achieved by applying
our proposed multihoming approach, then the performance of our route control approach
can be measured by comparing Ty nrui With 7Tpr4eq;- Measuring the ideal latency to access
each destination is an infeasible proposal. We, therefore, collect response times assigning
users to egress links as per the static routing policy of the organisation. We call such
latencies the default response times, Ty pe fquit @and the static routing strategy as the default
link settings. Next, we collect response times 7’ yr,4, using our load balancing route control

technique. Thus our comparison metric is

Tz‘ ults
Rscheme — Muit (41)

Ta:Default

4.6.2 Experiment 1: Performance benefits due to K-Multihoming

A study ([21]) has shown that by carefully choosing the best set of ISPs, subscribers can
achieve significant improvement in performance as compared to single homing. In this ex-
periment, we show that similar benefits can be realised if single-homed users are allowed
to utilise the unused bandwidth of a second Internet path. Moreover, unlike in [21], where

the choice of ISP is crucial, in our approach we use the ISPs that are available at our
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disposal. We also find that our scheme, while benefiting a group of users, does not affect
the performance of other users. In order to highlight the benefits of K-multihoming, the
number of ISPs considered in this experiment was 3. Although this experiment was first
performed in the year 2005 we could not test for 3 ISPs due to limitation in the number
of ISPs available in our network. The experiments were again repeated in the beginning of

2008.

For this experiment, we considered a client population of about 120. The users were
arranged into groups. The addresses of user classes were grouped into single routing table
entries using classes interdomain routing (CIDR) address blocks. Let L1, L2 and L3 be
the three egress links. In the first execution, all the users were statically assigned to each
of the egress links in turn and 24-hour traffic traces were collected. In the second run,
we considered two egress links. Our route control scheme was used to influence the routes
followed by the users and distribute the traffic among the two egress links. In the third
run, load balancing of the user traffic was done considering all the three egress links. The
average latencies experienced by the users for all the three executions are shown in figure
4.6. The average RTTs improves by about 10 percent when the users were allowed to use
two ISPs and by 15 percent when three ISPs were used. While the perceived download
speeds of the user increased there was also an in increase in the average throughput of

users. The properties of the trace collected during the experiment are shown in table 4.1.

User Characteristics

The nodes that we have chosen for this experiment were computers located in a lab. The
users were mostly students. The computers were not pre-assigned. Users were free to
use any of the terminals. Our observation was that on weekdays and during day time the
usage was less due to other academic activities of the user. The usage was relatively high on

weekends and during night hours. In our attempt to capture the complete user behavior,
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Fig. 4.6 Improvements in latencies due to K-multihoming,.

each run of the experiment spanned over all days of the week. In order to determine
the user group size, we experimented with different values and selected the largest possible
group size. We found that for this experiment a group size of 32 gave excellent performance
benefits. There were also other users in the network using these egress links. The combined

population of users was about 2000. The routes of other users were left undisturbed.

Table 4.1 Properties of Network Trace collected from first experiment

Experiment | Period | Average ISPs
Run RTT (msecs) | Used
Run 1 1 week | 331.29 1
Run 2 1 week | 299.55 2
Run 3 1 week | 283.72 3

Measuring the effectiveness of Multihoming-based Route Control

We quantify the effectiveness of our route control technique by measuring the number of
route changes that occur, as a percentage of the total number of periods in the experiment.

One would say that our route control scheme is effective, if the number of route changes
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is small. However, if the initial static route assignments of the users are skewed, than a
single route switch would result in good performance. Our route control scheme basically
intends to momentarily steal the unused bandwidth of other links. Therefore, to measure
the effectiveness of our scheme, we kept a count of the number of times a user moved to
a different under-utilised link and then returned to its default link. Ideally the two values
should be equal when the experiments are run for a considerably long period. In figure 4.7
we plot the average percentage of users re-assigned using clustered histograms. The overall
user oscillations are about 5 percent when 2 ISPs are used and 10 percent for 3 ISPs. The
number of user oscillations seems to be high. The percentage of re-assignments will depend
on the total number of users present but more importantly it will depend on the duration
of the trace. In this experiments we have considered 24 hour traces. The number of users

re-assigned per hour is less than 0.5 percent.

Figure 4.7 does not give the count a user moves out and return to its default link. In
the case of a network multihomed to two ISPs, the users can move back and forth between
the two links only. Thus if we count the number of times a user moves out and returns to
its default link, it should be ideally equal. However, in the case of a network multihomed
to three or more ISPs, a user may move out of its default link and then keep on oscillating
between the other links. To get a clear picture of the dynamics of the user re-assignments,
we plot the oscillations for the first few periods of a user that is multihomed to 3 ISPs
in figure 4.8. An upward arrow indicates that the user has been assigned from its default
link to a different link at that indicated period. A downward arrow indicates the period at
which the user is re-assigned to its default link. Double headed arrows indicate that the
user has either moved from the second to the third link or vice-versa. For this particular
user shown in figure 4.8, it moved out from its default link in the first period then it os-
cillated between the second and third link in periods 19, 21, 24 and 43. The user finally

returned to its default link in the 45-th period and so on the process continues. The count
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of the upward and downward arrows is the same. Further, from the figure we can see that
once a user moves to a link it does not immediately move out from the link in the next
period but remains assigned to it for at least a few periods. This indicates that our static
or default assignments of users to egress links were not skewed. The other point that the
figure 4.7 highlight is that due to the dynamic nature of the traffic, re-assignments will be

continually required. Thus the load balancing process has to be recursive.
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Fig. 4.7 Overheads of K-multihoming, User Re-assignments.

Overheads of Multihoming-based Route Control

The two main side-effects of our multihoming-based route control technique are - (i) over-
head of monitoring and (ii) overhead of switching users. In order to actively monitor the
links we need to send probe packets. Such probe packets can choke already congested links.
Therefore, it is essential for our measurement tool to estimate the bandwidth with minimal
number of packets. We have already seen in chapter 3, pathneck is a light-weight moni-

toring tool and does not send too many probe packets. The major overhead of our route
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Fig. 4.8 Tracking the link re-assignments of a user multihomed to 3 ISPs.

control technique will be because of making frequent updates to the routing and NAT tables
while switching users. In order to preserve active connections, we need to insert additional
entries to the routing and NAT tables. These additional entries mainly contribute to the
growth of the tables. One way to check the growth of the tables due to these additional
entries is to use some filters to delete those entries whose corresponding marked (flagged)

connections have completed.

Weakness of live experiments

A major disadvantage when working with real-time traffic is the inability to reproduce the
same traffic conditions at a later stage, that is to repeat an experiment with the same
input but with a different set of parameters. In order to evaluate our work we need to
execute each experiment at least twice - once with static route assignment and a second
time with our load balancing route control scheme. To ensure that the traffic conditions in
all the executions of an experiment were comparable, the experiments were executed for a

sufficiently long period. We also tried to ascertain that the user activity was more or less the
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Fig. 4.9 Bytes downloaded using 2 and 3 ISPs.

same during all runs of the experiment. In spite of all our efforts, we cannot guarantee that
the traffic conditions will be the same. In figure 4.9, we plot the bytes downloaded day-wise
for the three scenarios - 1ISP, 2ISP and 3ISP. As we can see from the plots even when using
the same number of ISPs, the bytes download widely varied on different days. To get a more
realistic comparison, using the default route assignment we repeated the experiment several
times and collected the average response times (Tyefquir). Next we repeated the experiment
with the same setting but using our route control technique for an equal number of times
and collected the average response times (Typrq1:). We then compared each Tz with all
the Typefaut- Thus our comparison metric given in 4.1 changes to the metric given below.

In all our subsequent experiments we use this comparison metric.

TzMulti

_ 4.2
V(CrzuDefa,ult) ( )

Rscheme =
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4.6.3 Experiment 2: Effects of Large User Classes and Conservative

Thresholds

In the first experiment, we have shown the practical benefits of multihoming by using
relatively small user class sizes. With this experiment, we show that there is room for im-
provement even when a very coarse granularity of load balancing is used. The other reason
behind our choice of such unreasonably large user class sizes is due to practical compulsions.
Organisations generally access the Internet using proxy servers. Network administrators
use a number of proxy servers to load balance user traffic among the multiple egress links.
In this experiment, we showed that given a set of user classes, we can achieve an over all

improvement in performance by carefully choosing the threshold values.

We considered a population size of about 1100 users and two egress links L1 and L2.
Although both the links have a capacity of 2 Mbps, Link L1 is a dedicated link, while
link L2 is in shared mode with a sustained bandwidth rate of 1 Mbps. Users accessed the
Internet using proxy servers. The number of proxy servers used was 4 and the users were
distributed among these proxy servers. Keeping in view the link capacities and the number
of users present in the proxy servers, static routes were assigned to the proxy servers. We
selected two of the proxy servers - Proxyl and Proxy2, to participate in our route control
scheme. The other proxy servers used static route assignment. In table 4.2 we show the
size of the proxy servers, their default link assignment and the routing scheme used. The
users considered in these experiments belong to the student community. The traces were
collected when the network traffic load was high. The duration of a trace was 8 hours (5pm

- lam).

Threshold Settings

In the first execution of our experiment, both the proxy servers were statically assigned to

their default link. With this static setting, the experiment was run for five days and network
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Table 4.2 User class settings

User | Class | Default Link | Routing Scheme
Class | Size | Assignment | Used

Proxy1 | 300 L1 Load Balancing
Proxy2 | 200 L2 Load Balancing
Proxy3 | 200 L2 Static

Proxy4 | 400 L1 Static

traces were collected. In table 4.3, we show day-wise the latencies experienced and other
statistics of the traces collected. Next, using our load balancing algorithm, we repeated the
experiment for another five days and collected traces. The threshold values were set based
on the past performance of the links. Link L1 being a superior link its threshold value
was set in the range between eighty to ninety percent. While for link L2 the threshold
value was set in the range of forty to fifty percent. The properties of the trace collected
using our load balancing algorithm are shown in table 4.4. The users that we considered in
these experiments were mainly students. During vacations or examinations, the download
rate of the students was greatly reduced due to obvious reasons. Moreover, there were also
days when Internet connectivity was disturbed due to link failures. Taking into account
such factors, the experiments were conducted only on those dates when Internet browsing

activity was normal and students were present in the campus attending their regular classes.

Unraveling the performance degradation

As can be seen from table 4.3 and table 4.4, the application of our load balancing has
resulted in a degradation on the performance of Internet downloads. To get a better view,
we plot a comparison of the RTTs of the proxy servers, using our comparison metric given
in equation 4.2. The comparison of the latencies is shown in blocks in figure 4.10. A block
shows the comparison of each value of T pzyy; with all values of T pegauir- Thus there are
five comparison blocks for the five different traces and in each block there are five his-
tograms. For example, in the first block the RTT of 27.7.2005 (with load balancing) is
compared with the RTTs of 30.7.2005, 6.8.2005, 19.8.2008, 21.8.2005 and 24.8.2005 (all
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Table 4.3 Properties of trace (without load balancing)

Date User | Average RTT | TCP Bytes
Class | Typefaurt Connections | Download
30.7.2005 | Proxyl | 1095.2 351181 1313460224
Proxy2 | 510.33 193657 332823915
Proxy3 | 460 Not Measured | Not Measured
Proxy4 | 1200.3 Not Measured | Not Measured
6.8.2005 Proxyl | 934.42 352380 1037684736
Proxy2 | 670.46 191053 312461312
Proxy3 | 472.36 Not Measured | Not Measured
Proxy4 | 1304.23 Not Measured | Not Measured
19.08.2005 | Proxyl | 1095.34 477457 1550823424
Proxy2 | 530.58 261156 405204992
Proxy3 | 467.38 Not Measured | Not Measured
Proxy4 | 1192.2 Not Measured | Not Measured
21.08.2005 | Proxyl | 1020.6 281390 1074604774
Proxy2 | 556.16 149116 227937138
Proxy3 | 793.47 Not Measured | Not Measured
Proxy4 | 1099.36 Not Measured | Not Measured
24.8.2005 | Proxyl | 924.04 326251 1029411499
Proxy2 | 594.41 179947 272498481
Proxy3 | 444.52 Not Measured | Not Measured
Proxy4 | 1004.33 Not Measured | Not Measured

without load balancing). If the value of the comparison ratio is less than 1, it indicates
an improvement in performance and a value greater than 1 indicates degradation. We find
that the performance as a whole has degraded. The other interesting observation is that
the performance of the smaller proxy server (Proxy2) has degraded substantially while the
degradation of the larger proxy server (Proxyl) is relatively less. The average performance
of Proxy2 has degraded by more than 15 percent while that of Proxyl has degraded by

about 2 percent.

The performance of our algorithm depends on three factors - (i) precision of the link
monitoring algorithm (ii) size of user classes and (iii) link threshold values. In theory, if all
of these three parameters are exact, our route control scheme as compared to static routing

should either show an increase in performance or the performance should remain unchanged

TH-775_014101



Table 4.4 Expt 2: Properties of traces (with load balancing)

Date User | Average RTT | TCP Bytes
Class | Tpnruiti Connections | Download
27.7.2005 | Proxyl | 1211.5 194004 877926813
Proxy2 | 699.04 110124 233868151
Proxy3 | 647.86 Not Measured | Not Measured
Proxy4 | 1290.2 Not Measured | Not Measured
29.7.2005 | Proxyl | 1063.04 260932 961103885
Proxy2 | 690.04 137313 285159629
Proxy3 | 731.68 Not Measured | Not Measured
Proxy4 | 1190.4 Not Measured | Not Measured
31.7.2005 | Proxyl | 912.68 129609 509804544
Proxy2 | 596.6 77780 141100013
Proxy3 | 858.98 Not Measured | Not Measured
Proxy4 | 1090.2 Not Measured | Not Measured
5.08.2005 | Proxyl | 1134.08 327598 962826240
Proxy2 | 699.7 151094 311447552
Proxy3 | 824.95 Not Measured | Not Measured
Proxy4 | 1290.6 Not Measured | Not Measured
11.08.2005 | Proxyl | 898.11 224890 667672576
Proxy2 | 745.95 112858 215773184
Proxy3 | 867.81 Not Measured | Not Measured
Proxy4 | 996.2.2 Not Measured | Not Measured

but should not degrade. Accurately estimating the available bandwidth of the bottleneck
link is an active area of research. As we have seen in chapter 3, as of date researchers
have not been able to design a tool that works accurately on most Internet paths. A more
detailed discussion on how to load balance traffic in the presence of imprecise network
information is given in chapter 5. Assuming that the errors in link measurements are
within acceptable limits, the degradation in performance will be either because of faulty
user class sizes or threshold values. Further keeping in view our practical limitations, we
assumed that the size of the user classes cannot be altered. In order to measure the effects
of threshold settings on the performance, we plot the number of re-assignments for both
the proxy servers (figure 4.11). The overall re-assignment for Proxyl was 3 percent while
that of Proxy2 was 9 percent, a relatively high figure. At the same time, the number of

re-assignments for Proxy2 was not that high to suggest that the user had been constantly
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oscillating between the two links. The degradation in performance of Proxy2 in spite of a
higher number of re-assignments suggests that our estimate of the threshold limit for link
L2 had been conservative. Due to the low threshold value of link L2, Proxy2 frequently
switched from its default link L2 to link L1, a relatively more congested link. The other
possibility was that the threshold limit of link L1 had been over-estimated, due to which

it tried to accommodate an user which in reality it could not.
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Fig. 4.10 Expt. 2: Comparison of link utilisations.
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Fig. 4.11 Expt. 2: Comparison of user switches.

4.6.4 Experiment 3: Extracting Performance Improvements by Fine-tuning

Threshold Values

We repeated the previous experiment, by raising the threshold limit of the second link 1.2
on an average by about 5 percent, while keeping all other parameters constant. Using our
load balancing scheme, we collected traces for another 5 days. The raise in the threshold
limit is marginal, since we do not want to over estimate. The properties of the trace col-
lected are shown in table 4.5. In figure 4.12, we compare the latencies of the proxy servers
with their corresponding latencies collected earlier using static routing (table 4.3). With
the new threshold settings, we found that although the performance as compared to static
routing was still inferior, the performance of Proxyl had improved in comparison to the re-
sults of our previous experiment. The performance of Proxy2 had also marginally improved.

This improvement in performance motivated us to further manipulate the threshold values.

On examining the user re-assignments (figure 4.13), we found that by increasing the
threshold limit for link L2, the number of re-assignments for Proxy1 increased (5.48 percent)
while that of Proxy2 got reduced (7.35 percent). After we have increased the threshold limit

of link L2, the frequency of utilisation of link L2 exceeding its threshold value had been
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reduced. As a result Proxy2 got re-assigned less frequently. At the same time since link 1.2
remained below its threshold value during more number of periods, it could accommodate
Proxyl more often. This is why the number of re-assignments for Proxyl had increased.
Due to the higher number of re-assignments, the performance of Proxyl had improved

which indicated that Proxyl was getting re-assigned to a more superior link. We further

increased the threshold limit of link L2 and repeated the experiment.
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Table 4.5 Expt 3: Properties of traces (with load balancing)

Date User | Average RTT | TCP Bytes
Class | Tyunruiti Connections | Download
12.8.2005 | Proxyl | 936.5 377704 971284480
Proxy2 | 629.29 167721 329060352
Proxy3 | 664.95 Not Measured | Not Measured
Proxy4 | 921.4 Not Measured | Not Measured
16.8.2005 | Proxyl | 1091.65 282641 830962595
Proxy2 | 779.8 164479 301478302
Proxy3 | 805.7 Not Measured | Not Measured
Proxy4 | 1212.3 Not Measured | Not Measured
17.8.2005 | Proxyl | 1273.93 346136 995954123
Proxy2 | 585.9 185284 351081553
Proxy3 | 539.45 Not Measured | Not Measured
Proxy4 | 1083.23 Not Measured | Not Measured
18.8.2005 | Proxyl | 910 218562 597402244
Proxy2 | 627 118936 197404526
Proxy3 | 741.05 Not Measured | Not Measured
Proxy4 | 1103.43 Not Measured | Not Measured
27.8.2005 | Proxyl | 953.36 593190 1647411200
Proxy2 | 776.62 482163 739888383
Proxy3 | 550.65 Not Measured | Not Measured
Proxy4 | 1215.6 Not Measured | Not Measured
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Fig. 4.12 Expt. 3: Comparison of link utilisations.

4.6.5 Experiment 4: Achieving Overall Performance Improvement with Large

User Classes

After experimenting with various threshold limits we finally arrived at a value that gave
an overall improvement in performance. We found that increasing the threshold limit of
link L1 did not prove beneficial. The threshold limit of link L.2 was set in the range of 55

to 60 percent. The properties of the traces collected are given in table 4.6. In figure 4.14,
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Re-assignments of Proxy1 and Proxy3
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Fig. 4.13 Expt. 3: Comparison of user switches.

we compared the latencies achieved using the comparison metric given in equation 4.2.
Proxyl showed considerable improvement in performance while there was still a marginal
decrease in performance for proxy2. The percentage of re-assignments for the two proxy
servers is shown in figure 4.15. Due to our increase in the threshold limit of link L2, Proxyl
now moved over more frequently to link .2, while the re-assignments for Proxy2 had been
greatly reduced. The number of re-assignments for Proxyl was about 8.8 percent while that
of Proxy2 was about 4 percent. On further examination, we found that due to the large size
of Proxyl whenever it moved to link L2, the link crossed its threshold limit within a few
periods and thus Proxyl needed to move back. This is why the number of re-assignments
was high for Proxyl. In spite of such momentary re-assignments for Proxy1, we found that
its performance improved by about 10 percent. The performance of Proxy2 degraded (by
about 3 percent) because link L1 was already a congested link, therefore moving a user into
link L1 did not prove to be beneficial. On hind-sight, we should have statically assigned

routes for Proxy2 while allowing Proxyl to oscillate between the two links.

TH-775_014101



4.7 Conclusion

The goal of this chapter was to show the benefits of traffic load balancing in a real network.
The route control strategy relies on a simple threshold-based mechanism. The threshold
value of a link is estimated on the basis of the past performance of the link. The most
current samples have been used to estimate the link thresholds. When the utilisation of a
link exceeds its threshold value, some users from the link are re-assigned to the least utilised
link. The key advantage of our scheme is that we try to optimise resources that are at the
disposal of the local network only and we do not rely on any third party assistance. The
other advantage is that when the traffic of a user is re-assigned, we ensure that its active
connections are not disturbed. This makes our scheme transparent to the end users. Our

focus in this work was on multihomed LANs. We implemented a prototype of our route
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Table 4.6 Expt 4: Properties of traces (with load balancing)

Date User | Average RTT | TCP Bytes
Class | Tynruiti Connections | Download
31.8.2005 | Proxyl | 996.52 258415 799008512
Proxy2 | 647.65 163865 251470654
Proxy3 | 753.15 Not Measured | Not Measured
Proxy4 | 1202.2 Not Measured | Not Measured
1.9.2005 | Proxyl | 835.17 274874 752003310
Proxy2 | 562.21 153905 261831256
Proxy3 | 770.76 Not Measured | Not Measured
Proxy4 | 830.2 Not Measured | Not Measured
2.9.2005 | Proxyl | 792.04 253779 695348291
Proxy2 | 550.32 142914 235362434
Proxy3 | 434.5 Not Measured | Not Measured
Proxy4 | 800 Not Measured | Not Measured
3.9.2005 | Proxyl | 850.5 344822 1259174358
Proxy2 | 595.93 120157 216517305
Proxy3 | 495.87 Not Measured | Not Measured
Proxy4 | 807.6 Not Measured | Not Measured
5.9.2005 | Proxyl | 830.41 268701 834585088
Proxy2 | 597.79 120259 203628544
Proxy3 | 520.9 Not Measured | Not Measured
Proxy4 | 932.2 Not Measured | Not Measured
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Fig. 4.14 Expt. 4: Comparison of link utilisations.

control technique on a Linux-based server and deployed it on our institute campus. In
the first experiment we highlighted the benefits of traffic load balancing in a multihomed
network using three ISPs. Our experiments showed that round-trip time improved by 10
percent when two ISPs were used as compared to using a single ISP. The performance
benefit was about 15 percent when three ISPs were used. The number of re-assignments

required to load balance the traffic ranged from about less than 0.5 percent.
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Fig. 4.15 Expt. 4: Comparison of user switches.

In the later experiments we demonstrate how performance improvements can be achieved
even with a very coarse granularity of load balancing. Organisations generally access the
Internet using proxy servers. We tried to load balance the traffic by re-assigning the egress
route of the proxy servers. The size of the user classes in these experiments ranged from
18 to 36 percent of the total user population, whereas in the first experiment the user class
size was about 2 percent. In general, a multihomed network balances its traffic by manually
assigning its users to the different egress links. We call such a user assignment the default
approach and our load balancing mechanism was compared to this default approach. The
overall improvement in performance realised was about 7 percent. The total number of
re-assignments required per hour was less than 2 percent. The other point that we prove
with these experiments is that the benefits of our multihoming route control can be realised
without disturbing the existing setup of a network. We also showed that the feedback from

empirical results can be used to further fine-tune the threshold settings.

In this chapter we have shown the practical benefits of load balancing by considering

a small network. However, as the size of the network grows, the volume of Internet traffic

as well as effects of the intradomain traffic will increase immensely. Determining the link
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thresholds will become more difficult. The threshold-based route control mechanism there-
fore will not be effective in such large networks. We try to address these issues as well as

provide an in depth analysis of load balancing traffic in the next chapter.
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Chapter 5

Load Balancing in Hop-by-Hop

Networks

Interdomain traffic engineering implements rules for routing data according to a view of
current resource availability and the expected traffic volume. The basic aim is to balance
the traffic load over various links so that none of the links are over-utilised or under-utilised.
Traffic engineering may be a manual process, where a network administrator monitors the
state of the network and routes traffic or provisions additional resources. Alternatively, the
process may be automated, wherein the system reacts depending on the information pro-
vided. In the previous chapter we provided a comparison between a manual process of traffic
engineering and an automated one. Our studies reveal that in a multihomed environment,
traffic along one path may experience congestion even when other paths are under-utilised.
Significant improvement in download speeds can be achieved by re-balancing the traffic
load. However, to keep the traffic load balanced, frequent updates to the routing table
is required and it is not feasible to do so manually. Yong Liu and A.L.N. Reddy ([82])
studied the characteristics of alternate paths in multihomed stub ASes. In their study
they concluded that in order to improve performance, route control should be dynamic.

Moreover, as the size of the network increases and BGP is used for interdomain routing,

86

TH-775_014101



changing routes manually will require a high level of expertise. In the preceding chapter,
we demonstrated the benefits of automating the process of load balancing using a simple
threshold-based approach. Our approach, although simple relies on the correct definition
of certain key parameters. These parameters cannot always be accurately estimated as an
end network has limited knowledge about user demands, available networks resources and
routing policies of other competing networks. For a small network these parameters can be
empirically determined, but as the size of the network grows, limitations configuring these

metrics will become more and more difficult.

A major challenge in interdomain traffic engineering is due to the level of uncertainty
faced by networks. With many potentially competing networks each trying to optimise its
own resources, influencing the traffic entering a network can be very difficult. Moreover,
existing network routing protocols have not been primarily designed from an interdomain
traffic engineering perspective. For wider acceptance, the need to propose solutions within
the framework of existing protocols and standards makes the problem even more challeng-
ing. In medium ISPs and corporate networks, the network topology is simple and their
egress links are usually over-provisioned. In such networks, the costly resource that needs
to be optimised is their interdomain connectivity. Nevertheless, the intradomain paths too
can become a source of bottleneck. Typically, the network will spread over a large geo-
graphical area with leased lines used to inter-connect the LANs of the organisation at the
different locations. Traffic within the network will be routed using a hop-by-hop routing
paradigm like OSPF. In such large networks, the intradomain traffic path from a node
to an egress link can be several hops. The internal network traffic, therefore, can have
a substantial effect in the overall latency ([90]). Our earlier assumption (for LANs) that
internal bandwidth is large and delay and packet loss rate within the network are negligible

as compared to those on egress links, will no longer hold.
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In this chapter, we intend to tackle the unpredictability involved in interdomain traf-
fic by addressing the limitations of the threshold-based approach. Additionally, we also
incorporate the issues of intradomain traffic into our problem formulation. A detailed
description of our problem and the problem formulation is given in sections 5.1 and 5.2
respectively. We attempt to solve the problem in two steps. In the first phase, in our en-
deavour to find an exact solution, we make unrealistic assumptions about the input traffic
and bandwidth. We assume that the input traffic is known and bandwidth measurements
are accurate. Even with such strong and unrealistic assumptions, we show that the problem
is NP-complete. This part of our study is called the offline analysis. The offline models are
described in section 5.3. In the second phase of our study, we relax all these assumptions
and assume a dynamic environment where input traffic is unknown and network measure-
ments are inaccurate. This part of our analysis is called the online analysis. Leveraging
upon our solutions developed for the offline case, we propose a number of online heuristics.
The online models are presented in section 5.4. We study the performance of our proposals
using both synthetic as well as real traffic traces. During evaluation of our techniques under
different traffic scenarios, we discover certain limitations to our approach. The heuristics
are further tailored to address these short-comings. In section 5.5, the evaluation of our

proposed route control techniques and results are presented.

5.1 Problem Description

One of the first tasks in interdomain traffic engineering is to locate the bottleneck link and
measuring the available bandwidth of the bottleneck path. In the previous chapter we have
identified the bottleneck path as the network path that connects the end network to its
provider and this path was referred to as the so called connecting path. A survey of the open
source tools to measure available bandwidth was done in 3 and a mechanism was proposed to
measure the available bandwidth of the connecting path using currently available techniques.

As we found that none of the existing tools can give an exact measure of the available
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bandwidth, our mechanism included a check to ensure that the measurements do not deviate

beyond a certain upper limit. Nevertheless, we cannot assume that our measurements are

accurate. In this chapter, we assume measurement of available bandwidth of the links is

approximate. The formulation of our problem is strongly motivated by the limitations of

currently available tools to measure network metrics.

5.1.1 Challenges in the Threshold-Based Approach

Let us visualise a situation where we directly deploy the threshold-based route control

technique described in chapter 4 in a large end network. The challenges that will confront

the approach will be mainly on the following three fronts. A major part of our problem

formulation is devoted to addressing these issues.

e Measure of Link Utilisation : The switching of users depend on the current
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utilisation of the egress links. In case of an incorrect estimate of utilisation, users may
get moved though actually they should not or vice-versa. However, as we have seen
currently available tools cannot guarantee that measurement of available bandwidth

is accurate at all time instants.

Dynamic Thresholds : The efficiency of the threshold-based approach to a large
extent depends on the precise estimate of link thresholds. Although the capacity
of a link is fixed, its instantaneous available bandwidth will depend on cross traffic,
intensity of usage and link quality. The threshold value is therefore expected to vary
over a wide range and correctly predicting these values for all time instants will be

very difficult.

Dynamic User Classes : When a user class is moved the amount of traffic that
is switched directly depends on the size of the user class. The traffic of a user class
in turn will depend on the intensity of usage of the members of the class. In the

threshold-based approach the user classes are pre-defined, therefore, the traffic re-



ceived by the class will vary at different time instants. Ideally we would like to

dynamically define the user classes so that optimum amount of traffic is moved.

5.1.2 Network Model and Traffic

The network that we consider is a full-fledged multihomed, stub autonomous system ge-
ographically spread over a wide area. We consider that the network has a block of TP
addresses independent of its ISP. Networks that have independent IP address block use
BGP to advertise the IP addresses among its different ISPs. One possible IP address ad-
vertisement plan is to announce the address block on all the egress links. Such a scheme will
ensure that if one link fails the hosts will still be reachable through the other links. How-
ever, with such an assignment plan, the stub network will have no control on the incoming
traffic. The routes of the ingress traffic will be decided by the BGP relationships between
ASes. Selective announcement is a popular technique used in BGP to control incoming
traffic. The original IP address block is divided into sub-prefixes and each sub-prefix is

advertised on a different link.

The most practical way of regulating the incoming traffic would be to use NAT-based so-
lutions. In NAT-based solutions the nodes of the network are assigned private IP addresses
and depending on which egress route is chosen for a node, its IP address is translated to the
IP address of the egress link. However, regulating the incoming traffic using NAT-based
solutions may fail to scale for large networks. In such a scenario, we propose to use a
variant of the selective advertisement. Initially the IP address sub-prefixes are announced
on the various routes similar to the selective advertisement. Each sub-prefix is assumed to
be a user class. As the route of a user is changed from one egress link to the other in order
to load balance the traffic, we withdraw its corresponding IP prefix from the previous link
and announce it on the new link. We call this network model the BGP-based model. This

network model was discussed in detail in chapter 2 (section 2.5.2). We assume that given
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this network model, traffic of a user send will enter the network through only one link, the

link on which its prefix is announced.

Using the terminology given in the literature ([17]), an AS can have two types of links
- backbone and edge. Backbone links are used to interconnect the intradomain routers of
a domain. Edge links can be of two types - access and egress. Access links connect to
downstream users or customers of the ISP. Egress links connect directly to peers, transit
providers or Internet Exchange Points. The various possible links of an AS are shown in

figure 5.1. The possible traffic flows are:
i. Internal Traffic : Traffic that travels from one access link to another.
ii. Transit Traffic : Traffic that travels from an egress link to another egress link.
iii. Outbound Traffic : Traffic that flows from an access link to an egress link.
iv. Inbound Traffic : Traffic that travels from an egress link to an access link.

An outbound prefix flow is defined as a set of IP packets whose source address matches
one of the ISP’s customer IP prefix and the destination IP prefix does not belong to the
AS. Similarly an inbound prefix flow is defined as a set of IP packets whose destination
matches one of the ISP’s customer IP prefix and the source address is an IP address that
does not belong to the AS. In this work, since we assume that the main congestion is on
the incoming traffic, we only consider the inbound prefix flows in our measurements and
performance computations. We make minimal assumptions about the incoming traffic.
The basic granularity of load balancing is assumed to be a user (IP address). Typically,
a domain will have a large address block and dynamically changing the egress routes of
all the users will be cumbersome and unmanageable. To keep the routing tables simple
and manageable, we aggregate the users into a user class. In this work each advertised

sub-prefix is assumed to be a user class. Users that have similar QoS requirements are
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allotted TP addresses from the same prefix.

Backbone
Links

Access
Links

Fig. 5.1 Links of an Autonomous System.

5.1.3 Assumptions

From the above discussions it is evident that we can neither make any assumption about
the traffic entering the network nor assume accurate knowledge of the available bandwidth
of interdomain paths across which we want to balance the traffic. Further we presume that
we cannot depend on any congestion indication signal from the network to initiate our route
control algorithm. The only assumption made is that the traffic entering the network can
be split at a certain level of granularity. The other assumption is that the overall latency
will improve if the traffic is properly load balanced. We have already shown in the previous
chapter that load balancing of traffic indeed results in improvement of latencies. In this
chapter too, we show the same using synthetic data. Other than this we do not make any

assumptions about the characteristics of traffic.
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5.1.4 Egress Route Selection

In chapter 2, we have seen the steps involved for a BGP speaking router to select an egress
route. If the BGP decision process results in multiple equally good egress routes each
router directs traffic to its closest egress route in terms of the IGP distance. Although
this BGP policy of early exit or hot-potato routing guarantees a router’s choice of egress
point to be consistent with other routers along the forwarding path, it does not consider
the egress points from a traffic engineering perspective. Moreover, hot-potato routing re-
acts immediately to small changes in IGP distance which may cause convergence delays
due to the frequent disruptions. Selecting different egress routes can have diverse effects
on the network resource utilisation. Researchers have proposed a number of models on
how to achieve traffic engineering objectives using egress route selection. The critical issue
that needs to be addressed is how to select an egress router so that network wide perfor-
mance objectives are met. In the simplest case, egress points are statically ranked from
the perspective of each ingress router. Data packets follow the shortest IGP path from
the ingress to the egress router. While such a fixed ranking of egress routers is robust to
internal network changes, it cannot adapt to changes in the topology and traffic. In order
to incorporate internal topology changes in the selection process, R. Teixeira et. al. ([93])
proposed a tunable egress selection technique. Each ingress router for a given destination
prefix computes the egress point based on the IGP distance as well as a static ranking of
the egress routers. The packets are forwarded over an IP tunnel that follows the shortest
path through the network to that egress point. T.C. Bressoud and Rajeev Rastogi ([106])
proposed heuristics that aims to optimise the cost of carrying traffic over a provider’s net-
work while also load balancing the traffic based on the capacity of the egress links. Their
aim is to determine the optimal set of border routers for advertisement of network prefixes
that will fulfill the two objectives. Kin-Hon Ho et. al. ([77]) explores the possibility of
using egress route selection techniques to satisfy end-to-end QoS requirements. The two

performance objectives addressed by them are satisfying the customer bandwidth require-
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ment as well as minimising the total bandwidth consumption. They propose a number of

greedy heuristics to solve the problem.

As is evident from our discussion so far, a stub network has no control or knowledge
about its upstream providers and peer networks. The only control it has is in the choice of
egress route for outbound traffic from a set of possible paths at a certain level of granularity
(in our case an IP address). In this context, our work will broadly fall in the realm of
egress route selection. However, our objectives and approach are different from any of the
previous works. The focus so far has been on improving the performance of outgoing traffic
- bandwidth, quality of service etc. Our egress route assignments are driven by incoming
traffic characterisation. In our approach, when the end network notices that a particular
egress link is congested, it tries to re-route some of its incoming traffic by regulating the
outbound traffic. In this dissertation, our focus being primarily on access networks users
will basically download information from the Internet. Requests for downloads will mainly
originate from within the network. The traffic pattern for an access service provider will,
therefore, typically consists of small requests and large responses. As discussed in chapter
2, the network model proposed in this work ensures that outgoing and incoming traffic
follow the same route. Thus if we intelligently schedule the outgoing requests, then the

incoming traffic on the different egress links can be re-distributed.

5.2 Problem Formulation

Consider a network with N egress links and let S be the size of the user population. Time is
divided into discrete intervals, indexed by t={1,2,...}, a period t denotes the time interval
(t-1,t). We now define the notations required for formulating the problem - sets, variables

and constants:
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Sets:

E ={ej, ey, ..en} denotes the set of egress links.

C ={C1,Cs,..Cy} denotes the capacity of the egress links.
I = {iy, 19, ..i5} denotes the set of users.

T € {t1,ts,..} denotes the set of time intervals.

Variables and Constants:
Ac(t):  Available bandwidth (Mbps) of link e at time t.

Ue(t): Utilisation of link (Mbps) e at time t. (0 < Ue(t) < Cp)

bi(t): Incoming traffic (Mbps) of user i at time t.

1 If user i is assigned link e at time t-1,
Xie(t) =
0 otherwise.
At any given time instant a user can be assigned to only one egress link, therefore,

Zivzl Zie(t) = 1, Vi € I. A user i is assumed to be assigned to an egress link even if the

instantaneous incoming traffic of the user is nil, i.e. b;(¢) = 0.

The objectives that we attempt to achieve here are:

i. Keep link utilisation in tune with available bandwidth : One way of optimising Internet
performance would be to load balance the traffic based on the capacity of the border
router links ([106]). However, the capacity of a link does not reflect the instantaneous
traffic carrying capability of the link. We, therefore, state that the traffic is properly
load balanced if the utilisation of all the egress links with respect to their available
bandwidth, are equal. The corresponding link utilisations are considered as their
ideal value. A formal definition of the ideal utilisation of an egress link e is given

below, where K for any given period is a constant.
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ii.

TH-775_014101

Ideal utilisation of link e at time t = IU,(t) = K . A¢(t) (5.1)

where K = 72%1 G®)

=1 Ai(?)
In practice, we may not be able to accurately estimate the ideal utilisation of a link
since our measure of available bandwidth is an approximation. However, the devi-
ation in our estimate of available bandwidth is expected to be between reasonable
limits. Thus, if we can ensure that actual utilisation of links are equal to their ideal
value, it will result in a fair utilisation of resources even if the measure of available
bandwidth is not exact. The advantage of formulating the problem in this form is
that we need not explicitly define threshold values for links. Nevertheless depending
on the available bandwidth, each link will have a limit on the maximum traffic it
can carry (i.e. link threshold). Since our model re-distributes traffic every period
based on the available bandwidth, it will ensure that utilisation of all the links are
below their threshold values. If at all thresholds are encountered it will be for all the
egress links. Our first objective, therefore, is to minimize the difference between ideal

utilisation and actual utilisation of a link.

f1: min|IU.(t) — U.(t)| Ve € £

Minimize user re-assignments : Given that we no longer wait for a link to reach its
threshold value, but re-assign users as soon as its utilisation deviates from the ideal
value, the number of user switches is likely to be high. Our next goal is to keep the

user re-assignments as small as possible. That is we wish to minimize

F20 mind Y wie(t) — wie(t — 1) (5.2)

e=1 1=1



For each user re-assignment, the output of the above equation will increase by a

value of 2.

iii. Select the minimum cost intra-domain link : The third objective is to handle the
issues of latencies encountered within the network. Let E' C E denote the set of
equally good egress routes to which an user i can be moved. If our algorithm selects
e € E' as the egress route to which the user will be moved and d(i,e) denotes the

intradomain cost from user i to egress link e, then the following equation must hold

f3: d(i,e) <d(i,e'), Ve' € E' (5.3)

5.3 Offline Models

One of the main impediments in finding a solution to our problem is that the input traffic
takes unknown values at the time of making decisions. In order to exhibit the complexity of
the problem we make some simplifying assumptions about the traffic, though some of these
assumptions may sound unrealistic. For each such assumption we examine if a feasible
solution exists and if so its complexity. In the offline models, we assume that the input
traffic is known, available bandwidths is constant equal to the link capacity and intradomain
traffic is steady and does not have an affect on the latencies. For the sake of simplicity,
in this section we effectively consider only the first two objectives and the third objective
about minimising the intradomain link cost is not considered. These models are equivalent
to a scenario where we collect the traffic traces before hand and replay them. Hence we

call these models the offline models.

5.3.1 Input Traffic Known

To start with let us assume that the input traffic is known. More specifically we assume

that the incoming traffic of each of the users (b;) is known. The sum of these b}s will yield
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the total incoming traffic. Since we know the assignment of users to links, we can also com-
pute the utilisation of each individual link. Further as we are considering a static network
the available bandwidth of each link is assumed to be a constant equal to the link capacity.
Using equation 5.1, we can compute the ideal utilisation of the egress links. Finally our job
will be to distribute the user traffic such that utilisation of each link is at its ideal value.
We propose to solve the problem in two steps. First we compute the state of each link and
ascertain the amount of traffic that needs to be re-assigned in order to make the links load
balanced. In the second step we do the actual user re-assignment. The bandwidth of a link
is measured over a period of time. Thus any algorithm that we propose must also proceed

in periods (stages).

i. Rank the Egress Links : The utilisation of a link with respect to its ideal value will

be in one of the three states - over-utilised, utilised or under-utilised. A link is classified
as over-utilised if its utilisation is above the ideal value, utilised if it is exactly equal and
under-utilised if it is below the ideal value. We define a rank for each of the links. The rank
of a link is the difference in the value between its ideal and actual utilisation. An algorithm
to compute the rank of the egress links and to list the over-utilised and under-utilised links
is given in algorithm 1. The input to the algorithm is the incoming user traffic, avail-
able bandwidth and user assignments. The algorithm computes the rank of all the links.

A link is categorised as over-utilised if its rank is negative and under-utilised if it is positive.

ii. Move Users: We now have a set of users assigned to over-utilised links from which
we need to select some of the users and move them to under-utilised links so that the link
utilisations become as close as possible to their ideal value. Our goal is to load balance
the traffic with a minimum number of user re-allocations. We call this problem the re-
assignment problem. We prove that the problem is intractable by showing that a restricted

instance of the problem (restricted re-assignment problem) is NP-complete. A formal def-
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input : b[1..S], A[1..N], x[1..5]

/* b[l: Incoming User Traffic */
/* A[]l: Link Available Bandwidth */
/* x[i]l=e, user i assigned link e */

for e =1 to N do
| T_Abw « T_Abw + Ale]
end
/* U[] Measured Incoming Traffic */
for : =1 to S do
T traf fic < T_traf fic + b[i]
Ulx[i]] < Ulz[i]] + 0]
end
/* TIU[] Ideal Utilisation */
for e =1 to N do
T traf fic . Ale]

IU[e] + T Ab
rankle] < IU[e] — Ule]
if rankfe/ < 0 then

/* 0Util[] Over-utilised links */

OUtil[index + +] + e
nd
Ise if rankfe] > 0 then

/* UUtil[] Under-utilised links */

UUtillindexl + +] < e
end

o O

end

Algorithm 1: Compute Rank of Egress Links

inition of the restricted re-assignment problem is given in definition 1. In theorem 1 we
prove that the restricted problem is NP-complete and hence the re-assignment problem is

also NP-complete.

Definition 1. The restricted re-assignment problem (RRP) is defined as follows. In the
offline case when input traffic is known, we assume a network scenario where the total
number of egress links present is 2. Awailable bandwidth of both the links is assumed to
be equal and known. The ideal utilisation of both the links therefore should be same, equal

to half of the total incoming traffic. The problem is to re-allocate some users from the
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over-utilised to the under-utilised link such that utilisation of both the links become ideal.
Theorem 1. The restricted re-assignment problem is NP-complete.

Proof. The proof is in two steps. We first show that the problem is in NP and that this
reduction can be carried out in polynomial time. Next we show that the problem is equiva-
lent to the partition problem, a well known NP-complete problem. To begin with we define

an instance of our problem precisely.

Consider a finite user set I={i1, .., is}, incoming traffic of user i is b;. F ={e,,e,} is the
two element set of egress links, where e, is an under-utilised link and e, is an over-utilised
link. Available bandwidth of the links is A,, = A., = A. The question is can we select 2

disjoint subsets, I, 1, C I where I, = I — I, such that

S
> b
Sty = To= Tt
JEL, kel,
It is easy to see that the problem is in NP. A non-deterministic algorithm needs to ” guess”
the 2 subsets; we can then verify the result in polynomial time.
An instance of the partition problem as defined in ([54]) is reproduced below.

A finite set L and a ”size” s(l) € Z" for each | € L. The question is does a subset L’ C L

exists such that

Y oshy= ) s(l).

ler’ leL—L
We show that our problem is equivalent to the partition problem as follows:

e The set of users I is the finite set L of the partition problem, |I| = |L|. Each b; € T

is s(i) € L.
e The subset I, is L’ and subset I, is L-L".
This reduction can be done in polynomial time and hence the proof. O

Corollary 1. The re-assignment problem is NP-complete.
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Proof. An instance of the re-assignment problem can be defined as follows.

Consider a finite user set I={iy, .., is}, with incoming traffic b;. £ ={ey,...,en} is the set
of egress links with available bandwidth A., < ... < A,,. The question is can we select N
disjoint subsets, I; C I, j=1,..., N, such that

s
> by L A,
b.:%W‘:l’_“’N
J N )
jEIJ' Zk:l €f

Clearly, there is a one-to-one correspondence between the re-assignment problem and RRP.
If we specify the following two additional restrictions to the re-assignment problem, N=2
and A., = A.,, then the resultant problem is the RRP. Hence from proof by restriction

([54]), the re-assignment problem is NP-complete. O

Having shown that our problem is NP-complete, we next establish a correlation between
the over-utilised and under-utilised link in theorem 2. The theorem states that if one or
more of the egress links are over-utilised then there are guaranteed to be under-utilised
link(s) which will exactly fit the excess traffic. The proof of the theorem is simple and
directly follows from our definitions. A formal proof is given below. This correlation indi-
cates that feasible solutions to the problem exist if the input traffic can be discretised at
appropriate levels. A feasible solution is a set of under-utilised links which can accommo-
date the excess traffic of the over-utilised links. In the following sections, we explore the

possibilities of a solution by introducing additional constraints on the input traffic.

Theorem 2. If there are over-utilised links then there must exrists one or more under-
utilised links. The absolute value of sum of ranks of over-utilised links must equal sum of

ranks of under-utilised links.

Proof. Suppose there are N links. Let IU,(t), U(t) and A.(t) be the ideal utilisation, ac-
tual utilisation and available bandwidth of a link of a line e at time t. From our definition
of ideal utilisation of a link as given in equation 5.1, it follows that the sum of the ideal

utilisation of the links will be equal to the sum of their utilisation.
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e=N e=N e=
Ue(t)
SO0 = K A(h) = S Uel) Z A1)
e=1 e=1 2621 A t e=1
e=N
U,(t) = Total incoming traffic at time t.

e=1

We pair the ideal utilisation and utilisation of a link and rewrite the above equation as
follows.

(IU, = Uy) + (U — Uy) + ...+ (IUy — Uy) =0 (5.4)

Each term in equation 5.4 represents the rank of the corresponding link. Since the sum
total of the ranks is zero, it means either all the terms are zero or there are some negative
terms and positive terms which cancel out each other. The first possibility that all the ranks
are zero is unlikely since it will mean ideal utilisation and utilisation of all the links are the
same. In practice utilisation of a link will be either greater or lesser than its ideal value.
Suppose utilisation of the links [/ and m are greater than their ideal value (over-utilised
links). It means the terms (IU, — U;) and (IU,, — U,,) are negative. Since the net value
of the equation must be 0, there will be one or more positive terms (under-utilised links)
present in the equation. Without loss of generality, let n be the only under-utilised link.
This means the links [, m and n have non-zero ranks. Thus equation 5.4 can be re-written

as:

(IU, — U) + (IUm — Up) + (LU, — U,) = 0 or

|(IU, = U)) + (IU,, — Up)| = |(IU, = U,,)|

Hence the proof. 0
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5.3.2 Input Traffic Known and Bounded.

Theorem 2 suggests that a feasible solution to the re-assignment problem exists if the input
traffic can be suitably restrained. We therefore enforce additional restrictions on the input
traffic and examine if a polynomial time solution can be realised. The incoming traffic
of a user (b;) cannot exceed the available bandwidth of the link to which it is assigned.
Thus, we put an upper bound on the user bandwidth equal to the available bandwidth of
the link. The problem is now equivalent to a partition problem where the ”size” of the
elements of the set are bounded. Garey and Johnson ([53]) show that in the partition
problem, pseudo-polynomial time bounds solutions are possible if the sum of the ”sizes” of

the elements of the set are known in advance.

Let us further restrict the values of b; to two - 0 or 1. A value of 0 means a user is not
receiving any traffic (dormant) while 1 means the user is receiving traffic (active). Then
from theorem 2, it follows that an exact solution to the problem can be found by filling up
each under-utilised link with users from over-utilised link that have value of b; equal to 1,
such that the utilisation of all these links become ideal. All we need to do is to identify
such users assigned to over-utilised links and move them one by one. A straight forward
approach would be to examine each user, identify the rank of the link assigned to the user,
move those users assigned to over-utilised links and then update the link utilisations and
ranks. The solution will, therefore, take at most (-)(S) time, where S is the size of the user

population.
The conclusion that we can draw from the above discussions is that one may not be able

to find an exact solution to the problem even if the input traffic is assumed to be known

unless the traffic is suitably discretised.
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5.3.3 Input Traffic Known, Objectives Assigned Preferences

In the literature there are a number of methods available to solve multi-objective optimi-
sation problems. In ([92]), Marler and Arora provide a comprehensive review of multi-
objective optimisation methods. One such method is the bounded objective function
method. The idea is to assign preferences to objectives a priori to convert the problem
into a simpler, single objective problem either by aggregating the objective functions or

optimizing one objective and treating the others as constraints.

In the context of our problem, movement of users will incur a relatively larger over-
head - changing of routing table entries, preserving existing connections and route re-
advertisements. Balancing the traffic load is important to prevent congestion. But traffic
will vary between periods and in practice exactly balancing the link utilisations will be diffi-
cult. A practical approach, therefore, would be to attempt to minimise the user movements
while incurring some disparity on load balancing of the links. We rewrite the problem as a
linear program with minimisation of user movements considered as the lone objective and

the objective to load balance the links as constraints.

min Z Z R — TR

e=1 =1

such that
N

Y |[IU.~Ul|<D,VecE

e=1
where D is the maximum allowance utilisation of a link can vary with respect to its ideal
value. We do not go into details of solving the linear program because we will find that in
the online scenario, where the input traffic becomes unknown, assigning of such preferences

to objectives does not make the problem any simpler.
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5.4 Online Models

The offline analysis was carried out to gain insight into the problem. In the offline analysis
we have shown that the problem is NP-complete even if the input traffic is known. A
polynomial time solution could be achieved only after imposing several levels of restrictions
on the input traffic. In the real world input traffic will change dynamically and their values
will be unknown at the time of assigning users to links. The algorithms that we propose in
this section immediately process the input traffic as it enters the network, thus we refer to
these network models as the online models. Since in the online model the input traffic is
assumed to be unknown, it is unlikely that we can have a simpler solution than that of the
offline models. However, we continue with what we have learned and explore possibilities

of adapting these solutions to the online scenario.

5.4.1 Input Traffic Unknown, Objectives Assigned Preference and

Intradomain Traffic Static

Stochastic linear programming is a framework to handle uncertainty in linear programs
by modeling the uncertainty in the problem data as a probability distribution. In general
terms, the assignment problem consists of finding the best assignment of tasks to agents
according to a predefined objective function. However, in practice each agent requires a
quantity of some limited resource to process a given job. The problem of assignments taking
into account these resource constraints is known as the Generalised Assignment Problem
(GAP). The assignments of jobs to agents must be done before the actual demands for
resource capacity are known. In the recourse model, once the values become known, it
is possible to re-assign some of the jobs incurring costs. The goal is to minimise the
re-assignment costs. It comes in two flavors - two-stage and multi-stage recourse model.
Two-stage stochastic recourse models allow decisions to be taken in two stages - first before
the experiment and a corrective decision (recourse) once the uncertainty is revealed after

the experiment. Decisions taken before the experiment are called first-stage decisions and
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those after the experiment are called second stage decisions. In a multi-stage stochastic
program with recourse the uncertainty in the problem evolves through a series of stages.
At each stage the uncertainty is partially revealed and one takes decision in each stage in
response to the uncertainty realised so far. The uncertainty is fully revealed at the end
of the period and the sequence of the decisions is to optimize the uncertainty revealed
at the end of the period. Our problem has characteristics of both the recourse models
but does not exactly fit into either of them. The distribution of the stochastic parameter
(input traffic) at each stage is independent which makes it appear as a two-stage recourse
model. However, like the multi-stage model, the distribution of the stochastic parameter
gets partially revealed at each stage. Continuing with our linear programming approach in
the offline analysis, we propose to model our problem as a recursive two-stage model. We
define a stage as equivalent to a period. A formal representation of a two-stage recursive
model is given below:

min z = c'z + E¢Q(z,&(w))] (5.5)

where

Qz, §(w)) = minlg(w)"y(w)]

In the beginning of the first stage users are provisionally assigned links. The first term
in equation 5.5 represents the first stage direct cost where x is the assignment of users and
c is the cost vector. Depending on the input traffic realised in the first stage the algorithm
will take a recourse action, which is re-assign some of the users. The second term represents
the expected cost of re-assignment. Q is the recourse function, q is a vector of recourse
costs or the penalties for re-assignment. £(w)) is the expected number of recourses and y(w)
is the actual recourse actions taken which is equivalent to re-assignments in the context of
our problem. The second stage determines the final assignment plan once the uncertainties

are known. The aim is to minimise the recourse cost. The second stage will act as the
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first stage for the next run of the algorithm and so on the algorithm will proceeds recursively.

Stochastic programs are, however, difficult to solve and a two-stage recourse problem
has been shown to be a #P-hard problem ([58]). The difficulty in solving the stochastic
linear program will mainly arise because the distribution of the random parameter (input
traffic) is unknown and the objective function is a multivariate expectation, which cannot be
computed exactly. No results on exact algorithms for any type of stochastic recourse models
are known. The most commonly used approach to tackle stochastic linear programming
problem is to use approximation methods. The main disadvantage of formulating the
problem as a stochastic linear programming model is that it requires assigning preferences
to the objectives, thereby diluting our goal. But, this act of restricting our goal does not

make the problem any simpler.

5.4.2 Input Traffic Unknown, Intradomain Traffic Static

In the offline analysis we have shown that the problem is NP-complete even in the simple
case when the input traffic is assumed to be known. Further we have shown that the act
of imposing restrictions on the objectives does not make the problem any simpler. We now
remove all the restrictions imposed on the objectives and propose objectives. The input
traffic is assumed to be unknown and can take on any value. However, we assume that the
intradomain traffic is steady and does not have an affect on the latencies. We call such a
network environment where the effect of intradomain traffic is not considered as a static
network environment or a static intradomain network environment. The network traffic
is not entirely static since the incoming traffic is dynamic and available bandwidth of the
egress links can vary. One may comprehend that the state of the network assumed in this

section is similar to that of the LAN-based model we discussed in the preceding chapter.
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Greedy Approach

Ideally, the problem of user re-assignment should be considered at the global level by a
bandwidth manager. The manager should be able to see the traffic dynamics of the whole
network as well as the current user assignments and then re-assign the users. The proposed
heuristics are broadly structured as the two-stage recourse model. The heuristic proceeds
in stages or periods. Duration of a period is set as before to 5 minutes. At the end of
each stage, the utilisations and ranks of the links are computed. Based on the current
network state, we compute the minimum number of user re-assignments that will make the
utilisations of the links as close as possible to their ideal value. The issues that need to
be addressed are - (i) how many users are to be re-assigned (ii) which are the candidate
users for re-assignment and (iii) in case of more then one under-utilised link to which of
these links do we move the user. Our first heuristic is to move the user that is currently
receiving the maximum traffic to the most under-utilised link. We call this heuristic the
greedy approach. The actions that need to be performed at the end of each period are

summarised below:

i. Compute rank of the links based on the current network traffic state using algorithm

1.

ii. Sort the users assigned to over-utilised links in descending order of their b}s (incoming

traffic) and consider them one by one.

iii. Select the first user from the sorted list. Check if the user can be moved. Get the
most under-utilised link. If the user fits the under-utilised go to the next step. Else

repeat (iii) till a user can be moved; exit if no more users are left in the sorted list.

iv. Move the user and re-compute the link utilisations and ranks.
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v. Repeat steps (iii) and (iv) until utilisation of all the links become optimal or no more

users can be moved.

When a user is selected for re-assignment, the algorithm first checks if moving the user
will make the over-utilised link under-utilised. Next the algorithm checks if the user fits the
selected under-utilised link. We say that a user fits into a link if assigning the user to the
link does not make the link over-utilised. This checking is to ensure that due to our user
re-assignments a currently under-utilised link does not become over-utilised. Since the link
ranks are re-computed after every user re-assignment, the algorithm will halt under two
circumstances. In the first case when utilisation of all the links become ideal. Incoming
traffic of a user can vary over a wide range. Therefore, the more likely situation when the
algorithm will halt is that there is no link that fits a user. A pseudo-code of this heuristic

is given in algorithm 2.

Random User Selection Approach

Depending on the manner we select users for re-assignment, there can be different algo-
rithms. Internet traffic variability, that is the number of sources that become active or
stop sending traffic, is high for smaller time scales ([99]). Stated plainly, this means the
present highest traffic receiver may not remain so in the next few periods. Therefore, in the
second heuristic we do not discriminate the users on the basis of their current bandwidth
usage. Rather the users are selected based on the outcome of a random game. We call
this approach the Random User Selection (RUS) approach. Given an over-utilised link, we
compute its relative utilisation, that is utilisation of the link over its available bandwidth.
All users assigned to the over-utilised link are then moved with a probability equal to the
relative utilisation of the link to the most under-utilised link. The higher the relative utili-
sation of an over-utilised link, the greater is the probability that more users will be moved

from the link. Since utilisation of the links gets updated along with the movement of users,
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end

end

input : OUtil[], UUtil[]

/* Definition of input variables same as in algorithm 1.
/* OUser[]: Users assigned to over-utilised links.
fori =1 to S do

if (rank[z[i]] < 0) then

OUser|index + +] < i

end

/* Sort users in descending order.
SortedOuser < sort(OUser,”d”)
foreach ou in SortedOUser do

Ink < z|ou]

/* Check if moving user ou will make link "lnk" under-utilised
tmp_util_Ink < Ullnk| — blou]
tmp_rank_Ink < IU|[lnk] — tmp_util_Ink
if (tmp_rank_Ink <0) then

/* Get most under-utilised link, getnext defined in algo.

*/
nexrt « getnext()

/* Check if user ou fits the under-utilised link "next"

tmp_util_next < U[next] + blou]

tmp_rank_next < IU[next] — tmp_util_next

if (tmp_rank_next > 0) then

/* Move user; update link utilisation and ranks.
x[ou] « next

Ullnk| < tmp_util_Ink

rank[Ink] < tmp_rank_ink

Ulnext] < tmp_util_next

rank[next| < tmp_rank_next

end

end

3.

*/
*/

*/
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getnext ()
/* Return most under-utilised link. */

maz_rank < 0
ret_Ink < —1
foreach Ink in UUtil do
if rank[lnk] > mazx_rank then
max_rank < rank[lnk]|

ret_Ink < Ink
end

end
return ret_lnk

Algorithm 3: getnext() Function

relative utilisation of the links will also change accordingly. The algorithm will halt under
the same situation as in the case of the greedy approach. The difference is that in the
RUS approach, a user that fits an under-utilised may not get moved and the algorithm
may eventually run out of users. Nevertheless, both the heuristics move traffic so that
the utilisation of the links becomes as close as possible to their ideal value. Thus if there
are sufficient number of users available, the performance of both the greedy and random
approach with respect to link utilisations will be comparable. The main difference between
these two heuristics will be in the number of users re-assigned. A pseudo-code of the RUS
heuristic is given in algorithm 4, it has a run-time of O(S) as compared to the O(SlogS)

of the greedy approach. The getnezt function is the same for both the algorithm.

5.4.3 Input Traffic Unknown, Network State Dynamic

So far we have deliberated situations where the input traffic and available bandwidth can
vary. Now we finally assume a totally dynamic network environment where the input In-
ternet traffic is unknown, available bandwidth varies across periods and the intradomain
traffic is dynamic too and can have an affect on the latencies. In a sense both the algo-
rithms we have proposed for the static network environment is greedy in nature since it
selects the most under-utilised link. Another possibility of selecting an under-utilised link

would be to select one that best fits the user. Again we can have a number of heuristics
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input : OUtl[], UUtL[], b[1,...S], rank[1,..N], x[L,..S], u[1..N], A[1..N]

/* Definition of input variables same as in algorithm 1.
/* 0User[]: List of users assigned to over-utilised links.
for i =1 to S do

if (rank[z[i]] < 0) then

| OUserlindex + +] <+ i

end

nd

foreach ou in OUser do

Ink < z|ou]

/* gen(): Generate a random number using uniform distribution.
prob < gen (UD)

/* Compute the relative Utilisation

rel_util + Z[[llzlfﬁ]]

if (prob < rel_util) then

/* Check if moving user ou makes link "lnk" under-utilised
tmp_util Ink < Ullnk] — blou]

tmp_rank_Ink < IU|[lnk] — tmp_util Ink

if (tmp_rank_Ink < 0) then

)

*/
next < getnext()
/* Check if user ou fits the under-utilised link "next"
tmp_util_next < Ulnext] + blou]
tmp_rank_next < IU[next] — tmp_util_next
if (tmp_rank_next > 0) then
/* Move user; update link utilisation and ranks.
x[ou]  next
Ullnk| « tmp_util _Ink
rank|[Ink] < tmp_rank_Ink
Ulnext] « tmp_util_next
rank[next| < tmp_rank_next
end
end
end
end

/* Get a under-utilised link, getnext defined in algo. 3.

*/
*/

*/

Algorithm 4: Random User Selection Algorithm
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depending on the way we select an under-utilised link. In this section our aim is to select
an under-utilised link such that the dynamics of intradomain traffic are taken into account.
To deal with the problem, let us first study how existing Internet protocols handle such
situations. In BGP, if the route selection process results in multiple equally good egress
routes then the intradomain distance is used to break the tie. The route with the smallest
IGP distance is selected from a set of equally good egress routes. We propose to follow
a similar philosophy in our work. For a user assigned to an over-utilised link, the set of
under-utilised links that fits the user are equally good egress routes. Taking a cue from
BGP, from the set of under-utilised links we select one with the least intradomain cost. To
incorporate the above alterations into our heuristics, we need to only change the way an
under-utilised link is selected for moving users. As such, we shall continue to use the same
strategies to select a user for re-assignment, that is algorithm 2 and algorithm 4 will remain
unchanged. The only change required is in the getnext function. Instead of selecting the
most under-utilised link, for a given user we compute the IGP distance from the user to
the egress router of all the under-utilised links and select the one with the least cost. A

pseudo-code of the new getnext function is given in algorithm 5.

getnext (user)
/* Return least cost link. x/

sre +— user
min_cost < 999
ret_Ink < —1

foreach Ink in UUtil do
dst < Ink

/* Cost between src and dst x/
cost < pathcost(src, dst)

if cost < min_cost then
min_cost <+ cost

ret_Ink < Ink
end

end

return ret_Ink
Algorithm 5: Returns the least IGP cost under-utilised link
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5.4.4 Forwarding Traffic to Egress Routes

Intradomain routing protocols traditionally use IGP metrics to choose egress route of users.
Our algorithms on the other hand demand that the user traffic be directed to their specific
assigned egress routes. One way of achieving this would be to forward traffic of all users
to a centralised manger which in turn will route the user traffic. This is the forwarding
mechanism we have used in our threshold-based route control scheme proposed in chapter
4. Such an in-band forwarding mechanism although simple is not scalable and in larger
networks the manager will become a major source of bottleneck. The availability of a large
number of tunneling technologies allows for more sophisticated forwarding mechanism.
Tunneling technologies like Multi Protocol Label Switching ([45]) allow providers greater
flexibility in network-deployment choices, improved routing system scalability, and greater
reach to customers. We can take the advantage of such technologies to create label switched
paths (LSPs) between a user and its egress route and then forward the traffic out-of-band.
With such a mechanism the centralised manager only needs to pass on information of the

egress router assigned to users thereby greatly reducing the load on the manager.

5.5 Experimental Evaluation

In this section we describe our experimental evaluation of the various route control alter-
natives proposed in section 5.4. These include evaluating the performance of the route
control models for static intradomain network environment and examining the sensitivity
of the model to cross-traffic. We concentrate on highlighting the performance benefits of
each scheme. As we proceed with our experimental analysis, based on the output of our
experiments we propose modification to our heuristics to maximise benefit. In the final
part of our evaluation we generate a dynamic network scenario so as to test our dynamic
route control algorithms in a realistic network setting. The algorithms are tested with both

synthetic and actual traffic traces. The algorithms are tested using a wide range of possible
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scenarios and exhaustive data sets.

5.5.1 Static Network Environment

In this section we test the static route control algorithms. The setup for the static network
environment is simple. The performance of our proposed heuristics is evaluated using a
simulation program written in Perl. The simulations are performed using actual traffic
traces. Although the simulation program does not consider intradomain traffic dynamics,
nevertheless we can get a feel of the performance of the algorithms in actual traffic condi-
tions. To quantify the benefits of our approach we compare our heuristics to the default

case when no load balancing is applied and measure the improvements in performance.

Experiment Setup

The packet sniffer program tcpdump ([12]) is used to collect network traffic traces from
the different egress links. Each individual trace represents the utilisation of a link. The
traces are initially analysed individually. As discussed in section 5.1.2, we regard flows as
a set of packets that travel in either direction between a pair of communication endpoints.
We basically consider two flows - incoming and outgoing flows. Time-stamp of the first
packet marks the beginning of an experiment. Payloads of all incoming traffic flows that
fall within a period are added up. This sum represents the default utilisation of the links
when no route control techniques are used to load balance the traffic. While computing

the link utilisations, we also extract the distinct users (IP addresses) present in the trace.

In the second part of our analysis we try to emulate the behavior of the centralised
manager, who can see the traffic of all the egress routes as well as the user assignments.
The individual traces are merged in chronological order using tcpslice ([13]), a tool to glue
together tcpdump files. The merged trace acts as the input to the simulation program.

Since we know the users present in each of the individual traces, it means we also know the
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initial or default assignment of users to egress links. The program computes the utilisation
and rank of all the egress links in a period. Users assigned to over-utilised links are moved
out to under-utilised links. The selection of users and under-utilised links depend on the
algorithm simulated. For example if we are simulating the greedy algorithm, the users are
sorted in decreasing order of their size and then they are moved out one at a time until the
utilisation of the links become ideal or there are no users that can be moved. In this work,

by size we mean the total incoming traffic of a user in a given time duration.

Data Set

Experimental results will largely depend on the characteristics of the traffic traces used.
Traces used in our interdomain traffic engineering experiments must have certain proper-
ties. First, the traces should be collected at transit points so that individual traffic from
all the users can be seen. Secondly the network should be multihomed and traces should
ideally cover traffic on at least two different interdomain links. We achieve this by collect-
ing individual trace from the different interdomain links simultaneously and then merge
them. Thirdly we should be able to construct from the traces, the source and destination
addresses, volume of traffic and IP protocol. We consider only TCP connections since TCP

constitutes bulk of the Internet traffic.

The traces used in the experiments were collected at our institute’s transit points. The
institute has 48 Mbps of Internet bandwidth subscribed from 5 different ISPs. Traces
were collected from each of the egress links for different durations and on different days of
the week. Though we don’t intent to study interdomain traffic in this work, we examine
the traces to show that our data set possess the basic interdomain traffic characteristics
([108], [33]). In this section we present our observations from the analysis of a 1 hour trace
collected from 4 different ISP links. The total number of TCP connections detected in the

trace was 22.7 millions and the distinct number of users (IP addresses) present was 932.
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The total traffic downloaded was 7.5 gigabytes and outgoing traffic was 0.5 gigabytes. The

highest traffic downloaded by a user was 607 megabytes and the user was active throughout

the duration of the trace period. On the other hand the lowest size user downloaded just 67

bytes and it was active for about 1 sec only. Traffic flows are usually classified on the basis

of their size and lifetime. We analysed the trace both in terms of the bytes downloaded

and lifetime of a user. The data set exhibit all the characteristics of interdomain traffic.

Results of our study is given below.

e We sorted the users on the basis of their size and plot the cumulative percentage
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of bytes downloaded in figure 5.2. A small fraction of users account for the major
volume of traffic. As can be seen, 5 percent of the users account for 70 percent of the
traffic and 10 percent of the users account for 80 percent of the traffic. These users

have high throughput and long duration flows (elephants).

Next we classified the users on the basis of their lifetime and placed them in bins of 5
minutes. The percentage of users present in each bin and the total bytes downloaded
is plotted as a histogram in figure 5.3. The choice of 5 minutes bins is obvious;
our proposed algorithms execute recursively in periods of the same duration. Out
of the 12 bins, 40 percent of the users lie in the first bin. However, the total bytes
downloaded by these users are just 4.5 percent. That is the majority of the users
are short-lived having a lifetime of less than 5 minutes and have a low throughput
(mice). Such users will not have much of an impact on load balancing of the links.
The percentage of users present in a bin almost linearly decreases as the bins move

further away from the y-axis. This means very few users have long duration lifetime.

There does not seem to be any correlation between the size and lifetime of a user.
Earlier studies ([33]) have also indicated that flow size is independent of the flow

lifetime.
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Fig. 5.2 Bytes downloaded as a function of users.

Experiment 1

In this experiment we considered traces collected from three different egress links. The du-
ration of each trace was 90 minutes and the number of distinct users (IP addresses) present
was 600. The traces were collected simultaneously from all the three links. We computed
the utilisation of the individual links using the traces. The utilisation so measured was for
the default case, when no load balancing heuristics were used. Next we merged the traces

and simulated the greedy approach and the random approach (RUS) on this merged trace.

In figure 5.4 and 5.5 we plot the link utilisations for the three scenarios - the default
approach, load balancing with greedy and random approach. The available bandwidth of
all the three links was considered to be constant, equal to the link capacity. Further the
capacities of all the links were considered to be equal. This means that at any instant the
utilisations of all the links should be ideally equal. The plot of the default case reveals that

the utilisations of the links were highly imbalanced. The application of our load balancing
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heuristics reduced these inequalities in link utilisations to a great extent. The rank of a
link is a measure of the deviation of the link’s utilisation from the ideal value. To further
substantiate our results we tabulate the absolute sum of ranks over all the periods in table

1. As expected, the deviation for the default case was relatively large, while the values
for the greedy and RUS approach were comparable. The application of our load balanc-
ing techniques resulted in more than 50 percent better balancing of traffic as compared to
the default approach. The results of our experiment supports our earlier conjecture that
utilisation of the links will be similar for both the greedy and random approach. Finally
we compare the number of user movements involved for the greedy and RUS approaches
in figure 5.6. The number of user re-assignments for both the heuristics was low, less than
2 percent on an average. From the plots it is evident that the application of our heuristics
resulted in better load balancing of the incoming traffic. The random approach is compu-
tationally inexpensive as compared to the greedy approach but the price we may have to
pay is a larger re-assignment of users. In our experiments we found that employing the

RUS approach for load balancing resulted in about 1 percent more user re-assignments in
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comparison with the greedy approach. In the following experiments we continued with only

the greedy approach to further investigate the effects of network traffic on our heuristics.

Table 5.1 Absolute sum of ranks (Mbps)
Default | Greedy | RUS
35.7 13.9 16.74
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Fig. 5.4 Expt. 1: Comparison of link utilisation where all links have same

available bandwidth (contd.).
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Fig. 5.5 Expt. 1: Comparison of link utilisation where all links have same
available bandwidth.
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Fig. 5.6 Expt. 1: Comparison of user movements.
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Experiment 2: Effect of elephants and mice

The results of our first experiment were very encouraging as we could extract a substantial
improvement in performance with minimal user re-assignment. With an aim to test our
techniques more rigorously under different traffic scenarios, in this experiment we investi-
gated the effects of the presence of elephants and mice in the traffic. The number of links
considered was two and as was in the case of the previous experiment, available bandwidth
of both the links was assumed to be constant, equal to their capacities. Duration of the
trace collected was 2 hours and the numbers of users present in the trace was 500. As the
number of links considered was only two either one of them will be over-utilised and the
other under-utilised or utilisation of both the links will be same, which is unlikely. In figure
5.7(a) and 5.7(b) we compare the utilisation of the over-utilised link with its ideal value for
the default case and greedy approach respectively. The plot of the link utilisation when the
greedy algorithm is used looks like a saw tooth. On further investigation, we discovered
that this behavior is because there are a few elephants that move to and fro between the
two links. When such a user gets moved, the second link becomes over-utilised and the
first one under-utilised. In the next period the user gets moved back to the first link and
in this way the user oscillates between the two links. This is an example of the ping-pong

effect we discussed in chapter 4 (section 4.4.1).

To confront such user oscillations, we incorporated an additional constraint to our
heuristic. If a user has been moved once it should not be considered for re-assignment for
the next few periods. The question is how long should we restrain a user from re-assigned
once the user has been moved. To test the limit up to which we can delay re-assignment
of users, in our experiments once a user is moved it is not considered for re-assignment
during the period of the simulation. This modification leads to significant performance
improvement (figure 5.8(a)). Such a move while tackling the issue of user oscillations also

has a positive side-effect on route convergence. Route convergence in BGP can range from
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a few minutes to a few hours. After a user is re-assigned if the user is restricted from
being re-assigned again for a sufficiently long period, it will ensure that a user does not
get moved before its route updates have converged. In practice a domain will have a large
user base and this restriction will not have an affect on the load balancing of the links. For
example in this experiment even with a relatively limited user base we restrained a user
from being re-assigned for 2 hours once it is moved. The performance of the experiment

has been satisfactory.

5.5.2 Relaxed Greedy Approach

Figure 5.8(a) shows that preventing user oscillations does result in improvement in perfor-
mance of the greedy approach but there are still periods when the utilisation of the link
deviates from its ideal value by about 20 percent. Although this value is not exorbitant
there appears to be room for improvement. In our simulations we experimented by moving
different numbers and type of users. In this section we report a particular order of user
re-assignment that resulted in performance improvement both in terms of link utilisation
as well as user re-assignments. In our original proposed route control strategies a user is
moved to an under-utilised only if the user fits the link. Especially in the case of greedy
approach, we noticed that in the sorted list of over-utilised users an elephant is usually
followed by a large number of mice. An elephant may not get moved because it slightly
over-fits the under-utilised link. As a result a large number of mice get moved. The test of
whether a user fits an under-utilised link has been devised since we do not want an under-
utilised link to become over-utilised due to our user re-assignments. In reality utilisation
of a link does not depend on the user assignments alone. To an extent link utilisations will
also depend on the pattern of traffic in the following period which in any case cannot be
predicted. To reduce the number of user movements, we make a second adjustment to our
heuristic. Users that slightly over-fit an under-utilised link are allowed to be moved. In

order to bring a distinction with our earlier greedy algorithm we call this revised greedy
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heuristic the relazed greedy algorithm. We refer to our earlier approach as strict greedy or

simply greedy algorithm.

An immediate fallout of this relaxation is the issue of how much over-fit do we allow.
In this particular experiment the greedy heuristic has been altered such that once a user is
selected for re-assignment, it is moved to an under-utilised link without making any other
checks. We find that the relaxed greedy approach leads to better load balancing, figure
5.8(b). As can be seen the utilisation plot of the over-utilised link almost coincides with its
ideal value. At the same time the number of user movements is significantly reduced. The
clustered histogram in figure 5.9 compare the percentage of users moved for the two greedy
approaches. The lower performance of the strict greedy approach could be either because
sufficient number of low throughput users is not available or due to the short-lived connec-
tions of the re-assigned mice. The other question is will the relazed greedy approach always
give better performance? During the course of our experiment we find that performance of
the strict and relaxed greedy approach depends on the pattern of the input traffic as well

as on the network traffic load.
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Fig. 5.7 Expt. 2: Comparison of link utilisation with their ideal value.
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Fig. 5.8 Expt. 2: Comparison of link utilisation with their ideal value.
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Fig. 5.9 Expt. 2: Percentage of user re-assigned.

5.5.3 Available Bandwidth Varies

In the experiments that we have considered so far available bandwidth of the links was
assumed to be a constant. In actual networks available bandwidth of a link will depend
on the amount of cross traffic present and it will vary substantially between periods. In
order to consider the cross traffic in our simulation, while the traces were collected we
also recorded available bandwidth of the egress links using the tools we have previously

mentioned in chapter 3.

Experiment 3: Examining the Effects of Cross-Traffic

This particular experiment is to examine the presence of cross traffic on our route control
strategies. The number of egress links considered was four, the trace duration was of one
hour and the number of users present was 932. The total traffic downloaded was 7.5 gi-
gabytes and the outgoing traffic was 0.5 gigabytes. Both the greedy approaches - strict

and relaxed, were simulated using these traces. In order to represent the traffic load bal-
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ancing of the entire network, we computed the overall percentage deviation of the greedy
approaches; that is the sum of absolute value of all the link ranks divided by the sum of
their available bandwidth. The average percentage deviation for the default, strict greedy
and relax greedy were 18.85, 8.89 and 9.42 respectively. These values indicate that the
overall improvement in load balancing as compared to the default scenario has been more
than 50 percent. However, the values do not show the period-wise improvement in the load

balancing performance.

To quantify the improvement period-wise, percentage deviation of the two greedy ap-
proaches were compared with that of the default case for each period and the difference
in value was represented using positive and negative bars. A positive bar shows the quan-
tum of improvement in the deviation of the greedy heuristic with respect to that of the
default approach. Similarly a negative bar shows the decline in the deviation of the greedy
approach from that of the default approach. In figure 5.10(a) and 5.10(b) we plot the
period-wise deviations of the strict and relax greedy approach respectively. In this run
cross-traffic was not considered. As can be seen both the plots have only positive devi-
ations suggesting that there has been an improvement in traffic load balancing in all the
periods. The improvement in load balancing as compared to the default scenario is more
than 50 percent. Further the lengths of the bars are identical indicating that the quantum
of benefit is almost same for the entire duration of the simulation. The mean, median
and standard deviation of the deviations are given in table 5.2. A positive value indicates
positive deviation and a negative value indicates deviation. These values also indicate that
the distribution of the positive deviations is largely symmetric. In the case of users re-
assignments too, the results are similar. The number of re-assignments are uniform in all
the periods. The mean, median and standard deviation of the re-assignments are given
in table 5.3. Further like in the previous experiments, we find that the number of users

re-assigned is higher for the strict greedy approach.
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In the second run of our experiment, we simulated cross traffic by varying available
bandwidth of the links in each period as per our recorded values. In this run the deviation
of the link utilisations from their ideal value for the default scenario is 17.1 percent. The
performances of the heuristics marginally degrade (figure 5.11(a) and 5.11(b)) as compared
to the previous run when the available bandwidth was considered to be constant. However,
most of the deviations are still positive, indicating that the application of our heuristics
resulted in better overall performance benefits. The overall improvement in load balancing
as compared to the default case is more than 40 percent. Table 5.2 further confirm that

the performance improvements are almost uniform in all the periods.

Table 5.2 Improvement of route control scheme in comparison to default

case (in percent)

Route Control ‘ Mean ‘ Median ‘ Standard Deviation
No Cross Traffic

Strict Greedy | 9.96 | 9.19 3.78

Relax Greedy | 9.43 | 10.2 3.54

Cross Traffic

Strict Greedy | 7.34 | 7.09 5.95

Relax Greedy | 8.61 | 8.76 3.96

Heavy Cross Traffic

Strict Greedy | 0.9 -0.36 3.78

Relax Greedy |-2.2 |-2.27 2.9

When there is no cross traffic present, available bandwidth of the links will entirely
depend on the user traffic. Thus the link utilisations will be relatively stable. Moreover,
when the available network resources are sufficient, performance will also not significantly
degrade even when traffic on the links is not exactly balanced. When cross traffic is present,
available bandwidth of the links will depend both on the user traffic as well as cross traffic.
Fluctuations in link utilisation will be higher and as a result load balancing of the links
will become more difficult. When the cross traffic load is high available bandwidth of the

links will become minimal. Although user traffic remains the same, due to non-availability
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Table 5.3 User Re-assignments (in percent)

Route Control ‘ Mean ‘ Median ‘ Standard Deviation
No Cross Traffic
Strict Greedy | 1.76 | 1.3 1.83
Relax Greedy | 0.3 0.3 0.28
Cross Traffic

Strict Greedy | 0.65 | 0.3 1.0
Relax Greedy | 0.22 | 0.2 .08

Heavy Cross Traffic
Strict Greedy | 1.01 | 1.1 0.4
Relax Greedy | 0.22 | 0.2 0.13

of network resources we can relate such a situation to a scenario where utilisation of all
the links has reached their threshold value. To highlight the impact of cross-traffic, in our
experiments we simulated an increase in cross-traffic by reducing available bandwidth of
the links. As we kept on increasing the cross traffic, the performance degraded and after
a certain point the heuristics tend to have a negative impact on the performance (figure
5.12(a) and 5.12(b)). The deviation of the link utilisations from their ideal value for the
default scenario, in this case is reduced to just 6.47 percent. In a highly dynamic network
environment where available bandwidth is small, there will be little room for maneuvering.
Moreover, in such situations, the utilisation of a link may fluctuate from over-utilisation
to under-utilisation frequently even without any traffic re-assignment. In such dynamic
traffic situations, a precise method of moving traffic would prove to be more beneficial.
That is why, we observe that when availability of network resource is low, the strict greedy

approach outperforms the relaxed greedy approach.

Our empirical results reveal that the strict greedy approach gives a consistent and rela-
tively better performance in actual traffic scenarios where available bandwidth is dynamic.
Hence, in the remaining part of our evaluation we pursue with the strict greedy approach
only. The terms greedy approach and strict greedy approach are used interchangeably in

the remaining part of our work.

TH-775_014101



5.5.4 Dynamic Network Environment

We have tested our route control mechanisms in a static network environment (no in-
tradomain traffic present). Empirical results show that our approach results in good load
balancing of the network traffic with a minimal re-assignment of the egress route of users.
In this section we verify our route control strategy, proposed in section 5.4.3, that consid-
ers the dynamics of intradomain traffic too while selecting egress routes. The algorithm
is verified using both synthetic as well as actual traffic traces on a wide range of network
topologies. Finally we test the robustness of our approach to sudden drastic changes in the

network load (level shift events).

Experiment Test-bed

In order to incorporate the dynamics of intradomain traffic into our simulation, we first
need to create a topology of the internal network. The network topology, including delays
and bandwidths and the sequence of user requests define a simulation. As far as choos-
ing a network topology was concerned we used a standard topology generator (BRITE
([18]). The network model was initially created using the topology generator but later on
enhanced by dynamically changing the link attributes, bandwidth and cost. To find how
various attributes of network topology affect the load balancing of links we experimented
with a set of network topologies. Our focus in these experiments was on access network
topologies where users connect to access routers which in turn connect to edge routers
and the Internet. Thus from the set of nodes we identified egress nodes and access nodes.
To simulate the egress links between the stub network and its ISPs (connecting path), for
each egress node we created a corresponding ISP node and created links between the two.
During the course of the experiment, available bandwidth of the connecting path as well

as the intradomain links were changed. Cost of a link is set to the inverse of its available
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Fig. 5.10 Expt 3a. No cross traffic.
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bandwidth. The intradomain protocol used was OSPF. The available bandwidth and as
a consequence the link weights were computed at the end of each period. The simulation

engine used was ns-2 ([5]).

The users were attached to the access nodes. As the user nodes were created we con-
currently create a destination node (sink) for each user and attached it to its corresponding
ISP node. The cost of these two links was set to 1. With these experimental settings we
simulated the default case, where no load balancing mechanisms were used. In the next run
of our experiment we employed our proposed load balancing tactics. However, to simulate
our route control techniques we dynamically need to change the egress route assignment of
users. In order to effect user re-assignments, we created additional links from a destination
node to each of the other ISP nodes. The costs of these additional links were initially set
to a very high value (infinity). This means that traffic will flow from the first link only
and the additional links will not be used. While simulating the greedy approach, if the
heuristic required that a user be moved from its current ISP to a second ISP, the costs of
the path from the destination node to the first ISP was changed to infinity and to that of

the second ISP was changed to 1.

Figure 5.13 shows a network topology with two egress nodes and two ISPs. We created
a user node USERI and attached it to an access node. We then created a corresponding
destination node DST1 for the user and attached it to ISP1. The cost of links between
the destination node and the ISP and between the user and the access node were set to
1. OSPF was run within the network cloud. Client objects (for example a HTTP client)
were attached to the user node and server objects (like for example a HTTP server) were
attached to the destination node. During the simulation of the load balancing logic there
would be a need to move the user USERI to the other ISP ISP2. To facilitate this we

created an additional link between USER1 and ISP2. The cost of this link was set to a
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very high value (infinity). Hence traffic from DST1 will be initially routed through ISP1.
During simulation if the load balancing logic requires that USER1 be re-assigned to ISP2,
the cost of the link between DST1 and ISP1 will be set to infinity and the cost of the link

between DST1 and ISP2 to 1.

Fig. 5.13 Network topology for simulating synthetic data.

Experiment 4: Validating Using Synthetic Data

A major challenge while developing test beds for network experiments is modeling the In-
ternet traffic. Our focus being on access networks, a primary user in our simulations has
to be a consumer accessing the Internet to browse the Web and initiate downloads. The
discrete event simulator ns-2 provides a rich library of traffic models. In this simulation we
used three different types of user classes represented by three different traffic models. Each
instance of a traffic model represented an user type or user class in our experiment. The
first user type modeled was by using the PackMime Internet traffic model ([35]), a model

for generating HTTP traffic in ns-2 simulations. PackMime-HTTP is the ns-2 object to
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model the interaction between clients and servers on a simulated link. The ns-2 object
consists of a client and a server cloud. The client clouds are attached to user nodes and
the server clouds are attached to destination nodes. The number of HT'TP connections
between a client and server cloud was set to a value between 10 and 20. The second user
type was simulated using the ns-2 class PagePool/WebTraf, a standalone web traffic model
([49]). A PagePool object creates a session between a client and server object. The client
object was attached to a user node and the server object was attached to a destination
node. The number of sessions between a client and server varied from 10 to 100. Each ses-
sion transferred between 100-1000 pages. Other parameters like interpage waiting time etc
were generated using random functions. The third type of user class used in the simulation
was a ftp server. A TCP connection was created between the destination and the user and
a ftp server was attached to the TCP connection. The internal or intradomain traffic was

generated using Pareto On/Off traffic sources.

In this experiment, the topology considered consisted of 25 nodes and 50 intradomain
links. The number of egress nodes considered was four. Capacity of all the links were
considered to be the same (10 Mbps). The duration of the experiment was 100 periods. To
simulate the Internet traffic we created an instance of a user class and attached it to an ac-
cess node. Instances of all the three user classes were attached to an access node. However,
the number of users attached to each access node was different. Each user class also had a
number of configurable parameters. The traffic generated by a user class to a large extent
depends on the setting of these parameters. To bring about a disparity in the utilisation
of the links, these parameters were set differently for different users of the same user class.
The aim while manually assigning users to access nodes was not to balance traffic on the
egress links. On the contrary we wanted to make the link utilisations highly imbalanced.
In this experiment one of our objectives was to test the extent of performance improvement

in load balancing possible on links with disparate utilisations. The other result that we
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demonstrate is how load balancing traffic brings about improvement in round-trip time.

With the above experiment settings, we simulated the default case (no load balancing)
in the first run of our experiment and collected the traffic traces. In the second run of
our experiment we simulated the greedy heuristic with the same network and user class
settings. The different user classes generate different amount of traffic. Even among users
of the same class, traffic of a user depends on the user class settings. To make our ex-
periment runs comparable we need to generate the same amount of traffic in each run of
our experiment. A fundamental parameter for the first user type is the rate at which new
TCP connections are initiated by a client. These as well as a number of other variables
were stored for all users of this type during the first run of our experiment. In the case of
the second user class, each client can generate a number of traffic sessions. The number
of sessions as well as the pages per session, page size, inter-page arrival, object size etc
was stored for all users that belonged to the second user class. For the third user type,
we stored the number of ftp sessions. When the experiment was repeated to simulate the
greedy heuristics, these stored parameters were used to generate the user traffic. These will

ensure that the user traffic is similar in all the runs.

The link utilisations when no load balancing techniques were used is shown in figure
5.14(a). As can be seen there is a wide disparity in the utilisation of the links. The aver-
age deviation of the links from their ideal value (i.e. ranks) is 30.67 percent. The plot of
the link utilisations when the greedy heuristic is used is given in figure 5.15(a). We find
that application of our route control strategy significantly reduces the deviation of the link
utilisations from their ideal value. The average deviation of the link utilisation from their
ideal value is reduced to 6.03 percent. In order to underline the period-wise benefit of our
route control strategy, we compared the deviations of the greedy approach from their ideal

value for each period with the corresponding deviations of the default approach using a
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stacked histogram, figure 5.16. In this figure, deviations for the first 25 periods are shown.
A stacked histogram for each period allows comparison in the following way. The first
stack depicts the least deviation; the next stack shows the next higher deviation and the
amount by which it exceeds the previous stack. As can be seen, in the first and second
period deviation of both the default and greedy approach is same. Hence, we can see only
one histogram. In the third period the greedy approach has a lower deviation. As we can
see from the plot, the deviations of the greedy approach are significantly lower than that of
the default in all the periods. During our extensive experimentation we have observed that
higher the traffic load imbalance for the default case, greater is the performance improve-
ment of our load balancing schemes. In a real world scenario, traffic load of the default
case will not be so highly imbalanced as was in the case of this experiment. Performance
improvements are therefore likely to be less. The number of users re-assigned are shown in
figure 5.17. The overall user re-assignment per period is about 4.48 percent. The number of
users re-assigned is relatively high as compared to our previous experiment but at the same
time improvement in load balancing has also been huge. This leads to the question, is the
performance improvement in terms of traffic load balancing related to the number of users
re-assigned? Our experiments so far indicate that the number of users re-assigned depends
on the degree of traffic imbalance of the default case. However, in the later experiments we
will find that this is always not the case. The performance improvement also depends on
the network traffic scenario and heuristics used. We show situations where a higher user

re-assignment actually leads to inferior performance.

In this experiment since synthetic data is used, we can store the request-response ex-
changes between a client and a server. In table 5.4, the outgoing traffic, incoming traffic
and round-trip time experienced by the users is shown for both runs of the experiment.
There is an improvement in round-trip time by about 7 percent as compared to the default

case. The volume of outgoing and incoming traffic in both runs of the experiment is almost
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Table 5.4 FExpt 4: Characteristics of user traffic.
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Experiment | Outgoing Incoming RTT
Traffic (GB) | Traffic (GB) | (seconds)
Default 0.17 247 990.88
Greedy 0.18 2.43 918.20
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Fig. 5.15 Expt 4: Plot of link utilisations.
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Fig. 5.16 FExpt 4: Comparison of link utilisations using stacked histograms.
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Experiment setup for Using Actual Traffic Traces

As Floyd and Paxson ([50]) has mentioned, simulating the Internet traffic is a difficult
task due to the heterogeneous structure, immense size, and dynamics of the Internet. The
Internet Engineering Task Force (IETF) too has realised that the offered traffic load as
well as the underlying topology is crucial to measure the effectiveness of traffic engineer-
ing algorithms ([43]). With synthetic traffic, no matter which traffic model is used, one
is not sure whether the essentials of actual Internet traffic have been preserved or not.
Moreover, as we have seen traffic models have a number of configurable parameters and
in order to make these models represent the wide range of Internet users, the parameters
need to be configured individually. In the simplest case the behavior of a traffic model
will depend on the distributions of the number of objects per page, the number of packets
per object, the inter-arrival times of pages etc. If these parameters are chosen from the
class of heavy-tailed distributions then the traffic will show a self-similar behavior. On the
other hand if the parameters are chosen from an exponential distribution it will result in
multi-fractal traffic behavior. The task of fine-tuning the user classes to represent the wide
range of Internet users is therefore non-trivial. To thoroughly test our heuristics we need to
expose our proposed algorithm to a wide range of traffic scenario. But developing models
that exactly depict Internet traffic are open problems. Most of the traffic models proposed
by researchers employ a certain level of abstractions to simplify the problem. Since the
outcome of our simulation depends on the network traffic load, it is required that we use
real, user-generated traffic to further substantiate our results. Thus the best possible way
to validate our heuristics would be to use real traffic traces collected over a considerable
period of time. As was done in the case of static network environment, we propose to use
traffic traces collected from several egress links. Each of the egress links are represented
in our topology by an egress node. To simulate the dynamics of Internet traffic we need
to replay the traces on the network model but unfortunately ns-2 does not support TCP

connection from traces. The individual traces are, therefore, processed before being fed
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into ns-2.

First from each of the traces we extracted the distinct users (IP addresses) present. We
created individual ns2 trace files for each of these users. We scanned through a trace file
and when an incoming packet for a user was encountered, the payload and inter-arrival
time of the packet was appended to the ns2 trace file of the user. The inter-arrival time
is the difference in time-stamp of the packet to the time-stamp of the packet last seen for
the user. For each of the ns2 trace files we created a user node (USER1) and a destina-
tion node (DST1). The user node was connected to an access node and the destination to
the related egress router (E1). The costs of these two links were set to 1. The trace was
then streamed from the destination to the user. In order to simulate user re-assignments,
we created additional links from the destination to each of the other egress nodes as was
done in the last experiment. For example in figure 5.18, we created an additional link
from DST1 to the second egress router (E2). The costs of such additional links were ini-
tially set to a very high value (infinity). While simulating the greedy approach, if the
heuristic demands that the user be moved from egress link 1 to 2, then the cost from DST1

to E1 is set to infinity and cost to E2 is set to 1. The network model is shown in figure 5.18.

The cost of an intradomain link was set proportional to its capacity. The intradomain
protocol used was OSPF. The other question was how to generate the internal traffic. A
common practice is to run CBR, (Constant Bit Rate) traffic between the backbone nodes.
However, for the CBR traffic to have an effect on the route selection process, substantial
amount of traffic needs to be generated. This in turn has an adverse effect on the running
time of the experiments. In the last experiment we found that the intradomain traffic gen-
erated using CBR traffic did not have a significant influence in the selection of egress routes.
Our endeavor in this experiment was to highlight the intradomain route changes induced

by the incoming egress traffic. The intradomain cross traffic, therefore, should be substan-
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tial. We assumed all intradomain links to have the same capacity and the internal traffic
was distributed evenly across the whole domain. We simulated the influence of internal
traffic by changing the capacity of the intradomain links every period. We experimented
by dynamically changing the capacities of the intradomain links using different schemes -
assign randomly generated link capacities, manually set the capacities to some pre-defined
values or set the capacity equal to the average of the total ingress traffic. We observed
a consistent and sufficient number of intradomain route changes were affected when the
intradomain link capacities were set to a value equal to average of the total ingress traffic.
The intradomain routes were re-computed at the end of every period to ensure that packets

follow the latest intradomain paths.

Fig. 5.18 Network topology for simulating actual traffic traces.

Experiment 5: Validating with Real Traffic Traces

We tested our dynamic route control technique with a wide range of topologies and actual

traffic traces collected at different times of the day. In this section we show a typical result.
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The user base considered was about 1500 users. The duration of the trace was 2 hours. The
total traffic downloaded was about 20 gigabytes and the outgoing traffic was 1.36 gigabytes.
The network topology consisted of 50 nodes and 300 intradomain links. The numbers of
egress and access nodes considered were 8 and 17 respectively. With this experimental
settings, we simulated the three cases - default case, the greedy algorithm that does not
consider intradomain traffic and the greedy algorithm that considers intradomain traffic
while selecting egress routes. The deviations of the links from their ideal value for all the
three schemes were plotted using a stacked histogram. As can be seen in figure 5.19(a), in
the first period all the three approaches have the same deviation and so we can see only
one histogram. In the second period the greedy approach (without intra-domain traffic)
has the least deviation which is followed by the greedy approach with intradomain traffic.
The default case has the highest deviation in the second period. The average percentage
deviation from the ideal value for the three approaches are - 14.51 (default), 8.64 (greedy,
without considering intradomain traffic) and 9.02 (greedy, with considering intradomain
traffic) respectively. The result of this experiment is similar to the results that we have
seen so far in the previous experiments; the greedy approach performed better than the
default case in all the time periods. However, when we consider a dynamic environment
the performance improvement in terms of load balancing as compared to the default case is
about 40 percent whereas we got more than 50 percent improvement in the static case. The
user re-assignments are shown in figure 5.19(b). The overall percentage of users re-assigned

is marginally higher than 2 percent.

Frequency of Intradomain Route Changes

In an actual network, latency of an incoming traffic flow will depend on the delay incurred
by the flow on the Internet path, delay on the intradomain paths as well as delay incurred
by the flow’s corresponding outgoing requests/acknowledgments. This means for differ-

ent egress routes chosen for a user, the latencies incurred by the incoming traffic of the
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user will also differ. However, in our simulation we cannot see the effect of such delays
as the incoming traffic is pumped at a pre-defined rate. Nevertheless, to bring to light
the influence of intradomain traffic, we recorded the intradomain routes followed by the
greedy approaches without and with considering intradomain traffic. At the end of each
period we compared the intradomain paths followed by a user for both the heuristics. The
frequency of intradomain route changes in each period is tabulated below (table 5.5). For
this experiment, we found that on an average the difference in path followed by the two
greedy heuristics is about 14 percent. In other words, when we consider the intradomain
cost into our heuristics, packets will follow a lower latency path about 14 percent of the
time. To substantiate our results further, during our simulation of the greedy approaches
whenever a user was re-assigned we output the intradomain path followed by the user as
well as the IGP cost of the path. The total cost of intradomain paths followed by users
when egress links are selected based on the link rank is 1295.91. In contrast if the egress
links are selected based on their IGP cost, the total cost of the intradomain paths is 590.65.
Thus there is an overall improvement by more than 50 percent in terms of the IGP cost.

Table 5.5 Expt 5: Frequency of Intradomain Route Changes.
Period | Frequency
1 0

6.77

12.5

18.75
13.54
17.19
11.46
17.19

12.5

16.67
14.58
19.27
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Fig. 5.19 Expt 5: Greedy approach without and with intradomain traffic.
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Experiment 6: Examine Robustness to Level-Shift Events

It is well-known that traffic variability of link loads will differ at different time scales.
The smaller the time period considered the higher will be the variability and burstiness
of the trace. In terms of network traffic characterisation, a scale of 5 minutes (the time
period considered in our simulation) is regarded to be quite coarse. Although the traffic
characteristic can be chaotic at such time scales, measurement analysis has shown that
variability of the incoming bytes and packets will not be drastic between periods ([39]). In
our proposed solution, we provision network resources for the next time period based on
the current measurements. The implicit assumption made in our solution is that available
bandwidth of links will not drastically vary between successive periods. In other words we
assume that the utilisation of links will gradually change. This assumption will hold in
normal scenarios, but there may be abrupt changes in the available bandwidth. Sudden
drastic changes in the available bandwidth are regarded as level shift events. Such level
shifts can occur due to denial of service attacks, link failures, route flaps or other network
anomalies. In this experiment we want to test the responsiveness of our proposed route
control technique to level shifts and intense traffic spikes. Researchers model level shift
events by re-playing the same traffic trace more than once ([71]). On the other hand denial
of service attacks are modeled using probability distributions like Monte-Carlo sampling.
While which of these models best describes a level shift event is debatable, the net effect is
that all of these models attempt to exhausts the network resources. The other important
point that needs to be considered while simulating level shifts is that such events occur for
relatively short durations. In this work we propose to model level shifts by reducing the

available bandwidth of a few links by half in a period.
We repeated the previous experiment (experiment 5) with the same input traffic and

available bandwidth. To create the level shifts, from out of the 8 egress links we reduced the

bandwidth of two links, link 4 and link 5, by half. The bandwidth reduction was affected
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in the middle of the simulation and for a brief duration (periods 12 to 15). However, for
any route control scheme to effectively distribute the network traffic, the total available
bandwidth must be more than the total traffic entering the network. In this experiment
we, therefore, ensured that the total traffic entering the network was less than the total
bandwidth available. The average deviations of the links will obviously deteriorate due to a
level shift event for the greedy approach. The average deviation of link utilisation from its
ideal value for the greedy approach now is 13.12 as compared to 9.02 before. But the points
that we want to investigate are how our route control scheme spreads out the effect of the
sudden reduction in bandwidth to the other links and how long does it take for the links
to converge to their steady state value after a level shift event. The deviations measured
when no level shifts occur were considered as the steady state values. Thus, we compared
the deviations observed in this experiment with those values recorded in the previous
experiment. In figure 5.20 and 5.21 we plot the deviations of all the eight egress links
and compare with the corresponding values of the previous experiment (their steady state
values). The positive deviations indicate the link is under-utilised and negative deviations
denote that the link is over-utilised. As expected up to the eleventh period, deviations of
all the links were exactly same as with those of their steady state values. From the twelfth
period on wards the deviation of all the links increased. We found that a link that was
previously over-utilised had become under-utilised and vice-versa. While the deviation for
links 4 and 5, whose available bandwidth had been drastically reduced was effected the
most, in general the deviations of all the others links also showed an increasing trend. Due
to the way we compute the ideal value of the links, our route control approach had been
successful in distributing the effect of the level shift. Disturbances in the link deviations
were visible even after the level shift event was over, that is after the fifteenth period. But
from the eighteenth periods on wards, plots for all the links coincided with their steady
state value. In this experiment, we found that our algorithm took at most three periods

to converge to its steady after a level shift event had occurred. The number of user re-
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assignments also show an increasing trend (figure 5.22) when level shifts occur. This is
expected because more traffic needs to be realigned so as to neutralise the effect of the level

shift event.

5.6 Conclusion

In the previous chapter we have shown practically how load balancing traffic on the egress
links of an end network results in overall round-trip time improvements. In general, la-
tency experienced by users of a link will increase as utilisation of the link increases. Load
balancing the traffic will ensure that variations in latencies are reduced. In this chapter
we proposed to re-distribute the traffic of a multihomed end network in proportion to the
available bandwidth of the links. This value is referred to as the ideal utilisation of a link.
We showed that the problem of load balancing traffic is NP-complete even when unrealistic
assumptions about the input traffic were made. Leveraging upon our detailed analysis of
the problem we proposed heuristics. The heuristics iterate recursively in periods using the
measured parameters of the previous period to determine the course of actions in the next
period. To measure the improvement in load balancing, we compared the results of our
route control scheme to that of the default approach, where no load balancing schemes were
used. The experiments were performed using actual traffic traces collected from the transit
point of our institute as well as synthetic data. We found that the deviation in link utili-
sation for the default approach from our so called ideal value ranged from 15 - 30 percent.
Employing our route control schemes reduced these values by about 40 percent. Further
we showed that the improvement in performance is uniform throughout the duration of the
simulations. The load balancing of the links were achieved by re-assigning about 2 percent

of the users.

In this chapter we basically proposed two load balancing techniques - greedy algorithm

and random user selection (RUS) algorithm. Both the algorithms behave similarly, except
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Fig. 5.20 Expt 6: Comparison of link deviations with their steady state

values during a level shift event (contd.).
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Fig. 5.21 Expt 6: Comparison of link deviations with their steady state

values during a level shift event.
that in the former we sort the users before considering them for re-assignment whereas
in the later users are picked up randomly for re-assignment. The performance of both
these techniques was comparable in terms of load balancing the links. In terms of user re-
assignment, our experimental results showed that RUS is costlier by about 1 percent. On
the other hand if we compare the computational complexities, RUS has a lower run-time
of O(S) as compared to the O(SlogS) of the greedy approach, where S is the total number
of users of the domain. Given the enormous computational power available today, user
re-assignments are likely to be costlier than the computational power required. Therefore,
the greedy approach is recommended. Moreover, in the greedy heuristic we do not need
to sort all the users but only those users assigned to an over-utilised link. In practice the
number of users that require to be sorted will be much less than S. To prevent users from
oscillating between links, we proposed that once a user was re-assigned it should not be
considered for re-assignment for a certain time interval. In our experiments we restrained
a user from being re-assigned twice, for about 2 hours without affecting performance. This
restriction, other then preventing user oscillations also has the advantage that it allows the

BGP route updates, that are affected every time a user is re-assigned, to converge.
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Fig. 5.22 Expt 6: Comparison of user re-assignments during a level shift
event.

The greedy approach checks whether a user fits a link before actually re-assigning the
user. We found that in certain traffic conditions, especially when the number of users
present is limited, skipping this test does result in better performance (relaxed greedy
approach). However, the relaxed greedy approach does not perform well in dynamic traffic
conditions. On the other hand, the greedy approach gave a consistent performance in all
traffic scenarios. We found that when intradomain traffic dynamics was considered during
the egress route selection process, the performance was relatively lower. However, traffic
within the network followed a lower cost intradomain path. Thus the RTTs are expected
to improve. Finally we showed that our route control strategy can spread out the effect
of sudden reduction in bandwidths. Experimental results showed that our route control

strategy converged quickly after a level shift event.
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Chapter 6

Distributed Route Control Strategies

6.1 Introduction

The Internet architecture was first proposed in the early 1970s and since then its design
philosophy has evolved considerably and it is still evolving. The architecture is flexible and
it allows new services to be added which is one of the reasons for the growing popularity
of the Internet. Nevertheless, the architecture has certain fundamental goals that need to
be preserved ([40]), like for instance the ability to provide communication service in the
face of failing networks and gateways. Omne such goal of the Internet architecture is to
provide distributed management of its resources. Keeping up with the spirit of the Inter-

net, in this chapter we strive to present a distributed version of our route control technique.

Centralised routing protocols have the advantage that we need to advertise less infor-
mation, administration is easy and algorithms are simple. In a centralised architecture we
assume that there is a manager or router where all the algorithms run. The manager uses
some sort of signaling mechanism to see the current state of the network. Equipped with
the latest network information, the manager allocates network resources and implements
route control strategies. The manager is also responsible for setting up of the routes from

the user to the egress routers. In such centralised architectures, the reliability of all routing

156

TH-775_014101



processes is highly dependent on the manager. The manager, therefore, becomes a major
source of bottleneck as the network size scales. Moreover, centralised routing approaches
are also not consistent with the design philosophy of the Internet. Further, due to geo-

graphical distances, collecting all the required information at a central router may be costly.

In a distributed scheme, we assume that the same algorithm runs in a distributed fash-
ion on all nodes of the network. The nodes independently make routing decisions on the
basis of network information received by them. One of the principal advantages to dis-
tributed routing is its scalability. However, it requires that the current network status
be disseminated to all the nodes. In practice we find many standard Internet algorithms
where the network information needs to be broadcast to all nodes of the network. Path
selection algorithms like QoS routing rely on current link state metrics to select a path
that meet the QoS requirement. Information about availability of resources is used by call
admissions algorithms to reject a new flow when the cost of the path is deemed too high.
In response to the requirement for current network status by a large number of traffic engi-
neering architectures, a framework has been proposed to distribute link state information
within a domain. OSPF-TE ([24]), this extension to the OSPF protocol allows distribution
of additional link state information along with the link state updates - available bandwidth,
propagation delay and hop count. In this work we assume that each border router main-
tains an up-to-date database of the network topology which includes available bandwidth
and utilisation of the egress routes. These two metrics are presumed to be included in the

link state advertisements (LSAs) broadcast by the border routers.

A fundamental goal in a large scale de-centralised system is how to best utilise the
available resources so as to optimise the overall system performance. The objectives of
our distributed scheme are the same as that of the centralised one which has already

been well-defined and analysed in the previous chapters. Our approach, therefore, is to

TH-775_014101



map the schemes proposed for a centralised architecture to a distributed environment.
We do an in-depth analysis of our centralised approach and identify those functions that
can be re-used in a distributed system. The challenges in making our centralised route
control schemes distributed are highlighted in section 6.3. In section 6.4, we theoretically
show using probability analysis that if users are re-assigned using a certain probability
distribution, the expected performance of the distributed scheme will be comparable to
that of the centralised one. We then present distributed heuristics for both a static as
well as a dynamic network environment. Section 6.5 present the results of our simulation.
We validate our proposed distributed heuristics by comparing the results with those of the

corresponding centralised heuristic.

6.2 Assumption

The assumptions about network traffic, topology and user behavior are the same as those
we had made for the centralised approach. We reiterate below some of the assumptions

that are fundamental for the distributed approach.

i. The intradomain protocol deployed has traffic engineering extensions. Border routers
include utilisation and available bandwidth of their egress links in the periodic updates

broadcast.
ii. Each user or node is aware of its current egress route assignment.

iii. A user can measure the traffic it receives in a period. Continuing with our earlier
convention, it means a user i knows b;(t), the amount of incoming traffic it received

in the time period t-1 to t.

The second and third assumptions were implicit in the centralised approach. Since the
manager was responsible for assigning egress routes to users it was implicitly assumed that
the manager knew the route assignments of all the users. The manager was also aware of

the current network traffic status hence it could ascertain the traffic received by each user.
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6.3 The Distributed Problem

In this section, we analyse our centralised route control scheme, in particular the greedy
heuristic for static networks proposed in chapter 5 (section 5.4.2). We highlight the dif-
ficulties of deploying the centralised heuristic in a distributed environment. We examine
and identify those modules that can be re-used in a distributed approach and those that

require modification. A summary of the steps of the greedy approach is given in table 6.1.

Table 6.1 Greedy Approach: Summary of Modules

Module 1: Implemented using Algorithm 1
i. Compute total available bandwidth, total incoming traffic and utilisation of the
individual links.
ii. With the metrics obtained above compute the ideal utilisation of each link. The
product of total incoming traffic and available bandwidth of a link divided by the
total available bandwidth is the ideal utilisation of a link.
iii. The difference of ideal utilisation and utilisation gives measure of the rank of a
link.
iv. Enumerate the over-utilised and under-utilised links. Over-utilised links will have
a negative rank and under-utilised links will have a positive rank.

Module 2: Implemented using Algorithm 2
i. Select all users assigned to over-utilised links and sort them in descending order
based on the input traffic received by them.
ii. Select the first user from the sorted list.
iii. Get an under-utilised link. Check if the user fits the link, if so re-assign the egress
route of the user.
iv. Finally update utilisation and rank of both the links.

Module 3: Implemented using getnert function
Scan through the under-utilised links and return the most under-utilised link.

In the centralised approach, the first task was to compute ranks of the links. Since we
assume that utilisation and available bandwidth metric of all the links are flooded through-
out the network, each node can compute ranks of the links in a distributed fashion using
the same procedure, algorithm 1. Moreover, each user knows its current egress route as-
signment. Thus a user can trivially determine whether it is assigned to an over-utilised

link. The users can also identify all the under-utilised links.
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In a distributed approach, the algorithm will be run individually by each of the nodes
which effectively mean that the total number of users seen by the algorithm is only one;
hence the need to sort users does not arise. The next step of the greedy approach is to
select from the list of users assigned to over-utilised links, one user at a time and check if
their egress routes need to be re-assigned. In the distributed approach, users will decide
in parallel whether to re-assign themselves or not, thus considering the users one at a time
is not possible unless there is some coordination amongst them. Further after each user
re-assignment the greedy approach updates the status of the links. The decision of whether
to re-assign a user or not depends on the current state of links. In a distributed approach,
each node will maintain the status of the links locally and it will not be aware of the deci-
sions taken by other nodes. The requirement that as users get re-assigned the status of the
links also need to be updated globally and concurrently is the main impediment in making

our centralised heuristics distributed.

Again during the process of selecting an under-utilised link, in the centralised approach
the selection was based on the current state of the links. The most under-utilised link was
selected. As users get assigned to the most under-utilised its utilisation will change and
after a point it will no longer remain the most under-utilised link. As a result another
link will get selected. In this way the excess traffic load of the over-utilised links gets
proportionately distributed among the under-utilised links. For this scheme to work in a
distributed environment again the users need to have a global view of the link status and
the ability to update the status concurrently as users get re-assigned. Otherwise, it will

result in all users selecting only one link, the most under-utilised link.
To conclude, the two main challenges in making our centralised heuristic distributed are:

(i) in the centralised approach, the process of assignment of users was serialised whereas

in the distributed approach it is done in parallel. (ii) the status of the links should be
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maintained and updated globally as users get re-assigned. From an implementation view

point it means we can re-use module 1, while module 2 and 3 will require modifications.

6.4 Distributed Load Balancing Techniques

In this section, we view our load balancing route control technique from a different per-
spective. One would have observed that the principal idea of our load balancing algorithm
is to move out traffic from an over-utilised link such that its utilisation becomes ideal. The
rank of an over-utilised link is a measure by which utilisation of the link exceeds its ideal
value. The centralised heuristic, therefore, attempts to move out traffic equal to its rank
from an over-utilised link. In the distributed approach if we allow all users assigned to an
over-utilised link to decide independently whether to re-assign its egress route or not such
that the net traffic moved out from the link matches that of the centralised heuristic then

our goal will be achieved.

Suppose there are L. users assigned to an over-utilised link. The total number of as-
signments possible is L?, including the cases where no users get re-assigned or all users are
re-assigned (an unlikely scenario). From among these possible assignment plans we have to
select one that best meets our requirement or the one pursued by the centralised approach.
Since we assume there is no coordination among the nodes, a deterministic approach will
not be possible. We need to select one of the assignments randomly. Decision of the users
therefore has to be based on probability theory. We claim that in the distributed approach,
if all users assigned to an over-utilised link re-assign themselves with a constant probability
(P.), equal to the ratio of the rank of the link to its utilisation, then the expected amount
of traffic moved out from the link will be equal to its rank. A formal proof of this claim is

given in theorem 3.

Theorem 3. Let o be an over-utilised link with rank rank[o] and utilisation U,. If all users

TH-775_014101



assigned to the over-utilised link re-assign themselves with a constant probability P,, where

P = mzlj[o], then the expected amount of traffic moved will be equal to the rank of the link.

Proof. Let X be a random variable that has a value 1 if a user is moved and 0 if not moved.

We define the probability mass function of X as

P, ifx=1
Pr(z) =

1-P, ifz=0

Clearly X is a Bernoulli random variable. By definition the expected value of a Bernoulli
random variable X is E(X) = P.. Let L be the total number of users assigned to the
over-utilised link 0. Then expected number of users moved is Zle P.. If b; is the incoming

traffic of a user 4, then expected amount of traffic moved is:

L : rank|o]
Z P.b; = PCZ b; = 0. U, = rank|o]

i=1 =1

6.4.1 Static Environment

Theorem 3 suggests that in the distributed route control scheme if users are moved with
a pre-defined constant probability, the expected amount of traffic moved from an over-
utilised link will be comparable to that of the centralised scheme. The next issue is how
we select an under-utilised link. This will depend on the type of network environment
we consider. In the case of a static network environment, where input traffic is assumed
to be unknown and available bandwidth can vary but intradomain traffic is steady, the
technique adopted was to select the most under-utilised link. We have already indicated
such an approach will not work for the distributed scheme since utilisation of the links is
not updated concurrently with user re-assignments. Moreover, as the users are not sorted

and assigned serially, selecting the most under-utilised link does not make sense. Ideally
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the quantity of traffic that should be additionally assigned to an under-utilised should be
equal to its rank. In the distributed approach we therefore propose that a user selects an
under-utilised link with a probability equal to the rank of the link. The expected amount
of users assigned to each under-utilised link will be proportional to their rank. Putting

together the pieces, a comprehensive summary of the distributed heuristic is given below:

i. Compute rank of the links based on the current network traffic state using algorithm

1. Enumerate the over-utilised and under-utilised links.

ii. A user checks if it is assigned to an over-utilised link. If yes then go to the next step

else exit.

iii. Based on theorem 3, the user plays a random game and decides whether it will re-

assign itself. If yes then go to the next step else ezit.
iv. From the set of under-utilised links select one based on the rank of the link.

Step one and two can be realised using our earlier algorithm 1. A pseudo-code of the
third step is given in algorithm 6. The decision of re-assigning the egress route of a user is
based on the outcome of a random game. The outcome of the random game in turn depends
on our definition of P,. Using our definition of a link rank, the value of the probability
P, for an over-utilised link o can be re-written as shown below, where IU, is the ideal

utilisation of the link:
_[a. -,
C Uo
The value of P, will be less than 1. The random game to decide whether a user will be
re-assigned or not is designed as follows. Generate a uniformly distributed random number

between 0 and 1. Compare the random number with P,. If the generated random number

is less than P, re-assign the user else exit.
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The getnext function implements the procedure to select an under-utilised link based
on the probability of the link’s rank. Again which under-utilised link will be selected is
based on the output of a random number generator. However, irrespective of the output of
the random number, every time the function is invoked it should return an under-utilised
link if one exists. We sum the rank of all the links and compute the relative range each
link can take. Suppose there are three under-utilised links with ranks r{, o and r3. Let
S = ry + ro + r3. The relative percentage of the link ranks will be: p; = (r1/S) * 100,
pa = (r2/S) x 100 and p3 = (r3/S) * 100. The relative range of the first, second and third
links can be respectively - 1 to p1; (p1 + 1) to (p1 + p2); and (p; + p2 + 1) to 100. We
generate a uniformly distributed integer random number 1 and 100. Depending on which

range the random number lies, the function returns the corresponding link.

As in the centralised case, before a user actually re-assigns itself it may check whether
it fits the under-utilised link or not. In a strict implementation of the distributed ap-
proach only users that fit an under-utilised link are allowed to move whereas in a relazed
implementation no such checks are made. However, in this case since the link utilisations
are not updated concurrently along with the user assignments, checking this is not pos-
sible, and the implementation will have to be relazed. The run time of the distributed
heuristic is O(N), where N is the total number of links. The centralised greedy approach
had a higher run-time of O(SlogS) as it required sorting of the users where S is the total
number of users. In the distributed approach there is no scope for sorting of the users.
The distributed approach is, therefore, no longer greedy. So what about the number of
users re-assigned? Since users are selected for re-assignment based on their relative over-
utilisation, the distributed approach is in a way similar to the centralised Random User
Selection (RUS) approach proposed in chapter 5 (section 5.4.2). The expected number of
users re-assigned will be the product, L.P, where L is the number of users in the over-

utilised link. The distributed algorithm being based on a probability analysis, simulation
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results show that the actual traffic re-assigned is less than the deterministic approach of

the centralised scheme. Consequently the number of users re-assigned is also relatively less.

Nevertheless, could we have designed our distributed approach to emulate the behavior
of the greedy approach? That is the probability of a user being re-assigned depends on the

volume of its incoming traffic. This is possible if the value of P, was set as given below:

_ b;.rank|o]
Zf:1(bi)2

With such a value of P,, the probability of a user being re-assigned would be proportional

c

to its incoming traffic and yet the amount of traffic re-assigned will be equal to the rank
of the link. However, this scheme will require that all the b]s are included in the periodic
updates. In a network there will be potentially a large number of users, such a proposition

is not practical.

6.4.2 Dynamic Environment

In actual network conditions not only does traffic and available bandwidth vary but in-
tradomain traffic changes dynamically too. As per our prescribed design objectives, a
full-fledged distributed route control architecture must also consider the intradomain traf-
fic dynamics while allocating egress route to users. The scheme that was followed in the
centralised architecture was to select from the set of under-utilised links the one with the
least IGP cost. In a distributed environment, the performance of this scheme will depend
on how users are physically distributed across the network. If users who want to re-allocate
themselves are well spread out across the domain, the cost of reaching the under-utilised
links will differ for the different users. As a result the excess traffic load will reasonably get

disseminated amongst the under-utilised links.

In general our observation is that users assigned to an over-utilised link are attached
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input : A[1..N], U[1..N]

/* A[]: Link Available Bandwidth */
/* U[]: Link Utilisation x/
/* x[i]l=e, user i assigned link e */

for e =1 to N do
T _Abw < T_Abw + Ale]
T traf fic < T_traf fic+ Ule]

end
/* Get the list of under-utilised links */
for e =1 to N do
IU(e] + T_t”;{c_{:;l; A[e]; /* Ideal Utilisation */
rankle] « IU[e] — Ule]
if rank/e/ > 0 then
/* UUtil[] Under-utilised links */
UUtillindexl + +] < e
end
end
Ink < z[i]
/* Check if the user is assigned to an over-utilised link */
if (rank[lnk] < 0) then
/* Generate a random no. between O and 1. */
prob < rand|()
P abs(rank[lnk])
Ullnk]
if (prob < P.) then
/* getnext: Returns an under-utilised link */
next < getnext(); /* defined in algo. 7 */

/* Check if the user fits; b[i]l is incoming traffic of user ¢ */
tmp_util_next < Ulnext] + b[i]
tmp_rank_next < IU[next|] — tmp_util_next
if (tmp_rank_next > 0) then
| x[i] « next; /# Finally move user */
end
end
end

Algorithm 6: Distributed Algorithm: To be executed by each user i.
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getnext ()
/* Return under-utilised link with probability equal to rank. */

foreach Ink in UUtil do
| S < S+ rank[ink]

end

curr_value < 0

foreach Ink in UUtil do

low[lnk] < curr_value + 1

rank|lnk] + 100)

high[ink] < curr_value + rank_p
curr_value < highlink]
end
high[lnk] < 100
prob < int(100 * rand()) + 1 /* Generate random no. between 1 and 100 */
foreach Ink in UUtil do
if low[ink] < prob && prob < high[ink] then
| return Ink
end
end
return -7
Algorithm 7: getnext(): Return under-utilised link based on rank.

rank_p < round (

to different access routers. Hence, the scheme of selecting an under-utilised link based on
intradomain distance will usually work. However, consider a hypothetical scenario where
all users assigned to an over-utilised link are attached to a single access node and there
is more than one under-utilised link. If users select an under-utilised link based on in-
tradomain cost, all of them will invariably select the same under-utilised link, the one with
the least cost. Understandably utilisation of the links will become highly skewed and the
performance will deteriorate consequently. This is another ramification of not being able
to globally update the link metrics in a distributed environment. To distinguish this situ-
ation we refer to it as the so called clustered user scenario. A potential solution is to move
users based on the intradomain cost and once the clustered user problem is detected users
should be moved based on their link rank. The question is can we detect a scenario where
all users start moving to the same under-utilised link? This will not be possible without

co-ordination among the users.
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In a centralised route control architecture if the clustered user scenario occurs, then
all users will initially select the least cost under-utilised link. After sufficient number of
users gets re-allocated to the link, it will no longer remain under-utilised and the next least
cost under-utilised link will become the least cost one. In a way the process of allocating
users in the centralised scheme for the clustered scenario will be like filling up a knapsack
which is closest to the users. Once the closest knapsack is filled the next closer knapsack

is considered.

6.4.3 Hybrid Approach

A distributed heuristic that only considers intradomain cost to choose an under-utilised link
does not guarantee that the links will be filled in relation to their rank. Moreover as we
have seen it will be susceptible to the clustered user problem. Ideally we would like to fill up
the under-utilised links in proportion to their ranks but such a tactic does not consider the
intradomain dynamics. In this section we propose a mechanism to select an under-utilised
link by unifying the two methods. A link is selected that is based partially on the IGP cost
and partially on the link ranks. We call this new mechanism the hybrid approach since it
is a fusion of the two techniques to select an under-utilised link. The hybrid mechanism
has been designed to preempt the occurrence of the clustered user problem. In the hybrid
approach, a user selects under-utilised links based on the probability of their ranks and
assigns a score to each link. The link that is selected first gets the highest score. For
example, if there are three under-utilised links the one that gets selected first is assigned
a score of 3. The random game is repeated next between the remaining two links and
the one that gets selected next is given a score 2 and so on it continues. In the second
round, users selects the same set of under-utilised links based on their intradomain cost
and assigns a second score to each link. The under-utilised link with the least IGP cost

gets the highest score. Continuing with our earlier example the under-utilised link with
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the least IGP distance to a user will get a score of 3 and so on the assignment of scores

will continue. The final score of a link is the sum of these two scores:

T _score(Ink) < scorel(Ilnk,rank) + score2(pathcost(user, Ink))

The first component (scorel) is a function of the link rank and the second component
(score?) is a function of the IGP cost. To ensure that both of these components have equal
contribution in the selection of an under-utilised link the score levels of both are same.
The link with the highest final score is the candidate to which users from an over-utilised
link will be moved. Now consider an occurrence of the clustered user problem, which is all
users have the same score2. In such a situation scorel will be used to break the tie. A

pseudo-code of the hybrid approach is given in algorithm 8.
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getnext (user)

/* Copy UUtil to two other arrays
UUtill < UUt2 < UUtil

/* size: returns the size of an array
size < size(UUtil); scorel < score2 « size

/* Compute score 1
/* link-range (): computes link range, given in algorithm 7
link-range(UUtill)
for j = 1 to size(UUtil) do
prob < int(100 x rand()) + 1
foreach Ink in UUtil1 do
if UUtill[Ilnk] # —1 then
if low[ink] < prob && prob < high[lnk] then
T _scorellnk| « scorel
— — scorel; UUtill[Ink] < —1
end
end
end
end

/* Compute score 2

Src4—1

for j = 1 to size(UUtil) do

min_cost < 999; min_lnk < —1

foreach Ink in UU%il2 do

if UUtil2[lnk] # —1 then

dst < egress|lnk|; /* Egress node of link Ink

/* pathcost: returns the IGP cost between two nodes
cost < pathcost(sre, dst)

if cost < min_cost then
| man_cost < cost; min_Ink < Ink

end
end
end
T _score(min_lnk) < T_score[min_Ink] + score2 /* Total score
— — score2
UUtil2[min_lnk] «+ —1
end

return (Link with highest total score)

*/

*/
*/

*/

*/
*/

Algorithm 8: Hybrid Distributed Approach: Executed by each user :.
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6.5 Experimental Results

In this section, we report simulation results to substantiate the theoretical analysis that our
proposed distributed schemes indeed emulate the performance of the centralised algorithm
(greedy approach). The distributed scheme as one would have observed tries to emulate
the behavior of the centralised one. We have already established results for the centralised
algorithms for different network environments in the previous chapter. Therefore, a rea-
sonable way of validating the distributed schemes would be compare its performance one
to one with those of the centralised schemes. The topologies, traffic traces and settings

used in these experiments are, therefore, same as those we had used in the previous chapter.

In this chapter we have effectively proposed three distributed route control techniques.
The first one is for a static intradomain network environment, the second for a dynamic
network and the third is a fusion of the two. The procedure that decides whether a user
will re-assign itself or not is the same for all the three schemes. The difference between
the techniques lies in how an under-utilised link is selected. All the three approaches were
tested under different topologies and network traffic loads. The experiments are described
below. In the first experiment, we test the performance of our distributed algorithm pro-
posed for a static intradomain traffic environment. In the second experiment, we examine
the performance of the distributed algorithm proposed for a dynamic environment (i.e.
considers IGP cost during egress route selection), using synthetic data. In the third ex-
periment we simulate using real traffic traces. In this experiment we simulate all the three
distributed schemes and correlate the results. In the fourth experiment, we analyse the ro-
bustness of our approach to sudden reduction in available bandwidth. In the fifth and last
experiment of this chapter as well as of this thesis, we investigate the performance of both

the centralised and distributed algorithm under high and dynamic traffic load conditions.
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6.5.1 Experiment 1: Examining the effects of cross-traffic

This experiment was performed using the simulation program we had developed to test
static centralised route control techniques. Details are given in section 5.5.1 of the previ-
ous chapter. The simulation program was suitably modified to incorporate the distributed
route control technique. Although this simulation does not consider the dynamics of in-
tradomain traffic, nevertheless it measures the performance of our route control mechanism
under actual traffic conditions. The experiment was performed using the traffic trace used
in experiment 3 of the previous chapter. The number of egress links considered was 4, trace
duration was of 1 hour and number of users present was 932. This experiment studies the

response of our distributed scheme to different cross traffic scenarios.

Three runs of the experiment were performed. In the first run, no cross traffic was
considered. In the second run of the experiment, we considered moderate cross traffic.
Finally, in the third run, a very heavy cross traffic was considered. The deviation of the
links from their ideal value (i.e ranks) for the default case, greedy and the distributed
approach for all these three scenarios are given in table 6.2. As we had done in the case
of the centralised experiment, to highlight the period-wise performance improvements we
plot the deviation of the distributed algorithm using positive and negative bars. A bar is
the difference in value of the ranks of the default and distributed approach. A positive bar
shows the quantum of improvement in the deviation with respect to the default approach.
Likewise, a negative bar shows the decline in the deviation from that of the default approach.
The period-wise bars for the three runs when no cross traffic, moderate cross-traffic and
heavy cross-traffic were considered are plotted in figure 6.1, 6.2 and 6.3 respectively. We find
significant improvement in load balancing when the distributed heuristic is used. Further,
we find that the performance of the distributed heuristic is at par to that of the centralised
heuristic. A comparison of the statistical properties of the period-wise improvements for the

distributed and centralised route control techniques are given in table 6.3. We find that the
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mean and median are almost same while the value of the standard deviation is relatively
low. These values suggest that like the greedy approach, the performance benefits for the
distributed approach is uniform in all the periods. A comparison of the user re-assignments
for the distributed and centralised algorithms are given in table 6.4. In this experiment
we find that the number of re-assignments is marginally higher for the distributed case.

However, the overall re-assignments for the distributed case is still less, about 2 percent.

Table 6.2 Deviation of link utilisations from their ideal value (in percent)

Default ‘ Greedy ‘ Distributed
No Cross Traffic
18.85 |8.89 |11.88
Cross Traffic
1710 |19.77  [9.18
Heavy Cross Traffic
6.47 |557 [5.92

Table 6.3 Improvement of route control scheme in comparison to default
case (in percent)

Route Control ‘ Mean ‘ Median ‘ Standard Deviation
No Cross Traffic
Greedy 9.96 |9.19 3.78
Distributed 6.97 | 8.63 6.82
Cross Traffic
Greedy 7.34 | 7.09 5.95
Distributed 791 | 8.2 3.94
Heavy Cross Traffic
Greedy 0.9 -0.36 3.78
Distributed 0.55 1.52 2.89
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Table 6.4 User Re-assignments (in percent)

Route Control ‘ Mean ‘ Median ‘ Standard Deviation
No Cross Traffic
Greedy 1.76 | 1.3 1.83
Distributed 3.38 | 2.0 3.32
Cross Traffic

Greedy 0.65 | 0.3 1.0
Distributed 1.85 2 1.15

Heavy Cross Traffic
Greedy 1.01 | 1.1 0.4
Distributed 14 1.5 0.77

6.5.2 Experiment 2: Validating using synthetic data

In this experiment, we examine the performance of the proposed distributed algorithm for
dynamic network conditions. From among the set of under-utilised links, the algorithm se-
lects one with the least IGP cost (discussed in section 6.4.2). The algorithm was validated
using synthetic data. The traffic used in this experiment was synthetically generated using
the traffic models of ns-2 ([5]). In fact, the experimental settings used in this experiment
were exactly the same as that of experiment 4 of the previous chapter. The topology con-
sidered consisted of 25 nodes, 50 intradomain links and 4 egress links. Capacity of all the
egress links were considered to be the same (10 Mbps). The duration of the experiment
was 100 periods. In order to compare the output of the simulation with our previously
obtained results, the Internet traffic was generated with the same user class settings as
that of experiment 4. We had seen earlier, that the average deviation of the links from
their ideal when no load balancing techniques were used was 30.67 percent. When the cen-
tralised route control technique (greedy) was used the deviations of the links were reduced
to 6.03 percent. Plots of the utilisation of the links when no load balancing techniques were
used and when the greedy approach was used are reproduced in figure 6.4(a) and 6.4(b)
respectively. A plot of the link utilisations, when the distributed route control technique
was used is given in figure 6.5(a). We find that the distributed route control technique

significantly reduces the deviation of the links. The average deviation of the links is re-
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duced to 3.80 percent. Moreover, we find that the plot of the distributed approach and the
greedy approach are similar. The overall user assignment for the distributed approach is
4.72 and for the greedy approach it was 4.48 percent. The period-wise re-assignments for
the distributed and centralised approaches (for the first 25 periods) are compared using a

clustered histogram in figure 6.6. The trend of the re-assignments is also similar.

The request-response exchanges between the clients and servers, during the simulation of
the distributed approach, were analysed. Table 6.5, shows the traffic profiles for the different
schemes. The outgoing and incoming traffic of users in this simulation is comparable to that
of the previous experiments. Using the distributed route control technique to load balance
Internet traffic resulted in 8.0 percent improvement in round-trip times as compared to the
default case. Thus, in this experiment too we find that the performance of the distributed
route control technique is same as that of the greedy approach in terms of traffic load

balancing, traffic re-assignments and improvement in RTTs.

Table 6.5 Expt 2: Characteristics of user traffic.

TH-775_014101

Experiment | Outgoing Incoming RIT
Traffic (GB) | Traffic (GB) | (seconds)
Default 0.17 247 990.88
Greedy 0.18 2.43 918.20
Distributed 0.18 2.45 911.02
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6.5.3 Experiment 3: Validating using actual data

In this experiment we validate the distributed approach using real traffic traces. The ex-
perimental settings and traffic traces used in this experiment were that of experiment 5 of
the previous chapter. The topology consisted of 50 nodes and 300 intradomain links. Out
of the total nodes, 8 were identified as egress nodes and 17 as access nodes. The traffic
trace considered was of 2 hours duration and the number of users present was 1500. With
the same experimental setting and traffic trace we simulated all the three distributed route

control schemes proposed earlier in sections 6.4.1, 6.4.2 and 6.4.3.

The first simulation of the distributed route control technique considered the rank of a
link while selecting an under-utilised link. In figure 6.7(a), we plot the deviation of the links
from their ideal value. These values are further compared with the default approach and
the greedy heuristic using a stacked histogram. The deviation of the links is significantly
less when the centralised and distributed route control techniques are used. The average
percentage deviations of link utilisations for the default, centralised and distributed cases
from the ideal value are respectively 14.51, 8.64 and 9.53 respectively. In figure 6.7(b), we
plot the re-assignments. In the centralised case, we find that there are a number of periods
where the number of user movements is exorbitantly high as compared to other periods.
This is because in the centralised approach users are deterministically moved out from an
over-utilised links such that sum of the bandwidth of these users equals the rank of the link.
To meet this requirement, in periods where the over-utilised link did not have sufficient
number of high throughput users, a large number of low throughput users were moved. On
the other hand in the case of the distributed approach, the number of re-assignments will
depend on the rank of the link as well as count of users present in an over-utilised link.
The number of users present in an over-utilised link does not vary widely between periods.
Hence, we can see in the figure that the number of users re-assigned is more or less uniform

in all the periods. The average percentage of users re-assigned is about 2 percent for the
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centralised approach whereas it is less than 1 percent for the distributed case.

In the second simulation, the under-utilised links were selected based on the IGP cost.
In the third simulation, the hybrid approach was simulated. In figure 6.8, we relate the
performance of the two distributed route control schemes. As can be seen from the figure,
the distributed route control scheme that considered intradomain cost alone while selecting
under-utilised links performs remarkably well. This substantiates our earlier conjecture
that if users are distributed evenly, traffic will be disseminated proportionately even if
under-utilised links are selected based on intradomain cost rather then selecting them in
proportion to their ranks. The overall performance of the hybrid approach is marginally
lower. The deviation of the link utilisations from their ideal value for all runs of the exper-
iment are tabularised in table 6.6. The user re-assignments are not plotted for the last two

runs of the experiment since the values are almost the same as that of the first experiment.

Table 6.6 Deviations from ideal value (in percentage)
Default | Distributed | Distributed | Hybrid
(Static) (IGP Cost)
14.51 9.53 9.81 10.41

Although we have proposed different distributed approaches for diverse network situ-
ations, the performance of all of them are found to be similar both from a traffic load
balancing view point as well as user re-assignments. The similarity in number of users
re-assigned is understandable since all the distributed approaches use the same procedure
to re-assign a user. One of the main differences between the distributed schemes will be in
the intradomain path followed by the user traffic. For different intradomain paths followed,
delays incurred by outgoing requests/acknowledgments and latencies of the incoming traf-
fic will differ. To differentiate the distributed schemes, we compared their performance in

terms of our third objective, that is the intradomain routes followed by users. One way
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of comparison is to measure the frequency of different intradomain routes followed by the
users. The other way is to compare the cost of the intradomain paths followed by users.
When the simulation was run, for each period we output the path followed by a user as
well as the cost of the path. The sum of the cost of the intradomain paths for the entire

duration of the simulation are tabulated in table 6.7.

Table 6.7 Sum of IGP cost of distributed schemes
Distributed | Distributed | Hybrid

(Static) (IGP Cost)
1679 1529.72 1598.22

As we can see from the table, the overall cost of intradomain path followed by the
users is 8.9 percent less for the distributed approach that considers intradomain cost while
selecting egress routes and 4.8 percent less for the hybrid approach. Thus, while the hybrid
approach guarantees that the clustered user problem will not occur, its performance will

be relatively inferior.
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Fig. 6.8 Expt 3: Comparison of distributed approach considering IGP cost
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Experiment 4: Examining the robustness of the distributed approach to level-

shifts

The implicit assumption made in all our route control schemes is that available bandwidth
of the links will not drastically vary between periods. Traffic variability in a time-scale of
5 minutes (the time-period of our proposed route control schemes) is expected to be fairly
smooth. However, there can be drastic changes in the available bandwidth due to denial
of service attacks, link failures, router flaps or because of other network anomalies (level
shift events). In this experiment we examine the responsiveness of our distributed route
control scheme to such level shift events. The topology, traffic and reduction in bandwidth
considered are exactly same as those of experiment 6 of the previous chapter (section 5.5.4).
To create the level shifts, from out of the 8 egress links we reduced the bandwidth of two
links, link 4 and link 5, by half. The bandwidth reduction was affected in the middle of the
simulation and for a brief duration (periods 12 to 15). In order to ensure that the route
control scheme effectively distributes the traffic, we ensured that the total traffic entering

the network was less than the total bandwidth available.

The utilisation of the links measured when no level shift events occur was regarded as
their steady state values. The comparison of the utilisation of the individual links with
their steady state values is given in figure 6.9 and 6.10. The average deviations of the links
will obviously deteriorate due to a level shift event for the greedy approach. The average
deviation of the distributed approach when no level shift event occurred was 9.81 percent
and after the sudden in reduction in available bandwidth we found that the deviations
increased to 16.24 percent. The corresponding values for the greedy approach are 9.02 (no
level shift events) and 13.12 (after level shift event). The robustness of our distributed

scheme to sudden changes in bandwidth is relatively less.
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6.5.4 Experiment 5: Examining the performance of the greedy and

distributed approach under high and dynamic traffic conditions

There are periods when a network can experience very high traffic load situations. During
our evaluation of the centralised scheme, we noticed that in very high and dynamic traffic
load conditions its performance was relatively lower. In this experiment we test the per-
formance of the centralised and distributed heuristic in a high traffic load scenario. The
trace used in this experiment was collected during periods when the network traffic load
was dynamic and high. The trace considered was of 5 hours duration. The topology that
we used in this simulation had 50 nodes and 50 intra-domain links. Out of the 50 nodes, 8
were egress nodes, 17 access nodes and the rest were core nodes. The total number of users
present in the trace was about 1000. The total traffic downloaded was 20 gigabytes and
the outgoing traffic was 2.2 gigabytes. Users were uniformly distributed among the access
nodes. The user re-assignments for both the schemes are shown in figure 6.11(b). The
output plotted is for the first two hours only. As was in the case of the third experiment,
the user re-assignments for the distributed scheme are lower in all the periods. In this
experiment we found that the greedy approach performed better than the default case in
only 40 percent of the periods. Interestingly in this experiment, the distributed approach
despite of its lower user movements does not fare poorly. On the contrary the distributed
approach performed better than the centralised approach in terms of load balancing (figure
6.11(a)). The average percentage deviations from the ideal value for the default, greedy

and distributed approach are respectively 9.30, 8.40 and 7.26 percents.

As one can see the performance improvements of this experiment are modest. To inves-
tigate further we compared the traffic trace used in this experiment with those traces used
in our earlier experiments. For example, if we compare the traffic trace of this experiment
with that of experiment 3, the first observation is that the deviation of the link utilisations

from their ideal value, when no load balancing scheme was used, is relatively less. The av-
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erage deviation of the links for the default case was 14.51 percent in experiment 3, whereas
in this experiment it is only 9.30 percent. This means in this experiment, utilisation of
all the links are closer to their available bandwidth. From a traffic load balancing context
it means the links have almost reached their threshold values and there is lesser room to

maneuver. Hence, we find the performance of our load balancing schemes is relatively lower.

The other point we examine is why the load balancing performance of the greedy ap-
proach is lower as compared to the distributed approach, in spite of the re-assignments
being higher in the case of the greedy approach. Considering the fact that the deviation
of the default case in this experiment is lower as compared to the third experiment, one
would expect the number of user re-assignments to be proportionately lower. However, if
we relate the user movements for the greedy heuristic of these two experiments, we find
that the percentage of users re-assigned is higher in this experiment. To highlight the effect
of dynamic traffic condition on link utilisations, we plot the rank of one of the links in figure
6.12. The x-axis represents the ideal utilisation. As can be seen from the figure, the default
link utilisation intersects the x-axis several times. To paraphrase this means even when
no load balancing techniques were used, utilisation of the link varied from over-utilisation
to under-utilisation and vice-versa frequently. The greedy approach tried to aggressively
adjust its traffic in accordance with the default utilisation. This explains for the higher user
re-assignments. Further because of this same reason we can see in the figure, the greedy
approach grossly over-estimates during periods when the utilisation of the link fluctuates.
On the other hand in the case of the distributed approach, the number of re-assignments
does not depend on the incoming traffic but on the absolute value of rank and users present
in the over-utilised link. Hence we find that fluctuation in re-assignments is relatively less
for the distributed approach. The use of a probability game in the distributed scheme
will ensure that there will be some dispersion of the re-assignments. The less aggressive

approach of traffic re-assignment in the case of the distributed techniques resulted in better
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smoothening out of the fluctuations of link utilisations. The difference in deviation of the
link utilisations when our proposed route control schemes were used to that of the default
case is computed and its statistical properties are listed in table 6.8. A positive value in-
dicates the quantum of improvement in the deviation, when our route control mechanism
is used, with respect to that of the default approach. Similarly a negative value would
indicate the degradation in performance. As can be seen, all the numerals in the table have
positive values. However, the values are relatively small for this experiment.
Table 6.8 Difference in link ranks (as compared to the default case in %)
Route Control ‘ Mean ‘ Median ‘ Standard Deviation
Experiment 3

Greedy 0.87 | 6.57 2.34

Distributed 498 | 5.71 2.61

Experiment 5

Greedy 0.9 1.15 2.21
Distributed 2.04 1.87 1.67

6.5.5 Conclusion

To make our route control techniques more practical and scalable, in this chapter we pro-
posed a distributed version of our route control scheme. We focused on adapting the
centralised algorithms proposed in chapter 5, in particular the greedy approach. We es-
tablish that the expected performance of our proposed distributed route control schemes is
comparable to those of the centralised ones. In order to validate the distributed route con-
trol schemes, we basically repeated the experiments performed for the centralised algorithm
and compared the results one-to-one. After each simulation we compared the distributed
algorithm with the centralised greedy approach. We examined the performance of our dis-
tributed route control scheme both in a static intradomain traffic environment as well as
in a dynamic network environment. The simulations were performed using synthetic as
well as actual traffic traces. In all the experiments that were performed, we found that

the performance of the distributed schemes is comparable to the centralised techniques in
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terms of traffic load balancing, traffic re-assignments and improvement in RTTs.

In this chapter we proposed two distributed schemes for selecting egress routes in a
dynamic network environment. The first one selects an egress route based on the IGP
cost between the user and the egress router. The second one is an hybrid approach, the
selection of an egress route partially depends on the IGP cost and partially on the link
rank. The performance of the hybrid approach was found to be marginally lower. The
hybrid approach was proposed to avoid the so called clustered user problem. However,
in general during our experiments we found that the clustered user problem is unlikely
to occur in actual networks. Therefore, the distributed scheme that selects egress routes
based on the IGP cost will work efficiently in most networks. We concluded the chapter by
investigating the performance of the centralised and distributed route control schemes in
high and dynamic traffic conditions. Interestingly, we found that the distributed techniques
performed better than the centralised ones both in terms of traffic load balancing as well

as re-assignments in such network conditions.
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Chapter 7

Conclusions and Future Work

A lot of research work has been done to optimise the use of Internet resources. Most of
these solutions are beset with the problem that it requires cooperation from other competing
networks, require Internet-wide infrastructure, or assumptions made about network traffic
are not realistic. This leads to implementation complexities and as a result the proposed
solutions do not get implemented in actual networks. In this work we have proposed simple,
light-weight and practically viable solutions. Our proposed schemes can be deployed with
minimal changes to existing networks. The techniques proposed do not require changes to

existing routing protocols or standards.

7.1 Contributions

In this thesis we have demonstrated how a multihomed end network can benefit by redis-
tributing its traffic. Most of the works on traffic engineering mainly consider the outgoing
traffic. Controlling the incoming traffic of a network is difficult since it requires influencing
the behavior of remote destinations. In this work our target network is access networks,
where downloads are much higher than upload. In this dissertation we have sought to
redistribute the incoming traffic of a network by regulating the corresponding outgoing

traffic. The solutions proposed do not require cooperation from uplink providers. The
194
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other interesting point of our approach is that we do not make any assumptions about the

traffic or state of the network.

7.1.1 Intelligence at the Edge

The main design principle that we have followed is to keep the core of the Internet simple
and allow intelligence to reside at the edge of the network. The issues that can affect
Internet performance can be categorised as local and remote. Addressing the remote issues
will usually require network wide upgradation and management, while local issues can be
addressed by locally updating the system. The key local issue that we address in this work
is to optimally utilise the resources at the disposal of the network. We identify that the
first few hops that connects an end network with its ISP (connecting link) is the primary
resource that needs to be optimised. The connecting link that we discuss in this disserta-
tion is different from the last mile connectivity of a network. We believe that this notion

of connecting link can also be applied to other areas of interdomain traffic engineering.

To estimate the performance metrics of the connecting link, we need to locate the
bottlenecks on Internet paths that connects an end network with its ISP and then measure
its available bandwidth. A major challenge in interdomain traffic engineering is to correctly
estimate link metrics in the presence of uncertainties. In this work we survey a large array
of tools available in the public domain for measuring available bandwidth. We use pathneck,
a single-ended, open source tool that can both locate congestion points as well as estimate
the bandwidth of the bottleneck path. We probed a large number of Internet paths using
this tool. We established that such single-ended tools conflate the delays of the reverse
path too and in access networks it effectively measures the metrics of the incoming traffic.
The performance of such tools is highly dependent on the configuration parameters, and,
due to error in the parameters, or otherwise, the results can be unrealistic at times. Hence,

we developed a simple mechanism to ensure that the results reported by pathneck do not
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stray beyond an upper limit.

7.1.2 Benefits of Multihoming

Although multihoming has been traditionally associated with resilience, today multihomed
networks employ a variety of route control techniques called smart or intelligent routing to
improve their Internet experience. A number of commercial tools are available. However,
not much is known about the performance and working of the commercial multihoming
route control techniques. In the literature a number of multihoming route control tech-
niques have also been proposed. These proposals have quantified the benefits of multihom-
ing by load balancing traffic among well-chosen ISPs or by grouping ISPs based on their
geographical proximity. In this work we re-distribute the traffic among available egress
links based on their current traffic load carrying capacity. Since we concentrate on using
the available resources it makes our work more realistic and practical. To evaluate our
approach for the general case, where an end network can be multihomed to K ISPs, we
deployed a prototype on a 3-multihomed end network. The improvements in round-trip
times were significant. We show that performance improves by 10% when two ISPs are used
and by 16% when three ISPs are used. Further we show that our route control strategy can
be applied transparently without disturbing the existing network setup. The cost incurred

to re-distribute the traffic is small, ranging from 0.5 to 2% of the total number of users.

7.1.3 Scaling the Benefits of Multihoming

We extended our route control technique to include multihomed, stub ASes like that of
medium ISPs and corporate networks. Again the costly resource that needs to be optimised
here is their interdomain connectivity. However, path to an egress router from a node can
be several hops away and the intradomain traffic can have a significant contribution on
the overall latencies. Further as the size of a network increases the traffic handled by it

will be higher and as a result measurement errors are likely to be more prominent. We
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model the problem in such a way that the traffic is re-distributed based on the current load
of a link, cross traffic present and intradomain cost. At the same time we have tried to
minimise the re-assignment of traffic. The modeling allows a node to search for available
bandwidth on alternate paths and thereupon load balance the traffic. The design also
ensures that utilisation of the links are fairly balanced even if the network measurements
are approximate. We proposed a number of heuristics. Simple analysis shows that they
are near optimal in a static environment. Extensive simulations using both synthetic as
well as actual Internet traces demonstrate that in a dynamic environment the heuristics
give significant performance benefits. The heuristics proceed in periods and the amount
of traffic re-allocated in each period is uniform. The other advantage of our route control

techniques are that they preempt the occurrence of traffic oscillations.

7.1.4 Distributed Multihoming Route Control

The problem of re-assigning traffic is best considered at the global level by a manager that
can see the traffic dynamics of the whole network as well as the current user assignments.
A natural continuation of our work would be extending our approach to a distributed en-
vironment where each user makes its own decision. Leveraging upon our solutions for the
centralised approach we focus on customising these techniques for a distributed approach.
Using analysis we show that the expected performances of the distributed schemes are com-
parable to those of the centralised ones. Empirical results show that the performance of
the distributed schemes match the centralised techniques in terms of traffic load balancing,

traffic re-assignments and improvement in RTTs.

In this thesis we have proposed simple, low-cost route control techniques to load balance
traffic. The schemes were tested under numerous traffic load conditions and topologies. We
found that our techniques can achieve good load balancing of the links with small traffic

re-assignments. The schemes do neither require coordination between its uplink network
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nor changes to existing standards and protocols. Hence the schemes can be easily deployed

by an end network. The proposed techniques can scale to large-size end networks.

7.2 Future Work

In the following sections, we discuss key issues that were not addressed in this dissertation.

7.2.1 Correlating Traffic Re-assignment with Load Balancing

During our extensive simulation we observed two general trends. The first is higher the
traffic load imbalance for the default case, greater is the performance improvement of our
load balancing schemes. The second general observation is performance improvement is
proportional to the traffic re-assigned. However, we observe that there are exceptions. The
performance of route control techniques also depends on the network state. Hence, we could
not put forward a single heuristic that gives the best performance in all traffic conditions.
We need to further study the correlation between load balancing, traffic reassignment and
network state. This will help in further integration of our techniques and present a single

technique that will give the best performance irrespective of the traffic conditions.

7.2.2 Global Effects of Local Optimisation

In ([56]) it has been shown that smart-routing users can coexist well with very little in-
terference to other users. A related issue that needs to be addressed is the interaction
between multiple networks that use our route control technique. Let us consider a scenario
where two networks connected using multiple links tries to optimise their incoming traffic.
Since we focus on re-distributing traffic from a congested path and decouple the incoming
and outgoing bandwidth, the goal of the two networks will not conflict. We neither try
to influence the routing decisions of the remote destination nor do we interfere with the
route updates (in the NAT-based model). Hence, our approach will not cause instability

in the core of the Internet. However, we need to study more carefully the scenario where a
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large number of networks spread across the Internet use our route control technique. We
also need to study how our approach coexists with different players that do not use traffic

engineering tools or have conflicting goals (for example tries to optimise their outgoing

traffic).

7.2.3 Reducing overheads of BGP

In this dissertation we have maintained that given the present networking protocols and
standards, the most practical way of regulating incoming traffic would be to use NAT-based
solutions. However, for the solutions to scale to larger networks we have proposed tweaking
the configuration of BGP and proposed a new model called selective sub-prefiz advertise-
ment. The changes we have suggested to the BGP policy require frequent withdrawal and
re-advertisement of routes. But our proposal tries to ensure that route flapping does not
occur due to these frequent updations. Nevertheless, we need to study carefully the route
propagation triggered by a re-advertisement as well as its effect on the interdomain routing
of other neighbouring domains. We can also look at the possibility of forging cooperation
between an end network and its uplink providers so that smaller IP prefixes can be used
for advertisement. This will in turn help in reducing the granularity of load balancing and

thereby further improve performance.
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