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Abstract

This research primarily deals with the problem of flow division in the context of emerging
multihomed protocols like the Stream Control Transmission Protocol (SCTP). In this work we
augment SCTP to increase its throughput and overall reliability by incorporating flow division
strategies which divide a flow on multiple paths. Optimizing this flow division will enhance the
system throughput while maintaining the QoS required by the flow.

We propose a new MultiPath SCTP (MPSCTP) protocol as an extension of SCTP to support
concurrent usage of multiple paths. We have demonstrated that our modifications provide better
performance in comparison to CMT-SCTP, a current multipath variant of SCTP. We have proposed
Bandwidth Estimation based Resource Pooling (BERP) congestion control, a novel congestion
control for MPSCTP. This algorithm is based on a linked congestion control approach which treats
all available resources as a single pool of resources and in the event of packet loss decreases the
congestion window in the ratio of bandwidth estimates of the paths.

Existing multipath protocols do not optimize the flow division on the available multiple paths.
There have been various efforts in the past to divide data flow on multiple paths. Flow division at
source depends upon the nature of application as well. We have considered two classes of applica-
tion namely delay sensitive applications and delay insensitive applications. For these two classes of
applications, we have proposed Min-Max optimization and Delay Insensitive Optimization respec-
tively. A true implementation of these optimizations would require complete network statistics to
be available at the source. Since, this is difficult in an Internet-like scenario; suitable heuristics
are required which can closely approximate these optimizations. In this work, we have proposed
suitable heuristics for the Min-Max Optimization and Delay Insensitive Optimization.

We have also implemented the MPSCTP protocol in Linux kernel. We have incorporated our

changes in Linux kernel. We have also proposed Tz-CWND, a new strategy for flow division.
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According to this strategy the packets are transmitted on the path with largest cwnd. This is
much simpler to implement in the Linux kernel and we have also demonstrated that this provides

results similar to the RTX-CWND strategy proposed in literature.
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In computer networks, the Transport Layer provides communications between two end hosts.
This is the fourth layer in the layered networking architecture as shown in Figure It transports
data between two end applications using the Network Layer services. The current network layer
uses Internet Protocol (IP) to carry out its functionality. However, IP is connectionless and un-
reliable in nature. The Transport Layer provides connection oriented, flow controlled and reliable
communications over the otherwise connectionless and unreliable IP Protocol. Unlike other lower
layers, the Transport Layer provides end-to-end control as shown in Figure [I.I] and is therefore
better aware of the end-to-end path characteristics than the lower layers in the networking stack.

This feature makes transport layer a suitable candidate to implement flow and congestion control.

End Hosts Intermediate Hosts End Hosts
APPLICATION gy | W00 i = it APPLICATION
TRANSPORT [ s — i | e u TRANSPORT
NETWORK NETWORK NETWORK NETWORK
DATA LINK DATA LINK DATA LINK DATA LINK
PHYSICAL PHYSICAL PHYSICAL PHYSICAL
Internet Cloud

Figure 1.1: Internet Network Architecture and Layer Interaction.

Current Transport Layer protocols like TCP and UDP use only one single path for data trans-
mission between end hosts. There have been several efforts in the past to enable multipath trans-
mission for better resource utilization and error resilience. Several approaches have been presented
in the literature to enable multipath transmission at different layers. Applications like download
accelerators use multiple connections to improve the system throughput and load balancing [1,[2].
These applications establish several connections using multiple sockets. The basic disadvantage
of this approach is that the application layer does not have direct knowledge about the path con-
ditions. Moreover, load balancing at the application layer increases the design complexity of the

application itself. Several proposals have been made for multipath routing at the network layer [3-5]




1.1 SCTP - a multihomed transport protocol

where authors have suggested routing packets to the destination using different paths. However, the
network layer is not aware of the complete path characteristics of the network. Hence, any decision
at the network layer would require that the complete path information is made available at the
router — this is not what is typically done in router implementations. Multipath transmissions at
the transport layer are implemented using multi-homed hosts which can support multiple network

interfaces simultaneously for data transmission.

1.1 SCTP - a multihomed transport protocol

In 2001, IETF proposed the Stream Control Transfer Protocol (SCTP) [6] as a new transport
protocol with multihoming support. The underlying motivation behind SCTP was more than just
to provide a multihoming protocol. SCTP was originally designed as a reliable protocol for Signaling
Transport (SIGTRAN) [7HL1]. However, its versatility makes SCTP a potential candidate as an
alternate transport protocol for the Internet. SCTP was proposed with several salient features

which are listed below.

(i) Message Oriented

SCTP is a message oriented protocol. Unlike TCP which is byte oriented and does not preserve
the message boundaries, SCTP transports the entire message and passes it on to the upper

layer at the receiver side.

(ii) 4-way Handshake

Unlike TCP which uses 3-way handshake, SCTP uses 4-way handshaking before establishing

a connection. This is done using cookie mechanism as shown in Figure (1.2

In TCP, a client initiates a connection request with SYN message. In TCP [12], the server
reserves resources for this connection as soon as it receives the SYN request and replies with
the SYN-ACK message. Hence, an attacker can launch multiple SYN requests to tie up
all the server resources while legitimate requests may be denied the service. In contrast, a
SCTP client initiates a connection request with an INIT message and the server responds
with an INIT-ACK to this INIT request. Along with the INIT-ACK, the server sends a state
cookie as well. However, unlike the SYN-ACK message in TCP, the resources are not reserved

at this point. The client now replies with COOKIE-ECHO with the state cookie received.
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Client Server Client Server
INIT | SYN Request
INIT-AC l
SYN ACK
COOKIE_ECHO |
; ACK
Y
COOKIE_ACK Time
Y Y Y Y
(a) (b)

Figure 1.2: (a) SCTP Handshake Mechanism (b) TCP Handshake Mechanism.

On receiving a valid COOKIE-ECHO message, the server allocates the resources and replies
back with COOKIE-ACK. Until the server receives the COOKIE-ECHO message, it remains
unaware about any association with the corresponding client and no resources are reserved
at the server side. At this point server validates the state cookie. The resources are allocated
only if the cookie is validated and it has not already expired. This makes SCTP robust to
various Denial of Service (DoS) attacks [13]. Though the 4-way handshake may look like an
extra overhead in comparison to the simpler TCP handshaking, in SCTP data can be bundled
with last two handshake messages to reduce the associated overhead. However, care needs to

be taken to ensure that handshake messages always precede user data in an SCTP packet.
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(iii)

Multistreaming

Multistreaming is a feature where data can be divided into multiple streams such that the
delivery of data in one stream does not affect the data delivery from another stream. This
means the contents of one stream can be delivered to the application at the receiver side even
though another stream has encountered some packet loss, e.g. images and text of a webpage
can be transmitted using different streams to the destination. Even if the data belonging to
the image is lost, the text contents which belong to another stream can still be delivered to
the application. This helps in decreasing the Head-of-Line blocking that one can encounter

in the TCP protocol [14}/15].

Unordered data delivery

SCTP supports unordered data delivery as well. SCTP has options flag as shown in Figure
If U-flag is set, SCTP delivers the received data to the upper layer even though it is not
in sequence. This feature is very useful while delivering any “out-of-band” data. If the U-flag
is set for a chunk, SCTP bypasses the entire ordering mechanism and immediately delivers

the data to the upper layer.

Type Reserved U|B|E Length

Transmission Sequence Number

Stream Identifier Stream Sequence Number

Payload Protocol Identifier

User Data

Figure 1.3: SCTP Chunk Header.

Multihoming

Multihoming is an interesting feature of SCTP. Multihoming is possible in a network scenario
where end nodes support multiple interfaces as shown in Figure SCTP connects through
all the available interfaces. The connections between two end points are collectively referred
to as an association. In SCTP, multiple IP addresses connect through one SCTP port. SCTP
uses one of the available paths as the primary path for data transmission. In the event of

primary path failure or degradation, SCTP can switch from the primary path to any other
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alternatively available path for the data transfer. This feature allows SCTP to provide better
error resilience and fault tolerance as compared to other protocols. In SCTP, retransmissions
may be sent on alternate paths as well. SCTP uses heartbeat messages to know the health of
candidate paths and provides a seamless changeover to alternate paths which is transparent

to the end users.

Wi—fi Link
Wi—fi Link

Ethernet Link

Ethernet Link

Figure 1.4: Multihoming in SCTP.

A comparison of SCTP with TCP, UDP and Multipath TCP (MPTCPIH) is provided in Table
1

1.2 Motivation of the Present Work

Concurrent usage of multiple paths is a relatively new concept and technologies driving mul-
tipath usage are not mature enough. In earlier days multiple interfaces were rare. Today, it is
not unusual to find computers with more than one network interface. For example, almost every
computer sold today usually has two interfaces, one for a wired connection along with a wireless
interface. Handheld devices like mobile phones and tablets also have multiple interfaces like 3G,
GPRS and Wi-Fi. Hence, these devices have the potential to connect to multiple interfaces simul-
taneously. (Wi-Fi interface can be configured to interface with more than one access point which
would also effectively provide multiple network interfaces [16].) Moreover, connecting through mul-
tiple interfaces not only improves the performance in terms of better error and network failure
resilience but can also help in improving performance during call handover, i.e. a mobile device

connected to the base stations of different cells simultaneously is less likely to experience outage

TMPTCP is a recent proposal from IETF. Its standards are still in an experimental state.
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Table 1.1: Features of various Transport Protocols

Services/Features SCTP TCP UDP MPTCP
Connection-oriented Yes Yes No Yes
Full duplex Yes Yes Yes Yes
Reliable data Yes Yes No Yes
transfer
Partial-reliable data Optional No No No
transfer
Ordered data Yes Yes No Yes
delivery
Unordered data Yes No Yes No
delivery
Flow control Yes Yes No Yes
Congestion control | Yes (Based upon Yes No Yes (Based upon
TCP Congestion resource pooling
Control) principle)
ECN capable Yes Yes No Yes
Selective ACKs Yes Optional No Optional
Sequence Single Single n/a Two
Numbering Levels
Preservation of Yes No Yes No
message boundaries
Path MTU discovery Yes Yes No Yes
Application PDU Yes Yes No Yes
fragmentation
Application PDU Yes Yes No Yes
bundling
Multistreaming Yes No No No
Multihoming Yes No No Yes

and call dropping during mobility from one cell region to another.

Simultaneous usage of multiple paths requires the source flow to be split between the different

candidate paths. Improper division can lead to inefficient usage of network resources where the

throughput of the multipath protocol becomes worse than the throughput where only one path is

used. It therefore becomes essential that the flow is split on the candidate paths such that the

overall network resources are properly utilized and the system performance is at least as good as

that using only one path. Along with flow division, the congestion control mechanism for such

protocols also needs to be revisited. TCP flow and congestion control has proven its stability

over time. Current congestion control mechanisms such as the TCP congestion control is designed

keeping only one single path usage at a time. It may be noted that though SCTP is a multi-homed
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protocol, it still uses only one path at a time, i.e. it cannot do multipath transmission using more
than one path concurrently. SCTP designates one of the paths as the primary path and prefers
using it for data transfer. In the event of primary path degradation, it uses one of the secondary
paths and switches back to the primary one once it is restored. (Hence, TCP like congestion control
works all right with SCTP.) However, such an algorithm is not suitable for true multipath protocols
where more than one path is used concurrently. Congestion control mechanisms need to be suitably

modified if multipath transport is to be used effectively.

1.3 Thesis Contribution

This thesis aims at improving the current state of the art of network usage by implementing
multipath transport over an SCTP protocol, utilizing network resources efficiently and providing
end users a better network usage experience. Several optimization approaches considering the
nature of application and their respective QoS have been proposed. In particular, the following are

the main contributions of this thesis.

(a) Flow Division at source:

This thesis introduces the concept of flow division at source. To implement multipath transport,
it is essential to split the flow on multiple paths such that a pre-defined end-to-end objective is
achieved. As discussed in subsequent chapters, there might even be scenarios where not actually
using a particular path may improve the performance of the system or where the throughput
may actually decrease when the number of paths is increased. Optimum division of flow on
multiple paths would therefore be important for effective use of multipath transport protocols.
We suggest some of the different ways in which flow division can be done and indicate that
the actual technique used would depend on the nature of the application for which transport

is required.

(b) Multipath Protocol:

Multipath SCTP (MPSCTP), a new multipath protocol based on SCTP has been proposed.
MPSCTP uses two levels of sequence numbering to isolate the sequencing at the path from
the application data sequencing. This requires changes in the chunk header as well as in the

acknowledgement structure of the original SCTP protocol. Several SCTP algorithms also need
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to be modified for faithful transmission of data from the source to the destination. Our pro-
posed MPSCTP approach demonstrates significant performance improvements over an earlier
attempt, Concurrent Multipath Transfer (CMT)-SCTP [17], to augment SCTP for multipath

transport.

Congestion Control Algorithm:

Both MPSCTP and CMT assume disjoint paths between the source and the destination. How-
ever, this is a very strong assumption in an Internet like scenario. SCTP uses a TCP like
congestion control algorithm. In multipath scenario, this algorithm captures unduly more
bandwidth on shared links. This thesis proposes a new congestion control algorithm which
assumes all the resources as a single pool of resources and does not harm fellow flows on the
shared link. This congestion control uses bandwidth estimation based resource pooling for ad-
justing the congestion window for the source node and has been incorporated in our proposed

scheme.

Heuristic for Flow Division:

This thesis provides suitable heuristics for the proposed flow division optimizations. In a typical
scenario the optimization problem needs to be solved every time a decision is to be made.
However, this is highly computationally intensive because it requires the complete network
statistics to be known at the source. This is relatively difficult in an Internet like scenario
where the path characteristics and link traffic change dynamically. We give heuristic methods

which perform well based on much simpler end-to-end parameter measurements.

MPSCTP Implementation in Linux kernel:

This thesis also provides a sample implementation of MPSCTP in Linux kernel. This implemen-
tation is based upon the SCTP implementation [18] in the Linux kernel. Our implementation
modifies the SCTP implementation such that it is able to provide simultaneous data transfer on
multiple paths. These changes are transparent to the end users. The users and the applications
can continue using the same APIs without any changes. Our current implementation supports

only two concurrent paths though extending it for more paths should be feasible.
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1.4 Thesis Organization

1.4 Thesis Organization

This thesis is organized as follows. A structural organization of this thesis and the corresponding
publications are also shown in Figure|1.5

Chapter 1, the current chapter, discusses the problem statement and the motivation behind
these problems. This chapter highlights the salient features of SCTP and its comparison with
other transport protocols. This chapter also summarizes the thesis contribution and provides a
brief outline of the thesis organization.

Chapter 2 presents a literature survey of related work in the area of SCTP, multipath protocols,
flow division and congestion control.

Chapter 3 explores various methods for optimization of flow division at the source. Various
optimization models are suggested for this and their relative performances are compared and dis-
cussed. We consider here the problem of optimally dividing the flow between multiple disjoint
paths at the source. Since different applications may have different QoS requirements [19], we also
consider the nature of the application for the optimal flow division.

Chapter 4 introduces our proposed Multipath SCTP (MPSCTP), a multipath variant of SCTP,
which can use available candidate paths in a concurrent fashion. This chapter introduces Bandwidth
Estimation based Resource Pooling (BERP) congestion control and its performance results. Along
with these, this chapter also provides a comparative study of some popular multipath protocols.

Chapter 5 gives heuristic approaches for the flow division techniques proposed in Chapter
2 for two classes of applications, i.e. delay sensitive and delay insensitive applications. In this
chapter, we propose a heuristic for the Min-Max Optimization and demonstrate that a practical
implementation of this heuristic can be closely approximated by the BERP algorithm. We have
also proposed a suitable heuristic to implement Delay Insensitive Optimization in this chapter.

Chapter 6 presents an implementation of MPSCTP protocol in the Linux kernel. In this
chapter, we discuss the changes required to implement a MPSCTP module in the Linux kernel.
The performance of this implementation is studied both in an emulated network as well as in the
actual campus LAN environment of IIT Guwahati.

Lastly Chapter 7 concludes this thesis with a summary of the work done and includes some

suggestions that may be investigated in future research.
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Introduction
(Chapter-1)

Literature

Survey Flow Division
(Chapter-2) Optimization
(Chapter-3)
[59] [76]

Thesis

Discussion and
Future Work
(Chapter-7)

MPSCTP
Heuristics for

BERP Flow Division
Congestion (Chapter-5)
Control [79]
Algorithms (Chapter-4)
(C[g;[]at[t;rzfl ) Performance [77]
Evaluation
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Simulation Implementation
(Chapter-4) (Chapter-6)
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Figure 1.5: Thesis Organization.
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The Internet has evolved as a global network that connects different computer networks across
the world. In the Internet, TCP [12] and UDP [20] are the most widely used transport protocols for
data communications. These protocols do not provide native support to multihoming, a scenario
where the end node supports multiple interfaces, as UDP inherently does not bind to any address
while TCP binds to only one address and uses only one path even when several paths are available
between the source and the destination. While efforts have been made in the past to incorporate
multiple path usage in TCP, these have not been popular or very successful. Parallel TCP [21] is
one such scheme which was designed to use multiple paths between a source and its destination;
however, it performs poorly when there are congestion losses and is also unfair to fellow TCP flows.

In 2001, SCTP was proposed to carry signaling data for SIGTRAN. IETF had proposed Sig-
naling Transport (SIGTRAN) [7.[8] as an extension of the Signaling System (SS7) [9H11] protocol
family. SIGTRAN supports the same functionality as SS7 but provides mechanisms to carry PSTN
signals over IP Network. However, these signaling messages cannot use UDP as their transport
protocol because UDP does not have any reliability mechanism. This leaves TCP as an option but
TCP has several problems. In TCP if a packet is lost all the subsequent packets are blocked unless
the lost one is not retransmitted and reliably delivered. This is called Head-of-line (HOL) [14]
blocking and severely affects the protocol throughput. TCP is byte oriented and does not preserve
the message boundaries. TCP timers might take even minutes before the upper layers are being
notified for lost connection. Moreover, TCP has several Denial of Service (DoS) attacks [22]. Hence,
IETF proposed Stream Control Transmission Protocol (SCTP) based upon another proposal called
Multi-network Datagram Transmission Protocol (MDTP) [23]|. Later, SCTP was realised to be a
potential candidate as an alternate transport protocol for Internet. SCTP [6},24-27] was proposed
with salient features like four way handshaking, multistreaming and multihoming. Multistream-
ing is a feature where data can be divided in multiple streams such that the delivery of data in
one stream does not affect the data delivery over another stream. This helps in decreasing the
Head-of-Line blocking that one can encounter in the TCP protocol [14,/15]. Unlike TCP which uses
three way handshaking, SCTP uses four way handshaking. This makes SCTP robust to various
Denial of Service (DoS) attacks [13]. Multihoming is possible in a network scenario where a single
SCTP endpoint can support multiple IP addresses. SCTP then uses one of the available paths as

the primary path for data transmission. In the event of primary path failure or degradation of the
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primary path, SCTP can switch from the primary path to any other alternatively available path
for the data transfer. This feature allows SCTP to provide better error resilience. To augment this
multihoming feature of SCTP, efforts have also been made to use the available multiple paths in a
concurrent fashion to provide true multihoming. Using available paths in a concurrent fashion has

been demonstrated to improve the performance and error resilience of the network.

2.1 Multipath Protocols

Several variants of SCTP and TCP have been proposed in the literature to support multipath

transfer and load sharing. The major contributions in this are summarized next.
2.1.1 Load Sharing SCTP

This protocol [28] is focused on using multiple available paths simultaneously for data transfer.
The authors have included a path monitoring module to monitor the active paths in the network
as shown in Figure [2.1

The path monitoring module maintains a list of active paths to be used for transmission. A path
is marked as inactive if there are more timeouts than the Path.M azx.Retrans which is typically
assumed to be “5” in [28]. The sender keeps monitoring the inactive paths using the heartbeat
chunks. The protocol adds another field which is combination of a 4 bit path identifier and 12 bit
path sequence number. The path identifier identifies the path in the entire association while path
sequence number is used to identify the sequence of the packet on every path.

The minimum receiver buffer requirement for the receiver (B,;y) is given by where B;
is the bandwidth for i*" path and there are N active paths at any given time and RTT,,q, is the

maximum Round Trip Time.

N

Bpin = (D Bi) x RTTynaa (2.1)
=1

The protocol introduces a new SACK structure Load Sharing SACK (LS-SACK) chunk. This

chunk also includes a time stamp and a per path cumulative acknowledgement.
2.1.2 Independent per Path Congestion Control SCTP

SCTP in its traditional form uses a single congestion window. This is intuitively correct as

well because native SCTP implementation uses only the primary path for the data transmission

14
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Figure 2.1: LS-SCTP Architecture Diagram

and a secondary path is used only if the primary path degrades or becomes unusable. When
the original primary path comes up again, SCTP resumes using that for data transmission. In
this work, Ye et al. propose to use multiple available paths in tandem. This necessitates the
use of multiple congestion windows for each candidate path. In this work, the authors have also
suggested that retransmissions on the alternate path lead to the better throughput and the delay
performance in the network. The authors have introduced the concept of an implicit path sequence
number to support multipath transmission. This number is used to identify the packets being
sent on a particular path. The advantage of this approach is that unlike Load Sharing SCTP,

this does not require any modification in the chunk header of the SCTP. However, the source and
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destination side algorithms need to be changed for the proper updates of the congestion window.
Moreover, the interpretation of the various SACK fields is also required to be redefined for the
proper acknowledgement of the data. Here, the authors have not described the details of how
reassembly would be done at the destination. Moreover, this scheme requires that a Transmission
Sequence Number (TSN) to path sequence number mapping be maintained at the transmitter which
would detrimentally impact the scalability of the protocol.

The authors in this work have studied the load sharing on two paths and compared that with
the situation where the two paths are used independently. Performance results using load sharing

have also been reported.

2.1.3 Concurrent Multipath Transfer SCTP

Concurrent Multipath Transfer (CMT) [17,30] is another multipath protocol that has been
reported earlier. When multiple disjoint end-to-end paths are available, CMT uses them simul-
taneously to increase the application throughput. It may be noted that CMT does not add any
additional packet identifier, either explicitly or implicitly. However, to identify the packet reordering
(a natural consequence of multipath transmission), to isolate packet loss from packet reordering, to
handle fast retransmission and to decrease the increased ACKs due to holes in the packet sequence
numbers received at the destination, CMT proposes three algorithms which require modifications
both at the sender side and the receiver side. CMT suggests acknowledging the data received on two
different paths in a single delayed acknowledgement. This simultaneously increases the congestion
window (cwnd) of both the paths; this phenomenon is referred to as aggregated cwnd overgrowth.
The authors argue that this phenomenon happens only during the slow start phase and is not
TCP-unfriendly and that it actually improves the sequence space sharing on the candidate paths.
This work has also been supplemented with five retransmission policies: RTX-SAME, RTX-ASAP,
RTX-SSTHRESH, RTX-CWND and RTX-LOSSRATE [31,[32]. This protocol shares the TSN se-
quence space among available candidate paths and ensures that the packets and corresponding
acknowledgements can be transmitted on different paths. However, this does create a problem that
RTT calculations may no longer be proper which would lead to poor performance if the RTTs of

the candidate paths differ significantly.
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2.1.4 Concurrent Multipath SCTP

Concurrent Multipath SCTP (cmpSCTP) [33] has been proposed based upon the design of LS-
SCTP. However, unlike LS-SCTP, cmpSCTP does not have any path monitoring module because
this protocol uses all the available paths all the time. This protocol splits the 32 bit Transmission
Sequence Number (TSN) into two parts consisting of 4 bit Path identifier and 28 bit TSN. However,
this splitting of sequence number reduces the sequence space available for packet numbering. More-
over, the choice of 4 bit for the path number is conservative because using more paths in parallel
does not improve the performance of the protocol. This protocol also does not discuss any dynamic
addition or removal of the paths. Using a very large number of many parallel paths at connection
establishment slows down the performance of the protocol. The protocol also introduces a 32 bit
Association Sequence Number(ASN), unique among all the paths, as shown in Figure which is

a counterpart of TSN in the original SCTP scheme.

Type Reserved U/ B|E Length

PID TSN

ASN

Stream Identifier Stream Sequence Number

Payload Protocol Identifier

User Data

Figure 2.2: Modified cmpSCTP Chunk Header

The Selective Acknowledgement (SACK) structure has also been modified as shown in Figure
The authors propose to maintain multiple buffers for each available path and also maintain an
independent advertised receiver window for each path. Its SACK contains a time stamp to indicate
the order of arrival of SACK from each path.

This protocol suggests that retransmissions be done on the path with the lowest probability
of error though the actual measurement of the probability of error is left as an open issue. The
protocol proposes the flexible path management which can be useful in mobile scenarios. During

handover, the protocol suggests that the connections be maintained with the neighboring base
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Type =3 Chunk Flags Chunk Length
Cumulative ASN Acknowledgement
Time Stamp
PID # 1 Advertised Receiver Window
PID #2 Advertised Receiver Window

Number of Fragements (N)

Number of Duplicates (M)

GapAck Block #1 Start

GapAck Block #1 End

GapAck Block #N Start

GapAck Block #N End

Duplicate ASN #1

Duplicate ASN #M

Figure 2.3: Modified cmpSCTP SACK Header

station as well. This will reduce the call drop probability during the handover process. However,

supporting this feature would require further modifications in the protocol and increased signaling.

2.1.5 Best Load Sharing SCTP

Joe et al. |34] have presented a load sharing technique in SCTP to support simultaneous data

transfer on multiple paths. The authors call it Best Load Sharing in SCTP. Here, a path state table

is built for each path where the availability of a path is represented by a dimensionless quantity

M. This quantity depends upon various parameters like the cost (C), time (7"), bandwidth (B),

security (5) etc.

All these quantities are assumed to be normalized and dimensionless with values between 0 and

1. P; is the weighting factor for each component such that > P; = 1. However, this work does not
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elaborate upon the methodology of the measurement of the various parameters.

The use of multiple paths introduces false holes in the sequence number. This causes unnecessary
fast retransmissions at the sender end. To prevent unnecessary fast retransmissions caused by path
switching, the authors have proposed a Split Fast Retransmission (SFR) algorithm. This is actually
inherited from the SFR Algorithm of CMT-SCTP. Following this strategy, the fast retransmission
algorithm is run independently on each candidate path. Each path maintains an ordered set of

TSNs and a mapping of the respective TSNs being sent on each path.
2.1.6 Wireless Multi-path Multi-flow SCTP

Wireless Multi-path multi-low SCTP (WM2-SCTP) [35] takes into account the respective QoS
of different streams. It groups them together based upon their QoS requirements and selects the
suitable path accordingly. Like cmpSCTP, this implementation also uses a multi-buffer architecture

i.e. every connection and each subflow will have its own send buffer.

Type =3 Chunk Flags Chunk Length

Cumulative ASN Acknowledgement

PID # 1 Cumulative PSN Ack

FID #2 Cumulative FSN Ack

Advertised Path Flow Receiver Window

Number of Fragements (N) Number of Duplicate FSN (M)

GapAck Block #1: FSN Offset Start GapAck Block #1: FSN Offset End

GapAck Block #N: FSN Offset Start GapAck Block #N: FSN Offset End

Duplicate FSN #1

Duplicate FSN #M

Figure 2.4: Modified WM2-SCTP SACK Header
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However unlike cmpSCTP, it uses three level sequence numbering. A subflow identifier (FID)
and a subflow sequence number (FSN) have been added to identify the subflow on each path as
shown in Figure[2.4]. The corresponding SACK structure has also been modified as shown in Figure
FIDs are assigned depending upon the priority of the flow. Smaller FIDs takes precedence

while selecting the path.

Type Chunk Flags Length
ASN
PID PSN
FID FSN
Stream Identifier Stream Sequence Number
Payload Protocol Identifier
User Data

Figure 2.5: Modified WM?-SCTP Chunk Header

In this paper, the authors have not discussed the use of Path Sequence Number (PSN) in the
SACK. Apparently, the FSN is able to identify the flow on each path. The FID is also able to
identify the path to which the flow belongs. Nevertheless, the concept of dividing data based upon

the QoS requirements is an interesting idea and requires due consideration in future work.

2.1.7 Multi-Path TCP (MPTCP)

Currently IETF is working on Multipath-TCP as a multipath alternative to TCP [36,37]. Unlike
the traditional TCP Protocol, MPTCP divides the transport layer in two sublayers as shown in
Figure

The MPTCP layer just below the Application layer does path management and scheduling
while the subflow layer implements the interface with the MPTCP layer and performs congestion
control. Path Management is responsible for detecting and using multiple paths between the source
and the destination. The scheduling function breaks the byte-stream received from the application

into segments which are transmitted on one of the available subflows. The subflow interface takes
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care of transmitting the data from the scheduling component over the specified path. MPTCP
implements two levels of sequence numbers, one for the congestion level sequencing and the other
for subflow level sequencing. MPTCP has also been supplemented with coupled congestion control.

More details on coupled congestion control are presented in Section [2.3.1

Application

MPTCP

Subflow (TCP) Subflow (TCP)

IP IP

Figure 2.6: MPTCP Protocol Stack

We have summarized the various features of above protocols in Table Several multipath
protocols have been proposed in the literature but most of them face the fairness issues. They
tend to capture unduly more bandwidth on the shared links. The protocol may have to deal
with paths with very different characteristics. It is possible that one of the interface used by the
protocol is wired interface while the other one is wireless. Hence, path management for multipath
protocols is a major problem. Because, the underlying paths may have very different properties,

flow management for these available paths is another potential area of research.

2.2 Flow Division at Source

The objective of flow division at source is to divide the data flow from the source on a number
of available paths so as to optimize some selected end-to-end performance parameter.

The concept of distributing the flow at the source has been discussed in various contexts in the
literature. The distribution of packets on multiple paths for ATM networks has been discussed
in [38]. The authors have established that a per packet flow distribution performs better than a per
connection flow distribution. Load balancing in multi-path source routing [39] in wireless Ad-Hoc
networks has been proposed in [40]. An MPLS network based load division mechanism has been
proposed in [41]. The problem of flow division at source based on shared bottleneck measurement

has been studied in [42]. In this work, packet delay has been used as the bottleneck link measure.
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Table 2.1: Features of various Multipath Transport Protocols reported in literature

Load Independent Best
2_
Sharing | PP on | empsorp | Fead | WM rep
SCTP congestion [ 33 Sharing | SCTP 136]
23] control SCTP [35]
SCTP [29] [34]
# of sequence 1 1 1 9 1 3 5
numbers
FCE bascd Resource
Congestion TCP but inde- TCP TCP TCP TCP Poolin
Control based pendent for | based based based based &
based
each path
Changes in Y. N N Y. N Y.
SACK header & © Y - 2 s )
Changes in
chunk header No No No Yes No Yes -
5 dif- On path
ferent with Same
Retransmission | Same as Same as poli- smallest Same as E;S Same
Policies SCTP SCTP cies probabil- SCTP as TCP
. SCTP
pro- ity of
posed error
Based
Flow division None None None None 5y QoS None
parame- | based
ters
Fairness on
shared link No No No No No No Yes

Kitatsuji et al. [43] have presented flow distribution based on the traffic characteristics over the

network.

2.3 Congestion Control

In computer networks, congestion arises when a link is carrying so much data that it is not able
to provide the promised quality of service to the end users. A network under congestion exhibits
symptoms like increase in queuing delay due to large queues at routers, higher packet losses due
to overflow of buffers at network components like the intermediate routers and the inability of
the network to provide access to new users. Congestion causes severe reduction in the network
throughput and underutilization of valuable networking resources. However, if we do not carry

enough traffic on the network, even then the network resources remain underutilized. A typical

22



2.3 Congestion Control

scenario of throughput with increasing load in the network is shown in Figure The region
of the curve where throughput decreases with increase in load is called congestive collapse. In an
ideal situation, we would like our network to operate somewhere between the points ‘A’ and ‘B’ as

shown in Figure

Throughput

Figure 2.7: Throughput Vs Load for a network

Congestion control has been a primary focus area in packet networking. Various congestion
control strategies like window based control, rate based control, slow start and congestion avoid-
ance, scheduling and feedback based control have been proposed in the literature. A congestion
control mechanism has two components - congestion avoidance and congestion recovery. Conges-
tion avoidance is the strategy to keep the network at its optimal capacity so that it does not get
into congestion. Congestion recovery is required to recover from the congestion in case it does
arise in the network. Congestion recovery is required because transient changes in the traffic might
drive the network into congestion even when congestion avoidance procedures are in use. Several
congestion control algorithm have been proposed over time in literature. A broad classification [44]
of various congestion control algorithms has been shown below in Figure 2.§ .

In Internet TCP and UDP are the most widely accepted transport protocols. UDP has no

congestion control by design. However, TCP is a reliable transport protocol and several congestion
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Figure 2.8: Classification of existing Congestion Control Algorithms [44-50]

control variants have been proposed for TCP. TCP uses a window based reactive approach to
handle congestion control. IETF has standardized TCP congestion control in RFC 2581 [51].
Several improvements have also been proposed for TCP congestion control [52-54].

It may be noted that every TCP congestion control algorithm consists of three phases, namely
Slow Start, Congestion Avoidance and Congestion Detection. In the slow start phase, TCP starts
with sending one segment and increases congestion window by 1 for each Ack received i.e. it doubles

its congestion window every RTT. Once this data rate reaches a pre-set threshold level (called slow
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2.3 Congestion Control

start threshold or ssthresh), TCP starts increasing its data rate linearly, i.e. increases window size
by one every RTT, until it encounters a packet loss event. This is called the congestion avoidance
phase. In Congestion Detection, whenever TCP detects any packet loss, it assumes that this loss
is due to congestion and reduces its congestion window to half of the current value. This approach
poses potential problems when links are not reliable, such as when wireless channels are being used.
The wireless channel is inherently lossier than a wired network. Unlike a wired channel, a packet
loss event in a wireless channel may be caused either by congestion or because of bit errors in a
packet. Hence, reducing the congestion window on every packet loss in a wireless channel would
probably be inefficient [54]. Hence, TCP for wireless networks should not halve the bandwidth
on packet loss but should instead decrease it in the proportion to the available bandwidth on the
channel.

Though SCTP was proposed with support for multihoming, it only uses one path at a time for
data transfers. The data is originally transferred on the primary path. If the primary path fails,
SCTP switches to any alternative secondary path. Once the primary path is restored, SCTP starts
sending data on the primary path once again. SCTP congestion control is largely based on TCP

congestion control.
2.3.1 Coupled Congestion Control

Recently IETF is working on Multipath TCP (MPTCP), a multipath variant of TCP. TCP like
congestion control for multipath protocols exhibits the problem of unfairness on shared link and
harms the fellow flows by unduly capturing more bandwidth on shared links. Raiciu et al. [37,[55]
have proposed coupled congestion control which is based on a Resource Pooling Principle [56]. This
algorithm assumes that all the resources available as a single pool of resource and it does not change
the congestion window of each path independently. According to coupled congestion control, the
congestion window of each path is modified as follows:

The algorithm says that on receipt of new ack on it subflow corresponding congestion window

should be increased by

min(a x bytes_ack x MSS;/tot_cwnd, bytes_ack x MSS;/cwnd;) (2.3)

where
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2.3 Congestion Control

« = factor of aggressiveness,

tot_cwnd = sum of ssthresh for all subflows,

MSS = Maximum Segment Size,

bytes_ack = number of bytes acked in previous ACK,
cwnd; = congestion window of i** path.

A fully coupled congestion control algorithm on shared path exhibits a problem that whenever
the smaller window decreases, it is truncated all the way to “1”, hence the algorithm spends most
of the time using only one of the paths [37]. This is called “flappiness”. The proposed increase
of congestion window as in helps in reducing the flappiness in the network but reduces the
resource pooling as well. An alternative congestion control algorithm for MPTCP is still an open
area of research.

In this chapter, we have discussed various literatures related to multipath protocols, and mul-
tipath congestion control. We have also introduced the concept of flow division at source and
presented various works available in literature in these areas. Various multipath variants of SCTP
have been discussed with their relative merits and demerits. Currently work is going on to en-
able TCP for multipath environment. A novel congestion control, Coupled Congestion Control,
based on resource pooling principle has also been proposed to eliminate the unfairness of multipath

protocols on shared links.
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3.1 Introduction

This chapter explores various methods for optimization of flow division at the source. This is
motivated by the fact that optimizing flow division at the source may significantly improve the
overall utilization of network resources when multipath transport protocols are used. Various opti-
mization models are suggested for this and their relative performances are compared and discussed.
We also compare the performance of these optimizations for both end-to-end and link-by-link error

recovery approaches.

3.1 Introduction

Stream Control Transmission Protocol (SCTP) [6,25,26] can be easily modified to support con-
current multipath multihomed connections between the end users. Multipath TCP (MPTCP) |36]
has been proposed as a multipath variant of TCP which can also support concurrent usage of mul-
tiple paths between source and destination. A basic requirement of such a multihomed, multipath
transmission would be to properly divide the data stream at the source into individual flows for
the different paths which can then be properly recombined at the destination. To optimally utilize
the network resources, it would then be essential to manage and adjust the flow division (possibly
in a dynamic fashion) based on the performance of each component path. The performance of a
path would in turn depend on the performance of the individual nodes and links on that path.
The data should be divided so that the overall end-to-end performance is improved. This kind of
usage will require optimized flow division among the candidate paths in order to utilize the net-
work resources efficiently. Optimizing flow division at the source requires division of the original
incoming flow between the available candidate paths so that some selected end-to-end quality of
service (QoS) parameter is satisfied. The QoS parameter chosen for this may depend on the nature
of the application since different applications may have different perceptions about quality.

In the subsequent sections of this chapter, we propose various optimization approaches for flow
division where the objective is to improve the overall quality of service being provided to the user
along with better utilization of the network resources. We analyze and compare three ways in
which these optimizations can be done. The performance of these optimization algorithms will also
depend upon the error recovery approaches. Traditional transport layers use end-to-end approach
for flow control and error recovery. Performance of end-to-end error recovery is found to degrade for

lossy channels. Link-by-link error recovery is reported to perform better under such conditions [57].
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3.2 Delay Sensitive Applications

We also compare the performance of these flow division approaches for the multipath environment
using both end-to-end and link-by-link error recovery schemes.

The choice of optimization approach also depends upon the nature of the application, i.e.
whether the applications are delay sensitive or delay insensitive in nature, as they have inherently
different QoS requirements [19]. These optimization approaches are easily extendable to systems
running protocols like SCTP and MPTCP as their transport protocols, though changes in the
standard protocol stack will be required to achieve this. We have considered optimized flow division
for both delay sensitive and delay insensitive applications. For delay sensitive applications, not only
is the end-to-end delay required to be minimized but buffering and proper replaying of the data at
the destination should also be considered. However, a delay insensitive application is the one where
the delay does not appear as a QoS parameter. For delay insensitive applications, flow division may
not actually require minimization of the end-to-end delay. Instead, it would typically require the
end-to-end delay to be kept under some predefined limit while maximizing the throughput. Flow
division satisfying such QoS constraints (i.e. bounded end-to-end delay) has also been investigated.

We consider here the problem of optimally dividing the flow between multiple disjoint paths at
the source. Since different applications may have different QoS requirements, we also consider the
nature of application for the optimal flow division. Based upon the QoS requirements, applications

can be divided into two categories namely delay Sensitive and delay Insensitive applications.

3.2 Delay Sensitive Applications

Interactive services and multimedia applications where user satisfaction strongly depends upon
the delay in transferring data from the source to the destination fall in this category. These
require the overall end-to-end delay to be as low as possible. When the overall flow is divided on
multiple parallel paths, the delay on one path will degrade the quality of the overall application
and may cause excessive receiver buffer blocking and higher buffer size requirement at the receiver.
Asymmetrical (i.e. highly variable) delays on the paths will also lead to higher delay jitter. In this
work, we have not explicitly considered receiver buffer blocking and delay jitter but these problems
may be addressed by proper selection of the buffer size at the receiver [58]. Here, we consider two

optimization approaches for delay sensitive applications:
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3.2 Delay Sensitive Applications

3.2.1 Min-Max Approach — Minimizing the Maximum Average Path Delay

The basic motivation behind Min-Max Approach is to keep the worst case end-to-end delay on
the candidate paths as small as possible. When a flow is subdivided into a number of sub-flows,
the path with the maximum end-to-end delay will primarily dictate the overall performance of the
system. This implies that the traffic division at the source should keep this worst case delay as
small as possible [59]@

Let W = {wj,wa,.....,wn} be the set of end-to-end delays for N candidate disjoint paths where
each candidate path carries a sub-flow of A, i.e {A\1, A2, ...... , AN } packets per second. The min-max
optimization can be achieved as follows:

minimaize:

max(w;) Vi=1,2,..,.N (3.1)

subject to:

3.2.2 Minimizing the Weighted Average Delay

In this approach we minimize the mean weighted average delay of all the paths weighted by the
fractional load that they carry. We assume W = {w,ws,.....,wn} as the set of end-to-end delays
for N candidate disjoint paths where each candidate path carries a sub-flow of A, i.e {\1, Ag, ...... ,
AN} packets per second. The flow division to achieve this can be represented as follows:

minimize:

>[4 ) 3.9

subject to:

¥ Author’s joint publication.
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3.3 Delay Insensitive Applications

3.3 Delay Insensitive Applications

Unlike delay sensitive applications, delay insensitive applications like FTP or HT'TP transfers do
not have strict delay requirements. However, practical considerations (i.e. reasonably satisfactory
user experience) will still require the delivery of data within a maximum pre-agreed end-to-end
delay while using the network resources optimally. With concurrent usage of multiple disjoint
paths, it is required to carry as much data as possible subject to the agreed upon delay constraint

for the application. This leads to the following optimization problem:

mazrimaize:
N
> oA (3.7)
i=1
subject to:
w; < T; Vi=1,2,...N (3.8)
Ai >0 (3.9)
where,

T; is the agreed upon end-to-end Target Delay for it" path,
wj is the end-to-end delay for i** path,
\; is the traffic rate for i** path,

N is the total number of candidate paths.

3.4 Network Model for Flow Optimization

A general network graph may be represented as G(V, E) where V is the set of network nodes
and F is the set of directional links connecting the nodes. We assume that several disjoint paths
exist between the source and the destination. The flow of interest is subdivided on these paths so
as to use the network resources efficiently. Here, we study the performance of optimal flow division
for end-to-end error recovery and compare this with the case where link-by-link error recovery is
being done. The latter will be more efficient but will also increase the complexity of the system.

Consider a physical network as shown in Figure [3.1] This provides N disjoint paths which may

be used by a particular target flow between Source (S) and Destination (D). Let there be L; nodes
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3.4 Network Model for Flow Optimization

on the i*" path as shown in Figure Note that S and D are common to all of these paths. The
packets of the target flow between the source and the destination are assumed to arrive following
a Poisson arrival process [60] at rate A packets per second. Note that the Poisson assumption
here helps significantly in analytical tractability. This flow is divided on N parallel paths where
the sub-flow on the i** path has rate )\; packets per second. The packets of the flow are randomly
divided so that each sub-flow has the indicated packet rate. Moreover, by the property of Poisson
process, this random division implies that the packet arrival process of each sub-flow will also be

Poisson in nature.

Al A

Source .~ Destination

1 v

Figure 3.1: Network Graph for Flow Division between Source and Destination

Apart from the traffic of interest, intermediate node will also contribute other traffic for the
subsequent link on the path. As shown in Figure we assume z; j to be the background traffic
(in packets/seconds) entering at j“* node of i** path (n; ;) which is destined for the link (4, j + 1).
Let p; ; be the probability of packet error and b; ; (in bits/second) be the data rate for the link (7,
j + 1) of i path. We assume fixed size packets of s bits in our subsequent analysis though the

approach can be extended for variable packet sizes as well.
3.4.1 End-to-End Error Recovery

In end-to-end error recovery, for every packet loss on any link on the path, the packet is
retransmitted from the source. Let us consider a two node network as shown in Figure 3.2

Let p; be the probability of packet error at the link between source and destination. For the
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3.4 Network Model for Flow Optimization

Figure 3.2: Two node network with a source and destination

successful delivery of a packet to the destination, the source will make (1_711)1) transmission attempts
on an average. Similarly, if we consider a three node network, the average number of transmissions

from the source will be W where p; and py are the probability of packet error for the two

1)(1—p2)
links.

For every packet, let n; be the mean number of packet transmissions by the source on i** path

of the network.

! (3.10)

n, =
vt -1

H (1 —pik)

k=1

The fraction of flow offered by source as in (3.10|) will progressively decrease at intermediate

nodes due to the errors. Hence the effective traffic at j** node of the i** path will be given by

i

A (3.11)

.3 - L;—1

I —=pis)

k=j
Taking background traffic also into account, the total arrival rate of packets (A; ;) to be carried

between the j** and the (j + 1) node of i** path is
Aij = Xij+ i (3.12)
The service rate u; ; for a packet on this link will be

bij
S

i = (3.13)

With packets of fixed size, the corresponding average total delay [61] at the node feeding this

link may be obtained from M/D/1 queuing results:
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2pij — Nij

w;j = (3.14)
Y 2, (g — Aig)
Hence, the mean end-to-end delay for a packet on the i*" path will be
Li—1
j=1

For the end-to-end delay given by (3.15)), we have assumed that the delay seen by the acknowl-
edgement traffic is much less than the queuing delays and can be neglected and that the propagation

delays for the links are also negligible.
3.4.2 Link-by-Link Error Recovery

In link-by-link error recovery, every node keeps track of the error on the link and unlike end-
to-end error recovery, retransmits the packet in case of any packet error.
Considering the network as in Figure 3.1} assuming perfect link-by-link error recovery, the

corresponding node will offer an effective flow of ); ; to be carried on the link.

i
(1= pij)

Hence the mean arrival rate of packets to be carried between the j** and the (5 + 1) node of

Aij = (3.16)

ith path is

AiJ' = )\i7j + x5 (317)

The service rate ; ; for a packet on this link will be

b j
iy = 2 (3.18)

S

Same as in (3.14) the average total delay will be:

205 — Nij

3.19
240 j (g — Nig) (3.19)

Wi,j =

Hence, the mean end-to-end delay for a packet on the i*" path will be
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L;—1
7j=1

3.5 Performance and Results

For performance studies, we consider a system where all the link parameters are available at
the source. The optimizations are done with AMPL (A Modeling Language for Mathematical
Programming) using Minos version 5.51 as the solver [62,/63].

We study a situation where the network provides three disjoint paths between Source (S) and
Destination (D) with L; = 8 nodes on each path. The target flow from S to D is assumed to be
Poisson with a fixed packet size of 1000 bytes. The link rates for each link of paths 1, 2 and 3 are
5, 10 and 15 Mbps, respectively. The external background traffic added at each node of paths 1, 2
and 3 is also assumed to be Poisson with mean arrival rates of 50, 100 and 200 packets per second
respectively. The packet error probability is assumed to be 10% for all the links.

We have observed how the flow is divided among the candidate paths for different rate of arrival
traffic at the source and QoS requirements. We have also measured the end-to-end delay and the

system throughput for different approaches of flow division.

3.5.1 Delay Sensitive Applications
3.5.1.1 Min-Max Approach

Figure [3.3] and Figure [3.4] show the percentage flow division on the three paths for both end-
to-end and link-by-link error recovery approaches respectively.

From the system’s point of view, given a value of the source traffic (and the other parameters
mentioned earlier), the Min-Max Approach suggests a way in which the flow can be divided among
the given paths. This also ensures that corresponding mean end-to-end delay is equal for all the
candidate paths.

This flow division approach may not always use all the available disjoint paths. On the paths
which are actually used, the flow division will be such that the delay along each path will be
equal. If any path offers a lower (higher) delay than the others, then flow to that path should be
incrementally increased (decreased) while flows to the others should be correspondingly decreased

(increased) until all paths offer the same average delay. Operationally, when the offered traffic is
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very low, only the lowest delay path will be used. Paths with progressively higher delays would be
added as the offered traffic increases. Here, the Min-Max Approach ensures that the average delays
on all the paths in use will be the same for each value of the offered traffic.

It is interesting to observe how the Min-Mazx operating point is iteratively reached. Figure
shows a sample trend of how the different path delays change for successive iterations of the
optimization when the source traffic is kept at 1430 packets/s. As mentioned earlier, the delays
on the different paths eventually converge to identical values as the final operating point (final
percentage flow divisions) is reached.

Figure 3.6 shows the mean end-to-end delay for both end-to-end and link-by-link error recovery
approaches. As expected, the link-by-link recovery scheme performs better than the end-to-end
error recovery approach. It is also interesting to note that as the input rate increases the per-
formance degrades for both schemes but the degradation is significantly worse for the end-to-end
system. This can be easily explained with the help of . Unlike the link-by-link error recovery
system, a packet loss in an end-to-end system has a cascading effect and increases the traffic on all
links preceding the link where the packet is lost. This causes the rapid increase in the end-to-end

delay experienced by a packet.
3.5.1.2 Weighted Average Minimization

For this, we consider the same system with three paths as before. Figure and Figure [3.8
show the percentage flow division on the three paths both for end-to-end and link-by-link error
recovery respectively when the Weighted Average Minimization approach is followed. Figure (3.9
gives the weighted average sum of the end-to-end packet delay experienced by three paths. The
error-bars in the figure represent the minimum to maximum delay on three paths.

It is interesting to note that, given a certain volume of source traffic, the two approaches
(Min-Max and weighted average) suggest different flow division between the paths. The average
delay with the Weighted Average approach is lower than what can be achieved through Min-
Max Approach. However, the path delays are no longer identical and the variation between them
becomes progressively larger for increasing source traffic. This will lead to more difficult buffer
management for reconstruction at the destination even though its average delay will be lower than

that obtainable through the Min-Max Approach.
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Figure 3.3: Percentage Flow Division for varying Input Packet Rate (S to D) with the Min-Max Approach
for end-to-end error recovery

3.5.2 Delay Insensitive Applications

We consider the same system with three paths as before with a Target Delay set for each path,
where for convenience, we choose the same target delays for each path in the example considered
here. We evaluate the maximum overall throughput that can be delivered by the system and the
percentage flow division on the three paths. The percentage flow divisions for end-to-end and link-
by-link recovery approaches are shown in Figure and Figure [3.11]| respectively as a function of
the Target Delay. Figure[3.12|shows the changes in overall throughput for the two approaches with
varying Target Delay. Assuming the Target Delay to be the same for all the paths is a reasonable
choice because for typical applications, when the transport layer divides the data of the same
application on the multiple paths, the delay requirements will nominally be the same from all the
paths for that application.

For this system, Figure shows that for Target Delays less than approximately 12 ms, path-1
does not carry any data as this is the delay that the path has because of the background traffic

even when it does not carry any of the target flow. However, for the end-to-end recovery approach
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Figure 3.4: Percentage Flow Division for varying Input Packet Rate (S to D) with the Min-Max Approach
for link-by-link error recovery
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Figure 3.6: Average End-to-End Delay for varying Input Packet Rate (S to D) with the Min-Max Approach

(Figure path-1 is not capable of carrying any data for Target Delay values less than 27 ms.
For Target Delays higher than this value, the fraction of the traffic carried by path-1 increases while
the fraction carried by the other two paths decrease.

It may be noted in Figure that the overall throughput increases rapidly with increasing
Target Delays until it reaches a value of about 1300 packets/second. Increasing the Target Delay
further leads to only a marginal increase in the throughput. This threshold indicates that the
ability of the network to carry the target flow exhibits a saturation beyond which it is not possible
to get more throughput by allowing for higher target delays.

For this system, Figure also shows that the end-to-end error recovery approach supports less
data rate for the same network conditions. The data rate supported by the network for same target
delay is also less for the end-to-end error recovery. Moreover, the maximum data rate supported
by the network increases much more rapidly for link-by link error recovery with the increase in

accepted Target Delay.
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3.6 Conclusion

In this chapter we have considered flow division at source to improve network utilization when
multiple disjoint paths are available between the source and the destination and the transport
protocol allows them to be used in parallel. Various flow division approaches at source have been
proposed and they are compared for two error recovery approaches: end-to-end error recovery and
link-by-link error recovery. It has been observed that link-by-link error recovery performs better
than the end-to-end error recovery. However, in case of link-by-link error recovery, the intermediate
nodes have to perform extra work to recover from data loss at every link. Hence, link-by-link error
recovery scheme requires more complex network design and increased capability in the intermediate
nodes. It is also noted that for delay sensitive applications, the weighted average approach gives
smaller average end-to-end delay but the delay variation among the paths tends to be larger. This
introduces larger delay jitter in the packets and complicates the receiver buffer design.

Finally, it may be noted that the techniques given here require that the entire network statistics
should be known to the sender so that it can use this information to decide how to subdivide the
target flow into various component sub-flows. Unfortunately, in an Internet like scenario, this
information may not always be available. We present practically implementable heuristics for some

of these techniques in later chapters.
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4.1 Introduction

This chapter introduces a modified Stream Control Transmission Protocol (SCTP) which en-
ables it to use all the available paths concurrently. Concurrent usage of paths introduces the
problem of false holes at the receiver that causes unnecessary retransmissions and increased ac-
knowledgement traffic. Hence, we propose several modifications in the SCTP protocol with algo-
rithms to mitigate such effects and compared the performance of our proposal with Concurrent
Multipath Transfer (CMT) [17], a multipath variant of SCTP proposed earlier. This chapter also
proposes a new congestion control algorithm based on Resource Pooling principle [56] and band-
width estimation. It is suggested that this be incorporated as SCTP’s original congestion control
is based on the TCP congestion control approach which tends to behave unfairly on shared links

when multiple paths are used concurrently.

4.1 Introduction

Transport Layer multihoming is a relatively old concept where multihomed nodes connect thor-
ough multiple access technology and/or multiple end-to-end paths to increase their reliability and
resilience to path failure [64-66]. Though SCTP was proposed with support for multihoming, it
does not support simultaneous data transfer on multiple paths. For multi-homed nodes, augment-
ing SCTP further to handle simultaneous transfer of data on multiple paths will allow even better
usage of network resources with greater reliability, especially in networks where link qualities change
dynamically.

Packet reordering is a natural consequence of concurrent multipath usage. SCTP can be en-
abled to use multiple paths by simply modifying the sender to transmit to all the destinations
simultaneously. However, if this is done, then due to packet reordering, the Transmission Sequence
Numpbers (TSN) on a path may not be in sequence and the receiver may falsely interpret them as
lost TSNs. These missing TSNs are called false holes in the sequence. The receiver will then send
the acknowledgements with missing reports for such TSNs causing unnecessary retransmissions
from the sender side. The congestion window is also not updated due to these false holes, even
though the packets may actually be received in the actual sequence of transmission. Typically to
reduce acknowledgement traffic, a receiver would send delayed acknowledgements [51] if the packets
are arriving in sequence. However, these false holes do not give the receiver an opportunity to delay

acknowledgement of the received packets. This phenomenon also increases the acknowledgement
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traffic in the network.

We propose Multipath SCTP (MPSCTP), another multipath variant of SCTP, to use available
candidate paths in a concurrent fashion [67]ﬂ Our proposed approach to handle the above problems
is to add another 32-bit sequence number in the chunk header to isolate packet loss from the
packet reordering that may happen in a multipath transfer. Note that the introduction of this
32-bit sequence number implicitly takes care of false holes that may arise in the packet sequence
due to reordering of packets on multiple paths. Since the acknowledgements are sent back based
on these 32-bit sequence number values, this also obviates the problem of increased ACK traffic
due to holes in the packet sequence. However, introduction of path sequence number requires
changes both in the chunk header and the SACK structure. This also requires modification in
certain algorithms as discussed in detail in the subsequent sections. Apart from reducing the
implementation complexity, these changes are also expected to improve the system throughput

with fewer overall retransmissions.

4.2 Proposed Changes in SCTP header

The smallest unit of data transfer in SCTP is called a chunk. Each chunk has a unique TSN
to reassemble them at the destination. Our proposed MPSCTP protocol requires the following

changes in the chunk header and SACK structure.
4.2.1 Changes in the Payload Chunk Header

To handle the reordering which may arise in multipath data transfer, we modify the SCTP
chunk header by adding another 32-bit Path Sequence Number (PSN) as shown in Figure

Type Reserved U|B| E Length

Path Sequence Number (PSN)

TSN

Stream Identifier Stream Sequence Number

Payload Protocol Identifier

User Data

Figure 4.1: Payload Chunk Header for MPSCTP

f Author’s joint publication.
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In our proposed MPSCTP, the PSN is a path specific sequence number to maintain the sequence
of chunks on each candidate path. However, the TSN is still unique over all the paths and is used
to maintain the sequence of data over the entire SCTP association so that it can be delivered to
the upper layer of the destination in proper order. The PSN will always increase (mod-32 bit). We
cannot retransmit the packet on path other the original path using the same PSN because PSNs
are path dependent. Hence, a missing chunk is retransmitted using the same TSN as before but
with a new PSN value to provide the flexibility of retransmitting the lost chunk on a path other

than the one originally being used.

Type =3 Chunk Flags Chunk Length

Cumulative PSN Ack

Advertised Receiver Window

Number of Gap Ack Blocks (N) Number of Duplicate PSN (X)
Gap Ack Block #1 Start Gap Ack Block #1 End
Gap Ack Block #N Start Gap Ack Block #N End

Duplicate PSN #1

Duplicate PSN #X

Figure 4.2: SACK Structure for MPSCTP

4.2.2 Changes in SACK Structure

In MPSCTP, each path independently acknowledges every chunk received on that path with
a SACK transmitted back on the same path. This helps in proper RTT calculations for a path.
In contrast with standard SCTP, here the SACK contains Gap Ack reports about the PSNs (as
shown in Figure for each corresponding path and the list of duplicate PSNs received on each
path. The cumulative PSN Acknowledgment (cumPSNAck) indicates the highest PSN received per

destination rather than the highest TSN received in order.
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4.3 MPSCTP Algorithms

4.3 MPSCTP Algorithms

For successful data transmission and acknowledgement handling, the following algorithms of
SCTP need to be modified in MPSCTP in accordance with the changes proposed in the previous

section.
4.3.1 Handling Fast Retransmissions

Standard SCTP sends SACK immediately if there are gaps in the TSN and initiates Fast
Retransmission if TSN is reported missing for four consecutive acknowledgements [6]. PSN removes
the false gaps introduced by reordering due to multipath transfer. However, in case of packet loss,
the packet is retransmitted with a new PSN value. This introduces holes in the packets received
at the receiver. Moreover, since PSNs are path specific, the same PSN may be in use on different
paths. Thus the standard SCTP fast retransmission algorithm will not faithfully indicate packet
loss to initiate fast retransmission. In Figure [4.3] we present an algorithm to correctly count the
missing reports for a TSN. At the sender side, this algorithm initializes a counter for each TSN. For
every acknowledgement, the counter is increased for the TSN corresponding to the missing PSN.
Once this count reaches 4, the corresponding chunk is retransmitted.

For every SACK received (at sender side):
if (SACK contains GAP reports),
For each destination (d;):
For each TSN T, , set count C, = 0;
if (TSN for d;.PSN == T,), Co++;
Zf (Ca > 3 4)7

Initiate Fast Transmit;

Figure 4.3: Fast retransmission algorithm for gap reports in MPSCTP.

4.3.2 Cumulative Acknowledgement Update

In standard SCTP, the cumulative Acknowledgement (cumAck) value indicates that all the
packets up to cumAck have been received. In MPSCTP, PSN is a path specific number. To allow
retransmissions on an alternate path, the packet is required to assign a new PSN every time it
is retransmitted. Hence, the cumAck value is replaced by the cumulative PSN Acknowledgement
(cumPSNAck) value to indicate the highest PSN received at the destination. The algorithm to

modify cumPSNAck value is given in Figure [4.4
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4.4 Performance and Results

For every Chunk received (at receiver side):
For each destination (d;):
Zf (di.PSNnew > dq'.PSNold),
construct SACK with all missing PSN;
set d;.cumPSNAckpe, = max(d;.PSN)

Figure 4.4: Algorithm to handle cumulative acknowledgement update.

4.3.3 Handling Missing PSNs at the receiver

Standard SCTP keeps sending the gap reports for a missing packet unless that chunk is received.
However, in MPSCTP every time the packet is retransmitted the PSN is changed and the same
PSN is not repeated. To handle this, we propose that the receiver sends only four gap reports
(according to [6]) for a missing chunk as shown in Figure On receiving these reports, the

sender will retransmit the missing chunk with a new PSN but with the same TSN value as before.

For every chunk received (at the receiver side)
¥V Missing PSN at the receiver, set count Cyy = 0;
Zf (PSNreceived /= PSNmissing)7
send the gap report in the SACK;
Cy ++;

if (Cv == 4),
stop sending the gap report;
set d;.cumPSNAckye, = maz (d;.PSN);

Figure 4.5: Algorithm to handle gap reports for missing PSNs.

4.4 Performance and Results

The addition of a new 32-bit field in the chunk header requires changes in the SCTP layer
at the end-nodes but no changes are required in the lower layer protocols or at the intermediate
nodes (if any). We tested the performance of MPSCTP through simulations using ns-2 [68] by
appropriately modifying the SCTP stack and compared its performance with CMT-SCTP. (For the
CMT-SCTP protocol, we have used a patch available with the version-2.31 of ns-2.) In our tests,
we assume that both MPSCTP and CMT use the RTX-CWND retransmission strategy as that
is reported to be the best practically implementable strategy for CMT [17,131]. In this strategy,

retransmissions are sent to the destination with the largest congestion window. However, all other
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4.4 Performance and Results

CMT retransmission policies can be seamlessly applied to MPSCTP as well.
We consider a simple network with two disjoint direct links between dual-homed source and
destination nodes. Total bandwidth of the network is assumed to be 4 Mbps. We consider two

cases:

(a) Symmetric bandwidth distribu‘cionlﬂ7 each path with 2 Mbps bandwidth and 50 ms end-to-end

delay,

(b) Asymmetric bandwidth distribution, with path-1 of 1 Mbps and path-2 of 3 Mbps and 50 ms

end-to-end delay for both paths.

Path-1 has a fixed packet loss probability of 1% but the probability of packet loss on path-2 is
varied over 1% to 10%. We have varied the packet loss probability because packet loss has significant
impact on the protocol performance and throughput. For our tests, we assume an ftp application
transferring a 60 MB file using both MPSCTP and CMT with varying packet loss probabilities for
path-2. Both CMT and MPSCTP transmits full cwnd data on one path before using another path.
Figure shows the average time taken for this transfer along with the 95% confidence intervals for
both the symmetric and asymmetric cases using the RTX-CWND packet retransmission strategy.
We note that in each case, MPSCTP performs better than CMT, especially when the packet loss
probabilities are high. This improvement is obtained because the extra 32-bit PSN allows MPSCTP
to separate packet loss from the packet reordering that may happen because of multi-path usage.
Note that for both MPSCTP and CMT, the performance is better when the two paths have equal
bandwidth as compared to the case where the bandwidth is unequally divided.

We have also examined the performance of our proposed protocol for different number of paths
between source and the destination for different packet loss probabilities. The results in Figure
[4.7] indicate that MPSCTP performs better in all the cases but that the performance degrades as
the number of candidate paths between the source and the destination increases. This is due to
the increased packet reordering when more paths are used. The average number of retransmission
timeouts is also observed to be less for MPSCTP compared to CMT. Figure shows that the
average number of retransmission timeouts for MPSCTP is less than that of CMT for both the

symmetric and asymmetric bandwidth distributions. Apart from directly improving the perfor-

tSymmetric distribution implies equal distribution.
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Figure 4.6: Transmission time for CMT and MPSCTP.

mance of MPSCTP, this is also indicative of the fact that MPSCTP will have lower algorithmic
complexity than CMT.

We have also examined the performance of MPSCTP for multimedia data where Peak Signal to
Noise Ratio (PSNR) is the QoS parameter used to measure the quality of video data transmission.
We have used Evalvid-2.7 [69] for the measurement of the PSNR values. The results for the PSNR
measurements for different retransmission policies [31] for both CMT and MPSCTP are summarized
in Table For these results we have considered asymmetric bandwidth distribution with 10%
packet loss where any packet delayed by more than 100 ms is considered to be lost. We observe
that RTX-ASAP [31] performs better than all other policies because it retransmits the data as

soon as possible and hence fulfills the basic requirement of time sensitivity of video transmission.

Table 4.1: Average PSNR for CMT and MPSCTP for 10% packet loss

Average PSNR

Retransmission Policies

CMT | MPSCTP
RTX-ASAP 25.41 27.46
RTX-SAME 25.07 27.01
RTX-SSTHRESH 25.18 27.10
RTX-CWND 24.90 27.03
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Figure 4.8: Number of retransmission timeouts for MPSCTP and CMT.

We have also measured the performance of the system for a random network of 30 nodes with
various random links in between. We have run simulations for link bandwidths in the range of 1-2
Mbps with link delays of 50-90 ms for these links. This network consists of a dual homed source
and destination. There are various other TCP sources contributing traffic in the network. The

trends in the performance results were along the same lines as those for the direct paths illustrated

52



4.5 Bandwidth Estimation Based Resource Pooling (BERP) Congestion Control

earlier with MPSCTP showing a 10-15% improvement over CMT.

4.5 Bandwidth Estimation Based Resource Pooling (BERP) Con-
gestion Control

Considerable research work is currently underway to support multipath transport in networks
so that resources can be efficiently utilized for data transfers. Implementation of proper Conges-
tion Control algorithms is necessary for the operation of any transport protocol over a network
and must be incorporated in any Internet based implementation. The congestion control mech-
anism proposed for multipath protocols like SCTP and CMT is largely based on the mechanism
followed by traditional TCP and is not effective when multiple paths are concurrently used. While
proposing and implementing new congestion control mechanisms for multipath protocols, a primary
requirement would be that the new protocol implementation should not take undue advantage of
the network and should not harm other fellow TCP and UDP flows with which it coexists in the
network.

For providing better QoS to an end user, load balancing has become a de-facto implementation
strategy for any service provider. The basic requirement for load balancing is to aggregate all the
available resources. Thus load balancing is an example of resource pooling. The basic philosophy of
resource pooling is to look at all the available resources as a single pool of resources. The available
bandwidth of the individual paths is a typical example of the resource under consideration. Wischik
et al. introduced the concept of resource pooling in [56]. According to the resource pooling principle,
the total bandwidth of the set of available paths will be shared by all the flows using those paths.
Currently IETF is working on MultiPath TCP, a TCP extension to support multiple path usage in
parallel fashion. In [37], Raiciu et al. have proposed a coupled congestion control algorithm based
upon this resource pooling principle. They have demonstrated that their algorithm exhibits better
performance in terms of throughput and fairness on candidate paths and shared links, respectively.

This algorithm tries to achieve the following three goals:

i) Improved throughput i.e. multipath flow should perform at least as good as the best of the

path available in the pool,
ii) Do not harm i.e. other fellow flows on the shared link should not unduly suffer,

iii) Balance Congestion i.e. the congestion experienced by all the paths should be similar.
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Both CMT-SCTP and Multipath TCP (MPTCP) have been proposed to use multiple parallel
paths for data transfer. This should provide better resource utilization and increase the error re-
silience of the underlying network. The congestion control of SCTP is based on the TCP congestion
control. TCP based congestion control works well with standard SCTP because in spite of being
a multihomed protocol, it uses only one path at a time and switches to an alternate path only
if the primary path degrades or fails. However, CMT-SCTP uses all the paths concurrently and
each flow of CMT operates independent of each other. Hence it takes undue advantage of shared
links on multiple paths which will create issue of fairness and TCP friendliness. In literature, it
has been demonstrated that CMT flows unduly harm other network flows on the shared links and
captures more bandwidth in the ratio of the number of concurrent paths being established across
any shared bottleneck link en-route [70]. These problems motivated us to reexamine the congestion
control algorithm of multipath protocols like CMT and MPSCTP and suggest an approach which
will allow multiple paths to be used without incurring these difficulties.

A coupled congestion control algorithm which is based upon the resource pooling principle
would be able to handle the shared link problem in a multipath scenario. During the congestion
avoidance phase, it increases the congestion window in the inverse ratio of the total congestion
window of all the candidate paths on every acknowledgement. However, during the congestion
detection phase, coupled congestion control decreases the congestion window to half. Unlike wired
links, losses in wireless links may happen because of reasons other than congestion (e.g. noise or
link quality). Therefore, arbitrary reduction of the congestion window to half is not an optimum
approach on heterogeneous networks with wireless links. Hence, we consider the resources to be
a single pool of resources during the congestion detection phase as well. We have considered
SCTP as the example protocol for this congestion control. However, the same can be adapted
for any other multipath protocols as well. This algorithm applies the resource pooling principle
based upon the bandwidth estimates obtained by observing the data flow on the paths. We have
proposed a modified congestion control algorithm using Bandwidth Estimation based Resource
Pooling (BERP) to overcome the above mentioned shortcomings of traditional congestion control

when applied to multipath protocols.
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4.5.1 Proposed Changes in Congestion Control

Currently most of the congestion control algorithms are based upon the standard TCP conges-
tion control algorithm with some minor modifications. SCTP congestion control is also based on
TCP congestion control algorithm. Like TCP, SCTP congestion control algorithm also consists of
three phases, i) Slow Start phase, ii) Congestion Avoidance phase and iii) Congestion detection
phase. CMT and MPSCTP also inherit the same congestion control from SCTP e.g. CMT starts
the connection with the slow-start phase. It exhibits exponential growth in the congestion window
(cwnd) till the slow start threshold (ssthresh) is reached. Once the cwnd value crosses ssthresh, it
enters into the congestion avoidance phase. During congestion avoidance phase, CMT increases its
cwnd by one Maximum Transmission Unit (MTU) for every RTT. CMT decreases its cwnd to half
during congestion detection phase.

Whenever the sender experiences any loss in packet, traditional SCTP algorithm infers that
the path is in congestion and to reduce the congestion on that path it reduces the congestion
window by half. However, in wireless links this may not always be desirable as a wireless link
may experience higher packet loss even when the link is not in congestion. We have avoided
this arbitrary reduction of the congestion window in our approach by using bandwidth estimation
based resource pooling during congestion detection for adjusting the congestion window. To apply
resource pooling, we need to measure the available resources, i.e. bandwidth available to the flow.
We use bandwidth estimation for measuring the link bandwidth available to the user. Several
techniques for bandwidth estimation have been proposed in literature. We use the same approach
for the bandwidth estimation as the one being used in TCP Westwood [71]. Using these, the
congestion avoidance and congestion detection algorithms are modified as given next.

Congestion Avoidance Phase: Increase the value of cwnd of it" path by:

min(a * Py x MTU /cr, Py« MTU /c;) (4.1)
P,=P,—¢ (4.2)
where,
P, = Partial Bytes Acked
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cr

G

where,

= Total congestion window

= Congestion window of i path

Bixci
2% cp * m?x ( RTT?

2
c;
_ RTT;
(2

BWE;
fi= e

Z BWE;

o =

BW E;= Bandwidth estimate of i*" path

(4.3)

(4.4)

Note that MPTCP’s coupled congestion control is also a special case of our algorithm with

B =0.5.

Congestion Detection Phase: if (four duplicates are received)

if (Timeout Occurred)

where,

4.5.2 Calculation of «

si = max(c; — Bi * ¢, 4% MTU)

G = 5i

si = max(c; — Pi * ¢, 4% MTU)

¢ =1xMTU

s; = slow start threshold of i*" path,

(4.7)

(4.8)

The first part in (4.1)) tells us how the congestion window should be increased in the congestion

avoidance phase. However, the second part ensures that this increase is not more than the corre-

sponding TCP increase on that path. The factor ‘a’ in the first term decides by how much the
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congestion window should be increased and is called the factor of aggressiveness. The value of ‘o’

is chosen such that at equilibrium, the increase and decrease of congestion window are equal.

a1
(1—p)-min(2, Ly = p, 8-
cr G
(2, Ly P g (4.9)
min(—, —) = c .
cr’ ¢ (1—pr) L

2(1 — p,
= CcTop = (pp) (4.10)

From (4.9) and (4.10)), for our algorithm to perform at least as good as TCP, we need:

C2 2- Bz - G
Therefore,
cr
Gop=2-Bi-c max(g,ci) (4.11)

From the Goal (1), the throughput of the system should be at least as good as of the best TCP

throughput on any of the candidate paths.

Ci crcp
> .
Z:RTTZ'*IH?X<RTTZ-> (4.12)

From (4.11)) and (4.12), we get

Z Ci 2_2 Bic; max (L, ¢;)
~RTT; ) ~ U\ RTT?

2
Z ¢ Ay Bicicr
RTT; )] = i \aRTT?

i
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Bixci
2% cp % mlax ( RTT?

2
Cq
_ RIT,
A

4.5.3 Calculation of Bandwidth Estimate

o=

Since multipath protocols use all the paths concurrently, we can use the SACKs on each path
for measuring the bandwidth estimate on respective paths. If the k" SACK is received at time

instant ¢; and acknowledges d; new bytes then the current bandwidth sample By is given by

dy,
(ty — tp—1)

In order to average the sampled bandwidth, a low pass filter is applied to these samples as

By, =

in [71]. The filtered bandwidth estimate is given as

. A By + By
By=p-By_1+(1—p)- <M>

2

where p is a constant whose value is typically set to 0.9.

4.6 Performance Analysis of BERP congestion control

In this section we present the performance of BERP congestion control algorithm and compare

it with TCP like congestion control. We have used CMT as the test protocol for this comparison.
4.6.1 Disjoint Paths with no congestion

We consider the network graph as shown in Figure This network consists of dual homed
source (S) and destination (D). Both the paths have several disjoints links as shown in the figure.
The link bandwidths and the corresponding delays are as shown in figure. All the links in the
networks have packet loss probability of 1% except the packet loss probability for the link between
Ny and Ny is varied over 1-10%.

For our tests, we have assumed that the source is transferring a 60 MB file to the destination
using ftp. In Figure we show the time taken to transfer the file from the source to the
destination when the packet loss probability of link is varied from 1% to 10% for both the CMT

congestion control (CMT-CC) algorithm and our proposed algorithm (CMT-BERP). The results
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Q 1 Mbps, 50 ms
N

Source Destination

1 Mbps, 50 ms Q
N,

Figure 4.9: Network Graph for disjoint paths with similar characteristics.

indicate that when the losses are purely due to error and there is no congestion in the links,
CMT-BERP algorithm performs better in comparison to the CMT-CC algorithm. This is because
CMT-BERP algorithm does not abruptly decrease the congestion window on every loss by assuming
that this is being caused by congestion. Instead, it estimates the bandwidth of the connection and
decreases the bandwidth according to the resource pooling principle. In Figure we show how
the congestion window at the source evolves for the case when the packet loss probability is 10%.
Note that there are couple of instances between 18 seconds and 38 seconds when the cwnd for
CMT-BERP falls below the CMT-CC. We observed from the simulation traces that during this
time CMT-BERP has experienced much higher losses in comparison to CMT-CC. However, we can
note that mostly cwnd for CMT-BERP is much larger than the CMT-CC and hence the average
transmission time for CMT-BERP is much less than that for CMT-CC.

4.6.2 Paths with Shared Bottleneck link

Figure [£.12) shows an example of a scenario with a shared bottleneck link. The link character-
istics are same as in Section except that the shared bottleneck link between N7 and No has 1
Mpbs bandwidth with a packet loss probability that is varied from 1% to 10%.

The test results for transferring a 60 MB file are shown in Figure f.13] Figure [{.13] shows the
average file transmission time for varying packet loss probability in the bottleneck link.

The results indicate that CMT-BERP algorithm performs better than the CMT-CC algorithm

for this scenario. However, because of the shared bottleneck link, the average transmission time is
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Figure 4.10: Average Transmission Time for disjoint paths.
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Figure 4.11: Congestion Window evolution for CMT congestion control and CMT-BERP algorithm for
packet loss probability of 10% for disjoint paths.
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Figure 4.12: Network Graph for shared bottleneck.
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Figure 4.13: Average Transmission Time for Shared bottleneck link.

higher than the earlier case where disjoint paths were used. The way the congestion window evolves
in this scenario has been shown in Figure for both the congestion control schemes when the

bottleneck link has 10% packet loss probability.
4.6.3 Disjoint paths with only congestion losses

For this scenario, as in Figure [4.15] we consider all the links to be error free. We assume that
U1 and U; are UDP sources generating CBR traffic with U;; and Uys as their respective sink nodes.
These UDP sources are introduced to create congestion in the network between the source (S) and

destination (D).
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Figure 4.14: Congestion Window evolution for CMT congesion control and CMT-BERP algorithm for
packet loss probability of 10% for shared bottleneck link.
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Figure 4.15: Network Graph for disjoint links with congestion losses.

The packet size assumed for these UDP sources is 512 bytes. In this case, we have obtained
average throughput achieved for both CMT-CC algorithm and CMT-BERP algorithm. The results
are shown in Figure

We observe that in this scenario, both congestion control strategies show almost identical per-

formances. This is expected, as in this system, virtually all the losses are caused by congestion.
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Figure 4.17: Congestion Window evolution for average UDP traffic load of 0.9.
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The evolution of the congestion window for this scenario has also been shown in Figure for

average UDP traffic load of 0.9.
4.6.4 Disjoint paths with both congested and erroneous links

We have also considered a scenario as shown in Figure [4.18] As in previous scenario, U; and Us
are UDP sources generating On-Off CBR traffic with Uy; and Uyo as their respective sink nodes.
These UDP sources create congestion in the network between the source (S) and destination (D).
The packet size of CBR traffic is assumed to be 512 bytes. Unlike the previous scenario, the links
in this network also have losses due to errors.

1 Mbps, 50 ms
1% packet loss

UDP Sources UDP Destinations

Source Destination

1 Mbps, 50 ms
1-10 % packet loss

Figure 4.18: Network Graph for both congested and erroneous links.

All the links in the network have packet loss probability of 1% except the packet loss probability
for the link between No and N, is varied over 1-10%. Here, we have assumed that the source is
transferring a 60 MB file to the destination using ftp.

Figure [4.19] shows the time taken to transfer the file from the source to the destination when
the packet loss probability of link is varied from 1% to 10% for both CMT-CC and CMT-BERP
algorithms. From Figure [4.19] it is clear when the probability of error is less, the network has
predominantly congestion losses. Hence, the two algorithm have similar performances. However,
at higher probabilities of error the CMT-BERP adapts better to the transmission losses. That is
why the average time taken by CMT-BERP to trasfer the file is significantly less than CMT-CC
algorithm. We have also plotted the congestion window evolution for the two algorithms in Figure
This also indicates that at higher probability of error CMT-BERP performs better than
CMT-CC algorithm.
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Figure 4.19: Average Transmission Time for both congested and erroneous links.
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Figure 4.20: Congestion Window evolution for CMT congesion control and CMT-BERP algorithm for
packet loss probability of 10% for both congested and erroneous links.
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4.7 MPSCTP Fast Retransmission Algorithm

The algorithm in Section [£.3.1] implicitly assumes that there are no losses in acknowledgements.
This is a relatively strong assumption for lossy and wireless networks and it would be important to
study an implementation where this assumption is not made. For this, we have proposed a modified

algorithm MPSCTP to handle Fast Retransmissions for mitigating the above limitation |7 QIH
4.7.1 Handling Fast Retransmission modified

In the original Fast Retransmission algorithm, the chunks are retransmitted with a modified
PSN value. This gives the flexibility to retransmit the chunk on a path other than the original
transmission. The receiver stops waiting for the corresponding PSN after transmitting four missing
reports in SACK for the chunks are retransmitted with modified PSN value. If such a SACK is lost
in the middle and another SACK with an updated cumPSNAck value is received, this might confuse
the sender and the corresponding chunk may not be retransmitted. To mitigate this limitation, we
have proposed a modification in the SACK structure as shown in Figure The algorithm to

handle Fast Retransmissions is also modified accordingly as shown in Figure [4.22

Type =3 Chunk Flags Chunk Length

Cumulative TSN Ack

Cumulative PSN Ack

Advertised Receiver Window

Number of Gap Ack Blocks (N) Number of Duplicate PSN (X)
Gap Ack Block #1 Start Gap Ack Block #1 End
Gap Ack Block #N Start Gap Ack Block #N End

Duplicate PSN #1

Duplicate PSN #X

Figure 4.21: Modified SACK Structure for MPSCTP.

As shown in Figured.21] the SACK contains the Cumulative TSN Ack (CumTSNAck). This

number indicates the chunks received in sequence at the receiver across the entire association.

fAuthor’s joint publication.
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4.7 MPSCTP Fast Retransmission Algorithm

For every SACK received (at sender side):
if (SACK contains GAP reports),
For each destination (d;):
For each TSN T, , set count C, = 0;
if (TSN for d;.PSN == T,), Co++;
if (C,> 3)

Initiate Fast Transmit;

if (CumTSNAck > TSN in send buffer),
Do not remove from SendBuffer;
For each destination (d;):
if(timeout for d;.PSN)
Initiate Fast Transmit;

Figure 4.22: Modified Fast retransmission algorithm for gap reports in MPSCTP.

However, the Cumulative PSN Ack (CumPSNAck) indicates the number of chunks received in
order on that particular path. The receiver expects the lost TSN to be received with a new PSN
value. The receiver will not update the cumulative TSN acknowledgement (cumTSNAck) number
unless it receives the desired TSN. The sender will also not remove the corresponding chunk from
its send buffer unless the cuamTSNAck is updated and will retransmit the missing chunk if timeout

occurs for that chunk.
4.7.2 Performance Analysis

In this section we study the performance of MPSCTP with the modified fast retransmission
algorithm. We have compared the results for this with the CMT protocol. We consider dual homed
source and destination nodes with two paths between them which are disjoint. The bandwidths
of both the paths are assumed to be 2 Mbps and the propagation delays for the two paths are
50 ms. Path-1 has a fixed packet loss probability of 1% but the probability of packet loss on
path-2 is varied over 1% to 10%. However, both paths have been assumed to have a probability of
acknowledgement loss of 1%. For our tests, we assume an ftp application transferring a 60 MB file
using both MPSCTP and CMT with varying packet loss probabilities for path-2.

Figure shows the Average transmission time for the file using CMT and MPSCTP. We
have also compared the results for two different retransmission strategies. We have considered
RTX-SAME and RTX-CWND strategies for our comparison. We notice that MPSCTP with RTX-
CWND strategy performs significantly better than CMT with RTX-CWND. However, MPSCTP
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Figure 4.23: Average File Transmission Time for CMT and MPSCTP with RTX-SAME and RTX-CWND

retransmission strategies.

with RTX-SAME strategy performs almost similar to CMT with RTX-SAME strategy. It can also
be noted that the performance improvement of MPSCTP over CMT is less than that of in Section
The reason for this behaviour is MPSCTP is much more senstive to acknowledgement losses

than CMT.

4.8 Comparative Study of CMT, MPSCTP and MPTCP

In this section we present comparative study of CMT, MPSCTP (with BERP congestion control)
and MPTCP. For MPTCP we have used the patch distributed as part of the Google Code Project
[73].

4.8.1 Performance Analysis

The comparative performance of the CMT, MPSCTP and MPTCP protocols has been consid-

ered for the following network scenarios.
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4.8.1.1 Network with Disjoint Paths

Here, we have considered two network paths with no congestion as shown in Figure where
both the source and the destination are dual-homed in nature. There are several nodes between
the source and the destination on both paths. The bit rates of each of the links and the link delays
are as shown in Figure On path-1, the probability of packet error is assumed to be 1% on the
Source-Ny and Ns-Destination links but is varied over 1-10% on the N; — N3 link. All the links in
path-2 are assumed to have packet error probabilities of 1%.

Path-1

100 Kbps, 50 ms

N, N;
1 Mbps, 1 Mbps,
50 ms 50 ms
Source Destination
1 Mbps, 1 Mbps,
50 ms 50 ms
100 Kbps, 50 ms
N, N,
Path-2

Figure 4.24: Network topology for disjoint paths.

For these tests we assume that the source transmits a 16 MB data file to the destination and
measure the time taken for this transfer while varying the packet error probability of the N7 — N3
link from 1% to 10%. The packet size assumed for the data transfer is 536 bytes. 536 bytes is the
default MSS for the TCP [74]. The MTU of the paths is set to be 568 bytes so that every packet
for CMT & MPSCTP will consist of only one chunk. We have compared the time taken to transfer
this file for CMT, MPSCTP and MPTCP in Figure [4.25

From the results in Figure it is clear that MPTCP takes the maximum time to transfer the
file. The results for CMT and MPSCTP are quite close though MPSCTP does show a somewhat

better performance for high packet error probabilities (i.e. beyond 4%). This is primarily due to
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Figure 4.25: Average packet transmission time for disjoint paths.

the fact that there is no congestion loss in the network and the errors observed are mainly due to
packet loss events. The BERP algorithm adapts better to this situation and reduces the congestion
window in the ratio of the bandwidth available. (CMT or MPTCP would abruptly reduce the

congestion window to half assuming every loss of a packet as a congestion loss.)
4.8.1.2 Paths with Shared Link

For this, we consider the network of Figure [4.26] with the bit rates and delays for each link are
as shown in the figure. All the links other than N7 — Ny have packet error probabilities of 1%.The

packet error probability for the N; — Ny link is varied between 1% and 10% for our simulations.

1 Mbps, 1 Mbps,
0 ms 50 ms
100 Kbps, 50 ms o
Source N, Destination
1 Mbps, 1 Mbps,
50 ms 50 ms

Figure 4.26: Network topology for paths with shared link.
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As before, the source transmits a 16 MB file to the destination and we observe the total time
taken for this transfer for varying values of the packet error probability for the N7 — Ny link. These
results have been plotted in Figure for the three multipath protocols, CMT, MPTCP and
MPSCTP.

As expected, the presence of the shared link makes the average file transfer time higher for
this case when compared with the disjoint path network considered earlier in Section As
in Section MPTCP shows a poorer performance than both CMT and MPSCTP. It is
interesting to note that in this network with a shared link, CMT performs somewhat better than
MPSCTP for higher packet loss probabilities. This is due to the fact that MPSCTP increases the
congestion window in accordance to the path characteristics like round trip time and probability
of error and it also encounters higher retransmission timeouts in case of acknowledgement losses
on shared link. This causes a slow increase in congestion window for both the paths because of
the shared link (Since CMT does not do this it shows a better performance than MPSCTP). It
may be noted that this is not really an advantage for CMT because the BERP approach makes
MPSCTP more “friendly” towards other fellow flows on the shared link (i.e. it does not capture
unduly higher bandwidth as CMT tends to do).

2800 —— : :
MPSCTP A

2600 [ MPTCP = -
O

2400 |- Tt

2200

2000

1800

Average Transmission Time (Sec)

1600

woot w2+
001 002 003 004 005 006 0.07 008 009 01 011
Probability of Error

Figure 4.27: Average transmission time for paths with shared link.
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We have used R. Jain [75] formula to measure the Fairness Index of CMT and MPSCTP
protocols. Fairness Index is a value between 0 and 1. As the value approaches to unity, the
fairness of the system increases where 1 indicates the equal allocation of the resources. If x; is the
throughput of the i*" flow, the Fairness Index is given by , where n is the total number of

flows in the network.

n N2
S o

For the measurement of TCP friendliness, we have considered the same topology as in Figure
with another TCP source transmitting data through the link Ny — No. The Fairness Index for
the scenario is given in Table

Table 4.2: Fairness Index for CMT and MPSCTP

Fairness Index
CMT MPSCTP
0.9662 0.9923

These values indicate that MPSCTP is friendlier and does not unduly harm the fellow flows on

the shared links.
4.8.1.3 Disjoint Paths with High Loss

To test the performance of the protocols, we have also considered the network with disjoint
paths where the path losses are high. We consider paths with higher losses and significantly higher
bandwidth than the values assumed for the tests in Section 4.8.1.1] and Sectiorld.8.1.2 The bit
rates and the link delays of various links in the network are as shown in Figure The packet
error probabilities for the links Ny — N3 and Ny — N4 are varied from 10% to 30%. All other links
in the network have packet error probability of 1%.

We once again test this network with a 16 MB file transferred from source to destination over
a large number of simulation runs. The mean times taken for the transfer by MPTCP, CMT and

MPSCTP are plotted in Figure [£.29]
4.8.1.4 Paths with only Congestion Loss

We have also considered a scenario where paths have only congestion losses. For this we consider

the scenario shown in Figure [£.30] We have considered all the links in the network to be error free.
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Path-1
5 Mbps, 50 ms
Source Destination
10 Mbps,
50 ms
5 Mbps, 50 ms
N,
Path-2

Figure 4.28: Network topology for disjoint paths with high losses.
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Figure 4.29: Average transmission time for lossy links.

All other properties of the links are same as in Section

There are two UDP sources attached at N7 and No. These sources generate CBR traffic with
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Path—1

UDP
Destination

100 Kbps, 50 ms

1 Mbps,
50 ms
UDP

Source Sources Destination

100 Kbps, 50 ms

UDP
Destination
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Figure 4.30: Network topology for paths with only congestion losses.
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packet size of 512 bytes. The links between the UDP sources and the corresponding nodes have
bandwidth of 10 Mbps and delay of 50 ms.

For this scenario, we show in Figure the average throughput achieved for all the protocols
under consideration. As expected, all the three protocols exhibit almost identical performance.
Since all the losses in this scenario are caused by congestion, all the three protocols will perform

in almost similar fashion.

4.9 Conclusion

In this chapter, we proposed the MPSCTP protocol as an augmentation of SCTP. Though it
would require a change in the header structure and some algorithmic changes at the transport layer
of the end-nodes, MPSCTP is expected to use network resources better and will provide greater
reliability with concurrent multi-path usage. It is simpler to implement than CMT and performs
better with higher throughput and fewer retransmission attempts. We observe that paths with
unequal bandwidth distribution perform relatively poorly in the examples shown. This may be
tackled by optimum flow division based on the path characteristics and QoS requirements along
with MPSCTP.

We have also proposed a modified congestion control algorithm for multipath protocols. We have
compared the performance of BERP algorithm with TCP like congestion control. We have tested
and compared it for CMT. Our proposed algorithm (BERP) uses resource pooling during congestion
detection phase for better overall performance where the bandwidth resource available is obtained
using a suitable bandwidth estimation approach. The results indicate that CMT-BERP algorithm
adapts better to packet drops than CMT congestion control algorithm and therefore provides
better resource utilization. We have also compared the performance of CMT, MPSCTP with
modified congestion control (MPSCTP-BERP) and MPTCP. The results indicate that MPSCTP
generally performs better than both MPTCP and CMT and that the improvement observed is high
when the packet error probabilities are high. Even in the case of shared links where MPSCTP’s
performance is slightly inferior to that of CMT, the former would probably still be the preferred
choice because it remains “friendly” to other flows that may also use the shared link. As far as
MPTCP is concerned, one reason for its poorer performance compared to CMT and MPSCTP is

the suboptimal retransmission policy that it adopts because of compatibility issues with traditional
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TCP. Our results indicate that MPSCTP performs better than both CMT and MPTCP. We have
presented BERP congestion control for SCTP variants only, however the same algorithm can be

adapted for other transport protocols as well.
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5.1 Introduction

In previous chapters, we introduced different strategies for flow division at source. Flow division
is essential in any multipath protocol for improved resource utilization. The choice of flow division
mechanism also depends upon the nature of the particular application under consideration. The
proposed flow division approaches can be implemented provided the complete knowledge of the path
statistics is known at the source. However, in an Internet like scenario, it is difficult to obtain the
complete path statistics. Hence, this chapter proposes two heuristics which approximate min-max
and delay sensitive optimizations. We demonstrate that these heuristics are easily implementable

in an Internet like scenario and closely approximate the original flow division approaches.

5.1 Introduction

Existing multipath protocols do not optimize the flow division on the available multiple paths.
There have been various efforts in the past to divide data flow on multiple paths [4], [76]. Various
optimized flow division approaches for dividing the data flow on multiple paths have been proposed
in 77 ]H In Chapter 3, we had considered two classes of applications, namely delay sensitive appli-
cations and delay insensitive applications. For these two classes of applications, we have proposed
Min-Max optimization and Delay Insensitive Optimization. A true implementation of these opti-
mizations would require complete network statistics to be available at the source. Since, this is
difficult in an Internet-like scenario, suitable heuristics are required which can closely approximate
these optimizations. In this chapter, we propose a heuristic for the Min-Max optimization and
demonstrate that a practical implementation of this heuristic can be closely approximated by the
Bandwidth Estimation based Resource Pooling (BERP) algorithm [78]*. We have also subsequently

proposed a suitable heuristic to implement Delay Insensitive Optimization.
5.1.1 Min-Max and BERP Algorithms

In Chapter 3, we introduced Min-Max optimization for flow division of the data on available
paths. Min-Max optimization minimizes the maximum mean end-to-end delay experienced by
the packets on any of the candidate paths. The generalized version of the Min-Max optimization

problem with due consideration of the propagation delays of the respective links is as follows:

t Author’s joint publication.
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minimaize:
Li—1
mZa,X Z (w”—i—dw) Vi=1,2,....,N (51)
j=1
subject to:
N
> A=A (5.2)
i=1
A >0 (5.3)
where,

w ; is the average delay at the j™* router of the " path,
d; ; is the propagation delay at the 4% link of the i*" path,
A; is arrival rate of the subflow at ithpath,

A is net rate contributed by the source,

L; is the number of links on " path,

N is the total number of candidate paths.

Note that Min-Max optimization leads to the same average delay on all the available paths.

The Bandwidth Estimation based Resource Pooling (BERP) has been presented earlier in Chap-
ter 4. BERP suggests changes in the Congestion Avoidance and Congestion Detection phases based
on the bandwidth of the available paths. Some of these expressions are reproduced here once again
for ease of reference and continuity.

Congestion Avoidance Phase: Increase the value of cwnd of it" path by:

min(a * Py x MTU /cr, Py« MTU /c;) (5.4)

P,=P,—¢ (5.5)

Congestion Detection Phase: if (four duplicates are received)

si = max(c; — Bi * ¢, 4% MTU) (5.6)
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5.2 Heuristic for Min-Max Optimization

C; = S5 (57)
if (Timeout Occurred)
si = max(c; — Bi * ¢, 4% MTU) (5.8)
¢ =1xMTU (5.9)
where,
s; = slow start threshold of i*" path,
BWE;
0 = —— e (5.10)
> BWE;
where,

BW E;= Bandwidth estimate of i*" paths
BERP computes the sample of available bandwidth every RTT and these samples are low pass
filtered for the bandwidth estimates [78]H

5.2 Heuristic for Min-Max Optimization

The equations (5.1) - (5.3) can be solved using the Line Search Method [79]. Let ! = {\!,
A2, , )\N} be a feasible solution. Then X*1 = A + ad! , where « is a scalar, will be a better

solution if

FOF) < FO) + (V). (5.11)

where d’ is the direction of the change. Let us assume that the direction of change is always +1 if

we have started from the initial condition. Hence, for a possible solution

FOFD) < FA) + a(Af(N)) (5.12)

where Af(A!) gives the instantaneous change in the direction of d', ensuring would suffice.

¥ Author’s joint publication.
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5.3 Implementation using BERP Algorithm

From (3.14) it is clear that as the arrival rate at any link increases, the delay experienced by
the packet on that link will also increase. The delay experienced by a packet is a monotonically
increasing function of the arrival rate on that path. Hence, as shown in (5.13)), the change in arrival

rate (M) is a function of the end-to-end delay (w) experienced on that path.

§(A) o< f(w) (5.13)

According to the Min-Max algorithm, the two paths should have the same delay at equilibrium.
The delay experienced on the two paths will be a function of the respective arrival rates on the
paths. To make the delay on the two paths equal, the flow on the path with higher end-to-end
delay should be increased by an amount less than the increase of flow on the path with the lower
end-to-end delay. This indicates that the change of flow rate on the two paths is not independent
and that the change will also be a function of the total arrival rate. According to the line search

method, this approach will eventually lead to the same delay for both the paths [SOIH

5.3 Implementation using BERP Algorithm

In this section, we show that heuristic proposed in previous section is closely approximated by
the BERP congestion control algorithm.

Consider two paths between source and destination with respective flows A; and Ay on path-1
and path-2. The respective delays of the paths are w; and w; where we assume that wy > ws. As
already mentioned, the delays of the two paths can be made equal by changing the flows such that
the increase of flow on the path with larger end-to-end delay is less than the flow increase on the
one with smaller end-to-end delay i.e. d(A\1) < d(A2). Note that the change in the flow will also be
in proportion to the delays of the respective paths. Since the flow/delay changes for the two paths
are not independent of each other, an intuitive approach will be to make the changes in weighted
proportion of the delays of the respective paths so that the traffic on the path with smaller delay

is increased by larger value. Hence, a possible increment rule can be as follows:

O(A) o< flwy,wa)/ (w1 + w2) (5.14)

For any transport layer, the congestion window decides the amount of data that can exist on

fAuthor’s joint publication.
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5.4 Simulation Results

the path. Hence, cwnd (c) is in proportion to the arrival rate (A on that path, i.e. A oc ¢. Since the
end-to-end delay of any path is a function of the arrival rate on that path, this is also in proportion

to the congestion window of the path, i.e. w o c¢. Hence, can be rewritten as

8(ci) o< k.f(er, ) /(e1 + ¢2)

=> §(¢;) x afer (5.15)

where ¢ = (¢1+c¢2) and a is a factor of proportionality which depends on the network condition
and the congestion window of the sender. It may be recalled that the standard TCP heuristic is to
increase the congestion window by 1/¢ for every ack. Since we do not want the existing flow to be
more aggressive than this and also want the increase rule to be “friendly” to TCP, the following

increase rule is used

d(ci) x min(a/cp,1/c;) (5.16)

Since SCTP counts the congestion window in bytes hence the (5.16) is modified as:
d(c;) =min(a* Py x MTU/ep, Py x MTU/¢;) (5.17)

Where P, is the partial bytes acknowledged and MTU is the Maximum Transmission Unit. Note
that this is the same increase rule as that proposed for the BERP algorithm in . Therefore,
the BERP algorithm closely approximates the Min-Max optimization approach for flow division.
We have demonstrated this for two paths. However, the same logic can be extended for more paths

between the source and the destination.

5.4 Simulation Results

We have implemented the BERP algorithm for MPSCTP protocol in ns-2. To verify that BERP
indeed approximates the Min-Max optimization for a network, we consider the example network
topology of Figure This network consists of dual homed source (S) and destination (D) with
two disjoint paths between them. Both paths consist of several intermediate nodes, UDP on-off

sources (U; & Us) and UDP destinations (U1 & Uszz). The packet loss probability for all the links
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5.4 Simulation Results

on both the paths is assumed to be 2%. The link rate for path-1 is 1 Mbps while for path-2 it is
100 Kbps. The link delay for path-1 is 500 ms. For the links on path-2, delay varies over 10 - 900
ms. The values are chosen such that the Bandwidth Delay Product (BDP) differs significantly for
the two paths. For our tests, we run each simulation for 500 seconds and measure the difference
between the average packet delays for the two paths. The results obtained for various values of

link delays for the path-1 for both CMT-SCTP and MPSCTP-BERP are shown in Figure

Path—1, 1Mpbs, 500ms, 2% Packet Loss

Source

Path—2, 100Kpbs, 10—900ms, 2% Packet Loss

Figure 5.1: Network Topology.

The results in Figure [5.2] show that the difference in packet delay over the two paths for BERP
is less than that for CMT-SCTP. BERP tends to make the delay of two paths closer to each other
as desired by the Min-Max algorithm. We have also obtained the variance of packet delay for
different link delays as shown in Figure [5.3] Figure [5.3|shows that BERP exhibits smaller variance
for path delay difference than the traditional algorithm. This makes this algorithm more suitable
for real time applications because less delay variance would simplify receiver buffer design.

When the delay for path-2 is around 400 ms, the packet delays between the two paths are
similar and at their lowest values for both schemes. (The delay variance is also the least at this
point.) This is expected since the two paths are then equal in terms of their path delays.

To test the performance of the proposed algorithm under dynamic conditions, we consider a
network with two disjoint direct links between the dual-homed source and destination nodes. The
bandwidth of path-1 is 1 Mbps with varying end-to-end delay and that of path-2 is 100 Kbps with
end-to-end delay of 200 ms. The end-to-end delays of packets are plotted in Figure and Figure
for MPSCTP-BERP and CMT-SCTP respectively. To study dynamic behavior, step increases

are added to the delays of path-1 at 125 seconds and 225 seconds. The results show that when
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5.5 Heuristic for Delay Insensitive Optimization

the delay of path-1 changes (as shown in Figure , the BERP adjusts the flows (Figure SO
that the average delay difference between the two paths is reduced, i.e. by an overall increasing
trend in the delay over path-2 following those time instants. Similar step change in delay has been
added for CMT-SCTP as well (Figure Since CMT-SCTP does not use resource pooling and
its congestion windows for the two paths vary independently, no adjustment of flow or delay can

be discerned in the simulation results of path-2 (Figure [5.7)).

" | 1 | "~ MPSCTPBERP
R R ; . N CMT-SCTP - |

4.5

3.5 o
|
b A
AR
;

2.5 _m\/\/\ﬂ /\ /\

Average Pkt Delay Difference(milliseconds)

0.5 ? ?
0 100 200 300 400 500 600 700 800 900
Path-2 Delay(milliseconds)

Figure 5.2: Average packet delay difference between path-1 and path-2 for various link delays of path-2.

5.5 Heuristic for Delay Insensitive Optimization

MPSCTP protocol in its original form does not deal with flow division on multiple paths. A
proper flow division is essential to take complete advantage of any multipath protocol. The flow
division on candidate paths depends upon the nature of the underlying application with varied QoS
requirements. In this section, we present a heuristic approach for delay insensitive optimization
that can be used to divide the flow on the candidate paths such that the agreed QoS parameter
with the user is achieved. We have considered end-to-end delay as the QoS parameter for this
optimization and MPSCTP is being used as the protocol to implement this optimization.

Delay Insensitive Optimization ensures that the delay of any of the candidate paths does not go
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Figure 5.3: Packet delay variance for MPSCTP-BERP and CMT-SCTP for various link delays of path-2.
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Figure 5.5: End-to-end packet delay for MPSCTP-BERP for Path-2.
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Figure 5.7: End-to-end packet delay for CMT-SCTP for Path-2.

beyond a pre-agreed value. This delay parameter is the QoS parameter provided by the optimiza-
tion. This parameter depends upon the nature of application as well. We have discussed Delay
Insensitive Optimization and its performance in Chapter 3. The expressions for this optimization

are reproduced here with propagation delays also taken under consideration.

mazimaize:
N
pRY (5.18)
i=1
subject to:
Li—1
(wij +dij) < T; Vi=1,2,..,N (5.19)
j=1
A >0 (5.20)
where,

T; is the agreed upon end-to-end Target Delay for i*" path,
d;; is the proportion delay at the 4% link of i** path,

w;y is the mean delay for the j** link of i** path,
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5.5 Heuristic for Delay Insensitive Optimization

\; is the traffic rate for i*" path,
L; is the number of links on ¥ path,

N is the total number of candidate paths.

The basic requirement to implement Delay Insensitive Optimization is that packets should not
experience an end-to-end delay on any path which is more than the Target Delay (7;). The end-
to-end delay on each path is also a function of flow sent on that path. Hence, it is possible to
adjust the end-to-end delay experienced by any packet by adjusting the flow on that path. The
flow on any path should be adjusted such that the end-to-end delay experienced by a packet should
not go beyond the agreed Target Delay (7;). However, the path properties are dynamic in nature;
hence an exact analysis of flow to be carried on a path is a costly operation both in terms of time
and resources required. Hence, we use the round trip time measurement for the end-to-end delay
calculations. It has also been demonstrated in earlier work [81] that RTT measurements in Internet
scenario are good approximations and give close results to Auto Regressive models.

In a typical SCTP scenario, the congestion window is used to control the amount of data
in the network in single RTT. At any point of time any path cannot have more than cwnd bytes
outstanding on it. According to the modified congestion control for MPSCTP, its cwnd is increased
for every SACK received. As the flow on any path is increased, the delay encountered by a packet
is also increased. Hence, a change in cwnd based on the RTT measurements can be used to adjust
the delay experienced by a packet in the network.

Hence, we propose to modify the congestion control algorithm as in Figure to take care of
the delay experienced by any packet on the network.

According to this algorithm, when the RTT approaches within a range (depends upon the
parameter ‘q’ discussed later) of the target delay, the cwnd is not increased anymore. Since the
network delays also depend upon other activities in the network, whenever the round trip time
delay is more than a certain value of the target delay, the algorithm enters the congestion detection
phase and reduces the congestion window to adjust the flow on the network. Note that the effect of
any change in flow will be visible at the source only after at least one cwnd bytes are acknowledged;
this is because there are already cwnd bytes of data outstanding in the network at the time of flow

adjustment. Hence, we do not perform another adjustment unless one cwnd bytes are acknowledged
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5.5 Heuristic for Delay Insensitive Optimization

if (RTT; < (1-q) x 2x T;)
if (cwnd < ssthresh)
Apply Slow Start.
if (cwnd > ssthresh)
Apply Congestion Avoidance.
if (at least cwnd bytes are received since last cwnd adjustment)
if (RTT; > (1-q) * 2 T; && RTT; < (1+4q) x 2 x T;)
Do Not Increase cwnd.
if (cwnd > (14q) * 2 = T;)
Decrease cwnd as per congestion detection algorithm.

Figure 5.8: Algorithm for Delay Insensitive Optimization

since the last adjustment. The upper and the lower bound of this limit are decided by the value of
the factor ‘q’. This factor ‘q’ is a function of variance of the delay of the network i.e. its value is
decided by how much maximum delay jitter exists in the network. In this thesis we have assumed
‘q’ to be 0.1. That indicates that the maximum delay jitter in the network is not more than the
10% of the target delay. However, in the networks with different delay jitters the value of ‘q’ can
be chosen accordingly.

Unlike standard congestion control algorithm, where the protocol keeps increasing the flow on
the network until a loss is occurred, our proposed algorithm does not allow the traffic to increase
on the network if the end-to-end delay starts approaching the target delay. This behavior requires
a penalty to be paid in terms of the loss of throughput for the application and keeps the end-to-end
delay close to the target delay. However, this would help in improving the throughput of other
fellow flows on the network. Our proposed algorithm will not increase the flow on a path if this
leads to a situation where the network would not be able to provide the delay performance targeted
for the flow on that path. This gives an opportunity to other flows to use the network resources
and in turn helps in running the network efficiently.

For a network we measure the Fairness Index using . We also measure the. Link Utilization

for the shared bottleneck link in the network as in ((5.21)

3
i=1

Bottleneck Link Bandwidth

Link Utilization = (5.21)
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Here ); is the throughput of " flow entering on the bottleneck link, and n is the total number
of flows entering that link. The purpose of this parameter is to measure the utilization of the
bottleneck link. These two factors jointly indicate the reliability and the fairness of the proposed
algorithm. By observing the two parameters, the fairness index and the link utilization together,
we demonstrate that though the optimization reduces the throughput of the source in order to
satisfy the QoS constraint, this may cause an increase in relative unfairness. However, this gives
more opportunity to other fellow flows to transmit more data and the overall utilization of the
network’s resources does not decrease.

0.5 Mbps, 50 ms

N

&)

Sources
Source a

0.5 Mbps, 50 ms

10 Mbps,

Destinations

Destination

Ny

Figure 5.9: Network Graph for Delay Insensitive Optimization.

5.6 Simulation Results

Let us consider a network as shown in the Figure|5.9. The network consists of two UDP sources
(Uy & Uz), two TCP sources (T1 & T3), and one dual homed source S with MPSCTP source
attached to it. There are ftp sources attached at 77, T» and S while U; and Uy have C BR sources
attached to them. All the links are assumed to have packet loss probability of 10%. The links have
bandwidth as shown in Figure 5.9, Remaining links have bandwidth of 2 Mpbs and propagation
delay of 50 ms.

The average throughput achieved by the MPSCTP with the proposed optimization for various
target delays (T;) is presented in Figure These results indicate then when the target delay is
less than 160 ms, no data is carried on the network because other background traffic in the network

does not allow any data to reach the destination within the agreed upon target delay. As the target
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delay increases beyond 180 ms the throughput of network increases rapidly. However, there is no
significant increase in the throughput if the target delay is increased beyond 260 ms. This is due

to the fact that the network is running at its maximum capacity for this target delay.

350 T T T T T T T
‘ ‘ Average throughput for MPSCTP ——

200

150—4/ -
100 | : .

Average Throughput (Kpbs)

0 ; j ; ;
160 180 200 220 240 260 280 300
Target delay (7))

Figure 5.10: Average Throughput for MPSCTP for various Target Delays.

Figure [5.11] and Figure [5.12] present the respective packet delay dynamics with delay sensitive
optimization and without it for a target delay of 210 ms. Figure and Figure shows the
end-to-end packet delay dynamics for target delay of 270 ms with delay sensitive optimization and
without the optimization respectively. The results show that with delay optimization, the variance
of delay of the packets as well as the maximum delay experienced in the network is reduced. Note
that Figure [5.10] gives an indication that there is a throughput loss when the delay insensitive
optimization is used. We also notice (Table that there is a decrease in the Fairness Index for
target delays of 210 ms and 270 ms because the optimization reduces the data to be carried on the
links. However, the link utilization is not effected; this indicates that other fellow flows are able
to carry more data on that link. However, as we earlier asserted, this is still useful to provide the
end user a better quality of service and also allow other fellow flows to transmit their data on this
link without compromising the overall resource utilization. Table also shows the percentage

of packets which does not comply with the target delay. There is a significant reduction in this
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Figure 5.11: End-to-end packet delay for the target delay of 210ms without optimization.
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Figure 5.12: End-to-end packet delay for the target delay of 210ms with optimization.
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Figure 5.13: End-to-end packet delay for the target delay of 270ms without optimization.
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Figure 5.14: End-to-end packet delay for the target delay of 270ms with optimization.
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percentage when the proposed optimization is used. As expected, the results also show that when
the agreed target delay value is higher, significantly fewer packets will encounter target delays more
than their respective target delays. However, it should be noted that still significant number of
packets violate the target delay. The reason is that the proposed heuristic is a reactive one and
takes only reactive measures. At the same time, due to various transient activities in the network,
it is very difficult to control the RTT of every packet. This further indicates that it is possible to

design another strategy to achieve optimal solution.

Table 5.1: Fairness Index and Link Utilization for link N; — N3

Fairness Index | Link Utilization | % Packet Delayed
210 ms | 270 ms | 210 ms | 270 ms | 210 ms | 270 ms
With Optimization 0.9787 | 0.9802 | 0.9359 | 0.9357 | 46.79 27.79

Without Optimization | 0.9893 | 0.9892 | 0.9361 | 0.9364 | 81.31 80.54

Policies

5.7 Conclusions

We have proposed a practical implementation of the Min-Max optimization based upon a con-
gestion control algorithm which uses Bandwidth Estimation based Resource Pooling. We have
implemented and tested this algorithm for Multipath SCTP, an extension to SCTP proposed by us
earlier. We have compared our results of MPSCTP-BERP with CMT-SCTP. The results indicate
that BERP not only reduces the difference in average packet delay over the different paths but also
reduces the variance of the delay experienced over these paths. This suggests that this algorithm
is a good choice for delay sensitive applications because of simpler receiver buffer management.

We have also suggested a heuristic mechanism to provide QoS based service for delay insensi-
tive applications using MPSCTP. This heuristic approach uses maximum target end-to-end delay
requirement as the QoS parameter to be considered. Based upon the choice of the end-to-end
delay requirement, the throughput for the end-user will be affected. However, we suggest that this
heuristic adopts a non greedy approach while transmitting data on the network and hence helps in
improving the overall user experience.

These heuristics approximate the original optimization approaches and provide easily imple-

mentable schemes which can be put in place in actual networks.
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6.1 Introduction

In this chapter, we present an implementation of MPSCTP protocol in Linux kernel. We have
incorporated our changes in Linux kernel version 2.6.37 distributed with openSUSE11.4. Linux
kernel-2.6.37 is distributed bundled with a loadable module for SCTP. We have augmented this
module with changes required for MPSCTP. In this chapter, we discuss the changes which have
been incorporated to enable MPSCTP module in the Linux kernel. We also present the performance

results for this, both in an emulated network as well as in the LAN environment of IIT Guwahati.

6.1 Introduction

In Section we presented the MPSCTP protocol, an augmentation of the SCTP protocol,
to support simultaneous transfer on multiple candidate paths between a source and a destination.
We also presented in that chapter the simulation results to support the performance of MPSCTP
and measured the throughput of the protocol using ns-2 based simulations. In this chapter, we
implement the basic MPSCTP algorithms in the Linux kernel to demonstrate the correctness of
the MPSCTP protocol and provide a measure of its performance in a real network. Currently,
the Linux kernel supports the SCTP as a loadable module. However, this module has no support
for concurrent multipath usage for multihomed end-hosts. We have modified the SCTP module
to incorporate concurrent multipath usage. This implementation is tested in an emulated network
using dummynet [82]. We have also run this protocol on hosts connected through the IIT Guwahati

LAN to measure the effect of intermediate switches and background traffic.

6.2 Implementation Details

MPSCTP is developed using the Linux kernel version 2.6.37. All Linux kernels are achieved
and maintained at [83]. Though we have tested primarily on openSUSE 11.4, our implementation
is expected to work on other Linux variants as well. We changed chunk Header and the SACK
structure as discussed in Section The corresponding algorithms to handle Fast Retransmission
(Section , cumulative acknowledgement updates (Section and missing PSNs (Section
have been implemented in the kernel. We have proposed a Tz-CWND flow division and
transmission strategy, where we choose the path with largest congestion window among the available
candidate paths for packet transmission and retransmit the lost packets on the path of original

transmission. This ensures that we are sending the data on the path which has maximum network
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resources available. We have demonstrated in subsequent sections that this strategy performs
almost similar to the RTX-CWND strategy which has been suggested as the best implementable
retransmission strategy |31]. Implementation of the RTX-CWND protocol was not possible because

of practical difficulties in implementation.
6.2.1 Changes in the kernel source

The following changes have been made in the kernel source:

Multipath concurrent transfer has been enabled for MPSCTP primarily in outqueue. c:sctp_outq_flush().
Whenever the packets are flushed out of the queue, the transport on which this packet needs to
be transmitted is being set. The function protocol.c:sctp_v4_get_dst() is the interface function be-
tween IP and MPSCTP layer. This function defines the structures which hold the details about
the corresponding source and destination IP addresses.

To assign PSN values we have declared another function sm_make_chunk.c:sctp_chunk_asign psn()
as shown below. This is a helper function called by output.c:sctp_packet_append_chunk() to assign

PSNs. It maintains the PSN count for each path in the association.

if (lchunk— > has_psn) {
chunk— > subh.data_hdr— > psn =
htonl (asoc— > peer.active_path— > next_psn) ;

chunk— > has_psn = 1;

Note that the PSN values are monotonically increasing numbers.
Fast Retransmission algorithm is implemented in outqueue.c:sctp_outq _sack() function. This
function currently counts the missing count for the chunks and calls the retransmit routine accord-

ingly as shown in the code below.
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if (chunk— > fast_retransmit == SCTP_CAN_FRTX&&!chunk— >
tsn_gap_acked&&PSN_1t (psn, highest new_psn_in_sack)){

if (Itransport||!sctp_cacc_skip (primary, transport, count_of newacks, tsn)) {
chunk— > missing_report + +;
if (chunk— > missing_report >= 3) {
chunk— > fast_retransmit = SCTP_NEED_FRTX;

do_fast_retransmit = 1;

}

The handling of cumulative acknowledgements is performed by sm_make_chunk.c:sctp_make_sack()
function. It internally calls the sctp_psnmap_get_cpsn() helper function to get the cumulative ac-
knowledgement value. We have defined another layer of abstraction find_psnmap_number _for_sack().

This helps in getting the value of cumulative psn acknowledgement for the corresponding path.

_u32 sctp_psnmap_get_cpsn(const struct sctp_tsnmap * map,
struct sctp-transport * last_data_from){
int psn_map_number = find_psnmap_number_for_sack(map, last_data_from);

return map— > psnmap [psn_map_number| .cumulative_psn_ack_point;

The corresponding updates at the sender side are taken care of by the outqueue.c:sctp_outq-sack()
method.
Missing PSNs are handled using the psnmap structure at the receiver. The psnmap structure is

defined in tsnmap.h and associated functions to handle the missing reports are defined in tsnmap.c.
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While delivering the packets to the upper layer, there has to be a mapping between the T'SNs
and the PSNs received from different paths. We have created a binary map for each path at
the receiver, which stores the one to one mapping between PSN and the TSN. This also helps in
constructing the SACK structure and correctly increases the missing count at the receiver.

The path selection to transmit or retransmit data is being implemented in outqueue.c:Select Transport ().

This function returns the path identifier depending upon the strategy implemented.

else if (iSelect == 2) //Tx — CWND
{

list_for_each_entry (my_transport, my_transport_list, transports){
addr = &my _transport— > ipaddr;
dst_port = ntohs (addr— > v4.sin_port) ;
if ((my _transport! = NULL) &&
(my_transport! = asoc— > peer.last_sent_to) &&
(my_transport— > cwnd >= asoc— > peer.last_sent_to— > cwnd)){

return my_transport;

The above code snippet shows the sample implementation of Tz-CWND strategy which selects
the path based on the congestion window.
MPSCTP related variables are declared in sctp.h and linux/sctp.h. Flow charts for the imple-

mentation of MPSCTP algorithms are given at the end of this chapter (Figures 12-14).

6.3 Heuristic for Path Selection Policy

While transmitting data on multiple paths, path selection is a major problem. MPSCTP trans-
mits the acknowledgement on the same path as the one on which the data is being received. This
reduces the complexity at the receiver side because it does not have to know about the state of

the path to which it is transmitting the acknowledgement and also ensures proper RTT calcula-
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tions in case of dissimilar path statistics. It has been demonstrated in literature that RTX-CWND
retransmission strategy performs best among all the retransmission strategies [31]. However, re-
transmitting packets other than on its original path requires higher processing at the sender side.
To reduce this increased processing we propose and implement Tz-CWND strategy. According to
Tz-CWND, we always transmit the packet on the path with the largest cwnd. However, we do not
change the path for retransmission and the packet is retransmitted on the same path as the one
on which it was originally transmitted. We show that this approach performs very close to the
RTX-CWND with greatly reduced implementation complexity provided the path statistics do not
change within one Retransmission Time Out (RTO) interval. We have measured the performance
of our heuristic using ns-2 based simulations. For our tests we have considered the network scenario
as shown in Figure ﬂ The packet error probability of path—1 has been fixed at 1% while that of
path-2 is varied from 1% to 10%. The bandwidths of both the paths are as shown in Figure [6.1

The source () runs an ftp application and transmits a 60 MB file to the destination.

Path—1
2 Mbps, 50 ms
Source Destination
10 Mbps, 10 Mbps,
50 ms 50
2 Mbps, 50 ms ms
N, N,
Path—2

Figure 6.1: Network Layout

The average time to transmit this file is shown in Figure [6.2l The results are presented for
both the RTX-CWND and Tz-CWND strategies. For smaller probabilities of error, Ta-CWND
experiences much more packet reordering than the RTX-CWND strategy. This is because, while

RTX-CWND keeps transmitting data on a path until its cwnd is completely exhausted, Tz-CWND
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always transmits packet on the path with the higher congestion window (i.e. more network re-
sources). It may also be noted that at higher probabilities of error Tx-CWND performs almost as
good as RTX-CWND because Tx-CWND always transmits packets on the paths with the higher
congestion window. Since cwnd is inversely proportional to the probability of error, the Tx-CWND
strategy results in more packets being transmitted on paths with lower probabilities of error. This
leads to relatively better performance when the probability of error is high. This can be seen in the
normalized file transfer time results shown in Figure[6.3] Here, the file transfer times are normalized
with respect to the file transfer time when probability of error is zero. The exact values for the
file transfer time and the normalized file transfer time are also shown in Table[6.1l We notice that
at higher probability of error RTX-CWND has higher normalized transfer time than Tz-CWND
strategy (Figure . This indicates that the performance of RTX-CWND degrades much more

rapidly than the Tz-CWND strategy as the probability of error increases.

280

RTX-CWND —%—
Tx-CWND — &
260 |

240 / |
T
160 /Z?

140

Average File Transmission Time

0 0.02 0.04 0.06 0.08 0.1
Probability of Error

Figure 6.2: Average file transmission time for Tz-CWND and RTX-CWND
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Figure 6.3: Normalized Average file transmission time for T2-CWND and RTX-CWND

Table 6.1: Average file transfer time for Tz-CWND and RTX-CWND strategies

Probability RTX-CWND Tx-CWND
of Error Average File Normalized Average File Normalized
Transfer Time | File Transfer | Transfer Time | File Transfer
Time Time
0.00 131 1.00 145 1.00
0.01 160 1.22 170 1.17
0.02 175 1.34 183 1.26
0.03 185 1.41 199 1.37
0.04 194 1.48 205 141
0.05 203 1.55 214 1.48
0.06 210 1.60 219 1.51
0.07 218 1.66 227 1.57
0.08 228 1.74 236 1.63
0.09 243 1.85 245 1.69
0.10 254 1.94 256 1.77
TH-1210_09610204
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6.4 Issues related to SACK Reordering

Like other transport protocols, MPSCTP may also exhibit the problem of SACK reordering.
Reordered SACK causes data reneging at the sender side. The SACK reordering can happen
due to differences in the path’s RTT. Moreover, the network caused reordering [84] is also not
uncommon and can cause SACK reordering. If a reneged chunk is acknowledged again it can
increase the missing count for a missing chunk. This can lead to improper missing count at the
sender and causes fast retransmission. However, the above problem is resolved by not considering
the re-acknowledged chunk as a suitable candidate for increasing the missing count. Since elaborate

study of network caused reordering is not the main focus of this thesis, this is not pursued further.

6.5 Performance Evaluation

We have tested the performance of our MPSCTP implementation in an emulated network using

dummynet as well as in a real network i.e. the Local Area Network (LAN) of IIT Guwahati.
6.5.1 Results Using Dummynet:

We have considered two dual homed machines PC'1 and PC2 connected as shown in Figure
The interfaces of these machines are connected through two CISCO Catalyst 2960 switches to
create two disjoint paths between the source and the destination.The delay and loss rate of each
path is controlled using dummynet. The delay for each path between the two machines is set to 50
ms. The packet drop probability of one path is fixed at 1% while the packet drop probability on
the other path is varied from 1% to 10%. The bandwidth of the two paths is also controlled using

dummynet and each of them in set to 2 Mbps (Figure .
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PC1l.iitg.ernet.in PC2.iitg.ernet.in
—_—— ———
Switch-1
[—— Cisco Catalyst 2960 [——
L
192.168.101.1 192.168.101.3
o - » o
Switch-2
Cisco Catalyst 2960
192.168.102.2 192.168.102.4
Data Source Data Destination

Two disjoint paths have been created using switch-1 and switch-2.
Packet Error, bandwidth and Delays of both the paths are
controlled using dummynet between PC1 and PC2.

Figure 6.4: Network Diagram for MPSCTP implementation in Linux kernel
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We transmit a 60 MB file using MPSCTP. The path selection policy used by MPSCTP is Tx-
CWND with retransmissions made on the same path as the original path of transmission. We use

a receiver buffer of 64 KB, as this is the most commonly used value in most practical scenarios.

Table 6.2: Average file transfer time in Emulated Network using dummgynet and Simulated Network using

ns-2
Probability dummynet ns-2
of Error Average File Normalized Average File Normalized
Transfer Time | File Transfer | Transfer Time | File Transfer
Time Time
0.00 160 1.00 145 1.00
0.01 181 1.13 170 1.17
0.02 193 1.21 183 1.26
0.03 213 1.33 199 1.37
0.04 225 1.41 205 1.41
0.05 232 1.45 214 1.48
0.06 242 1.51 219 1.51
0.07 255 1.59 227 1.57
0.08 266 1.66 236 1.63
0.09 279 1.74 245 1.69
0.10 285 1.78 256 1.77

Figure [6.5]shows the normalized file transfer time for transferring 60 MB of file using MPSCTP.
The corresponding average file transfer time values are plotted in Figure The exact values for
the transfer time and the normalized transfer time are shown in Table We have averaged out
each curve for 11 runs. The results in Figure [6.5 show that delay trends for MPSCTP implementa-
tion is similar to that of the simulation using ns-2. However, on comparing the absolute values in
Table we find that the delay values with kernel implementation are higher than the simulation
values. This difference is primarily due to the deterministic nature of dummynet. A 10% packet
drop probability drops exactly 10% of the packets in dummynet unlike in ns-2 which drops the
packet statistically. We have also plotted a sample evolution of cwnd in the emulated network with

10% packet error probability for path—2 in Figure
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f cwnd growth in Emulated Network ———
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Figure 6.7: cwnd evolution of path-2 in emulated network for 10% probability of error

6.5.2 Results in IIT Guwahati LAN

We have measured the performance of MPSCTP implementation in the IIT Guwahati LAN
environment. Two dual homed machines HFPC' and SSPC are used with one placed in the High
Frequency Lab and the other in the System Simulation Lab of the EEE Department in IIT Guwahati
(Figure . Using dummynet, we have limited the bandwidth of each path to the maximum value
of 2 Mbps, minimum value of delay is set to 50 ms, and minimum packet loss probability is set to
1% for path—1 and varied from 1% to 10% for path-2. Note that here the two paths are not truly
disjoint as there may be some intermediate shared links on each path.

Table gives the absolute values of delay and the corresponding normalized values of delay
with respect to the delay at zero probability of error for the above setup. We ran our tests at four
different times of the day to average out the effect of background traffic. In each case, the same

test is run 11 times and the average results are tabulated in Table
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172.16.28.207 172.16.29.153
IIT Guwahati LAN
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Host A Host B
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hfpc.eee.iitg.ernet.in sspc.eee.iitg.ernet.in

IIT Guwahati Network and Internet

Cisco 2811 Router

Figure 6.8: Network Layout of IIT Guwahati LAN environment
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As the results show, the transfer time values in IIT Guwahati LAN are significantly higher
than those in an emulated network. This is due to the various other background traffic present in
the LAN. The average transfer times for different probabilities of packet error are shown in Figure
The corresponding normalized values are also shown in Figure We observe that the
transfer time increases rapidly with increasing probabilities of error. This is due to the various
other background traffic in the network. Hence, the per packet recovery time also increases at
higher rate in this case than in case of an emulated network. This phenomenon also explains the

crossover observed in the Figure

550

' 1T Guwahati'LAN —=K -
dummynet —&—
500

450 /

400 / /
350

[/E/E

0 0.02 0.04 0.06 0.08 0.1
Probability of Error

Average File Transmission Time

200

150

Figure 6.9: Probability of Error vs Average File Transfer Time in IIT Guwahati LAN

A sample evolution of cwnd growth in IIT Guwahati LAN is shown in Figure [6.11] This is
plotted for the minimum packet error probability of 10%. It is clear from the cwnd plot in Figure
that it encounters more packet losses than in the scenario where an emulated network is used
(Figure . Moreover, the cwnd grows to much higher values than in an emulated network. This
also contributes to the higher transmission time observed in the LAN environment as compared to

the results for the emulated network.
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Table 6.3: Average file transfer time in Emulated Network using dummgynet and IIT Guwahati LAN

Probability IIT Guwahati LAN dummynet
of Error Average File Normalized Average File Normalized
Transfer Time | File Transfer | Transfer Time | File Transfer
Time Time
0.00 218 1.00 160 1.00
0.01 235 1.08 181 1.13
0.02 256 1.17 193 1.21
0.03 270 1.24 213 1.33
0.04 321 1.47 225 1.41
0.05 353 1.62 232 1.45
0.06 393 1.80 242 1.51
0.07 439 2.01 255 1.59
0.08 473 2.17 266 1.66
0.09 487 2.23 279 1.74
0.10 501 2.30 285 1.78

6.6 Conclusion

In this chapter we have shown the results for a sample implementation of MPSCTP in the Linux

kernel. We have compared those results with that of the simulation results with ns-2 in Chapter
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Figure 6.11: cwnd evolution of path-2 in IIT Guwahati LAN for 10% probability of error

4. We found that the results in this chapter are consistent with the results of MPSCTP in Chapter
4. Though we choose to implement MPSCTP in Linux, we believe that the same protocol can be
implemented in other operating systems as well.

We have proposed a Tz-CWND strategy and compared the results with the RTX-CWND strat-
egy proposed in the literature. We found that at lower probabilities of error, the average file transfer
time with the RTX-CWND strategy is slightly lower than that of the Tx-CWND strategy. This is
due to the greater reordering caused by the Tx-C'WND strategy. However, at higher probabilities
of error, both have almost similar file transmission time. This indicates the performance of the
RTX-CWND degrades faster than the Tz-CWND strategy with increasing packet error probabili-
ties.

The original SCTP congestion control algorithm is based upon the TCP congestion control
approach. Current implementation of MPSCTP also inherits the same congestion control from the
SCTP module. This implementation can be further extended in future to support flow division as
well as BERP congestion control. The implementation of flow division and BERP algorithms is

expected to further improve the performance of the MPSCTP protocol.
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7.1 Summary of Contributions and Discussions

In this thesis, we propose MPSCTP, a multipath version of SCTP and studied its performance.
This thesis also discusses flow division at the source for multipath usage in the network. This
chapter contains the summary of the thesis and also discusses some of the possible future directions
of research. The main contributions of this thesis are summarized in Section [Z.1] and some ideas

for future work are outlined in Section [Z.2l
7.1 Summary of Contributions and Discussions

In this section, we briefly summarize and discuss our contributions and findings during this

thesis work.

A. Flow Division at Source:

In this part of work, we investigated flow division at source. Flow division at source is an
interesting optimization problem which addresses the issue of how the flow should be divided
on multiple paths such that some end-to-end objective is achieved. The optimum flow division
must consider the nature of end applications as well. Three different optimizations have been
proposed for two different classes of applications. These optimizations help in finding possible
guidelines on how the flow should be divided on multiple candidate paths. Their performances
have also been compared for end-to-end and link-by-link error recovery mechanisms and the

latter is found to perform better.

B. MPSCTP Protocol

In this thesis we proposed Multipath SCTP (MPSCTP) protocol, a novel multipath variant
of SCTP protocol. The proposed protocol uses two levels of sequence numbering to isolate
the reordering caused by multipath usage from the packet loss in the network. This design
gives better performance than Concurrent Multipath Transfer (CMT) protocol. We have also
observed that the proposed protocol also generally performs better than the CMT protocol for

real time data transmission when operating under similar conditions.

C. BERP Congestion Control

MPSCTP in its original form assumes that the paths between source and destination are dis-
joint. All multipath variants of SCTP like MPSCTP and CMT inherits their congestion control

algorithm from SCTP and SCTP inherits its congestion control from TCP. On shared links,
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such algorithms do not behave fairly with other fellow flows. This issue has been addressed
through Bandwidth Estimation based Resource Pooling (BERP) congestion control. The re-
sults obtained indicate that this approach improves the performance of multipath protocols on
shared link as well as in high loss scenarios. BERP reduces the congestion window based upon
the bandwidth estimates of the path and takes care of shared paths while improving the overall
performance of the protocol, especially in high loss scenarios. This algorithm is independent of

the underlying protocol and can be applied suitably to any multipath transport layer protocol.

. Heuristics for Flow Division Optimization

In this thesis we have proposed several heuristics for flow division optimizations in an Internet
like environment. We have proposed implementations for Min-Max Optimization and Delay
Insensitive Optimization. The exact implementation of these algorithms requires complete
network statistics to be known at the source. This is quite time consuming as well as com-
putationally involved. Hence, we have proposed suitable heuristics which approximates these
results based upon end-to-end measurements. The Min-Max optimization is demonstrated to
be approximated by BERP algorithm. We have proposed to implement Delay Insensitive Op-
timization by suitably modifying the congestion control algorithm. This modification can be

seamlessly applied to any TCP like congestion control algorithm as well.

. MPSCTP implementation in Linux kernel

We have implemented MPSCTP in the Linux kernel version 2.6.37 bundled with openSUSE 11.4.
Though we have considered Linux for our implementation, this can be seamlessly implemented
on other operating systems as well. This Linux kernel is distributed with lksctp, a loadable
module for SCTP. We have implemented MPSCTP in lksctp and the results are compared with
the simulation results. The implementation results are in close agreement with the simulations
results. We have tested MPSCTP implementation in an emulated network as well as in the
IITG LAN environment. We have also proposed the Tz-CWND flow division strategy. This
strategy along with retransmissions on the same path performs very much like the RTX-CWND

retransmission strategy and is much easier to implement in the Linux kernel.

oo uoIeT
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7.2 Suggestions for Future Work

In this thesis we have addressed some of the basic issues related to multipath transport and
flow division for multihomed hosts. For practical implementation of such schemes in Internet like
environments, the works reported in this thesis can be extended in several directions. Some of them

are listed below.

i) In this work, we have not tested the applicability of the proposed optimization algorithms
in real networks. These algorithms can be implemented and tested in the Internet like en-
vironments for different applications like Skype and YouTube and their performance can be

investigated.

ii) We proposed heuristics only for the Min-Max Optimization and Delay Insensitive Optimiza-

tion. A suitable heuristic for the Weighted Average Optimization can also be developed.

iii) An implementation of these heuristics over the real Internet can be done to study their

performance.

iv) Development of improved heuristics for closer implementation of the proposed optimization

may be an interesting extension of this work.

v) Performance of MPSCTP with BERP congestion control has been studied only in a simulated
environment. MPSCTP-BERP has been found to outperform both CMT as well as MPTCP.
However, implementation of BERP algorithm along with MPSCTP in the Linux kernel with

more elaborate tests and study in an Internet like environments may be carried out.

vi) The proposed MPSCTP augments SCTP which has the potential to replace TCP and UDP.
Therefore, scope exists in devising future migration plans for wider acceptance of SCTP and

MPSCTP in Internet like environments.

vii) Network Coding is a relatively new area of research. Use of Network Coding in multipath
scenario is largely unexplored. We envisage that use of Network Coding in multipath scenario

can be an interesting problem.

viii) Data offloading has been of major interest for service providers to improve the performance

of the network. We believe that it may be possible to use multipath protocols for seamless
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data offloading and in turn improve the network performance.
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