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Abstract

One of the challenging security issues in video watermarigitheinter-frame collusion attacksIhese
attacks exploit the inherent redundancy in the video fraores the watermark to produce an un-
watermarked copy of the video. The@me temporal filteringFTF) is the basic inter-frame collusion
attack in which temporal low-pass filtering is applied to thatermarked frames to remove tempo-
rally uncorrelated watermarks. Recently, it has been shbanrhotion-compensation can be used to
align similar areas in the neighboring frames before tem@giitering to increase the performance of
FTF attack. The resulting attack is knownrastion-compensated frame temporal filter(MC-FTF).
Subsequently, a new class of video watermarking schemiesyee to asnotion-coheren{MC) wa-
termarking, has been proposed to counter the MC-FTF attatlsu¢h a scheme, the watermark is
coherent with motion in the host frames i.e. pixels in déf@rframes along the motion trajectory carry
similar watermark samples. The thesis focuses on the MC-E&Ekaand the MC watermarking.

The existing implementations of the MC-FTF attack removewlagermark only from the back-
ground regions of the video frames and rely on computatipeapensive video mosaicing techniques.
We propose a new MC-FTF attack which can remove watermarks ffrath the background and the
foreground. The attack is based on thetion-compensated redundant temporal wavelet transform
(MC-RTWT) of the watermarked frames. The lifting-based MC-RTW&pplied to the video frames
in a scene and the resulting low-pass temporal frames tutesthe attacked video. A lifting scheme
with adaptive update step is used to improve the visual tyuafithe attacked video. Experimental
results show the effectiveness of the proposed attack invem the watermark while maintaining a
good visual quality of the attacked video.

Since video is generally stored in a compressed formatetisea need for compressed-domain
MC-watermarking techniques. We propose two such technicguresfor the MPEG-2 coded video and
the other for the sequences coded using the emerging MC-TWadlmaxling. In the existing MPEG-
domain watermarking schemes, a drift compensation sigredided to the inter-coded frames to pre-
vent temporal error propagation due to watermark additiwla.have shown that instead of cancelling
the drift signal, its proper usage will generate motionarant watermarks. We proposelaft-aided
watermarking scheme for the MPEG-2 coded video. In thisreehevatermarks are added only to the
intra-coded frames; MC watermarks for the inter-coded &a@are generated during decompression. In

the second scheme, the watermarks are added to the lowepassral frames obtained from the partial
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decompression of sequences coded using the MC-TWT baseddgeehihese watermarks propagate
to other frames according to the motion during the deconspresand generate MC watermarks for

the entire sequence. Experimental results show that theopeal watermarking schemes are robust
to the MC-FTF and other inter-frame collusion attacks. Itisahown that motion-coherency in the

watermark is a sufficient condition to achieve resistandentiwn inter-frame collusion attacks.

For a given watermarking system, there exists no simplettoa$sess whether the produced water-
mark is motion-coherent or not. We propose an oracle thatrtepvhether a video sequence contains
any motion-incoherent (MIC) component. The oracle is basetthe statistical analysis of the motion-
compensated prediction error frames (PEF) of the watemadavideo. It is observed that there is a
clear difference in the distributions of the estimated la@aiances of the PEFs of the sequences with
and without MIC watermarks. This difference in the disttibas is exploited to detect the presence of
MIC watermarks. Experimental results on watermarked secpgecoded at different bit rates clearly

demonstrate that the oracle is able to detect the preseMdbCofvatermarks with good accuracy.
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Chapter 1
Introduction

The last decades witnessed a transition fromati@ogue worldo thedigital world. The analogue au-
dio and video devices have been replaced with their digitatsssors. Further, the phenomenal growth
of the Internet made the distribution of multimedia data maeasier. Although this allows a greater
flexibility to the content owners to distribute their vallelontents, security issues like the copyright
protection and copy protection have become an issue. Intfeezlack of adequate security measures
was one of the reasons behind the delayed introduction afdDigrsatile Disk (DVD) [Rup96].

Digital watermarking was introduced in the miids as a possible solution to the challenging issue
of multimedia security. The conventional security measueied on encryption techniques which offer
security only during the transmission. The encryption pescapplies a mathematical transformation,
determined by a secret key, to make the media unintelligti@06]. The intended receiver can invert
the transformation through the knowledge of the key thatisgmitted through a secure channel. Once
the content is decrypted, it can be freely distributed. Tagididea behind digital watermarking is to
embed some information into the digital media in an impetibdgpway. The embedded information
will remain in the content as long as there is considerahbjgatkation to the content. It should be noted
that the mechanism of watermarking is complementary todhancryption.

In the initial period, digital watermarking research wasmhaconcentrated on still images. Other
media like the audio, video, and text are gradually inveséd. By the beginning of this century, digital
watermarking has become an active area of research. Thesase in the interest is evident from the

volume of the literature in the area and the increase in tieben of conferences and journals.
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1.1. DIGITAL WATERMARKING 2

host data
watermarked
message—>»| message coding > VZ:E?;‘;;( —> data

|

secret key

Figure 1.1: Generic watermark embedding process.

watermark and/or host data
1

A 4

test data —> watermark +——> detected message
detector

|

secret/public key

Figure 1.2: Generic watermark detection process.

1.1 Digital Watermarking

All digital watermarking systems consist of two genericq@sseswatermark embeddingndwater-
mark detectionThe block diagram of a generic watermark embedding prasesdsown in Figure 1.1.
The message to be carried by the watermark signal is firstdcadth a secret key for the security
purpose. The coded watermark is then embedded into the atastalgenerate the watermarked data.
The host data may be in the uncompressed or compressed $olmabme cases, the host data may be
suitably transformed into another domain before the emingdaf the watermark. Figure 1.2 shows the
block diagram of a generic watermark detection process.ebaipg on the availability of the host data
and the original watermark, the watermark detection pmeeslassified into three categories. In the
blind or obliviousdetection, neither the host nor the watermark is availabtbe detector. In the case
of thesemi-blinddetection, the watermark is available to the detector, buthre host data. If both the
host data and the watermark are available to the detecedédtection is1on-blind or non-oblivious

A large number of watermarking algorithms are availableaarecategory [CMBO1].
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1.1. DIGITAL WATERMARKING 3

1.1.1 Applications

Digital watermarking, though has emerged as a solutiond@tpyright and copy protection of digital
multimedia data, finds its use in many other applications eé MM02]. The major applications

include:

e Copyright Protection: For protecting the intellectual property, a watermark tdgimg the con-
tent owner can be embedded in multimedia data. Such a wateatiaws the content owner to

prove his/her ownership in the court when someone has gédron the copyrights.

e Copy Control: In the copy control application, the embedded watermarkrotmthe recording
device. Depending on the watermark detector output in therder, the recorder determines

whether the data to be copied or not [BC$9].

e Fingerprinting: In this application, each of the distributed copy contains@ue watermark
corresponding to the customer. For example, the watermaskaarry a unique identification
number corresponding to the customer. Whenever an illegay eofound, it can be traced
back to the customer who has broken the licence agrementetegtthg the embedded water-
mark [CMBO1].

e Broadcast Monitoring: The watermark embedded in the commercial advertisementbea
used for monitoring whether they are broadcasted as cdettacThe watermark can also be
embedded in the high valued news items so that an automaiaddast surveillance system can

check for any illegal rebroadcasting [KDHM99].

e Content Authentication: The authenticity of the data can be checked by embeddinggde
watermarkwhich becomes undetectable when the data is altered. Alssmddyzing the detected

watermark, the exact location of the alteration can be iiedf CMBO01].

e Data Hiding: In data hiding applications, digital watermarking is exggd for the transmission
of some additional information which can be useful in matyations like data retrieval, medical
safety and error recovery [[205]. Watermarking can also be usedtaganographythe art of
covert communicatiarRecently, it has been revealed that steganogrphic watksmaae used by

terrorist organizations like Al-Qaeda to coordinate tlaeitivities [GFO7].
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1.1. DIGITAL WATERMARKING 4

1.1.2 Trade-Offs

In a watermarking system, there is a complex trade-off betvtbree conflicting parameters: data pay-
load, fidelity and robustness. The balance among these pteesepends on the intended application

of the particular watermark.

e Payload: The payload of the watermark is the amount of informationteimms of number of
bits, carried by the watermark. The payload of the waterndaends on the application. For
example, in the copy control applications, a data payloadofbits can encode three messages:
copy-never, copy-once and copy-alwaybe copyright protection applications require informa-
tion about the owner, the year of copyright and the permissgranted. This roughly requires
60 — 70 bits of information to be embedded in the host data [FG99 {PRor the fingerprinting
applications, the payload depends on the number of cussoner applications like cable TV

and DVD distribution, the potential customers can be as naa@iy ~ 100 million [HWO06].

e Fidelity: The fidelity of the watermark refers to the perceptual siniebetween the water-
marked and the host data [CMBO01]. The distortion introducedheywatermark-embedding
process should be minimized so that a good fidelity is maiethi That is, a human observer
should not be able to notice the changes due to watermarkdstimgeas long as the data is not

compared with the host data.

e Robustness: The robustness of the watermarking system is the abilithefwatermark detec-
tor to extract the watermark after the watermarked datalifested to some modifications, even
if its perceptual quality is degraded . The modifications rbayan unintentional or an inten-
tional attack to remove the watermark. The common unireatimodifications include signal
processing operations like digital-to-analogue (D/A) andlogue-to-digital (A/D) conversions,
filtering, compression and noise addition. There are varioientional attacks aimed at removing
the watermark, which are discussed in detail in the later gfathis Chapter. It should be noted
that the required robustness of the watermarking schenmplgation dependent. For example,
in copyright protection or copy control applications, thatermarking scheme should possess
good degree of robustness. However, the fragile watermas&d in the content authentication
should not be robust, i.e., the watermark should not suamyemodification to the watermarked

data.
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1.2. VIDEO WATERMARKING 5

If the embedding strength of the watermark is increased toease the robustness, the fidelity of
the watermark is compromised. Similarly, an increase inpndoad of the watermark results in the
reduced robustness. Thus, the three parameters of payidelity and robustness are of conflicting

nature.

1.2 Video Watermarking

In the early stages of video watermarking research, the tnama was to re-use the techniques devel-
oped for the more mature still image watermarking. In thggg@aches, the video is considered as
a sequence of still images and image watermarking is apmiesach frame independently [DD03a].
The additional temporal domain offers a larger signal sppaceideo watermarking. This could be ef-
fectively exploited for increasing the payload or reduding visual impact. One important difference
between the still image watermarking and video watermarldgrthat the latter often imposes real-time
or near real-time constraints on the watermarking systeK9f.

There are many video specific watermarking schemes propodigetature. These schemes can be
broadly categorized into two groups. The first category st&®f the watermarking schemes devel-
oped for uncompressed or raw video sequences whereas tbenasikting schemes developed for the
compressed sequences belong to the second category. Tavariglsubsections describe some of the

major works in each category.

1.2.1 Watermarking of Uncompressed Video

In [HG98], Hartung et al. proposed one of the pioneering m@s$tfor watermarking of uncompressed
video. The video sequence to be watermarked is first cordvésta 1-D signal by scanning the frames
in a line-by-line manner. The watermark message, spreddangfiven chirp-rate and modulated with
a binary pseudo-noise sequence is then added to the lineestaideo signal. Finally, the resulting
signal is rearranged to obtain the watermarked video segudrhe detection process employs a simple
correlation detector. The watermarked sequence is linarsd in the same fashion as in the embedder
and then demodulated with the pseudo-random noise sequénceach of the watermark message
bit, the demodulated signal is summed over the correspgrspreading window and the sign of the
summation gives the decoded bit. Since the host video isssat in the detection process, the correlator

output may be affected by the cross-talk between the hosthendiatermark. The authors of [HG98]
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1.2. VIDEO WATERMARKING 6

propose to minimize the cross-talk by spatial high-pasariiity of the watermarked sequence before
computing the correlation.

A video watermarking system for broadcast monitoring, ezhiihe JAWS (Just Another Water-
marking System), has been proposed by the researchersHeolRhtlips corporation [KDHM99]. This
scheme embeds a fixed watermark pattern in the consecudie§ of the video. The basic building
block of the watermark is geference patterof size128 x 128 pixels, drawn from a white Gaussian ran-
dom process using a secret key. For each bit of the hidderagess reference watermark is generated
as the difference between the reference pattern and itealglshifted version according to the mes-
sage bit. The reference watermark is then tiled to genenatevatermark for the whole video frame.
In order to minimize the visual distortion, the watermarlb®embedded in each frame is perceptually
shaped according to a local activity measure and compuied asspatial high-pass Laplacian filter.
Finally, the perceptually shaped watermark is scaled wilohal scaling factor and added to the host
frames to generate the watermarked sequence. The watedetadtor is a correlation detector. Also,
a pre-filtering step is used in the detector to reduce thesaalk between the host and the watermark
frames. The detector is designed so that any spatial shiftarwatermark frame does not affect the
watermark detectability. This is achieved by using the sytnital phase only filtering (SPOMF), a
detection method originally proposed for pattern recagnit In a subsequent work [TS\00], the
watermark detector is modified to achieve robustness tmgcal

Another approach in the watermarking of uncompressed segses to consider the video as a
3-D signal and embed watermark in theD transform domain. Mang-D transforms like the Dis-
crete Fourier Transform (DFT), the Gabor transform and tla@elet transform have been investi-
gated [DCRP99, ZWHO04, CNO5]. This approach is motivated by th@awed visual quality and the
increased robustness. However, these advantages aredzalahced by the increased computational

and memory requirements.

1.2.2 Watermarking of Compressed Video

The main advantage of watermarking the compressed vidbatiite watermark embedder can process
the compressed stream which has a much lower data rate taamtiompressed video. Further more,
such an approach does not require the re-compression véxcmiputationally demanding. The state-
of-the-art video coding techniques use a combination optkéictive coding and the transform coding

to exploit the spatio-temporal redundancies present iwvitheo sequences. The coded stream consists
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of the coded motion vectors, and the transform coefficiemighvare coded using the variable length
codes (VLCs). Depending on the modification to the coded stseghe compressed-domain water-
marking schemes can be classified into three groups. In 8teapproach, the watermark embedding
algorithms modify the motion vectors in the compressedastre The second group, the watermark
embedding is done directly in the VLCs. The third and the moguar approach is to embed the wa-
termark in the transformed coefficients obtained by deapthie VLCs. Note that there are algorithms
in which the coded sequence is completely decompressedipiive watermark embedding [DSR98].
These techniques, even though operate on the compressa] vahnot be classified as compressed-
domain watermarking.

In [JKE97], a watermarking scheme that embeds the infoonatito the motion vectors has been
proposed. The motion vectors are pseudo-randomly quantizenforce a parity rule. For example,
the horizontal component of the motion vector is quantizedrt even value if the message bit to be
embedded i$), and to an odd vale if the bit i5. For visibility constraints, only the motion vectors
from the smooth areas are altered. The embedded waternraldeaatrieved directly from the motion
vectors of the watermarked stream. However, if the watekethsequence is decompressed, it has to
be recompressed for retrieving the watermark. Other wateiimg schemes operating on the motion
vectors have been proposed [ZLZ01,BLDO03]. The main drawbé&thkis approach is that, it is difficult
to predict the impact of modifying the motion vectors on tleggeptual quality of the watermarked
sequence. As a result, this approach, even though quitdesiimgs received little attention.

Langelaar [Lan00] develops a watermarking technique byifyiod the VLC codewords in the
MPEG stream. In this scheme, the least significant bits (LSBgected VLCs are changed in such a
way that their quantized level is equal to the watermark ags®it. The VLCs for watermark embed-
ding are chosen such that the perceptual quality of the segue not affected and the MPEG stream
keeps its original size. The main advantage of this scheitel®myv computational requirements which
is highly desirable in real-time applications. Howeveg trawback is that the watermark embedding
and detection are completely dependent on the structuteafdmpressed stream. So this watermark-
ing scheme is not robust to transcoding, i.e., the waterrnarkbe removed by decompressing the
stream and then recompressing it at a different bit-rate.

In [HG98], Hartung and Girod propose a spread-spectrum rwetkking scheme for MPEG-2
coded video. A pseudo-noise signal is generated with a tskeyeand modulated by the message
bits to generate the watermark. The watermark is ther8 block DCT transformed and added to the

non-zero DCT coefficients obtained by the partial decodinthefMPEG-2 coded host sequence. A
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1.3. ATTACKS ON WATERMARKING SYSTEMS 8

rate control mechanism ensures that the bit-rate does or@ase as a result of watermark embedding.
In the watermark detector, the sequence is first decommteswmtthen a correlation-based detection
method is employed. Another compressed-domain waternddheme, called the DEW (differential
energy watermarking), has been proposed in [LLO1]. Thersehs based on enforcing an energy dif-
ference on the high frequency DCT coefficients on selecteckbloFor each bit of the message to be
embedded, a set af8 x 8 blocks are pseudo-randomly chosen from the video framelsrddivided
into two subsets of equal size. A typical valuerovaries between6 and64. The energy of the high
frequency DCT coefficients in one or other subset is reducek that the sign of the energy difference
is equal to the message bit. The energy is reduced by discgttaie high frequency DCT coefficients
below a cut-off point in the subgroup obtained by a zig-zeapsg. The watermark message bit can
be retrieved by simply measuring the energy difference éetvthe DCT coefficients in the subgroups,
selected in the same way as in the encoder. Though the schasneriginally proposed for intracoded
frames in the MPEG-2 stream, it is later extended for the-oteled frames as well [SLO1].

Most of the proposed compressed domain watermarking schareespecifically designed for the
sequences coded using MPEG-2, the most widely used conmrestandard. Some watermarking
schemes have been proposed for sequences coded using mameexticompression standards like the
MPEG-4 [HEG98, ALC03, BBCO05] and the H.264 [NM07, ZHQMO7].

1.3 Attacks on Watermarking Systems

A digital watermarking system when deployed in securityatedl applications like copy control and
fingerprinting, is likely to undergo many hostile attacks.lofof research effort has been devoted to
benchmarking and improving the robustness against commgoalgprocessing operations like filter-
ing, lossy compression and noise addition. However, ongvwaworks have evaluated the impact of
malicious intelligence, i.e., the ability to survive théagks of a hostile adversary on the watermarking
system. Within the watermarking community, this is regdrdse an additional specification, known as
thesecurity to highlight the difference with robustness requiremantsch deal with non-hostile data
manipulation [DDO05]. The first attempt to make a clear digtion between the watermark security and
the robustness was by Kalker [Kal01] with the following défons:

“Robust watermarking is a mechanism to create a communigai@nnel that is multiplexed into the
host data such that the perceptual degradation of the madkea with the original data is minimal and

the capacity of the channel degrades as a smooth functiomeadegradation of the marked content”.
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“Watermark security refers to the inability of unauthorisasers to either (i) remove, (ii) detect and
estimate, (iii) write, or (iv) modify the original watermarkassage™.

Security evaluation has recently received an increasitggast in the watermarking research com-
munity [BBFO3, Fur05, PTWO06]. In particular, theoretical sagihave been conducted to measure how
much information about the watermark can be gained by aclatdCFF05, PFCPGO05, CPFPGO05].
The increasing interest on this topic is evident from the benof special sessions organized on these

topics in recent conferences [BBF02, BPG05a, BPG05b, PGFO05].

1.3.1 Attack Classification

There are many different classifications of the watermarkittacks proposed in literature [PAK98,
VPP"01, Kal01, DD05]. Following [DDO05], the attacks can be bryadassified into two groups:
attacks on robustnesandattacks on security The main properties that distinguish these two attack
categories are thimtention of the attack and the knowledge about the watermarking sygtat the
attacker exploits [DDO5, Fur05]. The robustness attacksammon signal processing operations like
lossy compression and denoising which are generally netded to remove the watermark. The secu-
rity attacks on the other hand involve pirates whose interis to defeat the watermarking system. The
robustness attacks are blind in the sense that the attackemibt use any knowledge about the water-
marking system. But in the security attack, the attackergysame knowledge about the watermarking
system that could be effectively exploited to defeat it.

The attacks on robustness can be further divided into twapgg:asynchronousndasynchronous
attacks. Synchronous attacks include common signal psogesperations like A/D and D/A con-
versions, filtering, lossy compression and noise additibhe asynchronous or geometric attack is
accomplished by geometrically transforming the watermdrllata. Since each point in the water-
marked data is associated with a given bit of the watermark,ggometrical transformation results
in desynchronization in the watermark detector and renithersvatermark undetectable. The spread-
spectrum watermarking schemes which employ a correlagtectbr is particularly vulnerable against
this attack. In addition to the spatial transformations,\tldeo watermarking schemes may be affected
by temporal desynchronization operations like frame-chi@nging, frame dropping, frame swapping
and frame insertion [LD04].

Depending on the knowledge about the watermarking systatbthle attacker exploits, the secu-

rity attacks can be divided intoryptographicand protocol attacks. In the cryptographic attacks, the
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attacker gains some knowledge about the embedded watepriarko the attack. Main attacks in
this category include the brute force search, the orackelgtthe copy attack and the collusion attack.
In the brute force search method, the attacker aims to findebeet key used in the watermark em-
bedder by trying all the possible keys. The basic idea betnadracle attack is to iteratively modify
the watermarked data with the help of publicly availableesatark detectors, until the watermark be-
comes undetectable. In the copy attack, the attacker d@stntlae watermark and then inserts it into
another unwatermarked content. The collusion attack,kaisan as the statistical attack, gathers dif-
ferent watermarked contents and combines them to removentibedded watermarks. This attack is
further detailed in the following section. The protocokatt exploits some general knowledge about
the watermarking system and the main attacks in this cafegerthedeadlock attacland themosaic
attack The deadlock attack is concerned with the copyright ptme@pplications of watermarking.

If an attacker embeds his own watermark in a watermarkedeatrthe watermarking detectors cannot
determine which watermark was added first and this leads tadldck regarding the the ownership
of the content. The mosaic attack is aimed at automatedrseagines which download the images
from the Internet and check weather they contain any waterfifAK98]. The watermarked image
is divided into sub-images such that the watermark is natadable from the sub-images. These sub-
images are stored in a suitable sequence in the web page. Wanage is rendered, the sub-images

stuck back together.

1.4 Collusion Issues in Video Watermarking

Among the attacks on watermarking systems, the one thatdwasved probably the most attention
is the collusion attack. In the collusion attack, a set ofionalis users combine their watermarked
contents to obtain a watermark-free copy [DD03a]. The sidin attack was first investigated in the
case of still images and two types of collusion attacks haenbdentified. The first type of collusion
attack is possible when the same watermark is embedded iffeoedt copies of different contents,
for example, the watermarks for copyright protection. Atineate of the watermark can be obtained
from each of the watermarked copies and the individual egésare then combined to obtain a refined
estimate [VPHO0O0] of the watermark. This refined estimate can be used to vertiee watermark.
The second type of collusion is possible in the fingerpronapplications where different copies of the
same content carry different watermarks. From a linear afinear combination of these copies, it is

possible to obtain an unwatermarked copy of the content [ZWSYLO
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The video watermarking is vulnerable to two types of cobhasiinter-videoand inter-frameor
intra-videocollusion. In inter-video collusion, copies of the sameeadvith different watermarks or
different videos with the same watermark are combined. @rother hand, in inter-frame collusion,
an attacker collects a number of frames from a single vidgoesgce combines them to remove the
embedded watermark. The inter-video collusion requirescibllaboration of a group of attackers
whereas the inter-frame collusion requires only a singfg/ad the video.

Two approaches have been proposed to counter the collusamksiin fingerprinting applications.
The first approach usesllusion-resistant fingerprintl8S98, WTWLO04]. The watermarks embedded
into different copies of the same multimedia content aregthesl such that it is possible to identify
at least one of the attackers from the colluded copy. In tkersstapproach, the watermarked copies
distributed to different customers argensionally desynchronisesib that the perceptual quality of the
colluded copy is significantly degraded [CST04, MMO5].

The danger of inter-frame collusion in video watermarkingswirst addressed by Swansen
al. [SZT98]. They proposed a watermarking scheme based on thieresolution temporal decompo-
sition of the video. The watermark generated by this schemsists otemporally statiamanddynamic
components. Kundur et al. [SKHO02] further investigatedgheblem and proposed an embedding rule
for inter-frame collusion-resistant watermarking. Aatiog to this embedding rule, the watermark
embedded into a pair of frames should be as correlated a®thesponding host frames. In a recent
work, Doerret al. [DD0O4a] showed that this embedding rule is not enough toantee the robust-
ness to inter-frame collusion. They have shown that theanatiformation in the video sequences
can be exploited to devise more effective inter-frame eodln attacks. They proposed a new inter-
frame collusion attack, thikame temporal filtering after registratio(FTFR) to remove uncorrelated
watermark samples embedded along the motion trajectddB93b]. Subsequently, a novel video
watermarking strategy, referred tomstion-coherent watermarkingas been proposed to counter the
FTFR attack [DD04a]. In this watermarking scheme, the waéek iscoherentwith motion in the host

frames and hence possess a good degree of robustness HgaFEER attack.

1.5 Motivation of the Present Work

The inter-frame collusion is a powerful attack against nobste existing video watermarking schemes.
The real danger of the attack is that unlike the inter-videkusion; it requires only a single copy of

the watermarked sequence to perform the attack. Howevgrfexm works have investigated the inter-
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frame collusion and its countermeasures. In particulationecoherent watermarking remains largely
an unexplored area. The objective of the thesis is to inyatgtihow the motion information in the video
sequence can be exploited to improve inter-frame collugrmhdesign motion-coherent watermarking
to counter such collusion attacks. Keeping in view this otdye, the thesis proposes a new inter-frame
collusion attack, two motion-coherent watermarking sceemnd a computationally efficient tool to

assess whether a given video sequence contains any motioherent watermark.

1.6 Outline of the Thesis

The organization of the rest of the thesis is as follows:

In Chapter2, we investigate how to improve the performance of the ifreme collusion attack by ex-
ploiting the motion information in the video frames. The pte proposes a nemotion-compensated
frame temporal filtering attackDetailed analytical and experimental results are presetat demon-
strate the effectiveness of the proposed attack.

Chapter3 focuses on developing computationally efficient motiohe@nt watermarking schemes
for compressed videos. The chapter first reviews the egistimermarking schemes which uses the
motion information, including the motion-coherent waterking schemes. The inter-frame collusion
resistance properties of the existing compressed-domai@rmarking schemes are also analyzed. The
chapter proposes two compressed-domain motion-coheegatiwarking schemes. A detailed analysis
of some important features of the motion-coherent watekingrschemes is presented.

Chapter 4 presents a novel tool for assessing the motion-@otyein the watermark. We propose a
simpleoracle, which accurately reports whether a given watermarkedesgzpicontains any motion-
incoherent watermark component or not.

Chapter5 summarizes the main contributions of the thesis and suggdstv tracks for further inves-

tigation.
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Chapter 2
Motion-Compensated Inter-Frame Collusion

In the early developments of video watermarking, the reseaommunity did not pay much atten-
tion to the importance of the temporal dimension in the vidés a result, the inter-fame collusion
attack was evolved as a threat to the video watermarkingsebe The inter-frame collusion attacks
have been shown to be very powerful to defeat the most conynseld video watermarking schemes,
in particular the frame-by-frame watermarking strategi&sbsequently, many watermarking schemes
have been proposed to counter the inter-frame collusioreor@tical studies were also conducted to
define the required properties of the watermark to counteselattacks. However, these studies ig-
nored another important and distinguishing feature of tidew sequenceshe motion information
Lately, it has been shown that the motion information in teguences can be exploited to design a
motion-compensated inter-frame collusion attadlis attack is more effective against many water-
marking schemes including the existing inter-frame catingesistant ones. This chapter investigates
the motion-compensated inter-frame collusion and prapose such attack. The chapter first reviews
the basic inter-frame collusion attacks and their counéasures. The motion-compensated inter-frame
collusion attack is then investigated. Finally, the pragabattack is presented along with the theoretical

analysis and experimental results.

2.1 Inter-Frame Collusion

2.1.1 Basic Attacks

The basic idea behind the inter-frame collusion attack esetkploitation of the redundancy, either in

the host video frames or in the embedded watermark, to egtithhe redundant component. Depending

13
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on the redundancy, two types of inter-frame collusion &gare possible Type landType lIcollusion
[DDO3a].

Type I: Watermark Estimation

Due to the fidelity constraint, most watermarking schemebeshthe watermark in the spatial high-
frequency components of the host video signal. As a resuledch video frame, it is possible to obtain
a rough estimate of the underlying watermark in each frameekample, by computing the difference
between a watermarked frame and its low-pass filtered versize can obtain a rough estimate of the
watermark. Each individual estimate is not accurate enaagtompromise the performances of the
detector. However, if the watermark is temporally redunidiais possible to obtain a refined estimation
of the watermark by combining these uncorrelated individygroximations [HMYO00, SKHO2]. Re-
modulating this estimated watermark is then usually endoglefeat the detector. This baseline attack
is referred to asvatermark estimation and remodulati¢wER) [VPH"00]. In this case, the tempo-
ral redundancy of the watermark signal is exploited to aegsome knowledge about it from several
uncorrelated observations. This strategy is most effeatilien correlated watermarks are embedded
within visually dissimilar frames, e.g. the key-framesira video. It should be noted that this baseline
attack can be extended to more complex watermarking steategor instance, it is possible to estimate
a finite set of watermark patterns or even a low-dimensior@émnmarking subspace [DD04b]. Recent
theoretical studies have added more support to these eadpiesults. Using information-theoretic
tools, they quantify how much information about the watetteaks through several observations and

how many observations are required to defeat the system [EPHRCPGO05, CPFPGO05].

Type II: Host Signal Estimation

In contrast with the previous attacks, the idea here is tdo@xiie temporal redundancy of the host
video frames. In other words, this attack is relevant whesuaily similar watermarked frames are
available, e.g. successive frames from the same sequendeed, if successive video frames are
carrying uncorrelated watermarks, it is possible to edentize original host video frames by applying
a low-pass temporal filter [DCP00, SKHO02]. This attack is gatg known asrame temporal filtering
(FTF) attack [DD03b] which is mathematically presentedhel

Consider a sequence of; frames each of siz&/; x N,. Suppose\ = {(ny,ns)| (n1,n2) €

72,0 <ny; < N;—1,0 < ny < N,— 1} be atwo-dimensional grid of points representing the porsiti
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of pixels in the frame andy[n|, ¥ = 0,1,--- , Ny — 1 andn € A} be a sequence of watermarked

video. The FTF attack is given as
yi[n] = F(Yy), Y, = {yin],0<|i—k|<L/2} (2.1.1)

where F(-) is a temporal low-pass filter, is the width of the filtering window angt,[n] is the kth
attacked frame. In the case of the simple frame averagiaglkattith an odd temporal window width,
we get

yk[n]:%zyi[n], 0<|i—k|<L/2. (2.1.2)

Let{wy[n|, £k =0,1,--- , Ny—1andn € A} be the sequence of frame-by-frame additive watermarks.
Further, assume that each watermark framén| consists ofindependent and identically distributed
(iid) Gaussian random variables with zero mean and uniamag. Then the watermarked framgn)|

can be represented as
yi[n] = xx[n] + awg[n], wi[n] ~iid V(0,1), k=0,--- ,Ny—1 (2.1.3)

where« is a constant scaling factor, known as #mabedding strengttSubstitutingy,[n| from Equa-

tion (2.1.3) in Equation (2.1.2) results
. 1 1
yi[n] = T EZ x;([n] —l—az EZ w;[n] . (2.1.4)

If the watermarks embedded in different frames are stediltyi independent of each other andis

large, then (2.1.4) can be rewritten as,
. 1
yilnl ~ 7 3 xiln] (2.1.5)

The width of the temporal window used for filtering is limiteg the dynamic content of the video
sequence. Iistatic scengslarge window widths can be used without degrading the Viguality of
the attacked video. If the video frames contain camera maial/or moving objects, severe blurring
and ghosting artifacts are likely to occur. Hence a lowerdeim width should be used to preserve the
visual quality of the attacked video. However, this alsaueas the efficiency of the attack. The FTF

attack is more effective in frames fronstatic scene&arrying uncorrelated watermarks.

2.1.2 Countermeasures to Basic Attacks

The pioneering work in collusion-resistant video waterkirag was done by Swansaat al. [SZT98].

They argued that a watermarking scheme is collusion-esgiginly if the embedded watermark is
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statistically invisible Based on this principle, they proposed a collusion-resist@eo watermarking
scheme using thiemporal wavelet transforffWT). The video frames are segmented into scenes and
the TWT is applied to the frames from each scene. The watermarttded to the temporal wavelet
frames using the frequency masking and spatial maskingeptiep of the human visual system to
increase the robustness of the watermark. The inverse raimwavelet transform is then applied
to get the watermarked frames. The watermark is a combmatidemporallystatic and dynamic
components. The portion of the watermark embedded in thpdeathlow-pass frame exists in all the
frames in a scene, whereas that embedded in the high-pasesfiatemporally localized. Thynamic
part of the watermark will prevent Type | collusion and #tatic part will survive Type Il collusion.
The correlation between two frames is a measure of the tatatisimilarity between the frames.
Based on this fact, Kundwet al. [SKHO5a] proposed a basic embedding rule for collusiomstast

video watermarking given as
p(wi[n], w;[n]) = p(x;[n], x;m]),  V(i,j) € {0,1,--- Ny — 1} (2.1.6)

wherep is the correlation coefficienty; is the watermark embedded in tié host framex;[n]. In
other words, the embedded watermarks should be as cod@lstée corresponding host video frames.
Based on this embedding rule, Kundairal. [SKHO5b] proposed thspatially localized image depen-
dant (SLIDE) video watermarking scheme. In this scheme, the maek is embedded in spatially
localized sub-frames centered around a set of image depeadehor points. The anchor points are
selected in such a way that, given two frames, the cardynaflithe intersection set of the anchor points
is directly proportional to the correlation between therfess. As a consequence, the pair-wise correla-
tion between the watermarks will be proportional to thatssn the host frames and the watermarking

scheme achieves the inter-frame collusion-resistance.

2.1.3 Frame Temporal Filtering After Registration (FTFR)

It is clear from the previous discussion on the FTF attack(#@avhen the video frames contain moving
objects, the FTF attack will not succeed without severeattgjion in the quality of the attacked video
and (b) the FTF attack will not be successful if the waterrmatbedded in the frames are highly
correlated (e.g. a fixed watermark in all the video frames)ndvre effective FTF attack is possible
by exploiting the motion in the video frames. Such an attaeked theframe temporal filtering after

registration(FTFR), has been proposed by &oet al. [DD03b]. The basic idea behind this attack is

to compensate camera motion before the temporal filteringhBvatermarked frame is registered with
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a reference frame before the temporal filtering. The atiflemey,[n] is, therefore, given by
yiln] = F(Y5) (2.1.7)

whereY;, = {ygk) n],0 <|i—Fk|< L/2} andygk) [n] is theith watermarked frame after registration
with the kth frame. The reported experimental results show that edibgadeither a fixed watermark
nor an uncorrelated watermark in each frame will surviveRIER attack (except for the frames from
a static scene carrying the same watermark in all the frames)

In addition to the camera motion, the motion of the objects aleeds to be considered for frame
registration. Using a complex motion model, &pet al.[DD04a] extended their previous work to a
more effective collusion attack. In this attack, the backapd of a given frame is replaced with one
estimated from the neighboring frames. First, the movingab in the given frame and the neigh-
boring frames are separated from the background using & \ddgct segmentation technique. The
resulting background frames are registered with a referéraane and averaged to get an estimate of
the background of the target frame. For registration of #xekground frames, a first-order polynomial
motion model is used. This model involves th@om factoy 2-D rotation angle 2-D translationand
the co-ordinates of the optical centaf the camera. Prior to registration, the model parameteys a
estimated for each frame. Finally the objects in the tangehé are inserted back into the estimated
background to get the attacked frame. To counter this FTERtthey have proposed a background
watermarking scheme in which the camera motion is compeddsfore embedding the watermark.

Motion in video sequences is due to both the camera motiontlaanotion of the objects. In
the FTFR attack, only the camera motion is exploited. Théi@oiof the watermark embedded in the
moving objects will not be affected by the attack. So, the R'Eftack is less effective when moving
objects occupy a considerable part of the video scene. #&nalfawback is its high computational

complexity particularly when the video scene contains demmotion or multiple objects.

2.2 Proposed Attack

In pursuit to develop a more effective FTF attack, we progosapply temporal filtering by using the
motion-compensated redundant temporal wavelet trans(dt@-RTWT). The MC-RTWT is a special
case of the motion-compensated temporal wavelet trangfd@TWT), which is used in video coding
techniques [OdSWO04]. The following subsections first expthie motivation in choosing the MC-
RTWT and then present the proposed attack.
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2.2.1 Motion-Compensated Temporal Wavelet Transform

The three-dimensional wavelet coding of video has been twearea of research as an alternative to
the conventional hybrid coding techniques [CW99]. In thisrapph, the transform coding is extended
to the temporal direction by applying the discrete wavebaisform (DWT) along the temporal axis. In
the three-dimensional discrete wavelet transform (3D-DWa9ed scalable video coding techniques,
the low-pass temporal wavelet frames are used to reprdsenétluced frame-rate video. If the video
scene contains moving objects, it will introduce ghostingfacts into the temporal low-pass frames
and substantial energy coefficients into the high-passdsarhis results in the reduction of the coding
efficiency and the visual quality of the reduced frame-rade®. This is because of the fact that motion
in the video frames is not considered during the temporafiily. These drawbacks can be reduced if
the TWT is performed along the motion trajectories [STO3]e Tésulting transform is known as the
motion-compensated temporal wavelet transfkC-TWT).

The MC-TWT can be implemented using tlransversalor thelifting-basedapproach [Kon04].
The lifting scheme is an efficient way of implementing the alat transform [DS98]. It divides the
wavelet transform into a set @redictionandupdatesteps. In addition to low computational com-
plexity, the lifting-based approach can incorporate anyiomomodel (local or global) with sub-pixel
accurate motion [STO03].

Following the notation used in [STO3], supposé,_.;(n) denote a point in the framg, which has

moved to point in the framey;. Then
Mj_;(n) = n+ An, neA
whereAn is themotion vectorassociated with the pixel in the framey;. We can now write
Vie[Mi_i(n)] = yi[n + An] = y;[n], neAl.

Depending on the precision of the motion model, the pdifyt .;(n) might not belong to\. Spatial
interpolation is used to obtain the intensity values of ssudh-pixelpoints.
For example, one-level MC-TWT decomposition of a video seqeémy[n|} using the Haar filter

can be implemented by the following lifting steps

Prediction step :  hi[n] = yari1[n] —ysz%%Hl(n”} k=01 (Ng/2) =1
s =Y Ly f B

Update step :  li[n] = yo[n] + %h}c [Mog 12 (1))
(2.2.1)
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whereh; [n] andl;[n] denote the high-pass and low-pass temporal frames resglgctiThe corre-

sponding reconstruction lifting steps are given by

— ll - lIl1 M —
Vool = Lilod = 5[ Maicn %m”}, k=01, (Np/2) - 1. (2.2.2)
Yoe+1[0] = hy[n] + yo [Mop_op41(n)]
Similarly, the prediction and update lifting steps for th€MWT using the 5/3 bi-orthogonal wavelet

are given by

hxlg [n] = }’2k+1[n] - %(Y%[M%—»zkﬂ(n)] + Yok+2 [M2k+2—>2k+1(n)]>
Lin] = ya[n] + §(hj_  [Mag1or(n)] + hj[Mag 1ok (n)])

}, k=01, (N;/2)—1
(2.2.3)

and the corresponding reconstruction lifting steps are

yarn] = 1i[n] — 5 (i) [Mop_1—ox ()] + by [Mag 12 (n)])
Yort1[n] = h}c n] + %(}’Qk [Mog—ops1()] + Yorio [M2k+2—>2k+1(n)])

}, k=0,1,---,(N;/2)-1 .

(2.2.4)
Note that the MC-TWT with the Haar wavelet usesidirectional motion-compensated prediction
where as that with the/3 wavelet usebidirectionalmotion-compensated prediction.

If the MC-TWT is applied along th&rue motion trajectory, the resulting low-pass temporal frames
will have high visual quality. But there are places like scehanges and occluded/uncovered regions
where any motion model must necessarily fail. When the motiodel fails to follow the true motion
trajectory, the energy in the temporal high-pass frame®ases and the subsequent update step adds
these high energy coefficients back into the temporal logsii@ames. This causes ghosting artifacts in
the low-pass temporal frames. Thus, there exists a dirkttarship between the ghosting artifacts in
the temporal low-pass frames and the energy in the tempialgass frames. A method for reducing
the ghosting artifacts from the temporal low-pass framaddegn proposed in [MTO03]. In this method,
the update lifting steps are weighted according to the gnierghe temporal high-pass frames. The
normalized energy in the temporal high-pass frames are ethjgpanupdate weightvith a decreasing
function of energy. In the lifting step withdaptive updatethe values added to the even-numbered

frames are multiplied with these weights.

Motion-compensated Redundant Wavelet Transform

The number of low-pass frames obtained after the MC-TWT deositipn of a sequence depends on

the level of decomposition. To obtain the same number ofpass frames as that of the sequence, the
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down-sampling operation in the DWT can be avoided. The resukédundant discrete wavelet trans-
form (RDWT) is anovercompleteepresentation of a signal [She92]. The RDWT is a shift-irasatri
transform and each resulting subband output is of the sareeasithat of the input signal. The latter
property is exploited in the proposed attack. The two-dism@amal RDWT (2D-RDWT) has been used
in applications like denoising, edge detection, and 3-eweidoding [GKF02, SH97, WCFO03]. It has
also been used in image watermarking and shown to be morestrabbeompression attack than its
critically sampled counterpart [PFO5].

Similar to 2D-RDWT, the MC-TWT introduced in the above subsectan also be made overcom-
plete by removing the downsampling operation. We denoteahithenotion-compensated redundant
temporal wavelet transforMC-RTWT). For example, ar.-level MC-RTWT decomposition using

the Haar filter can be obtained by the following iterativénif steps:

cgn] = yxm], k=01 N;-1
d ] { chn] — ¢ (M2 ()], =2 2L N md o o)
Ci i1 [D] — € i [My_gi_j_gir1(m)], k=NgNp+1,--- Ny —142
ci'n] = ci[n]+ %dgl? My oi p(m)], k=0,1,--- ,N;—1 (2.2.6)
wherei = 0,1,---,L — 1 anddi[(n)] andci[(n)] are respectively thé temporal high-pass and

low-pass frames of théh level decomposition. Note that the second line of Equé#i®2.5) accounts

for the boundary values.

2.2.2 Motion-Compensated Frame Temporal Filtering (MC-FTF) Attack

We propose an extended FTF attack, calledrti@ion-compensated frame temporal filterifdgC-
FTF) attack using the lifting based MC-RTWT. The following #ne motivating factors:

1) The low-pass temporal frames resulting from an MC-RTWT dgmasition are of high visual qual-
ity.

2) The lifting based MC-RTWT can effectively exploit both thentera motion and the object motion
by incorporating local motion estimation techniques.

3) The visual quality of the low-pass temporal frames camiggroved by using adaptive update step
in the lifting -based implementation of the MC-RTWT.

4) MC-RTWT gives the same number of attacked frames as thewatked video.
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In the proposed MC-FTF attack, the video frames are tempditidired using the lifting based MC-
RTWT. The low-pass temporal frames resulting from the MC-RTW& expected to have good visual
quality and these frames constitute the attacked video. aldg@ithm is performed in the following

steps.

Segment the watermarked video frames into scenes{y,¢h|, %k =0,1,---, Ny — 1} repre-

sent the watermarked frames from a scene.
Apply a suitable motion-estimation technique to find theiomtrajectories .

Select a suitable wavelet filter and decomposition lévelApply the lifting-based MC-RTWT
along the motion trajectories to get the low-pass frafegsn|, & =0,1,--- , N; —1}.

The low-pass temporal frames resulting from i decomposition level are thus obtained by low-
pass filtering of the watermarked video frames along theandtiajectories and expected to have good

visual quality. These frames constitute the attacked vatebare given by

yi[n] = ck[n], k=0,1,--- ,N;—1. (2.2.7)

2.3 Performance Analysis

In this Section, we analyze the performance of the propotadkain the case of the additive spread-

spectrum watermarking scheme given in Equation (2.1.3g fohowing assumptions are made in the

analysis.

Al) The motion model is of integer-pixel accuracy.

A2) The watermark embedding does not change the motion n&edte., the motion vectors estimated

from a pair of host frames are same as that estimated fronotinesponding watermarked frames.

A3) The watermark framegw,[n|} are statistically independent of the host frames.

If sub-pixel accurate motion model is used, then the premficind the update lifting steps in Equa-

tions (2.2.5) and (2.2.6) involve interpolation steps. Be,assume a motion model with integer-pixel

accuracy for mathematical tractability. Further, the Haavelet is used for simplifying the analysis.
Suppose the watermarked frames are decomposed up to oheflthheMC-RTWT using the Haar

filter. Then the high-pass temporal frames are given by

d,{:[n] = yi[n] = yr_1[Mji_1—i(n)]
= X;[n] + awg[n] — (xk_l[/\/lk_l_,k(n)] + awk_l[/\/lk_l_,k(n)D
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and the low-pass temporal frames are given by
1
ci[n] = yx[n] + §d11c+1[Mk+1ak(1’l)]

= xi[n] + awy[n] + %(Wk+1[/\/lk+1—»k(n)] — Wy, [Mk~k+1(Mk+1—>k(n))])

o (R M) = ¢ M (M a(n)]) (2.3.1)

If the motion model is invertible, i.eM._.,, (/\/lmﬂk(n)) =n,
1

crn] = xi[n] + - (Wk[n] + Wk+1[Mk+1ak(n)]> +5 (Xk—i-l[Mk—i-l—»k(n)] - Xk[n])

2 2
= xuln] + 5 (wiln] + Wi [Myr_a(m)]) = Sexenrn]

whereey, ,,,[n| = xi[n] — x,,[M,,—x(n)] is the motion-compensated prediction error. Under the as-
sumption of the composition of motion operators, ifef;, .1, (M, .1, (n)) = My, 1, (n), it can be
shown that the low-pass temporal frames resulting fioievel MC-RTWT decomposition are given
by
2L —1 1 2k —1
cy[n] = xx[n] + %(Wk ]+ > Wk+i[Mk+i—>k<n)]> + 2—L< > e [Mk+i—>k(n)])‘ (2.3.2)
=1 =1
If the motion model is able to capture the motion in the sceeréeptly, then the energy af; ,,,[n]
is zero under perfect imaging conditions. In such a sitmatincreasing the decomposition level
increases the visual quality of the attacked video (excepthife frames from a static scene carrying
repetitive watermarks). But in practical situations, no imoimodel will be able to capture the motion
perfectly. In general, as the temporal separation betweeframes: andk + ¢ increases, the energy of
the motion-compensated prediction ereql..;[n] also increases, there by reducing the visual quality
of the attacked video.
Let the detection of the watermark ben-blindand the detection measure be the normalized cor-
relation (NC) score between the extracted watermark fronattaeked sequence and the original wa-

termark. For thé&th frame, the normalized correlatiofCy, is defined as

NG, L] = xin], win) 233

a lwe ]|

wherey[n] is the attacked framé;) is theinner productand
lw[n][|* = (wi[n], wi[n]) . (2.3.4)

The watermark detected form the attacked frarhén Equation (2.3.2) is given by

NG, = Llettl —xlnl), wil) 235

lwe ]|
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Substituting the value af? from Equation (2.3.2) and using the additivity propertytef thner product

operator, we can obtain

il + 3 (M) w53 (vl il
NC, = — i=1 ' i=1
2z el
] ] Z<Wk+i[/\/lk+mk(n)]awk[n]>
SO = 2.3.6
2 P wilnll? 239

In the above e, ;[n], wi[n]) ~ 0 because the watermarks are statistically independentedfidist
frames.
In the following subsections, the dependency of attackgoer&nce on various factors like the

watermarking scheme, motion-modelling and the estimatetiom vectors are analyzed in detail.

2.3.1 Performance Against Different Watermarking Schemes

To analyze the dependence of the embedded watermarks ottahk performance, we consider the

frame-by-frame watermark embedding and the TWT-domainnveteking scheme [SZT98].

Frame-by-frame additive spread-spectrum watermarking

In the frame-by-frame additive spread-spectrum watermgrgiven in Equation (2.1.3), there are
mainly two embedding strategiesndependentvatermarks embedding amepetitivewatermark em-
bedding.

Independent watermarks embeddi{85 watermarking): In this case, the embedded watermaeks ar
statistically independent of each other. Thereferg, ;[M,., .r(n)] andw,[n] in Equation (2.3.6)
will be uncorrelated no matter the amount of motion. Thusdtiack will have similar effect as the
FTF attack on the detectability of the watermark. Howevertsual quality of the attacked frames
will be better than that of the FTF attack as the visually Emareas in successive frames are averaged.
Repetitive watermark embeddi§S-1 watermarking): In this case, the same watermark isdddx

in all the frames, i.e.w, = w, VYk. Then Equation (2.3.6) can be rewritten as,

L Z (WM yimk(n)], win])
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If the frames are from a static scene, il ; .x(n) =n Vi, n, then

2l—1
L i win)

Thus the proposed attack is not effective in frames fromcssaenes embedded with repetitive water-
marks. As the amount of motion in the frames increases, threlation betweerw [ M, ; .,(n)] and
wn] in Equation (2.3.7) decreases and hence the normalizedlaton reduces. Since the spread-
spectrum watermarks have very low spatial correlationsdw®nd term in the RHS of Equation (2.3.7)
depends only on the number of non-zero motion vectors andmtte absolute values of the motion
vectors. So, the performance of the proposed attack aghaSiS-1 watermarking scheme depends on

the moving areas in each frame.

TWT domain watermarking

In the TWT domain watermarking scheme, the watermark cansisstatic and dynamictemporal
components.

ye[n] = xi[n] + wi[n] = xx[n] + w'[n] + w[n] (2.3.9)
wherew![n| andw! [n] are respectively thetaticand thedynamictemporal components of the water-
mark. Substitutingv;[n] = (w'[n] + w’[n]) in Equation (2.3.6) and using the additivity property of

the inner product, we can obtain

W S (w M ()] wlnl) + (wh M ()], wh )
NC, & = + —=— 5 (2.3.10)
2" il + wh{al]

where thestaticanddynamiccomponents of the watermark are statistically indepenolegéch other,
i.e.,(w![n], wl'[n]) = 0,Vi. In a static scene, the watermark contains only the temigataitic compo-
nent @’ [n] = 0) and the MC-FTF attack will not be effective. On the other hand dynamic scene,
the performance of the attack depends on the motion confahteascene. The attack performance
on the static component of the watermark will be similar tattbn the SS-1 watermark whereas the

performance on the dynamic components will be similar to ¢inethe SS watermark.

2.3.2 Impact of Motion Modelling

In the above analysis, we have assumedihertibility andcompositiorproperties of the motion op-

erators. But motion models like the block-based ones do nfygahese properties. The impact of
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these properties on the performance of the MC-TWT based vidding has been extensively stud-
ied [BKZV05]. The prediction and update steps in the liftingsed the MC-TWT require the estima-
tion of forward and backwardmotion fields. Independent estimation of these motion fiélois the
corresponding frames will result in tmeotion inversion error So, in all practical implementations of
the MC-TWT based video coding, one motion field is estimatedthaadther is derived from it using
motion inversion techniqug€W99, Kon05] to reduce the motion inversion error. Usually thotion
field for the prediction step is estimated and that for theabpdtep is obtained by inversion. Many
motion inversion techniques likeollinear extension, neighbour-frame-comnd nearest-neighbour
motion inversiorhave been proposed for the lifting-based MC-TWT [Kon05].

Consider the one level MC-RTWT decomposition using the Haaeleawith sub-pixel accuracy

motion. If the sub-pixel interpolation is linear, then Eaa (2.3.1) can be rewritten as

chm] = xuln] + o (wifn] — WM (M s(0)]) + SWei1 M)
jl

4_5 <§k+1 [Miz1-x(n)] — %k [Mk—>k:+1(Mk+l—>k(n))]>

where thetilde notation is used to represent the spatially interpolatédegaat the sub-pixel points.
Note thatv:vk[n] represents the double interpolation (one during the ptiedistep and the other during

update step). The corresponding NC score is given as

NCy ~ 1 — %<€Vk[Mk—>k+l(Mk+l—>k(n>>]a Wi [n]>||-2|- (Wii1[Myy1_x(n)], wi[n]) |

[[w[n]
Thus the detectability of the watermark depends on the ledioa betweeW:Vk[Mka+1 (Mpy1—k(n))]
andwyg[n]. The correlation between these terms depends on the nurhpeets with motion inver-
sion error, i.e.Mj_;11(My1-x(n)) # n and the interpolation method used. As the number of pixels
with motion inversion error increases, the correlationsen these terms decreases. As a result, the

normalized correlation score increases.

2.3.3 Effect of Changes in Motion Vectors

In the MC-FTF attack, the attacker generally has to estinteertotion vectors from the watermarked
sequence. However, the attacker may have access to thenavetitors estimated from the correspond-
ing host sequence. For example, if the watermarked sequeicthe compressed format, the attacker
can obtain the coded motion vectors. We analyze the attad&rpgence with respect to the motion

vectors estimated from the host and the watermarked sequEocthe analysis, we consider the sim-

ple fixed size block-matching (FSBM) motion-estimation, wehthecurrent frameis partitioned into
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non-overlapping macro-blocks of equal size and for eacbkplthe best-matching block from thef-
erenceframe is calculated. In order to find the best-matching hl@c#tistortion measure such as the
mean absolute differen¢®AD) or the mean-square erro(MSE) is generally used. For simplifying
the analysis, the MSE is used here as the distortion measure.

Let x;, andx,, be respectively, the reference frame and current frame &drost the sequence.
Consider a macro-block in the current frame with the Setpresenting the corresponding pixel lo-

cations. The best-matching block in the reference framéasone which minimizes the distortion

function:
1
D*(m) = B (1, (0] — xp, [0 + m])2 (2.3.11)
neBb
wherem € {(i,j), —P <i,j < P}, P isthe maximum displacement a8l is the cardinality of

B. The motion vectorn, for the blocks is given as

m, = arg min D*(m) . (2.3.12)

m

Consider the estimation of the motion vector for the samekadier embedding an additive watermark
given in Equation (2.1.1). The estimated motion veaigy corresponding to the same block in the
reference frame is now given as

my = arg min DY (m) (2.3.13)

m

where

D (m) = %Z (¥2[n] = ¥, [0+ m])’

neBs

2L ((ng[n] — X, [0+ m]) + a(Wi,[n] — wy, [n+m]))2 . (2.3.14)

Since the watermark frames are independent of the host §ahecross-terms in the expansion of the

RHS of Equation (2.3.14) can be neglected and can simplified as

DY(m) ~ D*(m) + D% (m) (2.3.15)
where
Dw(m) = E ;B (Wk2 [l’l] - W, [Il + m])

Let us now consider the relation betweery andm;, for different watermarking schemes. In the
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case of SS-1 watermarking schemwe,( = wy,), it can be shown that

DY (m) = D*(m) +2a%, m#0
Bl D*(m), m=20

and

min DY (m) = min (DX(O), Dy(my) + 2a2> :

The motion vectomy, is now given as

i {0, (Dx(O)-— Dy(my)) < 20
m,, Otherwise.

Thus, a non-zero motion vector may becomeo when estimation is done from the watermarked
sequence. Thibiastowards zero motion vector will depend on the embeddinggtreof the water-
mark and the content of the block. It will be more prominenthia blocks insmoothareas where the
difference betwee, (0) and Dx(my) is generally small. Thus, if the motion is estimated from the
watermarked sequence, the number of zero motion vectarbevdlways greater than or equal to that
estimated from the host. As we have shown earlier, the N@pegnce of the attack against the SS-1
watermarking improves (NC value decreases) as the numbemszero motion vectors increases. So,
the NC performance of the attack will be better with the motectors estimated from the host se-
guence as compared to that with motion-vectors estimated fhe watermarked sequence. This fact
has been verified experimentally in the next Section.

In the case of the SS watermarking, we can obtain

D*(m) = Dy(m) + 20, V¥m
and

min DY (m) = D*(my)
Thus, there is no change in the motion vectors estimateddafa after the addition of SS watermark
(m{ = my).
2.4 Experimental Results

In order to evaluate the performance of the proposed ateagleriments are conducted on a number
of test video sequences. The results for Amibes Foreman Coastguargd Mobile and theStefan

sequences are reported. TAmatibesis a synthetic sequence created from a panoramic image with
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horizontal translation of pixels per frame from right to left. The other sequences tedard MPEG
test sequences. Each frame of f&ibesand theStefansequences is of sizi&2 x 240 and the other
sequences consist of frames of sk&@ x 288. The first64 frames from each sequence are used in the
experiments.

The performance of the attack is tested with the sequencegthasing two cases of the frame-
by-frame watermarking scheme given in Subsection 2.3.1w&8rmarking and SS-1 watermarking.
The embedding strengthof the additive watermark is chosen such thatgkek signal-to-noise ratio

(PSNR), defined as

N1 N2

52
PSNR= 101 a4t
0 0810 ( Nl N2 Z Z Z Yk nl’ n2 — Xk[nl ng})2>7 ( )

k=1 n1=1no=1

is around38 dB. The normalized correlation between the extracted watderitom the attacked se-
guence and the original watermark defined in Equation (2i8.8sed as the detection score. The
visual quality of the attacked video is evaluated in termshef PSNR performance of the attacked
sequence with respect to the host.

The watermarked video frames are subjected to the MC-FTEkatising the Haar filter. Two dif-
ferent motion-estimation algorithms are employed to abthe motion vectors. One technique uses
the simpldfixed size block matchiggSBM) with a block-size 016 x 16 and the MSE as the distortion
metric. The other technique uses thierarchical variable size block matchirglVSBM) technique,
with the macro-block size df4 x 64 and the block sizes down tbx 4 [CW99]. Motion compensa-
tion with integer-pixe) half-pixelandquarter-pixelaccuracies are considered in the experiments. The
intensity values at the sub-pixel locations are computdtl thie cubic-spline interpolation Motion
vectors are estimated for the prediction step and for thetepstep, they are obtained by thearest-
neighbor inversiorof these estimated motion vectors [Kon05]. The MC-FTF attadksted using the
MC-RTWT with and without the adaptive update step. All the ekpents were performed with0
randomly generated watermarks and the average valuesemenped. The following Subsections detalil

the experimental results.

2.4.1 Performance Against SS Watermarking

In the first set of experiments, the performance of the atéyainst the SS watermarks is evaluated.
Table 2.1 shows the performance of the proposed attack fereiit levels of the MC-RTWT decom-

position with integer-pixel motion estimation. The re@altNC values are the average over all the
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frames in the corresponding sequences. As the number of M@IRIecomposition levels increases,
the watermark detectability in terms of the NC value redudescept for theAntibessequence, the
visual quality of the attacked sequence decreases witmtireasing level of decomposition. These
results are in accordance with the analysis presented ipréhgous section. Further, due to better
motion-estimation of the HVSBM as compared to the FSBM, inalkls of MC-RTWT decomposi-
tion, the visual quality of the attacked sequence is bettdr the HVSBM as compared to that with
the FSBM. The level of decomposition of the MC-RTWT is a comps®rhetween the visual quality
of the attacked sequence and the watermark detectabiligfl the subsequent experiments reported in
this Section, 3-level decomposition for the MC-RTWT is coes@tl. The high PSNR values and low
NC scores demonstrate the effectiveness of the MC-FTF attack

Table 2.2 details the performance of the MC-FTF attack wittyimg accuracies of the motion-
compensation. Itis observed that increasing the accurfanyption vectors increases the visual quality
of the attacked sequence. However, the attack performdigtelys decreases (high NC values) with
the increase in the motion accuracy. This is due to the iotation in sub-pixel accurate motion-
compensation and motion inversion error in the updatengifstep of the MC-RTWT. Also note that
the NC values for th&ntibesare not affected by the change in precision because thersegjuentains
only integer-pixel motion. It is observed that the changethe PSNR and the NC values are signif-
icant between the integer-pixel and half-pixel accuratéanecompensations, whereas the values are
marginally affected by changing the accuracy from haliepto quarter-pixel. The changes in PSNR
and NC values are similar for the two types of motion-estiomat

Finally, the performance of the attack with the adaptiveaipdtep of the MC-RTWT is presented
in Table 2.3. For all precisions of motion-compensatioruaacy, the adaptive update step significantly
improves the visual quality of the attacked sequence. Bhevident from a comparison of the PSNR
values given in Table 2.2 and Table 2.3. At the same time, t@epBrformance slightly decreases
with the adaptive update step. Figures 2.1 and 2.2 show otegmwarked frame and the corresponding
attacked frame, from th&tefanand theForemansequence respectively. The good visual quality of the

attacked video with the adaptive update step is evident frase figures.

2.4.2 Performance Against SS-1 Watermarking

The first experiment on sequences carrying the SS-1 watkrstiadies the change in the attack per-

formance with motion-vectors estimated from the host sege® and those from the watermarked
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sequences. The PSNR and NC values of the attacked sequétic8devels of MC-RTWT decompo-
sition and varying precision of motion estimation are prése in Tables 2.4 and 2.5. The NC scores
of the attacked sequences with motion-vectors estimated floe watermarked sequences are higher
than those with motion estimation from the host sequendes.change is significant for the sequences
having smooth area&fitibesandForemar) whereas it is negligible for thielobile sequence which con-
tains more spatial details. This change in the NC valuesasds the analysis presented in the previous
Section. Note that the PSNR values corresponding to theomegctors estimated from the water-
marked sequences are lower than those corresponding todtienavectors estimated from the host
sequences. As we have seen, more watermark componentsrareecein the first case compared to
the second. This explains the change in the PSNR values atteked sequences which is computed
with reference to the host sequences. The attack perfoenaitic the adaptive update step is shown in
Table 2.6. As expected, the adaptive update step signifjcacteases the PSNR performance of the
attacked video with a slight decrease in the NC performaimbe. PSNR performance of the attacked
sequence is better in the case of the HVYSBM motion-estimaisocompared to the FSBM.

On comparing the performance of the attack against the SS&fdwatermarking schemes, it can
be observed that the attack is more effective against thegg&nvark. As shown in our earlier analy-
sis, the performance of the attack against the SS-1 watkimgalepends on the number of non-zero
motion-vectors whereas it is independent of motion in theeaa the SS watermarking. Comparative
plots of the NC scores of each attacked frame from three segsere depicted in Figure 2.3. It is ob-
served that the shapes of the NC plots are almost constdré gase of SS watermarking, whereas they
vary with sequences in SS-1 watermarking. Due to the unifotion in theMobile sequence, the NC
values are almost constant. However, a considerable iariat the frame-wise NC values is observed
in the case of th&oremanand theStefansequences. It is due to the nonuniform motion in different
frames of these sequences. In particular, near-unity paeksd frames0 and54 of the Foreman
sequence and frans® of the Stefansequence are because of the negligible camera motion. de the
cases, the NC performance depends only on the area of thexgnoljects. Thd-oremansequence
with the foreground area larger than that of Biefansequence shows better NC performance near
these peaks. Also, note the difference in the NC performagegnst SS-1 watermarking for attacks

with the motion-vectors estimated from the watermarkediseges and those from the host sequences.
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Table 2.1: Performance of the MC-FTF attack on SS watermas&gdences for different levels of the

Level 1 Level 2 Level 3
Sequence PSNR(dB)\ NC PSNR(dB)\ NC PSNR(dB)\ NC
Antibes 39.38 0.50 39.30 0.26 39.39 0.14
Foreman 37.69 0.53 35.54 0.29 33.63 0.17
Coastguardl 35.52 |0.51 32.10 | 0.27 30.10 | 0.16
Mobile 30.88 0.51 28.65 0.26 27.03 0.14
Stefan 31.54 0.53 28.87 0.29 26.74 0.18
(a)
Level 1 Level 2 Level 3
Sequence PSNR(dB)\ NC PSNR(dB)\ NC PSNR(dB)\ NC
Antibes 40.50 0.51 41.51 0.26 42.45 0.14
Foreman 37.88 0.53 36.25 0.30 34.48 0.18
Coastguard  36.51 0.51 33.07 0.27 30.83 0.16
Mobile 31.54 0.51 29.98 0.26 28.34 0.14
Stefan 32.66 0.53 30.29 0.3 28.67 0.18
(b)

MC-RTWT decomposition. The motion-vectors are estimatedgu&) the FSBM and (b) the HYSBM.

integer-pixel half-pixel guarter-pixel
Sequence PSNR(dB)\ NC PSNR(dB)\ NC PSNR(dB)\ NC
Antibes 39.39 0.14 41.4 0.14 41.63 0.14
Foreman 33.63 0.17 33.81 0.3 33.83 0.3
Coastguard 30.1 0.16 30.62 0.24 30.87 0.26
Mobile 27.03 0.14 28.32 0.24 28.75 0.24
Stefan 26.74 0.18 27.76 0.28 27.91 0.29
(a)
integer-pixel half-pixel quarter-pixel
Sequence| PSNR(dB)| NC | PSNR(dB)| NC | PSNR(dB)| NC
Antibes 42.45 0.14 43.1 0.14 43.22 0.14
Foreman 34.48 0.18 35.02 0.3 35.09 0.3
Coastguard  30.83 0.16 31.79 0.25 32.17 0.26
Mobile 28.34 0.14 30.29 0.25 30.95 0.24
Stefan 28.67 0.18 30.61 0.27 31.02 0.28
(b)

Table 2.2: Performance of the MC-FTF attack on SS watermas&gdences for varying precision of
motion-estimation. The motion-vectors are estimatedgié) the FSBM and (b) the HVSBM.
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integer-pixel half-pixel quarter-pixel
Sequence|| PSNR(dB)| NC | PSNR(dB)| NC | PSNR(dB)| NC
Antibes 45.27 0.15 46.09 0.15 46.17 0.15
Foreman 37.28 0.21 37.33 0.33 37.45 0.33
Coastguard| 33.06 0.21 335 0.28 33.71 0.29
Mobile 30.94 0.19 32.2 0.27 32.79 0.27
Stefan 30.82 0.23 32.09 0.31 32.39 0.32
(a)
integer-pixel half-pixel quarter-pixel
Sequence PSNR(dB)\ NC PSNR(dB)\ NC PSNR(dB)\ NC
Antibes 46.39 0.16 46.45 0.17 46.44 | 0.17
Foreman 37.84 |0.22 38.17 0.33 38.33 0.33
Coastguard  33.69 0.21 34.52 0.29 34.88 0.3
Mobile 32.14 0.2 33.76 0.28 34.45 0.26
Stefan 32.48 0.24 34.24 0.31 34.72 0.31
(b)

Table 2.3: Performance of the MC-FTF attack with adaptiveatgpdtep on SS-watermarked sequences
for varying precision of motion-estimation. The motion t@s are estimated using (a) the FSBM and
(b) the HVSBM.

integer-pixel half-pixel quarter-pixel
Sequence| PSNR(dB)| NC | PSNR(dB)| NC | PSNR(dB)| NC
Antibes 39.34 | 0.15 41.33 | 0.15 41.56 | 0.15
Foreman 3351 |0.24 33.67 | 0.37 33.68 | 0.38
Coastguard| 30.06 | 0.23 30.56 | 0.33 30.79 | 0.34
Mobile 27 0.18 28.29 | 0.29 28.72 | 0.27
Stefan 26.7 0.31 27.71 | 0.42 2785 |0.44
(a)
integer-pixel half-pixel quarter-pixel
Sequence| PSNR(dB)| NC | PSNR(dB)| NC | PSNR(dB)| NC
Antibes 37.71 | 0.39 38.85 | 0.42 38.96 | 0.42
Foreman 33.22 |0.38 33.31 | 0.54 33.29 | 0.55
Coastguard| 29.98 | 0.29 30.46 | 0.41 30.67 | 0.43
Mobile 26.97 | 0.19 28.27 | 0.31 28.71 0.3
Stefan 26.66 | 0.42 27.67 | 0.52 27.8 0.53
(b)

Table 2.4: Performance of the MC-FTF attack on SS-1 wateresbskequences for varying precision
of motion-estimation. The motion-vectors are estimatadgithe FSBM from (a) the host sequence
and (b) the watermarked sequence.
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Table 2.5: Performance of the MC-FTF attack on SS-1 wateresbskequences for varying precision
of motion-estimation. The motion-vectors are estimatedgithe HVSBM from (a) the host sequence

integer-pixel half-pixel quarter-pixel
Sequence|| PSNR(dB)| NC | PSNR(dB)| NC | PSNR(dB)| NC
Antibes 42.4 0.14 43.04 0.15 43.17 0.14
Foreman 34.34 0.25 34.84 0.37 34.91 0.38
Coastguard| 30.79 0.21 31.73 0.3 32.1 0.31
Mobile 28.31 0.17 30.25 0.28 30.91 0.26
Stefan 28.61 0.3 30.51 0.4 30.9 0.41
(a)
integer-pixel half-pixel quarter-pixel
Sequence PSNR(dB)\ NC PSNR(dB)\ NC PSNR(dB)\ NC
Antibes 40.94 0.25 40.85 0.32 40.95 0.32
Foreman 33.81 0.41 34.26 0.56 34.29 0.58
Coastguard 30.73 0.25 31.66 0.37 32.01 0.39
Mobile 28.18 0.21 30.21 0.32 30.87 0.3
Stefan 28.49 0.4 30.37 0.51 30.75 0.52
(b)

and (b) the watermarked sequence.

integer-pixel half-pixel quarter-pixel
Sequence PSNR(dB)\ NC PSNR(dB)\ NC PSNR(dB)\ NC
Antibes 40.86 0.4 40.98 | 0.42 40.97 | 0.43
Foreman 36.41 | 041 36.36 | 0.56 36.36 | 0.58
Coastguard  32.83 0.33 33.2 0.44 33.37 0.46
Mobile 30.82 | 0.24 32.08 |0.34 32.67 |0.32
Stefan 30.63 | 0.46 31.85 | 0.54 32.11 | 0.55
(a)
integer-pixel half-pixel quarter-pixel
Sequence| PSNR(dB)| NC | PSNR(dB)| NC | PSNR(dB)| NC
Antibes 4356 | 0.28 42.76 | 0.34 42.78 | 0.35
Foreman 36.65 0.44 36.82 0.59 36.85 0.6
Coastguard 33.53 0.3 34.3 0.42 34.6 0.43
Mobile 31.89 | 0.26 33.56 | 0.36 34.25 |0.32
Stefan 32.14 | 0.46 33.77 | 0.55 34.15 | 0.55
(b)

Table 2.6: Performance of the MC-FTF attack with the adapipédate step on SS-1 watermarked
sequences. The motion-vectors are estimated from the watked sequences using: (a) the FSBM
and (b) the HYSBM.
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(b)

Figure 2.1: A sample frame from ti&tefansequence: (a) the watermarked frame and (b) the attacked
frame.
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(b)

Figure 2.2: A Sample frames from th®@remansequence: (a) the watermarked frame and (b) the
attacked frame.

TH-491_VINODP



2.4. EXPERIMENTAL RESULTS 36

(o) ] S S S R AR 08t -

0 - - - - - - 0 - - - - - -
10 20 30 40 50 60 10 20 30 40 50 60
frame index frame index
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Figure 2.3: Detector performance of the SS and SS-1 wat&mgaschemes after subjected to MC-
FTF attack. The red lines correspond to SS watermarking.gféen (resp. blue) line corresponds to
the NC performance of the attack using estimated motiotevedrom the watermarked (resp. host)
sequences against SS-1 watermarking.
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2.5 Discussion

The inter-frame collusion is a powerful attack against nafsthe existing watermarking schemes,
particularly against the frame-by-frame watermark embegldThe existing countermeasures against
the inter-frame collusion attacks overlook the motion ie #deo sequence. As a result, attackers can
exploit the motion information to defeat such schemes. @ioh attack is to align neighboring frames
in a video sequence according to estimated motion vectatrshem apply temporal filtering to remove
uncorrelated watermarks along the motion-trajectories.

This Chapter proposed a new motion-compensated inter-fcathesion attack. In the proposed
MC-FTF attack, the watermarked frames are subjected to theRWNMV-T decomposition and the re-
sulting low-pass temporal frames constitute the attackaelov A content-adaptive update lifting step
significantly improves the visual quality of the video in #goareas where the motion-estimation fails.
The experimental results confirm the effectiveness of ttaekin removing the watermark with a good
visual quality of the attacked video. We have analyzed thgeddency of the attack performance on
various factors like the motion-model and accuracy of mo@stimation. It has been shown that the
embedded watermark biases the motion-estimation and #ttheker uses the motion-vectors obtained
from the host sequence, the attack performance will be befieen though we have used only the
simple block-based motion estimation in the experimentsiding more advanced motion-models like
the mesh-based model, it could be possible to obtain beti®ity attacked video. Note that in the
emerging MC-TWT based scalable video coding, the reducedefnate video consists of low-pass
temporal wavelet frames. So, if a watermarked video seqisnooded with such a coding technique,

the embedded watermark will undergo th@ntentionalMC-FTF attack.
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Chapter 3

Motion-Coherent Watermarking of

Compressed Video

The previous chapter evaluated the performance of the MCdtfBEk. The MC-FTF attack succeeds
in removing uncorrelated watermarks along the motioretitajries. As pointed out earlier, its success
lies in exploiting the motion in the video frames which is nonsidered during watermark embedding.
The motion-compensation step in the MC-FTF attack algjnslar regions in different frames before
temporal filtering. If thessimilar regions contain uncorrelated watermarks, the subseqeentaral
filtering attenuates them. So, any countermeasure agam$C-FTF attack should incorporate the
motion information during watermark embedding so that thelar areas along the motion trajectories
carry correlated watermarks. Such a watermarkoBerentwith the motion and the corresponding
watermarking scheme is known as thetion-coheren(MC) watermarking [D&05]. This chapter ad-
dresses the problem of developing computationally efftd#@ watermarking schemes for compressed
video. The chapter first reviews earlier work on watermagkising motion information, including the
MC watermarking. A brief description of video compressientniques and a review of compressed-
domain watermarking schemes are then presented. Finadyproposed MC watermarking schemes

are presented along with simulation results.

3.1 Watermark Embedding Using Motion Information

Motion information has long been exploited to develop effitivideo compression techniques. How-
ever, only a few video watermarking algorithms have utdizee motion information. The initial

attempts to incorporate motion information during watetm@ambedding were aimed at improving
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the visual quality of the watermarked sequence. Video wadeking introduces some visual artifacts
which are not visible in a single frame of the video, but stgpearing when the video is played in the
continuous time. For example, embedding the same waterpatérn in successive frames of video
introduces an artifact, known as tbety window effecfMHOO]. The static watermark pattern in suc-
cessive frames causes an impression that the objects aiagriehind a dirty window. Embedding
uncorrelated watermarks in successive frames is not aola this problem since such an approach
introduces the visually annoyirflicker artifact There are two different approaches proposed in liter-
ature to reduce the visual artifacts in the watermarkedesgzpi In the first approach, the watermarks
embedded in different frames are no longer static, but mate tlve motion in the frames. In the
second approach, the watermarks remains static while the@edmg strengths are locally modified
according to motion.

In [LOLOO], Lee et al. proposed a solution which belongs to the first approach. ilhdtheme,
the first frame in each scene is divided into non-overlappilogks of sizel6 x 16 pixels. For each
block in the first frame, the best and the second best matdiawiks in the next frame are computed
using thedisplaced frame differenc@®FD). A block is chosen for watermark embedding only if the
corresponding motion vector is non-zero and the differdreteveen the DFDs corresponding to the
best matching and the second best matching blocks are gtleatea predefined threshold. Thus the
selection of blocks for embedding is based on their motiahthe texture/edge contents. The selected
blocks are transformed to 2-D wavelet domain and the watdrissembedded in the mid-frequency
bands. The watermarked blocks are tracked using the maosibmagion and the same watermark is
embedded in the matching blocks. This process contindéisdiend of the scene.

In the watermarking scheme proposed by the researcherstieBritish Broadcasting Corporation
(BBC) [WMSO04], the watermark embedded in the consecutive fraanesnoved to follow the average
motion in the frames. The average motion between two frasiestimated by calculating the cross-
correlation between the frames. The watermark embeddefiame is the spatially shifted (according
to motion) version of that embedded in the previous framee#ar frame is then calculated by taking
the difference between the current and the shifted versidheoprevious frame. Finally, the shifted
watermark is modulated according to the error frame andatithe current frame.

A motion sensitivevatermarking scheme has been proposed by Schimmel [SdnGh]s scheme,
the same watermark pattern is embedded in different framesever, the embedding strength of wa-
termark in each frame is locally scaled according to motidmey observed that the extent of perceived

dirty window effect depends on the velocity of moving areélse human visual system perceives the
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effect more significantly in the low-velocity areas as comepato those with high velocity. The wa-
termark embedding algorithm takes this factor into corsitien in such a way that the embedding
strength is a locally varying function with lower values aw velocity areas and higher values in static
and high velocity areas.

The design goal of these watermarking schemes, developedgthe introduction of the MC-FTF
attack, was to improve the visual quality of the watermarkequence. Nevertheless, it is worthwhile
to assess these methods in the light of MC-FTF attack. In [L@Libe watermark is embedded along
the motion trajectory and the scheme will survive the MC-FTteck. The drawback of this scheme
is that only a few moving blocks which have significant tegfedge content are chosen for watermark
embedding, thereby greatly reducing the embedding capatite other two schemes do not embed
correlated watermarks along the motion-trajectory and fail against the MC-FTF attack. In the
method proposed by the BBC [WMSO04], the watermark is coherehtavieragetranslational motion
between the frames. So the watermark in those areas whogemoincides with the average motion
will survive the MC-FTF attack. This method, in general, doe$ guarantee the resistance to the
MC-FTF attack. The watermark generated by Schimmel’s teglmibeing temporally static, performs
similar to the SS-1 watermark described in the previous t&rape., survives the attack only in static

scenes.

3.1.1 Motion-Coherent Watermarking

In the pioneering work, Dérr et al. [DD04a] investigated how the motion information can be effe
tively exploited to counter the MC-FTF attack. The basic idehind the watermarking scheme is to
compensate for camera motion before the watermark embgdtioligenerate an MC watermark. The
video frames are the 2-D projections of the 3-D scene atrdiffictime instances. Each video scene
generally consists of a background, which is constant tiftout the entire duration of the scene and
a number of moving objects. The projected background in &@ache depends on the motion of the
camera. If the camera is static, the same portion of the 3dRdgraund is projected into all the frames,
except for the areas covered by moving objects. On the otled,hf the camera is moving, differ-
ent portions of the background are projected into diffefearnes. The first step in the watermarking
process is to generatenaosaicrepresentation of the background, which provides a snapséw of
the scene. The moving objects in the video frames are sepldrain the background and the resulting

background frames are then registered with a referencesfragenerate the mosaic. A first-order poly-
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nomial motion-model is assumed for the motion in the scemktlam model parameters are estimated
from the frames. The quality of the generated mosaic dependhke ability of the assumed motion
model to capture theue motion Once the mosaic representation is obtained, a key depevwdésr-
mark, having the same size of the mosaic is added to the moSh& resulting mosaic is registered
back using the same parameters used for the mosaic geneaatiothe moving objects are inserted
back to get the watermarked sequence. However the doulele@atation due to the registration and
inverse registration steps affects the detector perfooamaro solve this problem, the authors proposed
an alternative method [®5], the details of which is shown in Figure 3.1n this method, the portion
of the watermark that corresponds to the background of eachefis registered back and added to the
background to get the watermarked frames. The scheme erthatehe same areas in the background
carries the same watermark whenever it appears in the videmby generating a motion-coherent
watermark for the background.

Even though the scheme embeédisal motion-coherent watermark in the background region, it has

the following limitations:

e The estimation of the frame registration parameters ira®liigh computational cost, which

prevents the use of the watermarking scheme in real-timkcappns

e Itis not applicable to generic video since good quality nicssean be generated only when there
is no or little local motion [IAH95, TRS96]

e The watermark is added only to the background portion, thereducing the embedding capacity

and leaving the moving objects unprotected.

Harmanci and Mihacak [HMO5] proposed a watermarking schieased on the linear statistics of
overlapping random regions in each frame. The weights ofitlear statistics are pseudo-randomly
computed for the initial frame. For the subsequent framlesse weights are updated by a time-
averaging AR(1) process along the motion trajectories eséichusing amptical flowalgorithm. The
watermark is obtained by solving a constrained optimizapimoblem such that the linear statistics of
the marked frame is equal to the key-controlled quantizedioe of the of the corresponding host
frame. A regularization procedure ensures the smoothrigks watermarked sequence along the mo-

tion trajectories. Unlike in the mosaic-based watermaylscheme, assessing the motion-coherency in

'Reproduced from [D&05] with the permission of the author.
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Figure 3.1: Mosaicing-based watermarking

the generated watermark is not straight-forward. Howeteir reported experimental results indicate
the motion-coherency in the watermark.

The motion-coherent watermarking schemes discussed alpevate in the uncompressed domain.
However in all the practical applications, video sequercesstored and transmitted in the compressed
format to save the storage space and the transmission bdthdvim such situations, any watermark-
ing scheme operating in the uncompressed domain needslyadfdompress the sequence, embed
watermark and finally recompress the watermarked sequelDae. to the high computational cost,
the decompress-watermarking-recompress strategy isuitabke for many applications like the fin-
gerprinting in video-on-demand [LPKDO1], where differevatermarks need to be added in different
copies of the video. Moreover, the motion-coherent wateking schemes have additional computa-
tional burden of estimating the motion parameters.

An alternative and computationally efficient approach ® KMC watermarking may be to exploit
the motion information available in a compressed sequdfmeexample, generating mosaics by using
the motion information available in the MPEG stream has kastively investigated [Pil97, JDD99,
BRO02]. These techniques use the available motion informatidhe MPEG stream to estimate the
camera motion parameters, thereby significantly redudiegcomputational cost. The mosaic-based
watermarking scheme can be modified by incorporating thegentques. Note that even with such
techniques, the mosaic-based scheme needs complete dessiop of the sequence before watermark
embedding to generate the mosaic.

The drawbacks of the existing implementations of the MC wageking schemes and the need for

computationally efficient watermarking schemes for r@aktapplications motivate us to develop MC

TH-491_VINODP



3.2. COMPRESSED DOMAIN VIDEO WATERMARKING 43

watermarking schemes operating in the compressed domain.

3.2 Compressed Domain Video Watermarking

Many watermarking schemes, operating in the compressgi@dpadecompressed bit stream, have
been proposed in the literature. The main motivation of @ygroaches is the reduced computational
cost, which is important in the case of real-time appligagio In this Section, a brief overview of

the current video coding techniques is presented and tleem#tiin compressed domain watermarking

approaches are investigated in the collusion-resistaexsppctive.

3.2.1 Video Coding Standards

The current video coding standards employydorid coding strategy: a combination of predictive
and transform coding, to effectively exploit the spatioyporal redundancies present in the video se-
guences. Today’s most widely used standard is the MPEG-Zhwiras standardized by the moving
picture experperts group (MPEG) in 1994 [Tud95, L. 00]. InB@R2, the sequence to be coded is
divided intogroup of picture{GOP). The first frame in each GOP is timra-coded framgl-frame)
which serves as the anchor frame for decoding. The I-frame$ransform-coded without reference
to other frames. The remaining frames in the GOP areériee-coded framesvhich are hybrid-coded
with reference to previously encoded frames. The first stéyybrid coding is the motion-compensated
prediction in which aurrent frames predicted from one or more neighboriregerence frameen the
basis of the estimated motion vectors. Depending on ther@atiumotion-compensation, there are
two types of inter-coded frames: thpeedictively coded frame@P-frames) and théi-directionally
predictive-coded frame-frames). The I-frames and the P-frames are used as theiwadefer-
ences for other P- and B-frames. The I-frames and the predietiror frames corresponding to the P-
and B-frames are subjected to thiex 8 block-DCT and then quantized. Finally, the quantized DCT
coefficients are entropy-coded along with the motion vectorgenerate the compressed stream.

The motion-compensated prediction structure in the cuiVBTEG standards has many limitations,
especially in the scalable coding applications. Motivabgdthe inherent scalability offered by the
wavelet transform, the 3-D wavelet coding of video has régesmerged as a strong alternative to
the hybrid coding approach [OdSWO04]. In this approach, théianecompensated prediction loop
is replaced by the MC-TWT and the block-DCT by the 2-D waveletgfarm. Depending on the

order in which the temporal and spatial wavelet transforresapplied, there are two types of wavelet
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video coding. In the ‘t+2D’ approach, the MC-TWT is applied femporally decorrelating the frames,
followed by the 2D wavelet transform of the temporal subdsaior spatial decorrelation. In the ‘2D+t’
approach the order in which the transforms are applied ersed: the 2-D wavelet transform followed
by the MC-TWT of spatial sub-bands. The MPEG has started thematpn on3-D wavelet transform
based video coding and the ‘t+2D’ structure has been aat@gtéhe first working draft [R. 06].

3.2.2 Prior Work

In the pioneering work, Hartung et.al [HG98] proposed a watgking scheme for MPEG-2 coded
videos. The first step in the watermarking process is to gbrtdecode the compressed stream to
obtain the8 x 8 block DCT coefficients of the |, B and P-frames. For each fraangpread-spectrum
watermark having the same dimensions as the frame is gedexadl then transformed to tRe 8 DCT.
Finally, the DCT blocks of the watermark are added to the spoading DCT blocks in the partially
decoded stream to obtain the watermarked DCT blocks. Thesemarked blocks are encoded along
with the other parts such as the motion vectors and the h@#demation, which are not altered by the
watermarking process, to obtain the watermarked stream.

The authors have pointed out two problems associated widttth modifying the compressed
stream. The first one, known as the watermauik, arises due to the closed-loop prediction structure
of the compression scheme. This can be better explainedtigtitypical MPEG-2 GOP structure
IBBPBBP:. - -. Consider the first four frames of the sequence. Any moditoatin the I-frame will
propagate to the P- and B-frames which use the I-frame as #ukcgion reference. In addition to this,
if the P-frame is also modified by the watermarking process,drift signal added to the B-frames
will be the sum of the drift from the I-frame and that from thdrBme. Since the B-frames are not
used as the prediction-reference, modifications to it woll propagate to other frames. However the
P-frames are used as the prediction reference for futuradPBarames, resulting in the accumulation
of the drift signals towards the end of the GOP. For example drift from the I-frame and that from
all the previous P-frames will contribute to the drift sigaaded to the last frame of the GOP. The
watermark drift accumulation results in poor visual quabf the sequence and even degrades the
detector performance.

To solve the drift problem, the authors proposed to adhlif:-compensatiorsignal to the inter-
coded frames. For each inter-coded frame, the drift fromefiesrence frames is first calculated and the

drift-compensation signal is obtained by simply invertthg polarity of the drift signal. The second
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problem addressed by the authors is the increase in thatbidue to watermark addition. They pro-
posed a bit-rate control mechanism in which only selectadzeso DCT coefficients in each x 8
block of the partially decompressed stream are modified bynhtermarking process. The selection
of the coefficients for watermark embedding is done in suchag that the number of bits required
for encoding the watermarked sequence is less than or egubat required for the uncompressed
sequence.

A number of extensions of Hartung’s method have been prapoSme essential component in
all these methods is the drift-compensation module. In [ABJCthe authors propose a watermarking
scheme for MPEG-4 coded sequences. The additional featutés method include synchroniza-
tion templates to counter geometrical attacks, perceptaaking to improve the visual quality and the
robustness, and an improved bit-rate control mechanisnre vecently, two schemes have been pro-
posed for watermarking of MPEG-2 coded videos [HSO05, BDPibEfse are the adaptations of existing
still-image watermarking techniques in the Hartung’s feavork.

One of the targeted applications of the compressed-domat@rmarking schemes is the video-on-
demand [STB04], that requires real-time embedding of the watermarkideo-on-demand, a unique
watermark corresponding to the user is added to each copg eideo. It is also expected that, in such
an application, the watermarked sequence is likely to bgestésl to many hostile attacks including the
inter-frame collusion. However, to the best of the presetii@’s knowledge, none of the compressed
domain watermarking schemes are evaluated against thefriaee collusion attacks. Analyzing the
collusion-resistance properties of these schemes isrrstitagghtforward. Since the drift-compensation
prevents any temporal propagation of the watermark, thesenses essentially belong to the frame-by-
frame watermarking approach. As we have shown in the prewbapter, this approach is vulnerable

to inter-frame collusion attacks.

3.3 Proposed Approach

We propose a novel compressed-domain approach to the MCmaaatang. The objectives of the
proposed approach are to embed the watermark in the padedompressed video and to exploit the
available motion information in the compressed stream tluce the computational cost. For this,
we consider the video coded using the state-of-the-artanatompensated block-DCT based and the

emerging motion-compensated temporal filtering baseditgqabs.
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3.3.1 MC Watermarking of MPEG-2 Streams

The underlying idea behind the proposed MC watermarkingmsehfor MPEG-2 coded sequences is
to exploit the drift signal, which is cancelled in the exagficompressed domain watermarking tech-
niques. We argue that instead of cancelling the drift sigtine proper usage of it will generate MC
watermarks. In this scheme, the watermark needs to be erabtaudy in the I-frame of each GOP.
In the intra-coded frames, MC watermarks are automatieatyed during decompression. Thiisft-
aidedMC watermarking scheme is first explained for three framess#quence and then extended for
the complete sequence.

Consider three framefx;, i = 1,2,3} of a host sequence. Let these frames be MPEG-2 coded
as |, B and P-frames respectively. For simplifying the asiglywe make the following assumptions

about the coding process:
1. The motion-estimation is done with integer-pixel accyra
2. The effect of quantization is negligible.

The |, B and P-frames obtained by partial decoding can be epwesented in the spatial-domain as

Pln] = x3[n] — x;[M;_3(n)]

Bln] = xofn] — 5 (M- ()] + x5[ My ()]

whereM,_,; is a motion-compensated mapping from fraite frame;. Let a spread-spectrum water-

markw be added to the I-frame in the spatial-domain and given by

I[n] = In] + w(n]

wherel is the watermarked I-frame. When the sequence is decomplethsewatermarked framg

corresponding to the frame, under the above assumptions, is given by
yi[n] = i[n] = xy[n] + wln] . (3.3.1)

For the framex; which is coded as a P-frame, the corresponding decompréssedy; can be ex-

pressed as
y3[n] = Pn] +y:1[M;_3(n)] . (3.3.2)

TH-491_VINODP



3.3. PROPOSED APPROACH a7

Substituting the value gf; from Equation (3.3.1), we obtain

ys[n] = P[n] + x;[M;_3(n)] + w[M,;_3(n)]
= x3[n| + w[M;_3(n)] (3.3.3)

wherew|[M;_;(n)] is the drift signal. If we consider a macro-blocksin, the drift signal added to it
is the watermark corresponding to the best-matching bledtaimex; . In other words, the addition of
the drift signal during the decompression is equivalentidirrg an MC watermark to framse;.

The situation is slightly different for frame, which is coded as a B-frame. The corresponding
decompressed frame is given by

yaln] = Bln] + 5 (1M 0] + ya[Ms_a(m)])
Bln] 4 5 (xal M a(m)] + WM s(n)])

+% (x3[Ms2(m)] + W[My5(Ms_2(m))])

= 0] 4 3 (WIMaa(m)] + WMi_s(My_s(n))]) (3.3.4)

where the drift signal (w[M;_»(n)] + w[M;_3(Ms_»(n))]) is the watermark for frame,. For a
given macro block irk,, the watermark is the average of the watermarks in two maddbliocks: one

in framex; and the other ixx;. If the motion-composition property
Mi_3(Ms_2(n)) = M;_2(n)
holds for all points in the macro block, Equation (3.3.4) barsimplified as
y2[n] = xo[n] + wM;_s(n)] . (3.3.5)

In this case, the watermarks embedded in the macro blocksinthitching blocks are the same. From
Equation(3.3.4) it is clear that, even if the motion-compos property does not hold, the watermark
embedded in the macro block is correlated with those in themray blocks.

Thus MC watermarks are generated for the P and B-frames frerertitbedded watermark in the

I-frame during decompression.

Watermarking of complete sequence

Consider a typical MPEG-2 GOP structdisBPBBPBBPBBPBBI - - -, with each GOP consist-

ing of 12 frames. Continuing in the similar manner as above, we can #hawthe watermark embedded
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GOP boundary

Figure 3.2: Propagation of the watermark in a GOP

in the I-frame of the first GOP will propagate till the last RRshe of the GOP. The watermarks in the
last two B-frames of the GOP depend also on that embedded inftame of next GOP. Now a wa-
termark needs to be chosen for embedding in this I-frame.n#pl& way is to choose the watermark
either as the same as or uncorrelated with that embedded préiious I-frame. However this simple
technique will make it vulnerable to inter-frame collusighereby defeating the very purpose of the
watermarking scheme. An attacker with the knowledge of thbexlding algorithm can obtain all the
I-frames form the partially decoded stream, subject themter-frame collusion and finally replace
the watermarked I-frames with the attacked ones. If tha-inéene collusion of the I-frames is suc-
cessful, it will remove the watermark from all the frames. lover, such an embedding strategy will
not maintain motion-coherency in the watermark across @& Goundary.

Considering the above factors, we choose the motion-corapeshprediction from the watermark
in the last P-frame of the first GOP for embedding in the I-feamh the second GOP. In this way, the
propagation of the watermark inside a GOP is extended atnessOP boundary. However, there are
some difficulties associated with this approach. One diffras that the watermark of the P-frame is
not available during embedding; it is generated only whernsgguence is decompressed. This can be
solved by exploiting the available motion vectors. From &epn (3.3.2), it is clear that the watermark
in a P-frame can be calculated using the watermark in itseate frame and the corresponding motion
vectors. So all we need to calculate the watermark in thd?dstme in a GOP are (1) the watermark in
the I-frame and (2) the motion-vectors corresponding tdPtieames, which are readily available. An-
other difficulty is in obtaining the motion-compensated piag between the last P-frame and the next

I-frame since these motion trajectories are not estimatehg the encoding process. This problem
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can be solved by using the motion-inversion technique asshy the dotted arrow in Figure 3.3. As

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

1
\
\ 7
\ ‘ 4
N 4

~ 7’
~._ _ .+

GOP boundary

Figure 3.3: Propagation of watermark across GOP boundary

the motion vectors of the B-frame with respect to the I-frasavailable, motion-inversion will give
the motion vectors of the I-frame with respect to the B-frafNew the motion composition property
among the P-, B-, and I-frames could have been exploited tdalimdotion vectors of the I-frame with
respect to the P-frame. However, due to motion-inversiomespoints in the I-frame may not have
correspondence with any point in the P-frame whereas som&spoay have multiple correspondence.
The multiple correspondence problem can be handled by @emsg only one correspondence during
the inversion process. The unconnected points corresmotite hewly-enteredareas in the I-frame.
We add the watermark derived from the P-frame to the points®the correspondence exist and to the
remaining unconnected points, the corresponding watérmahe same location in the first I-frame is
added. Note that it is possible to add new watermark sampléetnewly-entered areas. However, we
choose the above strategy for simplicity.

The proposed watermarking scheme is performed in the follpsteps:
Partially decode the sequence to obtain the I-frame and dt®mvectors in the first GOP
Add a watermark to the I-frame
Calculate the watermark that will propagate to the last P érafrthe current GOP
Decode the I-frame and the motion vectors in the next GOP

Calculate the motion vectors of the | frame with respect tdakeP-frame of the previous GOP
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[6] Derive the watermark for the I-frame from that obtained &pst and add to the I-frame. In the
unconnected points, add the watermark corresponding teetime location in the I-frame of first
GOP

Continue step8 — 6 until the scene boundary is reached

3.3.2 MC-TWT Domain Watermarking

We now propose a motion-coherent watermarking scheme éosegfjuences coded using the emerging
MC-TWT based scheme. In this method the watermark is addedetéotirpass temporal wavelet
frames obtained by partial decoding of the coded sequertewbrking of the watermarking scheme
is explained with the Haar wavelet. Like in the MPEG-2 watarking scheme, it is assumed that the
motion-estimation is with integer-pixel accuracy and tharmtization effect is negligible.

Suppose a video sequenfe;[n], £ = 0,1,--- Ny — 1} is decomposed up to theth level using
the lifting based MC-TWT. The corresponding low-pass and {ughks temporal frames are given by

the iterative steps

hin] = 15} [n] — L5 M anypi-1— k1)1 (1)

e W } E=0L- (Ny/2)—1  (3.36)
Lin] = 13" [n] + 3hi[Maki1)2i-1- 21 ()]

with 19[n] = x;[n] andi = 1,2,--- ,j. Similarly, the corresponding reconstruction lifting steare

given by

lék[n] = lﬁjl[n] - %h?—l[M(2k+1)2i—>(2k)2i(n)]

: i1 : } , k=01, (Ng/27) =1 (3.3.7)
L[] = by [n] 4 15, [Mopy2i— 2kt 1)2: ()]

wherei = j — 1,5 —2,--- ,0. Suppose a spread-spectrum watern{ark[n|, £ = 0,1,--- N;/2 — 1}
is added to the low-pass temporal frames resulting from teelé&vel of MC-TWT decomposition. The

watermarked low-pass frame at this level is given by
L] = LD +win), k=01 (N;/2) -1 . (3.3.8)

The watermarked framgsyi[n] = 19[n], % =0,1,--- N; — 1} are obtained by using the reconstruc-

tion steps (3.3.7) as

Yor[n] = Xox[n] + wy[n]
yornn] = (Bin] + Xeu[Mar ki1 (n)]) + Wil Mot ap1(0)

= Xopt11] + Wi [Mog_ops1(n)] .
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Similarly, if the watermark is added to the low-pass tempfyeanes of the second level of MC-TWT

decomposition, the resulting watermarked frames are

k=0,2,---,(N¢/2) =2
ymm:{XMm+WWMM’ BN (3:39)
Xok[0] + W1y o[ Mp—1y2—ak(n)],  k=1,3,-- (Ns/2) =1
- , k=0,2-- (N;/2) -2
Yoo n] = {X2k+1[n] + W(/2) [Mor—ar+1(n)] (Ny/2) (33.10)
Xop1 0] + Wi—1)2[Mp—1)2—2(Mar—oey1(n))], k=1,3,---,(Ng/2) =1 .

Under the assumption of the composition of motion operat@sM;, .k, (M, .k, (n)) = Mg, ., (n),
it can be shown that watermarking in the low-pass frameself.th ¢h level MC-TWT decomposition

results in

(3.3.11)

ymmu—{“%”M+mmL -
Xorgii 0] + Wi[Margp arpi(n)], i=1,2,--- 28 -1
wherek = 0,1,---,(N;/2%) — 1. It can be further shown that the first relation in Equatior3(B1)
holds irrespective of the choice of the wavelet filter. But seeond relation is specific for the Haar
wavelet; for other wavelets, corresponding relations cardérived. It is also clear that the water-
marks in the frames given by the second expression of EquéBi&.11) are coherent with motion.
For the MC-TWT domain watermarking to be motion-coherentvaéermark framegwy[n|, &k =
0,1,---,(N;/2%) — 1} are to be made motion-coherent.

Note that the motion coherency in the watermark frafes..[n], £ =0,1,---, (N;/2F) — 1}
is important for the security of the watermark. If the lowspdrames are marked with redundant
watermarkg(wy[n] = wln|, &k =0,1,---,(N;/2") — 1), an attacker having the knowledge of the
embedding algorithm can group the fram@s:,[n], %k =0,1,---,(N;/2F)—1} and apply the WER
attack to get an estimate of the watermark framia]. Embedding statistically independent watermarks
in these frames is also not secure. Such watermarks embéutiesl frames from a static scene can
be removed using the FTF attack. Thus the watermark frdwef], k=0,1,---,(N;/2%) — 1},

designed according to the motion content, are given by

{wm, k=0
wi[n] = (3.3.12)
Wk—1[M2L(k—1)—>2Lk(n)], k=12 7(Nf/2L) -1

The proposed watermarking technique is summarized in fleviog steps.

Segment the video frames into scenes

Estimate the motion trajectories using a motion model ofa#o
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Apply the lifting based MC-TWT to frames in each scene usingitable filter

Mark the resulting low-pass temporal frames with spreadtspm watermarks generated using
(3.3.12)

Apply the inverse MC-TWT to get the watermarked frames

Note that we have presented the above algorithm assumingmpressed video. If the MC-TWT
coded video is available, the temporal low-pass frames easbtained by partial decompression. The
resulting low-pass frames can then be marked with spreadtsp watermarks using the stepand

5 above.

3.4 Performance Analysis

In this section, the performance of the proposed watermgrkchemes is analyzed in terms of the
coding parameters, motion-coherency, and the resistankoivn inter-frame collusion attacks. The
analysis is carried out only for the MPEG-2 watermarkingesnh. However, the analysis can be

extended for the MC-TWT based watermarking scheme withoubsgeof any generality.

3.4.1 Coding Parameters

The coding parameters that affect the performance of pegpastermarking schemes are gdoeuracy

of motion-estimatiomndbit-rate.

Accuracy of Motion-Estimation

In the derivation of the proposed watermarking schemes,assumed that the motion-estimation dur-
ing the compression process is with integer-pixel accurdyt the current video coding standards
support sub-pixel accurate motion-estimation. For exanthe MPEG-2 standard supports up to half-
pixel accuracy. The sub-pixel accurate motion-compeosatnproves the compression efficiency by
reducing the energy of the motion-compensated predictioor ames. However, the spatial inter-
polation associated with the sub-pixel motion-compensagiffects the embedded watermarks in two
ways: attenuates the energy and introduces spatial los/qumsponents.

The watermark embedded in the I-frame of the first GOP is rfettfd by the interpolation. But
the watermarks propagated to the P- and B- frames undergpafagion. As a result of multiple inter-

polation, towards the end of the GOP, the attenuation of tbpggated watermark increases and more
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and more low-pass components will be introduced into themédrk. Since the propagation of the wa-
termark is extended across the GOP boundaries, after anceutmber of GOPs, the watermark energy
reduces significantly and the watermark may become visiletd the low-frequency components.
The attenuation of the watermark can be reducelddmstingthe watermark before adding it to the
I-frames. However this will not solve the introduction oidrequency components. Another solution
is to terminate the propagation of the watermark after aagertumber of GOPs and then start with a
new watermark in the next GOP. In this case the motion-cotogre the watermark will be lost across
the GOPs where the propagation of the watermark is terndreate a new watermark is embedded.
Note that the compression standards only specifies the nuaxiatiowable precision of motion-vectors
and is not necessarily be used. So, the motion-estimatitimicompression process may be limited
to the integer-pixel accuracy. In this case, the comprassificiency is compromised for avoiding the

interpolation of the embedded watermarks.

Bit-Rate

In compressed-domain watermarking, it is desirable trewtatermark embedding should not increase
the bit-rate beyond a certain range. The compressed-doweatgrmarking schemes employ a rate
control mechanism to keep the bit-rate of the watermarkegdesgce within the allowable range. The
rate control is achieved by compromising the detectabditgfhe watermark [HG98] or by trading
the perceptual quality of the watermarked sequence [ALCBBl of these bit-rate control methods
can be used in the proposed watermarking schemes, if negeskae we analyze the impact of the
bit-rate control on the proposed watermarking schemesnmpemison with other compressed domain
watermarking methods.

The impact of rate control on the embedded watermark depmmtige increase in bit-rate require-
ments due to watermark addition. In the conventional cosgm@-domain watermarking schemes,
the increase in the bit-rate is due to (1) the watermark adaoldath the intra-coded and inter-coded
frames and (2) the drift compensation signal added to tlee-odded frames. On the other hand, in the
proposed MPEG-2 watermarking scheme, the watermark isdaoialg to the intra-coded frames and
there is no drift-compensation. So, the impact of rate @bdgrnegligible in the proposed scheme as
compared to other compressed domain watermarking schdtrsduld be noted that the watermark
added to the I-frames will be subjected to quantizationnaf/i¢he bit-rate control is not employed.
Due to fine quantization in the I-frames, its impact on theanatrk can be neglected. The quantized

watermark will propagate to the inter-coded frames and édme motion-coherency in the watermark
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is not affected by the quantization.

The bit-savingin the proposed watermarking scheme is achieved in any mobberent water-
marking method as well. To make this generalization, let aissler the MPEG-2 encoding of a
watermarked sequence. Watermark embedding increasesithieen of bits required to code the I-
frames and this increase is independent of the motion-eolsgrin the watermark. But the situation
is different for the inter-coded P- and B-frames. If the watark is motion-coherent, the watermarks
in the P- and B-frames can be predicted by motion-compemsa8o the number of bits required to
code the watermarked P- and B-frames are the same as thaekfprithe corresponding host frames.
On the other hand, if the watermark is not motion-coherdrg, watermark in the P- and B-frames
are predicted from uncorrelated watermarks in the cormedipg reference frames. The prediction
from uncorrelated reference frames increases the varw@nte prediction error frame and more bits
are required to code the prediction error frames. Note thather compressed-domain watermarking
schemes, the increased variance of the prediction ernmesas introduced by the drift-compensation

signal.

3.4.2 Motion-Coherency in the Watermark

An ideal motion-coherenvatermark, as the name implies, should be coherent with titeomin the
video scene. Thatis, wheneves-® point is projected in the frame, it should carry the sameewaark
sample. However, in practical cases, it is difficult to achithis level of motion-coherency due to the
complex nature of the motion in natural videos. All the MC &ratarking schemes firsistimatethe
motion in the scenes using a suitable estimation algorithdithen embed a watermark coherent with
the estimatedmotion. So, the watermark generated by these schemes aeeoblwith the estimated
motion. In all the motion-estimation techniques, a moticrdel is assumed and the model parameters
are then estimated. For example, in the mosaic-based appribee camera motion is modelled with
a first-order polynomial model where as in the proposed waeking schemes, a simple block-based
translational motion model is used to take account of baglcimera and object motion. None of these
motion models can capture the ‘true motion’ in real videod bence the achieved motion-coherency
is generally far from the ideal. However, the main objectwvehe MC watermarking is to counter
the MC-FTF attack, not to generate an ideal MC watermark. é0MC-FTF attack, the attacker
estimates the motion and the frames are averaged alongtiimatesl motion-trajectories. The success

of an MC watermarking scheme in countering the MC-FTF attagghedds on the model used by the
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attacker to estimate the motion. It is shown in the previduspter that the MC-FTF attack using
block-based motion estimation is effective in removing wegermark generated by many existing
watermarking schemes. The proposed MC watermarking scemiiech embed coherent watermark
along the motion-trajectories estimated using the bloageld motion model, are expected to counter
such attack.

In a video sequence, it might happen that some areas disdpp®ea frame and reappear in a later

frame. This situation arises in the following cases:

1. Due to object motion, a portion of the background or anotigect is occluded in a frame and

reappears in a later frame.

2. Due to camera motion, some areas in the background or gnajects may move out of the

field of view and re-enters at a later time.

Let us now analyze how the MC watermarking schemes handleaeas. In the mosaic-based water-
marking scheme with perfect frame registration, such angidsot cause a problem since the similar
background areas in all frames are aligned before watereratiedding. In other words, an area in
the background that re-enters the sequence after a ceuaiber of frames will carry the same water-
mark as in its previous occurrences. The proposed MPEG-@rmatking scheme handles such areas
in a different manner. Consider a macro block in a P-frame whias not appeared in its reference
frame. The watermark for this block is derived from its besttching block in the reference frame,
without considering the watermark in its previous appeegan As a result, the motion-coherency in
the watermark is lost in such blocks. Likewise, such blockshe intermediate I-frames also lose
motion-coherency in the watermark. However this problemsdwot exist for a B-frame. It is unlikely
that a block appears only in a B-frame, not in either of its fteah references.

From the security point of view, the lack of motion-cohenenpeates two problems: (1) the same
areas separated by a number of frames may carry uncorrelatedmarks and (2) dissimilar areas
may carry the same watermark. In the first case, the MC-FTElatteay be employed to remove
the watermark and the in the second case, the WER attack mayleyed in the block-level. The
efficiency of such attacks in removing the watermark dep@mdthe size of the newly entered areas.
Furthermore, in the case of the MC-FTF attack, the attackeosds only a small number of frames
in a temporal window. The frame in which an area is disappaadsthat in which it re-enters are
generally separated by a large number of frames. So it ikelglthat both the frames are included in

the same temporal window for the MC-FTF attack. In summargnetough the motion-coherency
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in the watermark is lost in the newly entered areas, we belilbat it is not critical from the security

perspective.

3.4.3 Improved Robustness to Compression

An issue similar to the bit-rate control is the robustnesshefwatermark when the sequence is re-
encoded at a lower bit-rate. The re-encoding could be airheedacing the storage space and trans-
mission bandwidth or an intentional attempt to remove theemaark. Let us analyze how different
watermarking schemes perform when the watermarked franigscted to re-encoding. We generalize
the analysis by comparing the performance of the motiorerait and motion-incoherent watermark-
ing schemes when subjected to MPEG-2 re-encoding.

The effect of re-encoding on the embedded watermark is thaitsubjected to quantization with
a larger quantizer step size which depends on the bit-ralbe. effect of quantization on watermark
detector performance has been extensively studied irfitex [EG01, XL01, BS04]. In general, the
guantization effect on the watermark can be consideredeaadHition of a noise term. The additive
noise is uncorrelated with the watermark for small quantstep sizes and is negatively correlated
with the watermark for larger step sizes [EGO01]. In other dgorfor large step size, the additive
guantization noise reduces the watermark detector’s pedioce and hence can be considered as a
watermark removabperation. As mentioned earlier, the prediction error #armorresponding to the
P- and B- frames are quantized coarsely as compared to thenk. So the impact of re-encoding on
the embedded watermark depends on the contribution of thernvark in the prediction error frames.
If the watermark is motion-coherent, no watermark compoieintroduced to the prediction error
frames. On the other hand, if the watermark is not coheretiit mbtion, the prediction error frames
contain contributions from the watermark, which is sulgedio coarse quantization. As a result, the
motion-coherent watermark is expected to possess bebestroess to re-encoding as compared to the

motion-incoherent watermark.

3.4.4 Robustness to Known Inter-Frame Collusion Attacks

It is obvious that the motion-coherent watermarking offge®d robustness against MC-FTF attack.
Also, it is straightforward to show that it is robust to otfk@own inter-frame collusion attacks as well.
As explained in the previous chapter, Type-1 collusion issgile when visually dissimilar frames are

embedded with highly correlated watermarks and Type-2iswh is effective in frames from a static
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scene carrying uncorrelated watermarks. The correlagtwden the watermarks embedded in differ-
ent frames by a motion-coherent watermarking scheme dsmenthe motion between the frames. For
a static scene, the scheme embeds highly correlated watermalifferent frames and hence survives
the Type-1 collusion. On the other hand, if the frames armfeodynamic scene, the embedded wa-
termarks are uncorrelated with each other. So, Type-2 sioliuwill not be effective. In other words,
the motion-coherency in the watermark isu#ficientcondition to guarantee robustness against all the
known inter-frame collusion attacks. This important pndypef motion-coherent watermark is verified

experimentally in the following Section.

3.5 Experimental Results

This Section details the results of the experimental stuogformed to evaluate the performance of the
proposed watermarking schemes. Since our objective isalua@e the performance of the proposed
watermarking schemes against the MC-FTF and other knownfiraiae collusion attacks, we have
not considered the quantization step in the compressiotepsofor simplicity. All the experiments
are conducted on uncompressed video sequencesiyjatingthe partial decoding of the coded se-
guences. For the MPEG-2 watermarking scheme, the motiaiongeand the prediction error frames
are computed directly from the uncompressed sequencegaf®ynthe motion vectors and the tempo-
ral low-pass and high-pass frames are computed from themymessed sequences for the MC-TWT
domain watermarking scheme. Note that the quantizatiohdsonly lossy operation in the coding
process. So, these implementations are equivalent to watking of the corresponding partially de-
coded sequences if the quantization effect is neglected.

A number of test video sequences, including those congidarthe previous chapter to evaluate
the performance of the MC-FTF attack are considered in therexents. The first 64 frames from
each of the sequences are used in the experiments. For th&MRetermarking, the sequences are
divided into a typical MPEGG-2 GOP structure IBBPBBPBBPBB with a Gé€ifgth of 12 frames. The
motion vectors for the inter-coded frames are computedgusia FSBM with integer-pixel accuracy
and a macro-block size ab x 16 pixels. In the case of the MC-TWT domain watermarking, the Haar
wavelet and3 level temporal decomposition are considered. The motiahove are estimated using
the HVSBM with integer-pixel accuracy. The embedding stthraj the watermarks in both the cases
is chosen such that the PSNR of the watermarked sequenaesirgle88 dB. The average NC values

and the PSNR of the attacked sequences are used as the @aréermeasures.
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Figures 3.4 and 3.5 show the sample frames froniHtitlemanandAntibessequences marked using
the MPEG-2 watermarking scheme and the corresponding matks. The frames are the last frame
of the respective sequences. Note that there is no visibfaarn the Foremansequence. However,
some artifacts are visible in the top left region of tietibes The Antibesis a synthetic sequence with
uniform horizontal translational motion from left to righo the left portion in each frame contains
newly-enteredireas, i.e., they are not present in the previous frame. Bitermark embedded in these
areas depends on the motion vectors estimated from theopeframe. Itis observed that the estimated
motion vectors areerofor the top-left porion of each frame, which issenootharea. This may be the
reason for the spatial correlation in the watermark in treveas. On the other hand, in the bottom-left
portion, the newly-entered area contains spatial hightfeacy components and the motion-vectors

change from frame to frame. Hence no spatial-correlatiamieduced in the watermark.

3.5.1 Performance Against MC-FTF Attack

The first set of experiments evaluates the performance giriy@osed watermarking schemes against
the MC-FTF attack. The MC-FTF attack with the Haar wavelet apdai3 level MC-RTWT de-
composition is considered. Even though the integer-pixaion estimation is used in the watermark
embedding process, the attacker is free to choose any ijoretos the motion estimation. It is also pos-
sible that the attacker employs a motion estimation teat&igther than the one used for watermark
embedding. We evaluate the performance of the watermaskingmes considering a few such cases.
Table 3.1 depicts the performance of the MPEG-2 watermgriiineme when the attacker uses the
same motion estimation algorithm as in the watermark embgdtt is observed that the watermarking
scheme offers a good degree of robustness to the attacksfavihe attack with sub-pixel accurate
motion estimation. For all precisions of motion-estimatiexcept for theAntibes a decrease in the
NC performance is observed with an increase in the level of TG T decomposition. The block-
based motion estimation captures the translational matitime Antibes sequence perfectly and hence
the motion-composition property is satisfied. Other segeasrcontain non-translational motion and
the estimated motion vectors do not hold the compositiorpgnty. This explains the decrease in
the NC values with the increasing level of the MC-RTWT decontpms Another point to be noted
is the change in the NC values with varying the precision ofiomeestimation used in the attack.
As explained in the previous chapter, the spatial-interfpah involved in sub-pixel accurate motion-

estimation decreases the attack performance (high NC shali&e Antibes sequence which contains
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only integer-pixel motion is not affected by the sub-pixaltian estimation. But for other sequences,
the NC values increase with the precision of motion-esimnat

On comparing the NC values given in Table 3.1(a) and Tabl@3.1 is evident that the MPEG-2
watermarking scheme offers better robustness to MC-FTElattaen the motion vectors are estimated
from the watermarked sequence. This improved robustnedgiisuted to the change in the estimated
motion vectors due to watermark embedding. It is well knolat the motion-vectors estimated using
the block-based motion from the frames containing nonsledgional motion is non-invertible. The
embedded watermark forces the motion estimation algorithfollow the motion-trajectories which
carry correlated watermarks, there by reducing the matwersion error. For the Antibes sequence
which contains only translational motion, there will notdogy change in the motion vectors (except for
the few blocks in the occluded/uncovered areas). Howeveer sequences contain non-translational
motion and the bias in the estimated motion-vectors towidnemotion-trajectories used for watermark
embedding results in the improved robustness.

The NC performance of the MPEG-2 watermarking scheme agthasMC-FTF attack with a
motion estimation scheme other than the one used in watkremabedding is reported in Table 3.2.
On comparing with the results presented in Table 3.1, it @oldserved that the change in the motion
estimation algorithm marginally decreases the perforrmagainst the MC-FTF attack. This is due to
the difference in the motion vectors estimated using thetegbniques. Note that there is almost no
change in the performance for the Antibes sequence, buhtirege is prominent for thdobile and the
Stefansequences, which contain non-translational motion. A aratp/e study on the performance of
the MPEG-2 watermarking scheme with the SS and the SS-1 aetimgeschemes against the MC-FTF
attack is carried out and the results are tabulated in TaBle Significantly better robustness of the
MPEG-2 watermarking scheme is evident from these results.

The same set of experiments is carried out to evaluate tHerpence of the MC-TWT domain
watermarking scheme against the MC-FTF attack. Table 3drtefthe performance when the same
motion-estimation algorithm is used for both the embeddingd the attacking. From these results
and the results from other experiments, it is observed tieaperformance of the MC-TWT domain
watermarking scheme is comparable with that of the MPEG{&m@arking scheme when subjected

to the MC-FTF attack.
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3.5.2 Performance Against WER and FTF Attacks

The next set of experiments is to evaluate the performandbeoproposed watermarking schemes
against the WER and the FTF attacks. The performance is cehpath that of two frame-by-frame
additive watermarking schemes: the SS-1 and the SS emlgeddirall the schemes, the embedding
strength was chosen in such a way that the PSNR of the wategthaequence is arousd dB. The
PSNR of the attacked sequence with respect to the host sejisensed as the measure of the visual
quality of the attacked video.

For the WER attack, the watermarked video frames are spatallpass filtered using an adaptive
Wiener filter with a5 x 5 window [VPH00]. The Wiener filter is implemented using the MATLAB
function. The resulting low-pass frames are subtracteoh fitee watermarked frames and the differ-
ences are averaged to get an estimate of the watermark lyf-thal attacked frames are obtained by
remodulating the watermarked frames with the estimatednverk [DD04b]. The performance of the
watermarking schemes against the WER attack is presentegbie 8.5. As expected, the attack is
effective against the SS-1 watermarking scheme while theraichemes survive it. In the case of the
SS-1 watermarking, the PSNR of the attacked videos is hithiaer that of the watermarked sequences
(38 dB) and the increase in the PSNR is at the cost of the decredbe NC values. As explained
in the previous Section, the robustness of the proposedmvatking schemes against the WER attack
owes to the embedding of dynamic watermarks in the dynararoés.

In the experiments to evaluate the performance againsttReakack, we consider two sequences:
NewsandAkiya in addition to the sequences used in the previous expetimdimese sequences are
selected due to theirear-staticnature, for which the FTF attack is known to be effective. mperal
window width of9 frames is used in the experiments. From the results pres@nfEable 3.6 it can
be observed that the SS-1 watermarking scheme survivegthatkack in both the static and dynamic
sequences whereas the detectability of the SS watermaokssderably degraded. On the other hand,
the watermark embedded using the proposed schemes suitvivE3 F attack in the static sequences
and becomes undetectable in the dynamic sequences. Nbtedlmor detectability of the watermark
in the dynamic sequences is not critical since the qualithefttacked videos is significantly degraded
as indicated by the low PSNR values. The poor visual quafithe@attacked sequences is evident from

the sample frames shown in Figure 3.6.
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integer-pixel half-pixel guarter-pixel
Sequence|| Level 1| Level 2| Level 3| Level 1| Level 2| Level 3| Level 1| Level 2| Level 3
Antibes 0.98 0.96 0.95 0.98 0.97 0.96 0.98 0.97 0.96
Foreman 0.86 0.72 0.56 0.9 0.8 0.68 0.9 0.82 0.7
Coastguard| 0.92 0.83 0.69 0.94 0.87 0.78 0.95 0.9 0.81
Mobile 0.84 0.77 0.63 0.91 0.85 0.76 0.91 0.86 0.77
Stefan 0.87 0.74 0.57 0.9 0.8 0.68 0.91 0.83 0.71

(a)
integer-pixel half-pixel quarter-pixel
Sequence| Level 1| Level 2] Level 3| Level 1| Level 2| Level 3| Level 1| Level 2| Level 3
Antibes 0.98 0.97 0.95 0.98 0.97 0.96 0.99 0.98 0.97
Foreman 0.89 0.77 0.63 0.92 0.84 0.74 0.94 0.87 0.78
Coastguard| 0.93 0.85 0.74 0.95 0.9 0.82 0.96 0.92 0.86
Mobile 0.84 0.78 0.64 0.92 0.86 0.77 0.92 0.88 0.79
Stefan 0.88 0.77 0.61 0.92 0.83 0.72 0.93 0.86 0.75

(b)

Table 3.1: Detector performance of the proposed MPEG-2wiatkking scheme against the MC-FTF
attack with varying levels of MC-RTWT decomposition and vagyprecision of motion-estimation.
The motion vectors for the attack are estimated using the F8BiM (a) the host sequence and (b) the
watermarked sequence.

integer-pixel half-pixel quarter-pixel
Sequence| Level 1| Level 2| Level 3| Level 1| Level 2| Level 3| Level 1| Level 2| Level 3
Antibes 0.97 0.96 0.95 0.98 0.97 0.96 0.98 0.97 0.96
Foreman 0.8 0.64 0.48 0.86 0.74 0.61 0.87 0.75 0.63
Coastguard| 0.9 0.79 0.66 0.92 0.85 0.75 0.93 0.87 0.77
Mobile 0.83 0.75 0.61 0.91 0.84 0.74 0.91 0.86 0.76
Stefan 0.83 0.69 0.53 0.88 0.76 0.64 0.88 0.78 0.66

(a)
integer-pixel half-pixel guarter-pixel
Sequence| Level 1| Level 2] Level 3| Level 1| Level 2| Level 3| Level 1] Level 2| Level 3
Antibes 0.98 0.97 0.96 0.99 0.98 0.97 0.99 0.98 0.97
Foreman 0.85 0.71 0.57 0.9 0.81 0.7 0.91 0.83 0.73
Coastguard| 0.92 0.83 0.71 0.94 0.88 0.79 0.95 0.9 0.82
Mobile 0.85 0.77 0.63 0.92 0.86 0.77 0.92 0.88 0.79
Stefan 0.86 0.73 0.58 0.91 0.81 0.7 0.92 0.83 0.72

(b)

Table 3.2: Detector performance of the proposed MPEG-2mwiatkking scheme against the MC-FTF
attack with varying levels of MC-RTWT decomposition and vagyprecision of motion-estimation.
The motion vectors for the attack are estimated using theBNW$&om (a) the host sequence and (b)
the watermarked sequence.
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SS-1 SS MPEG-2
Sequence| FSBM \ HVSBM | FSBM \ HVSBM | FSBM \ HSVM
Antibes 0.39 0.25 0.14 0.14 0.95 0.96
Foreman 0.38 0.41 0.17 0.18 0.63 0.57

Coastguard 0.29 0.25 0.16 0.16 0.74 0.71
Mobile 0.19 0.21 0.14 0.14 0.64 0.63

Stefan 0.42 0.4 0.18 0.18 0.61 0.58

Table 3.3: Comparative performance of the proposed MPEGt@rmarking scheme against the MC-
FTF attack with 3 level MC-RTWT decomposition. The motion westfor the attack are estimated
from the watermarked sequence by using the FSBM and the HSVBManiinteger-pixel accuracy.

integer-pixel half-pixel guarter-pixel
Sequence| Level 1| Level 2] Level 3| Level 1| Level 2| Level 3| Level 1| Level 2| Level 3
Antibes 0.97 0.95 0.93 0.98 0.96 0.94 0.98 0.96 0.94
Foreman 0.86 0.68 0.53 0.89 0.77 0.65 0.9 0.79 0.68
Coastguard| 0.9 0.75 0.6 0.92 0.8 0.69 0.93 0.83 0.72
Mobile 0.84 0.71 0.59 0.9 0.81 0.71 0.91 0.82 0.73
Stefan 0.85 0.68 0.52 0.89 0.77 0.65 0.9 0.79 0.67

Table 3.4: Detector performance of the proposed MC-TWT domaitermarking scheme against the
MC-FTF attack with varying levels of MC-RTWT decomposition avatying precision of motion-
estimation. The motion vectors for the attack is estimatechithe watermarked sequence by using the
HVSBM.

SS-1 SS MPEG-2 MC-TWT
Sequence PSNR\ NC PSNR\ NC PSNR\ NC PSNR\ NC
Antibes 43.13| 0.18| 35.67| 0.98| 35.77 | 0.97| 35.69 | 0.97
Foreman || 43.91| 0.14| 35.68| 0.97| 36.17 | 0.94| 35.73 | 0.96
Coastguard| 39.08 | 0.45| 35.62 | 0.99| 35.89 | 0.98| 35.66 | 0.98
Mobile 38.2 | 0.55| 35.61| 0.99| 35.85| 0.98| 35.62 | 0.99
Stefan 38.71| 0.49| 35.62 | 0.99| 36.1 | 0.97| 35.7 | 0.97

Table 3.5: Comparative performance of the proposed wat&intgaschemes against the WER attack.
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SS-1 SS MPEG-2 MC-TWT

Sequence|| PSNR| NC | PSNR| NC | PSNR| NC | PSNR| NC
Antibes || 26.11| 1.00| 26.33| 0.11| 26.33| 0.14| 26.33 | 0.13
Foreman || 26.43 | 1.00| 26.67 | 0.11| 26.65 | 0.19| 26.65 | 0.19
Coastguard| 25.3 | 1.00| 25.48 | 0.11| 25.47 | 0.21| 25.47 | 0.16
Mobile 20.26| 1.00| 20.32 | 0.11| 20.32| 0.24| 20.32| 0.17

Stefan 20.72 1 1.00| 20.79| 0.11| 20.78 | 0.28 | 20.78 | 0.26

News 35.79| 1.00| 38.54| 0.11| 35.96 | 0.95| 36.00 | 0.93

Akiyo 31.86| 1.00| 32.77| 0.11| 32.04| 0.86| 32.05| 0.82

Table 3.6: Comparative performance of the proposed wat&mmpschemes against the FTF attack.
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SIEMENS

Figure 3.4: A sample frame from tH®remansequence marked using the MPEG-2 watermarking
scheme (top) and the corresponding watermark (bottom).
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Figure 3.5: A sample frame from th&ntibessequence marked using the MPEG-2 watermarking
scheme (top) and the corresponding watermark (bottom).
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Figure 3.6: A sample frame from tl@oastguardtop) andForeman(bottom) sequences after the FTF
attack.
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3.6 Discussion

The danger of the MC-FTF attack can be countered by the MC matding schemes in which corre-
lated watermarks are embedded along the motion-trajestoHowever, the existing implementations
of MC watermarking schemes operate in the uncompressedido8izch an approach is computation-
ally prohibitive in real-time video watermarking applicats since the video sequences are generally
stored and transmitted in a compressed format.

This chapter proposed a compressed-domain approach to NEEmarking. Two watermarking
schemes have been proposed, one for the MPEG-2 coded seguaemntthe other for the the sequences
coded using the emerging MC-TWT based coding. The experimesialts confirm that the proposed
schemes offer a good degree of robustness against the MC4ttak.aOur analysis has shown some
desirable properties of MC watermarking like improved rstbess to re-encoding and robustness to
other known inter-frame collusion attacks. Also, the ims®in the bit-rate required to encode a water-

marked sequence is less because of the motion coherencembitosed watermarks.
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Chapter 4

An Oracle for Motion-Incoherent
Watermarking

Inter-frame collusion attacks have been studied extelysarel many watermarking schemes have been
proposed in recent years to resist such attacks. Howeve,diven watermarking scheme, there is no
tool available to assess whether the produced watermagkistant to the inter-frame collusion attacks
or not. Today, this assessment relies on a computationghgresive procedure: (1) a sequence is wa-
termarked, (2) the watermarked sequence is subjectedfépatif inter-frame collusion attacks and (3)
the detector checks the presence of the watermark in thekattasequences. Inter-frame collusion re-
sistance can be guaranteed only if the watermark surviVéseghttacks. Similarly, in the attacker-side,
it may be of interest to know whether the inter-frame cotaswill be effective on a given watermarked
sequence or more importantly, whether an attacked sequtiiaarries the watermark. This assess-
ment is more challenging since in many applications of wasgking like fingerprinting and copyright
protection, the attacker may not have access to the watkmhesector. If a tool which can predict the
presence of watermark is available to the attacker, thelagfiiciency can be improved by changing
the attack parameters. For example, the attacker may setba temporal window width of the FTF
attack until the watermark becomes undetectable.

This chapter presents a novel technique to evaluate thefratee collusion resistance without
going through the expensive attack-detect procedure. Awistn the previous chapter, the motion-
coherency in the watermark issafficientcondition to guarantee the resistance to inter-frame siliu
So, assessing the motion-coherency in the watermarguffigiency tedor inter-frame collusion resis-
tance. We propose a simpdeaclewhich reports the presence/absence of motion-incoheratetrmark

in a given sequence. In other words, the oracle reports whetlgiven sequence carries a watermark
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which is susceptiblgo inter-frame collusion or not. The oracle does not makeaissy watermark
detection algorithm, thereby making it useful to the ateéacks well. The proposed oracle exploits
the motion-compensated prediction module present in tite-sif-the-art video coding techniques. It
will be shown that it is possible to extract some statistieatures, which can distinguish between the
presence of motion-coherent (MC) and that of motion-incehefMIC) watermarks, from the motion-
compensated prediction error frames. These features aneubed to train a pattern classifier which
discriminates between the prediction error frames coarging to a sequence carrying the MC water-
mark and that carrying the MIC watermark. The proposed asyssepresented in Section 4.2, after a
review of related work in Section 4.1. Experimental resatesthen reported in Section 4.3 to validate

the accuracy of the proposed system.

4.1 Related Work

In a previous work [BK04], steganalysisechnique has been introduced to distinguish watermarked
video contents from the non-watermarked video materiale @ihderlying idea is to exploit the sen-
sitivity of some watermarking systems against a certaissctz collusion attacks. For example, the
temporal frame averaging (TFA) can be introduced to detexptesence of uncorrelated watermarks
embedded in successive frames.

Many video watermarking algorithms can be reduced to a frayaame additive procedure as
written below [DD03a]

Vi =Xp + Wi, Wi ~N(0,02) (4.1.1)

wherex,, is the frame at instarit in the host video sequencg, the corresponding watermarked frame
andw, the watermark signal embedded at instarassumed to be normally distributed with zero mean
and a variance of?. If the watermarked sequence is temporally averaged wittdanvindow length
of T+ 1, the resulting attacked framgsg are given by

_ 1

Vo= 7T 2V (4.1.2)

1€EWg

whereW, = {k - T/2,k —T/2+1,--- ,k + T/2} is the set of temporal indices in the averaging
window. Wheny,. is substituted by Equation (4.1.1) in Equation (4.1.2), fibllowing equation is
obtained

1 1
- i — E =X W 4.1.3
Y = T 1 P X; + T 1 W XE + Wy ( )

Wi 1EWg
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Assuming that the host frames in the temporal window aregptually similar, the difference

framez, = y, — yi. between watermarked and attacked contents can be apptexismfollows:
Z, — (Xk — )_(k) + (Wk — Wk) ~ Wi — V_Vk . (414)

Depending on the sensitivity of considered watermarkimgg@tihm to the TFA, the difference frame
z;, Will exhibit different statistics. In particular, if the iemarks embedded in successive frames are
uncorrelated, averagirif + 1 watermarks leads to a normally distributed signal with zesan and a

. 2 .
variance of%, and the difference framg, can be modelled as

T

Therefore, if the tested sequence is carrying a watermanjll be Gaussian. On the other hand,
if the video is not watermarked, the difference will not beuGsian. Based on thH@aussianityof z,,
one can thus decide whether a watermark is present or notagsitier can be trained using some
features extracted from, to make this decision. In [BK04], the authors proposed to hed&urtosis
theentropyand the25" percentile

The kurtosis [RS00] of a random variableis the forth central moment defined as:

: 1
Kurtosis = 4—NE(1:Z» — pta)?

O

whereyu, ando, are respectively the mean and the standard deviatioaathe expectation operator.
The kurtosis is the degree peakednessf the corresponding distribution. The kurtosis for a ndrma
distribution is3 and varies for most of the other distributions.

The entropy is a measure @ndomnes a given distribution. The entropy estimate is given by

Entropy= — Y _ Px(i)log Px (i) (4.1.6)

where Px (i) is an estimate for probability and the summation is overradl éstimated probabilities.
The entropy estimate from a watermarked sequence is exptecteave a higher value as compared to
that estimated from the host sequence. Finally & percentile of a distribution is the value above
which 25% of points in the histogram reside.

This steganalysis scheme accurately detects the presenalbsence) of uncorrelated watermarks
within static video contents. However, its performancékisly to be severely degraded as soon as some
dynamic components, e.g. moving objects and/or camereomadire present in the video. Indeed,

the energy of(x, — X;) in Equation (4.1.4) will no longer be negligible, thus iriegmg with the
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features used for classification. Thus this system is nett¥e for dynamic video scenes. In order
to avoid interferences due to dynamic components, it is s&ug to perform motion-compensation
before applying the TFA. In other words, the motion-comp¢ed temporal frame averaging (MC-
FTA) will be used instead of the conventional TFA operatioreg in Equation (4.1.2). In a subsequent
article [BKZ06], the authors proposed to apply a MPEG-likedlbased motion compensation before
the TFA. However, the reported experimental results didcrezrly exhibit a significant improvement.
This can be explained by the fact that they were using vidatsliitle motion activity, thus leading
to very little host interference even without motion comgation. The TFA attack module may be
replaced with other inter-frame collusion attacks to detkfferent types of watermarking schemes.
For example, if the WER attack is used instead of the TFA, tlalt@g system should be able to
differentiate the sequences carrying SS-1 watermarksll theacases, the performance of the system

will depend on the efficiency of the attack module.

4.2 Proposed System

The straightforward way to assess the motion-coherendyeoiviatermark in a given sequence is first
subjecting the sequence to the MC-FTF attack and then usetngdtermark detector to check the pres-
ence of the watermark in the attacked sequence. Howevdr,astechnique may not be useful to the
attacker due to the non-availability of the watermark detecAn alternative way is to use some tem-
poral processing which is sensitive to the MIC watermarkhdhat the change in the processed signal
can be used to detect the presence of the MIC watermark. Bon@e, the level of Gaussianity in the
difference between the watermarked sequence and its MC-&aékad version can be used to detect
the presence of the MIC watermark. It should be noted at tiist phat any such temporal processing
should be applied along the motion-trajectories. In otherds, the computationally expensive mo-
tion estimation for finding the motion trajectories is anigpénsable part of any method to assess the
motion-coherency of the watermark.

In this Section, first we will show that thmotion-compensated predictiaised in the state-of-the
art video coding standards is a temporal process sensititieet MIC watermarks and it is possible
to detect the presence of MIC watermarks from rtination-compensated prediction error framé§e
then propose a simpleracle for MIC watermarks, based on the change in the statisticBefriotion-
compensated prediction error frames due to the presencd@fwdtermarks. The main motivation

in using the motion-compensated prediction in the propasadie is that the watermarked sequences

TH-491_VINODP



4.2. PROPOSED SYSTEM 72

are generally stored and transmitted in the compressedfofmsuch cases, the motion-compensated
prediction error frames can be directly obtained by pade&doding of the compressed stream, thereby
significantly reducing the computational requirementshaf oracle. On the other hand, if the wa-

termarked sequence is in the uncompressed format, masiimation and compensation need to be

performed to obtain the prediction error frames.

4.2.1 Motion-Compensated Prediction

As mentioned in the previous chapter, in a typical MPEG encotthere are two types of predicted
frames, namely the P-frames and the B-frames. Let the predlietror frame corresponding to a P-
frame be denoted by P-PEF and that of a B-frame by B-PEF. Themotimpensated prediction of

the framex,, using the reference frame,, is defined as

x"2)[n] = x;, [Myy 1,(n)] = xp,[n], 1€ A. (4.2.1)

1

When sub-pixelaccurate motion compensation is exploited, the pgifit, _.;,(n) might not belong
to A. In this case, spatial interpolation is performed to obtam sample values at these sub-pixel
locations [STO03]. In the reminder of this analysis, mot@mmpensation with integer-pixel accuracy is

assumed for mathematical tractability. Now a P-PEF is giwen
PX =x;, — x4, ki <k
ke = Xky — X0y R < A2 (4.2.2)

and a B-PEF by
1
B?cz = Xpy — 5 (X(Zi) + X(Z§)> R ki < k’g < k’g. (423)

In the case of a watermarked video sequeficg, obtained using (4.1.1), we get

v 0] = yu, My, (1)]
= Xk [Mk1Hk2 (n>] + Wiy [Mklﬂkz (Il)] : (424)

| Ilerefore, we can write
k k k
y(kf) = X(k?) + W(kf) . (4.2.5)

Even though integer-pixel motion-compensation is assuimeobtaining the above equation, it is also

valid for sub-pixel motion-compensation with linear irgelation.
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A P-PEF of the watermarked sequence can be expressed as
k
= ey 4 Wy — (x5 1 w)

= P}, + P} (4.2.6)

1

wherePj = (xk2 — X(Zj)) andPy = (ka — w(',f)> are the PEFs corresponding to the host signal
and the watermark respectively. If the embedded waternsamotion-coherent, the watermark in the
current frame can be predicted from the reference frame, R ~ 0. As a result, the PEF of a
sequence carrying a motion-coherent watermark will belambo that of the host sequence. On the
contrary, if the embedded watermark is motion incoherdv@n tv;, and w(',fj) are uncorrelated and
the samples ow(,'jf) are independent and identically distributed (iid), follogya Gaussian distribution
with zero mean and varianeg,. It should be noted that a point in the reference frame may tmap
multiple points in the current frame and the iid assumptswiolated at sucimultiply referredpoints.
Nevertheless, such points are usually very few in compangth the total number of points and their
k2)

impact can be neglected. Sineg, andw(k1 are iid Gaussian random fields, their difference is also an

iid Gaussian random field. Therefore, a P-PEF corresporidiMjC watermark can be modelled as

PZV =~ N(Oa 0—123‘13’)7 0129W = 20—‘2;;, (427)

k

Similarly, the B-PEF of a watermarked video sequence is goyen
B} = B + BY (4.2.8)
and if the embedded watermark is motion incoherent, we caw siat
BY ~ N (0,08v),  ogy = 150, (4.2.9)

If the motion model well captures the motion in the host videquence, the energy Bf andB};
is negligible and the presence of motion-incoherent waaekscan be detected by simply measuring
the level of Gaussianity i} andB;, in a manner similar to the one described in [BK04]. However,
the PEF of the host signal depends on many parameters ingltioe accuracy of the motion model,
the presence of occluded/uncovered regions, the changksmination, etc For instance, the con-
ventional block-based motion-compensation used in theenturvideo coding standards cannot model
non-translational motion in the frames accurately, thssilteng in significant energy in the PEF
andB3. In such cases, the performances of an oracle, simply bas#tedevel of Gaussianity iF;

andBY, are likely to be significantly degraded.
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4.2.2 Statistical Modelling of Prediction Error Frames

The motion-compensated prediction error frames genegalybit highly non-stationary spatial statis-
tics. There may be areas with low energy where the motionainedll captures the motion and areas
with high energy where the motion-model is not adequatehdrptoposed method, we model each PEF
of the host sequence adaxally iid non-stationary Gaussiarandom field which is one of the most
widely used statistical models in image processing [MKRI9P¥01]. This model is characterized by
two parameters, thecal meanand theocal variance According to this model, each sample of a PEF

follows a Gaussian distribution with specific parameters:
Vne A, PXn]~N (upt[n], o3 [n]) (4.2.10)

whereupx n] andal%z [n] are respectively the local mean and the local variance.

Let us now analyze how the distribution of the PEFs changedalthe addition of an MIC water-
mark. As shown in Equations 4.2.6 and 4.2.8, the PEF of a seguearrying MIC watermark is the
sum of two independent random fields : the PEF of the host whildtally iid non-stationary Gaussian
and that of the watermark which is iid Gaussian. By using tloperties of the sum of independent
Gaussian random variables one can show that the distnbtiteoPEFs of a sequence carrying an MIC

watermark are also locally iid non-stationary Gaussian, i.
vneA, Pln]~N (NP% ], o2, [n]) (4.2.11)

with ppy[n] = ppx[n] andal%,% [n] = ofx[n] + oy . The local mean of the PEFs does not change after

the addition of MIC watermark sind@})’ is assumed to be zero-mean. Similarly in the case of a B-PEF,
¥ne A, BYn~N (MB% ], 0% [n]) (4.2.12)

wherepgy[n] = ppx[n] andagz [n] = ofx[n] + 0.

We have seen that the variance parameter of the locally ills&an model of the PEF changes
with the addition of MIC watermark. For a model-based dgsdmn of this change, a suitable model
for the local variances is needed. Voloshynovsitiyal [VDPPO01] suggested deriving such a model for
the local variances of a host image from gstimatedocal variances. We propose to use the estimated
local variances to derive similar models for the local vaciss of the host and the watermarked PEFs.

Since the PEFs are modelled as iid Gaussian within a localavwinthemaximum likelihoodML)

estimator for the local variance &, at a pointn in is given as

Gl = s > (PLm] — jipyfm]) (4.2.13)
meN (n)
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whereN (n) is the local neighborhood d@f x N points centered at, and
. 1 y
jieyln] = =5 >~ PY[m]
méeN (n)
is the ML estimator for local mean. Substituting the valué@gdfn] from Equation 4.2.6 and neglect-
ing the cross-terms by using the fact tif[n] and P}’[n] are independent, Equation 4.2.13 can be

approximated as

. 1 X . 2 1 w . 2
bpyin) = 7 Y. (P = jugln])" + 5 D~ (PY(m] — jipy[n])
meN (n) meN (n)
= Gpx[n] + Gpw(n] . (4.2.14)

Here we assumed that
Z (P¥[m] — fipx[m]) (P} [m] — fipw[m]) ~ 0.
meN (n)
Thus the local variance estimated at each point of the Ml@mzdrked PEF is the sum of the estimated
local variances of the corresponding host PEF and the wat&rREF.
Figure 4.1(a) shows the estimated local variance of a P-P&h the Mobile sequence using a

3 x 3 window. The local variances, estimated from the areas inPlEE corresponding to the oc-
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Figure 4.1: (a) Local variances of a P-PEF from khebile sequence and (b) the plot of the sorted array
of local variances. Darker areas in (a) indicate regionsrevtiee estimated variance is high valued.

cluded/uncovered regions and object boundaries in theguframe, are generally very high com-
pared to those estimated from other areas in the PEF. Thisdere from the darker areas in the local
variance plot, shown in Figure 4.1(a). The local variandereges, rearranged to a 1-D array and

then sorted in the ascending order, are plotted in Figur@}.1t is clear from this plot that the local
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variance estimated from the above mentioned areas, thofeg en numbers, are of extremely high
values. These extreme-valued estimates, resulting frenfeilure of motion-compensated prediction,
are considered asutliers. This outliers are discarded from the analysis by setting@per-threshold
7 on the local variance estimate.

Motivated by the works [MKRM99, VDPPO01] we now derive a stiatal model for the ML esti-
mators&%,z. It has been suggested that the histogram of the local \@iastimates of the high-pass
wavelet bands of an image can be well approximated by usegxbonentialWeibull Riceor Gamma
distributions. We propose that such approximation is Vaidhe local variance estimates of the host
PEFs. From the above mentioned distributions, we choosentive generalGamma distributiorto
approximate the histogram 6@,7;.

The probability density function(PDF) of the two-paramgBamma distribution [RS00] is given
by

b a1 y T , >0
flz) = {g“‘)x T 0 (4.2.15)
) x e

wherea > 0 is theshape parameteb > 0 is thescale parameteand

['(a) = /000 =t exp[—t]dt (4.2.16)

is the Gamma function. The shape parameter allows the ganstéation to take on a wide range
of shapes. The scale parameter is a measure of the spreagldithbution. Many distributions like
the exponential, Weibull and the chi-squared)(distributions are the special cases of the Gamma
distribution.

The normalized histograms @ff,,k(, estimated using 8 x 3 sliding window and their Gamma
approximations for different sequences, are shown in Eigu2(a-c). The Gamma approximation
parameters are obtained by the maximum likelihood estonaind the statistical tool box of MATLAB.
These plots suggest that the Gamma distribution is indeegissonable approximation to the distribution
of the ML estimatow&%?. In other words, the estimated local variaré@ef; [n] at each point can be seen
as the realization of a Gamma random variable.

Deriving a statistical model for the estimat@f,zv is rather straightforward. Sinde}’ is an iid
Gaussian random field, we can show that&%ke will follow a 2 distribution withN? — 1 degrees of
freedomRS00]. The PDF of the two-parametet distribution is given by

(202)7% .,

flay =14 T

2 lexpl—5%], x>0
0, <0

(4.2.17)
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wheren € Z* is the degree of freedom amds the scale parameter. On comparing Equations (4.2.15)
and (4.2.17), we can see that thedistribution is a special case of the Gamma distributiomwit= %
andb = 202,

The local variance estimatétf,% can be now seen as the sum of gamma random varié@Leand
a—%y:. Further, it can be assumed that the random variatﬁ,gsand&w are independent, since they
are the functions of independent random variali®&] andP) [n] respectively (Equation (4.2.14)).
The sum of the two independent Gamma variables is Gammébdistd only if the scale parameters of
the distributions are equal. Nevertheless, the sum of t@ependent Gamma random variables with
unequal scale parameters can still be reasoraiyyoximatedas a Gamma random variable [Mat82].
Using this approximation, we model the local variance estors of each watermarked PEF as Gamma
distributed. The normalized histograms of the local vareanof the PEFs for MIC watermarked se-

guences and their Gamma approximations are shown in Fig2i@-4). In summary,

1. The estimated local variances of each host PEF is Gamrimdodied.

2. With the addition of the MIC watermark, the estimated laegsiance of the PEFs are still Gamma

distributed, but with different parameters.

This change in the distribution parameters with the additbd MIC watermark is exploited in the

proposed oracle.

4.2.3 Estimation of Distribution Parameters

Due to wide range of applications like in the queuing theony eeliability studies, the estimation of the
shape and the scale parameters of the Gamma distributidneleasan active area of research [BS87,
Ada88]. The most popular techniques are tinethod of momen{®IM) and themaximum likelihood
(ML) method. The MM method exploits theoretical formulagiué distribution moments as a function
of the scale and shape parameters and equates them withtithated moments computed from the
observations. The resulting system of equation is theresldio estimate the parameters of the distri-
bution [RS00]. On the other hand, ML estimators maximize @liliiood function of the data samples
and are obtained by solving a set of likelihood equationg [ikelihood equation for the shape para-
meter of the Gamma distribution does not have a closed-fepresentation and it is necessary to use
numerical techniques such as the Newton-Ralphson methcditoate it [CW69].

Many simple approximations of the ML estimator, which arejmgose to the actual values, have

been proposed. In this work, we use one such method [Dop9Hremthe ML estimates of the shape

TH-491_VINODP



4.2. PROPOSED SYSTEM 78
0.5¢ 0.05 —
M
0.4} 0.04f \
0.3t 0.03} \
0.2 0.02f
0.1 XL 0.01}
0 : . . 0 . :
0 20 40 60 80 100 0 20 40 60 80 100
local variance local variance
(@) (d)
0.2
0.03} -"‘_
0.15 AT
002l |
0.1
0.05} 0.01y
0 ||||| O 1 1 L
0 40 60 80 100 0 20 40 60 80 100
local variance local variance
(b) (e)
0.12 0.03
0.1 0.025 [Tt
0.08 0.02f
0.06} 0.015¢
0.04¢} 0.01}
0.02} 0.005¢
0 0 : : :
0 20 40 60 80 100 0 20 40 60 80 100
local variance local variance
() ()

Figure 4.2: Distribution of the local variance of a P-PERir(a) Antibeghost) (b)Foremarghost) (c)
Mobile(host) (d)AntibegMIC watermark) (e)Foreman(MIC watermarkand (f) Mobile(MIC water-
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parametef; and the scale parameter from N sample§zy,xs,- -+ ,xy}, are approximated as
1)0-9885 oxp[—0.187(y — A)], A<
i n )G expl (v —4)] g (4.2.18)
(%)0‘8699’ A Z y
b o (4.2.19)

> |

where

~v = 0.577215665 is theEuler-Mascheroni constant
N
. 1 ,
fir = ; z; is the sample mean
and

1l o~

It has been shown that the relative error in this approxiomais not greater tham8% .

4.2.4 Oracle Design

In Section 4.2.2, it is shown that there is a statisticaledéhce in the local variance histograms of the
PEFs corresponding to a sequence carrying an MC watermarkhah carrying an MIC watermark.
Based on this difference in the local variance histogramsgyadle for the sequences carrying an MIC
watermark is now designed. The first step in the design psose® study how the difference in the
histograms are reflected in the distribution parameterd@fcbrresponding Gamma approximations.
The study is performed with three test video sequenéesibes Foremanand Mobile. The Antibes

is a synthetic sequence made from a panoramic image with @esimorizontal translation at pix-
els/frame from left to right. The other two sequences anedsted MPEG test sequences with complex
motion. The sequences are marked using the SS scheme, vilhafs@mbeds MIC watermarks. The
embedding strength of the watermark is chosen such that &R@Ne of38 dB is maintained for the
watermarked sequences.

First, the PEFs of the uncompressed sequences are anaByadsing the hierarchical variable
size block-matching algorithm [CW99], the P-PEF and B-PEF araputed for both the host video
sequences and the watermarked ones. Subsequently, theddeace is estimated in each point by
using a3 x 3 sliding window. Finally, the distribution parameters oéthGamma approximations are
calculated using Equations 4.2.18 and 4.2.19. The estihsatde and shape parameters corresponding
to the P-PEFs are plotted in Figure 4.3 for different valuethe upper-threshold. It is observed

that the scale-shape parameters are clustered into twansegone corresponding to MC watermark
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Figure 4.3: Scale-Shape plots corresponding to the P-RBRstheAntibes Foremanand theMobile
sequences for different thresholds of the estimated lca@hnce data. Each gray circles (resp. black
squares) correspond to one PEF from videos carrying no mat&r(resp. a SS watermark).

and the other corresponding to MIC watermark. The clusterseparable even without discarding the
outliers in the estimated local variances. However, byrsgtn upper threshold on the estimated local
variance, the clusters become easily separable. The detteiminative power of the shape parameter
as compared to the scale parameter is also evident fromake pl
A similar study is conducted for the sequences in the corspeesormat. The only difference

between the PEFs corresponding to the uncompressed andeassag sequences is that the latter
is quantized. The quantization step sizes are differentiferP-PEFs and the B-PEFs. In a given
compressed sequence, the B-PEFs are coarsely quantizedreohtp the P-PEFs. Due to the non-
linear nature of the quantization process, deriving asttesil model for the PEFs of the compressed
sequences is not straightforward as we did for the PEFs afrapmessed sequences. Instead, we study

whether the statistical model derived for the PEFs of theommressed sequences is valid for that of
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Figure 4.4: Local variance histogram & 100) of a P-PEF from théoremansequence, coded at

different bit-rates and their Gamma approximations.
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Figure 4.5: Local variance histogram & 100) of a B-PEF from theForemansequence, coded at
different bit-rates and their Gamma approximations.

TH-491_VINODP



4.2. PROPOSED SYSTEM 83

the compressed sequences. It should be noted that ouriebjedbquantifythe difference in the PEFs
corresponding to the sequences carrying an MC watermarkhearse carrying MIC watermark. This
may be achieved with aspproximatestatistical model for the PEFs.

The local variance histograms of the PEFs are studied foseéljgences coded using the MPEG-2
standard. The host and the SS watermarked sequences are-RIP&d&d using the VCDemo soft-
ware [vcd]. Each sequence is coded at three different l@srafts Mbps,3 Mbps and® Mbps and with
a frame rate o25 frames/second. Note that depending on the bit-rate, a nuofildex 8 blocks in the
PEFs are quantized tero-blocks These blocks are excluded from the analysis. Figures 414dn
plot the normalized histograms of the local variance edes&rom a P-PEF and B-PEF respectively
and the corresponding Gamma approximations foFtfremansequence. From these plots and similar

plots for other sequences, it is observed that:

1. The Gamma distribution is a reasonably good approximatdhe histograms of the local vari-

ance estimated from the PEFs of a compressed sequence.

2. The change in the bit rate has little effect on the histograorresponding to the host sequence,
whereas the histograms corresponding to the sequencencpaty MIC watermark change sig-

nificantly.

3. For the sequences carrying an MIC watermark, an increabe compression ratio decreases the
shape parameter of the Gamma approximation of the histodbamm to the coarser quantization

as compared to P-PEFs, the decrease in the shape value isntioeecase of the B-PEFs.

We now formulate the design of the oracle as a pattern cleasdn problem. The block diagram
of the proposed oracle is shown in Figure 4.6. The shape mdeaiof the Gamma approximation of the
local variances estimated from the PEF is used as a feataterva a pattern classifier which makes
the decision that the watermark carried by the test sequseM€ or MIC. The main steps of the oracle

can be summarized as:

Compute the PEF with a given motion model
Compute the local variances and discard values exceediregagded threshold

Compute the shape parameter of the Gamma distribution wieistfits the observed local vari-

ances

Train a pattern classifier with the estimated shape pararastine feature vector.
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Figure 4.6: Block diagram of the proposed oracle.

4.3 Experimental Results

A number of experiments have been conducted to evaluateettiermance of the proposed oracle.
A database of 11 grayscale video sequences in raw format s tsed during the experiments.
Each video consists of 124 frames.The sequences are sketedtelude a wide spectrum of motion
activities. A full description of the sequences is detailedable 4.1 with special emphasis on the
dynamic components present in the videos such as cameramaotd/or moving objects. In contrast
with previous studies [BK04, BKZ06], videos with different tran activity have been considered.
Three different watermarking schemes, namely, the MC-TWEtagtermarking, SS watermark-

ing and the SS-1 watermarking are considered in the expetanéhe MC-TWT based scheme gener-

ates MC watermarks and the motion-coherency in the gertbnattermark was verified in the previous
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| ID | Sequence name Frame size| Camera motion | Object motion
1 Container 288 x 352 | N/A translational (slow)
2 News 288 x 352 | N/A slow
3 Akiyo 288 x 352 | N/A slow
4 Mobile 288 x 352 | panning translational, rotational
5 Coastguard | 288 x 352 | panning translational
6 Tempete 288 x 352 | zooming (fast) negligible
7 Foreman 288 x 352 | panning, zooming | non-translational (fast
8 Antibes 240 x 352 | panning N/A
9 Stefan 240 x 352 | panning (fast) non-translational (fast
10 Bike 240 x 352 | panning, tilting (fast) non-translational (fast
11 Football 240 x 352 | negligible non-translational (fast

Table 4.1: Description of the video sequences used for érpets

chapter in terms of its robustness to the MC-FTF attack. islémented using one-level MC-TWT

decomposition of the uncompressed sequences, with thewtaatet and the HVSBM for estimating

the motion-trajectories. The watermark generated by thecB®me is always MIC, irrespective of the

motion content in the video. The SS-1 scheme, on the othed, lgenerates MC watermarks in the

static areas of the scenes and MIC watermarks in the dynaeas aln all the watermarking schemes,
the embedding strength of the watermark is chosen suchib@$NR of watermarked sequence is
around38 dB. In addition to these watermarked sequences, the hostisegsi for which the response

of the oracle is the same as that of sequences carryimeahMC watermark, are also considered in

the experiments.

Although the considered database was originally in raw &drexperiments have also been carried
out with compressed video sequences. Original and watkedaequences have been MPEG-2 en-
coded using the VCDemo software [vcd] at three different &iés: 5, 3 and2 Mbps, with a frame
rate of 25 frames/sec. The GOP size has been chosen as 12 firathe IBBPBBPBBPBB format.
Therefore, each compressed sequence is madé bframes,31 P-frames and&2 B-frames. If the
tested video sequence is compressed, the PEFs are retoypdedoding the corresponding portion of
the video stream. For the watermarked sequence in the umesegal format, the motion vectors are
estimated using the HVSBM algorithm with half-pixel accyra€he intensity values at the sub-pixel
locations are estimated using bilinear interpolation. &&air comparison with the performance on the
compressed sequences, the PEFs of the uncompressed ssgasncalculated with the same GOP

structure as in the compressed ones.
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4.3.1 Experiment I: Comparison of Feature Vectors

The first set of experiments is intended to compare the discative power of the proposed feature
vector (shape parameter of the Gamma approximation of tiraaed local variances) and the Guas-
sianity features (kurtosis, entropy and &i#" percentile) proposed in [BKZ06], both extracted from
the PEFs. For the comparison, we implement a modified versitime proposed oracle in which the
Guassianity features are used instead of the shape parafit@teoracle is referred to &racle-1and
the proposed one &3racle-2 hereafter. The host sequences and the watermarked sequgaTee-
ated by the SS and the MC-TWT based schemes are consideredexpiements. The comparative
performance for the uncompressed sequences and the seguexded at Mbps are reported.

To facilitate a fair comparison, all the steps except theuieaextraction are made same in both
the oracles. The local variances are estimated from eacluBE§ a non-overlapping window of size
3 x 3. The outliers in the estimates are rejected by setting aemppeshold- = 100, an empirically
determined value. Further, tlzero-blocksn the PEFs obtained from the compressed sequences are
not considered in the local variance estimation. The spragrocessingteps are applied for com-
puting the Gaussianity features from the PEFs. That is, ev@mthe local variance estimated from
a particular location is greater than the PEFs in the corresponding local window are not consid-
ered for computing the Gaussianity features. Likewisez#re-blocks in the PEFs obtained from the
compressed sequences are excluded from the computatibe Giaussianity features.

The oracles employ k-nearest neighbo(kNN) classifier [DHS01] with single nearest-neighbor,
the same as the one used in [BK04, BKZ06]. In the kNN classifisrstobject is assigned the label of
the majority of the k nearest neighbours according to sostauice criterion. For = 1, this is the label
of its nearest neighbour in the training set. The featuréove@stimated from the PEFs corresponding
to the host and the SS watermarked sequences are used mangrthie classifiers. Of the available
PEFs from these sequencé8’ of the PEFs from each sequence, selected in a random manmer, a
used for training. Separate classifiers are trained formpcessed and the MPEG-2 coded sequences.
As discussed earlier, the motion-estimation and the qeatntn steps are different for the P- and the
B-PEFs. So, we consider the P-PEFs and B-PEFs separately@ardteeclassifiers are trained for the
P-PEFs and the B-PEFs.

First, the host and the SS watermarked sequences are amasidde60% of the PEFs from these
sequences which are not used for training the classifietssaafor testing. For cross-validation [DHSO01],

the experiment is repeated fo00 different combinations of the training and the test datasem in
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a random manner. Table 4.2 compares the performance of éleesrfor the host and the SS water-
marked sequences in the uncompressed format. The valiersaye the percentage of PEFs which are
detected as carrying a MIC watermark. Ideally, the clasgiba results should be close to 0% for the
host sequences and close to 100% for SS watermarked sequemocse watermarks are by definition
motion-incoherent. As observed from the Table 4.2(a), ttect@-1 performs well for slow-moving se-
guences (sequence IDand2). But, it fails to make correct classification for the P-PEBsesponding

to fast moving sequences. As explained earlier, when themestimation fails, the PEFs contain sig-
nificant contributions from the host frames. In this case,@macle-1 which does not consider the host
statistics makes wrong classification. On the other hared)tiacle-2 which considers the host statistics
performs perfectly for all the sequences, except fobeatball sequence. ThEootball sequence con-
tains complex fast and non-translational motion which tleebebased motion model cannot capture
adequately, resulting in considerably high energy of th&4P&s compared to other sequences. This
results in the failure of both the oracles. Even for this ssge, the performance of Oracle-2 is better
than that of Oracle-1. Due to better motion-compensatioth the oracles perform better in the case
of the B-PEFs compared to the P-PEFs.

The performance of the oracles are now compared for the segs&oded at a bit rate 6MMbps.
There are two differences between the PEFs obtained fromrtb@mpressed and the compressed se-
guences. The first difference is in the motion-estimati@htéques. For obtaining the PEFs from the
uncompressed sequences, we use the HVYSBM. On the other haPEG-2 encoding employs the
FSBM with a macro-block size af6 x 16 pixels. Due to better motion-estimation with the HVYSBM,
the PEFs obtained from the uncompressed sequences cadsaiariergy as compared those obtained
from the MPEG-2 coded sequences. The other differencetisht@d@EFs obtained from the coded se-
guences are quantized. From the results presented in T8plselcan observe a degraded performance
of Oracle-1 for the PEFs obtained from the coded sequencasmparison with those obtained from
the uncompressed sequences. Note that the classificatmmiesignificant in sequences containing
fast motion. However the performance of Oracle-2 remairadfanted by poor motion-compensation
and the presence of quantization. On comparing the perfuwenaf Oracle-1 on the P- and B-PEFs ob-
tained from the coded sequences, it is observed that thiegraxdorms almost similarly. As compared
to the P-PEFs, the B-PEFs undergo better motion-compensaitid at the same time are subjected
to coarser quantization. The performance improvement dugetter motion-compensation may be
counterbalanced by the increased quantization step-sizes

Finally, the oracles are compared in terms of the performamcthe sequences other than those
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used for training the classifiers. Table 4.4 reports thegoerdince of the oracles for the PEFs obtained
from the sequences marked using the MC-TWT domain embeddinge $1e embedded watermark is
designed to be coherent with motion and thus should not hay®C component, the classification
result should be close to 0%. For the uncompressed sequéne&dracle-1 classifies the PEFs corre-
sponding to the slow-moving sequences as carrying MC watdssrwhile many PEFs corresponding
to the fast moving sequences are classified as carrying Mi€rmarks. The Oracle-2 on the other
hand detects the PEFs as carrying MC watermarks, excepfdéar fast-moving sequences. Like in the
previous experiments, both the oracles fail in the caseeFtiotball sequence. The performance of
the oracles are better in the case B-PEFs compared to the -FPHRe case of the sequences coded at
5 Mbps, the performance of Oracle-1 degrades considerabipaced to the case of the uncompressed
sequences. A performance degradation is also observeaddotezR, especially for the sequences with
ID 4, 5, 7and10. It should be noted that there is a difference in the motisthveation techniques used
for the watermark embedding (HVSBM) and for computation & BEFs (FSBM). As a result, when
the motion-vectors estimated by using these techniqués dignificantly, the PEFs will be detected
as carrying MIC watermarks. This difference in the moti@ttors is generally more in the case of
sequences with dominant local and non-translational mstidhe significant local-motion may be the
reason why the Oracle-2 detects a large number of PEFs frqgoesee with ID5 as carrying MIC
watermarks.

The set of experiments reported above verifies the bettericimative power of the proposed
feature vector as compared to the Gaussianity featuresarticplar, the Gaussianity features fail in
presence of poor motion-compensation and quantizatioe. bEftter discriminative power of the pro-
posed feature vector owes to the incorporation of the hatisits. The performance of the proposed
Oracle-2 may be improved by setting largen the kNN classifier or using more advanced pattern clas-
sifiers like the support vector machine (SVM) [DHSO01] insted the kNN classifier. Such classifiers
improve the performance at the cost of increased computdtiequirements. We have not considered
such classifiers since our objective is to develop a simglenigue to detect MIC watermarks.

The following experiments evaluate the performance of oppsed Oracle-2 in detail. Since the
oracle uses 1-D feature vector, we consider a sirtiplesholding classifiem the remaining experi-
ments. For each PEF, the classifier compares the estimatpe giarametei to a thresholdr,. If

a > 7., then the PEF is detected as carrying an MIC watermark. Titeshioldr, is learnt during the
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training process as

= apc —;CLMIC (4.3.1)

wherea,;c anda,,;c are respectively the average of the shape parameters pondag to the host

and the SS watermarked sequences in the training set.

4.3.2 Experiment Il: Effect of Compression

This set of experiments studies the performance of the gexporacle for the sequences coded at dif-
ferent bit-rates. The host, the SS and the MC-TWT domain watee@a sequences, each coded at
different bit-rates ob, 3, and2 Mbps are considered. The quantization step involved in tduing
process can be seen as a watermark removal operation. ogigring the oracle performance on the
coded sequences, we need to consider how much of the wakesoraives quantization. For this, we
study the NC performance of the decoded sequences. The M&rpance of the SS and the MC-TWT
domain watermarked sequences, coded at different bit i@tepresented in Table 4.5. The better cod-
ing performance of the MC-TWT domain watermarking, which gates MC watermarks, is evident
from the high NC values. Also note that due to coarser quatiia, more watermark components are
removed from the B-frames as compared to the P-frames.

Tables 4.6-4.8 present the performance of the oracle onatiedcsequences, along with the per-
formance on the corresponding uncompressed sequencemfipadson. Ten percentage of the PEFs
from the host and the SS watermarked sequences is usedifongréhe classifiers. The classifiers for
the coded sequences are trained using the sequences cdlgdetighest bit-rate5(Mbps). Like in the
previous experiments, the experiments are repeatetDfodifferent training sets chosen in a random
manner and the average performance is reported.

As reported in Table 4.6, the oracle correctly detects thst kequences, except theotball se-
guence, as not carrying any MIC watermark. For Boetball sequence, the oracle performs better
in the case of the uncompressed sequences due to the beti@nitmmpensation using the HYSBM.
Also, the number of PEFs detected by the oracle as carryirtgWétermarks decreases with reducing
the bit-rate. It is also observed that the performance obthele is better on the B-BEFs as compared
to the P-PEFs. This may be attributed to the better motionpsmsation in the B-PEFs.

The performance of the oracle on SS watermarked sequeresented in Table 4.7. As expected,
the number of PEFs detected by the oracle as carrying MICrmaid decreases with the reduction in

the bit-rate. This is in accordance with the correspondi@gviliues presented in Table 4.5. For a given
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bit-rate, the oracle detects more number of P-PEFs as ceahparithe B-PEFs. The sequences with
IDs 4, 6, 7 and9 contain more complex motion than other sequences, anddeadansiderable host
contribution to the corresponding PEFs. This may be theorebshind the low detection rate for these
sequences, especially for the P-PEF3 lsltbps and the B-PEFs atMbps. The oracle completely fails
to detect the B-PEFs from the sequences cod@d\vibps. Note that the effect of quantization at this
bit-rate is such that even the watermark detector fails tealét. The NC values give an idea about the
oracle performance. However, no direct relationship cagst@blished between the oracle performance
and the NC values. For example, the oracle dete&® of the P-PEFs from the sequence with3D
coded aR Mbps, where the NC value i858. However, it fails to detect any P-PEF from the sequence
with ID 9 coded at the same bit-rate as carrying MIC watermark tholgleorresponding NC value is
0.59. It should be noted that the watermark detector is non-laimtihas access to the host sequence and
the original watermark, whereas the oracle is based onlj@statistics of the host and the watermark.
Table 4.8 reports the performance of the oracle on the segeanarked using the MC-TWT do-
main watermarks. As mentioned earlier, there is a diffeeandhe motion estimation technique used
for watermark embedding and MPEG-2 encoding processes.résilts in the detection of some PEFs
from the coded sequences as carrying the MIC watermark. lfeoséquences coded at different bit
rates, the oracle performs in a non-uniform manner. For ssegaences, the number of PEFs detected
as carrying MIC watermarks decreases with a reduction ibitheate while the number increases with
the reduction in the bit-rate for other sequences. This @exXplained with the motion-estimation
and the quantization processes in MPEG-2 encoding. In thedemg process, the reference frame
used for the motion estimation is obtained by replicating decoding process. That is, the motion
estimation is done using the quantized reference frames likely that the motion vectors used for
watermark embedding differ from those estimated duringetheoding process. As the quantization
step size increases, these differences are also likelyctease, thereby introducing more watermark
components in the PEFs. So, the oracle performance depantswmuch watermark components
are introduced into the PEFs due to the mismatch betweenstiraated motion vectors during the
watermark embedding and MPEG-2 encoding, and also on hovia miuthe introduced watermark in
the PEFs are removed by the quantization process. The cethbffect of the motion vector mismatch
and the quantization may be the reason behind the non-ompe@rformance of oracle for the coded

sequences at different bit rates.
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4.3.3 Experiment lll: Hybrid MC watermarking

The final set of experiments evaluates the performance obthele on the SS-1 watermarked se-
guences. Since the SS-1 scheme embeds MC watermarks iratiteaseas of the frames and MIC
watermarks in the dynamic areas, it can be seentaghad MC watermarking scheme. The oracle,
which checkglobal motion-coherency in the watermark, may fail for such seqasnA practical way
to handle this situation is to separate the static and dymareas in the PEFs such that the oracle should
be able to detect MIC watermarks from the static and dynamnitspThe motion vectors corresponding
to the PEFs may be used to find the static and dynamic areas RERs. In this way, the separation of
the static and dynamic areas requires no additional cortiposa

Table 4.9 shows the performance of this modified oracle orséugiences in the uncompressed
format (P-PEFs). The training process in the classifiernsesas that used in the previous set of exper-
iments. That is, the host and the SS watermarked sequereeaset for training. Note that the sepa-
ration of the static and dynamic areas is not required duhegdraining process since the SS schemes
embeds MIC watermarks in both the static and dynamic aretigiframes. In some sequences, the
static areas are very small compared to the total area ofEedhd this may result in erroneous per-
formance of the oracle due to insufficient samples for themgdation of the shape parameter. So, if
the static area is less thafk of the total area of the PEF, it is not considered for the diaation and
is denoted by ‘N/A in the Tables. The classification resalearly indicate that the type of area has no
impact except for the SS-1 watermarking algorithm. In tlaise; the oracle accurately detects that the
embedded watermark is motion coherent in static areas atidnmncoherent in dynamic ones. As a
result, relying on such content-based classification, anectassify most of the watermarking schemes
as suggested in Table 4.10. Such a classification schemeastadeous for an attacker in choosing
the appropriate attack. For example, if the watermarkitgse is detected as SS, there is no point in
attacking the sequence with WER attack. It should be notddtihéhe best knowledge of the author,
no hybrid watermarking system which would combine a motioinezent-component in dynamic areas

and a motion-incoherent component in static areas has lwepoged yet.
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ID NO watermark SS watermark
Oracle-1 | Oracle-2 | Oracle-1 | Oracle-2
1 0.8 0 100 100
2 0 0 100 100
3 1 0 80.1 100
4 0.5 0 98.5 100
5 24.7 0 100 100
6 1.8 0 934 100
7 0 0 89.4 100
8 0 0 96.3 100
9 0.5 0 94.5 100
10 13.8 0 90.1 100
11 70.8 57.6 89.3 100
[Avg.| 104 | 52 | 938 100 |
(a) P-PEF
ID NO watermark SS watermark
Oracle-1 | Oracle-2 | Oracle-1 | Oracle-2
1 0] 0 100 100
2 0 0 100 100
3 0 0 96.5 100
4 0 0 100 100
5 59 0 100 100
6 0 0 96.2 100
7 0 0 100 100
8 0 0 100 100
9 0 0 100 100
10 0 0 91.8 100
11 70.1 22 100 100
[Avg.| 69 | 2 | 986 100 |
(b) B-PEF

Table 4.2: Comparative performance of Oracle-1 and Orada-the host and the SS watermarked
sequences in the uncompressed format in terms of the pageeaf frames detected as carrying MIC
watermarks.
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ID NO watermark SS watermark
Oracle-1 | Oracle-2 | Oracle-1 | Oracle-2
1 4.5 0 100 100
2 0.1 0 94.8 100
3 0.7 0 56.9 100
4 32.3 0 83.6 100
5 50.7 0 90.9 100
6 39.4 0 90.8 100
7 23.8 0 84 100
8 1.1 0 69.9 100
9 9.1 0 62.9 100
10 25.6 0 83.1 100
11 86.8 83.3 98.3 100
(Avg.| 249 | 7.6 | 832 | 100 |
(a) P-PEF
ID NO watermark SS watermark
Oracle-1 | Oracle-2 | Oracle-1 | Oracle-2
1 4.3 0 100 100
2 0 0 97.4 100
3 2.6 0 57.1 100
4 33.7 0 79.3 100
5 51.3 0 97.2 100
6 42.4 0 92.6 100
7 20.1 0 82.2 100
8 1.2 0 78.9 100
9 15.8 0 77.4 100
10 9.6 0 69.9 100
11 87 71.4 98.3 100
|Avg. | 244 | 65 | 846 | 100 |
(b) B-PEF

Table 4.3: Comparative performance of Oracle-1 and Orada-the host and the SS watermarked
sequences coded &¥bps in terms of the percentage of frames detected as cgi@ watermarks.
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ID P-PEF B-PEF
Oracle-1 | Oracle-2 | Oracle-1 | Oracle-2

1 0.7 0 0 0

2 0.7 0 0 0

3 0.8 0 0 0

4 42.9 0 10.4 0

5 47.6 6.7 12.5 0.8

6 26.4 6.5 5.3 0

7 9.5 3.2 0 0

8 3 0 0 0

9 8.6 5.8 1.6 0

10 47.3 7 0 0

11 73.6 85.3 79.3 61.8
[Avg.]]| 237 | 104 | 99 | 57 |

(a) uncompressed
ID P-PEF B-PEF
Oracle-1 | Oracle-2 | Oracle-1 | Oracle-2

1 65.6 0.3 35.9 13.2

2 0.5 0 0 5

3 0.8 0 0.7 1.3

4 54.8 29 51.2 25.4

5 63.9 75.7 57.5 50.4

6 66.7 9 66.8 0

7 65.2 31.3 43.2 17.8

8 0.4 0 0.2 0

9 34.6 2 42.4 0

10 73.5 26.8 20 18.8

11 90.5 100 88.6 87.5
(Avg. | 47 | 249 | 37 | 199 |

(b) coded ab Mbps

Table 4.4: Comparative performance of Oracle-1 and Orade-the MC-TWT domain watermarked
sequences in terms of the percentage of frames detectedasgdIC watermarks.
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ID P-frames B-frames
5 Mbps | 3 Mbps | 2 Mbps | 5 Mbps | 3 Mbps | 2 Mbps
1 0.98 0.81 0.64 0.83 0.55 0.34
2 1.00 0.84 0.64 0.86 0.58 0.37
3 0.98 0.81 0.63 0.82 0.54 0.31
4 0.9 0.71 0.53 0.68 0.38 0.23
5 0.92 0.74 0.58 0.76 0.46 0.26
6 0.89 0.71 0.54 0.72 0.42 0.25
7 0.96 0.76 0.62 0.80 0.50 0.28
8 1.00 0.92 0.76 0.92 0.66 0.41
9 0.95 0.76 0.59 0.80 0.51 0.29
10 1.00 0.83 0.66 0.89 0.59 0.35
11 0.92 0.74 0.56 0.77 0.46 0.29
(a) SS watermarking
ID P-frames B-frames
5 Mbps | 3 Mbps | 2 Mbps | 5 Mbps | 3 Mbps | 2 Mbps

1 1.00 0.98 0.93 1.00 0.97 0.88
2 1.00 1.00 0.98 1.00 1.00 0.98
3 1.00 0.99 0.95 1.00 0.98 0.92
4 0.96 0.86 0.74 0.90 0.77 0.65
5 0.98 0.87 0.76 0.93 0.80 0.67
6 0.97 0.85 0.73 0.89 0.73 0.60
7 0.99 0.89 0.75 0.92 0.75 0.59
8 1.00 1.00 1.00 1.00 1.00 1.00
9 0.98 0.88 0.75 0.93 0.78 0.64
10 1.00 0.94 0.82 0.98 0.83 0.67
11 0.96 0.84 0.71 0.89 0.72 0.58

(b) MC-TWT watermarking

Table 4.5: NC performance of the watermarked sequencascafieng at different bit rates.
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| ID || Uncompressed| 5 Mbps | 3 Mbps | 2 Mbps |

1 0 0 0 0

2 0 0 0 0

3 0 0 0 0

4 0 0 0 05

5 0 0 0 0

6 0 0 0 0

7 0 0 0 0

8 0 0 0 0

9 0 0 0 0

10 0 0 0 0

11 19.4 828 | 754 | 57.8
[Avg. | 18 [ 75 | 69 | 53 |

(a) P-PEF

| ID || Uncompressed| 5 Mbps | 3 Mbps | 2 Mbps |

1 0 0 0 0
2 0 0 0 0
3 0 0 0 0
4 0 0 0 0
5 0 0 0 0
6 0 0 0 0
7 0 0 0 0
8 0 0 0 0
9 0 0 0 0
10 0 0 0 0
11 3.5 62.1 24.1 2.5
Ag | 03 | 56 | 22 | 02 |
(b) B-PEF

Table 4.6: Performance of the proposed oracle on the hosesegs in the uncompressed and com-
pressed formats in terms of the percentage of frames ddtastearrying MIC watermarks.
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| ID || Uncompressed| 5 Mbps | 3 Mbps | 2 Mbps |

1 100 100 | 100 | 931
2 100 100 | 100 | 100
3 100 100 | 100 | 89
4 100 100 | 89.8 | 233
5 100 100 | 100 | 95.1
6 100 100 | 772 | 13
7 100 100 | 100 | 31.3
8 100 100 | 100 | 76.3
9 100 100 | 66.4 0
10 100 100 | 100 | 92.3
11 100 100 99 | 77.4

TAvg. || 100 | 100 | 939 | 617 |

(a) P-PEF

| ID || Uncompressed| 5 Mbps | 3 Mbps | 2 Mbps |

1 100 100 | 983 0
2 100 100 | 100 0
3 100 100 | 923 0
4 100 100 | 371 | 1.3
5 100 100 | 718 | 55
6 100 97.8 0 0
7 100 100 | 124 0
8 100 100 | 995 | 142
9 100 998 | 88 0
10 100 100 | 723 | 01
11 100 100 | 588 | 10.1
[Avg. | 100 | 998 | 592 | 28 |
(b) B-PEF

Table 4.7: Performance of the proposed oracle on the SSwatked sequences in the uncompressed
and compressed formats in terms of the percentage of fragtestdd as carrying MIC watermarks.
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| ID || Uncompressed| 5 Mbps | 3 Mbps | 2 Mbps |

1 0 0 0.1 15.8

2 0 0 0 0

3 0 0 0 0

4 0 29.3 10.1 0

5 0 73.5 76 47.5

6 0 7.8 0 0

7 0 31 34.1 0

8 0 0 0 0

9 0 1.7 0 0

10 0 27 27.6 15.7

11 67.7 100 86.2 70.3
Avg. | 62 | 246 | 213 | 136 |

(a) P-PEF

| ID [ Uncompressed| 5 Mbps | 3 Mbps | 2 Mbps |

1 0 1.3 7.4 8.2
2 0 5 1.1 0
3 0 1.3 0 0
4 0 16.3 2 0
5 0 41 19 0
6 0 0 0 0
7 0 11.1 1.7 0
8 0 0 0 0
9 0 0 0 0
10 0 13.6 0.2 0
i1 16.8 875 | 437 7.5
| Avg. || 1.5 | 161 | 68 | 14 |
(b) B-PEF

Table 4.8: Performance of the proposed oracle on the MC-TWTatlomatermarked sequences in the
uncompressed and compressed formats in terms of the pegeeoit frames detected as carrying MIC
watermarks.
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ID NO MC-TWT SS-1 SS
watermark | watermark | watermark | watermark
1 0 0 0 100
2 0 0 0 100
3 0 0 0 100
4 0 0 0 100
5 0 0 0 100
6 N/A N/A 0 N/A
7 0 0 0 100
8 N/A N/A 0 N/A
9 0 0 11 100
10 N/A N/A 0 N/A
11 36.1 78.1 66 100
] Avg. H 4.5 \ 9.8 \ 7 \ 100
(a) static areas
ID NO MC-TWT SS-1 SS
watermark | watermark | watermark | watermark
1 0 0 100 100
2 0 0 100 100
3 0 0 100 100
4 0 0 100 100
5 0 9 100 100
6 0 0 100 100
7 0 3.1 100 100
8 0 0 100 100
9 0 0 100 100
10 0 0 100 100
11 22.5 75.5 100 100
Ag.| 2 | 8 | 100 | 100

(b) dynamic areas

Table 4.9: Performance of the oracle on the static and dymangias from sequences in the uncom-

pressed format in terms of the percentage of frames detastedrrying MIC watermarks

Static areas

MC [ MIC

Dynamic
areas

MC |[ MC-TWT, Host

N/A

MIC

SS-1

SS

Table 4.10: Classification of watermarking algorithms deleg on the oracle response in static and

dynamic areas.

TH-491_VINODP



4.4. DISCUSSION 100

4.4 Discussion

The motion-coherency in the watermark has been identifieeitéy as a desirable property to counter
the MC-FTF attack. Although several MC watermarking scheh@e® been recently proposed, there
is no simple tool to assess motion coherency in the watermeankerated by a given watermarking
system. Such a tool will be useful to the watermark desigteeloenchmark their watermarking system
and attackers to fine-tune their attack.

In this chapter, a simple oracle has been designed to assas®tion-coherency in the watermark.
The oracle accurately reports whether a given watermangdesice contains any motion-incoherent
component or not. The basic idea behind the oracle is to #xpéostatistical changes in the PEFs due to
the addition of an MIC watermark. It has been shown that thE BQhe local variance estimated from
a PEF can be reasonably approximated withgarameter Gamma distribution. The addition of MIC
watermarks changes the shape parameter of the GammaudistiibUsing the shape parameter of the
Gamma approximation as the feature vector, a pattern fitassitrained to make the decision on the
motion-coherency in the watermark. The reported experiaieasults on a number of sequences, both
in the compressed and uncompressed format, clearly derateite accuracy of the proposed oracle.
On important advantage of the oracle is that the PEFs canrbetlg obtained from a compressed

stream.
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Chapter 5
Conclusions

Security issues in watermarking have become an active coontéhe watermarking researchers. In the
context of video watermarking, an attack on watermark sgcilvat has received an increasing interest
in the recent years is the inter-frame collusion attack. €uxeh effective inter-frame collusion attack
is theframe temporal filtering FTF) that removes uncorrelated watermarks embedded ressive
frames of a sequence. The thesis investigated how the mioifiormation in the video frames can be
exploited by the attackers to design more effective FTFERtand the methods to counter such attacks.
The main contributions of the thesis are summarized in 8eé&iil and a few tracks for future research

are outlined in Section 5.2.

5.1 Summary of Contributions

The thesis addressed three problems related to the iat@efcollusion attack:
e Development of an efficient motion-compensated frame teaifittering (MC-FTF) attack
e Development of motion-coherent watermarking schemesdonpressed video and
e Development of an oracle for assessing the presence of miottmherent watermark in video.

The first problem addressed by the thesis is how to improvpdhermance of the inter-frame collusion
attacks by exploiting the motion-information in the videarhes. We proposed a new MC-FTF attack
based on thenotion-compensated redundant temporal wavelet trans{M@-RTWT). In this attack,
the watermarked frames are temporally filtered along theandtajectories using the MC-RTWT to

remove uncorrelated watermarks. The temporal low-passdsaof the MC-RTWT decomposition

101
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of video constitute the attacked video. The MC-RTWT is implated through block-based motion
compensation and a lifting -based implementation of theeleuwransform. It has been shown that
the perceptual quality of the attacked sequence can be wegrby making the update lifting step
content adaptive. The experimental results presented ipt€tiademonstrated the effectiveness of the

proposed attack. The main advantages of the proposed MC-ftddk aver the existing FTFR attack
are:

1. Itis computationally simple due to the use of the blockdzhmotion estimation and the lifting-

based implementation of the RTWT; and

2. Unlike the FTFR attack, it removes the watermarks fronhlibe foreground and background

regions.

Detailed analysis on the impact of different watermarkicigesnes on the estimated motion vectors
are also presented. The analysis shows that the SS waténgadheme does not have any impact on
the estimation of motion vectors. But the SS-1 watermarksdsidhe motion-estimation and in this
case, better attack performance can be achieved if the megictors estimated from the host sequence
are available to the attacker. Another observation is thatyatermarked video sequence is coded with
an MC-TWT based coding technique, the embedded watermarkumdiergo unintentional MC-FTF
attack.

A motion-coheren{MC) watermark is a counter-measure to the MC-FTF attack. @n&pin-
vestigated the development of computationally-efficier@ Matermarking schemes for compressed
videos. The chapter first analyzed how the existing vide@madrking schemes perform against the
inter-frame collusion attacks. We proposed two MC watekingrschemes, one for the MPEG-2 based
coding and the other for the emerging MC-TWT based coding.

One of the problems associated with the existing MPEG-2 dhasgermarking schemes is the
problem of watermark-drifting. Because of the closed-loogdpction structure, the watermark added
to the | and P frames propagate to other inter-coded framaslBdarames during decompression,
thus affecting the video quality. To cancel the drift effegtdrift-compensation signal is added to
each inter-coded frame. We analyzed the drift signal inidated showed that instead of cancelling
the drift signal, its proper use may generate MC watermdrkthe proposed MPEG-2 watermarking
scheme, MC watermarks are added only to the I-frames of e&@R. Guring decompression, the
watermarks in the I-frames propagate to the inter-codeddsaaccording to the motion in the sequence

and generate MC watermarks for these frames. The expemhrestlts confirmed the effectiveness of
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the watermarking scheme against the MCFTF and other known-firedme collusion attacks like the
FTF and the watermark estimation remodulation (WER) attack.

Because of the inherent scalability of thé> wavelet coding, the MC-TWT based video coding
has emerged as a strong alternative to the hybrid videaigatihemes. The proposed MC-TWT based
watermarking scheme is developed for the sequences codegl the MC-TWT video coding. In
this watermarking scheme, the coded stream is first partigtoded to obtain the temporal low-pass
frames and then the watermark is added to each of the temlparglass frames. We have shown
that the watermark embedded in the temporal low-pass fraymesrates MC watermarks for the en-
tire sequence during decompression. The reported expaiahresults verified the robustness of the
proposed MC-TWT based watermarking against the MC-FTF and ottex-frame collusion attacks.

The proposed watermarking schemes are computationaltyegifiand conceptually simple. De-
tailed analysis presented in the Chapter 3 has shown thatrtp@ged schemes and the MC water-
marking in general, offer some desirable properties lilss ienpact of bit-rate contrbland improved
robustness to re-encoding. We have also shown that the motioerency in the watermark is a suffi-
cient condition to guarantee robustness against all thevkmater-frame collusion attacks.

The final contribution of the thesis is the design of an oradieh detects whether a given video se-
guence contains any motion-incoherent watermark or na.oracle is based on the statistical analysis
of the motion-compensated prediction error frames (PERyabk shown that the addition of MC wa-
termarks does not change the statistical properties hdss.PEhe addition of MIC watermarks, on the
other hand, changes the statistical properties of the Hels$ PA model-based approach is followed to
characterize this change in statistics. We have shownlteaPEFs can be modelled as a locally non-
stationary Gaussian random field which is parameterizetidjocal mean and the local variance. The
presence of motion-coherent watermarks changes the Vacance whereas the local-mean remains
unaffected. This change in the local-variance is captuygtié corresponding change in the histogram
of the estimated local-variance. It was shown that the grstm of the estimated local-variance from
a PEF can be reasonably approximated with@arameter Gamma distribution. With the shape pa-
rameter of the Gamma distribution as the feature vectorttenpaclassifier is trained. The classifier
discriminates between sequences carrying MC and MIC waitdesn Experimental studies conducted
on both the uncompressed and compressed sequences deweohiiat the oracle detects the pres-

ence of motion-incoherent watermark with a good accurag/h@ve shown that running the oracle in

'In a recent work [HMTO7], it has been reported that ak2ilj% reduction in the bit-rate can be achieved with motion-
coherent watermarks.
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parallel for static and dynamic areas in the frames permiteal with hybrid motion-coherent water-
marking schemes such as the SS-1 watermarking. One addadtage of the oracle is that the PEFs

can be directly obtained from the hybrid-coded video data.

5.2 Tracks for Future Work

Several issues related to motion-coherent video watetingasitill remain open. A few tracks for future

research out of the present work are outlined below.

[J Better motion model: The performance of the proposed MC-FTF attack, MC watermgrki
schemes and the oracle to detect the presence MIC waterghepksids on the accuracy of the
motion model. Better performance may be achieved by regatia block-based motion esti-

mation by advanced motion estimation techniques.

[J Blind-detection: The proposed watermarking schemes use non-blind deteestiarh requires
both the host sequence and the original watermark. Thisdiseid a strong constraint on their
practical applicability. Therefore, further investigatiis needed to develop blind detectors for

the proposed watermarking schemes.

[0 Temporal synchronization: Video watermarking schemes which embed different watdtsnar
in different frames are vulnerable to temporal desynclzagioperations like frame dropping,
frame insertion and frame-rate changes. These operatand$/haffect the quality of the video
but have adverse impact on the detectability of the watdenmaarticularly in the blind detectors.
So, the temporal re-synchronization during the detectfdl© watermarks is an important area

to be investigated.

[0 Collusion-resistant fingerprinting: In the video fingerprinting applications, the watermarks
need to survive both the inter-frame and inter-video cadlusattacks. However, the water-
marking community has been investigating these two problemdependently. Even though
significant theoretical advancement has been achieveaiddtelopment of collusion-resistant
fingerprints [BS98, Tar03, WTWLO04], little attention has beexdpso far to its practical im-
plementations [HW06, VHS07]. In this regard, it would be interesting to investigatavithe
collusion-resistant fingerprints can be embedded in theovidaintaining the motion-coherency

in the watermark.
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[0 Signal-coherent watermarking: The block replacement attack (BRA), though computationally
demanding, has been shown recently as an effective way & detector performance in still
image watermarking [DDKOG6]. The basic idea in this attadoigeplace blocks of an image with
perceptually similar ones, obtained by geometrical andghetric transformations of a suitable
block in the image. The attack can be applied to individuaifes of a video sequence as well.
The proposed countermeasure to BRA is to introduce spati@reocy in the watermark such
that similar areas in an image carry similar watermarks.igvesf video watermarking schemes
which embeds both spatial-and motion-coherent waterntankisl be an interesting area of future

research.

[0 Perceptual quality metric: Evaluating the perceptual distortion introduced by theenatirk-
ing process is a challenging problem. To date, video qualgiuation relies usually either on
objective inaccurate metrics, e.g. the peak signal to naise (PSNR), or on the detection of
well-known visual artifacts, e.g. persisting pattern enpsral flicker [WGEOQ3]. It could be pos-
sible to modify the proposed oracle to return a continuoliseyandicating in some sense how
much the embedded watermark flickers along the motion akis. dan be a useful tool to assess

the perceptual impact of the watermark.
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