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SHORT ABSTRACT 

Wireless Fidelity (Wi-Fi) networks has brought about a paradigm shift in the area of communication but has also 

opened doors for malicious users to launch a variety of security attacks on these networks. In the first contribution of 

this thesis, we propose an Intrusion Detection System (IDS) for detecting evil twin attack in Wi-Fi network. In the 

second contribution of this thesis, we propose a novel insider attack termed as `Advanced Stealth Man-in-the-Middle 

(ASMiTM)' attack which enables an attacker to launch a Man-in-the-Middle attack in WPA2 encrypted Wi-Fi network. 

We also propose an IDS for detecting the proposed ASMiTM attack. In the third contribution of this thesis, we 

propose an IDS for detecting Power Save DoS (PS-DoS) attack in Wi-Fi network. In the final contribution of this 

thesis, we propose an IDS for detecting rogue DHCP server attack in Wi-Fi network. All of the proposed IDSs are 

developed using the Failure Detection and Diagnosis (FDD) theory of Discrete Event System (DES). Developing of 

the proposed IDSs using the DES framework helps to prove the correctness and completeness of the IDS which 

ensures that the attacker does not escape detection under any circumstances. In addition, the IDSs proposed for the 

above attacks do not require any sort of protocol modifications, encryptions, certificate management etc., and can be 

readily deployed on both legacy as well as modern network. 
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