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Abstract

Automatic speaker verification (ASV) is defined as the task of accepting or rejecting an identity
claim of a speaker based on their speech. ASV systems are prone to different kinds of spoofing
attacks where the system is presented with a spoofed speech signal instead of a speech signal from
a genuine speaker. These spoofing attacks can be a serious threat to an ASV system as they can
increase false acceptance rates and negatively impact the performance of the system. Hence, it
becomes essential to detect these spoofing attacks and protect the security of an ASV system. This
thesis deals with a specific kind of spoofing attack called the replay attack. A replay attack is
performed by secretly recording the speech of a genuine user of an ASV system and playing it back
to the system to obtain unauthorized access.

A speech signal is produced as a result of the convolution between an excitation source signal
and the vocal tract filter. It is hypothesized that the replay attacks will affect both the source
and filter components of the speech signal and hence modeling the impact on these components
separately will lead to better characterization of replay attacks. Thus, the core of this work is
the separation of a speech signal into its components and the design of novel features to capture
the replay information present in both components. The initial focus is on utilizing the source
component for replay attack detection. To this end, two pitch-synchronous handcrafted source
features are proposed which are motivated by a visual analysis of the source component. The
handcrafted features are naively defined to extract information only around the glottal closure
instants. Thus, the replay information available in the rest of the source signal cannot be utilized
resulting in poor performance. This problem is addressed with the proposal of a transform-based
pitch-synchronous source feature which is extracted from the region between two adjacent glottal

closure instants in the spectral domain.
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Extracting features between two glottal closure instants ensures that all voiced regions of the
source signal are used. However, it is found experimentally that the unvoiced regions of the speech
signal also contain significant replay information. Pitch-synchronous processing of the source signal
implies that features can only be extracted from the voiced regions. Two modifications are proposed
to overcome the problem involved in pitch-synchronous processing. The first modification is the
use of non-pitch-synchronous processing and the second is the extraction of features in the spectro-
temporal domain instead of the spectral domain resulting in the development of a novel feature.
Finally, the proposed spectro-temporal source feature is augmented with a novel feature extracted
from the filter component of the speech signal. The augmentation of the source feature with the
filter feature results in the best replay attack detection performance in this thesis. This validates
our hypothesis that decomposing a speech signal into source and filter components and modeling
both components separately results in a better capture of replay information than modeling the
replay attacks directly from the speech signal.

Keywords: Replay attacks, automatic speaker verification, spoofing attacks, ASVSpoof 2017,
ASVSpoof 2019.
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1. Introduction

In an increasingly digital world, establishing the identity of an individual is critical in ensuring
authorized access to resources. Biometric authentication is the process of verifying a person’s
claimed identity based on their physical or behavioural traits such as fingerprint, face, retina, iris,
speech, etc. This mode of authentication is more reliable than password-based systems as biometric
traits cannot be lost or forgotten [1]. Speech, being the primary means of communication, is one of
the preferred choices for biometric authentication. The area of biometrics that uses speech as the
mode of authentication is called speaker recognition. Based on the task, speaker recognition can be
divided into two types: speaker identification and speaker verification [2]. In speaker identification,
given a speech input, the task is to identify which one of the registered users has spoken it. No claim
about the user’s identity is made in this case. On the other hand, in speaker verification, a claim
about the user’s identity is also made along with the spoken input. Automatic speaker verification
(ASV) refers to a system that accepts or rejects the identity of a speaker using his/her speech. In
this thesis, we focus only on ASV systems.

ASV systems are categorized into two types depending upon the text spoken during the en-
rolment and testing phases of the system, namely text-dependent and text-independent. In text-
independent ASV systems, there is no restriction on the recognition phrase used by the speaker in
either of the phases [3]. In contrast to this, in a text-dependent ASV system, the lexical content of
the test utterance is the same as that used during enrollment [4]. Trrespective of the type of ASV
system, it accepts the input speech inserted through a microphone and verifies the claimed identity.
The input speech is processed by a front-end which extracts relevant features. The back-end then
verifies the claim by comparing the extracted features with the existing features of the speaker
already available in a database. These components of an ASV system are depicted in Figure [1.1]

Tremendous progress has been made in the field of ASV research over the years. Thus, recently
ASV systems have been adopted as an essential component of applications for secure access such as
phone banking, voice-enabled mobile devices, credit card usage, and forensics [5]. Notwithstanding
these advancements, ASV systems are susceptible to spoofing attacks, and it has been observed that
their performances are severely degraded when subjected to these attacks [6,[7]. In the following

sections, an introduction to spoofing attacks and their different kinds is presented.
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Figure 1.1: Components of an ASV system

1.1 Spoofing Attacks

In the context of an ASV system, a spoofing attack refers to an adversary trying to impersonate
an authorized person to bypass and get access to the system [8]. Spoofing attacks can be performed
at different points of the ASV system. As shown in Figure [I.2] there are eight possible points of
attack. Depending upon the point at which the attack is executed, spoofing attacks can broadly be
categorized into two types: direct attacks and indirect attacks [9]. Direct attacks can be performed
at the microphone or the transmission level, whereas all other attacks performed at other stages of
an ASV system are termed indirect attacks. Since most ASV systems are distributed in nature and
implemented via telephony services, it is easy to get access to the microphone and launch a direct
attack on the system. Similarly, the speech signal can also be intercepted during the transmission
and another signal can be sent to the feature extraction module of the system. However, indirect
attacks require system-level access, and hence they are not easy to achieve. Keeping this in mind,
the rest of this chapter focuses only on direct attacks.

Considering the modality involved, direct attacks can be classified into four different types, as

explained below.

(i) Impersonation: It involves an attacker mimicking a person’s voice by altering one’s voice

characteristics to resemble that of the speaker being impersonated.

(ii) Replay: In replay attacks, a pre-recorded speech example of the target speaker is played back

to the ASV system to gain unauthorized access.
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Figure 1.2: Possible points of attacks in an ASV system

(iii) Speech synthesis: It is a technique for generating intelligible, natural-sounding artificial speech
for any arbitrary text. More commonly, it is referred to as text-to-speech (TTS). The speech

generated using the text is used as input to an ASV system in TTS attacks.

(iv) Voice conversion: It aims to manipulate the speech of a given speaker so that it resembles,
in some sense, that of another target speaker. In contrast to speech synthesis systems which
require text input, the input to a voice conversion system is a natural speech signal. Voice
conversion (VC) attacks use suitably transformed imposter speech signals to attack an ASV

system.

Spoofing attacks can also be classified in terms of the access scenario. The two possible access
scenarios include logical access (LA) and physical access (PA). The TTS and VC attacks are grouped
into LA attacks, whereas the replay attacks are grouped into PA attacks. The replay attacks or
PA attacks are far easier to perform than synthesizing the speech of any genuine user. They do not
require the knowledge of sophisticated speech processing algorithms to generate artificial speech.
Moreover, good quality recorders and playback devices are easily and cheaply available. With
advancements in the quality of audio recording and playback setups, replay attacks will become
more challenging to detect. Hence in this thesis, we deal with the problem of only detecting replay

attacks in ASV systems. This problem is referred to as replay attack detection (RAD).
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Figure 1.3: Block diagram illustrating a typical replay attack channel

1.2 Characterization of Replay Attacks

In the context of a replay attack on an ASV system, first, the speech of a genuine user is
recorded surreptitiously, and then it is played back as input to the system to gain unauthorized
access. Therefore, in replay attacks, the genuine speech passes through two channels, namely, the
recording channel and the playback channel. Hence, the replayed speech signals are corrupted by
the artifacts of both channels. For the sake of modeling, let ¢[n] denote the composite impulse
response of the replay attack channel comprising both recording and playback channels. A replayed
signal r[n] can be expressed as a convolution of the genuine speech signal s[n| and the composite

impulse response of the replay attack channel ¢[n]. Thus, we can write:
r[n] = s[n] * ¢[n] (1.1)

Figure shows the block diagram of a typical replay attack channel. The premise behind RAD
is the presence of channel noise in the replayed speech signals vis-a-vis the genuine speech signals.
For reference purposes, we show genuine and its corresponding replayed speech samples along with
their respective spectrograms in Figure [[.4l The primary emphasis in existing works on RAD is
to differentiate between the genuine speech signal s[n| and the replayed signal r[n], predominantly
using spectral domain features.

It is known that speech is produced by an air stream from the lungs, which goes through the
trachea, glottis, and vocal tract. This production mechanism can be mathematically modeled as the
convolution between an excitation source signal e[n| generated by the glottal airflow and the impulse

response of the vocal tract filter h[n]. Thus a genuine speech signal s[n| can be mathematically
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Figure 1.4: Genuine and replayed speech and their corresponding spectrograms along with the pitch
contours. It is worth noting that the average pitch values of the genuine and replayed speech signals
remain closely similar.

expressed as:

s[n] = e[n] % h[n] (1.2)

Substituting the value of s[n| from Equation into Equation , we get:
r[n] = e[n] * h[n] * c[n] (1.3)

We can observe the overall impact of the replay attack channels by analyzing the replayed speech
signal. However, to understand how the source and filter components of the speech signal are
affected by the replay setup, it would be necessary to decompose the signal. The possible sources
of channel noise in replayed signals lie in the distortions introduced in recording and playback
channels. In the present times, audio recordings are done digitally rather than analogously, which
yields more faithful reproduction. In modern recording and replay devices, the main source of audio
noise is the fault or limitation of the involved equipment, which can introduce low-frequency hum,
broadband hiss, and nonlinear distortions. Hum is usually caused by electrical interference or when

the recording equipment is not properly grounded. Hiss refers to inherent or self-noise present in
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the electronic components due to ambient temperature and heat energy generated by the flow of
electrons. The nonlinear distortions result from the systems in the audio chain where the output
signal is not exactly proportional to the input signal, and harmonics or inter-modulation products
are generated. Harmonic distortion covers a wide spectral range.

We hypothesize that the channel noise having differing spectro-temporal signatures would be
better captured if the speech signal is divided into source and filter components. More specifically,
the harmonic distortions are expected to interact with the vocal filter response, while the hum
and /or hiss predominantly affect the excitation component of the replayed speech signal. Motivated
by this, the speech signal is decomposed into source and filter components and processed separately
to develop different RAD systems.

The decomposition of the speech signal into its constituents is considered vital for many speech-
processing tasks. Such a decomposition can be achieved using many different methods, some of

which are listed below:
e Pitch-synchronous analysis [10].
e Predictive deconvolution [11].
e Homomorphic deconvolution [12].
e Iterative inverse filter [13].
e System identification-based methods [14,/15].
e Bernoulli Gaussian model-based deconvolution [16].
e Higher order statistics-based inverse filter criteria [17,/18].

Out of these methods, we use the linear prediction (LP) analysis-based decomposition of speech in

this thesis to derive novel features for RAD purposes.

1.3 Literature Review on RAD

This section gives a detailed literature review of the countermeasures developed to detect replay

attacks. First, we summarize the works done to understand the challenges faced by an ASV system in
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the presence of spoofing attacks in Section|1.3.1} Then, a few early attempts to detect replay attacks
are discussed in Section [I.3.2] Next, an explanation of the joint efforts of the speaker recognition
community to advance research in spoofing detection is provided in Section These efforts led
to the release of different publicly available databases for RAD. Following this, the research done
for developing RAD countermeasures using these databases is described. Section outlines the
works done using the ASVSpoof 2017 database. In Section [1.3.5] the efforts made to detect replay
attacks utilizing the ASVSpoof 2019 database are detailed. Finally, a few noteworthy contributions
for RAD made using the ASVSpoof 2021 database are highlighted in Section [1.3.6]

1.3.1 Vulnerabilities of ASV Systems

e The earliest work on studying the vulnerabilities of an ASV system to replay attacks was done
in [19]. To study the impact of replay attacks, a reference ASV system was developed using
linear prediction cepstral coefficient (LPCC) features and a hidden Markov model (HMM)
classifier. A telephone quality speaker verification database, which consisted of four-digit
sequences as passwords, was used in this work. This ASV system is then subjected to replay
attacks. The replay speech examples are generated by concatenating isolated digits from the
recordings of a genuine user. It was observed that the introduction of replay attacks resulted
in a marked increase in both equal error rates (EER) and false acceptance rates (FAR) as

compared to those for the ASV system without the presence of replay attacks.

e A similar trend was shown in another study reported in [20]. In this work, the ASV system
was developed with mel frequency cepstral coefficient (MFCC) features and a joint factor
analysis (JFA) based back-end. Five speakers were used in the database for the experiments.
The genuine speech was recorded with a close-talk microphone which was then transmitted
over a telephone channel. The replayed signals were recorded simultaneously with the genuine
recordings using a far-field microphone. Results from these experiments showed that the EER
of the ASV system was 0.71% when only traditional impostor trials were used, but when
this EER operating point was selected as the decision threshold, 68% of the replayed trials
were falsely accepted by the system. These early studies highlighted the consequences of

replay attacks on ASV systems and indicated the need to detect these attacks. Accordingly,

I'H-35/6_1506102027



1.3 Literature Review on RAD

the research into replay attacks gained traction, and several isolated efforts were made to

understand and detect replay attacks.

1.3.2 Early Efforts

e One of these efforts includes the work done in [21]. In this work, the basis of detecting replay
attacks was the different channel noises present in a replayed speech example in contrast to
a genuine speech example. A genuine speech contains the channel noise of the microphone
of the ASV system. On the other hand, a replayed speech contains channel noise from the
recording and playback devices in addition to the channel noise of the microphone of the
ASV system. The channel noise for the genuine and replayed speech is then modeled using a
support vector machine (SVM). It was shown that this model was successful in reducing the
EER of a Gaussian mixture model - universal background model (GMM-UBM) based ASV

system when it was exposed to replay attacks.

e Another approach for detecting replay attacks that use the similarity between a genuine and
replayed speech is proposed in [22]. It is based on the hypothesis that a replayed speech for
a speaker is recorded from a genuine speech example which is produced during training or
testing of the ASV system, the replayed speech will be very similar to one of the stored genuine
speech examples. The similarity between the genuine and replayed examples is calculated
with the help of spectral bitmaps. A spectral bitmap is extracted from the spectrogram
of a speech signal. The spectrogram is divided into non-overlapping blocks, and mean and
variance normalization is applied to the amplitude values in each block. Then these values are
compared to a predefined threshold and if the value is higher than the threshold it is replaced
with a one, otherwise it is replaced with a zero. This new spectrogram consisting of ones
and zeros is called the spectral bitmap. To calculate the similarity score, the bitmap of the
input speech signal is compared to all the stored bitmaps of the claimed speaker. An element-
wise multiplication of the two bitmaps is done, and the sum of this product is considered
to be the similarity score. This approach is tested from the perspective of GMM-UBM and
HMM-UBM-based ASV systems and was found to be an effective RAD strategy.

e A similar technique using spectral bitmaps in the context of text-independent speaker verifica-
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tion was proposed in [23]. Here, instead of having a spectral bitmap for every stored example
of a speaker, two averaged spectral bitmaps are generated for the genuine and replayed speech.
The spectral bitmap computed from a test speech signal is compared with the two reference
spectral bitmaps using the cosine similarity measure. It was found that the proposed method

resulted in a high accuracy in detecting replay attacks.

e In the work done in [24], spectral features are utilized to design a replay attack detection
algorithm that is robust to adverse acoustic environments. From the spectrogram, five spectral
peaks are computed for each frame, and then four peak pairs are generated, considering the
highest peak and one other peak at a time. A matrix is constructed where each row represents
one pair of peaks. Each row consists of four columns which contain the coordinates of the seed
peak and the frequency and time shifts between peaks paired with the seed peak. The matrices
of the train and test utterances are then compared to generate a similarity score. This score

is further normalized using different normalization techniques to achieve noise robustness.

e A concerted effort to further replay attack detection research began with the organization
of a spoofing competition by the biometric group at the IDIAP Research Institute [25]. The
competition used the publicly available AVSpoof (audio-visual spoof) database, which contains
replay attacks as well as VC and TTS attacks [26]. The organizers also provided a baseline
system. The speech signal is short-time processed to derive the power spectrum representation.
The computed power spectrum is multiplied with a 40-channel mel filter bank to derive the
mel-warped power spectrum. Next, the bands are divided into 10 sub-bands, and the average
values for each sub-band are computed in both dimensions. Then, the ratio of these values

results in a feature vector which is used to train a logistic regression classifier.

1.3.3 ASVSpoof Challenges

The next significant step taken by the speaker verification community in addressing the chal-
lenges involved in spoofing included the organization of a special session at Interspeech 2013 entitled
“Spoofing and Countermeasures for Automatic Speaker Verification” [27]. This session brought to
attention the need to have common metrics and databases for detecting spoofing attacks so that

the different methodologies can be benchmarked against each other. This led to the inception of
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ASVSpoof: The Automatic Speaker Verification Spoofing and Countermeasures Challenge. The first
edition of this challenge was held in 2015 and was called the ASVSpoof 2015 [28]. A database was
released as a part of this challenge which included the TTS and VC attacks in a text-independent
setting. A new feature called the constant-Q cepstral coefficients (CQCC) was proposed for spoof
detection on the ASVSpoof 2015 database in [29]. It is based on the constant-Q transform (CQT)
and traditional cepstral analysis. It provides variable time-frequency resolution of speech and hence
captures information that other classical features fail to extract. CQCC features, along with a
GMM back-end, provided the then state-of-the-art RAD performance.

The second edition, ASVSpoof 2017, focused on detecting only replay attacks on text-dependent
ASV systems [30]. A baseline system developed using the CQCC front-end and GMM back-end was
released by the organizers. The results from this challenge showed that detecting replay attacks is
more difficult than VC and TTS attacks.

The third edition of the challenge, called ASVSpoof 2019, divided the spoofing attacks into
logical and physical access scenarios [31]. The logical access included TTS and VC attacks. The
physical access scenario was made up of replay attacks. For this edition of the challenges, two
baselines based on a GMM classifier and either CQCC or linear frequency cepstral coefficients
(LFCC) were adopted.

The most recent edition, ASVSpoof 2021, added DeepFake (DF) attacks in addition to the
logical and physical access attacks of the previous challenge [32]. The DF task is introduced to
include spoofing in non-ASV system settings. It is designed to emulate the case of an attacker
using publicly available speech data of a person and using it to generate speech resembling the
voice of that person. The generated speech can contain spoken text which can be used to blackmail
the person or harm his/her reputation. For this challenge, four different baselines were used. The
first two baselines were the same as that of ASVSpoof 2019. These baselines are RAD systems
based on CQCC-GMM and LFCC-GMM. The next baseline used the LFCC features and a light
convolutional neural network (LCNN). The final baseline is based on a RawNet2 architecture. It is
an end-to-end system and works directly on the raw speech waveforms. The results of the ASVSpoof

2021 challenge showed that the PA and DF tasks are more challenging compared to the LA task.
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1.3.4 Survey of Works Using ASVSpoof 2017 Database

e The baseline CQCC features have been compared to several other features in different works.
The work done in [33] provided an experimental analysis of eight different features for RAD
with a GMM back-end and contrasted these to the CQCC features. The features used in that
work are LFCC, MFCC, inverted MFCC (IMFCC), LPCC, rectangular filter cepstral coef-
ficients (RFCC), subband spectral centroid frequency coefficients (SCFC), subband spectral
flux coefficients (SSFC) and subband spectral centroid magnitude coefficients (SCMC). These

features were evaluated on both the ASVSpoof 2017 and the AVSpoof databases.

e In another work, it was hypothesized that the replay artifacts impact the non-speech region
more than the speech region, especially in the high-frequency components of the spectrum [34].
Hence, a feature called the high-frequency cepstral coefficients (HFCC) is proposed. To extract
this feature, the speech signal is passed through a second-order high-pass Butterworth filter
with a suitable cutoff. The filtered signal is then processed with the classical cepstral analysis
to obtain the HFCC features. This feature is used in tandem with CQCC features which are
modeled using a deep neural network (DNN) classifier. The DNN is trained in two different
ways. In the first method, the DNN has two output nodes corresponding to the genuine
and replayed classes. In the second method, the number of output nodes equals the number
of replay configurations present in the training data. The authors reported that the second

method may have captured more detailed channel information than the binary classifier.

e An ensemble learning technique is proposed in [35]. It uses a combination of acoustic features
and different GMM-based classifiers. The CQCC features are post-processed with a mean
and variance normalization and then principal component analysis (PCA) is applied to the
normalized features. The post-processed CQCC are added to the set of features in addition
to the base CQCC features, MFCC, and perceptual linear prediction (PLP) features. The
ensemble classifier comprises the GMM, GMM-UBM, ivector-Gaussian PLDA, and GMM
supervector-SVM (GSV-SVM) classifiers. In addition to these, two new proposed classifiers
are called the GSV-gradient boosted decision trees (GSV-GBDT) and GSV-random forest

(GSV-RF). All six classifiers are combined at the score level, and the combined system is
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noted to outperform the baseline CQCC-GMM system.

e In another work [36], the authors have explored the efficacy of deep learning frameworks for
RAD. Using either FFT or CQT, the normalized log power magnitude spectrum is obtained.
These spectrograms are used as input to an LCNN back-end. Another deep learning framework
based on the combination of convolutional neural network (CNN) and recurrent neural network
(RNN) is also explored in this work. The FFT spectrograms are fed as input into the network.
The CNN acts as a feature extractor, and the RNN serves as the back end, which models long-

term dependencies.

e Frequency modulation (FM) and amplitude modulation (AM) based features have also been
utilized for RAD. In [37], spectral centroid-based frequency modulation features called spectral
centroid deviation (SCD) were proposed. In addition to SCD, spectral centroid frequency
(SCF) and spectral centroid magnitude coefficient (SCMC) features were also explored in
that work. Results showed that the SCD-based RAD system gives more than 60% relative

improvement in the EER over a baseline CQCC-GMM system.

e Another approach to detect replay attacks that uses deep Siamese network architecture was
examined in [38]. They trained a deep Siamese network to identify pairs of genuine speech
signals and pairs of replayed speech signals as similar and pairs of genuine and replayed speech

signals as dissimilar.

e In [39], an end-to-end replay attack detection system using deep CNN was proposed. It used
a visual attention mechanism on the time-frequency representation of speech signals extracted

using group delay features.

e Human cochlear models have also been utilized for the task of RAD. In [40], the authors
have proposed cochlear cepstral features derived from energy separation-based instantaneous

frequency estimation with a GMM classifier.

e An adaptive-Q cochlear model from which amplitude modulation features were extracted and

GMMs were trained for RAD was proposed in [41].
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e In [42], a technique using attention-based adaptive filters was proposed that automatically

selected only those regions of speech that contained the most discriminative RAD information.

1.3.5 Survey of Works Using ASVSpoof 2019 Database

e Long-range acoustic features derived using long-term CQT were used for RAD in [43]. These
features are the extended CQCC (eCQCC), inverted CQCC (ICQCC), constant-Q multi-
level coefficient (CMC), constant-Q equal subband transform (CQ-EST), constant-Q octave
subband transform (CQ-OST) and constant-Q statistics-plus-principal information coefficient
(CQSPIC). The eCQCC feature is a combination of CQCC features computed from the linear
power spectrum and the coefficients calculated from the octave power spectrum. On the other
hand, the ICQCC features are extracted from the inverse of the long-term CQT linear power
spectrum. The CQ-EST and CQ-OST are subband features, and the CQSPIC combines
extended coefficients of eCQCC and CQ-OST features coupled with the variance. These

features are used to develop RAD systems using either a GMM or a DNN classifier.

e Features extracted from the time-frequency representation of speech gained prominence for
developing RAD systems on the ASVSpoof 2019 database. In [44], the log-power spectrum is
calculated from the speech signal using the CQT, FFT, and discrete cosine transform (DCT).

These features are used as input to an LCNN classifier to detect replay attacks.

e Magnitude and phase-based time-frequency representations were used to extract features
in [45]. The magnitude-based features included the log-power spectrum extracted from FFT,
mel scale filter banks, and the CQT-based log-power spectrum. The phase-based features in-
cluded the modified group delay features (MGD) and the proposed CQT-based MGD (CQT-
MGD). These features were used with a ResNeWt architecture for RAD.

e A similar set of features were used in |46]. Since a speech signal is characterized completely
using both the magnitude and phase spectrum, a joint feature modeling of both these compo-
nents is proposed. The short-time FFT-based gram features and the group delay (GD) gram

are combined to obtain the joint feature.

e In [47], different spectral features, including MFCC, IMFCC, CQCC, and SCMC, are utilized

I'H-35/6_1506102027
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along with several shallow and deep classifiers such as GMM, CNN, SVM, convolutional
recurrent neural network (CRNN), and Wave-U-Net are utilized. The authors propose using

an ensemble of these models to achieve the best performance.

e AM and FM-based features have also been proposed for RAD in [48]. These features are
extracted from the [A and IF components of filtered subband speech signals with the help of
the energy separation algorithm (ESA) and are called the instantaneous amplitude cepstral
coefficients (ESA-IACC) and instantaneous frequency cepstral coefficients (ESA-IFCC). These

features are coupled with a GMM classifier to develop different RAD systems.

e In another work, a novel feature called the cochlear filter cepstral coefficients-based instan-
taneous frequency using quadrature energy separation algorithm (CFCCIF-QESA) was pro-
posed [49]. It is extracted by using relative phase shift to compute the IF and provides
excellent temporal resolution and relative phase information. This feature is used to build

RAD systems using GMM, CNN, and LCNN classifiers.

e Multi-task learning has also been utilized for RAD. The authors of [50] have used it to study its
effect on the generalizability and discriminability of RAD systems. They optimized a residual

network (ResNet) with multi-task learning using Siamese neural networks.

e A combination of phase and magnitude spectra information for RAD was proposed in [51]. A
feature named modified magnitude-phase spectrum was proposed that can model both phase

and spectrum from the speech signal.

e In [52], two back-ends are proposed that use the output probabilities (scores) from the GMM
trained from the genuine and replayed speech as input. The models are called GMM-ResNet
and GMM-Squeeze excitation network (GMM-SENet). They model the relationship between

the frames in addition to modeling the score distribution.

1.3.6 Survey of Works Using ASVSpoof 2021 Database

The PA training and development data for the ASVSpoof 2021 challenge is the same as that

of the ASVSpoof 2019 dataset. The PA data for the ASVSpoof 2019 database are collected in
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simulated replay environments. However, the evaluation data for ASVSpoof 2021 are collected in
real replay environments. Hence, there is a mismatch between the training and evaluation data
in the ASVSpoof 2021 challenge, and the main research issue is to develop RAD systems that are

robust to this environmental mismatch.

e To deal with the differences in the replay channels in the training and evaluation data, one-
class classification is used in [53]. The data from only the genuine class is used to train
the models, which enhances their generalization capability against unseen attacks. Front-end
features extracted using a vocoder are used in this work. It is assumed that the vocoder will
be able to eliminate the replay channel information without reducing the speaker and text
information in the input speech. The vocoder-filtered speech signal is taken as the reference
signal. Next, the log spectrogram of the reference signal is subtracted from that of the original
speech signal and is used as the input feature. This subtraction will reduce the speaker and
text information and highlight the replay channel information. These features are used with

one-class GMM and variational autoencoder (VAE) models.

e A time delay neural network (TDNN) is used for RAD in [54]. The network is used along
with front-end features like MFCC, CQCC, SCMC, and linear filterbank energies to develop
different RAD systems. The embeddings computed from the MFCC-based TDNN are used as

input features for different classifiers like GMM, SVM, and Gaussian linear classifier (GLC).

e Mel spectrogram with various numbers of frequency bins and learnable audio front-end (LEAF)
is used as the feature extractor in [55]. Classifiers are implemented via ResNet, whose outputs
are forwarded to scores via attentive statistical pooling (ASP). The final score is obtained via

empirical weight averaging.

e In the work done in [56], the log magnitude spectrogram computed using the short-time Fourier
transform is used as a feature. These features are fed into a squeeze excitation residual network
(SE-ResNet) inspired from [57]. The networks are trained using a generalized end-to-end loss,

and two post-processing methods are introduced, which increases the RAD performance.

e The use of a multiple-point CNN for RAD is proposed in [58]. Acoustic features derived from

speech are of variable lengths owing to the difference in the length of the utterance. The
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multiple-point CNN is used to overcome the problem of handling features of different sizes
when training the CNN [59]. Another proposal in this paper is to use the phase spectra of
both the original speech signal and the time-inverted version of the signal [60]. Four types
of CNN-based networks are used in this work. These are SE-ResNet [61], DenseNet [62],
ShuffleNetV2 [63] and MNASNet [64].

The literature survey revealed that the primary method to detect replay attacks is to design a
suitable front-end feature and couple it with an appropriate back-end classifier. Several end-to-end
systems have also been proposed for RAD. It was seen that various features were explored for RAD
with either a classical back-end (such as GMM, SVM, etc.) or a deep learning-based back-end.
Further, the two commonly used databases used for RAD research are the ASVSpoof 2017 and
the PA set of the ASVSpoof 2019. Keeping in sync with the above observation, in this thesis, we
also attempt to design a few unique features for RAD. These features are used with a GMM and
a deep learning-based classifier. Finally, the proposed features and the corresponding back-end are

evaluated on the ASVSpoof 2017 and the PA set of the ASVSpoof 2019 database.

1.4 Problem Formulation

From the literature review, we find that most of the works have attempted RAD through direct
characterization of the speech. No attempt has been made to decompose the speech so far. Moti-
vated by the hypothesized characterization of replay attacks through the decomposition of speech

discussed in Section [I.2], we pursue the following objectives in this thesis.

e To establish that the processing of the source component of speech signals provides a viable

means for RAD.
e To design techniques to better characterize the source signals for RAD purposes.
e Studying the relative contribution of voiced and unvoiced regions of the speech for RAD.

e Exploring the joint modeling of the decomposed source and filter components of the speech

signal for RAD purposes.
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The thesis is built upon the hypothesis that replay artifacts impact the source (excitation) and
filter (vocal tract) components of speech differently, motivating the use of source-filter decomposition
for replay attack detection. This foundational idea forms the basis for a systematic and logical
sequence of studies aimed at addressing this challenge.

The initial study investigates source-based features, beginning with pitch-synchronous approaches.
Epoch-based features, extracted using zero frequency filtering, are designed to capture distortions in
the excitation signal that occur due to replay artifacts. Recognizing that pitch-synchronous features
are limited to voiced regions, the study is extended to non-pitch-synchronous features that analyze
the entire speech signal, including unvoiced regions, using spectro-temporal representations of the
source signal.

While the source-based features reveal important characteristics of replay artifacts, they are
primarily sensitive to distortions in the excitation component of the speech signal. However, replay
attacks also introduce significant changes to the vocal tract characteristics, which are not fully
captured by source-based features. This realization motivates the exploration of filter-based features,
which aim to model distortions introduced in the filter component by replay attacks.

The study of filter-based features uses linear prediction coefficients to model the vocal tract’s
spectral response, capturing distortions introduced by the nature of the replay setup. These studies
of source and filter components establish a comprehensive understanding of replay artifacts and
their distinct impact on the two components of speech.

The logical progression leads to the development of combined source-filter features. These fea-
tures integrate complementary information from the source and filter components, leveraging their
distinct sensitivity to replay artifacts.

Finally, the studies culminate in a comprehensive experimental evaluation using benchmark
datasets like ASVSpoof 2017 v2.0 and ASVSpoof 2019. These experiments validate the effective-
ness of the proposed methods and highlight their robustness across varying acoustic conditions,
completing the systematic sequence of studies motivated by the potential of source-filter decompo-

sition.
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1.5 Organization of the Thesis

The rest of the thesis is organized as follows. A detailed description of the databases used for the
experiments and analysis performed in this work is given in Chapter [2} It also discusses the baseline
systems used for contrast purposes in this work. First, an explanation of the baseline features and
the Gaussian mixture model (GMM) classifier for RAD is provided. Next, the experimental setups
of the baseline RAD systems and their performances on the databases are reported.

In Chapter [3 the initial attempts made to detect replay attacks are presented. The differences
in the nature of the genuine and replayed source signals are studied first with the help of source
characteristics. Next, two handcrafted features for RAD based on the traditional pitch-synchronous
processing of the source signal are proposed in this chapter. Using these two features and the GMM
classifier, two RAD systems are developed on the ASVSpoof 2017 v2.0 database. A comparison of
the performance of the proposed systems with the baseline systems is then provided.

Chapter [ explores another representation of the source signal called the integrated linear pre-
diction residual (ILPR). An explanation of how the glottal source dynamics can be captured from
this signal is given. Next, a pitch-synchronous transform-based source feature for RAD is proposed.
This feature is computed from the ILPR signal between two glottal closure instants. A RAD system
is developed with this feature and a GMM back-end on the ASVSpoof 2017 v2.0 database and the
results of the experiments are then presented. Following that, an ablation study is done to show
the relevance of voiced and unvoiced regions of speech for RAD.

A non-pitch-synchronous processing of the source signal is introduced in Chapter [} First,
a detailed analysis is presented to illustrate the effect of processing the source signal non-pitch-
synchronously. Following that, a feature derived from the spectro-temporal representation of the
source signal is proposed. This feature allows the use of both voiced and unvoiced regions of speech,
unlike the previously used features. RAD systems are developed using this feature and a GMM
back-end on both the ASVSpoof 2017 v2.0 and ASVSpoof 2019 databases.

The hypothesis that the decomposition of the speech signal into source and filter components
gives enhanced RAD performance is tested in Chapter[6] A feature for the filter component is first
proposed and evaluated on the ASVSpoof 2017 v2.0 database. Next, this feature is combined with

the non-pitch-synchronous source feature described earlier. A RAD system is developed with the
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combined feature and a GMM back-end on the ASVSpoof 2017 v2.0 database,, and the results are
reported. Following this, a ResNet-18-based back-end is used to develop a RAD system using the
combined feature. This system is evaluated on the ASVSpoof 2019 database. Then, the source
and filter features are tweaked to obtain source-filter time-frequency features. The source and
filter features are also combined and a RAD system is developed with a ResNet18 back-end. The
performance of this RAD system on the ASVSpoof 2019 database is reported.

Finally, the thesis is summarized, and the possible directions of future work are discussed in

Chapter [7]
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2. Databases and Baseline RAD Systems

2.1 Introduction

In Chapter [1}, we provided an introduction to replay attacks and how an ASV system can be
impacted by such attacks. It is essential to build a RAD system to deal with these attacks. Hence,
this thesis focuses on the development of RAD systems by trying to decompose the speech signal
and exploiting the replay information present in both the source and filter components of the signal.
The relevant source and filter information is extracted from the speech signal using several proposed
features. It is necessary to have data of good quality and quantity to develop the RAD systems using
the proposed features and evaluate the efficacy of these features. Thus, in Chapter 2, we describe
the two replay attack databases used in this thesis to develop and evaluate the RAD systems built
with the proposed features. The two databases are the ASVSpoof 2017 v2.0 [65] and ASVSpoof
2019 [66]and have been collected as part of the ASVSpoof challenges.

To understand the performance improvement obtained by the RAD systems developed using the
proposed features, it is necessary to have a baseline RAD system. There are two baseline systems
that are used in this thesis and they are discussed in the chapter. The baseline systems are developed
using either a CQCC or LFCC front-end with a GMM-based back-end. The performances of the
baseline systems in terms of EER and t-DCF are also provided.

The remainder of the chapter is organized as follows: Section describes the ASVSpoof 2017
v2.0 database in detail. In Section[2.3] the particulars of the ASVSpoof 2019 database are presented.
An explanation of the CQCC and LFCC features and the GMM is given in Section The
experimental setup of the baseline systems is described in Section 2.5 In Section the results of
the baseline systems are reported. Finally, the conclusions drawn from this chapter are provided in

Section 2.7

2.2 ASVSpoof 2017 Database

The ASVSpoof 2017 database was designed to support the development of countermeasures
to protect ASV systems from replay spoofing attacks. This database is an evolution from its
predecessor, ASVSpoof 2015, incorporating a more extensive collection process and a broader range

of replay scenarios to simulate real-world conditions better.
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2.2 ASVSpoof 2017 Database

2.2.1 Data Collection

The ASVSpoof 2017 database comprises bona fide and spoofed utterances [30]. Bona fide ut-
terances are sourced from the RedDots corpus, which contains recordings from volunteers using
Android smartphones [67]. These recordings feature one of ten different fixed pass-phrases, provid-
ing a consistent basis for comparison.

Spoofed utterances are created by replaying and recording these bona fide utterances using
various devices and in different acoustic environments. This process is intended to simulate realistic
replay attacks, capturing the diversity in playback and recording equipment and environments
that might be encountered in real-life scenarios. The replay utterances were collected by multiple
participants, with 57% contributed by members of the EU Horizon 2020-funded OCTAVE (objective

control for talker verification) project and the remaining 43% by other collaborators.

2.2.2 Data Partitions

The database is divided into three main subsets: training, development, and evaluation. Each
subset contains both bona fide and spoofed recordings, but they differ in sizes and compositions.

The partitions are designed to facilitate different stages of system development and testing.

e Training set: Contains a smaller, controlled set of recordings intended for initial system train-

ing and tuning.

e Development set: Used for validation during system development, this subset provides a

slightly larger and more varied collection of recordings.

e Evaluation set: The largest and most diverse subset, used for the final evaluation of system

performance.

Meta-data including ground-truth labels (bona fide/spoofed), speaker IDs, phrase IDs, and replay
configuration details are provided for the training and development subsets. For the evaluation
subset, these details were initially withheld to ensure unbiased assessment but were later released

with version 2.0 of the database to support more detailed performance analysis.
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Table 2.1: Details of the ASVSpoof 2017 v2.0 database.

Database | No. of No. of Utterances
Subset Speakers | Genuine | Spoofed
Train 10 1507 1507
Development 8 760 950
Evaluation 24 1298 12992

2.2.3 Database Update

The original ASVSpoof 2017 database [30] was later updated to address several data anomalies
identified post-challenge evaluation. The updated database is known as the ASVSpoof 2017 v2.0
database [65]. These updates were necessary to ensure the integrity of the dataset and the validity of
experimental results. The anomalies included issues such as inconsistencies in recording conditions
and errors in the labeling of replay configurations.

Version 2.0 provides a corrected and more reliable dataset, enabling researchers to conduct more
accurate evaluations of their spoofing countermeasures. This version also includes enhanced meta-
data, allowing for a deeper analysis of system performance across different acoustic environments

and device configurations.

Table [2.1] summarizes the composition and details of the ASVSpoof 2017 Version 2.0 database:

2.2.4 Data Collection Process

The data collection process for ASVSpoof 2017 was meticulously planned to ensure a represen-

tative and diverse dataset. Here are the key steps involved:

e Selection of Bona Fide Utterances: The RedDots corpus provided a solid foundation of bona
fide recordings, ensuring consistency in the content of utterances (fixed pass-phrases) and

capturing variations in speaker characteristics [67].

e Replay Attack Simulation: To generate spoofed utterances, bona fide recordings were played
back using different devices (e.g., smartphones, laptops) and recorded in various acoustic
environments. This simulation aimed to cover a wide range of potential replay attack scenarios,

including different room sizes, background noise levels, and device qualities.
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2.2 ASVSpoof 2017 Database

e Data Annotation and Verification: Each recording was carefully labeled with ground-truth
information, specifying whether it was bona fide or spoofed. Additional meta-data such as
speaker ID, phrase ID, and replay configuration details were recorded to facilitate detailed

analysis and comparison.

2.2.5 Metadata

The comprehensive meta-data provided with the ASVSpoof 2017 database plays a crucial role

in supporting research and development of spoofing countermeasures. The meta-data includes:
e Ground-Truth Labels: Indicating whether an utterance is bona fide or spoofed.
e Speaker IDs: Unique identifiers for each speaker in the database.
e Phrase IDs: Identifiers for the fixed pass-phrases used in the recordings.

e Replay Configurations: Information about the devices and acoustic environments used for

simulating replay attacks.

This detailed meta-data enables researchers to perform in-depth analyses, such as evaluating the
performance of countermeasures in different acoustic settings or with different types of replay de-

vices.

2.2.6 Applications and Impact

The ASVSpoof 2017 database has had a significant impact on the field of ASV research, partic-
ularly in the development of countermeasures against replay attacks. By providing a realistic and
challenging dataset, it has enabled researchers to test and refine their systems for conditions that
closely mimic real-world scenarios.

Several key applications and areas of impact include:

e Benchmarking and Evaluation: The database serves as a benchmark for evaluating the per-
formance of ASV systems and their robustness against spoofing attacks. Researchers can

compare their methods using a common dataset, facilitating the advancement of the field.
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e Development of Countermeasures: The diversity and complexity of the ASVSpoof 2017 database
have driven innovation in countermeasure techniques, leading to more sophisticated and ef-

fective methods for detecting replay attacks.

e Understanding Replay Attacks: The detailed meta-data and varied replay configurations help
researchers understand the factors that influence the success of replay attacks, providing

insights into how to design more resilient ASV systems.

2.2.7 Performance Metrics

The primary metric used to compute the performance of RAD systems using the ASVSpoof
2017 v2.0 database is the equal error rate (EER). The EER is computed in the following way.
Let Pro(0) and P,;s5(0) be the false alarm and miss rates at threshold 6 defined according to:

No. of replay trials with score > 6
Pra(0) =

2.1
Total no. of replay trials (21)

Prins(0) = No. of non-replay trials with score < 6

2.2
Total no. of non-replay trials (22)

where Pf,(0) and P,;ss(0) are the monotonically decreasing and increasing functions of 6, respec-
tively. The EER corresponds to the threshold ggr at which the two detection error rates are

(approximately) equal.

2.3 ASVSpoof 2019 Database

The ASVSpoof 2019 database, the third in its series, introduces a comprehensive dataset de-
signed to tackle three major spoofing techniques: replay, speech synthesis, and voice conversion [66].
The replay attack corresponds to the physical access scenario whereas the speech synthesis and voice
conversion attack corresponds to the logical access (LA) scenario. Since this thesis focuses only on
replay attacks, we provide an in-depth description of the physical access (PA) part of the ASVSpoof
2019 database.
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2.3.1 Physical Access Scenario

In contrast to logical access, the physical access scenario deals with replay attacks where pre-
viously recorded bona fide speech is played back to the ASV system. These attacks are presented
through the acoustic environment, introducing variabilities such as room acoustics, background
noise, and recording/playback device characteristics. This scenario is highly relevant for real-world
applications where ASV systems are deployed to secure physical spaces like bank vaults, secure

facilities, and restricted areas.

2.3.2 Database Collection

The PA part of the ASVSpoof 2019 database is meticulously designed to simulate a wide range of
real-world replay attack conditions. It includes recordings made in different acoustic environments,
with variations in the distance between the speaker and the microphone, room sizes, and levels of
background noise. This comprehensive approach ensures that the database covers a broad spectrum
of potential replay attack scenarios, providing a robust platform for developing and testing spoofing

countermeasures.
2.3.2.1 Acoustic Environments

The PA subset was designed to simulate real-world conditions where ASV systems might be
deployed, capturing the variability in room acoustics and recording conditions. To this end, 27
different acoustic environments were defined, each characterized by three parameters: room size
(S), reverberation level (R), and talker-to-ASV distance (Ds). These parameters were divided into

three categories each, resulting in the following combinations:
e Room Size (S): Small (2-5 m?), Medium (5-10 m?), Large (>10 m?)
e Reverberation Level (R): Low (< 200 ms), Medium (200-500 ms), High (> 500 ms)

e Talker-to-ASV Distance (Ds): Close (10-50 ¢cm), Intermediate (50-100 cm), Far (>100 cm)
2.3.2.2 Replay Attack Configurations

Replay attacks were simulated by varying the distance between the attacker and the target

speaker (Da) and the quality of the replay device (Q). Each of these parameters was also divided
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into three categories:
o Attacker-to-Talker Distance (Da): Close (10-50 cm) Intermediate (50-100 cm) Far (>100 cm)

e Replay Device Quality (Q): High (e.g., professional loudspeakers) Medium (e.g., consumer-

grade devices) Low (e.g., low-cost, low-quality devices)

The combination of these factors results in 9 different replay configurations (AA, AB, AC, ... CC),

providing a comprehensive assessment of how varying replay conditions affect ASV systems.
2.3.2.3 Recording Procedure

For both bona fide and replay recordings, speech utterances from the voice cloning toolkit
(VCTK) corpus were used, sampled at 96 kHz, and downsampled to 16 kHz [68]. The recording
setup involved using a fixed microphone and varying the position of the speaker to simulate different
talker-to-ASV distances. Replay attacks were created by first recording the original utterances in

various acoustic environments and then playing them back using different loudspeaker devices.
2.3.2.4 Acoustic Environment Simulation

The simulation of acoustic environments was performed using Roomsimove, a room acoustics
simulator. This tool allowed for precise control over the parameters of each environment (S, R, Ds),
ensuring that each combination was accurately represented.

Bona fide recordings were created by simulating the acoustic environment effects without any ad-
ditional processing. This involved positioning the speaker at various distances from the microphone
and recording the speech in different room conditions.

Replay attacks were simulated by first recording the original speech in a controlled environment
and then playing it back through different loudspeakers at varying distances from the microphone.

This process involved several steps:

e Recording the Original Speech: The original speech utterances were recorded in a quasi-

anechoic environment to ensure clarity and high quality.

e Simulating Room Effects: The recorded speech was then processed using Roomsimove to

simulate the effect of different room acoustics.
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e Playback Through Loudspeakers: The processed speech was played back using various loud-
speakers positioned at different distances from the microphone, simulating real-world replay

attack scenarios.
2.3.2.5 Replay Device Characteristics

The characteristics of each replay device were meticulously documented. Each device was tested
in a controlled environment to measure its occupied bandwidth (OB), minimum frequency (minF),
and linear-to-non-linear power ratio (LNLR). These measurements helped categorize the devices
into high, medium, and low quality, ensuring a diverse range of replay conditions.

Each replay device was set up in a consistent manner to maintain the integrity of the data. The
loudspeakers were placed at predefined distances from the microphone, and the volume levels were

standardized to ensure uniformity across all recordings.

2.3.3 Structure of the PA Set

The PA set is divided into three partitions: training, development, and evaluation. Each par-
tition includes both bona fide (genuine) and spoofed (replayed) utterances, allowing researchers to

train, tune, and evaluate their ASV systems and countermeasures.

e Training Set: The training set is used to develop and train spoofing countermeasures. It in-
cludes a balanced mix of bona fide and spoofed utterances, enabling researchers to understand
the characteristics of both types of speech and design features and models that can effectively

distinguish between them.

e Development Set: The development set is used for tuning and validating the performance of
the developed countermeasures. It provides a separate dataset that helps in fine-tuning the

models and adjusting parameters to achieve optimal performance in detecting replay attacks.

e Evaluation Set: The evaluation set is used for the final assessment of the ASV systems and
countermeasures. It includes a diverse range of replay attack scenarios, ensuring that the
performance metrics reflect the system’s robustness against a wide variety of real-world con-

ditions.

Table |2.2| summarizes the salient details of the PA partition of the ASVSpoof 2019 database:
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Table 2.2: Table showing the details about the number of speakers and the number of utterances for the
PA part of ASVSpoof 2019 database

Portion Subset No. of Speakers | No. of Utterances

Male | Female | Bonafide | Spoof

Train 8 12 5,400 48,600

ASVSpoof 2019 PA | Development 8 12 5,400 24,300
Evaluation 30 37 18,089 | 134,630

2.3.4 Impact on ASV Systems

The physical access scenario presents significant challenges to ASV systems due to the added
complexity of the acoustic environment. The variability in room acoustics, background noise, and
device characteristics can significantly affect the system’s ability to accurately distinguish between
bona fide and replayed speech. The PA part of the ASVSpoof 2019 database provides a comprehen-

sive framework for testing and improving the resilience of ASV systems against these challenges.

2.3.5 Performance Metrics

The primary performance metrics used in the ASVSpoof 2019 challenge are the equal error rate
(EER) and the tandem detection cost function (t-DCF). The EER measures the point where the
false acceptance rate (FAR) and false rejection rate (FRR) are equal, providing a single metric
for overall system performance. The t-DCF metric, on the other hand, evaluates the combined
performance of the ASV system and the replay countermeasures, reflecting their joint effectiveness

in mitigating replay attacks. A detailed explanation of the t-DCF metric can be found in [69].

2.4 Baseline Features and Back-end

This section describes the process of extracting the CQCC and LFCC features from a speech

signal. Next, the GMM is explained with the relevant mathematical equations.

2.4.1 Constant-QQ Cepstral Coefficients

In speech signal analysis, the use of an optimal time-frequency representation is central. The
fundamental premise lies within the principles of the uncertainty principle, as delineated by Equa-

tion which posits that the precision in measuring time and frequency content is inherently

I'H-35/6_1506102027
- 30



2.4 Baseline Features and Back-end

limited [70]. This principle underscores a critical trade-off: as frequency resolution (Af) increases,
temporal resolution (At) decreases, and vice versa, where the product of these resolutions remains
constant. Thus, the temporal and frequency characteristics of a signal are inextricably intertwined,

requiring a careful selection of representation for meaningful analysis.

1
AfAEZ (2.3)

One of the most widely used tools in digital signal processing to obtain the time-frequency
representation is the short-time Fourier transform (STFT). The STFT processes a speech signal
by dividing it into shorter segments via a sliding window, thereby calculating its local frequency
content over time. The @) factor is a measure of the selectivity of each filter and is calculated as the

ratio between the centre frequency f; and the bandwidth ¢§ f.

_ I

Q=% (2.4)

However, the STFT has a fixed bandwidth per filter and yields an increasing () factor with ascending
frequencies. It is also known that the human perception system approximates a constant-Q factor
between 500 Hz and 20 kHz [71]. Thus, the STFT diverges from the constant-(Q factor of the human
perception system within the audible range.

The problem of increasing @) factor can be solved by using the constant Q-transform (CQT), a
perceptually motivated alternative that offers a more congruous framework for speech signal analy-
sis [72]. Unlike the STFT, which exhibits a fixed time-frequency resolution, the CQT dynamically
adjusts its frequency bins to adhere to the perceptual uniformity of human hearing. The CQT capi-
talizes on geometrically distributed octaves and center frequencies, mirroring the frequency percep-
tion continuum. The efficiency of the CQT was further augmented by aligning center frequencies
with the equal-tempered scale of western music, enhancing its utility in music signal processing
applications [73].

The salient advantage of the CQT lies in its adaptive resolution, offering higher frequency reso-
lution for lower frequencies and higher temporal resolution for higher frequencies. This adaptability,
coupled with relatively high Q factors (about 100 bins per octave), renders the CQT a potent tool

for the analysis, classification, and separation of audio signals, as evidenced by its wide-ranging
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z(n) XQk) | x (k)| log | X “2(k)|* log | X °2(1)|* CQCC(p)

Constant-Q Power Logarithm Umform DCT
transform spectrum resampling

Figure 2.1: Components of an ASV system

applications in recent years.

The computation of CQCC features from the CQT of a speech signal is discussed next. Let
Sm(n) denote the m'™ frame of the input speech and X,,,(k) the corresponding constant-Q spectrum
which is computed as :

m+[ Ny /2]
Xu(k)= > z(n)ap(n—m+ Ny/2) (2.5)

n=m~—| Ny /2]
where, 0 < k£ < K — 1 is the frequency bin index, aj represents the complex conjugate of a; and Ny
denotes variable window lengths.
The resulting CQT spectrum is then converted to a logarithmically compressed CQT power
spectrum which is then uniformly sampled to obtain a logarithmic compressed linear power spectrum

as [74].

log | X (K)|* — log|X,,(1)|* (2.6)

where 0 <[ < L — 1 are newly re-sampled linear frequency bins. Applying DCT to the logarithmic

linear power spectrum yields the CQCC feature Y,,(p) as

w(2l + 1)p

o (2.7)

L—1
You(p) =) log | X, (1] cos
=0

where 0 < p < L — 1.

The block diagram of the process of extraction of CQCC features from a speech signal is given

in Figure 2.1}
2.4.2 Linear Frequency Cepstral Coefficients

In this thesis, another feature called the linear frequency cepstral coefficients (LFCC) is used

to develop RAD systems in addition to the CQCC features. LFCC features are similar to the
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mel-frequency cepstral coefficients (MFCC) features and both of these have been used for speaker
verification. The difference between these two features is in the way they handle the frequency
scale. The MFCC features use a mel-scale frequency axis, which is a non-linear scale that mimics
the human auditory system’s perception of pitch [75]. On the other hand, LFCC uses a linear
frequency scale. Unlike MFCC, which groups frequencies nonlinearly, LFCC maintains a linear
spacing between frequency bands.

The steps in the extraction of LFCC features from a speech signal are described below:

e Pre-emphasis: The speech signal s[n] is first pre-emphasized to amplify higher frequencies,
which helps in improving the signal-to-noise ratio. This is usually done by applying a first-

order high-pass filter as shown in the Equation [2.8
y[n] = s[n] — a - s[n — 1] (2.8)

where, y[n] is the pre-emphasized signal and « is the pre-emphasis coefficient (typically around

0.95).

e Frame blocking: The pre-emphasized speech signal is divided into short overlapping frames.
This is typically done using a window function like the Hamming window to reduce spectral
leakage. Let w[n| be the window function, then the windowed speech signal y,,[n] is obtained

as shown in Equation [2.9]

Yuln] = wn] - y[n] (2.9)

e Discrete Fourier transform: The discrete Fourier transform (DFT) is applied to each frame to
convert it from the time domain to the frequency domain. This gives the spectrum Y (k) of

the frame as depicted in the Equation [2.10}

Y (k) = DFT{yu[n]} (2.10)

e Linear filterbank: Next, a linearly spaced filterbank is employed. This means that the filters
are equally spaced in the linear frequency domain. Let H;(k) represent the i*! filter in the

linear filterbank.

e Compute filterbank energies: The power spectrum |V (k)|? is then mulitplied with the fre-
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quency response of each filter in the linear filterbank. The output of each filter is then

summed to obtain the filterbank energies as illustrated in Equation [2.11]:
E; =Y [Y(k)]- Hi(k) (2.11)

where Ej; is the energy output of the i*" filter and N is the number of bins in the uniform

filter.

e Logarithm: The logarithm of the filterbank energies is taken to obtain the log filterbank

energies as:

L; = log(E;) (2.12)

e Discrete cosine transform: Finally, the discrete cosine transform is applied to the filterbank

energies to obtain the cepstral coefficients as given in Equation [2.13]

N
1
=1

where c¢; is the ™ cepstral coefficient, N is the number of linear filters, M is the number of

cepstral coefficients to be computed and L; is the log-energy output of the it" filter.

These c; values are referred to as the LFCC features.

2.4.3 Gaussian Mixture Model Classifier

In this section, we describe the Gaussian mixture model (GMM) based back-end that is used
as a classifier to develop the baseline replay attack detection (RAD) systems. A GMM ()) is a
parametric probability density function and is mathematically defined as the weighted sum of N

Gaussian component densities as shown in the equation below [76]:

p(z|A) = Zwig(x|ui72i) (2.14)

where x is D-dimensional feature vector, w; and g(x|u;, ;) are the mixture weight and component
density for the i** Gaussian component respectively, y; is the mean vector and ; is the covariance

matrix.
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The i*" component density is a D-variate Gaussian function which can be expressed as follows:
(el 2 1 [ )5 — ) (215)
g(x|pi, Xi) = ————F expy —z(z — )" B (2 — :

GopeE L2l

where w;, p; and ¥; are called the parameters of the GMM (\). Hence, the GMM is denoted as:
A= {w,»,,ui,Ei}, 1= 1,2,3,...,]\7 (216)

Given a set of feature vectors X = {x1, 29, x3, ..., 2} and the configuration of the GMM, the process
of training the GMM involves estimating the parameters {w;, p;, 2;}. There are several techniques to
estimate these parameters. Maximum likelihood (ML) estimation and maximum aposteriori (MAP)
estimation are two such widely used techniques [76], [77]. In this thesis, we use ML estimation for
GMM parameter estimation.

The GMM likelihood of a set of training feature vectors X = {1, x9,x3,...,21}, assuming

independence between feature vectors, can be expressed as:

L

p(X|N) =[] p(:l\) (2.17)

i=1
The goal of ML estimation is to find the values of the model parameters that maximize the likelihood
of the GMM given the training data.

Taking the logarithm on both sides of Equation [2.17] the log-likelihood of the GMM model A

for the set of feature vectors X = {xy, 29, x3,...,x} is given by:

logp(X|A) = > log (il ) (2.18)

where p(z;|\) is computed as shown in Equation [2.14]

2.5 Experimental Setup

In this thesis, two baseline RAD systems are developed for contrast purposes. The first baseline
system is developed using CQCC features and a GMM back-end. The second baseline system uses
LFCC features with a GMM back-end. The experimental details about these features and the back-
end are provided in the subsequent sections. The experimental details of the ASV system necessary

to calculate the t-DCF metric is also provided in this section.
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2.5.1 CQCC Feature

The CQCC features for the baseline RAD system employ a constant-Q transform (CQT), with a
maximum frequency capped at half the sampling frequency (f; = 16 kHz). The minimum frequency
is established at 15 Hz, nine octaves below the maximum frequency. Each octave consists of 96 bins.
The resultant CQT spectrogram, scaled geometrically, undergoes resampling to a linear scale with
a sampling period of 16. Subsequently, a discrete cosine transform (DCT) is applied to generate
a set of static cepstral coefficients. This comprehensive set of CQCC features encompasses 29
static coefficients along with their respective delta and delta-delta coefficients, calculated from
the comparison of two consecutive frames. The code for extracting the CQCC feature was made

available as part of the ASVSpoof 2017 challenge and can be found at this linkﬂ

2.5.2 LFCC Feature

The LFCC baseline utilizes a short-term Fourier transform method. It begins by segmenting
the input signal into frames, each with a duration of 20 milliseconds, and applying a Hamming
window of the same length with a shift of 10 milliseconds. Subsequently, the power magnitude
spectrum of each frame is determined using a 512-point fast Fourier transform (FFT). Following
this, a triangular filterbank with 20 channels, evenly spaced, is employed to derive a set of 20
coefficients. LFCC features are then derived by computing the DCT of the log-energies output of
the linear filterbank. These features consist of 19 static coefficients plus the zeroth coefficient, and

the corresponding delta and delta-delta coefficients computed using two adjacent frames.

2.5.3 GMM Back-end

To develop the RAD systems, we first extract the features from the genuine and replayed speech
signals of the training subset of the data. The genuine and replayed features are used to train
two GMMs (a genuine model Ay, and a replay model A,.,) of 512 components each. Diagonal
covariance matrices are used in the two models. The parameters of the GMMs are estimated using
the expectation maximization (EM) algorithm. The EM algorithm is initialized with the help of

k-means algorithm. Each iteration of the EM algorithm refines the parameters and we run it for

thttps:/ /www.asvspoof.org/index2017.html
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100 iterations. This completes the process of training the two models. Next, the features of each
test trial are extracted. This results in a set of feature vectors S for each trial. The log-likelihood

score A(S) for a test trial is then calculated in the following manner:
A(S) = logp(5|)‘gen) - logp(sl)‘rep) (219)

The log-likelihood scores for the entire test set are then used to compute the performance metrics

as described in Section and Section 2.3.5

2.5.4 ASV System

The task with the ASVSpoof 2019 database is to develop both a RAD system and an ASV
system. The performance of the RAD system can be assessed with the EER metric. On the other
hand, the combined assessment of the two systems which include genuine, impostor, and spoofed
trials is done in terms of the t-DCF metric. Thus, to evaluate the performance of a RAD system
on the ASVSpoof 2019 database, it is necessary to build an ASV system as well. However, since
the focus of this thesis is only on the development of RAD techniques, the ASV system has not
been built. Instead, the scores generated by the ASV system developed by the organizers of the
ASVSpoof 2019 challenge have been used to benchmark the RAD systems. The details of this ASV
system are provided below.

The ASV system utilizes DNN-based x-vector speaker embeddings [78] in conjunction with a
probabilistic linear discriminant analysis (PLDA) back-end [79]. The x-vector extractor is a pre-
trained neural network [f| accessible within the Kaldi toolkit [80]. It is trained using MFCC fea-
tures extracted from audio data sourced from 7325 speakers from the VoxCelebl and VoxCeleb2
databases [81]. The x-vector model comprises a 5-layer deep time-delay neural network (TDNN),
followed by statistics pooling and two fully connected layers before a softmax output. The statistics
pooling layer transforms the TDNN output from frame-level to utterance-level representations by
computing the mean and standard deviation of features over time. The x-vector embeddings are
derived from the first fully connected layer after the pooling layer and those are 512 dimensional.

These embeddings are extracted without the application of the rectified linear unit (ReL.U) activa-

2http://kaldi-asr.org/models/m7
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tion function or batch normalization. The network is trained using a stochastic gradient descent
algorithm. More detailed information on network parameters and data preparation are found in [78§].

For each enrolled speaker, the x-vector representations of their enrollment utterances were com-
bined by averaging them, resulting in a single x-vector per speaker. Prior to the scoring process
based on the log-likelihood ratio using PLDA, the x-vectors underwent several preprocessing steps.
Firstly, they were centered and then they were reduced to 200 dimensions using a linear discrim-
inant analysis transform. This transformation helps to whiten the within-class covariance matrix.
Finally, the x-vectors were normalized to have a unit length. The Kaldi implementation of PLDA

is then utilized for the scoring process [

2.6 Results and Discussion

In this section, the performances of the baseline RAD systems on the two databases are reported.
The results of the experiments conducted using the ASVSpoof 2017 v2.0 database are given in
Table [2.3]in terms of minimum DCF and EER. This table shows the baseline performances on both
the development and evaluation sets of the database. The LFCC-GMM-based RAD system results
in an EER of 17.11% while the CQCC-GMM-based RAD system gives an EER of 9.19% on the
development set. On the evaluation set, the CQCC and LFCC-based systems provide EERs of
16.89% and 13.84%, respectively. Thus, it can be inferred that the CQCC features perform better
than the LFCC features for RAD.

A similar trend can be seen in the results of the experiments done on the PA set of the ASVSpoof
2019 database. The performances of the baseline RAD systems on this database are provided in
Table[2.4, The LFCC and CQCC-based baseline systems yield EERs of 13.54% and 11.66% on the
evaluation set of the database. The joint performance of a RAD and an ASV system is also given
in the table in terms of t-DCF. The CQCC-based system combined with the ASV system gives a
t-DCF of 0.261 whereas the LFCC-based system coupled with the ASV system results in a t-DCF
of 0.301. It is clear that the CQCC features are performing better than the LFCC features on both

databases.

3https://github.com/kaldi-asr/kaldi/tree/master/egs/srel6/v2
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Table 2.3: Performances of baseline systems on the ASVSpoof 2017 v2.0 database

Feature Development Evaluation
min-DCF | EER (%) | min-DCF | EER(%)
LFCC 0.703 17.11 0.813 16.89
CQCC 0.455 9.19 0.739 13.84

Table 2.4: Performances of baseline systems on the PA set of the ASVSpoof 2019 database

Feature | Development Evaluation
t-DCF | EER (%) | t-DCF | EER(%)
LFCC 0.255 11.96 0.301 13.54
CQCC | 0.207 10.39 0.261 11.66

2.7 Conclusion

In this chapter, we delved into the fundamental concepts and methodologies employed in the
development of baseline RAD systems, focusing on feature extraction techniques and back-end
classifiers. We explored two baseline features: CQCC and LFCC, each offering unique advantages
for speech signal analysis and classification. The CQCC features leverage the CQT, which adapts
frequency resolution according to human auditory perception. This adaptability provides high-
frequency resolution at lower frequencies and high temporal resolution at higher frequencies, making
CQCC particularly effective for audio signal processing. For the classification task, a GMM back-
end was employed. The parameters of the GMM were estimated using the EM algorithm, with
maximum likelihood estimation optimizing the model fit to the training data. The performances of
these systems were evaluated using the ASVSpoof 2017 v2.0 and ASVSpoof 2019 databases. The
CQCC-GMM-based RAD system consistently outperformed the LEFCC-GMM system, achieving
lower EERs on the development and evaluation sets of both databases. Additionally, the combined
performance of a RAD system with an ASV system, assessed using the t-DCF metric, further

demonstrated the benefit of CQCC features over LFCC features.
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3. Handcrafted Pitch-Synchronous Source Features

3.1 Introduction

In the existing literature, the majority of RAD features attempt to capture the replay attack
information by analyzing the signal spectrum or its smoothed version. As discussed in Chapter [T
the speech signals can be decomposed into source and filter components. We hypothesized that
both these components would carry information about replay attacks. So far, the RAD approaches
have targeted the filter component of speech only. Little research has been done on the role of the
source component in detecting replay attacks. This chapter begins with a discussion of the different
techniques found in the literature to model the speech source. Following this, the preliminary
studies undertaken to understand how replay attacks impact the speech source component are
presented. In these studies, we try to discover the differences in the nature of the source signal
of genuine and replayed speech. Two different representations of the speech source signal are
considered for these studies. They are called the zero frequency filtered (ZFF) signal and the linear
prediction residual (LPR) signal. First, a visual comparison is made between the ZFF and LPR
signals of pairs of genuine and replayed speech signals to appreciate the differences in the source
representations. Then two handcrafted features are defined that can capture the dissimilarities in
the source representations. One of these features is a two-dimensional feature containing the epoch
intervals and the corresponding strength of excitation extracted from the ZFF signal. The mean
and the skewness of the peak-to-sidelobe ratio (PSR) of the Hilbert Envelope of the LPR are taken
as the second source feature. These features are extracted for each pitch period and hence are
known as pitch-synchronous features.

Apart from these two source features, this chapter also explores two more cepstral features for
RAD, in addition to the baseline LFCC and CQCC features. These features are the instantaneous
frequency cosine coefficient (IFCC) feature [82] and the mel frequency cepstral coefficient (MFCC).
Individual RAD systems are developed using the source and cepstral features as the front-end and
GMM as the back-end on the ASVSpoof 2017 v2.0 database. The performances of the RAD systems
are reported for both the development and evaluation sets of this database.

The rest of this chapter is organized as follows. The review of glottal source modeling techniques
is presented in Section [3.2] The process of extracting epochs from the ZFF signal is given in
Section [3.3.1.1] In Section [3.4] the features used for RAD are explained in detail. Section
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describes the experiments conducted for this chapter and describes the process of development of
the RAD systems. The results of these experiments and the following discussion are reported in

Section [3.6 Conclusions drawn from this chapter are presented in Section [5.6]

3.2 Review of Glottal Source Modelling

Glottal source or voice source refers to the volume velocity waveform that represents the ex-
citation caused by the vibration of the vocal folds [83]. This thesis explores the impact of replay
attacks on the glottal source signal. An attempt is made to study the significance of the glottal
source signal and its different parameters for replay attack detection. Hence, accurate estimation of
the glottal source from the speech signal is an indispensable aspect of the proposed methodology. In
this preliminary section, we present a brief review of the various glottal flow estimation techniques
that have been reported in the literature.

The linear model of speech production posits that speech is generated when the voice source
signal is filtered through the vocal tract transfer function [84]. Several models for glottal source have
been presented which includes the classical Liljencrants—Fant (LF) model [85]. The Rosenberg [86],
Fujisaki-Ljungqvist (FL) [87] and Rosenberg++ [88] models are some of the other famous glottal
source models.

Most glottal flow or glottal source estimation is performed with the help of an inverse filtering
process. These techniques involve creating a parametric model of the vocal tract filter first and then
passing the speech signal through an inverse filter corresponding to the estimated vocal tract transfer
function. The resulting signal is referred to as the glottal source signal. Inverse filtering techniques
can be divided into two categories based on the method of estimating the vocal tract transfer
function. In the first category, this estimation is performed in the closed phase of glottis while in
the second category, it is done using an iterative/adaptive process. Linear prediction analysis is
performed to estimate the transfer function using an all-pole filter in most of the methods. One
such closed phase inverse filtering method that is widely used is given in [89]. A popular iterative
method is the iterative adaptive inverse filtering proposed in [90].

Joint source-filter optimization has also been utilized to perform inverse filtering where the

LF and Rosenberg models are used to represent the glottal source signal [91]. Glottal inverse
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filtering (GIF) methods have also been developed using a combination of causal (minimum phase)
and anticausal (maximum phase) components of the speech signal. The zeros of the z-transform
method [92], [93] and the complex cepstrum decomposition method [94] happen to be two different

approaches in this category.

3.3 Representations of Glottal Source Signal

In this chapter, we focus on the development of handcrafted source features for RAD. To inves-
tigate the differences in the genuine and replayed voice source signals, two different representations
are used to approximate the voice source signal. The first representation is the ZFF signal and the
second is the LPR signal. A detailed description of these two representations is presented in this

section.

3.3.1 Zero Frequency Filtered Signal

Speech is produced by stimulating the changing vocal tract system through three types of ex-
citation: glottal vibration, frication, and burst. The main type of excitation is glottal vibration.
Though excitation occurs throughout speech production, it is most significant during glottal vi-
bration, especially when there is high energy in a brief period, resembling an impulse. These
impulse-like traits typically appear at the moments of glottal closure in each glottal cycle. These
traits suggest that vocal tract excitation can be modeled as a sequence of impulses with varying
intensities. The impulse-like excitation causes a uniform frequency range discontinuity, including
at zero frequency. This means that even a zero-frequency filter should capture information about
these discontinuities. The benefit of using a zero-frequency filter is that its output is unaffected by
the vocal-tract system’s resonances, which occur at much higher frequencies.

An ideal zero-frequency resonator is utilized to filter the speech signal. This resonator is a second-
order infinite impulse response (IIR) filter with real poles on the unit circle. Two ideal zero-frequency
resonators in series characterize the discontinuities from impulse-like excitation in voiced speech.
This cascade provides a 24 dB per octave roll-off, effectively eliminating high-frequency components
beyond zero-frequency. Filtering a speech signal twice through a zero-frequency resonator produces

an output that grows or decays polynomially over time. The large direct current (DC) offset or
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Figure 3.1: Figure showing the steps in calculating the ZFF signal. (a) A voiced segment of a speech
signal, (b) the output obtained by passing the speech segment in (a) through a 0-Hz resonator twice, and
(c) the mean-subtracted output of cascaded 0-Hz resonators or the ZFF signal.

bias resulting from zero-frequency filtering can overshadow the effects of impulse-like excitation.
Subtracting the local mean, calculated over a small window, can highlight the discontinuities. A
window size of one to two times the average pitch period is sufficient for local mean subtraction. This
mean-subtracted signal is known as the zero-frequency filtered (ZFF) signal. The stages involved

in extracting the ZFF signal from a speech signal are depicted in Figure [3.1]
3.3.1.1 Method of Epoch Extraction

Analyzing voiced speech involves understanding the frequency response of the vocal tract system
and the glottal pulses that act as the excitation source. Although these glottal pulses drive the
excitation for voiced speech, the critical excitation happens within each glottal pulse, particularly
at the moment of glottal closure, known as the epoch. Accurate estimation of epoch locations is
essential for many speech analysis tasks. After glottal closure, the glottal airflow often drops to zero,

causing the supralaryngeal vocal tract to acoustically separate from the trachea. Consequently, the
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speech signal during the closed phase reflects the natural resonances of the supralaryngeal vocal
tract system. Analyzing the speech signal in these closed-phase regions allows for precise estimation
of the frequency response of supralaryngeal vocal tract system [95], [96]. By identifying the epochs,
one can determine the voice source characteristics through a detailed analysis of the signal within
each glottal pulse. The regions of the speech signal immediately following epochs are more resistant
to external degradation due to the significant excitation. These moments of significant excitation
also play a crucial role in human perception.

The ZFF signal shows rapid changes around the positive zero crossings, which can be used
to identify epochs. Interestingly, for impulse sequences, even aperiodic ones, the positive zero-
crossing instants correspond to the impulse locations. However, for random noise excitation in a
time-varying all-pole system, there is no similar relationship between the excitation and the filtered
signal. Additionally, the filtered signal has much lower values for random noise excitation compared
to impulse sequence excitation. Figure illustrates the epochs extracted from the ZFF signal. It
first depicts a segment of a speech signal. This is followed by the DEGG signal with the ground
truth markings of the epoch locations. Finally, the positive zero crossings of the ZFF signal are
identified as epochs. It can be observed that the identified epochs match closely with the actual

epochs.

3.3.2 Linear Prediction Residual Signal

Linear predictive coding (LPC) is a widely used speech processing method and it closely ap-
proximates the source-filter model of speech production. The glottis (middle part of the larynx
which locates vocal folds) forms the source. It produces a buzz that is characterized by its fre-
quency (pitch) and intensity (loudness). The tube-like structure formed by the throat and mouth
is referred to as the vocal tract and is characterized by its resonances; these resonances give rise to
formants. The LPC analyzes the speech signal by estimating the formants, removing their effects
from the speech signal, and estimating the intensity and frequency of the residue. The process of
removing the formants is called inverse filtering, and the residue after the subtraction of the modeled
filter response characterizes the excitation or source signal. This residue is referred to as the linear

prediction residual (LPR) signal.
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Figure 3.2: Figure showing the detected epoch locations. (a) A voiced segment of a speech signal, (b)
differenced electro-glottal graph (DEGG) signal marked with the ground truth of epoch locations, and (c)
ZFF signal and the detected epoch locations marked with red stars.

The LP analysis works on the principle that a sample value in a correlated, stationary sequence
can be predicted as a linear weighted sum of the past p samples. If s(n) denotes a sequence of

speech samples, then the predicted value at the time instant n is given by the equation

$(n) = aj s(n— k) (3.1)

where a, k= 1,2,...,p is the set of linear predictor coefficients and p is the order of the LP filter.

The error at time n and the sum of squared errors E are given by
r(n) =s(n) — s(n) (3.2)

The error signal r(n) obtained by inverse filtering the speech signal is the LPR signal. The LPR
signal has large error values at regular intervals and can be attributed to the periodic impulses of
excitation. Hence the LPR is a good approximation to the excitation source signal and can be used

further to extract the excitation source characteristics

TH-3576_156102027
- 47



3. Handcrafted Pitch-Synchronous Source Features

3.4 Handcrafted Features for Replay Attack Detection

The ZFF and LPR signals are representations of the voice source. Initially, a visual analysis of
these representations for the genuine and replayed speech signal is performed. This analysis revealed
that the source signal representations for the replayed speech are distorted compared to genuine
speech due to the presence of replay channel artifacts. To encode this information, two handcrafted
source features are designed. The first one is derived from the ZFF signal and is called the epoch
feature (EF). It is a two-dimensional feature that captures the differences in the epoch intervals and
epoch strength between the genuine and replayed source signal. The second feature is computed
from the LPR signal and is called the peak-to-side lobe ratio mean and skewness (PSRMS). In this

section, a detailed explanation of the handcrafted features is provided.

3.4.1 Epoch Feature

The main focus of this work is to understand the dissimilarities in a genuine and a spoofed
speech signal. To this end, the first source feature used is epoch instants and their corresponding
epoch strength. Epochs are defined as the instants where significant excitation is present during
speech production [97]. Glottal closure instants are the regions around which the most significant
excitations occur for voiced speech. In this work, the epochs are extracted using the zero frequency
filter (ZFF) method [97]. The following steps are used to determine epochs and epoch strengths

from the speech signal s[n| [98].

e Difference the speech signal

z[n] = s[n] — s[n — 1] (3.3)

e Pass x[n| twice through the zero frequency resonator.

2
yi[n] = — Z axyr[n — k] + z[n] (3.4)
k=1
and
2
o] = = argpln — k] + ] (3.5)
k=1
where, a; = —2 and a, = 1. This is equivalent to integrating four times successively.
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e Remove the trend by subtracting ys[n] with the average value of ys[n] calculated over the

window length of the average pitch period.

y[n] = yo[n] 2N+1 Z o[n +m] (3.6)

where, 2N + 1 is the number of samples in the average pitch period. This trend-removed

signal is called the ZFF signal.
e The positive crossings of the ZFF signal are taken as the epochs.

e Slope of the ZFF signal is called the epoch strength or strength of excitation S, (k) [99)].
Se(k) = [ylk + 1] — y[#]| (3.7)

where k represents the k' epoch location.
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Figure 3.3: Figure showing the epochs and their strength for a segment of a genuine and the corresponding
replayed speech signal

Figure shows the plot of epoch and epoch strength for a speech segment. It is observed
that the epochs are equally spaced for the genuine speech while there is no such structure in the
spoofed speech. The epoch strengths are also higher for genuine speech as compared to spoofed
speech. Thus, a two-dimensional feature containing the difference of epochs (epoch interval) as one
dimension and the corresponding epoch strength as another dimension is created which is referred
to as the epoch feature (EF). In Figure , the distribution of EF for a genuine speech and its

corresponding spoofed speech are shown which highlights their discrimination.
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3. Handcrafted Pitch-Synchronous Source Features

Then the glottal activity regions (GAR) in the speech are calculated and the corresponding
strengths of excitation occurring only within GARs are considered. The method used for extracting

the GARs for this thesis is explained in detail in Appendix [A]
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Figure 3.4: Figure showing discrimination achieved with EF feature for a genuine speech signal and its
replayed version

3.4.2 Peak-to-Side Lobe Ratio of the Hilbert Envelope of the LP Resid-
ual

The LP residual gives information about the excitation source information, most importantly
the epoch sequence for a segment of voiced speech. The residual error is large around the epochs
and the prediction is poor [100]. However, since the residual signal amplitudes depend on the phase
of the signal it may cause ambiguity in determining the epochs. Thus, instead of using the LP
residual directly, the Hilbert envelope of the LP residual signal is used which helps in reducing the
ambiguity about the peaks [100]. The Hilbert envelope h(n) of the LP residual r(n) is computed

using the following equation.

h(n) = y/r%(n) + ri(n) (3.8)

where, r,(n) is the Hilbert transform of r(n). Figure shows the Hilbert envelope of the LP

residual for a segment of a genuine and a spoofed speech. It is observed that the peaks in the
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Figure 3.5: (a) A segment of a genuine speech example in ASVSpoof 2017 v2.0 database, (b) Hilbert
envelope of the LP residual of that genuine speech segment, (c) the matching segment of replayed speech
corresponding to the chosen genuine speech, and (d) Hilbert envelope of the LP residual of that replayed
speech segment.

genuine speech are more well-defined than the peaks in the spoofed speech and are less affected by
the side lobes. Hence, we use the parameter PSR of the Hilbert envelope of the LP residual.

The computation of the PSR parameter requires the knowledge of the epoch locations. These
epoch locations are calculated using the ZFF signal as explained in Section Once the epoch
locations are obtained, the peaks are searched in the Hilbert envelope of the LP residual within a
window of 3 ms around the epoch locations. The typical pitch of adult human speech is between
100 Hz and 300 Hz. A 3-ms window (corresponding to a pitch of around 300 Hz) is chosen because
it is expected that there will be no other epochs within this period. The window is small enough
to avoid interference with adjacent epoch locations, yet wide enough to accommodate the expected
variation in epoch location due to slight inaccuracies in ZFF signal computation.

The maximum peak value within this 3-ms window is taken as the peak of the Hilbert envelope
of the LP residual of the speech signal. For calculating side-lobe values, the mean of sample values
1.5 ms to the right and 1.5 ms to the left of the peak value is taken. PSR is calculated by dividing

the peak of Hilbert envelope of LP residual by the side-lobe value [101]. The histogram of the PSR
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3. Handcrafted Pitch-Synchronous Source Features

mean for the train set of the ASVSpoof 2017 database is shown in Figure [3.6| From this figure, it
can be observed that the PSR mean of the genuine speech is much higher than that of the spoofed
speech. The distribution is also more skewed for the spoofed speech as compared to that of the
genuine speech. Taking these factors into consideration, a two-dimensional feature vector consisting
of the mean and skewness of the PSR values of a signal is created and is referred to as PSRMS.
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Figure 3.6: Histogram of the PSR mean values of (a) genuine utterances and (b) replayed utterances in
the training set of the ASVSpoof 2017 v2.0 database

3.4.3 Instantaneous Frequency Cosine Coefficients

The instantaneous frequency cosine coefficients (IFCC) is an attempt to extract features from
the analytic phase of speech signal for the speaker verification . In order to overcome the problem
of phase warping, the instantaneous frequency (IF) is computed with the help of Fourier transform
properties without explicit involvement of computation of the analytic phase. The narrow-band
components of speech are taken to compute IF in the following way,

On] = %m(%) (3.9)

where, F;!' denotes inverse discrete Fourier transform (IDFT), N being the length of the nar-
row band signal and Z[k| is the DFT of the analytic signal z[n], obtained from the narrow-band

component of speech signal as explained in [102].
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The computation of IF is followed by discrete cosine transform (DCT) on deviations in IF

computed from narrow-band components of speech to extract IFCC features [82].

3.4.4 Mel Frequency Cepstral Coefficients

MFCCs are extensively utilized as spectral features in speech processing because they effectively
capture the timbral aspects of a signal [103]. The calculation of MFCCs involves computing the
spectrum of the speech signal using a DF'T, transforming the Fourier coefficients into the mel scale,
applying a logarithmic function, and using a DCT to remove redundant information [75]. The key
components of MFCCs are the initial DCT coefficients that describe the general spectral shape. The
first coefficient represents the average power of the spectrum, while the second coefficient approxi-
mates the broad spectral contour, corresponding to the spectral centroid. Higher-order coefficients
provide more detailed spectral information [103]. The primary advantage of MFCCs lies in their
efficient encoding of phonetic features and acoustic features such as speaker and environmental

conditions. The MFCCs are calculated as follows:

N

1

MFCC; = )~ Xj cos {z (k—i) %] i=1,2,....M (3.10)
k=1

where N is the number of triangular bandpass filters, M is the number of cepstral coefficients, X,

k=1,2,...,N is the log-energy output of the £ filter.

3.5 Experimental Setup

This section explains the experimental setups of the different RAD systems developed using the

features explained earlier, and a summary of these systems is provided in Table [3.1]

3.5.1 EF-based RAD System

For each speech file, the glottal activity regions (GAR) are detected. EF feature is calculated
within the GARs. Delta and double delta coefficients are computed from the EF features to obtain a
6-dimensional feature vector for each epoch. Z-score normalization is performed over these features.
These features are then used to train two Gaussian mixture models of 128 components for genuine

speech and spoofed speech.
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3. Handcrafted Pitch-Synchronous Source Features

3.5.2 PSRMS-based RAD System

In this system, the mean and skewness of PSR values are used as features. The given speech
signal is first down-sampled to 8 kHz and then 12" order linear prediction (LP) analysis is performed
with a frame size of 20 ms and frameshift of 10 ms to obtain the LP residual signal. The Hilbert
envelope of the LP residual signal is then calculated. The PSR values are determined from this
envelope. Only the PSR values within the GARs are considered. The mean and skewness of the
PSR values are then computed. These feature vectors are used to train two GMMs of 16 components

each.

3.5.3 IFCC-based RAD System

To build this system, a short-time analysis of speech is done using Hamming window of duration
20 ms with a frameshift of 10 ms. Energy-based voice activity detection is performed to separate
the speech regions from the silence regions. The narrow band components of speech are then taken
to compute instantaneous frequency (IF) and then discrete cosine transform is applied to it to
extract instantaneous frequency cosine coefficient (IFCC) features of 20 dimensions as a compact
representation. The delta and delta-delta features are calculated to obtain 60-dimensional features.
Two GMMs of 512 components each are trained on the genuine and spoof speech files. The log-

likelihood ratio scores are used as test scores.

3.5.4 MFCC-based RAD System

The speech files are short-time processed with a frame size of 20 ms and frameshift of 10 ms.
Energy-based voice activity detection is done to find the speech and non-speech regions. The speech
regions are used to calculate 13-dimensional MFCC features excluding the energy coefficient. Delta
and delta-delta coefficients are then calculated and appended to obtain a 39-dimensional feature
vector for each speech frame. Two GMMs of 512 components each are built on the MFCC feature

vectors for genuine and spoof speech and likelihood ratios are used as test scores.
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Table 3.1: The details of different feature-based RAD systems developed on the ASVSpoof 2017 v2.0

database.
RAD System | Feature dimensionality (composition) Classifier
EF-based 6 (2-static + 2-A + 2-AA) GMM (128 components)
PSRMS-based | 2 (2-static) GMM (16 components)
IFCC-based | 60 (20-static + 20-A + 20-AA) GMM (512 components)
MFCC-based | 39 (13-static + 13-A + 13-AA) GMM (512 components)

3.6 Results and Discussion

The performances of the different feature-based RAD systems developed and evaluated on the
ASVSpoof 2017 v2.0 database are reported in Table in terms of min-DCF and EER. The table
also includes the performances of the baseline CQCC- and LFCC-based RAD systems. From the
table, it can be observed that the EF-based RAD system results in an EER of 33.07% and 32.51%
for the development and evaluation sets, respectively. For the PSRMS-based RAD system, the
corresponding EERs are 31.6% and 28.9%, respectively. Thus, the PSRMS-based system provides
better RAD performance as compared to the EF-based system. The IFCC-based RAD system
does not generalize well to the evaluation set. The MFCC-based RAD system yields much better
performance compared to the proposed handcrafted source features. A similar trend can be seen
for the baseline CQCC- and LFCC-based RAD systems. Both the baseline systems outperform
the two proposed source-based features by a significant margin. This can be attributed to the fact
that these two handcrafted features are defined very naively as compared to the CQCC and LFCC
features and hence fail to capture the intrinsic RAD information embedded in the speech signal.
Furthermore, these source features are defined only at the instants of significant excitation, the
GCls, and hence capture very local information rather than utilizing the entire source signal. The
baseline features on the other hand make use of the entire speech signal. As a result of that, the
proposed handcrafted source features (EF and PRSMS) are unable to compete with the CQCC and
LFCC features. However, given that two naive handcrafted features extracted only from regions
around the pitch periods result in decent RAD performance, it does convey the fact that considerable

replay attack information is present in the source signal.
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Table 3.2: Performances of different feature-based stand-alone RAD systems developed and evaluated on
the ASVSpoof 2017 v2.0 database.

RAD System Development Evaluation
min-DCF | EER (%) | min-DCF | EER (%)

EF-based 0.997 33.07 1.000 32.51
PSRMS-based 0.974 31.60 0.992 28.90
[FCC-based 0.841 24.81 1 35.19
MFCC-based 0.724 18.90 0.864 23.55
LFCC-based 0.703 17.11 0.813 16.89
CQCC-based 0.455 9.19 0.739 13.84

3.7 Conclusion

This chapter lays the foundation for the work done in this thesis. The main objective is to
study the nature of genuine and replayed speech source signals and to exploit their characteristics
so that some source features can be defined for RAD. It begins with an introduction to speech
source modeling techniques. Then two handcrafted source features are proposed for RAD. These
two features are named EF and PSRMS. Apart from these source features, this chapter also deals
with two more features namely IFCC and MFCC for RAD. Using these features and GMM back-
ends different RAD systems are developed on the ASVSpoof 2017 v2.0 database. It is noted that
the EF and PSRMS based RAD systems provide decent performance. However, the baseline CQCC
and LFCC based RAD systems yield significantly better results both in terms of EER and min-DCF
on the above mentioned database. This is due to the fact that the CQCC and LFCC features are
extracted from the entire source signal and hence can take advantage of replay information present
in the whole signal. On the other hand, the EF and PSRMS features use information present only
around the GClIs in the source signal and hence most of the replay information present in the signal
is discarded. Nevertheless, the source features result in reasonable RAD performance and hence it
confirms our hypothesis that source signals also contain substantial replay information. Thus, the
source-level features can serve as a viable alternative representation for replay attacks.

As discussed earlier, the proposed source features suffer from the drawback that they extract
information only around the GClIs of the source signal because of the way in which they are defined.
This is a major impediment in achieving more competitive performance as a large part of the source

signal is discarded in the processing of these features. Also, the ZFF signal filters out most of the
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information as its purpose is to find out only the GCIs. The LP residual does contain information
in the entire signal but there are multiple bipolar peaks around the epoch which makes the task of
unambiguous GCI detection difficult. To overcome these drawbacks, a new representation of the

source signal and a new processing of that signal is proposed in Chapter [4
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4. Transform-based Pitch Synchronous Source Features

4.1 Introduction

In the previous chapter (Chapter , two source features namely EF and PSRMS were explored
that characterize the excitation source behavior around the glottal closure instants (GClIs). Due to
the nature of the processing involved in extracting these features, the information present in the
rest of the source signal is not utilized. Moreover, the source signal representations used in the
previous chapter are not found to be very effective for RAD. The ZFF signal contains information
only about the GCIs and all other information is filtered out. The LPR signal, on the other hand,
contains multiple bipolar peaks around the GCIs. To deal with these issues, a new representation
of the source signal is utilized in this chapter. This representation is called the integrated linear
prediction residual (ILPR) signal which models the temporal shape of the speech source signal
between two GCls. In the case of spoofed speech, the ILPR signal is also expected to contain the
replay attack artifacts. Thus, the nature of the source dynamics between two GClIs for the genuine
and replayed signals will be different. It is hypothesized that characterizing the source temporal
dynamics between two GClIs will result in enhanced RAD performance compared to the handcrafted
features proposed earlier.

To characterize the source dynamics between two GClIs, the segment of the ILPR signal be-
tween two GCls is considered. However, the ILPR segment between two GClIs does not yield fixed
dimensional vectors as the number of samples between any two GCls happens to vary. In order
to solve this problem, the ILPR signal is applied with discrete cosine transform (DCT)in a pitch
synchronous manner. On account of the energy compaction achieved with DCT, a fixed dimen-
sion representation can be obtained. So derived compressed excitation source features are called
compressed ILPR (CILPR) features. Since these features are extracted for every GCI and DCT is
applied to them, they are termed transform-based pitch-synchronous features.

Using these features a RAD system is developed with a GMM back-end on the ASVSpoof 2017
v2.0 database. First, the system is evaluated on the development set of the database. Next, two
different sets of experiments are performed for the evaluation set. The first set of experiments is
conducted using only the training set of the database to learn the GMMs. In the second set, data
from both training and development sets are taken to build the GMMs.

The remainder of the chapter is organized in the following way. An introduction to the ILPR
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signal is provided in Section[4.2] Section [4.3]explains the method of extraction of the CILPR feature
in detail. In Section [4.4] the process of development of the proposed RAD system using CILPR is
described. Experimental results and discussions are provided in Section [£.5] An ablation study is

presented in Section Finally, the conclusions are given in Section [5.6]

4.2 Integrated Linear Prediction Residual

The voice source signal contains more information in the neighbourhood of the epochs. Hence,
correctly identifying the epochs is an important step in the extraction of any source feature. The
LPR signal was used to approximate the voice source signal in Chapter |3} LP-based inverse filtering
was used to obtain the LPR signal. First, a pre-emphasized speech signal was used to estimate the
LP coefficients and then the pre-emphasized signal was passed through the inverse filter. The
output from the inverse filter is referred to as the LPR signal. However, the LPR signal contains
multiple bipolar peaks around the epoch which makes the process of identifying epochs difficult.
The existence of these multiple peaks is due to the application of pre-emphasis to the speech signal,
a differencing operation, which boosts the high-frequency components. This problem of ambiguous
peaks can be avoided if the inverse filtering is done directly on the input speech signal without pre-
emphasis. The LP coefficients for the inverse filtering are however calculated from pre-emphasized
Hanning windowed speech samples in this case. The resulting residual signal is further smoothed by
the application of a 5-point symmetric moving average. This smoothed signal is referred to as the
integrated linear prediction residual (ILPR) signal |[104]. The smoothing operation further reduces
the ambiguity in the peaks near the epochs. In this chapter, we propose the use of the ILPR signal
as the representation of the voice source. Figure shows the difference in the nature of the LPR
and ILPR signals for a voiced segment of a speech signal. It can be observed that the LPR contains
multiple peaks around the epoch instants. This is smoothened in the ILPR signal and the epochs

are not corrupted by the presence of multiple peaks.

4.3 Capturing the Glottal Source Dynamics

Figure4.2|shows four glottal cycles of a speech signal and the corresponding ILPR for the original

and spoofed signal. It can be seen from the figure that the dynamics of the ILPR signal between
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Figure 4.1: Figure depicting the difference between an LPR and ILPR signal. (a) voiced segment of a
speech signal, (b) corresponding LPR of the voiced speech segment, (c) corresponding ILPR of the voiced
speech segment

two GClIs are distorted from that of the original. The CILPR is computed from the ILPR-based
voice source representation and captures the temporal shape of the voice source signal between two
GClIs. This feature has also been explored for speaker identification in . ILPR is estimated
by passing a non-pre-emphasized version of the speech signal through an LP inverse filter, the LP
coefficients of the inverse filters are obtained from the corresponding pre-emphasized speech signal.
The LP order is considered to be f;/1000 + 4, where, f, is the sampling frequency. CILPR feature
is computed pitch synchronously and requires GCIs to mark the pitch period. Let, ;(n) be a pitch
synchronous segment of ILPR signal between i and (i +1)"* GCIs. Then, DCT-II of r;(n) segment
is computed by projecting it into the discrete cosine basis, as given below,

o(k) = Nz_:ln(n) cos {% (n + %) k;] , (4.1)

n=0
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Figure 4.2: ILPR signals for segments of genuine and corresponding replayed speech signals. (a)-(b) and
(c)-(d) represent the speech signal and its corresponding ILPR signal for genuine and replayed signals,
respectively.

where, ¢(k), k =0,1,2,....N —1 are DCT coefficients, N is the number of DCT coefficients. Further,
a fixed number of lower-order DCT coefficients are considered and the resultant feature vector is
referred to as CILPR. It provides a compact representation of the ILPR signal between two GClIs
and captures the dynamic characteristics of the glottal source signal.

To illustrate the compaction property of DCT and to show that the lower order DCT coefficients
encapsulate the information contained in the ILPR, the ILPR of two pitch periods and the corre-
sponding non-truncated CILPR for two different speech segments are depicted in Fig{4.3, From the
figure, it can be noticed that the CILPR is a compressed version of the ILPR and that most of the

information is contained in the first few coeflicients.

4.4 Compressed Source Signal-based RAD System: Exper-
imental Setup

In this section, the process of development of the proposed RAD system using the CILPR feature
is explained. A detailed description of the experimental setup of the CILPR-based RAD system is

provided.
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Figure 4.3: Depicting the compaction property of DCT. (a)-(b) and (c)-(d) represent the ILPR signals and
their corresponding non-truncated CILPR feature for two different genuine speech segments, respectively.

CILPR feature is calculated from the ILPR in the temporal domain in a pitch synchronous
manner [106]. Since 16 kHz sampling frequency is considered in this work, a 20-order LP analysis
is performed. As only voiced regions are considered to compute the CILPR, a glottal activity
detection algorithm is needed. Zero-frequency filtering (ZFF) based method is applied to detect
the glottal activity and to estimate the GCI locations in the speech signal [97,99]. In this case,
initially, the differentiated version of the speech signal is passed through a zero frequency resonator
(ZFR), and the output of the ZFR is exponentially growing or decaying in nature depending on the
signal polarity. The trend of the exponential signal is removed by a moving average filter of size
approximately two pitch periods and the resultant signal is referred to as the zero frequency filtered
(ZFF) signal. The positive to negative zero crossings are considered as estimated GClIs of the signal.
At every GCI, the positive to negative slope is termed as strength of excitation (SoE). The SoE is
used to detect the glottal activity regions of the genuine and spoofed signals. The detected glottal
activity regions are further used to extract the CILPR features pitch synchronously. At each GCI,
the ILPR segment from the current GCI to the next GCI is considered and normalized by the

norm of the segment before applying DCT-II computation. The DCT-II of the pitch synchronous
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Table 4.1: Tuning the dimensionality of the CILPR feature on the development set of the ASVSpoof 2017
v2.0 database.

CILPR dimensionality 4 8 12 16 20 24 28 32 36
EER (%) 31.06 25.55 21.52 20.34 20.0 19.68 20.11 19.95 20.06

ILPR segment is computed for both the genuine and spoofed signals and the first few coefficients
are considered, excluding the zeroth coefficient. The feature vector formed by taking lower-order
DCT coefficients is referred to as CILPR in this work. Initially, an experiment is performed to
obtain the optimum number of DCT coefficients to develop the spoof detection system. The lower
order DCT coefficients are varied from 4 to 36 with an increment of 4 to perform the experiment.
GMM-based models of 512 mixtures are built from the training subset of the database using each
extracted CILPR feature. The testing is done on the development data and the results are shown
in Table From the table, it can be observed that the best performance in terms of EER is
obtained with the 24- dimensional CILPR feature. After tuning the parameters of the CILPR on

the development set, the system is tested on the evaluation set of the ASVSpoof 2017 v2.0 database.

4.5 Experimental Results and Discussion

The performances of the systems developed on the ASVSpoof 2017 v2.0 database using the
proposed CILPR features and the baseline CQCC features are presented in Table[4.2]in terms of EER
and minimum detection cost function (min. DCF). For the experiments on the development set, the
training set is used to learn the GMMs of the two classes. The experiments on the evaluation set are
conducted with two different training configurations. The first configuration uses only the training
set to learn the GMMs while in the second configuration, the GMMs are trained on pooled training
and development sets. These two configurations are referred to as C1 and C2, respectively. From
Table [4.2] it can be seen that the baseline system gives an EER of 9.19% for the development set.
EERs for C1 and C2 configurations of the evaluation set are 13.84% and 12.58%, respectively. The
proposed system results in an EER of 19.68% for the development set. Its EER for C1 configuration

is 20.66% and 15.76% for C2. The baseline and the proposed system are then fused at the score
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Table 4.2: Performance comparison of different RAD systems and their score-level fusion

Development Evaluation
System Train Train ( C1) Train + Development ( C2 )
EER (%) | min DCF || EER (%) | min. DCF | EER (%) min DCF
Baseline: CQCC 9.19 0.455 13.84 0.739 12.58 0.662
Proposed: CILPR 19.68 0.799 20.66 0.947 15.76 0.847
Contrast: PSRMS 33.38 0.952 28.16 0.996 27.81 0.991
Fusion: CQCC + CILPR 5.89 0.338 9.77 0.552 9.41 0.474
Development Set Evaluation Set (C2)
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Figure 4.4: DET curves for the RAD systems developed using different kinds of features and their fusion.
These curves are plotted for the development set and configuration C2 of the evaluation set

level. The fused system results in the best EER of 9.41% and minimum DCF of 0.474 for the C2

configuration of the evaluation set. For the development set, the fused system produces an EER

of 5.89% and a minimum DCF of 0.338. This proves that combining source and acoustic features

for replay attack detection can lead to significant performance enhancement. The detection error

trade-off (DET) curves for the different spoof detection systems are given in Figure which show

similar performance trends.

For contrast purposes, a system is developed using the PSRMS source

feature proposed in Chapter [3] For calculating the PSRMS, first, the LP residual is estimated

from the speech signal.

From the LP residual, a smoothed Hilbert envelope is obtained. The

peaks in the Hilbert envelope correspond to the GCI locations. The side lobes around each peak

are considered to measure the peak-to-sidelobe ratios. The mean and the skewness of these ratios

form a 2-dimensional PSRMS feature. GMM having 16 Gaussian components is learned from these
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features. From Table[£.2] it can be noted that the PSRMS-based contrast system produces an EER
of 33.38% for the development set which is about double that for the CILPR system. The contrast
system results in an EER of 28.16% and 27.81% on the evaluation set for configurations C1 and
C2, respectively.

Another experiment is conducted to support our hypothesis that the information extracted
between two GCls is more useful than that obtained around a GCI for replay attack detection. In
this experiment, all the genuine and spoofed signals in the development set are considered. To find
the separation between the two classes in the case of CILPR and PSRMS features, the Bhattacharya
distances have been computed and are shown in Figure [£.5] It is observed that the Bhattacharya

distance for CILPR is significantly greater than that of PSRMS which confirms our hypothesis.

0 I I

PSRMS CILPR

N w £ o

Bhattacharya Distance

Figure 4.5: Bhattacharya distance between the genuine and replayed classes for PSRMS and CILPR
features. This supports the enhanced detectability achieved with the proposed CILPR feature.

4.6 Ablation Studies

The proposed CILPR source feature is noted to yield quite competitive yet degraded replay
attack detection performance compared to that of the widely used CQCC feature. Thus establishing
that the analysis of the source component of speech signal provides a viable alternative to replay
attack detection. In order to further improve the proposed source features, we focus on differences
in the process of extraction vis-a-vis the conventional features such as LFCCs and CQCCs. It is
worth highlighting that the proposed source features are computed pitch synchronously. Thus, they

require the estimation of the glottal closure instants (GCI). The estimation of the GCI marks is not
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only computationally intensive but also its reliability is subject to the presence of background noises
in the signal. Additionally, only voiced regions are utilized in the proposed source feature, unlike
the entire signal as in the case of conventional features used for replay attack detection. Since
we have exploited the pitch-synchronous processing, it is obvious that such a feature cannot be
computed for unvoiced /silence regions in the signal. This may result in a possible loss of information
which contributes to the degraded RAD performance achieved with the proposed source features.
Motivated by these observations, we seek to find out the significance of voiced and unvoiced regions
of a speech signal on the RAD performance. In this section, we perform some ablation studies to
try and understand the relevance of voice and unvoiced regions of speech in the detection of replay
attacks. In order to do this, we perform an experiment on the ASVSpoof 2017 v2.0 database. For
the same, using the method explained in Section [A] the voiced and unvoiced regions are marked in
training, development, and evaluation data. The relative portion of the voiced and unvoiced regions
in the three partitions are shown in Figure[£.6] It can be noted that in each partition roughly about
50% of speech data corresponds to voiced and unvoiced regions. The unvoiced regions include

silences and short pauses. The experiment is performed using CQCC features. The CQCC feature

I Voiced regions
[ lUnvoiced regions

Train Development Evaluation

46 43% 4%
54%
59%

Figure 4.6: Pie chart showing the percentage of voiced vs unvoiced frames in the training, development,
and evaluation sets of the ASVSpoof 2017 v2.0 database

includes 29 static coefficients plus the log-energy coefficient to which delta (A) and delta-delta
(AA) features are appended making it a 90 dimensional feature vector. Cepstral mean-variance

normalization (CMVN) is also applied to these features. From these features, two GMMs of 512
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Table 4.3: Comparison of RAD systems developed with the CQCC feature using voiced and unvoiced
regions of speech on the ASVSpoof 2017 v2.0 database

Conditioning applied in Development Evaluation
training and testing EER (%) | min-DCF | EER (%) | min-DCF
Voiced regions 29.18 0.986 38.3 1
Unvoiced regions 26.96 0.981 36.93 1
Entire speech 9.19 0.455 13.84 0.739

Gaussian mixture components each are learned for the genuine and spoof classes. Two systems
are developed using this experimental setup. The first system is trained and tested using only
glottal regions and the second system on only non-glottal regions. The results of this experiment
are shown in Table [£.3] It is interesting to note that under CQCC and GMM-based replay attack
detection framework, conditioning to unvoiced regions leads to better detection performance than
conditioning to voiced regions. This trend is attributed to a relatively better distortion-to-speech
ratio in the unvoiced region than in the voiced regions.

Both voiced and unvoiced regions are affected by replay attacks. However, the voiced regions
are high-energy and relatively less impacted by these attacks. On the other hand, the unvoiced
regions, which include silence regions, are low-energy regions, and the impact of replay attacks is
more pronounced in these unvoiced and silence regions. Hence, it is mentioned that in the replayed
speech, the distortion-to-speech ratio will be higher in the unvoiced regions compared to the voiced

regions.

4.7 Conclusion

This chapter proposes the use of the ILPR signal as the speech source representation for the RAD
task. The ILPR signal captures the dynamic characteristics of a signal between two GClIs and hence
it has the potential to be more sensitive to the differences in genuine and replayed signals. However,
the ILPR feature is calculated pitch synchronously, thus it does not produce fixed dimensional
representation. On applying pitch synchronous DCT to the ILPR, a fixed dimensional feature is
derived and referred to as the CILPR feature. A RAD system is developed using this feature

and is evaluated on the ASVSpoof 2017 v2.0 database. It is observed that the CILPR features
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provide significantly better performance than the handcrafted features. However, compared to
the baseline CQCC and LFCC features, the CILPR features result in poorer performance. This
degraded performance is due to the use of only the voiced regions of the source signal for extracting
the CILPR feature. As explained earlier, CQCC is extracted from both voiced and unvoiced regions.
Thus, to improve the performance of RAD systems, some modifications are made to the processing

of the ILPR signal. These modifications and the resulting feature are discussed in Chapter [f
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5. Non-Pitch Synchronous Source Features

5.1 Introduction

In previous chapters (Chapter [3] and Chapter [4)), we have developed three source-based features
for replay attack detection using pitch-synchronous analysis. Through evaluation studies presented
in Chapter[] it was highlighted that there exists significant information in both voiced and unvoiced
regions of the genuine and spoofed speech signals for their discrimination. It was also noted that
the replay attack detection system developed using only unvoiced regions provides better perfor-
mance than a similar system developed on only voiced regions. Obviously, in order to exploit the
entire speech signal, we need to avoid pitch-synchronous analysis of the source signal to derive the
features for replay attack detection. Motivated by that, in this chapter, we present our attempts to
develop non-pitch synchronous features using frame-based processing. First, we describe two naive
approaches for frame-based processing of the source (ILPR) signal to derive the feature represen-
tation. One processes the ILPR signal frames in the time domain while the other processes them
in the frequency domain. Interestingly, these naive frame-based features are found to yield signifi-
cantly degraded EER when compared to the earlier proposed pitch-synchronous CILPR feature on
the ASVSpoof 2017 v2.0 data. To understand the possible reasons, we present a detailed analysis
that motivated us to propose another novel source feature exploiting the processing of spectro-
temporal patches of the source (ILPR) signal. The proposed CILPR feature is again evaluated on
the ASVSpoof 2017 v2.0 and ASVSpoof 2019 databases and found to yield high improvement in
terms of %EER when compared to the features extracted naively. In addition, we have evaluated
the proposed CILPR feature by extracting it for voiced regions only so that we can compare it
directly to pitch-synchronous features discussed earlier.

Following that, an analysis of the outcomes of the naive frame-based features is performed which
motivated us towards the spectro-temporal processing of the source (ILPR) signal. The spectro-
temporal processing is done in a frame-wise manner. Hence, the extraction of this feature does not
require any pitch marking as a result of which one can exploit both the voiced and unvoiced regions
to achieve improved discrimination.

The remainder of the chapter is organized as follows. Section explains the non-pitch syn-
chronous processing of the ILPR signal. In Section the spectro-temporal processing of the ILPR

signal is discussed. The proposed 2D-ILRCC features are explained in Section [5.4] The experimen-
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Figure 5.1: Illustrating the impact of non-pitch synchronous processing of a genuine voiced source (ILPR)
signal on the CILPR feature. The analyzed source segment is shown in (a), three consecutive Hanning
windowed frames extracted from the source segment are shown in (b)-(d), and their corresponding CILPR
feature are shown in (e)-(g).

tal setup of the RAD system developed using the proposed features is given in Section Finally,

the conclusions are drawn in Section [5.6]

5.2 Insights into Non-Pitch Synchronous Processing of the
Source Signal

Motivated by the ablation study presented in Section [4.6] we make an attempt to process the
source signal non-pitch synchronously. This will enable us to utilize both voiced and unvoiced
regions of the speech signals in detecting the replay attack. For the same, we analyze the source
signal using a fixed-length window to derive a compact representation in the form of CILPR features.
This naive manner of processing can be problematic particularly for the voiced regions due to the
non-synchronicity of the analysis window to the pitch cycles in a majority of the frames. As a result
of that, the trends of CILPR features corresponding to homogeneous voiced regions would exhibit
significant mismatch. To demonstrate this mismatch, we take a voiced source (ILPR) segment

corresponding to genuine speech from the ASVSpoof 2017 v2.0 database. This voiced segment is
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Figure 5.2: Depicting the impact of non-pitch synchronous processing of a genuine unvoiced source (ILPR)
signal on the CILPR feature. The analyzed source segment is shown in (a), three consecutive Hanning
windowed frames extracted from the source segment are shown in (b)-(d), and their corresponding CILPR
feature are shown in (e)-(g).

analyzed using a Hanning window of size 20 ms (320 samples) with a shift of 10 ms (160 samples)
and the corresponding CILPR features are computed. Figure|5.1|shows the three consecutive frames
of that analysis of the source (ILPR) signal along with their corresponding 24-dimensional (C;-Cys)
CILPR features. From the figure, it can be noted that the CILPR features show varying trends
despite the frames corresponding to the source signal having near-identical pitch periods. The main
cause of this deviation in the features lies in the analysis window being non-pitch synchronous. It
would be interesting to check what would be the impact of non-pitch synchronous processing in
unvoiced regions of the source signal. A similar analysis was carried out on a genuine unvoiced
source (ILPR) segment taken from ASVSpoof 2017 v2.0 data. Figure shows three consecutive
unvoiced ILPR frames and their corresponding CILPR features. It can be seen from this figure that
the CILPR features of corresponding unvoiced frames are found to exhibit more deviated trends
than those observed for the consecutive voiced frames. This is attributed to the fact that unlike the
voiced regions the ILPR signal does not exhibit any defined structure.

Referring back to Figure [5.1] we can notice that on account of the non-pitch synchronous pro-
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5.2 Insights into Non-Pitch Synchronous Processing of the Source Signal

cessing, the windowed voiced signals would turn out to be approximately shifted versions of each
other. Therefore, instead of processing in the time domain, if the source signal is transformed into
the spectral domain the effect of any temporal shift can be mitigated to a greater extent. Moti-
vated by this observation, we compute the spectrum of the windowed source frames using a discrete
Fourier transform. Following that we compute the log-compressed magnitude spectrum and then
take its DCT to derive the cepstral representation. This new feature is referred to as Integrated
Linear prediction Residual Cepstral Coefficient (ILRCC). Figure shows the log-magnitude spec-
trum of three consecutive windowed voiced frames considered in Figure [5.1and their corresponding
24-dimensional ILRCC features. From the figure, it can be noticed that the features of consecutive
frames show a highly similar trend unlike that observed in Figures 5.1}

In the case of non-pitch synchronous processing of unvoiced source signal, one cannot argue that
the consecutive windowed frames would be shifted versions of each other as there is no periodicity
in such regions. Still, we hypothesize that due to the computation of spectral magnitude, the
coherence among the resulting ILRCC features would be enhanced. Figure [5.4] shows the log-
magnitude spectrum for three consecutive windowed unvoiced frames considered in Figure and
their corresponding 24-dimensional ILRCC features. It can be noticed that like the voiced case, the

features exhibit highly similar trends.

5.2.1 Experimental Evaluation

In this section, we experimentally evaluate the RAD performance on two kinds of features derived
using non-pith synchronous processing of the source signal. One of the features is CILPR which is
obtained through temporal domain processing and the other feature is ILRCC which is obtained
through spectral domain processing. The RAD system employs a GMM classifier as described in
Section [2.4.3] The RAD system is trained and evaluated on ASVSpoof 2017 v2 data. Table
shows the RAD performances in terms of %EER and min-DCF for two kinds of features along
with their breakup on the basis of considering voiced- and unvoiced-region frames only. It can
be seen from the table that ILRCC features have resulted in improved RAD performances when
compared to CILPR features on both the development and the evaluation sets of the ASVSpoof

2017 v2.0 database. Further, on considering the break up of the performance in terms of voiced-
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Figure 5.3: Effect of spectral domain transformation for non-pitch synchronous processing of the genuine
voiced source (ILPR) signal. (a)-(c) shows the log-magnitude spectrum of the three consecutive voiced
frames considered in Figure (d)-(f) shows the corresponding ILRCC feature obtained via DCT.
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Figure 5.4: Effect of spectral domain transformation for non-pitch synchronous processing of the genuine
unvoiced source (ILPR) signal. (a)-(c) shows the log-magnitude spectrum of the three consecutive unvoiced
frames considered in Figure (d)-(f) shows the corresponding ILRCC feature obtained via DCT.
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and unvoiced-region frames a similar trend is noticed. This validates our hypothesis.

Table 5.1: Results of RAD systems developed using two types of non-pitch synchronous features on
ASVSpoof 2017 v2.0 database. We have also computed the breakup of each performance in terms of
considering only voiced-region (V) and unvoiced-region (UV) frames of the test data and those are given
in the braces.

Feature Development Evaluation

EER % (V/UV) | min-DCF (V/UV) | EER % (V/UV) | min-DCF (V/UV)
CILPR | 33.80 (37.24/42.06) | 0.972 (0.998/1) | 28.02 (30.42/37.53) 1(1/1)
ILRCC | 19.10 (25.68/34.36) 0.792 (1/1) 26.41 (33.89/38.22) 0.981 (1/1)

5.3 Capturing Source Characteristics in Spectro-Temporal
Domain

In Section [5.2] we demonstrated that the spectral-domain processing of the source signal is more
effective than the temporal-domain one in producing non-pitch synchronous features for replay
attacks. Yet, both these features yield significantly degraded RAD performances when compared to
those of pitch synchronous processing of the source signal. This motivated us to look for ways and
means to improve the non-pitch synchronous processing of the source signal so that the produced
features compare well with the existing frame-based features such as LFCCs and CQCCs.

It is worth highlighting that the spectral domain processing of the source signal is found to
enhance the coherence among the spectral representations for consecutive frames corresponding
to both voiced and unvoiced regions. As a result of that the neighbouring frames are expected
to exhibit highly similar spectral structures which can be exploited for more effective capture of
the source signal dynamics. To illustrate this, we plot the spectrograms for a pair of genuine and
replayed speech examples taken from the ASVSpoof 2017 v2.0 database as shown in Figure [5.5]
For the sake of argument, let us consider an overlaid temporal slice covering a set of neighboring
frames in both spectrograms as shown in the figure. On comparing the underlying regions of the
genuine and replayed spectrograms, we can notice that there exists enhanced temporal continuity
of the underlying spectral structure for the former rather than the latter. It is hypothesized that by
capturing the same, better discrimination between genuine and replayed signals can be achieved.

This motivated us to develop a novel feature for RAD as described in the following section.
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Figure 5.5: Spectrograms of ILPR signals corresponding to a (a) genuine and (b) replayed speech signal
pair taken from the ASVSpoof 2017 v2.0 database. The dotted rectangles show spectro-temporal patches
which allow us to capture the temporal continuity of spectral structure if any. This in turn may enable
better detection of replay attacks.

5.4 Spectro-Temporally Compressed ILPR Feature

In this section, we describe the derivation of a novel frame-based feature obtained by compress-
ing a patch of the time-frequency representation of ILPR to better capture the spectro-temporal
modulations in the source signals. For compressing the time-frequency patch of the source signal, we
have used a 2-dimensional discrete cosine transform (2D-DCT). The effectiveness of joint spectro-
temporal features based on the 2D-DCT has been demonstrated for automatic speech recognition
(ASR) application , detection of place of articulation in unvoiced stops , and evaluation of
pathological speech . For real-time applications, we have considered a causal time-frequency
block in extracting the proposed frame-based features. First, the speech signal is short-time ana-
lyzed with a Hanning window of size 20 ms (320 samples) and a shift of 5 (80 samples). For each
frame, the inverse filtering is performed to yield the residual signal using 20-order linear predic-
tion analysis. The resulting source (ILPR) signal frame is processed using a 512-point fast Fourier

transform to yield logarithmically compressed magnitude spectra. Following that, for each analysis
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Figure 5.6: Block diagram of the process of extraction of the 2D-ILRCC feature

frame, a spectro-temporal 2D patch is created by stacking the log-magnitude spectra of past (M —1)
frames. So created 2D patch is projected to a 2D cosine basis. Let P be a spectro-temporal 2D
patch of size N x M, where N and M represent the spectral and temporal extents of the 2D patch,
respectively. The bottom left entry of the patch corresponds to the start of time and frequency
indices. Then, the kth row and lth column entry of the 2D-DCT projection C' of the patch P is

given by,

M—1N-1
 2wpwy ml(2a + 1) k(20 + 1)
Ck[ = E E an COS {T COS T , (51)

where k=0,1,...,.N—-1,1=0,1,...,M — 1, and

4

L if k=0,
WE = \/i
1 ifk#0,
(
L if =0,
w; = V2
1 ifl+£0.
\

The horizontal DCT coefficients of matrix C correspond to the temporal characteristics, whereas
the vertical coefficients correspond to the spectral envelope. Later, we consider low-order 2D-DCT
coefficients, which provide a compact representation of the spectro-temporal modulations contained
in the 2D patches.

In this case, the spectral extent N is the number of frequency bins used to compute the spectrum,
and the temporal extend M is the number of frames. For each overlapping patch, we apply a 2D-
DCT to compute a set of DCT coefficients. Suitable truncation of the resulting DCT coefficient

matrix followed by linearization is used as the feature vector and is referred to as the 2D-ILRCC
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feature.

5.5 Experimental Setup and Discussion

This section first provides a detailed description of the experiments performed to tune the
dimensionality of the 2D-ILRCC feature. Next, the performance evaluation of the 2D-ILRCC
feature on the ASVSpoof 2017 v2.0 database is presented. Finally, the effectiveness of the 2D-

ILRCC feature is validated on the ASVSpoof 2019 database.

5.5.1 Tuning of 2D-ILRCC Feature Dimensionality

The parameters of the 2D-ILRCC features are tuned on the ASVSpoof 2017 v2.0 database. The
source (ILPR) signals corresponding to the genuine and replayed speech are short-term processed
using Hanning windowed frames of 20 ms (320 samples) and a shift of 5 ms (80 samples). Each
frame is then transformed to the spectral domain using 512-point FF'T. On account of the chosen low
framerate, the resulting spectrogram of a source signal exhibits high temporal continuity. Given the
source spectrogram, we form a causal patch consisting of all spectral bins and its temporal dimension
empirically set to 70 ms which is equivalent to the temporal context of 11 frames. This choice of
temporal extent is made as a compromise between the average duration of voiced and unvoiced units
of speech. Thus, the resulting patch is of size 512 x 11. Such patches are produced every 2 frames
so that the frame rate of the final feature becomes 10 ms, i.e., the typical frame rate used in speech
analysis. Each patch is then applied with 2D-DCT. The resulting 2D coefficient matrix after suitable
truncation and linearisation yields the 2D-ILRCC feature vector. Mean-variance normalization is
applied to the extracted features on an utterance basis. The normalized features are used to develop
the RAD system consisting of two GMMSs of 512 mixture components each modeling the density of
genuine and replayed speech data.

A grid search is performed to tune the truncation of the 2D-DCT coefficient matrix through a
rectangular lifter. Initially, the horizontal dimension of the rectangular lifter is set to the maximum
possible value of 11. While keeping the horizontal dimension of the lifter constant, its vertical
dimension is varied from 20 to 120 in steps of 20. It is observed that the best performance in terms

of EER is achieved when the vertical dimension of the rectangular lifter is set to 40 as shown in
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Table 5.2: Tuning the dimensionality of the proposed 2D-ILRCC feature for RAD on the ASVSpoof 2017
v2.0 database

Lifter Dimension EER (%)
Vertical | Horizontal | Development | Evaluation
10 4 21.84 18.44
10 5 20.98 17.40
10 6 20.27 16.60
20 4 16.44 14.95
20 5 16.08 14.84
20 6 16.14 13.75
30 4 14.07 12.21
30 5 13.06 11.93
30 6 12.83 11.96
40 4 12.73 11.03
40 5 11.98 11.33
40 6 11.90 10.87
40 7 12.89 10.99

Table 5.2l Subsequently, a finer grid search is performed with the vertical dimension of the lifter
being varied from 10 to 40 in steps of 10 and the horizontal dimension of the lifter being varied
from 4 to 7 in steps of 1. From Table it can be seen that the best performances are obtained

for both the development and evaluation sets when the rectangular lifter is of size 40 x 6.

5.5.2 Performance on ASVSpoof 2017 v2.0 Database

The performance of the RAD system developed using the proposed 2D-ILRCC features and its
comparison to the baseline systems developed with CQCC and LFCC features on the ASVSpoof
2017 v2.0 database are shown in Table 5.3l It can be seen from the table that the 2D-ILRCC
features result in EERs of 11.90% and 10.87% for the development and evaluation sets, respectively.
Compared to the baseline features, the proposed feature achieves improved performance on the
evaluation set of the considered database. This shows the effectiveness of the 2D-ILRCC features
for RAD. It would be interesting to compare the RAD performance of the proposed non-pitch
synchronous feature with that of the pitch-synchronous CILPR feature described in Chapter 4 On
comparing the RAD performances in Table and Table [5.3] it is observed that the proposed

non-pitch synchronous 2D-ILRCC features achieve a relative improvement of 39.53% and 47.38%
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in terms of EER on the development and evaluation sets of the ASVSpoof 2017 v2.0 database
respectively. This improvement is attributed to a novel way of addressing the distortion caused
by non-pitch synchronous processing of the source signal by enhancing the coherence between the
fixed-length frames by applying the proposed spectro-temporal processing.

Table 5.3: Performance comparison of CQCC, LFCC, and 2D-ILRCC features on the development and
evaluation sets of the ASVSpoof 2017 v2.0 database.

EER (%)

Feature | Development | Evaluation
LFCC 17.11 16.89
CcQCC 9.19 13.84
2D-ILRCC 11.90 10.87

5.5.3 Validation on ASVSpoof 2019 Database

The performance of the 2D-ILRCC features is also validated on the PA set of the ASVSpoof
2019 database. The PA set contains three partitions similar to the ASVSpoof 2017 v2.0 database.
These are the train, development, and evaluation partitions. In order to validate RAD performance
on the ASVSpoof 2019 database, first the 2D-ILRCC features are extracted from the train partition
and then a RAD system is developed consisting of two GMMs of 512 components each modeling
the density of genuine and replayed speech data. The RAD performance is then assessed on the
development and evaluation sets in terms of EER. Another metric called the tandem-DCF (t-DCF)
is introduced to measure the joint performance of RAD and automatic speaker verification (ASV)
systems. This metric is used to determine the affect of replay attacks on an ASV system and how
effective the feature is in negating this impact. The ASV system in this context is developed using
DNN-based x-vector speaker embeddings with a probabilistic linear discriminant analysis (PLDA)
back-end. Table [5.4] shows the results of the proposed 2D-ILRCC feature as well as the baseline
CQCC and LFCC features on the PA subset of the ASVSpoof 2019 database. From the table, it
can be observed that the RAD system designed using the 2D-ILRCC features achieves comparable

results with regard to the baseline systems in terms of both EER and t-DCF.
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Table 5.4: Performance comparison of different features on the development and evaluation sets corre-
sponding to the PA portion of the ASVSpoof 2019 database

Feature Dev Eval
t-DCF | EER (%) | t-DCF | EER(%)
LFCC 0.214 9.89 0.260 11.44
CcQCC 0.207 10.39 0.261 11.66

2D-ILRCC | 0.199 9.15 0.272 11.35

5.6 Conclusion

This chapter introduces the non-pitch-synchronous processing of the source (ILPR) signal. This
kind of processing enables us to extract source features from both the voiced and unvoiced regions of
the speech signal. Then a spectro-temporal processing of the source signal is proposed which results
in the extraction of the 2D-ILRCC feature. A RAD system is developed using this new feature and
a GMM classifier on the ASVSpoof 2017 v2.0 database. This system outperforms the CQCC and
LFCC-based RAD systems. Next, a RAD system is also developed with the 2D-ILRCC features
and GMM back-end on the ASVSpoof 2019 database. On this database, the 2D-ILRCC achieves
competitive performance when compared to the baseline features CQCC and LFCC. This proves that
the 2D-ILRCC feature generalizes well to both the databases and provides RAD performance which
is as good as the baseline systems. However, the proposed features are still unable to outperform
the baseline features. This is due to the fact the proposed features are extracted only from the
source component of the speech signal and the filter component is discarded. Hence in Chapter [0}, a

new feature for RAD is proposed that makes use of both the source and filter components of speech.
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6. Combination of Source and Filter Features

6.1 Introduction

In the preceding chapter (Chapter , we presented studies showing that there exists significant
information in the source component of the speech signal for RAD. With the help of only the
source component, we were able to achieve RAD performance that is at par with the CQCC-based
RAD system. However, we know that replay attack artifacts impact both the source and filter
components, and therefore spoofing information is present in both these components. The CQCC
features happen to capture the information present in both the source and filter components of
the speech signal. This is attributed to the fine sampling of the low-frequency region due to the
utilization of the CQT-transform. Thus, it is expected that if the 2D-ILRCC features proposed in
the previous chapter are enhanced with spoofing information available in the filter component, the
resulting combined features may be able to attain state-of-the-art RAD performance. To pursue that
objective, in this chapter, we attempt to extract a novel feature in a non-pitch synchronous manner
that can simultaneously incorporate the spoofing information available in both the source and filter
components of the speech signal. We have already hypothesized that the channel noise having
differing spectro-temporal signatures would be better captured if the speech signal is decomposed
into source and filter components. Motivated by that, we propose a novel feature set for replay
attack detection by capturing long-term trends in the source as well as filter components of the
input speech. For this purpose, we employ a moderate-order linear prediction (LP) analysis of pre-
emphasized input speech frames to achieve an effective source and filter separation. Following that,
the spectral representations are obtained for both components, which are then stacked temporally
to capture long-term trends.

The proposed features are first evaluated on the ASVSpoof 2017 v2.0 database in the context
of a RAD system with a GMM back-end. Later, using the proposed features as the front-end, a
deep residual network (ResNet-18) is employed as a back-end to develop a RAD system. This RAD
system is evaluated on the PA set of the ASVSpoof 2019 database. Next, a minor modification
is made to the proposed features to obtain gram-based features. These features are then used to
develop a RAD system with a ResNet-18 back-end. The gram-based RAD system is also evaluated
on the PA set of the ASVSpoof 2019 database and contrasted with CQT-based gram features.

The rest of the chapter is organized as follows. The proposed features are explained in Section [6.2]
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Figure 6.1: Spectrograms of source and filter components of genuine and replayed speech signals. (a)
Source spectrogram of genuine signal (b) LPC spectrogram of genuine signal (c¢) Source spectrogram of
replayed signal (d) LPC spectrogram of replayed signal.

The experiments conducted using the proposed features and the results obtained for the GMM
back-end-based RAD system are described in Section Next, in Section [6.4], we describe the
development of a deep learning-based RAD system, in particular, the ResNet-18 model and the
corresponding RAD performances evaluated on the ASVSpoof 2019 database. In Section the
combined source-filter time-frequency features are introduced and the performances of RAD systems
developed using these features are reported. Section provides a comparison of the proposed
features with contemporary features used in other works. Finally, the conclusions drawn from this

study are summarized in Section

6.2 Computation of Combined Source and Filter Features

This section presents the mathematical steps involved in computing another novel RAD feature.
These features are derived by combining the source-based features discussed earlier with the source-
linked filter features.

Let s,,(n) denote the m'™ frame of the input speech signal and s/ (n) denote the corresponding

pre-emphasized version. In the LP analysis of each frame, the current speech sample is predicted
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as the weighted sums of the past P samples as

P
() ~ 3 sl (0 — p) (6.1)
p=1
The prediction residual signal 7,,(n) is of the form
rm(n) = sm(n)— g/m(n)
P
= 5u) = Y sl (0~ p) (6.2
p=1

On taking z-transform of both sides of Eq. (6.2), it can be argued that the prediction residual (or

source) signal is the output of analysis system function A,,(z) processing the input speech as

An(z) = ?m(z) =1- Z apz P (6.3)

The synthesis system function H,,(z) happens to be the inverse of A,,(z) and corresponds to the

vocal filter involved in speech production. The H,,(z) can be expressed as

B m('z) . 1
= Fl®) = To5 T e (6.4)

Hm(z>

Now, the analyzed speech frame’s source and filter components are transformed into the spectral
domain. For deriving spectral representation of the source signal, first K-point discrete Fourier

transform of 7,,(n) is computed and then converted to logarithmic power spectrum as
rm(n) — R, (/%) = log|R,,(e’")[? (6.5)

The spectral representation for the filter component is derived by evaluating the filter system func-
tion H,,(z) at K uniformly sampled points on the unit circle and converting it to logarithmic power
spectrum as

H,(2) — H,(e’*) = log|H,,(e"*)|? (6.6)

For capturing long-term trends, M consecutive frames are stacked together to obtain two K x M

sized log-spectrograms (A and B) corresponding to source and filter components as

A = log ]Rm(ej“”“)|2 and By, = log |Hm(ej“’“)\2
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Figure 6.2: Block diagram showing the process of extracting the proposed combined source-filter cepstral
coefficient (CSFCC) feature corresponding to a speech frame.

where 0 < k< K—-1,0<m<M—1.
Following that, each log-spectrogram is applied with 2-D DCT to derive corresponding cepstral

representations as

K—-1M-1

7(2k+1)p  7(2m+ 1)q
Cpq = Mplg kzg mzzo A cOS Ve cos YVi
K—1M-1
7(2k+1)p 7(2m+1)q
Dpyg = Mpy ;0 ,;) Bierm oS A Wi
1 —4
E P=0
where 7, =
2
JE 1<p<K-1
1 -
o 1=0
and 7, =

Va 1<g¢<M-1

After applying suitable truncation of the cepstral coefficients, the entries of matrices C and D
are linearized and concatenated to yield a final feature representation and the same is referred to
as the combined source-filter cepstral coefficients (CSFCC) in this work. The block diagram of the
overall processing of the CSFCC features is shown in Figure [6.2] It is worth highlighting that the
source component in the CSFCC feature is contributed by the linearized matrix C which is the same
as the 2D-ILRCC features discussed in Section [5.4] The filter component in the CSFCC feature
is contributed by the linearized matrix D which can also be interpreted as 2D linear prediction

cepstral coefficients (2D-LPCC).
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6.3 Experimental Evaluation

6.3.1 CSFCC-based RAD System

This subsection describes the process of development of a RAD system using the proposed
CSFCC features. The input speech signal is first decomposed into its source and filter components.
The source component is obtained by calculating the integrated linear prediction residual (ILPR)
signal. The ILPR signal is then processed using short-term analysis to compute the 2D-ILRCC
feature as described in Section [5.5.1] This is the final source representation of the input speech
signal.

Next, to obtain the filter component the input signal is LPC analyzed using a 20-order LP filter
using a short time window size of 20 ms and shift of 5 ms, and the LPC coefficients are calculated.
The LPC coefficients of each frame are passed through the LP filter and then the fast-Fourier
transform of 512 points is computed. The FFT coefficients for each frame are then stacked together
in a matrix. Then the same processing that is applied to the source component is done. From the
resultant matrix, 70 ms overlapping patches are taken and then 2D-DCT is applied to the patches.
The 2D-DCT coefficients of each patch are suitably truncated and then stacked together to get the
final representation for the filter component.

Now since the sizes of the overlapping patches are the same for both source and filter components,
the two resultant matrices are combined on each patch, and thus the final feature vectors are
generated for each patch. This combined output matrix is called the CSFCC features. The proposed

features are used to develop a GMM-based RAD system as explained in Section [2.4.3]

6.3.2 Tuning the Dimensionality of the CSFCC Feature

As discussed earlier, the CSFCC features happen to be the concatenation of 2D-ILRCC and
2D-LPCC features. These components have been derived separately including the tuning of their
dimensionality. The dimensionality of the source component (2D-ILRCC) is fixed as 240 as already
discussed in Section To tune the dimensionality of the filter component of CSFCC features, a
GMM-based RAD system is developed on 2D-LPCC features on the ASVSpoof 2017 v2.0 database.
The genuine and replayed signals of the database are short-term processed using a Hanning window

and LP analysis is performed on the windowed frames. The windowed frames are transformed to the
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spectral domain using a fast-Fourier transform. The 2D-LPCC features are then extracted and two
GMMs are trained as discussed in Section [6.3.1] A grid search is performed to tune the truncation
of the 2D-DCT coefficient matrix through a rectangular lifter. The vertical dimension of the lifter
is varied from 10 to 40 in steps of 10. The horizontal dimension of the lifter is varied from 5 to 6
in steps of 1. The results of the tuning experiment for both the development and evaluation sets of
the ASVSpoof 2017 v2.0 database are shown in Table [6.1} From the table, it can be observed that
the best performance is obtained when the vertical and horizontal dimensions of the rectangular

lifter are set to 30 and 5 respectively.

Table 6.1: Results of dimension tuning experiments of the filter component of the CSFCC feature on the
ASVSpoof 2017 v2.0 database

2D-Lifter Dimensions EER (%)
Vertical | Horizontal | Development | Evaluation
10 5 18.53 17.09
20 5 17.01 16.39
20 6 174 16.8
30 5 14.14 14.18
40 5 16.46 15.16

6.3.3 Evaluation of the CSFCC Feature on the ASVSpoof 2019 Database

In this sub-section, the experimental evaluation of the proposed CSFCC features performed on
the PA set of the ASVSpoof 2019 database is presented. From the genuine and replayed speech
signals the CSFCC features are extracted as explained in Section [6.3.1] The CSFCC features are
of 390 dimensions, i.e. 240 for the source component and 150 for the filter component. A GMM-
based RAD system is developed using the CSFCC features on the ASVSpoof 2019 database. The
performance of the RAD system in terms of EER and t-DCF is presented in Table[6.2 The CSFCC-
based RAD system results in an EER of 9.85% and a t-DCF of 0.233 and outperforms the baseline
CQCC system by a considerable margin. This shows the effectiveness of the proposed CSFCC

features.
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Table 6.2: Performance comparison of baseline and proposed RAD systems on the PA evaluation set of
the ASVSpoof 2019 database

Feature | t-DCF | % EER
CQCC 0.261 11.66
CSFCC 0.233 9.85

6.4 Deep Learning Approaches for RAD

Thus far in this thesis, the major focus has been on developing novel features for RAD and
the systems have been built with a relatively simple GMM back-end. This approach allows for
easy benchmarking of the proposed features. However, to achieve state-of-the-art performances,
it is essential to incorporate more complex machine learning models as the back-end. In recent
years, deep learning-based models have been widely adopted for RAD systems, and have yielded
state-of-the-art performances.

Various kinds of deep learning approaches have been explored for building RAD systems. Deep
learning models have been used in the form of front-end feature extractors, back-end classifiers as
well as end-to-end solutions for RAD. In one of the earliest works done in [111], bottleneck fea-
tures were generated using a deep neural network for spoofing detection. Several features extracted
from deep learning architectures have been explored in [112]. In [34], high-frequency cepstral coef-
ficients were used as the front-end, and a deep neural network was used as a back-end classifier. A
RAD system developed using segment-based linear filter bank features and an attention-enhanced
DenseNet-bidirectional long short-term memory was proposed in [113]. End-to-end solutions for
RAD have been investigated in [114]/115].

The most common deep classifiers used in replay attack detection are different variations of
light convolutional neural networks (LCNN) and deep residual networks (ResNet). The 9-layer
LCNN was the best system in the ASVSpoof 2017 challenge [36], where a Max-Feature-Map
(MFM) activation is used after each convolution operation. It also performed well in ASVSpoof
2019 challenge [44], |[116]. The ResNet variations used in ASVSpoof 2019 challenge achieved great
performance in both PA and LA subtasks [116], [46], [45], [57], [117]. Motivated by the success of
ResNet based architectures, we have adopted a ResNet-18 classifier as the back-end for our experi-

ments. It is expected that the use of the ResNet-18 classifier will further enhance the performance
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of the RAD systems. The details of its implementation are discussed in subsequent sections.

6.4.1 ResNet Architecture

A general understanding when solving a complex problem using deep learning is that the deeper
a network is, the better it is at learning the non-linear relationships between the input and output
data. This is because as the network grows deeper, the model flexibility increases with an increased
number of parameters. However, it has been observed that after a certain depth, the performance
starts to degrade. This phenomenon is attributed to the vanishing gradient problem. The vanishing
gradient problem occurs when the network becomes too deep and the gradients shrink to zero after
repeated application of the chain rule. Residual networks aim to solve this problem by introducing
the concept of a residual block as shown in Figure . Residual networks were first proposed in [118].
It can be seen from the figure that there is a direct connection between some layers skipping the
layers in between. This is called the skip connection and the layers together form a residual block.
ResNets are constructed by stacking together several residual blocks. From Figure [6.3] we can
see that input to the first weight layer is x and the output from the last layer is F'(x) if the skip
connection did not exist. However, with the addition of the skip connection the output from the

last layer becomes F'(z) + z.

X |
Y
weight layer
F(x) Il relu x
weight layer identity
Fx) +x

Figure 6.3: Residual block

Let us assume that the output from the last layer is H(x). Mathematically, we can write:
H(z)=F(x)+x (6.7)

Here, H(x) is the underlying mapping to be fit by the training process. However, in ResNets the
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idea is to learn the residual mapping H (z) — x instead of H(x). This is done by explicitly allowing
the layers to approximate the residual function F'(x). The original function thus becomes F(x) + .
A problem that may arise in this case is that the dimensions of z and F(z) may not be the same.
This issue can be addressed by using any one of two approaches. The first approach is to apply zero
padding to make the dimensions the same. The second approach is to use a convolution layer from
x to the addition of F'(x).

ResNets help to solve the problem of vanishing gradients by providing alternate paths for the
gradients to flow through via the skip connections. It also helps the connections by allowing the
model to learn the identity functions which ensures that the higher layer will perform at least as
good as the lower layer, and not worse. The complete idea is to make F'(x) = 0. So, in the end, we
have H(z) = = as a result. This means that the value coming out from the activation function of
the identity blocks is the same as the input from which we skipped the connections.

Table [6.4] shows the architecture of the different ResNet variations as mentioned in [118].

layer name | output size 18-layer ‘ 34-layer | 50-layer ‘ 101-layer ‘ 152-layer
convl 112x112 Tx7, 64, stride 2
3%3 max pool, stride 2
1x1, 64 1x1,64 ] 1x1, 64 ]
comv2x | 36x36 { gxz gj ]xz gxzz ]xs' 3x3,64 | x3 3x3,64 | x3 3x3,64 |x3
> > 1x1,256 1x1,256 | 1x1,256 |
- ; - ; 1x1, 128 1x1,128 ] 1x1,128 ]
conv3x | 28x28 gig 32 X2 gig 32 x4 3x3,128 | x4 3x3,128 | x4 3x3,128 | x8
. ’ : . ’ : 1x1,512 1x1,512 | 1x1,512 |
- ; - ; 1x1,256 1x1,256 ] 1x1,256 ]
convd x | 14x14 gig ggg x2 gig ;gg x6 || 3x3,256 |x6 || 3x3,256 |x23 || 3x3,256 |x36
L ’ : L ’ : 1x1, 1024 1x1, 1024 | 1x1, 1024 |
- ; - ; 1x1,512 1x1,512 1x1,512
convs_x Tx7 gigzg X2 ziggii x3 || 3x3,512 |x3 3x3,512 | x3 3%x3,512 | x3
L ’ . L ’ . 1x1,2048 1x1, 2048 1x1,2048
1x1 average pool, 1000-d fc, softmax
FLOPs 1.8x10° [ 3.6x10° | 3.8x10° \ 7.6x10° \ 11.3x10°

Figure 6.4: Different architectural variants of the ResNet used in the literature

6.4.2 Experimental Evaluation

In this section, the proposed CSFCC and the baseline features are evaluated on the PA set of
the ASVSpoof 2019 database using a ResNet-18 classifier. CSFCC are extracted as explained in
Section and the baseline features are extracted as explained in Section [2.5.1 The extracted

features are used as input to the ResNet-18 back-end. The details of the ResNet-18 architecture
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used in the work and the training process are described next.
6.4.2.1 Model and Training Details

In this work, we use a variant of the ResNet-18 architecture as the back-end. We use the same
four residual blocks present in the general ResNet-18. However, we use a self-attention layer after the
residual blocks instead of a global average pooling layer that is employed in regular implementations
of ResNet-18. The architecture used in this work has been taken from [119]. The complete details
of the different layers in the model are given in Table [6.3] The first layer is the input layer, which
takes the front-end features as input and passes them on to the next layer, a convolutional layer.
After this, there are four residual blocks, which consist of several convolutional layers, as shown
in the table. The output from the last residual block is passed on to a self-attention layer. Next,
there are two fully connected layers. The output from the first fully connected layers is used as
embeddings. The second fully connected layer is the output layer with two nodes, signifying the
genuine and replayed likelihoods. The log-likelihood score is calculated from the output of these

two nodes by first taking their logarithm and then subtracting one from the other. The required

Table 6.3: Architecture of the ResNet model used as back-end in the CSFCC-based RAD system

Layer Kernel size | Filters Output size
Input - - 32 x 1 x 390 x 750
Conv 9x3 16 32 x 16 x 39 x 375
BatchNorm - - 32 x 16 x 39 x 375
Resl SR 64 32 x 64 x 20 x 188
Res2 3x3 128 32 x 128 x 10 x 94
Res3 3x3 256 32 x 256 x 5 x 47
Res4 3x3 512 32 x 512 x3x24
Conv 3x3 256 32 x 256 x 1 x 12
BatchNorm - - 32 x 256 x 12
Self-Attention - - 32 x 512
Fully connected - - 32 x 256
Fully connected - - 32 % 2

features (CSFCC/CQCC) are first extracted to train this ResNet-18 model. Since the speech files
from which these features are calculated are of different durations, the number of frames for each
file may differ. However, to use these features as input to the ResNet-18 model, they must be the

same size. This similarity in size is achieved by setting the features to be of a fixed frame length
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of 750 frames. Repeat padding is used to make the short trials of the desired length. The first 750
consecutive frames are considered for the longer trials, and the remaining ones are discarded. Once
this is done, the model is trained with these features using a batch size of 32. The model output
is a confidence score that signifies the classification result. The softmax loss function and adaptive
moment estimation (Adam) optimizer are used to update the weights of the ResNet model.

The efficacy of different RAD systems using the ResNet-18 back-end is validated on the PA set of
the ASVSpoof 2019 database. The CSFCC and CQCC features are extracted from this database’s
training subset. The dimensionality of the CSFCC feature is 390 dimensions, and CQCC features
are of 90 dimensions. Two separate models are then trained using the respective features. The
features of the development and evaluation sets are used to obtain the classification scores, which

are then used to calculate the EER and t-DCEF.
6.4.2.2 Results and Discussion

The performances of the CSFCC and CQCC-based RAD systems on the PA set of the ASVSpoof
2019 database are shown in Table[6.4] It can observed that the proposed CSFCC features outperform
the baseline CQCC features by a significant margin both in terms of EER and t-DCF. In the
evaluation set, the CSFCC-based RAD system results in an EER of 1.97% whereas the CQCC-
based RAD system gives an EER of 4.35%. Thus the proposed RAD system results in a relative
improvement of 54.71% compared to CQCC-based RAD system. This proves the advantage of the
proposed features for building RAD systems.

Table 6.4: Performance comparison of baseline and proposed RAD systems on the PA evaluation set of
the ASVSpoof 2019 database

Feature | t-DCF | % EER
CQCC 0.135 4.35
CSFCC 0.061 1.97

To demonstrate the ability of the ResNet-18 network to effectively model the feature space, the
t-distributed stochastic neighborhood embedding (t-SNE) plots for the CSFCC and CQCC features
are shown in Figure [6.5] The t-SNE plot is drawn for the CQCC and CSFCC features of the
evaluation set of the PA partition of the ASVSpoof 2019 database. The features are passed through

the trained ResNet-18 network, and the 256-dimensional embeddings extracted from the second to
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the last fully connected layers are considered. These 256-dimensional embeddings are transformed
into a 2D space for visualization using the t-SNE technique. From the plots, it can be seen that the
embeddings of CSFCC features for the genuine and replayed cases are far more well-separated when
compared to those of CQCC features. For this reason, the proposed CSFCC and ResNet-18-based

RAD system performs significantly better than the one built using CQCC features.

Genuine
® Spoof

Figure 6.5: t-SNE plot for embeddings of ILPRgram+LPCgram feature on the evaluation set of ASVSpoof
2019 database

6.5 Source-Filter Time-Frequency Representation for RAD

In the previous section, we advocated using a deep residual network (ResNet-18) on our pro-
posed CSFCC features. This network proved to model the proposed features much better than
the GMM-based back-end, as evidenced by the RAD performances. The proposed features happen
to be predominantly decorrelated due to the application of the DCT operations. However, even
if correlated features are fed as input into a deep neural network, it can learn the appropriate
feature transformations, and it is found that such features perform better than the decorrelated
features. The authors of argue that the power spectrum of speech contains relevant informa-
tion about the artifacts introduced by the spoofing attacks. Motivated by that, they propose the
use of time-frequency representation for spoof detection. In their study, different kinds of spectral
representations are extracted using CQT, FFT, and DCT. The corresponding resultant features are
called CQTgrams, FFTgrams, and DCTgrams. These features are fed into an LCNN. The CQT-
gram and LCNN-based RAD system performs the best. In the work done in [46], STFTgram and
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Figure 6.6: Block diagram showing the process of extracting the proposed combined source-filter
gram(CSFgram) feature corresponding to a speech frame.

group delay grams are used along with a ResNet back-end, and the GDgrams-based RAD system
outperformed all the other systems. Some gram-based features were also used in [45]. One of them
was the CQTgrams that were extracted from the magnitude part of the spectrum. From the phase
part of the spectrum, two more gram features were extracted, namely the modified group delay
grams (MGDgram) and the CQT-based modified group delay grams (CQTMGDgram). The RAD
systems developed using gram-based features with a modified ResNet called the ResNeWt were
reported to perform the best in this work.

Motivated by the success of the gram-based features, we suggest a minor modification to the
proposed CSFCC features. The 2D-DCT operations applied to both the source and filter parts are
dropped, and the stacked frames from both parts are concatenated to obtain a new representation
called the combined source filter gram (CSFgram) features. The process of extracting the CSFgram
features from the speech signal is given in Figure[6.6] It can be observed from this figure that in the
process of extracting the CSFgram features, we obtain two intermediate gram-based representations.
One of them is from the source component of the signal and is referred to as the ILPRgram features.
The second representation is generated from the filter component of the input signal and is termed

the LPCCgram features.

6.5.1 Experimental Setup

We develop different RAD systems based on the gram-based features described above and the
ResNet-18 classifier. The experimental setup of these systems is described next.
First, we describe the process of building a RAD system with the CSFgram feature. To extract

the CSFgram feature, first, the input speech signal is short-term processed using a Hanning window
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of size 20 ms and a shift of 16 ms. This choice of shift is made in order to reduce the number of
frames so that the memory requirements to train the ResNet-18 model can be met. Next, an LP
analysis of order 20 is performed on each windowed frame to obtain the LP coefficients. The LP
coefficients are passed through two different filters, an inverse filter and an LP filter. First, the
coefficients are passed through an inverse filter to obtain the source component and then a 512-
point FF'T is applied to it. Then the obtained spectrum is logarithmically compressed to get the
log-spectrum of the source component. This is done for all the windowed frames and the log spectra
are stacked together to obtain the ILPRgram feature. The size of the ILPRgram depends on the
number of frames. If the number of frames for an input speech file is N, then the dimensionality of
the feature is N x 512.

As mentioned earlier, the LP coefficients are also passed through an LP filter and then 512-
point FFT is applied to the output of the filter to calculate the spectrum. Then we apply log to the
spectrum and stack the log spectra of all the frames to obtain the LPCCgram features. Similar to
the ILPRgram, the dimensionality of the LPCCgram features is also NV x 512 where N is the number
of frames. The ILPRgram and LPCCgram features are concatenated to obtain the final CSFgram
features. The size of the CSFgram features is thus 2NV x 512. The extracted CSFgram features are
used to build a RAD system using a ResNet-18 back-end. The experimental setup of the ResNet-18
is the same as explained in Section The intermediate features, ILPRgram and LPCCgram
are also used to develop two more RAD systems with the same ResNet-18 back-end.

To benchmark the performance of the RAD systems developed using gram-based features we
have extracted by tweaking the CSFCC features, we also build a RAD system with CQTgram
features and the same ResNet-18 back-end. CQTgrams are extracted with a 32 ms frameshift,
Hanning window, 11 octaves, and 48 bins per octave. Finally, another RAD system is built by

combining the ILPRgram and CQTgram features as the front-end and ResNet-18 as the back-end.

6.5.2 Results and Discussion

The performances of the RAD systems using gram-based features and ResNet-18 back-end on
the PA set of the ASVSpoof 2019 database are shown in Table [6.5] From this table, it can be

seen that the CSFgram features perform much better than the CSFCC features on this database.
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The CSFCC features provide an EER of 1.97% on the evaluation set of the database, whereas the
CSFgram features result in an EER of 1.05%. This is a relative improvement of 97%.

The CQTgram-based RAD system gives an EER of 0.89% on the evaluation set of the ASVSpoof
2019 database. Finally, the feature-level combination of ILPRgram and CQTgram gives us the best
performance obtained in this work in terms of both t-DCF and EER on the development and
evaluation sets of this database. This confirms that the gram-based features are more suitable for

the ResNet-18 back-end and that this system can be used as an effective RAD system.

Table 6.5: RAD performances of some gram-based features with Resnet-18 classifier on the ASVSpoof
2019 database

Development Evaluation
Feature min-tDCF | EER (%) | min-tDCF | EER (%)
LPCCgram 0.051 1.84 0.089 3.06
ILPRgram 0.035 1.22 0.069 250
CSFgram 0.012 0.44 0.030 1.05
CQTgram 0.008 0.28 0.024 0.89
ILPRgram + CQTgram 0.009 0.30 0.022 0.72

6.6 Comparison with Contemporary Features

In the previous section, it was demonstrated that the RAD system developed using the combined
ILPRgram and CQTgram features along with the ResNet-18 classifier turned out to be the best
system as evidenced by its performance on the ASVSpoof 2019 database. In this section, we present
a comparison of that system to a few contemporary systems that have also shown superlative
performance on the PA set of the ASVSpoof 2019 database. This comparison is shown in Table [6.6]
The table illustrates the standing of the ILPRgram + CQTgram features in comparison to other

features.

6.7 Conclusion

In this chapter, we propose augmenting source features with filter-based features. To this end, a
new feature derived from the LP analysis called the 2D-LPCC feature is designed. The parameters of
these features are tuned on the ASVSpoof 2017 v2.0 database. Then, these features are combined

with the previously defined 2D-ILRCC features to obtain the proposed CSFCC features. The
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Table 6.6: Survey of RAD system performances evaluated on ASVSpoof 2019 database.

System (feature, back-end) EI];F{‘E;S)I)I:EISF EE]?{‘E%;IattI—ODnCF
| [31] (LFCC, GMM) 11.96 | 0.255 | 13.54 | 0.302
" 31] (CQCC, GMM) 9.87 0.195 | 11.04 | 0.245

(2D-ILRCC, GMM) 9.15 | 0.199 | 11.35 | 0.272
| [120](CQCC, ResNet) 4.30 0.103 4.43 0.107
| [120] (Spectrogram, ResNet) 3.85 0.096 3.81 0.099
| (2D-ILRCC, ResNet18) 1.62 0.044 2.33 0.065
| [51] (CQT-MMPS, ResNet) - - 1.08 0.031
| (ILPRgram + CQTgram, ResNet-18) 0.30 0.009 0.72 0.022

CSFCC features are evaluated on the PA set of the ASVSpoof 2019 database. It is found that the
proposed CSFCC features outperform both the baseline CQCC and LFCC features. Further, the
use of a deep residual network called ResNet-18 is advocated instead of the simple GMM as the
back-end to develop RAD systems. Accordingly, a RAD system is developed with CSFCC features
as the front-end and a ResNet-18 back-end. The back-end of the baseline RAD systems are also
replaced with a ResNet-18. It is found that the CSFCC and ResNet-18-based RAD systems perform
significantly better than the corresponding baseline systems in terms of both EER and t-DCF.
Next, a modification to the CSFCC features is proposed where the spectrograms corresponding
to the source and filter components are considered directly without the application of DCT for
compression. The stacking of source and filter spectrograms along the temporal dimension is termed
the CSFgram features. The CSFgram features with a ResNet-18 back-end are evaluated on the PA
set of the ASVSpoof 2019 database. A contrast system is also developed with CQTgram features
and a ResNet-18 back-end. It is found that the CSFgram features perform better than the CSFCC
features. Moreover, the CSFgram features also outperform the CQTgram features. Finally, the
ILPRgram and CQTgram features are combined at the feature level and a RAD system is developed
with a ResNet-18 back-end. This system gives an EER of 0.72% on the ASVSpoof 2019 database

and is the best system in this work.
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7. Summary and Future Directions

7.1 Summary of the Work

This thesis addresses the issue of detecting replay attacks in automatic speaker verification
(ASV) systems. There are three major goals of the thesis. The first one is to establish that the
source component of a speech signal serves as a possible alternative for characterizing replay attacks.
To this end, different ways of processing the source signals are proposed resulting in the design of
different kinds of replay attack detection (RAD) features. The second is to investigate the relative
contribution of the voiced and unvoiced speech regions towards RAD. The final goal of the thesis is
to examine the effect of jointly modeling the decomposed source and filter components of a speech
signal for detecting replay attacks.

The thesis begins with an introduction to ASV and replay attacks. The task of an ASV system is
to either accept or reject the identity claim of a speaker. Replay attacks are perpetrated on an ASV
system by secretly recording the speech of a genuine user of the system and then playing it back
to the system to gain unauthorized access. A detailed literature review highlighting the evolution
of RAD is then provided. The literature review showed that the focus of the existing RAD works
is on the direct characterization of replay attacks from the speech signal. However, no attempt has
been made to decompose the speech signal into its constituent source and filter components and
study the effects of replay attacks on these components separately. This thesis posits that both
these components are affected by replay attacks and exploiting the spoofing information present
in the two components can lead to better modeling of replay attacks. Accordingly, the thesis first
delves into the exploration of source modeling for replay attacks to assess how much impact it has
on RAD performance. Following this, the techniques developed to model the source information
are enriched with the information contained in the filter component.

The various source and filter information modeling techniques used to develop the RAD systems
are validated using two databases called the ASVSpoof 2017 v2.0 and the physical access (PA) set of
the ASVSpoof 2019. A thorough description of these two databases is given in Chapter[2 Both these
databases are divided into train, development, and evaluation subsets. With the ASVSpoof 2017
v2.0 database, we deal with the task of developing standalone RAD systems, and the performances
of the systems are measured in terms of equal error rate (EER) and decision cost function (DCF).

On the other hand, the task with ASVSpoof 2019 is to develop a RAD system in conjunction with
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an ASV system. Hence, in addition to the EER, another metric called the tandem detection cost
function (t-DCF) is utilized to measure the performance of the developed RAD system. This metric
measures the cumulative performance of the RAD and ASV systems. These databases are used to
develop two baseline RAD systems for this thesis. The first system uses the constant-Q cepstral
coefficient (CQCC) features as the front-end and a Gaussian mixture model (GMM) based back-
end. The second one utilizes linear frequency cepstral coefficients (LFCC) features and a GMM
classifier to detect replay attacks.

It has been mentioned previously that this thesis aims to decompose the speech signal into source
and filter components, and model replay attacks using these two components. The approach taken
to achieve this is to first analyze the source signal for RAD and subsequently add the information
present in the filter component for better characterization of replay attacks. Hence, Chapter
describes the preliminary work done to characterize replay attacks using the source signal. This
chapter serves as the basis for the research conducted on source modeling for RAD. A review of
the existing glottal source modeling techniques is presented initially. From this review, we choose
to use the zero-frequency filtered (ZFF) signal and the linear prediction residual (LPR) signal
as the two glottal source representations. A visual inspection of the ZFF and LPR signals for
pairs of genuine and replayed speech. This study revealed that there are indeed differences in the
nature of ZFF and LPR signals for genuine and replayed speech. Based on these observations, two
handcrafted features are proposed. These are the epoch feature (EF) and the peak-to-side-lobe
ratio mean and skewness (PSRMS). These features are used to develop two RAD systems with a
GMM-based back-end. In addition, two cepstral features namely mel frequency cepstral coefficients
(MFCC) and instantaneous frequency cepstral coefficients (IFCC) are also used to build different
RAD systems for contrast purposes. All of these RAD systems are evaluated on the ASVSpoof 2017
v2.0 database. The performances of these systems reveal that the proposed source features yield
decent RAD performance. This serves as empirical proof that source features also contain replay
information. The EERs of the EF and PSRMS-based RAD systems on the evaluation set of the
database are 32.51% and 28.9%, respectively. These performances are relatively poorer compared
to the baseline CQCC and LFCC systems. This is attributed to the fact that the source features

are naively handcrafted and are extracted only around the glottal closure instants (GCI). However,
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the CQCC and LFCC features are extracted from the entire speech signal. Owing to this they are
exposed to a much higher amount of information.

The handcrafted features capture information only around the GCIs and thus cannot extract
features from other parts of the source signal. This is an inherent disadvantage of these features
due to the way in which the source signal is processed for their extraction. Furthermore, the ZFF
signal contains information only about the GCIs, and all other information is filtered out. The LPR
signal, on the other hand, contains information along the entire source signal. However, it comprises
multiple bipolar peaks which results in the detection of ambiguous GCIs. These drawbacks are
addressed in Chapter {d| by introducing two new approaches. The first one is to use the integrated
linear prediction residual (ILPR) signal to represent the source signal. The second approach is pitch-
synchronous processing of the ILPR signal which captures the dynamics between two GCls. This
approach allows us to obtain replay information in the entire voiced regions of the signal instead of
the neighbourhood of the GCIs. Combining these two approaches, a transform-based novel pitch-
synchronous feature called the compressed ILPR (CILPR) is proposed for RAD. The CILPR feature
captures the temporal details of the ILPR (source) signal between any two adjacent GCls. It is
observed that the temporal characteristics of the source signal differ in the replayed signal from
those in the genuine signal due to the presence of replay artifacts. This discriminative information
can be used for the effective detection of replay attacks. Hence, a RAD system is developed with the
CILPR feature as the front-end and a GMM classifier as the back-end on the ASVSpoof 2017 v2.0
database. This system yields an EER of 20.66% on the evaluation set of the database. Compared
to the PSRMS-based RAD system, we happen to get a relative improvement of 28.51%. Thus,
highlighting the fact that the CILPR features happen to capture the replay attack distortions in a
much better way than the handcrafted features. However, when compared to the baseline features,
it results in significantly poorer RAD performance. This degradation in performance could be due
to the use of only voiced regions of speech while extracting the CILPR features. An ablation study
performed with a CQCC-GMM-based RAD system on the ASVSpoof 2017 v2.0 data showed that
the unvoiced regions contained more RAD information than the voiced regions. Hence, in order to
obtain comparable RAD performances, the source features should have been extracted from both

the voiced and unvoiced regions.
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The CILPR features, being extracted in a pitch-synchronous fashion, can be computed for the
voiced regions only. The ablation study, on the other hand, revealed that the unvoiced regions also
contain a significant amount of RAD information and can contribute to enhancing the performance
of RAD systems. Hence, in Chapter [5] some modifications are proposed to overcome the shortcom-
ings of the CILPR feature. The first modification is to adopt non-pitch-synchronous processing of
the source (ILPR) signal through frame-based processing. This processing ensures that features can
be extracted from the entire signal and also eliminates the need for pitch-marking. The second mod-
ification is to extract the features from a spectro-temporal domain instead of the temporal domain
as is the case with the CILPR feature. This is done because it was found that there exists extended
temporal continuity in the spectral structure of genuine speech compared to replayed speech. Thus,
extracting features from the spectro-temporal domain can capture this discriminative information.
Merging these two modifications, a new RAD feature called the two-dimensional integrated linear
prediction residual cepstral coefficients (2D-ILRCC) is designed. This novel feature is used with
a GMM back-end to develop two RAD systems on the ASVSpoof 2017 v2.0 database and the PA
set of the ASVSpoof 2019 database. The results of the experiments show that the 2D-ILRCC sys-
tem performs at par with the baseline systems on both databases. On the evaluation set of the
ASVSpoof 2017 v2.0 database, the proposed 2D-ILRCC features yield an EER of 10.87% and on
the PA set of the ASVSpoof 2019 database, it results in an EER of 11.35%.

The 2D-ILRCC-based RAD system provides competitive performance with respect to the base-
line systems. However, it still fails to outperform the baseline systems. This is ascribed to the fact
that the 2D-ILRCC features are extracted from only the source component of the speech signal,
whereas the baseline CQCC features utilize the information present in both the source and filter
components. Thus, in Chapter [0}, the 2D-ILRCC features are enhanced by including the filter com-
ponent information. LP analysis is performed to decompose the speech signal into the source and
filter components. The resulting source component is the ILPR signal from which the 2D-ILRCC
features are extracted. However, the LP coefficients obtained from the LP analysis have been ig-
nored so far. Now, the LP coefficients are considered to represent the filter information, and using
these coefficients a new feature called the two-dimensional linear prediction cepstral coefficients

(2D-LPCC) is proposed. This feature is then concatenated with the 2D-ILRCC features to jointly

TH-3576_156102027 107



7. Summary and Future Directions

model the source-filter components. The concatenated features are named the combined source
filter cepstral coefficients (CSFCC).

The dimensionality of the CSFCC features is first tuned by developing a RAD system with a
GMM-based back-end on the ASVSpoof 2017 v2.0 database. Then the performance of the CSFCC-
based RAD system is validated on the PA set of the ASVSpoof 2019 database. It is found that this
RAD system provides an EER of 9.85% whereas the CQCC-based RAD system results in an EER
of 11.66% on the evaluation set of the ASVSpoof 2019 database. This shows that the proposed
CSFCC features provide much better RAD performance than the baseline features. Further, the
CSFCC features are used to build another RAD system using a deep residual network (Resnet-18)
back-end on the PA set of the ASVSpoof 2019 database. This system yields an EER of 1.97% and
outperforms the CQCC-based RAD system on the same back-end that gives an EER of 4.35%.
Finally, a modification is proposed to the CSFCC features where the compression done by the
discrete cosine transform is dropped and the uncompressed spectro-temporal features are used
directly for classification. These new features are called the combined source-filter gram (CSFgram)
features and the RAD system developed with these features and the ResNet-18 network yields an
EER of 1.05% on the PA set of the ASVSpoof 2019 database. Moreover, gram-based features are
also computed for the decomposed source and filter components and are called ILPR gram and
LPCC gram features. The ILPR gram features are combined with CQT gram features and a RAD
system is developed on the same database. This system provides an EER of 0.72% and is the

best-performing system of this thesis.

7.2 Contributions of the Thesis

The salient contributions of this thesis are listed below.

e Established that the source component of the speech signal contains significant replay attack
information. Several source features were proposed which were used to develop different RAD
systems and it was demonstrated that the source feature-based RAD systems were able to
achieve performances comparable to the baseline systems. Source features served as a viable

alternative for replay attack detection.
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e Proposed the characterization of replay attacks via the decomposition of the speech signal
into source and filter components. It was hypothesized that the replay attacks affect both
the source and filter components and hence modeling the impact on both the components
separately will lead to better characterization of replay attacks. The experiments conducted

in the thesis supported this hypothesis.

e Studied the relative contribution of voiced and unvoiced regions of the speech for RAD. It was
found that the unvoiced regions are affected more by replay attacks compared to the voiced
regions. This is due to the higher distortion-to-speech ratio in the unvoiced regions. Thus,

the unvoiced regions of speech contained more replay information than the voiced regions.

e Explored the joint modeling of the decomposed source and filter components of the speech
signal for RAD. The previously proposed source features were augmented with a feature
computed from the filter component. The combined source-filter feature-based RAD systems
outperformed all previous systems. Thus, it established that both components are impacted by
replay attacks, and combining the information present in these components leads to superior

RAD performance.

7.3 Future Directions

This thesis primarily focuses on the decomposition of a speech signal into source and filter
components for better modeling of replay attacks. To this end, a number of approaches have been
proposed which have resulted in state-of-the-art performances. Despite this, there are a number of

issues and challenges that can be addressed in the future. These possible future directions are:

e The first future direction that can be explored is the use of transformers as a back-end. In
this work, the Resnet-18 has shown significant performance improvement due to the use of
residual blocks. In recent times, transformers have been used in different areas for classification
purposes. With the use of a multi-headed attention mechanism, transformers can lead to

increased RAD performance.

e The features proposed in this work use the DFT for converting the time-domain signal to the

frequency-domain. Although DFT has been effective for developing the features, it would be
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interesting to see the impact of using a CQT in place of a DFT to compute the proposed
features. CQT due to its nature of high spectral and temporal resolution may lead to better

modeling of replay attacks.

e The next future direction that could be examined is the extension of the techniques proposed
in this thesis to LA attacks and DeepFake attacks. In recent years, due to the rise of generative

artificial intelligence (AI), DeepFake attacks have posed a severe challenge to ASV systems.

e Another possible direction to extend this work is to build a single system that can handle both
replay attacks and impostor attacks on an ASV system. Such systems are called spoofing-
aware ASV (SASV) systems. The techniques proposed here can be used directly to develop a
SASV system and find out if they result in decent performances. The techniques can also be

modified so that the SASV system becomes more efficient.
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A. Detection of Glottal Activity Regions

A speech signal can broadly be divided into glottal and non-glottal regions depending upon the
nature of excitation present in the region. When the vocal tract system is excited by vibrations of the
vocal folds during the process of speech production the resulting speech segments are called glottal
activity regions. These vibrations of the vocal folds generate a periodic or quasi-periodic excitation
source signal. Glottal activity regions are characterized by energy, periodicity, and asymmetrical
nature of the source signal [121], |[122]. Thus glottal activity regions of speech can be identified by
analyzing the features of the source signal. In this thesis, the detection of glottal activity regions
is achieved using three different attributes of the voice source signal namely strength of excitation,

normalized auto-correlation peak strength, and higher-order statistics. They are discussed in more

detail in Section [A.T] and
A.1 Strength of Excitation

During the production of voiced sounds, rapid movement of vocal folds occurs resulting in high
energy during the closing phase of the glottis and giving higher strength to voiced speech around
the epoch location. This strength around the epoch locations is called the strength of excitation
(SoE) and can be computed by calculating the slope near the epoch locations of the ZFF signal.
Mathematically, the strength of excitation s.[p] of the ZFF signal z[n] at p'" epoch location can be

derived as follows:
selp] = |z[p + 1] — z[p]| (A1)

Figure [A.I[(a) and (b) depicts a segment of a speech signal and its corresponding ZFF signal. The
SoE evidence is shown in Figure (c) and it can be clearly seen that the SoE values are high in
the GA regions and low in the non-GA regions and hence can be used as a feature to detect GA

regions.

A.2 Normalized Auto-Correlation Peak Strength

During the production of voiced sounds, the time-varying vocal-tract system is excited by quasi-
periodic glottal pulses of air. The voice source signal is therefore quasi-periodic for voiced sounds.
This nature of the source signal can be captured with the help of the normalized auto-correlation

peak strength (NAPS) of the ZFF signal z[n|. The NAPS n,(7) for one frame of the ZFF signal
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can be obtained as follows:

_ Yz 2 — 7]
np(T) - Z?:l 22[7’L] (AQ)

where 7 is the lag and it represents the position of highest peak. Its value varies from 2.5 ms to
15 ms and represents periodicity. It is computed for each frame of 20 ms with a shift of 10 ms and
interpolated. This evidence is depicted in Figure (d) From the figure it is apparent that the
value of NAPS is high is the GA regions when compared to that of the non-GA regions. It can also

be used effectively in addition to SoE for detecting GA regions.

A.3 Higher Order Statistics

Significant excitation occurs at the glottal opening and closing instants during glottal activity.
However, the strength during closing instants is more compared to that of opening instants due to
differences in the airflow pressure around those instants. This results in asymmetric nature of the
glottal pulses [123]. This property of the glottal signal can be captured by computing the skewness
to kurtosis ratio (SKR) from the ZFF signal. Since this ratio may be influenced by high noise
energy, appropriate power of skewness and kurtosis is considered to make the ratio a function of
moments. The SKR is thus calculated according to the equation shown below:

2

SKR = (A.3)

k15

where v and x denote the skewness and kurtosis of a frame of the ILPR signal respectively, and can

be derived as:

(A.4)

K= 5 — 9 (A.5)

where N is the number of samples in one frame of the ILPR signal r[n] and 7 is the mean of r[n].
The SKR is considered to be the higher-order statistics (HOS) feature in this work. It is
calculated for a frame of 20 ms with a shift of 10 ms. This feature is shown in Figure [A.1fe) and it

can be observed that the HOS values are high in the GA regions and low in the non-GA regions.
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A.4 Combination of the Three Evidences

The three evidences of SoE, NAPS, and HOS carry complementary information for different
sound units . Hence, combining the three types of evidence helps increase the accuracy of GA
region classification. Combined evidence is calculated by first normalizing all three kinds of evidence
to a maximum value and then averaging them. Figure (f) shows the combined evidence and it
can be observed that this evidence can correctly detect the GA regions. The final GA regions are

depicted in red dotted lines.
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Figure A.1: Figure showing the process of extraction of glottal regions using three attributes of source
information. (a) A segment of a speech signal, (b) the corresponding ZFF signal, (c) Glottal activity
evidence using SoE (d) Glottal activity evidence using NAPS (e) Glottal activity evidence using HOS (f)
Combined glottal evidence (blue line) and detected glottal regions marked with (red dotted line)
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